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Chapter 1
Introduction

The rapid progress of computer networks and in particulartiternet poses new chal-
lenges for research and development in this field. The numbktternet users is esti-
mated in September 2007 around 1200 million people and fltasased since the turn
of the millennium by around 244%WS]. With optical components in the core and in-
creased availability of fast digital subscriber lines asess technology also the available
bandwidth in the networks have multiplied over the last gekurther on, with the con-
vergence of the networks to a single IP-based network, wbahes voice, data and
multimedia traffic and offers access to fixed as well as wagterminals, protocols have
to adapt to changing requirements.

The steady change of the technology and of the use of thenkttgives rise to con-
tinuously revising and refining existing concepts. In orttecope with this challenge
sophisticated models of the networks and their functioesn@cessary. A mathematical
framework for rate control at the transport layer proved ¢oelffective not only for a
deeper understanding of the Transmission Control Pro{dcoP) and the development
of improved TCP versions but also in general for the optitiesaof the resource allo-
cation in communication networks. The basic idea is to mddelresource allocation
as global optimisation problem and to decompose the probiesub-problems. These
sub-problems are solved with exchange of minimal contri@rimation on different net-
work entities and different network layers. The approacbased on economic models.
Therefore, itis denoted as resource or congestion priding.thesis extends the resource
pricing approach and deploys it to Peer-to-Peer (P2P) mksyo

P2P networks gained in importance over the last years antdohtslay’s Internet traffic
is caused by different P2P protocols. In contrast to thattoal client-server architec-
ture, which relies on a small number of powerful servers,liasic idea behind P2P is
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Chapter 1: Introduction

that each peer not only accesses resources but also coesriiesources to the network.
Furthermore, P2P relies on self-organisation and avoidgraéeed control. Hence, ro-
bust, resilient and scalable P2P networks can be realiddtbugh P2P networks became
popular with legally questionable applications, meanhk#rious business cases emerge
which realise services cost effective and more efficienteaspared to the client-server
architecture. For a further success of the P2P paradignmstagatted models of P2P net-
works and the design of optimal protocols are necessarypBlymg the resource pricing
framework to P2P networks this work presents a novel apprtathe resource alloca-
tion in these architectures. The proposed protocols pravée efficient, fair, stable and
scalable and improve the state of the art in this field.

1.1 Contribution

The seminal papeiKMT98] by F. Kelly et al. proposes resource (or congestion) pgcin
for rate control in IP networks. It provides the basis of esiee research on rate con-
trol and similar models for the resource allocation in comioation networks. Also this
work builds on the resource pricing approachKiMT98]. It studies the extension of the
model in Kel97, KMT98] to dynamic routing at the network layer. It is shown by simu-
lations that the proposed distributed algorithm is efficeamd fair for multi-path routing.
However, for single-path routing the algorithm shows ibgity. The work in this area is
published in EKO6H].

The main contributions of this thesis are in the field of P2&voneks. Although P2P ap-
plications are very popular and cause large amounts of ®tf#grnet traffic most of the
widely adopted P2P protocols do not follow sophisticatesigtecriteria. Properties like
efficiency and fairness of the corresponding networks akaonin or are investigated
after implementation when protocols became popular. Eurtim, the protocol design
might be driven by objectives of the users or P2P serviceigens. These can disagree
with the objectives of the network operators. To sum up, tedfor sophisticated models
of P2P networks becomes obvious. This thesis addresseasshesby applying resource
pricing to P2P networks. It models the resource allocatiothése overlays as optimisa-
tion problem. By applying Lagrange multipliers the globabiplem is decomposed into
sub-problems. Further on, the sub-problems are used teeddistributed algorithms.
The basic idea of applying resource pricing to P2P netwasksublished for the first
time in [EKOY]. Further publications inEKO6d and [EKO74 present the P2P network
model and the development of the distributed algorithm irreraetail. An analytical
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1.2 Outline

result under connectivity assumptions and the stabilityhef distributed algorithm are
shown in EKO70.

Additionally, the resource pricing approach is discussadH2P Content Distribution
Networks (CDNs) and is compared to the tit-for-tat schemehefBitTorrent implemen-
tation. The steady-state performance with resource grieimsures fairness and outper-
forms the BitTorrent implementation. Fairness is of gregtartance because it provides
an incentive to peers to contribute resources to the netwarthermore, the steady-state
performance of resource pricing provides a Nash equilibrilihis means a peer can not
improve its performance by changing its own strategy. Heresources can be allocated
in a fair manner even when peers behave selfishly. In sumnieryroposed distributed
algorithm converges to the solution of the global optim@aproblem. Hence, the algo-
rithm provides an efficient, fair, stable and scalable watie resource allocation in P2P
CDNs. These findings were published EK064 and [EK08]. Additionally, [EHBKO7]
gives insights into the simulation of BitTorrent-like netwks.

A further contribution of this thesis is to study P2P over Bdworks as a cross-layer op-
timisation problem. Since resource pricing for rate cdrdaral for P2P networks is based
on the same global optimisation problem both functions @stbdied in a single model.
We propose a novel TCP variant that includes informatiomftbe P2P network. Hence,
fairness between peers is ensured even when some routesebebeers are congested.
In such a case a sending peer shifts traffic from a congestre to an uncongested one.
The change in the rate allocation is balanced by other p&bis shows that overlay net-
works have the potential to improve the performance of thaedging IP network and to
overcome the rigid design of IP routing. This part of the ihespublished in EKO7d.

1.2 Outline

This work is structured as follows. Chapt2gives an introduction to IP and P2P net-
works. It presents important concepts on which this workdsuon. These are the con-
gestion control of TCP and routing protocols in IP netwofkstthermore, functions of
the network are implemented nowadays more frequently ahétwork edges. P2P net-
works are a good example. Different P2P architectures aplitafions are discussed and
compared to the traditional client-server model. EspBgittie basic principles of P2P
content distribution networks and BitTorrent as an exanapéeimportant for this work
and are outlined. Chapt@rends with the basic idea of the resource pricing framework,
its strengths and weaknesses and different applicatiorasos.



Chapter 1: Introduction

Chapter3 discusses resource pricing in more detail and presents aligematical back-
ground. The model includes the routing of the IP or P2P ndtwlbgives a short intro-
duction to dual theory and presents the Lagrange functidhebptimisation problem,
which is the basis for a decomposition of the problem. Fong#fied model, which is
frequently adopted for P2P networks, the solution of thenaisaition problem is com-
puted under specific connectivity assumptions. Additilyndlfferent fairness criteria are
presented.

Chapter4 applies resource pricing for a combined approach of ratéralbband routing
in IP networks. The resource allocation is modelled as el@gs optimisation problem
of the network and transport layer. The distributed aldponis for rate control from the
literature are extended to routing. In the first step mudtiirouting is investigated. Here,
the sending rates over multiple routes are adapted to nketvamgestion and the fairness
criteria. In the second step single-path routing with antheut Equal-Cost Multi-Path
(ECMP) is studied.

Chapter5 applies the resource pricing framework to P2P networks. dptemisation
problem is adapted to entities of the P2P network and newildlistd algorithms are
derived from the Lagrange function. Efficiency and stapitit the distributed algorithm
are shown analytically and by simulations. By using the pemal algorithm for P2P con-
tent distribution fairness between peers can be ensureBisfatrent’s tit-for-tat strategy
is outperformed. Furthermore, the interaction of resopragng and the piece selection
is studied.

Chaptel6 studies P2P over IP networks as a cross-layer optimisataiigm. It combines
the distributed algorithms from Chaptémand Chapteb and proposes a TCP variant for
P2P networks. Hence, routing in the P2P network is used tm aomgestion in the IP
network and to ensure fairness between peers at the samétimbasic functionality of
this approach is shown by simulations.

Chapter7 summarises this work and highlights the main findings.



Chapter 2

State of the art

This chapter gives an introduction to algorithms and cotxeptoday’s Internet, which
are of importance for this work. We discuss the rate contgarghm of the Transmission
Control Protocol (TCP) and routing concepts used in IP (et Protocol) networks.
Both functions have major influence on the usage of resoumcas IP network.

Additionally, we discuss Peer-to-Peer (P2P) networkschvigiained in popularity in re-

cent years. Many different kinds of applications are predidy P2P networks. In this
work we concentrate on file-sharing and content distrilsuéipplications. P2P protocols
form overlay networks and control the allocation of resegrof peers. Hence, functions
in P2P networks affect the algorithms of the underlying IRvaoek and vice versa.

The topics discussed in this work cover different netwoylela. As depicted in Figur21
IP and TCP are protocols of the network and transport layeh@fiSO OSI reference

ISO OSiI reference model TCP/IP protocol suite Protocols
Application Application P2P

Presentation

| |
| |
[ Session |
| |
| |

Transport Transport TCP
Network Network
Data link )

Link
Physical

Figure 2.1: Network layers



Chapter 2: State of the art

model [Tan03 as well as the TCP/IP protocol suit8tg94, respectively. P2P networks
are realised as overlays at the application layer.

In general, distributed algorithms avoid centralised canand disperse the functions
over different network entities. Hence, they have the pmeto scale well.Scalability
refers to the ability to adapt to different network sizes emdperate on a wide range of
different scales. This is an important design criterionlfdernet protocols because the
Internet is steadily growing with respect to nodes, usedstaific volume. A mathemat-
ical framework for the allocation of resources in a disttdzlienvironment is resource (or
congestion) pricing. Firstly used to study TCP-like altjums it is extended and adapted
to a wide range of other scenarios. Before discussing resaqunicing for IP and P2P
networks in the following chapters we present the basic adeaell as the strengths and
weaknesses of this framework in general.

2.1 |IP Networks

IP networks and the Internet, its most popular example, aokgi-switched networks,
which use the Internet Protocol (IP). They are used to camyde range of different

kinds of traffic and enable various services. Email, web Isingj, file transfer and instant
messaging as well as newer services like Voice over IP (VOFA)V and Video on De-

mand (MoD) are popular examples. In all cases the data tortiesseplit into packets and
Is routed on a path from source to destination. Packets sharmedium with packets
from other traffic sources. Hence, they might be queued irffafowrhen an intermediate
router is busy or even be dropped when congestion occurs.

In general, the traffic from different kinds of applicatioisscharacterised as elastic or
inelastic traffic Bhe9%. Elastic traffic (e.g. for a file transfer) tolerates delaysl packet
drops. Hence, its transmission rate can be adapted to twerketonditions. On the other
hand inelastic traffic (e.g. for VoIP) has more stringentuisgments with respect to delay
as well as the sending rate. Hence, these applicationsrgrefistant bit rates and use
protocols like UDP (User Datagram Protocol), which do nattdo congestion signdls

*More sophisticated approaches for streaming traffic likeptide encodingRHEOQ which reacts on
congestion in the network by changing the codec are out ad¢bpe of this work.
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2.1 IP Networks

2.1.1 Congestion Control

Congestion control for elastic traffic in IP networks is niaitone by TCP, which controls
the sending rate of a flow by limiting the window size, the amtoof outstanding but
unacknowledged data. The basic principles are outlinediious textbooks (e.gPDO07,
Tan02 Ste94). Briefly, it is a self-clocking mechanism, which adaptg tindow size
on receiving acknowledgements. In general, TCP consisthret phases: Slow start,
congestion avoidance and exponential backoff. At stadngiafter multiple packet losses
the so-called slow start algorithm controls the congestvordow, whereas exponential
backoff is used under severe congestion. Hence, loosebdkspecongestion avoidance
controls the window size under normal network conditions.

Different variants of TCP are proposed in the literature anel used in the Internet.
Most important are TCP Tahoe (based dad89), TCP Reno (extends Tahoe with ideas
from [Jac9(Q), TCP NewReno (extends Reno by ideas frodog9g and is specified
in [FH99) and TCP VegasBP99. In recent years TCP variants for networks with high
bandwidths and large propagation delays are developedSeatpble TCPKel03], High-
Speed TCPHlo03 and FAST TCP JWLO04]). The review in PBEBO§ presents an
overview of the development and the modifications of TCP.

All TCP variants have a basic design principle in commonciviié described inJac88.
Basically, the congestion control consists of two compéserhe routers in the network
measure the level of congestion and signal this informatiahe end-points of the con-
nection. When congestion signals are received by the sérthes to decrease its sending
rate. If no congestion signal is received, the sending i@tée increased. TCP algorithms
differ in the rules for adapting the sending rate as well asuged congestion signal. TCP
Vegas and FAST TCP use queuing delay as a measure of comgesgliereas the other
algorithms mentioned above use packet loss. Basically, V&fas and FAST TCP de-
termine the difference between the smallest round-trig {RII' T) observed so far to the
actual RTT. Hence, a deficiency is the decrease in rate dudtocRanges which are
not caused by congestion, e.g. due to re-routing. On the btned delay variations are
multi-bit information of the congestion, which enables zedse reaction to it.

Packet loss gives binary information only and occurs whenhihffer of a router over-
flows. With Active Queue Management (AQM) an earlier notiiiwa of congestion is re-
alised. An example is Random Early Detection (REEJ93, where packets are dropped
with a certain probability before the buffer overflows. Hettee dropping probability in-
creases with increasing average queue length. Altermatipackets can be marked to
notify the sender about congestion. WitRHBO1]] the TCP/IP protocol stack is extended

7
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by the Explicit Congestion Notification (ECN). Thus, sindgi¢ information about con-
gestion can be conveyed in the network. Briefly, routersiseicbngestion experienced
bit in the IP header and the receiving TCP agent copies this he TCP header of the
acknowledgement and sends it to the traffic source RE80Q] for details).

A large body of research (e.gGK99b ALOO, ZK02]) studies marking strategies to im-
prove the rate control of TCP by using the ECN bit. Furthememother approaches like
the eXplicit Control Protocol (XCP)YHRO02] use explicit congestion information in the
packet headers. However, these schemes have to be supppitteth end-points of the
connection as well as the intermediate routers. For theditlee Internet and with its
steady growth the adoption of new technologies is slow. kstance, ECN is a proposed
standard by the Internet Engineering Task Force (IETF)esii01 RFBOJ], but a mea-
surement studyNIAFO05] in 2005 shows that only 2.1% of the inspected web servers
support it.

The design of transport protocols at packet-level can benaaged by the analysis at flow-
level. Here, flow-level models abstract from the detailsvarg packet and consider flows
with specific sending rates instead. Especially, propeitie fairness and stability are
easier to study at flow-level. Hence, TCP protocols desig@dcket-level are converted
and analysed at flow-leveKpy01, LPD02Z and new protocols like FAST TCRWL04
are based on a flow-level model and afterwards are implemeattpacket-level. Fre-
quently, resource pricing is used as flow-level model.

2.1.2 Routing

The Internet is an interconnection of a large number of snaktworks. One or multiple
of these networks are denoted as an autonomous system (A&),itvs controlled by a
single entity Tan03. Routing packets from source to destination in a single #\Based
on different protocols as compared to routing between iiffeautonomous systems. In-
terior gateway protocols are used inside a single AS whexei@sior gateway protocols
like BGP (Border Gateway Protocol) specify the routing bedw autonomous systems.
Furthermore, exterior gateway protocols highly depend aicies and negotiations be-
tween the operators of different autonomous systems.

This work concentrates on interior gateway protocols. Hereting is based on shortest
path algorithms. Hence, with respect to a chosen metrichtbeest route between source
and destination is computed (e.g. with the Dijkstra aldponf. The OSPF (Open Shortest
Path First) protocoljloy98§] is a popular example for an interior gateway protocol which

8



2.2 Application-oriented Protocols

uses the Dijkstra algorithm. It belongs to the class of litdtesrouting algorithms. The

basic concept of link state routing is as follows. Each noetgoglically broadcasts infor-

mation to the network about its direct neighbours and thpa&$/e costs to reach them.
Thus, each node accumulates information about all otheeshadd can reconstruct the
topology of the network as a weighted directed gfafased on this network map the
shortest path to every other node is computed and the rotatbilg, which specifies the

next hop to every possible destination, is constructed.

The shortest path in a network might not be unique and instéatbring only one of
the shortest paths Equal-Cost Multi-Path (ECMP) can be eyapl. With ECMP the next
hop of several (up to all) routes with the shortest path aneedtand used for forwarding.
This provides some kind of load-balancing, but can causemtsblems on higher layers.
For example, multiple routes might have different delays packets are received out of
order at the sender. This influences the congestion corftiaCB.

Link state routing is a hop-by-hop routing scheme, wheré eaater decides about the
next hop of a packet. Although hop-by-hop routing is the cammpractice in the Internet,
also source routing is supported by the IP protodahl03. Here, the source specifies the
route for the packet in the IP header. Furthermore, sounggngis used in alternative
routing architectures like NimrodJCS94.

2.2 Application-oriented Protocols

The Internet is a steadily growing and evolving network afwggks. In 2007 it is used
by more than 1200 million peopl®&)S] and connects more than 433 million hosts world
wide [ISC]. Furthermore, the Internet carries nowadays not only ahmaiger amount
of traffic but also traffic from applications with demanddeliént from those in the early
days. Moreover the design of new protocols might be primadriven by the requirements
of the applications. These could disagree with the objestof the network design.

One example is the usage of multiple parallel TCP connestidmong other things,
this technique is used by GridFTRI[03] to transfer data up to the sizes of tera- and
petabytes. Although the throughput can be increased witillpaconnections, it is unfair
to other flows and a trade-off between efficiency and fairmessto be doneHNAO4].
Consequently, a protocol designer can act selfishly by miakaignthe throughput for its
application or cooperatively by taking network-wide calesations into account.

TOSPF is more complicated than the basic link state concepguse it supports further level of ab-
stractions by defining network areas. Sewy99| for details.
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Furthermore, parallel TCP connections and others chadlémg design criteria of proto-
cols in general. As an example, fairness is commonly studiddrespect to flows. The
number of flows used by a single user is not taken into accéwebrding to Bri07] flow
fairness in today’s Internet is inappropriate. Instead tasness should be used, which
depends on the congestion each user generates with alivts fldnis describes how much
the transfers of each user restrict other transfers. Fumibre, the idea of cost fairness is
part of the resource pricing approach.

Similar observations with respect to fairness are truedating in overlay networks like
Resilient Overlay Network (RONABKMO1]. Here, an overlay network is formed and
data transfers can be relayed by a node of this overlay. Byipgdahe direct and relayed
connections the best path between source and destinatibosen. Thus, routing is done
on different levels with different objectives. In the IP wetk the operator optimises the
operation of the network whereas routing in the overlay rgedlr by selfish objectives of
the application. The consequences of selfish routing giesas studied inQYZS04.
Here, it is shown that traffic engineering by the network apmrand selfish routing by
e.g. RON can decrement the performance of the network ceradty.

Selfish behaviour can be analysed with game theory. Insttadsuming cooperation
among users the game theory is based on players with differemests. Thus, players
behave selfishly and adopt strategies that maximise thagflleGame theory provides
tools to analyse the effects of non-cooperative behaviodrevaluates the effectiveness
of incentive schemes for behaving cooperatively. Gamer#tigal approaches are used
to study congestion controhSK*02, LAPF05 and routing RYZS06. Hence, with the
adoption of application-oriented protocols it becomesmpdrtant tool for network de-
sign.

Application-oriented protocols are widely used in the intt already. Popular examples
are the Skype application, which relays voice caB&KT0q, or P2P networks in gen-
eral, which are discussed in detail in the next section. Imclusion, more applications
use specific protocols and/or overlay networks to achielfsis@bjectives. The interac-
tion with and the consequences for the underlying IP netvaoeknot fully understood.
Furthermore, design criteria are not yet adapted to theseypproaches.

2.3 Peer-to-Peer Networks

The term Peer-to-Peer (P2P) is used for a wide field of diffetechnologies and ap-
plications. A general definition can be found BHO03: A peer-to-peer system is a self-
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organising system of equal, autonomous entities (peerghvaims for the shared usage
of distributed resources in a networked environment angidientral services.

Furthermore, P2P networks are realised as logical ovedayarks. The services are not
provided by specific servers as in the client-server archite, but each peer requests
and provides services. Hence, each peer is a client and arsBg not only consum-
ing resources but also providing them to the network, P2Rarés have the potential
to scale well. Further on, by replicating services in a P2iwvokk the resilience can be
increased as compared to centralised systems like the-skewer model. But not all
applications which are denoted as P2P rely solely on the BBPepts. Also many ap-
plications use a centralised P2P architecture where senverspecific tasks. Further on,
in hybrid P2P architectures some of the peers adopt dyn#iynggsecial functionalities.
Thus, the topology of the overlay network is hierarchicas. depicted in Figur@.2 the
client-server, centralised, hybrid and pure P2P architestare a change from centralised
over partially to fully decentralised designs. Exampleshef different P2P architectures
are given in the following.

P2P networks became popular with file-sharing applicatibon$999 home users started
to offer content with NapsteMNap|. The original Napster implementation is a good ex-
ample for a centralised P2P application. The shared filemdexed on a server and also
all search requests are directed to the server. The seplezgaiith a list of IP addresses
of those peers, which store the requested content. Thette®itransfer of the content is
done directly between the peers without any support of theese

Gnutella 0.4 Gny is an example for a pure P2P application. Content is sedrtily
decentralised by broadcasting (or flooding) query messtdmgesghout the overlay. Al-
though each query message is relayed by other peers onlfifoited number of times,
Gnutella 0.4 produces large control overhe&thl06]. To reduce the signalling traffic
the succeeding Gnutella 0.6 version introduced ultrapsedsleaf nodes. In this hierar-
chical design a leaf node connects to one ultrapeer (or tocowee failures to several
ultrapeers) and informs it about the shared content. Alsockerequests are sent to the
ultrapeer. The ultrapeers are connected among each otthgeaiorm search requests for
their leaf nodes. The communication between ultrapeeigigas to Gnutella 0.4. Since
not all peers behave like ultrapeers the signalling ovetheaeduced as compared to
Gnutella 0.4.

In general, a P2P system for file-sharing has to define fumetfor constructing and
maintaining the overlay topology, to search and requestdmtent and to transfer the
content between peers. Some P2P applications like Bitibf@»h03 are optimised for
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the dissemination of the content. Hence, they are also ddrastP2P Content Distribution
Networks (CDNs). This work discusses algorithms for P2P GDRNhus, concepts for
these networks are discussed in detail in the followinggect

Besides file-sharing P2P concepts are also used for othécatpm types. A promis-
ing approach is application multicast. Since multicastas widely provided by the IP
network, the peers form an overlay to distribute streamimgient between each other.
Commonly, tree structures are formed where the contennisfisenm the root relayed by
the interior nodes to all leaf node¥.LLE04] provides a survey about this topic.

Also in the field of Grid computing (distributed computinggtterm P2P is use@&E0].
Here, the resource of interest is computing power. During fohes peers provide its
computing resources to the network and request additiamalegsor cycles from other
machines in high load situations.

Another intensive field of P2P research is about Distribidedh Tables (DHT). DHTs
provide a distributed look-up service. P2P networks withTBtre denoted as structured
P2P networks, because a common address space is used todeamnd data items into

a logical structure. Hence, each node maintains connectispecific other nodes and is
responsible of storing specific data items. DHTs show goathbdity and route requests
over a small number of other peers. They are used in diff@2Rtapplications, e.g. as an
extension of BitTorrentBTb] to exchange information about other peers in the network
and in the application-level multicast application ScifiB®KR0Z to build the multicast
tree. Further information about DHTs can be found for exanp[LCP™05] and [SE0S.

2.3.1 P2P Content Distribution Networks

The objective of P2P Content Distribution Networks (CDNs)a disseminate one large
file (or a composition of large files) to a large number of useran efficient way. Bit-
Torrent [Coh03 is a popular example for P2P content distribution. Accogdio [Par0g
BitTorrent accounted for 30% of all traffic on the Interne®id05.

A download with BitTorrent starts by getting a metainfo fiterent), e.g. from a web
server. The metainfo file provides information about theifgelf, hash values to verify
data integrity and the IP address of a so-called tracker.tfHuier is a centralised com-
ponent which stores information about all peers in the ayenetwork. A new peer, that
enters the network, asks the tracker for a list of active peethe overlay. The tracker
returns a random subset to the requesting peer. Furtheraroi@&ctive peer contacts the

13



Chapter 2: State of the art

tracker from time to time to obtain information about new nsei@ the network. An ex-
tension BThb] of the protocol also incorporates the exchange of inforomaéibout other
peers in the network between connected peers. This iseddhg a DHT and is often
stated as trackerless BitTorrent.

BitTorrent specifies the messages between the tracker agel apd between peers them-
selves. Furthermore, it implements two important concegiteh improve the file dis-
semination. These are an incentive scheme and the multesdoewnload (or swarming
principle). Since both concepts are not part of the protbabin fact part of the first speci-
fication, applications, which use the BitTorrent protoamiplement them differently. The
following descriptions are based on the original specificafCoh03 BTa).

Incentive scheme

P2P networks face the problem of free-ridilyH00] where peers consume resources
solely without contributing anything to the network. To veé free-riding BitTorrent im-
plements an incentive scheme.

In general, the network consists of two types of peers. Omwtieehand peers that have a
full copy of the file and on the other hand peers that are siNmloading the file. These
peers are denoted in the BitTorrent specificati®id] as seeds and leechers, respectively.
Hence, a leecher becomes a seed when it completes the dowiiloa basic idea of
BitTorrent is that the download performance depends onplaad rate. This provides an
incentive to leechers even when they behave selfishly artd trynimise their download
time. Consequently, seeds have no incentive and uploach&raltruistically, because
they have completed the download of the file already.

To realise the incentive scheme each peer controls to whaiplaads data. This peer
selection is calleghoking/unchokingWhen a remote peer is selected for uploadJai
CHOKE message is sent. An upload is stopped withHOKE message. Each peer up-
loads to a fixed number of other peers (the default value ig fand chooses to upload
to others from which it gets the highest download rates. Phisciple is called tit-for-
tat, because it is based on reciprocity. Unchoking by doachiates is not applicable for
seeds. Therefore, the peer selection of the seeds is baskd apload rates to the con-
nected peers. This is driven by the idea that high upload ke only achieved when no
one else uploads to the peer. Hence, those peers shouldferguievhich are not served
by others.

By default this tit-for-tat strategy is run every ten seceiy every peer, whereby the
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download rates are determined by a moving average overgh20aseconds. To discover
new peers with better performance a so-called optimistahake is done additionally.

Here, one of the peers is unchoked independently of its Tate.optimistic unchoke is

changed every 30 seconds to provide enough time to be ppssibhoked by the remote
peer in return. Another rule in BitTorrent is to choke a pedrew it has sent no data
message in the last minute. This is called anti-snubbing.

Multi-Source Download

For amulti-source downloadhe file of interest is fragmented into pieces or chdnks
When a peer completes the download of a single piece, ititféo other peers which so
far have not downloaded this piece. Thus, peers exchangegudth each other although
they did not finish the download of the complete file.

Based on the piece selection rules each peer determinek pilkice is requested when a
peer is unchoked by a remote peer. The decision processliorBint follows the follow-
ing rules: Firstly, when some bytes are received from a §ipetiunk the remaining parts
of that chunk are requested. This scheme is called striatifyti Since peers forward only
complete chunks (where data integrity is verified) to othesrp, this mechanism ensures
that chunks are completed fast. When strict priority is npgili@able, the rarest chunk is
requested. Since a peer has only a local view of the netwar&rnitonly estimate rarity
based on the information of its neighbours. This informrai®available to the peer by
the BitTorrent messag@& TFIELD andHAVE (see BT4] for details).

When a peer has no chunk at the beginning of the downloadoBéiit deviates from the
rarest-first policy and the new peer requests a piece raryddimis is intended to ensure
a faster completion of the first piece such that the uploadiwaith of that peer can be
used by others.

Normally, oneREQUESTmessage asks for a data portion which is smaller than thekchun
size. The default values in the original implementation 266 KB as chunk size and
16 KB per request. To prevent that the sender runs out of stg@ead has to wait for

a new request from another peer, the first requests after @rolke are sent as a batch.
By default the batch size is five requests. In normal mode angegiests each part only
once. This can become a problem at the end of the downloadnWieaest of the file is
requested at a very slow peer, the downloading peer has tdomgialthough other peers
may handle the request faster. Therefore, a peer can swithb endgame mode, where it

*In this work the terms piece and chunk are used interchatgeab
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requests the same parts at multiple peers. Although, a peerancel requests at remote
peers the endgame mode can consume additional bandwidtiarsferring redundant
parts.

With multi-source download the resources in the P2P netwoekused more efficiently
and the network also scales for large peer populations wipeact to download times.
Especially, forflash-crowdscenarios the advantage of a multi-source download becomes
obvious. Here, initially only one seed and a number of leexhee in the network (or a
number of leechers enter the network in a short-time). Téjsasents an extraordinary
burden on the network because only one peer can upload datiaeis at the beginning.

Assume new seeds stay in the network until all peers havénédigheir download. For
the case of peers with the same upload capdZitige download time can be estimated
analytically. We denote the file size, the chunk size and tivaber of parallel uploads
asS, S andU, respectively. AfteiS: /C the whole file is available in the network. The
lastU chunks uploaded by the seed are the rarest chunks in the nkedw@ach of them
is only available at the seed and one other peer. For a undicssemination of the rarest
chunks the seed uploads each rarest chunk once. The otheupéead the rarest chunk
they holdU times. Thus, the number of peers which hold a rarest chunieases by
[(1+1/U)(U +1)'], wherei is the number of time intervals it takes to upload a full
chunk toU peers. This time interval can be computed wWithS: /C. With P > 1 peers in
the network (including the initial seed) the minimal totalehload time is

( P
tashcrowd= U P (2 . 1)
E + _SC logy 11 | — if U>2,
c ¢ 14>
\ U

where[-] and |- | denotes the ceiling and the floor function, respectivelydipn @.1)
holds wherP is a multiple of(1+1/U)(U + 1). For other values of it is exact if each
chunk is downloaded from a single source. Similar resuksdarived in ¥dVO06] for

U = 1. Furthermore,IWWO0G6] presents an approximation for heterogeneous capacities.

In [EHBKO7] we showed that the performance with BitTorrent is near ®ttieoretical
values given byZ.1). We simulated a 100 MB download with varying number of peers
which have an upload capacity 6f= 1024 kbps. Figur@.3 shows the mean download
time and the 95% confidence intervals for 5 simulation rum3dsrent is studied at flow-
level as well as packet-level. For the flow-level simulasionly the access link bandwidth
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Figure 2.3: Download time with BitTorrent for a flash-crowd

is taken into account and the data transfers are modelledws. fThe packet-level sim-
ulations are more detailed and model also the TCP behavetween the peers. Hence,
the flow-level results show the overhead of the BitTorrempliaption whereas the packet-
level results include also the overhead due to TCP.

The original content provider needs at least 819 s to uploadile to the network. Theo-
retically, the distribution of the data to all peers in théwark is very fast and scales with
an increasing number of peers. Also the simulation resaltsal that the content distri-
bution with BitTorrent scales well. At flow-level the resutire only up to 9% higher than
the theoretical values. Packet-level results are up to 2igten At flow-level the total
download time for 250 peers and more remains nearly congtthbugh the increase of
the download time at packet-level is small, it increases%)yf®m 100 to 1000 peers.

The advantage of P2P for the fast distribution of large aunire the Internet as com-
pared to the client-server architecture is obvious. Whiléhe client-server architecture
the total load must be carried by the server(s), it is digted among the users in a P2P
network. Hence, content providers save costs because isaffhifted from their servers
to the P2P network. In particular, the costs for over-priovisng the servers are saved
because the P2P network is self-scaling. Hence, as the PRRolegy matures also busi-
ness models are developed for itLP7] describes the integration of P2P technologies
into an IP Multimedia Subsystem (IMS). P2P concepts are tmegfficient and scalable
content distribution, whereas the IMS is used for Autheitan, Authorisation and Ac-

17



Chapter 2: State of the art

counting (AAA). Further on,ZLCS0§ discusses a digital rights management scheme for
BitTorrent-like networks.

2.4 A Pricing Framework

Hardin describes inHar6g the tragedy of the commongth an example of grassland
and herdsmen: The grassland is owned by the communityftherealled commons, and
is open to all. Assume herdsmen behave rationally and ageested in maximising their
own benefit. Hence, each herdsman determines his utilityhwiweasing the number of
his animals. The profit for the animals is fully realised bg tterdsman whereas the cost
for overgrazing the grassland is shared by the communitys Ta rational herdsman will
increase the number of his animals until the grassland ipteialy grazed.

These kinds of problems arise when no incentive for indialdexist when they consume
freely available resources. And an appropriate remedyHesd problems is to charge
for the use of resources. As argued BYMIV94] also the Internet faces the tragedy of
the commons, because end-users are charged prices whiaidependent of the use
of resources in the network (e.g. a flat-rate charge). Hamgers have no incentive for
appropriate congestion control. Further on, as a possil¢isn the authors oi\IMV94]
propose a smart market, where a charge per packet has tockypthie user in the case
of congestion.

These approaches are called resource or congestion pricimgthematical framework
for congestion pricing was developed by F. Kelly et al. Ke[@7, KMT98]. The strengths
of this framework are twofold:

e Optimisation: It models the resource allocation as glopéhoisation problem. The
objective is to maximise the sum of the utility of all userseTutility depends on
the rate of the user and by defining appropriate utility flored different fairness
criteria between the users can be modelled. The optimisptmblem is constrained
by the finite resources of the network.

e Decomposition: To realise a decentralised control thealoptimisation problem
Is split into sub-problems. These sub-problems find theajloptimum with locally
available information and minimum control information.

A decentralised control is inevitable because the algaritlas to scale for large networks
like the Internet. Hence, in the proposed distributed afllgorin [KMT98] users specify
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their willingness-to-pay and set their sending rates atingty. However, they are charged
for the congestion they cause in the network. This chargengpeited by the routers and
communicated as price to the end-points.

Although monetary charges are discussed in the literatsingedl [KMBL99, GK994,
Kelly’s approach became more important as mathematicaidveork in general and is
extended beyond congestion control. Therefore, it is oftenoted as Network Utility
Maximisation (NUM) problem (see e.g. the survey G@LICDO7)).

It is used for reverse engineering TCP algorithms designgzheket-level for a better
understanding at flow-leveKey01, LPD0Z. Packet loss or delay can be interpreted as
congestion price and the algorithms only differ in theidigtifunction. Additionally,
new TCP algorithms are developed based on this mathemétraéwork, e.g. FAST
TCP JWLO04.

The optimisation problem for rate control is fairly trac&kn general, a concave utility
function is assumed and capacity constraints are linearsitaints are internalised with
Lagrange dual variables (see Cha@dor details). Hence, the resulting problem has a
unique optimum and the local optimum is also the global onethermore, optimising the
primal or dual variables results in the same optimum, i.e.dhality gap is zero. Hence,
most of the literature for rate control discusses open sfuethe decomposition of the
problem. For example, the convergence and stability of isteilbuted algorithmVYin02,
MasO03 or single-bit price information(K99h, ALOO, ZK02].

The decomposition of the optimisation problem over differgeographically disparate
network elements is denoted as horizontal decomposi@€pP07. When the optimi-
sation problem is split over multiple network layers, it &led a vertical decomposition.
One example is the extension of the rate control problemuting, which is discussed
also in this work. In the case of multi-path routing the pesblis not unique with respect
to the rates on the routes but only with respect to the totakraf a user. This makes
the mathematical framework more complicated, but distebualgorithms exist which
solve the global optimisation problem. For single-pathtirauthe optimisation problem
becomes an integer problem. However, integer constraiatsiniroduce a duality gap
(see Chapted). Hence, other decomposition techniques may be preferatge Gener-
alised Bender’'s Decomposition described EMWO06]. Alternatively, the formulation of
the optimisation might be modified in a sophisticated way fwablem that is easier to
solve (seeChi07] for different examples).

Another limitation is the restriction to concave utilityrfctions. Although concave func-
tions model elastic traffic they are inappropriate for is@tatraffic with specific de-
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mands §he9%. This limitation is addressed iLMS05, FC03 where other utility func-
tions are discussed. However, also non-concave utilitgtfans can introduce a duality
gap, which causes oscillations and instability. WM[SO5] these oscillations are avoided
where some users with sigmoidal utility functions are setfulating, i.e. they stop their
transmission under specific conditions.

In the context of wireless networks the optimisation prablie adapted to the proper-
ties of the wireless medium. Here, the capacity is time-warythe wireless interface is
a multi-access medium and users interfere with each otlesrcé] cross-layer optimisa-
tion problems are studied which discuss the modulationingoaind power control at the
physical layer, the scheduling at the medium access ldyerputing at the network layer
and the rate control at the transport layer. Two survegS06 CLCDO07] summarise the
recent progress in this field.

In conclusion, resource pricing or network utility maxi@i®n proved to be effective for
convex optimisation problems, where distributed algonghdrive the network to a global
optimum. The framework encounters problems when the opétiun problem becomes
non-convex, e.g. due to integer constraints or non-congtly functions. These prob-

lems are an ongoing research effort. In this work we discosgex optimisation problems
only. The approach is applied to combined rate control aotng in IP networks and for

the resource allocation in P2P networks.
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Chapter 3
Resource Pricing

This thesis discusses several resource allocation prebilermommunication networks.
The models are based on the resource pricing (or congesiidng) approachKel97,
KMT98]. This approach is widely used to derive algorithms for i@atrol at the trans-
port layer. Here, a flow consumes bandwidth at each hop atsngute to the sink. But
the routers charge a price for the usage of their resourdashws summed up to a path
price for each flow and controls the future sending rates. &inthg appropriate pricing
mechanisms fair and efficient rate control can be assured.

In the original work KMT98] the routing is assumed to be fixed and an optimal solution
is only found on the transport layer and not on both, the nd&waad the transport layer.
We extend the original model and study the cross-layer agétion for the transport and
network layer in Chapte4. The second application scenario of resource pricing is thi
thesis discusses overlay networks, which are formed by PgRcations. This approach

is presented in Chapté& Based on the limitations of combined rate control and rauti
at lower layers, we propose an alternative approach thdbixpouting in the overlay.
This is discussed in Chaptér

All three approaches are based on the same global optionsatoblem. Only the sepa-
ration into sub problems to derive distributed algorithsdifferent. This global optimi-
sation problem is discussed in this chapter.

3.1 Network Model

The allocation of bandwidth in communication networks isdelted as global optimisa-
tion problem. Assume the network consists of the set of liGksvhereby a linkl € £
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Figure 3.1: Multi-path routing Figure 3.2: Multi-source download

has a capacity of;. A set of users\' makes use of the resources in the network. As-
sume the usem € N receives an aggregated rateypfand depending on this rate has an
utility U, (yn). Here, the aggregated rate is the sum over the rates overatiffroutes.

The term user is interpreted differently in the followingagiters. In Chapted4 we as-
sociate with a user a source-sink pair. With multi-path iraudifferent routes can be
used to connect the source-sink pair. The interpretatidgheoferm user is different to the
aforementioned in Chaptérand Chapte6. Here, for P2P networks with multi-source
download a user receives data from different senders. Hemvéwere is only one route
from each sender to the sink. FiguBd and Figure3.2illustrate the differences between
both models. In this chapter we use the terminology for rpdth routing. The presented
results are also valid for P2P networks.

We introduce the set of routé®. A subset ofR is R(n), which consists of all possible
routes for the source-sink pair associated with usdfurthermore, the rate on a route
r € R is x. According to Kel97] the resource allocation is modelled as optimisation
problem, where the total utility over all users is maximiséde problem is constrained
by the capacity at the links, i.e. the aggregated rate of #éite tows which use a link has
to be less or equal to the capacity of this link. Hereby, théxe) includes all routes that
use linkl. Hence, the optimisation problem is given by

SYSTEM:
maximise Z Un(Yn) (3.1)
neN

subject to Z X =VYn, VneN (3.2)

rer(n)
x <G, VleL (3.3)

rer(l)
over X >0. (3.4)

A large body of researclKMT98, LL99, GK99h, Key01, LPD02 Zim05] concentrates
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Figure 3.3: Example for fairness criteria

on the transport layer and assumes the routing is fixed. Héme#ow constraints in3.2)
simplify to a single route and the objective of the optimisatproblem in 8.1) depends
on a rate over a single route for each user.

Often a concave utility function is used in the literaturdisTimplies a diminishing
marginal utility [PR0O3: As more and more bandwidth is allocated to a flow, allocasid-
ditional amounts will yield smaller and smaller additionsautility. Such utility functions
are appropriate for users with elastic traffic demar®®P5. With a concave objective
function in @3.1) and linear constraints ir8(2) and @.3) the optimisation problem be-
longs to the class of convérptimisation problems. Furthermore, the optimum is unique
with respect to/, and a local optimum coincides with the global optimum. Hogrethe
ratesx, are not necessarily unique at the optimum, because diffegtallocations may
sum up to the same total download rgteThus, many possible rate allocations may exist
with respect tok .

3.2 Fairness

To ensure some kind of fairness with respect to the allonaifaesources in a network
the utility function in @.1) is set adequately. In general, different fairness catdeviate
from each other, because they trade-off between fairnes®ficiency differently. For
example, consider two concatenated links with equal cpasidepicted in Figurs.3,
One source uses the first link, another source uses the séokrahd the third source
uses both links to reach a sink. One understanding of farfoadledmax-min fairnessis
to allocate the resources equally to the three sources (gaeeB.3(a)for a link capacity
equal to one). However, this does not maximise the aggregate over all sources, which
is 1.5 in this example. The aggregated rate is maximised wieeoapacity of the links is
allocated to the sources, which use only one link (see Fig8@). Here, the aggregated
throughput is 2. However, the rate of the third user is zebthe allocation seems to be

*A function f is convex if f (6x+ (1— 0)y) < 8f(x) + (1—6)f(y) with 0 < 6 < 1. A function f is
concave if—f is convex BV06].
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unfair. This illustrates that a fairness criterion can netdiscussed separately, but only
with its effect on efficiency.

The concept oproportional fairnesgKMT98] makes a widely accepted compromise
between fairness and efficiency and is used frequently igestion pricing algorithms.
For the discussed example an allocation is proportionahMiben the source-sink pairs,
which use one link, get twice the resources as the flow ovérlbtis (see Figur8.3(b).

In this case the flow of each source-sink pair consumes the samount of accumulated
resources, which is the sum of the used resources overlaldiheach route.

The concept can be extendedweighted proportional fairnesHere, a usen has a
willingness-to-pay\,,. Mathematically, a rate allocation= (y,,n € \V') is weighted pro-
portional fair if it is feasible (i.e. not violating the camnaints @.2)-(3.4) of the optimi-
sation problem) and if for any other feasible rate alloaaticthe aggregate of weighted
proportional changes is non-positiveNI T98]:

vanﬂ <o. (3.5)
ne Yn

In contrast to max-min fairness, which gives absolute figido small flows, proportional
fairness depends on the proportional changes of two ratesdibns. Hence, smaller flows
are treated less favourably and a proportional fair alioodies between max-min fair-
ness and maximum aggregated throughput. Furthermore, itlegwess-to-pay weighs
the value of a user. For integral weights an illustrationveg below. By setting the utility
function in 3.1) to

Un (Yn) = WhIn(yn) (3.6)

weighted proportional fairness is realiséMT98]. It is also denoted as proportionally
fair rates per unit charge. Since the objectivedri)is to maximise the aggregated utility
of the total rate, the utility function in3(6) ensures proportional fairness with respect
to yn. This realises fairness with respect to users, becausatéallocation to users is
independent of their number of routes in the network. This rmost cases different from
flow rate fairness, where the rates of flows on the same roat@aato each other. Hence,
the presented model addresses the objectiorBriQ{] against flow fairness.

Proportional fairness can be equivalent to max-min fagnés example is presented
in Section3.4, where each route traverses one bottleneck link only. Aaliteation is

called max-min fair if it is feasible and, for eache \/, y, cannot be increased without
decreasing the ratg, of a usem’ with yy <y, [BG87]. This concept maximises the rate
of the source with the minimal rate allocation. Also max-ifaimness can be associated
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with a specific utility function, which is described iK¢197] in detalil.

To evaluate the fairness in large, multi-user systemss&airness IndexJpi9] can be
used. In our context, for a vector of aggregated rateg'yn,n € \) the fairness index is
computed with

2

N Zne/\/y% ,
wherebyN denotes the cardinal number of the 8ét This metric lies between 0 and 1
and higher values indicate better fairness. For exampéd| feers receive equal service
rates, the index is 1. Hence, Jain’s Fairness Index follb@gbncept of max-min fairness.
Furthermore, Jain’s Fairness Index id\Lif all resources are allocated to one user only
and the othefN — 1) users receive nothing at all.

We extend Jain’s Fairness Index to the case of weightedefssrnTherefore, we repeat
the illustration of weighted fairness iIKMT98]: When all weights are integral each user
ne N can be replaced by, identical sub-users. Assume a proportional fair allocatio
over the resulting - \Wh sub-users. When each usereceives the aggregated rate of
its W;, sub-users, then this allocation is weighted proportioaial f

Based on this explanation we deduce fré& ) the Weighted Fairness Index

y 2
n
(ZneNWnVTn)

2
Y
ZneNWﬂ ’ ZneNWﬂ (er:])

2

va

Zne/\/Wn ) Zne/\fvvr;

wherebyW = (Wi, n € V) is a vector of the willingness-to-pay variables of all users
Also the Weighted Fairness Index lies between 0 and 1 and ihakisproperties as
Jain’s Fairness Index. It is used to evaluate the fairnessdas users in simulations in
Chapterb.

3.3 Duality

The optimisation problem in3(1)-(3.4) is denoted generally as primal problem and the
vectorsx = (x;,r € R) andy = (yn,n € ') asprimal variables To find the optimum of
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Chapter 3: Resource Pricing

the constrained probleiragrange multipliergor dual variable$ are used (see e.g. Chap-
ter 4 in BVO6] or Chapter 10.3 inlue03). Hence, a Lagrange function (bagrangian

is defined by the objective and the constraints of the opéitiaa problem. Constraints are
internalised by weighted sums. For the optimisation pnolle(3.1)-(3.4) the Lagrangian
is

L(X,y,A,u,m) =

;/( n(Yn) — ( Xr))"’ZIJI (CI— Z Xr—m>a (3.9)
ne rer(n) lel rer(l)

whereA = (Ap,ne N') andu = (u,| € £) are vectors of Lagrange multipliers (or dual
variables) anan= (m > 0,| € £) is a vector of slack variableSlack variablesire used

to re-write an inequality constraint as an equality comstrdor the capacity constraint
in (3.3) we write 3z X% +m = C. Hence,m has to be non-negative and can be
interpreted as the spare capacity of setver

Lagrange functions are frequently used in economic theédeye, the behaviour of dif-
ferent market participants is modelled as a constraineidhogation problem PR0OF. An
example is a consumer who maximises his utility subjectsditiited budget. The utility
depends on the quantities of different goods the consunmrehpses at specific prices. In
this context, Lagrange multipliers are also denoted asshadces, because they express
the price for an additional unit of the limited resour&/[06]. For a better illustration of
the proposed algorithms in this work we will use frequentgm®omical interpretations of
the resource allocation problem and its sub-problems. iInk&KMT98] Lagrange multi-
pliers are interpreted as prices for the usage of resourtmsce, for the Lagrange mul-
tipliers in (3.9) we sayA, is the price per unit bandwidth offered by the usaandy; is
the price per unit bandwidth charged by the lInKhe idea of prices is elaborated further
when distributed algorithms are derived, e.g. in Sedidrfor combined rate control and
routing.

For the case of static single-path routing discusseMT98] and the logarithmic utility
function in 3.6) the Lagrangian simplifies to

Lspr(X, 1, M) Zanlnxr <C| - > % —m) : (3.10)
rer(l)

wherer(n) denotes the route of user Here, the total rate is equal to the rate of the
single-path route. Thus, the second summan@.9) (s equal to zero.
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3.3 Duality

The functionLsprin (3.10 is a concave function fox, and has a unique maximum
with respect to it. Hence, the local maximum is also the dlamee. Furthermore, the

identity 3 ez i Yrer() X = Ynen Xr(n) 2ies(r(ny) Hi holds for single-path routing. Thus,
with

OLspr(X M) _ Wn S W (3.11)

0% (n) X 1edmn)

the dual functionBV06] is determined by

g(H) = sgpLSPR(X, ) (3.12)

Wh
=5 (win—" w )+ 3 G, (3.13)
ng\/< " Siecm) M n) é

where the sef(r(n)) denotes the links used by the route of useAs outlined in the
next sectionm is zero if | is greater zero. Hence, it is omitted in the dual function.
Furthermore, by omitting also the constant terms the duéinigation probler is

DUAL :
minimise qu — Y Wiin Z i (3.14)
lel ne leL(r(n))
over  >0. (3.15)

Here, 1 is non-negative because this dual variable is associatidaniinequality con-
straint. A main result of dual theory vgeak duality Here, for any primal feasible vectrr
and any dual feasible vectgr, it holds

WhInX ) < g(u). (3.16)
ngv (n)

Hence, the dual function is an upper bound for a feasibleevafithe objective of the
primal maximisation problem. Furthermore, this ineqyatiblds also for the optimal val-
uesx* andu*. Hence,

Whinxt . <g(u*). (3.17)
2 WhInx

fLike in [KMT98] the same dual problem can also be stated as maximisatidlepnaof the negative
objective.
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Chapter 3: Resource Pricing

The difference of the inequalities i8.L6) and @.17) is called theduality gapand opti-
mal duality gap, respectively. When the optimal duality gapero,strong dualityholds.
Hence, the computation of the optimum for the primal probterfor the dual problem re-
sults in the same solution. For convex optimisation prolslenth linear constraints and a
feasible solution strong duality holdBYO06]. This is also the case for the general optimi-
sation problem in3.1)-(3.4) with a concave utility function. The linear constraintgide

a convex feasible region. Additionally, the objective isén to be concave. Hence, a
local optimum is also the global one. Although the dual peablcan not be stated ex-
plicitly for (3.1)-(3.4) necessary and sufficient conditions for the optimality degved

in [Kel97]:

Assume(y*,x*,A*, u*, m*) is primal and dual optimal. Hence,

> X =V vne N (3.18)
rer(n)
Y % <G, Vier (3.19)
rer(l)
X' > 0, Vrewr (3.20)
w >0, Vier (3.21)
s <c. -3 xj) —0, Vier (3.22)
rer(l)
=0 ify:>0
U/(y5) — A ¥ Yne N (3.23)
<0 if y;=0
=0 if x>0
M= S W o vne N, vre R(n) (3.24)
leL{T(n)) <0 if =0
=0 ifnm>0
u m . (3.25)
>0 if my=0

In general, this set of conditions is known as the Karush#k@ibcker (KKT) condition
for optimality, where 8.18), (3.19 and .20 represent primal feasibility3(21) repre-
sents dual feasibility andB(22 complementary slackness. The conditioB28), (3.24)
and .25 are the derivatives of the Lagrange function3m9 for the primal variableg,
andx, and the slack variabley, respectively. They are derived in more detail for a sim-
plified model in the next section.
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3.4 Parallel Bottleneck Model

3.4 Parallel Bottleneck Model

In the following we simplify the optimisation problem i13.()-(3.4) to a model, where

each route faces a single bottleneck link only. Howevertiplelbottlenecks may exist in
the network and different routes of the same user may trawbfferent bottleneck links.

Hence, we denote the model as parallel bottleneck modeh &wimplification is done

frequently in the context of P2P networks, where the acdaks from the users to the
Internet service providers (also denoted as uplink) anenasd to be the bottleneck links
in the whole network.

In this section we compute analytically the optimum of thelified problem under an
additional condition of connectivity. The result is useddhapters. For the terminology
of P2P networks the same result is presentedEKKJ7b. By setting the partial deriva-
tives of 3.9) to zero we obtain the necessary conditions for an optimu(B.8f. We use

these results to simplify the Lagrangian and to computelyitiaé unique optimum of the
parallel bottleneck model. From

OL(X,y,A, u,m)
om n

—p =0. (3.26)

we deduce thagy is zero, ifm > 0. This means the capacity constraint at the link
inactive and hence can be ignored. On the other hamd, # 0 the constraint is active.
This result is identical to the condition i8.25. In the following we consider only links,
where the capacity constraint is active and denote the s#tdee bottleneck links a%3.
Hence, we setn = 0, VI € L5 in the following.

Inserting the chosen utility functior8(6) into (3.9) we obtain the partial derivative with
respect to/,

JL (X, y,A W
M:_”_)\nzo
OYn Yn

=>VYn=—. (3.27)

Equation 8.27) holds ify, > 0. Hence, for the chosen utility function the result is idesit
to (3.23. Inserting 8.27) into (3.9) we get a simplified Lagrange function

LA, )=

Wh
ne;\/ ( An rer(n) |€ZB re%(l)
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Chapter 3: Resource Pricing

and its partial derivative with respectAq is

oL (x, A, ) W

—= Xr —= O
0An An rer(n)
= An= Wh (3.29)
2rer(n) Xr

Inserting 8.29 into (3.28

L<X7IJ) = ;/an( Xr) + Z Hi <CI - Z Xr) (3.30)
ne rer(n) leLp rer(l)

and it follows

dL(X,H) — Wh — —0
0% 2rer(n) Xr
Wh
reg(n) H

It can be seen from3(31) that 1 depends on the total rate of a user. Therefore, at the
optimum 4, = 4, holds for two linksly,l> € L£p if both are a link on routes of the
same usen with a positive flow. Hencepy, = L, if 11 € L(r1) andlz € Lp(r2) with
ri,r2 € R(n)andx, >0, Vi=12.

A bipartite graph can be composed of the two s€tand Lz, where an edge denotes a
route with a non-zero rate allocation. If the bipartite dragpconnectedy; = u, vVl € L
holds. (If the bipartite graph is not connected, an optitiesecan be run for every disjoint
connected sub-graph, separately.) Hence,

L(xp) 9 [ ( )
= — Whin X |+ >y CG—u X |, (3.32)
oy ou neZ\/ re%(n) lelp ng\/reg(n)
where the identityy | 2. > rer(1) X = Ynen Yrer(n) X is used.
Inserting @.31) into (3.32
o o | 3 (v () -w)
— = Whin{ — | =W, | + G 3.33
ou o Lg\/ n 1 n Illeég ( )
— anNWﬂ + Cl -0
H leLp
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3.4 Parallel Bottleneck Model

ZneNWn

=== 3.34
K Yiecs G (3.34)

With (3.27), (3.29), (3.31) and 3.34)

Wh Z|€EBC|
— X = — = =B 3.35
Yn re%(n) r S e W ( )
and with .27 and @.35

Ah=A=U, VneN. (3.36)

The total rate of a user ir8(35 depends on the ratio of the total capacity of the bottleneck
links to the total willingness-to-pay weighted by the witliness-to-pay of the user. Hence,
the optimal resource allocation is weighted proportioaal fForW, =W, Vn e N the
equation 8.35 is also max-min fair.

Based on the interpretation that Lagrange multipliers aicep the result in3.36) repre-
sents market equilibrium, where offered and charged pacesqual. Hence, the resource
allocation model represents a market with perfect conipatit

3.4.1 Example

In this section we study a simple example and illustrate aetxon for which the bi-
partite graph is not connected. The network of interest &edcbrresponding bipartite
graph are given in Figur8.4. Three users compete for resources. The usgendns
use the single route = (1—3) andrz = (2—4), respectively. Additionallyn, uses two
routesrio = (1—3—4) andrpy = (1—2—4). Thus, assuming the links have equal ca-
pacity two bottlenecks arise: the links (1-3) and (2-4). ldwer, all routes traverse only
one of the bottleneck links. Wit@ = 1 for all links andwW = 1 for all sources the optimal
rate allocation is

foxE 0 2/3 1/3 0
o= [ T T _(RY . (3.37)
0 X,, X, 0 1/3 2/3
Each source in the network gets the same totalyate 2/3, which is the sum of each
column of B.37). Consequently, the rate for a source is independent of tingber of
flows to the sink. For this simple exampl8,37) is also the unique solution with respect

to x,. However, this changes when usegsandn, use also the three-hop routeg =
(1-2—4-3) andry, = (2—1—3—4). Besides 8.37) also the allocation where each
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N ¥ r
1 = 3 n, ! (1-3)
12
r12
n2
r22
r22
2 4 n, (2-4)
T, A r,
(a) Network (b) Bipartite graph

Figure 3.4: Example

route consumes a rate 0f= 1/3 on the bottleneck links ensures a total ratgof 2/3.
Thus, there is not always a unique optimum with respeg{.to

The influence of the willingness-to-pay can be seen for treemgle in Figure3.4 for
W = [1,3,1], where the optimal rates are

4 0
o[ 04 06 0 (3.38)
0 06 04

The rate allocation in3.38) is weighted proportional fair, because usggets three times
the total rate (sum of the second column) than mg@mndns, which is consistent with the
ratios of their willingness-to-pay variables.

Assume the capacity of one of the bottleneck links is largantwice the capacity of the
other one, e.g. for the network in Figuse4(a)Cq3 = 0.49 for link (1 —3) andC = 1 for
all other links. Withw = 1 for all users the optimal rate allocation is

4
Nl 0. (3.39)
0O 05 05

The bipartite graph is not connected becausg is zero. Thus, the total service rate
in (3.39 deviates from3.35, because a fair allocation is infeasible.

32



Chapter 4

Combined Rate Control and Routing

In this chapter the resource pricing approach is used ngtfonkate control at the trans-
port layer but also for the routing decisions at the netwaslet. Two different concepts
are investigated: multi-path and single-path routing.

For multi-path routing we assume that routing is separatéa structural and dynamic
information as proposed iiZ{5C03. The structural information informs about the topol-
ogy of the network whereas the dynamic information indisabout the actual quality
of the link, e.g. about the link utilisation. Thus, for muttath routing we assume a user
knows about different routes to the destination. The rasopricing algorithm enables
to capture the congestion state at the routers, the siggalfithe congestion state to the
end-users by using prices and rate control of the end-usersnaultiple routes. Similar
work is discussed irHSTO01, WPL03 KV05, Pag06. Primarily, our work is distinguish-
able from them by the extension of the algorithm to ensuredsis per user, by a detailed
description of the packet-level implementation and experital verification of the ap-
proach.

Since predominantly single-path routing is used in tod&ytsrnet, we investigate the
compatibility of it with the proposed pricing approach. Weeuhe link state protocol for
routing. Similar to other studies for dynamic routingZ89, WLLDO5] oscillations can
occur. Therefore, also equal-cost multi-path is discus&dditionally, the problem with
oscillations is interpreted with economic theory. Maintpaf this chapter are presented
in [EKO6H.
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Chapter 4: Combined Rate Control and Routing

4.1 Distributed Algorithm

In the following we divide the global optimisation problem (B3.1)-(3.4) into sub-prob-
lems to develop a scalable, distributed algorithm, wheoh eantity works with limited
information about the network conditions and users in thisvokk. We rearrange the
Lagrangian in 8.9) to

L(X,y,A,u,m) =

Z\/(Un (Yn) = AnYn) + ;Xr </\n(r) - Z UI) +IZ£M G —m), (4.1)

IEL(r)

wheren(r) denotes the user of routeBy looking at the Lagrangian ird(1) we see that
the global optimisation problem is separable into sub-jerols for the user, the routes and
the links. Furthermore, maximising the total of a sum is egleint to maximising each
summand. Hence, we can decompose the Lagrangian into thrshlems

USER n:
maximise Un (Yn) — AnYn (4.2)
over y,>0 4.3)

ROUTE r:
maximise X ()\n(r)— Z M) (4.4)

l€Lr)

over X >0 (4.5)

LINK 1 :
maximise L (G —m) (4.6)
over u >0. 4.7)

The economical interpretation of the sub-problems is devi@. A user is selfish and tries
to maximise its own utility, which depends on the rgteHowever, the user has to pay a
price for using bandwidth. Singg, is a price per unit bandwidth, the produgly,, in (4.2)
reflects the total price that useis willing to pay.

The route problem in4.4) determines the sending rate. Here, the sendingyate router
depends on the prick, offered by the corresponding useand the charged prices
by the links of that route. Furthermore, the links maximiseitt revenue. Since the slack
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4.1 Distributed Algorithm

variablem in (4.6) can be interpreted as the spare capacity on the link, suistgam
from the capacity; reflects the total rate of forwarded traffic of this link. By fmplying

it with the price per unit bandwidth charged by the link weadbtthe revenue of that link.
Hence, the derived sub-problems are similar to standatalgmres in economics. The user
problem is denoted as utility maximisation of a consumertaedroute problem as well
as the link problem is known as profit maximisation of a prajPR03.

The distributed algorithm works as follows. A limlcomputes the charged price based on
its input ratez. The input rate is

a0< Y %) (4.8)

rer(l)
and @.8) holds with equality when the sending rates on the routesgusiis link are not
limited by congestion on previously traversed links. Difiet price rules developed for

single-path routing are also applicable for multi-pathtiogt For example, we choose
price rule PC1 proposed ii\[00]

p (t+1) = max(0, i (t) + Kk (z (1) = C)), (4.9)

wherebyk is a small positive step size. According #.9) the price of a link is only
greater zero when the link capacity is fully or over utilistéidncreases if the load of the
link is greater than its capacity and decreases otherwise.

We associate with a user a traffic source, which uses onerggadent for each route
between the source-sink pair. The sending agents adaptdleiover route with

X (t+1) = max(e,xr (t) + yx (1) (An(r) (t)— Z Hi (t))) , (4.10)
1€L(r)

wherey is a small positive step size agds a small positive constant. Thus, the sending
ratex, does not fall belove. This models a kind of probing, which is necessary to receive
information about the link prices of the route. Assume eadr has a logarithmic utility
function weighted by the willingness-to-pay as #16) then a usen adapts its price offer

with
W, W,

CoWa(t) 2reRr(n) X (t)
Hereby, we make use of the conditior&s18 and @3.23 from the Karush-Kuhn-Tucker
condition for optimality. The rule for the sending rate .10 is a scaled gradient
algorithm BT89] of the route sub-problem ind(4). Furthermore, it extends the pri-

An(t) (4.11)
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Figure 4.1: Example

mal algorithm in KMT98] for multiple routes. If only a single route is available to a
user, the multi-path algorithm i (10 and @.11) simplifies to the single-path algorithm
in [KMT98].

In general, a distributed algorithm that updates the privaaiable is denoted agri-
mal algorithmwhereas alual algorithmadapts the dual variabl®yV06]. In our case
the primal variables are the sending rates and the dualblesiare the offered prices.
Since the sending rate id.(L0 and the link price in4.9) are computed with difference
equations the proposed system ipranal-dual algorithm FurthermoreA, is inversely
proportional tox,. By inserting @.11) into (4.10 we see that in the absence of conges-
tion the rate increases not faster than with a constant\Wéyrhilowever, when congestion
occurs on a lind of the used route the link pricg is positive. Then the sending rate
Is reduced proportional to the rate which caused congedtlence, 4.10 realises the
additive increase/multiplicative decrease (AIMD) priplei also used in the original TCP
version Jac88 and other variants.

The equilibrium point of4.10 coincides with the optimum ir3(24). Furthermore,3.23
can be derived from4(11) and a stable non-zero link price is achieved when it is fully
utilised. Asymptotic stability for a similar primal-dudligorithm is shown in Y0i05].

4.2 Flow-level Simulations

Independent of any protocol implementation we discuss #mopnance of the pro-
posed algorithm for a simple example. Consider the netwbdixonodes in Figuret. 1
Additionally, assume two sources at node 1 send traffic tsithles at node 6 and node 2,
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4.2 Flow-level Simulations

respectively. For both source-sink pairs multiple routespssible. As depicted in Fig-
ure 4.1(b) source 1 can use four different routes. These are the rol2s4(6), (1-2-
4-3-5-6), (1-3-4-6) and (1-3-5-6), which are denoted infihlowing as flows 1 to 4 of
source 1, respectively. The routes of source 2 are (1-23;442) and (1-3-5-6-4-2) (see
Figure4.1(c) and are denoted as flow 1 to 3 of source 2, respectively.

In the flow-level simulations no delays are taken into act@ma variables are updated
based on rounds. In each round sending rates are adapte@dwighand a user computes
its price offer with @.11). Therefore, the sending rates depend on delayed infosmati
about the link prices from the last round. Furthermore, lpmices are set with4(9),
where the rate information is also delayed by one round. Wesa capacity o€ = 100

for all links and a willingness-to-pay ® = 100 for both sources. The step sizes are set
to y = k = 0.1 and sending rates are initialised wih= 1. Figure4.2 summarises the
results. (Rates on different routes overlap with each othdhis case only one curve is
shown.)

The total rates in Figurd.2(a)of both sources increases fast to a fair allocation of re-
sources, which avoids congestion in the network. The irseraathe beginning has a slope
of yW. Since all link prices are zero, this becomes obvious froenftiimulae by sum-
ming up over all sending rates iA4.00 of a user and insertingt(11). For high-capacity
networks a linear increase might be too slow. Here, the megalgorithm should be
extended by the slow-start algorithidalc88, which increases the rates of new connec-
tions exponentially. Thus, the proposed algorithm is idezhto be an alternative to the
congestion avoidance algorithms in today’s TCP versions.

In this simulation setup the chosen values for the step gizesly are a good compromise
between rate of convergence and instability. Setting batbes to 0.2 causes instability
because the variables vary considerably, especially theprices, and fail to find the
optimum. On the other hand convergence is slower withye-g.k = 0.01. Hereby, the
overshoot is similar as with 0.1. For general results thbilgiacan be studied analyti-
cally with control theory. Stability results for similarsdributed algorithms can be found
in [Voi05, HSH™03]. Because of the limitations of the approach in general civigre
outlined in the following, stability of the proposed algbm is not studied analytically.

Especially, for the link prices in Figuré.2(b) and rates of the flows in Figur4.2(c)
and4.2(d)oscillations occur. These are caused by adapting link preending rates and
price offers in each round. Convergence is improved by adgpihe price offers not in
every round. This ensures that link prices and sending fatesconstant price offers over
multiple rounds. However, for a constant valueAgfover an update interval the sending
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Figure 4.2: Results for flow-level simulation
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rate will increase multiplicatively, which might cause tasility. Instead of usind\,, we
introducev;, the willingness-to-pay of route The variablev; is updated every, time
units and the equationd.l0 and @.11) are replaced by

X (t+1) = max(“:,Xr t)+y (Vr (t) =% (t) Z Hi (U)) (4.12)

I€LTr)

and

—X (t if t=aT,, a=0,1,2,...
Ve (t) = ¢ Yn(t) N " (4.13)

vr(t—1) otherwise

respectively. Foif, = 1 the algorithm defined by4(12 and @.13 is identical to 4.10
and @.11). Results for the new algorithm are depicted in Figdr&for the case where
the update interval of; is T, = 25. With the changed algorithm the oscillations of the
guantities in Figureél.3disappear fast as compared to the previous results in Fgre

Also for the proposed distributed algorithm total rates &nll prices are unique and
coincide with the optimal values of the optimisation prable (3.1)-(3.4). Since each
flow traverses only one bottleneck link the results for tready-state can be computed
with (3.34) and @.35. Only the rates of the different flows are not unique and aeoked

in additional simulations for different initialisationgfférent steady-states are reached.

4.3 Packet-level Implementation

The revised distributed algorithm from Sectidr® is converted to the packet-level. At
packet-level the congestion window reflects the sent buupetknowledged data and
controls how many new packets are injected into the netwitkereas the sending rate
at flow-level is adapted per time interval, the congestiondeiv is adapted on receiv-
ing acknowledgements. Hence, the control of the congestiadow is a self-clocking
mechanism. The rule for the sending rate4nl() becomes the rule for the congestion
window cwnd, which is updated by

Acwnd (t) = Ky Sv-\l;: dft&j (vr(

—
N—
|
=
—
~—

cwnd (t)
t)- RTT ) (4.14)
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Figure 4.3: Results for flow-level simulation with delayed updatevpf
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4.3 Packet-level Implementation

on every acknowledgement. HereB®RT T is the round-trip time of the route The con-
version is based on three aspects: Firstiynd= RTT-x. Secondly, the sending rate
in (4.10 is adapted per time interval whereas the congestion wirmotine reception of
an acknowledgement. Thus, per time inteahd/RT T acknowledgements are received
and @.14) is scaled accordingly. Thirdly, the conversion is basednenassumption that
the round-trip time is constant over small time intervals.

Also the difference 0f4.14) to its single-path equivalent irZK02, Zim05] is the usage
of v, the willingness-to-pay per route, insteadVdf, the willingness-to-pay of a user
The rules for adapting, in (4.13 andy, in (4.9) depend at packet-level on the estimated
values ofx, and z, respectively. These are denotedxasanid Zz and are measured as
exponentially moving averages with

data

% (t+Tn) = (1-060)% () +on— (4.15)
and data
z(t+-|-l):(l_d)2|(t)+dT (4.16)

per time intervall, and T, respectively. Hered is a smoothing factor andatais the
amount of data, which is acknowledged at the sender andaabsat the input queue of
the link, respectively.

Simulations at packet-level are conducted with the netwartulator ns-2ifisg. For the
example in Figured.1 all links have a capacity d& = 10Mbps and propagation delay
of tg = 10ms. The willingness-to-pay of both source$\is= 1000%'s. Link prices and
the willingness-to-pay per route are updated evigry 10 ms andr,, = 250ms withd =

o, = 0.1 for all links and routes, respectively. Furthermagres k = 0.1. Results of the
simulation are depicted in Figude4

The congestion windows of the two sources converge at arddsdo a steady-state after
a linear increase. Correspondingly, also the rates coavéiue total rate is nearly identi-
cal for both sources and is greater than 1200 packets/s.aNittket size of 1000 Bytes
the total rate with 9.6 Mbps is near to the link capacity. Tihgd (1-2) and (1-3) are the
bottlenecks in the network. Their link prices in Figutel(e)oscillate around 0.8 $/pkts,
which corresponds to the optimal link price iB.84). The queue size of the bottlenecks
in Figure4.4(f) is around 10 packets.

The price rule in 4.9) does not control the queue size. Therefore, the price rGlg iB
introduced in ALOO]. With a target queue size & and an actual queue sibe(t) the
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Figure 4.5: Results for packet-level simulation with PC3

link price is computed with
p (t+1) =max(0, py (t) + & (a (b (t) —bo) +2z (t) - G)), (4.17)

wherea > 0 weighs the influence of the queue size. Simulation resutts RC3 (with

bp = 2 anda = 0.01) are depicted in Figure.5for the discussed example. As compared
to Figure4.4(f) the queue size in Figu#e5(b)is reduced and oscillates around the target
queue size. The rate allocation in Figyr&(a)shows slightly more oscillations as with
PC1. However, the rate allocation is fair and efficient. Bfirdeg a queue length which

is much larger as the target queue size packet losses caroloedvFurthermore, the
gueuing delay is also controlled by the target queue sizedaed not increase without
bounds.

With PC1 and PC3 explicit prices are communicated betweads land sending agents.
This demonstrates the functionality of the proposed amgtraageneral, but does not con-
form to the IP and TCP standards. However, wiRB01] the TCP/IP stack is extended
by the Explicit Congestion Notification (ECN). Thus, sindgi¢ information about con-
gestion can be conveyed in the network. A large body of rebe@.g. GK99h ALOO,
ZKO02]) studies marking strategies to improve the rate controT©P by using ECN.
These concepts can also be used for multi-path routing. iFgleSBit Resource Mark-
ing (SBRM) proposed indK02, Zim05] simulation results for the discussed example are
presented inEKO6H. These results are similar to the findings for PC1 and PC3.
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4.4 Single-path Routing

In the first part of this chapter we assume that the sources togological information
about the network and determine the routes to the sink. aonding is supported by
IP [Pos8], but it is rarely used in today’s Internet. The reasons a@usty concerns
and a slower processing at the routers for packets with Mariaeader length, which
is needed to store the routing information set by a souP0[]. Instead, hop-by-hop
routing protocols are used. One class are link state (LSppots. Here, routers broadcast
the costs of their links to all other routers in the networknide, the nodes learn about the
topology of the network and by using the Dijkstra algorithmay find the shortest path to
every other node. A dynamic routing can be realised whenittkecbsts depend on the
level of congestion. If a link price rule like PC1 or PC3 is d$e compute the link costs,
then also for hop-by-hop routing the same metric contratsrésource allocation at the
network and transport layer.

With hop-by-hop routing a single route is chosen betweenuacsssink pair. As a con-
sequence, when elastic traffic uses this route it consunhesailable resources at the
bottleneck link and the cost of that link will increase. Henthe shortest path between
the source-sink pair might change and traffic is re-routed.tfe same reason, the link
price will increase on the bottleneck link of the new routetia following and will de-
crease on the links of the old, now unused, route. Thus, draffre-routed again and
oscillations occur.

This behaviour is presented for the example discusseddhou this chapter. Firstly,
assume only source 1 sends traffic to the sink in node 6. Tlbe puie PC3 in4.17) is
used for rate control and routing. Furthermore, link costagdated everyys = 10s and
broadcasted in the network. Since the link price with PC&re for non-congested links,
a static value is added to the link costs for routing. In saetiohs the static portion of
the link costs are set to 1. The congestion window of the soarnd the link prices are
depicted in Figuret.6. In the simulation the routing shows oscillations. Betw@ePO,
30-40, 60-70 and 80-90 seconds the route (1-2-4-6) is chaseamortest path, whereas
between 20-30, 40-50, 70-80 and 90-100 seconds route (6)&Ad between 50-60 sec-
onds route (1-3-5-6) is used.

Since all links have the same capacity, re-routing hardigcéd the congestion window
in Figure4.6(a) Just when traffic is re-routed the congestion window ineesebecause
the link prices of the new route are zero. However, as depicté&igure4.6(b)the price

increases fast on the congested link for a large congestiodow and the congestion
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Figure 4.6: Results for single-path routing with one source

window decreases rapidly again. In detail, in the time wabr 10-20, 30-40, 60-70 and
80-90 seconds the link (1-2) is the congested link and itsepgn Figure4.6(b)is greater
zero. Between 20-30, 50-60, 70-80 and 90-100 seconds l#8k iloverloaded. Interest-
ingly, between 40-50 seconds the price of link (4-6) incesasster than on link (1-3).
This can happen because link (4-6) was used also by the rbi&el(6) in the previous
interval. Thus, with a queue size greater zero, the linkgomight increase faster than on
link (1-3).

With Equal-Cost Multi-Path (ECMP) traffic is distributed ooutes with the same costs.
However, this does not avoid oscillations, because traffidistributed equally on the
routes. This can be seen for the aforementioned example ofirges in node 1. If the
network is uncongested, traffic is split in node 1 equally amated on link (1-2) and
link (1-3). However, the flow traversing node 3 is split agairer link (3-4) and (3-5).
Hence, the load on link (4-6) is higher than on link (5-6), &gxe at node 4 traffic from
node 2 and node 3 is aggregated. The link price of (4-6) isdrigitan on other links
and after broadcasting the new link costs traffic might bernated on this link and
oscillations occur in the following.

For the example with a single source no routing exists whiatisfithe optimum of the
optimisation problem in3.1)-(3.4). However, for the example with two sources in node 1
and sinks in node 2 and node 6, respectively, a optimal swoidtr single-path routing
exists. When source 1 routes traffic over (1-3-4-6) (or B-8) and source 2 uses (1-
2) resources are used efficiently and fair aBdL)¢(3.4) is maximised. Results for the
example with two sources are depicted in Figdré and Figure4.8 for W = 1000 and
W = 2000, respectively.
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These results indicate that the occurrence of oscillatiepgnd on the chosen parameters.
With W = 1000 the optimal solution is found. The traffic of both sosrserouted on the
link (1-2) at the start of the simulation. Hence, as depiateigure4.7(b)the link price

of (1-2) increases. After 10 seconds link costs are updatedtraffic from node 1 to
node 6 is re-routed on link (1-3). In the following link preen (1-2) and (1-3) as well
as the congestion windows of the two sources in Figura)converge to the optimal
values (by considering also the RTTS).

By changing the willingness-to-pay Y = 2000 oscillations occur for this example. The
link price on (1-2) in Figuret.8(b)is larger as withV = 1000. Thus, when link costs
are updated both flows are re-routed and avoid the link (H@)ever, on the alternative
link (1-3) the price increases and oscillations occur okienwhole simulation time. Also
the congestion windows in Figure8(a)vary considerably, because the routes have dif-
ferent round-trip times. This causes additional variatiohthe link prices (e.g. the peaks
at multiples of 20 seconds).

Besides the mentioned problem of route oscillations furtmmcerns argue against dy-
namic single-path routing. For example, switching betwemnes with different propa-
gation delays may reorder TCP packets. This may heavilgtffe control of the con-
gestion window. Furthermore, with heterogeneous cagacig-routing may cause con-
gestion on links with low resources. Both problems can cadsktional instabilities of
the network.

4.5 Perfect Competition and Market Failure

The resource pricing approach depends on the same corsditsdior real markets, which
are well known from economic theory (e.g. iD¢gm9Q). Important for this work is the
access to market information and the perfect competitioarkigt failures can occur if
both conditions are not satisfied.

In the first case price information has to be available to tietamers. For the discussed
approach a sender obtains the price information of a routie the acknowledgements
from the receiver. Hence, a small probing ratediri () for the multi-path routing is needed
to obtain these prices. For hop-by-hop routing also thearsuteed information about the
prices. By using a link state protocol the link costs are doaated. Hence, the access
to market information is available. Depending on the delaythe network and broad-
casting intervals the information is valid or outdated. ERgrfluctuations can occur and
differences in the speed of convergence are observed innthegions.
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The condition of perfect competition is satisfied for myéth routing, because the link
prices converge to the market equilibrium. Since each usedsstraffic over multiple
routes no link has the market power and influences the pridas.is different to the
original model, where the routing is fixed and links have a apmty.

With single-path routing market failure occurs. In our miogle assume the TCP senders
are price taking. This means they do not control pri€&4/D3. But as seen in Figuré.6
users have influence on the prices. As consequence ostiladind inefficiency occur.
With hop-by-hop routing flows are not routed independerdignce, market failure will
not disappear for a large number of users. The case, wherg argenot price taking but
price anticipating is studied for a similar model roh04.

4.6 Conclusion

The main findings of this chapter are twofold. The simulatiesults for multi-path rout-
ing show that congestion pricing is an applicable concepttfe resource allocation in
networks and for the development of a combined model foraaterol and routing. By
sending over multiple routes in parallel the necessaryegntormation of the different
routes is collected. Furthermore, by adapting the rate oh eaute gradually, also the link
prices are affected gradually. The proposed distributgdrahm converges to an efficient
and fair resource allocation.

For single-path routing different scenarios are presefdedavhich oscillations and in-
efficiencies occur. In the discussed pricing model entigies price taking and do not
anticipate the influence of their decisions on the pricesisTtraffic is re-routed although
link prices are affected by the own sending rate only andigterst oscillations occur.
Also with ECMP oscillations are not avoided because traffiplit equally and might be
aggregated at other links again. Even when the optimum éoglibbal optimisation prob-
lem is achievable with single-path routing this might notrbached by the distributed
algorithm.

In conclusion, congestion pricing is suitable for a comdiapproach of rate control and
routing, but not with single-path routing. Hence, the faliog chapters will discuss con-
gestion pricing for overlay networks, where multiple rautan be used.
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Chapter 5

Resource Pricing for Peer-to-Peer
Networks

In this chapter resource pricing is applied to Peer-to-fe2P) networks to ensure a fair
allocation of resources. The differences to congestianriin IP networks are described
and a distributed algorithm based on locally availablernmfation is proposed. Proofs for
the stability of the global optimum for the proposed alduritare presented. The approach
is applied to P2P content distribution networks and is edeerto improve the availability
of pieces in a multi-source download.

In resource pricing at the transport layer routers chargece or the usage of their
resources and the sending agents of the users adapt tha@iingeates depending on the
aggregated path price. Rate control in P2P networks isrdiiteA peer chooses freely the
peers it provides service to and allocates resources faeivice (e.g. upload bandwidth
for file-sharing applications or processor cycles for dsited computing). Therefore,
resources are used efficiently at a peer when at least one ke requests a service
from it. However, a requesting peer is normally serviced éyesal providers in parallel.
Hence, its total service rate is accumulated over its pergidThis causes unfairness in
the network with respect to the total service rate, whereespeers are better off when
connected to a large number of service providing peers oe¢ospwith high capacity.

In this chapter resource pricing for P2P networks is propdeeensure fairness where
service requesting peers offer prices for a service, whiely tonsume. Prices are only
used as a control signal for allocating the resources at\daden whereby the achieved
performance of a serviced peer solely depends on its wilksg-to-pay. In addition, if the

willingness-to-pay depends on the contributed resourtaspeer, this scheme provides
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an incentive to peers. The chosen approach is based on thee glabal optimisation
problem as for IP networks. The proposed distributed allyoris applied to P2P content
distribution networks, but it is valid also for other resceiallocation problems (e.g. Grid
computing). This chapter is based on the ideas and resu[iSK35, EKO6¢ EK063
EKO7b EKO73 EKO8].

5.1 P2P Network Model

The resource allocation in P2P networks is based on the netwodel in Sectior8.1
However, the notation is slightly changed. Thus, the glolpsimisation problem in3.1)-
(3.4) is restated in this section in the context of P2P networks.

Consider a P2P network consisting of a set of péerand a set of services, whereby
each peep € P is interested in one or several services and/or offersréiffieservices.
Providing a service consumes resources. In this work weerdrate on resources (e.g.
access bandwidth) which are divisible and where any allocatf resources has a benefit
for a requesting peer. We assume that the resource is saarhettsat competition is
present and denote the capacity of this resource atpasCy.

To differentiate between service providing and servicelestjng peers in our mathemat-
ical model we introduce the set of service providers or gereand the set of service
customers or clientS. The terms server and client are also used for P2P netwaorksis|
context, a server is a peer which offers at least one servideaalient is a peer which
requests at least one service. A peer can be a server andiatlibe same time.

Since each peer has only a partial view of the whole P2P nk&fvaoservice requesting
peer is not aware of all peers that provide this service, awlwersa. We define the set of
peers, which offer at least one service to the cleas the set of servet$(c) of clientc.
The other way round(s) is the set of the known clients of the sergeFurthermore, if
c € C(s) then alsos € S(c) holds. The client-server architecture can be interpresed a
special case of a P2P application where theSgej consists of one single server.

Suppose the utility of a client is defined by a utility functiord., which depends on
the total service ratg.. Hence, similar to3.1)-(3.4) the optimisation problem for P2P
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networks is
P2P SYSTEM:
maximise Z Uc(Ye) (5.1)
ceC

subject to Z Xsc=VYe, VceCl (5.2)

seS(c)
Z Xc<Cs, VseS (5.3)

ceC(s)
over  Xec> 0. (5.4)

Maximising the aggregated utility of the service rggever all clients is the objective of
the whole system, wheng is the total of the ratess; of all serverss of c. This problem
is constrained by the resource capacity at the servers.

Comparing the global optimisation problem for P2P netwddkshe problem in §.1)-
(3.9 following differences can be seen. The term user beconst cln the basic model
it makes no difference to differentiate between the sendétlze sink. Each sender serves
one sink and each sink is served by one sender. Only multipies exist between the
sender and the sink. This is different for P2P networks. He=aeh client is served by mul-
tiple servers. Thus, the objective is not with respect toex bsit more precisely defined
with respect to the client. Furthermore, the P2P model takBsthe overlay network into
account. Hence, only the capacity constraints at the searerconsidered.

With a concave, strictly increasing utility function botlptonisation problems have a
unique optimum with respect to the total service nateFurthermore, when the utility
function in @.6) is used also for P2P networks the results in Sec8@apply and a
weighted proportional fair resource allocation is realisAdditionally, when the P2P
network is connected also the results from Sec8ahapply. Since we use results from
Section3.4in the following we restate them for the terminology of P2Rwaeks: For a
connected P2P network and the utility function #16) the optimum of §.1)-(5.4) with
respect to the total download ratgeand the offered pricac is

* WC ZSESCS
— = _"£Lo ™ 5.5
Ve seg(c) o= S W (5.5)
and 5 g W
AF — dec VVd , 5.6
¢ YesGCs (5-6)

respectively. These results are based384), (3.35 and @.36).
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With the logarithmic utility function in 8.6) we assume the law of diminishing returns
applies for peers. This means that the performance enhamtetacreases with increas-
ing total service rate. Such a utility function represensera with elastic traffic de-
mands $he9% and is applicable when users have no delay requiremenssusted often
for data transferd{el97]. Hence, it is relevant for P2P file-sharing or distributedput-
ing without specific deadlines.

5.2 Distributed Algorithm

Identical to the procedure in Chapt#the global optimisation problem is divided into
sub-problems. These are derived with the Lagrangian

LP2P(x,y,A,v,n) =

A sc sc— , 57
cé( o) = < seS(cX>> S; < CEC(SX ) 7

wherens > 0 is the slack variable for the inequality constraint®n3j for servers.

For P2P networks sub-problems for the clients and serverdefined as

CLIENT c:
maximise Uc¢(Yc) — AcYe (5.8)
over Ve >0 (5.9
SERVER s:
maximise AcXsc (5.10)
ceC(s)
subject to Z Xsc < Cs (5.11)
ceC(s)
over Xsc > 0. (5.12)

Also the capacity constraint of the SERVER problem can ermalised and the Lagrange
function of the SERVER is

LEERVER(X A, Vg, Ns) = AcXsc+ Vs (CS - Xsc— nS) : (5.13)
ceC(s) ceC(s

The ratexsc is set by the servesand also the capacity constraint is related to the servers.
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Hence, we propose a primal algorithm fai instead of a primal-dual approach as in
Chapter4. A simple method to optimise the Lagrange function is byaitee descent
algorithms (see Section 3.2 dT89]|). The gradient algorithm (or steepest descent) for
maximising 6.13 with respect tosc is

,.,dLSERVER .
Xso(t +1) = Xsc(t) + Vsafsc (t) = xsc(t) + V(Ac(t) — vs(t)), (5.14)

wherey is a positive step size. The offered pritgis computed by setting the derivative
with respect tgy/; of the CLIENT problem in%.8) to zero (compare also witl8(27). As

in Chapter4 we use the logarithmic utility function ir3(6). To ensure a bounded price
offer if the total service rate is zero a small positive canst) is introduced. Hence,

— WC — WC
maX(r’7yC(t)> max(r’7ZS€S(C) XSC(U) .

Ac(t) (5.15)
The charged prices can not be derived from partial derivatives. Thusis estimated by
the average offered price per unit capacity. Hence, withmegative sending rateS.14)
becomes

_ Soee(*sd(t) Ad (t))) | (5.16)

Xsce(t+1) = max(o, Xsc(t) + ¥ ()\C(t) c.

An alternative is a scaled version &.16) where the difference between the offered and
average offered price is scaled xy and a positive step siae Hence,

~ Tdec(s) *sd(t) Ad (t))) '

c (5.17)

Xsc(t+1) = max(s,xsc(t) + YXsc(t) <)\c(t)

Here, the parameteris a small positive constant. Hence, the sendingxateoes not fall
belowe. This models a kind of probing, which is necessary to recgif@mation about
the offered price of the client.

A scaled gradient algorithm is also used for the primal athor in [KMT98], on which
the rule in @.10 for the sending rate in Chaptdris based. Furthermore4.(L0) as well

as 6.17) realise the additive increase/multiplicative decre@d®D) principle also used

in TCP [Jac88. With AIMD the rate control is conservative and severe astpn (and

at worst a congestion collapse) is avoidE#99. The presented approach in this chapter
is extended to a TCP variant for P2P networks in Chaft@iherefore, to realise AIMD
the scaled version of the distributed algorithm is studrethe following.
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Both rate control algorithms are interpreted from an ecacahperspective as follows:
SinceAc is the price per unit bandwidth, the produgtA. is the total price which is paid
by peerc. Hence, the sum over all clients in the numerator5o1§) and 6.17) represents
the total revenue of server Dividing the total revenue b{s returns the average price
serversobtains per unit capacity. If the offered price by cliem$ higher than the average
price, then serves increases its upload rate ¢oand decreases it otherwise. The scaled
version in 6.17) additionally scales the price difference by the rate Hence, it is based
on the total price rather than the price per unit bandwidths Todel reflects a market for
service capacity where prices control the rate allocatiSirsce the service capacity is a
non-storable commodity the market is a spot market, wheredlrent demand influences
the future prices.

In the following we show that the scaled gradient algoritimn(G.17) fulfils fundamental
properties for the resource allocation in a distributedremment. We derive conditions
for the efficiency of the algorithm and prove that the equiilim point of 6.17) coincides
with the optimum of the global optimisation problem ®1)-(5.4). Furthermore, global
asymptotic stability of the equilibrium point is proven farcontinuous model without
delays as well as a discrete model with delays.

5.2.1 Efficiency

The distributed algorithm is efficient if the total uploadoeaity is used. For the scaled
version in .17) this can be easily shown. Since any small positive numbres fe suf-
ficient to realise a probing, it is neglected in the followirTdhis simplification is very
similar to the approach irV05] for joint routing and rate-control.

Theorem 1 The distributed algorithm in5.17) fully utilises the upload capacity under
the assumption that in the previous step all resources aﬂfel.lee.,zcec(s) Xsc(t) = Cs.

Proof: Summing up over all upload rates of serger

Xsc(t+1)
ceC(s)
=3 (xsc(t)+yxsc(t) (Ac(t) 2dec(s XSd ) (5.18)
ceC(s)
Xsc(t
= Z Xsc(t)+y< Z Xsc(t)Ac(t) — ZCGS(CS)S Z Xsd(t)Aa(t) ) (5.19)
ceC(s) ceC(s) deC(s)
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Making use of the assumptigftcc(s) Xsc(t) = Cs we get

Xsc(t) +Y< Z Xsc(t)Ac(t) — ZCEL)XSC(U Z Xsd(UAd(t))
)

ceC(s) ceC(s) Cs deC(s
= Y xellt) (5.20)
ceC(s)
=Cs (5.21)
|

Hence, the distributed algorithm is also efficient in alleratlocations when the initial
rate allocation is efficient. This can be realised by spiiftthe upload capacity evenly
over all connected peers at the start (under the assumpabprotocols on lower layers
(e.g. TCP) allows this). Thus, the distributed algorithradarces a feasible solution with
respect to the capacity constraints in the next iteraticthgi current solution is feasible.

Furthermore, a value for the step sizean be computed, which ensures efficiency at each
iteration step. Denoting this step size fayand demanding fo€s = ¥ ccc(s) Xsc(t +1) we
computeye with (5.17). Thus,

Cs= Y Xsdt+1) (5.22)
ceC(s)
Xse(t
= 5w on(1- 225 5 qonn 629)
ceC(s) deC(s)
= VYe= Cs (5.24)

> dec(s) Xsd(t)Ag(t)”

By using 6.24) the equation§.17) reduces to

B Xsc(t)Ac(t)
Xsc(t+1) = max(s, Saccrs Xsd(t))\d(t)cs> ) (5.25)

Although (.25 ensures efficiency in a continuous model, oscillationg@nidstability
can occur when delayed information is used in a real envieonirwhere peers adjust
prices and service rates in discrete steps. Therefore, kesweue fory. should be used.
By introducingy with y = y/ye the rule for the sending rate i6.07) becomes

B B — Xsc(t)Ac(t)
Xsc(t + 1) =max (s,xsc(t) (1-y)+ yzdec(s) Xsd(t))\d(t)cs> : (5.26)
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whereby 0< y < 1.

In the following the original version in5(17) is used, because it is closer related to the
optimisation problems in5(1)-(5.4) and 6.8)-(5.12 and to the distributed algorithm in
Section4 and to similar work in KMT98, Key01, KVO05]. Furthermore, it is shown by
simulations in Chaptes.3that 6.17) shows fast convergence to an efficient solution for
different scenarios.

5.2.2  Stability

The distributed algorithm is derived from local sub-prabseand these sub-problems are
derived from a global optimisation problem. Now, we showt tha distributed algorithm
finds the solution of the global optimisation problem. Thisans, we prove firstly that the
equilibrium point of the difference equation is equal todipgimum of the global problem
and secondly that the equilibrium point is globally asyntigtdly stable.

For an ordinary difference equatiatn+ 1) = f(x(n)) with the initial conditionx(ng) =
Xo theequilibrium point(or critical point, fixed pointx* is defined byf (x*) = x* [Ela05.
Stability theory investigates the behaviour of the differe equation around an equi-
librium point. In this work we will discuss global asymptostability. An equilibrium
pointx* is globally asymptotically stable if (x(n)) — x* for n — oo for any initial con-
dition xg [Ela03. Many different approaches exist to prove stability of ateyn. Here,
we will follow a procedure similar to the one used in the catgm pricing literature for
TCP-like algorithms. Here, stability was shown on diffdriavels of abstraction. Firstly,
it is proven for a continuous model without delay@T98] and secondly for a discrete
model with delaysJT0J. Considering delays makes the stability proof more diffiand
frequently additional assumptions are made.

In the following we will determine the equilibrium point ofi¢ scaled distributed algo-
rithm. Like in Sectiorb.2.1the influence o€ is also neglected here. Additionally, also any
small positive number fon is sufficient. Therefore, alsg is neglected in the following.

Theorem 2 The equilibrium pointy*,A*) of the system5(15 and (.17) is identical to
the solution of the global optimisation problem B1%) and 6.6) for a connected network.

Proof: Assumingxi.(t) > € the equilibrium point of $.17) is obtained when the
termXsc(t + 1) — xsc(t) is equal zero.
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Hence,
\ ey 2dec(s) Xed () Ag (1)
0= yy(t) (/\C (t) — 29 <S)X(S:ds d (5.27)
* A*
5 Cg= M- (5.28)
Aé
By summing up over all servers and usifgl®
Ydec(s) XsdA§
Ce=S —— (5.29)
2572«
Ye
===3 W 5.30
Vit 2 g (5.30)
We T sesCs
Ye > dec Wa (5:31)

Hence, the equilibrium poing: of the total service rate is equal t6.9). Furthermore,
inserting 6.317) into (5.15 we get the price offer in equilibrium

W,
A=A%= zzdezcj, (5.32)
ES

which is identical to %.6). [ |

Furthermore, the equilibrium point is efficient, becausth\p.28 and 6.32 we get

C= > X (5.33)
deC(s)

The claim of global asymptotic stability of the equilibriyneint in (6.31) and 6.32) is
based on a Lyapunov function for a continuous model with@layk. The same idea is
also used inKMT98] for a rate control algorithm at the transport layer. Sugp@system
has an equilibrium point at the origin. Briefly, Lyapunov'®thod says the equilibrium
point is asymptotically stable if there exists a functidfx) that is positive definiteand
the partial derivativ®’ along the trajectories of the system is negative definits.dtob-
ally asymptotically stable if additionally (x) — oo if X — oo (See Theorem 9.6.1iBD92]
and Chapter 4 inKhaO( for details).

Based on the difference equatidn7) the differential equation for a continuous model

*V is positive definite on some domdnif V (0) = 0 andV (x) > 0 for all other points irD. Itis negative
definite ifV(0) = 0 andV (x) < 0 for all other points irD [BD92]
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is given by

R e
We prove asymptotic stability in two steps. This means,italis shown for the total
service rate provided by a service providgr.e. zs = 3 .¢(s) Xsc) followed by a proof for
the total service ratg; of a customec. We define the differential equation with respect
to the total service rate provided by a peer as

(5.34)

d d
—Zs(t) = —Xsc(t). (5.35)
dt ceg(s) dt

The convergence 06(35 to (5.33 is proven in Theorers.

Theorem 3 Considering the differential equatiorb.35 the unique equilibrium point
Z = Y cec(s) X%sc = Cs is globally asymptotically stable for alls S.

Proof: The function

V(=Y 5(Cs—2)° (5.36)

seS

NI =

is a positive definite function, which is zero if the total\gee rate of each server is equal
its capacity. l.e., at the equilibrium point only. Furthenmm, if z— oo thenV (z) — . The
derivative ofV(z) along the trajectories of the differential equation is

_ ¢ V(@ dzx(1)

\'/(z)_sgs i dt (5.37)
- B ~ Tdec(s) Xsd(t)Ad(t)
= 3G 3 pedt (2t S) G
> dec(s) Xsclt)
=—v) (Cs—zt)) Xsc(t)Ac(t) (1 - —2—— (5.39)
se% ce;(s) ( Cs )
zs(t) ?
=—yy Cs(1-— Xso(t)Ac(t) (5.40)
s; < Cs ceg(s)
<0

The equationg.40 is a negative definite function, which is zero at the eqitlifm point
only. Hence, %.36) provides a strict Lyapunov function for the differentigl@ation 6.35
and the equilibrium poingi = Cs, Vse S is globally asymptotically stable. [ |
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We have proven in Theoreththat the distributed algorithm remains efficient if it is ef-
ficient in the preceding update step. Furthermore, we haversin Theoren8 that the
efficient equilibrium point is globally asymptotically &fe. We use these two results in
the following.

Theorem 4 Considering the systerb.(L5 and (6.34) the unique equilibrium poin&(31)
and (.32 is asymptotically stable for a connected network underasgumption that
2= (zs5|zs=Cs,s€ S) in all iteration steps.

Proof: The function

V(y) = Z (WelInyz —WeInye) (5.41)

ceC

is a positive definite function, igcec(s) Xsc < Cs, VsE S. Itis zero at the equilibrium
point only. The derivative 0¥ (y) along the trajectories of the differential equation is

V() dyt)

V(y):—cec 3. at (5.42)
~ Ydec(s) Xsd(t)/\d(t)) £ 43
cgcyc SGS(C YXsc(t ( C. : (5.43)
By inserting 6.15) into (5.43 we get
. o Xsa(t)Ag(1))?
V= vy 3 Ay +y y o) (544)
ceCseS(c) scS

_ A2(t)xee(t Xsclt) Xsct) Ac(t)Xsd(t) Ag(t )
ychseg(c) ( )X ( ) ( Cs ) +yS€%ceg(s)deC%\{c} Cs

(5.45)

By adding AZ(t)Xsc(t) T dec(s)\ (¢} Xsd(t)/Cs to every provider-customer pair in the first
part of 6.45 and subtracting the same term from the second part

Y=y g 3 R (1- 2
Xsc(t)Ac(t)Xsd(t)Ad(t) 2 Xsd(t)
+vy — A& ()xsc(t) (5.46)
sgSCGC(s)dec(s)\{c} ( Cs Cs )
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and

1 2dec(y Xsd(t))
Cs

Vo= g 3 A (

ceCseS(c

_y Z Z Xsc(t)Xsd(t)

s (Aelt) = Ag(t))”. (5.47)
scSceC(s)deC(s)\{c} Cs

Finally, based on the assumption tlagt) = 3 4cc(s) Xsd(t) = Cs the equation§.47) be-
comes
Vy=vy S S XedDX%dl®) (3 (1) — Aq(1)? (5.48)
s€S ceC(s)deC(s)\{c} 2Cs
<0

Equation 6.48 is a negative definite function. It is only zero Af(t) = A4(t) holds for
all clients of all servers, i.e. at the equilibrium point 5.32. Hence, $.41) provides
a strict Lyapunov function for the syster.{5 and 6.34) and the unique equilibrium
point (5.31) and 6.32 is asymptotically stable. [ |

5.2.3 Delay Stability

The convergence of the distributed algorithm is affecte@$ynchronous updates of the
peers and delayed price and rate information. Thus, addipto the results in Sec-
tion 5.2.2for a continuous model without delays the stability for acdide model with
delays is studied. Assume each peer updates its sendirggarapgice offers each time
interval T and peers are not synchronised. Hence, a server uses dplayethformation
from its clients and a client uses delayed sending ratestgpate its price offer. Commu-
nication delays between the peers are not explicitly camesulin the following, because
it is assumed that communication delays are much smallerttietime intervall'. For
example, in the context of P2P content distribution netwatiscussed in Sectidh4 a
time intervalT = 10s is used. This is the default parameter in BitTorrent aecchd-to-
end delay between peers in the Internet is in the generalioabe order of tenth and
hundreds of milliseconds.

Also for discrete models with delays different methods camused to prove the stability
of an equilibrium point. Often control theory is applied ahé problem is transformed
to the Laplace domainJ[r01, Zim05|. In our model, we assume variables are updated
per time interval. Hence, the delay between peers is bourides simplifies the stability
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proof. In [BT89] different algorithms and their convergence are discusgéwill use
one proposition fromBT89] to prove the stability of the proposed distributed alduit
with delayed price and rate information in this work.

The following proof is based ob(26) and is generalised t&(17). As in previous sections
the influence of andn is neglected in the following. Assunm. and 1.5 are the time
intervals between update steps of the sesad the client and vice versa. Furthermore,
T = Tsc+ Tes and the asynchronous version 646 and 6.15) is

o B — Xsc(t)Ac(t + Tsc)
Xsc(t +T) =max (e, Xsc(t) (1—y) + yzdec(s) Xea() gt + Teg) CS> (5.49)

and
We

1 , (5.50)
max(n T 2 seS(c) Xsc(t — T) Tes+ Xsc(t) Tsc)

)\C(t + Tsc) —

respectively. Each peer runs an update once during timevailt€ and the price infor-
mation and sending rates used by any peer is delayed by atTitose units. Thus, by
adapting the rate withb(49 rate information from other peers that are implicitly used
the price information is delayed by at mo&t and the delay is bounded. Hence, the dis-
tributed algorithm belongs to the class of partially asyonadous algorithms discussed in
Chapter 7 of BT89]. Here, the authors show in Proposition 2.2 that partiahakyonous
algorithms defined by

f(X) = (1— y)x+ yh(x) (5.51)

with y € (0, 1) converge to an equilibrium or fixed point if the following assptions hold
for the functionh(x):

Assumption 2.1[BT89, p.490]
(@) The set of fixed points* = {x € R"|h(x) = x} is nonempty.
(b) The functiorh(x) is continuous.

(c) The functionh(x) is nonexpansive, that is, it satisfies

[1R(X) =X leo < [ X =X]oo

and
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Assumption 2.2[BT89, p.492]
(a) The set of fixed point&* is convex.

(b) Define the set of indices of coordinatesxahat are farthest away frowi as
LX) = {1 % =X = [[Xx=X"|eo}

Additionally, define a set of vectogsthat agree withx in the components that are
farthest away fronx* as

Uxx) ={yeR"yi=x Viel(xx),
and |y; —X'| < [IX—X"|l Vi &106X)}.

For everyx € R" andx* € X* such that|x — x*|| = g(X) > 0, there exists some
i € 1(x;x*) such thah;(y) #y; for ally € U (x;x").

Proposition 2.2 fromBT89] is used in the following. Like in Sectiob.2.2we present the
convergence proof for the total upload rateof servers and the total download ratg
of clientc in two separate steps. Analogue to Theotkerhis provable that also3(26) is
efficient in all succeeding update steps if the current updtdp is efficient. Hence, the
two step approach is applicable.

Theorem 5 The sequencéz(t)} generated by the partial asynchronous iteratigh-g
T) = (zs(t+T)|zs(t+T) = Scees Xsc(t+T), s€S) with xsc(t +T) defined in .49
converges to'z= (z5|zs=Cs,S€ S).

Proof: The set of fixed points consists of the unique fixed paint (Cs,s€ S).
Hence, the set is nonempty and corluékssumption 2.1(a) and Assumption 2.2(a) hold.
Furthermore, by neglectingand using $.49 zs reduces to

Zs(t+T)=2z(t) (1—y) +Cs. (5.52)

With h(z) = (Cs,s € S) the functionh(z) is a constant function which is defined over all
real numbers. Hence it is continuous and Assumption 2.3(B)lfilled. The maximum
norm||h(z) — Z*||» is zero andh(z) satisfies Assumption 2.1(c) and Assumption 2.2(b).
Hence, Proposition 2.2 irB[T89] is applicable and(t) converges ta* = (Cs,s€ S). &

TA set X is convex if for anyxs, x» € X and any8 with 0 < 8 < 1, we havefx; + (1-0)xeX
[BVO6]. Hence, a set consisting of a single element is always conve
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Theorem 6 The sequencéy(t)} generated by the partial asynchronous algorithfh-y
T) = (Ye(t+T) [Ye(t+T) = Yses(o) %sc(t + T), c€C) with xsc(t +T) defined in .49
andAc(t + 1sc) defined in .50 converges for a connected network 8031 and 6.32
under the assumption that the willingness-to-pay for edantis integral and z=
(zs]zs=Cs,s€ S) holds in each iteration step.

Proof: The set of fixed points consists of the unique fixed pgirdefined in 5.31).
Hence, the set is nonempty and convex. Assumption 2.1(afasdmption 2.2(a) hold.
Furthermore, by neglectingand using %.49 y. reduces to

Vet +T) = Yo L= P +7 T XsclAclt+ Ts0) =

. (5.53)
scS(c) 2deC(s) Xsd(t)Ad(t + Tsa)

With the assumptior = (¥ gec(s)*sd, S€ S) = (Cs,s€ S) the fraction in 6.53) is the
inverse of an average afweighted byx. Denote the weighted average of the price offers
at servers with Ag and

_ XsgA XsgA
e 2dec(9) Xt _ Jdec(s Xsdhd (5.54)

> dec(s) Xsd Cs
According 6.51) and with 6.54) h(y) for (5.53 is
XscAc
h(y) = (he(y),c€C) =< > —,CGC>- (5.55)
seS(c) 'S
Assumption 2.1(b) is fulfilled, becau$gy) in (5.59 is a continuous function.

In the following a clientc is modelled a$\;; distinct sub-clients. Denote the total rate of
sub-client of clientc asy"C and the corresponding price offer is computed \Miélt 1/y"c.
If rates are initialised witb(iSC = Xs¢/We then the total rate of clienk is

Ye(t+T) = .Viy"c(H—T) =Weyg(t+T). (5.56)

Hence, a client with a willingness-to-pay di\. behaves lik&\; sub-clients and without
loss of generality it is sufficient to prove the assumptiamrgeers with a willingness-to-
pay ofW; =1, VceC .

For a network with a uniform willingness-to-pay the peerhwihe maximal total down-
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load ratey. in the network has also the minimal price offerand vice versa. Furthermore,

XscAc

[h(y) =yl = max
ceC

—Ye| < Y=Y'lle (5.57)

>

seS(c) 'S

holds, because scaling ﬂy/)\_s will increase the rate of if it is smaller than the rate in
equilibrium, or decrease it when it is larger. By using a vaéggl average for scaling the
total download rate will not fall into the other extreme ahd tnequality in $.57) holds.
Hence h(y) satisfies Assumption 2.1(c).

Furthermore, we prove Assumption 2.2(b) by contradictibssumption 2.2(b) fails
to hold, then for evenc in 1(y,y*) = {c||yc—VYi| = |ly—¥*||»}, there exists a vector

y € U(y,y*) with he(Y') = yi.. Equivalently,

%o _ T X (5.58)

seS(c) Aé seS(c)

SinceAl = A¢ is the extreme value in the network the equality3rb@) holds only ifA; =
)Tg, Vs e S(c). However, for a connected network with= (Cs, s € S) this is only true if
Ad=A*, Vd e C and the algorithm converged to the fixed point. Herjtéy) — y*|| =0,
which contradicts the initial condition in Assumption 22(We conclude thali(y) in
(5.59 satisfies Assumption 2.2(b). [ |

We have proven that the systet49 and 6.50 converges for &< y < 1. Furthermore,
we can generalise the convergence proof also to the pasyiathronous version 05(17)
and 6.195. From 6.24) it is easily seen that the partial asynchronous algorith(dd.7)
and 6.15 converges if

Cs
2 ceC(s) Xsc(t)Ac(t + Tsc)

0< ys(t+T) <Ts(t+T) = (5.59)

Since the variables are locally available convergence eanbured in a distributed envi-
ronment.

5.3 Evaluation

In this section we present simulation results for the predafistributed algorithm. Start-
ing with validating the stability condition from the lastcsi®n, results for different sce-
narios are presented. Large P2P networks as well as dynamtiespeer population with
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different churn rates are studied. The techurnis frequently used in the P2P literature
and stands for the continuous process of the arrival andraepaof peers RGRKO04.

For clarity we summarise the proposed distributed algorittn Algorithm 1 and denote

it as Resource Pricing (RP). Herk,is the time interval between consecutive updates of

Algorithm 1 Resource Pricing (RP)

CLIENT c:
W,
Ae(t+Ts) = 1 : (5.60)
max(n, T > ses(c) ¥sc(t = T) Tes+ xsc(t)rsc)
SERVER s:

el = max(s”%c(t) + vxsc(t>(/\c(t | gy 2decteXedMAa(tF Tsa) ))

Cs
(5.61)

the sending rates and. andt.s the time interval between update steps at the sexaad
clientc and vice versa.

5.3.1 Basic functionality

To validate the stability condition from Secti®2.3a simple example similar to the one
discussed in SectioB.4.1is studied. Assume three client peers and two server peers ar
present in the P2P network and clients are interested inveceewhich is offered by the
servers. Furthermore, clients and servers are connecteddatg the bipartite graph in
Figure5.1, which is identical to Figur&.4(b) Assume service rates on a connection are

c, s,

Cs S,

Figure 5.1: Bipartite graph of a small P2P network

set initially toxsc= 1 andn = € = 1 and the update interval is= 1. To validate the result
in (5.59 by simulation we set the capacity of the two servers and thimgness-to-pay
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Figure 5.2: Validation of the stability condition in Eq5(59

of all clients toC = 100 andW = 100, respectively. The total service rgteof the three
clients is depicted in Figurg.2 for different values ofy. Figure5.2(a}5.2(c)depict the
results fortsc = T. This means, the rates used to compute the offered pricetetaged

by the maximal value oT, whereas the price offers are available at the servers imme-
diately. As determined analytically irb (69 the total rate of the three clients converges
for ys < s to the optimal value of ~ 66.7. With an increasing value gfthe algorithm
converges faster to an efficient solution, i.e. with respethe total upload rate. It takes
22 and 8 iterations until the total upload capacity is altedawith ys = 0.5I's and Q9 g,
respectively. However, convergence is faster for smalidwes ofy with respect togy.. In
agreement with§.59 oscillations occur fops = I's in Figure5.2(c) However, as depicted
in Figure5.2(d) for which the delays between the peers are chosen as ranaiwables
between 0 and, rates might converge to an equilibrium point also wih- Is.
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Figure 5.3: Resource Pricing with step size= 0.1

Further simulation results are depicted in Fig&8 for y = 0.1. Also with this step
size rates converge to the optimal values. For a homogenetungness-to-pay in Fig-

ure 5.3(a)all clients received the same total rate in equilibrium. Igufe 5.3(b) peers
have different parameters. Client 1, 2 and 3 have a willisgrte-pay of 10, 30 and 60,
respectively, and server 1 and 2 have a capacity of 25 an@3pectively. Since the total
capacity and the total willingness-to-pay in the networ&hesums up to 100 the rate for
each client in Figuré.3(b)is equal to its willingness-to-pay and agrees wBiB(Q). A

step size ofy = 0.1 proved to be a good compromise between convergence spded an
stability in all conducted simulations and is used in théofwing.

The resource pricing algorithm is studied for dynamics i pleer population in the fol-
lowing. Assume two servers with = 100 and a varying number of clients are present in
the network. Similar to the example in Figus€el three types of clients are differentiated:
Type 1 is connected to servar, Type 2 is connected | andsy, and Type 3 is connected
to s. Peers run the update algorithm every 1s.

The client population is varied according Fig&rd(a) where the start and end times of
a total 12 peers are specified. Additionally, to avoid syanbus rate control a random
offset between 0 and 1 seconds is added to the start time lofpsgee. The results of the
simulation are depicted in FiguBe4(b)

The plots of the rates for the serviced peers match well batvdes and 750 s with each
other. Although Type 2 clients make use of the availableussss faster than other peers,
the rates converge fast to a fair share of the total capaaitglf peers in each interval.
Between 0s and 250 s six customers are active getting a r&®.8f When another six
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peers enter the network the rate converges fast to the faiessf 16.7 and it increases
again to 33.3 when six peers leave the network at 500 s.

At 750 all clients of Type 3 leave the network. Now, only Typelients are connected
to s, and their rates increase in the following. Since the prid¢ersfof the Type 2 clients
decrease, servej increases the rates for Type 1 clients. The total rates cgeva the
following to a fair share of 50 for all active clients. The engence is slower in this case
as compared to the previous intervals, because the ratstadjot slows down when it is
near zero as it is the case for serggand peers of Type 2.

5.3.2 Large-scale Simulations

For the simulations with a large and varying number of peersnodel the peer behaviour
as a Poisson process, where the interarrival times betwesns pnd the session times of
peers are negative exponentially distributed. Denote th@mmterarrival time and mean
session time a$®" andTS¢S respectively. The average number of peers in the network
can be computed witR2Ve = Tses/TaTm,

When a new peer enters the network it connects to a randoretsoidsr peers. But the
number of connections to other peers does not remain cdrsstene remote peers leave
the network and new peers connect to this peer. Furtherragreer can be disconnected
from the network when all its neighbours go offline. In thisedhe peer obtains a new
random subset in our simulation. Additionally, we assunhpegrs are interested in each
other, except in itself.

We measure the Weighted Fairness Index (WFI)3r8)(over the simulation time of

10000s. A peer acts as a service provider and customer aathe me. Therefore, it
adjusts its service rates as well as its price offer at theesame. The willingness-to-pay
is set to the service capacity of a peer since it reflects itgribution to the network.

Hence, the resource allocation is fair when the total rateasch peer is equal to its own
capacity.

Two cases are considered. In the first case (denoted).aS) all peers have a capacity
of C = 100. In the second casdiff. C) the capacity of a peer is an integer determined
uniform randomly between 1 and 100.

The simulation results are depicted in Figi® for a mean interarrival time and mean
session time o 2" = 10s andT**= 1000s, respectively, arldg = 10. With this peer
behaviour the average number of peers in the network is 100.
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Figure 5.5: WFI for varying P2P networkT®" = 10s,T5%5= 1000s,Ng = 10)

In Figure5.5RP denotes the resource pricing algorithm. For comparibeesults for
the algorithmequal-splitare shown, where a peer divides its capacity equally over its
connections. As it can be seen from Fig&té resource pricing outperforms the equal-
split algorithm and is very close to the optimal fairnessueabf 1. The differences be-

tween both algorithms are larger when peers have differgpaaties. Hence, with the

equal-split algorithm the allocation of resources is fanfrbeing fair contrary to resource

pricing where the fairness index is over 0.95 all the time.

Also when the capacities of all the peers are equal the diffegs between both algorithms
are clearly visible. An equal split is not as fair as resoymeeing because peers maintain
different numbers of connections to other peers.

Further results with resource pricing for different intenaal times and session times are
summarised in Tabl®.1for peers with different capacities. Simulations were romnrfet-
works with an average population of 100 and 1000 peers eaithtwo different pairs
of interarrival and session times. Each simulation lastsL@D000 s and was replicated
10 times per parameter set. The Weighted Fairness Indexmputed every second. In
Table5.1 f,, denotes the average Weighted Fairness Index over simulati@ and the
different runs. Furthermoregs,, denotes the standard deviation of the measured WFI val-
ues.

In all simulations the WFI is above 0.9 indicating a fair nesze allocation in the P2P
network. The index decreases with a decreasing number afections between peers
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Pave Tal’l' TSES NR fW Of
5 0.90 0.028
100 1 100 10 0.96 0.014
5 0.96 0.037
100 10 1000 10 0.99 0.007
5 0.96 0.013
1000 ! 1000 10 0.99 0.004
1000 10 10000 ° 0.96 0.027

10 0.99 0.004

Table 5.1: WFI for Resource Pricing with different P2P populations

(compare the results faigr = 5 with Ng = 10). This may be reasoned as follows. Some
degree of unfairness can occur when all providers of a spexiftomer cannot raise the
service rate, which is entitled to this customer. This casmaore probable for smaller
values of\g.

Furthermore, the decrease of the WFI for highly dynamic nét&is small as it can be
seen from the results for an interarrival time of 1 s and sessime of 100s. Since the
proposed algorithm shows a good performance in differeataagos, it is applied to a
specific P2P application in the following

5.4 Bandwidth Trading in P2P CDNs

The proposed resource pricing algorithm is applicabletierallocation of resources in
P2P networks, where a service is offered and requested bya@eers at the same time.
Itis only assumed that the service is divisible and any riweation has a value of benefit
for the corresponding peer. Hence, it can be used to alldlcatepload bandwidth in file-
sharing applications or the processor cycles in Grid comgurchitectures.

In this section we apply the algorithm to a P2P content digtion network with multi-

source download (swarming). As discussed in Se@i@nlwith multi-source download
the file of interest is fragmented into pieces. Peers exahalifterent pieces with each
other and have to complete only a single piece to contribptead bandwidths to the
network. Therefore, the resources in the P2P network are meee efficiently and the
network depends not solely on the altruistic or cooperdteaviour of the peers. The
swarming principle rather exploits the two-way interespeérs in different pieces, which
the other one provides. Since most of the peers behave seHisthare interested in max-
imising their own download rates, the mutual interest fssal peers, which bargain for
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bandwidth with each other. Hence, the swarming principfgsuts also content distribu-
tion in a non-cooperative environment and reduces the enolboif free-riding AHOQ].

As an example of P2P content distribution we look at the Biiat protocol Coh03
where a peer uploads to others from which it receives thedsigtiownload rates. This
strategy is inspired by the tit-for-tat principle that islidaown from game theory. Here,

a player adopts the strategy, which his opponent used inrdweous round. By cooperat-
ing in the first step the tit-for-tat strategy proved veryeetive in the repeated prisoner’s
dilemma Psb04. Unfortunately, simulation-based studies for BitTotreeveal a high
variability in the download rated KB 704] and unfairness in terms of the ratio of up-
loaded to downloaded datBIHPOS. This means that some peers are better off by using
the tit-for-tat strategy than the others.

These results raise two questions. Firstly, from the usepeetive: Does another strat-
egy exist which outperforms BitTorrent’s tit-for-tat segy? This means with such kind
of strategy a user can increase his download performancee 8ie total capacity in the
network is finite this happens at the expense of others. $&¢dinom the angle of a
protocol designer: Does a strategy exist which ensuresess between peers although
peers behave selfishly? In this section we will show that tiopgsed resource pricing
algorithm is the answer to the second question. Additignale present a modification,
denoted as reciprocal rate control, which uses implictgmiand compare both to BitTor-
rent’s tit-for-tat mechanism.

Frequently, prices (virtual or monetary) are used as amingein non-cooperative en-
vironments. Approaches lIkACMO04] and [GLBMLO1] study payment mechanisms for
P2P file-sharing. In these works a peer gets paid for progidispecific file to a remote
peer and with the so earned credits it can request a file ahanpeer. The discussed
pricing mechanisms in this work are different from the afoemtioned. With resource
pricing each peer receives a virtual payment for uploadatg tb others. These payments
control the sending rates in the future. Peers with highieepffers will receive higher
rates whereas the rate will decrease for peers with lowee piffers. Furthermore, the to-
tal payment a peer can afford is limited to its own upload capan the modified pricing
algorithm peers use their download rates from other peetseapayment information.
Thus, no explicit pricing must be implemented in the protoco

It should be noted that a trading scheme is only one of thalimgjlblocks of a P2P
protocol. Since every peer starts with no piece at the b&ygna good implementation
has to ensure that new peers have a decent chance to finistirth@iece fast. Therefore,
altruistic behaviour of some peers is essential or furthegmtive mechanisms are needed
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in the network (e.g. based on the reputation of peers).

Furthermore, the selection of pieces to download is impofta the future exchange with
other peers. The BitTorrent protocol implements a rarestdtrategy where each peer de-
termines the rarest piece of its neighbours and requestpithte if available. Different
papers show the efficiency of this model analytical®504 or by simulation BHPO0S.
Furthermore, new coding schemes resolve the piece selqutablem (GR05. By ex-
changing linear combinations of all the pieces a peer sttreprobability that two peers
have nothing of interest for the other one is reduced sigmiflg. This section concen-
trates on the discussion and the detailed comparison d@rdift trading schemes. The
piece selection is incorporated into the approach in Seétia

5.4.1 Trading Schemes

Trading schemes give peers an incentive to contribute biitioto the P2P content dis-
tribution network. Hence, peers can maximise their own doaahrates by appropriately
allocating their upload bandwidths and free-riding is @ased and/or avoided in the net-
work. An example is the game theoretical approach in Bidatrit is compared to the
resource pricing algorithm irb(60-(5.61) as well as to a modified pricing scheme that
uses implicit price information. Both pricing algorithmsaurate control at the application
layer. In a real implementation this can be realised by th#iegtion putting different
amounts of data into the socket buffers of the TCP connextidnmore sophisticated
approach is to schedule the traffic directly at the queueeh#twork interface card, e.g.
with Linux Traffic Control HGM™]. Furthermore, a combined approach of rate control
at the application and the transport layer is discussed ap@hn6.

BitTorrent’s Tit-for-Tat

The incentive mechanism in BitTorrent is a tit-for-tat sdégy. It is outlined in detail in
Section2.3.1 Briefly, the important points are repeated here. In Bit@oteach peer con-
trols to whom it uploads data. To select a peer for an uploadlled unchoking. A peer
uploads by default to the four remote peers from which it ikesethe highest down-
load rates. This peer selection is revised every 10 sectiden a peer has completed
the download of the file, unchoking is based on the uploadtateremote peer rather
than the download rate. An exception is run every 30 secanldste a peer is unchoked
independently of its rate. This is called an optimistic usich
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The unchoking algorithm of BitTorrent gives peers an insento upload data to the
network since it increases the chance to be unchoked bysottidr increasing upload
capacity. Analytical models of BitTorrent’s incentive nh@nism are presented iQ504
TCO5. In their simplified models global information is assumee, the peers know the
upload bandwidth of all other peers. In this case an optioustchoke is needless and the
peer selection achieves an equilibriuRC05. Peers form groups with a group size equal
to the number of unchokes plus one. Furthermore, groupsstarfspeers with similar
upload bandwidth depending on the descending order of theéviadth (see TCOg for
details). Hence, the download rate of a peer depends nobarthye upload bandwidth but
also on its ratio to the bandwidth of other peers in the nétwbinus, peers with the same
upload bandwidth can be members in different groups andeaehdifferent download
rates. Further on, the peers with the lowest upload banti&/fdrm a group which can be
smaller than the other groups.

Resource Pricing

The resource pricing algorithm i560-(5.61) can be used in P2P content distribution
networks, where the willingness-to-pay is set to the uploaddwidth of a peer. Hence,
Wy = Cq for peerg and the total download rate in steady-statebii8f) becomes

~ Cq3perCp
Y&— Zceccc ’ (5.62)

whereP is the set of peers in the network aéids the set of peers which currently are
downloading the file. This model gives peers an incentivediatribute to the network
since a peer with a high upload capacity can offer higheegrtban others and therefore
receives a higher download rate.

Reciprocal Rate Control

The resource pricing algorithm assumes the correct siggaif the price offers. Thus, an
implementation must ensure that malicious users cannge fitreir price offers to obtain
higher download rates. When this is not possible in a spemjtication, an upload rate
control algorithm can only be based on the download rateketonnected peers (like
in BitTorrent). This means a peer is only willing to providelead bandwidth to another
peer when it receives in return bandwidth from it.
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In the context of pricing mechanisms the download rates eammterpreted as the price
a remote peer is willing to pay for the upload bandwidth aled to it. In the resource
pricing algorithm the total price paid to peprby a remote peeq for the allocation of
the ratexpq is the producixygAq. Hence, by replacingpgAq with the ratexgp in (5.61)
we obtain the Algorithn2*. Here, the setV(p) denotes the set of neighbours of pger

Algorithm 2 Reciprocal Rate Control (RRC)

Peerp:

Xpq(t +1) = max (o, Xoq(t) + Y <xqp(t) — Xpq(t) %ﬁf’m) ) (5.63)

Since it uses the rate as implicit price we denote it as RecgiiRate Control (RRC).

Similar to the results in Sectidh2.1and5.2.2for resource pricing we present proofs for
the efficiency and fairness of the equilibrium point of reoigal rate control.

Theorem 7 The equilibrium point X of the distributed algorithm in5.63 finds an effi-
cient and weighted fair resource allocation, if it is fedsib

Proof: The equilibrium point of$.63) is obtained ifxpg(t +T) — Xpg(t) = 0. Hence,

* * ZreN(p)X;'kp
0= V<qu_quT (5.64)
Cp
xRy (5.65)
P Zre/\/(p)x?kpxqp

and by summing up over all upload rates of pper
g Xpq = Cp- (5.66)
qeN(p)

Equation 6.66) implies that in equilibrium the total upload rate of a pegrqgual its
upload capacity. With¥.65 we can compute the total download rafg of peerp in

*For the sake of simplicity we omit to state delays in the atfar. Similar to Algorithm1 delays can
be taken into account. The presented results in Thed@rend Theoren® hold also for the delayed version
of Algorithm 2.
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equilibrium by

%= 3 Xip=Co. 2, YaeN(p). (5.67)
aeN (p) hd

Equation b.67) holds for all neighbours of peqr. Hence, the fraction of total download
rate to upload capacity is equal for two peers, if they haverammon neighbour. Hence,
Y5/Cp = ¥4/Cq holds for peersp andq, if a peerr exists withr € N'(p) At € N(Q).
Furthermore, for € A(p) alsoc% = §* holds.

Similar to the derivation of the optimum for the parallel tieieck model in SectioB.4

a bipartite graph can be composed of the sets of uploading@andloading peers, which
are identical in this case. An edge denotes a bandwidthadltwt greater zero. If the
bipartite graph is connected, it holds

Xap = Xpgy VA EN(P) (5.68)

and
yg: g x;;p:Cp. (5.69)
qeN(p)

Thus, in equilibrium a peer uses its full upload bandwidtbe($.66) and downloads
from a specific peer with the same rate as it is uploading 8&8J. Furthermore, the
total download rate over all connections is equal to the agblcapacity of the peer (see
(5.69). [ |

Additionally, we show in Theorer@that the reciprocal rate control algorithm fully utilises
the upload capacity under the assumption that in the prestap all resources are used.

Theorem 8 If 5 4cnr(p) Xpa(t) = Cp holds, the distributed algorithm irb(63 is efficient
in all succeeding update steps.

Proof: By summing up over all upload rates of pger

qeg(p) Xgp(t+1) = qeg(p) <qu(t) +y (Xq p(t) — Xpq(t) &N(%?w> ) (5.70)

Zre/\/(p)xrp(t)> (5.71)

:Cp+V< Xqp(t) —Cp
qe;m) Cp

~Cp (5.72)

76



5.4 Bandwidth Trading in P2P CDNs

This concludes the proof of efficiency. [ |

Thus, when we start with an initial rate allocation which f8ceent all following rate
allocations are efficient as well. The reciprocal rate adratlgorithm is restricted to peers
that did not complete the download already. If feasiblengwges that a peer receives at
least the rate, which it provides to the network. Seeds damndhe algorithm and have to
use other rules for their upload. (E.g. these peers can dpiogeers, which have nothing
at all.) Therefore, an advantage of explicit prices usedslspurce pricing as compared to
implicit prices is that fairness is preserved also over ttraiatically contributed resources
in the network.

The authors of ALTAO6] describe in their paper an algorithm that is similar to peacal
rate control. Both algorithms converge to a pair-wise fandwidth allocation, where
rates between peers are symmetric. HowewdTAO6] describes a P2P network, where
users access remotely data from their home computer as svigba other peers. Thus,
self allocations are possible in their system, but not if@&itent-like networks.

Furthermore, YdVO06] discusses pair-wise allocations for BitTorrent-likewetks. They
prove analytically that networks need not to be fully-casted to achieve symmetric al-
locations and therefore fairness. However, no algorithprésented inYdV06], which
finds these allocations. Since reciprocal rate control ssiairness and provides a sym-
metric bandwidth allocation in equilibrium, it represeatsalgorithm for this purpose.

5.4.2 Nash Equilibrium

Most peers in a P2P network behave selfishly and try to magithisir performance only.
Therefore, we can interpret the trading of bandwidth as acumperative game and study
the Nash equilibrium. In the Nash equilibrium no peer gaysiily changing its strategy
while all other players keep their strategy unchanged. Tieans a Nash equilibrium
corresponds to a set of strategies where every player hasl fitne best response to the
actions of the other player©gb04.

The Nash equilibrium for the BitTorrent protocol is studied QS04. Here, each peer
can choose its upload bandwidth between zero and its phygt@ad capacity. Since a
higher upload bandwidth is associated with a higher costea |3 interested primarily
in maximising its download rate while also minimising itsstat the same timeS04
shows that a Nash equilibrium exists for networks conggsthgroups (with a group
size larger than the number of unchokes plus one) of peersewleers belonging to
the same group have identical upload bandwidths. In thissdn the best case for a
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peer is to upload to other peers in its group. The threshobstonchoked is exactly the
upload bandwidth divided by the number of unchokes (whicssumed to be equal for
all peers). Therefore, a peer will be choked by the peersdajribup when it reduces its
upload bandwidth. This results in inferior performance.

On the other hand a Nash equilibrium does not exist when pgeers different upload
capacities as it is demonstrated by an exampleéQ8Q4. In this case some peers can
decrease their upload bandwidths and are still unchoketidogame remote peers. Ad-
ditionally, these peers can increase the number of peensdaolke and are possibly un-
choked by further peers in return. Hence, the strategiegefspare diverse and not only
restricted by choosing an upload bandwidth. This compg#te discussion of the Nash
equilibrium for BitTorrent.

In the following we study the Nash equilibria for the two posed pricing schemes in
steady-state. Assume for resource pricing that a peer téonge its price offerd. It can

be seen directly from5(62) that any reduction of upload capacity will result in a dese
of the download rate. When maximising the download rate hasity over minimising
the upload cost every peer will upload with its physical @gpl@apacity. Thus, the steady-
state of the systenb(60-(5.61) is the Nash equilibrium when the willingness-to-pay is
set to the upload capacity.

Similarly, the existence of the Nash equilibrium for recipal rate control can be shown
for the steady-state wittb(68 and 6.69. Since a peer receives exactly the rate, which it
provides to the other peer, it gains nothing by reducing piead bandwidth. Hence, in
steady-state its total download rate is its own upload agpac

5.4.3 Performance Evaluation

The discussed trading schemes for P2P content distribat®evaluated by simulations
in the following. We build on the discrete event simulatanir Section5.3 and restrict
our analysis to the application layer. It is widely assunieat the bottlenecks in P2P
networks are the access links of the us8tdP05 QS04. This seems reasonable because
most peers are home users who are connected e.g. with DSLbler medvdems to the
Internet. Furthermore, the core of the Internet shows a lblisation of the available
bandwidths ©dI03 and small packet loss rates due to congestiaq7].

Additionally, we omit the TCP behaviour in this section andcdss in general the in-
teraction between P2P and the transport protocol in Ch&pteurthermore, we present
in [EHBKO7] a simulation analysis of the differences between packetiland flow-level
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simulations for BitTorrent. Since home users often havarasgtric access links (e.g.
ADSL) and/or set the upload bandwidth in the P2P applicdbarer than their physical
upload capacity, we assume the uplink is the bottleneckemithole network.

The bandwidth trading schemes depend on the number of rmighland especially on
the number of connections where both sides are interestatanof the other side. Thus,
the topology generated by the protocol and the implemeniatkepselection algorithm
influence the results of bandwidth trading. To concentratéhe trading schemes in the
simulations we omit the piece selection algorithm for nowl assume connected peers
are always interested in pieces of each other. FurtherrfarBjtTorrent anti-snubbing is
neglected, because it can result in situations where a &= ribt contribute its upload
bandwidth although it can transfer data to other peers. ddmscause inefficiency in the
network.

The overlay topology is constructed in the simulations atiog to the original BitTor-
rent implementationQoh03 BTal. Here, a peer asks a so-called tracker, a centralised
component that stores information about all peers, fortafisther peers in the network.
The tracker returns a random subset of lengghto the requesting peer. Hence, a peer
opens a hew connection to a remote peer based on the listiedthy the tracker or when

a remote peer asks for it.

We will discuss static and dynamic P2P networks. As outlinggppendixA the expected
number of connections of a peer ilRandNg in the static and the dynamic simulations,
respectively. This difference has to be taken into accoumr@nwresults are compared with
each other.

Static networks

One major difference of the two pricing schemes to BitTaotr'sdit-for-tat strategy is their
convergence to a steady-state. To demonstrate the bastefuality of all algorithms we
run a simulation for a small network of 10 peers with homogeisaupload capacities of
C = 1. The superposition of the download rates of the peers ig@ehin Figure5.6.
Whereas the download rates of the peers oscillate betwdean@.1.6 for BitTorrent, the
rates converge fast to a fair allocation for the ResourceirRyi(RP) and the Reciprocal
Rate Control (RRC) algorithm where each peer receives ipxgéstipload capacity.

The oscillations with BitTorrent are caused by the optirnighchoke. For the ideal case
where peers have global information about the upload baittwif other peers analytical
studies QS04 TCO5 show that the tit-for-tat strategy has an equilibrium po8ince the
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Figure 5.6: Superposition of download rates for 10 peers

optimistic unchoke is a random process the mean values afovaload rates are closer
together. In this example the mean download rates of the éfspie between 0.77 and
1.23.

Especially, the performance of BitTorrent depends on tmeber of neighbours. To study
the influence of the topology on the download performanceiitions are run with vary-
ing parameteNg. The network population was 1000 peers, each peer startthgawmall
random offset to avoid synchronisation effects. The situhaconsisted of 1000 itera-
tions of the respective algorithm and was repeated 5 timesssty = 0.1 for RP and
RRC ande = 0.1C/Nc, wherebyN: denotes the number of connections of a peer. The
capacity of all peers i€ = 1.

The empirical Cumulative Distribution Function (CDF) oktmean download rate over
the 1000 iterations is depicted over all runs in Figbl'2 To compare the three algorithms
Figure5.7(a) 5.7(c)and5.7(d)show the results for download rates between 0.95 and 1.05.
With BitTorrent’s tit-for-tat algorithm peers receive iy different download rates while
providing the same upload capacity. To see its performancelarger scale the CDF for
download rates between 0.5 to 2 is depicted in Figuvéb)

Tit-for-tat depends on the number of neighbours. Wikh= 2 a peer has on average
four connections only and therefore no choice in selectegy® This results in a poor
performance where 10% of the peers receive half or less of thkg provide. Download
rates are distributed more equitably with increadig For Nr = 10 all peers receive a
mean download rate af20% of their upload capacity, whereas this percentage dsese
to +10% forNr = 50.

Nonetheless, the distribution of download rates with Bitéot is not as uniformly dis-
tributed as with the two proposed pricing algorithms. Neail peers receive download
rates between 0.98 and 1.02 with both algorithms and valulg o 2. Furthermore, the
download rates at the end of each simulation were equal tboome®ery peer. This means
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the pricing algorithms converged. Thus, the differenceb@®CDFs for different values of

NR in Figure5.7(c)and5.7(d)are due to differences in the rate of convergence. Because
of the slight differences observed in the results we analyseonvergence properties for
the case of heterogeneous peers.

For the next simulation we consider heterogeneous peensuplbad capacities of inte-
gers between 1 and 10. The capacity is determined randortilg atart of the simulation.
With a total of 1000 peers there are on average 100 peers hngthame capacity in the
network. The download performance of each peer is measyrégblvatio of mean down-
load rate to upload capacity. The CDFs of the download perdoices are depicted in
Figure5.8(a) 5.9(a)and5.10(a)for the different algorithms and a download performance
between 0.9 and 1.1.

As expected the download performances of the peers vary asotempared to the sim-
ulation results with homogeneous peers. The CDF for Biarin Figureb.8(a)shows
only with Ngr = 50 a good performance, because only around 1% of the pe@isegex
download to upload ratio of less than 0.9. But this propartises to about 15% and 31%
for Nr = 10 and forNg = 5, respectively.

The CDFs for the two pricing schemes in Figbr8(a)and5.10(a)outperform BitTorrent
with respect to fairness. The ratio of the mean download tatee upload capacity is
over 0.98 for all peers falr > 2. Only forNg = 2 fairness deteriorates and around 12%
and 20% of the peers have a ratio of less than 0.95 using @Espucing and reciprocal
rate control, respectively.

To study the convergence of the algorithms we measured thght®e Fairness Index
defined in 8.8) over simulation time. Furthermore, we associate the upt@pacity of

a peer with its weight. The results in Figuse9(b) and 5.10(b) show for Ng > 2 the
convergence to a fair resource allocation for both prop@dgdrithms in less than 70
iterations. The convergence is better with incread\irgand better for resource pricing
than with reciprocal rate control. Wheyr = 2 we observed no convergence even for
a larger number of iterations. In this case some peers re@ivwunfair download rate
because its small neighbourhood cannot raise the ade@uateith their upload capacity.

The weighted fairness index of BitTorrent in Figuse3(b)is below 0.9 for all studied
values ofNg. (It should be noted that a fairness index of 0.9 correspdéorsxample to
an allocation where 10% of the peers receive nothing at dltla@remaining 90% receive
equal rates.)

We also measured the download performance of the peers diageon their upload
capacity. Figuré.11shows the median and the 2.5 to 97.5 percentile range of th@ me
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download rates for peers with the same upload capacity. BygW&itTorrent the median
for peers with an upload capacity Gf= 1 is much larger as the fair share of one whereas
the peers withC = 10 receive mostly a rate lower than their contribution. Oe&son

for this is the optimistic unchoke since a low capacity pesing more than it invests
compared to a high capacity peer. Another reason is the adity to find the right match
which also explains the different performances betweenspeih the same capacity.

For resource pricing and reciprocal rate control the medfahe download performance
is very close to the upload capacities of the peers. Addatigrthe small percentile range
indicates that peers with the same upload capacity recedaelynthe same download
performance.

Dynamic networks

We conducted simulations also for dynamic networks wheteranrival times between
peers and session times of peers are negative exponedithjputed random variables.
We setNr = 10 and compare the performance for two cases with the samagavpeer
population of 1000. We assume the respective algorithmrmipeu unit time. The resulting
CDFs are depicted in Figuge12(a)and5.12(b) With a mean interarrival time between
peers ofT?" = 10, i.e. on average 10 iterations of the algorithm beforevapeer enters,
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. Resource Reciprocal

R ™ T BitTorrent Pricing Rate Cpontrol
4 1 1000 0.5644 0.9272 0.9021
10 10000 0.5774 0.9571 0.9526
10 1 1000 0.8415 0.9946 0.9872
10 10000 0.85 0.999 0.9985
20 1 1000 0.8872 0.9971 0.9916
10 10000 0.8924 0.9996 0.9992
100 1 1000 0.8959 0.9981 0.9935
10 10000 0.9008 0.9998 0.9993

Table 5.2: Mean of WFI in dynamic networks

the two pricing schemes achieve nearly uniformly disteloudownload performances for
heterogeneous peers.

For T2 = 1 in Figure5.12(b)the CDF shows higher variability in the achieved down-
load performance for the two proposed algorithms. Furtloeenthe results for reciprocal
rate control deteriorate more than for resource pricing manng it with the results in
Figure5.12(a)

Especially forT2" = 1, T5¢S= 1000 some peers stay only a very short time in the network
and merely run the trading algorithm a few times. This resula poor download perfor-
mance as it can be seen from Figbr&3 Here, the minima of the download performances
of peers with similar session times are measured for tinggvats of 25 time units. For all
schemes the minimal download performance increases vatidssion time of the peers,
but the increase is more pronounced for the two trading sekeAfter around 500 time
units the minimal download performance in the network isvat®.9.

As discussed in AppendiA the average number of connections for the same value of
NR is different in static and dynamic simulations. To ensuraiadomparison between
both cases we run simulations for dynamic networks With= 4,10,20,100. Thus, the
average number of connections is equal to the static simokatvith Ng = 2,5, 10,50,
respectively. Tabl&.2summarises the results for the mean value of the Weightedd<s
Index. We measured the Weighted Fairness Index in the P2forieper time unit and
averaged it over a simulation time of 100000s. By comparimgresults of BitTorrent
in Table 5.2 with the values of the static simulations in Figuse3(b) we see that the
results with the same average number of connections agteeeach other. Thus, for
the conducted simulations the dynamics of the peers hanfllyeince the fairness in the
network.
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Also the results for the two proposed algorithms in the dyicatase are similar to the
static case. With an average of 10 or more connections thghtésl Fairness Index is
close to the optimal value of one. The differences betwesouree pricing and reciprocal
rate control are small, especially for larger valuesNgf but resource pricing produces
slightly better results throughout all simulations. Witgler churn rates (i.e. far2"™ =1,
TS85= 1000) the Weighted Fairness Index decreases for all thgeeitdms withNg = 4.
For larger values o the differences to the simulations wili*"" = 10, T¢5= 10000
are small. Also the results for reciprocal rate control vith= 10 are close together for
both runs. This does not disagree with the results in Figut@(b) because peers with
short session times contribute less to the Weighted Farmelex as compared to peers
that stay longer in the network.

5.4.4 Conclusion

BitTorrent’s tit-for-tat strategy gives peers an inceatte contribute upload bandwidth
to the network. But it cannot avoid unfairness between pe#lts respect to the expe-
rienced download performance. Especially, when peers aareall number of connec-
tions, download rates vary considerably. Furthermoresspeéh small upload capacities
compared to others receive considerably more than whatcthrtyibute to the network.

The two proposed alternatives improve fairness. Both use prformation to control the

upload rates at the application layer. We derive that thegsed distributed algorithms
achieve in equilibrium a fair and efficient allocation of ttmtal upload bandwidth con-

tributed by the peers in the network. Furthermore, the ststates of the two schemes
provide Nash equilibria. In static and dynamic simulatitwagh algorithms show good
convergence and better fairness as the tit-for-tat styategd in BitTorrent.

5.5 Resource Pricing and Piece Selection

In Section5.4 we assume peers have always parts of the file which are oesttéor

the remote peers. This simplification enables to study tbentive schemes without dis-
cussing a specific piece selection algorithm. It is alsoiapple to systems with network
coding [GR0OY where linear combinations of all pieces are exchanged anpliece se-

lection is run. When network coding is not used, piece and pekection depend on
each other. Besides finding the peers, which provide goodldad rates, a peer should
download rare pieces to ensure that it has something ofesttéor others in the future.
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Furthermore, requesting rare pieces increases the aliijatb a full copy of the file in
the network.

The optimisation problem irb(1)-(5.4) can be extended to a multi-objective optimisation
problem, where beside rates also the content availabsditgaximised. An optimisation
problem for the content availability for BitTorrent-liketworks is presented it€XxH0g)].
However, the authors ofJXHO6] prove that the optimisation problem is NP-complete.
Hence, no algorithm finds the optimum of the problem in polyra time unless the
well-knownP = NP problem in complexity theory is resolveBHO03.

On the other hand analytical and simulation-based stu@&894 BHP0] show that Bit-
Torrent’s piece selection is efficient. Thus, we discuss@ifollowing how resource pric-
ing (Algorithm 1, p.65) can be combined with BitTorrent’s piece selection. We &0
resource pricing instead of reciprocal rate control, beeatihas two advantages. It en-
sures fairness also for the resources contributed by ttus se&l has higher flexibility by
defining the willingness-to-pay appropriately. For exampthen the content distribution
is realised by proprietary software of the content proggd#drey may set the willingness-
to-pay for each peer according to the subscription stattiseofiser. Furthermore, when
the content owner contributes also resources to the P2Porietie owner has influence
how these are allocated to the peers. Additionally, pregryesoftware (e.g. for set-top
boxes) and the combination of P2P content distribution W#timultimedia subsystems
as discussed inLL07] have the potential to reduce the influence of maliciousgeer

Assume we replace BitTorrent’s peer selection by Algorithivut keep the other func-
tionalities of BitTorrent. This means a peer controls thoag rate to all its neighbours
with resource pricing and peers request pieces accorditigetoules described in Sec-
tion 2.3.28. We evaluate this new approach and compare it to the origitabrrent im-
plementation by simulations at the application layer.

In the first simulation scenario a constant numBesf peers is present in the network.
Further onSandL denote the number of seeds and leechers in the network ctesbe
Hence P = S+ L. To keep the number of seeds and leechers constant in ouasiomuwe
assume a leecher leaves the network when its download isleted@nd a new leecher
with no pieces enters the network at this point in time. Atlieginning of the simulation
the leechers have a random set of pieces. This simulatiap setdies the performance of
peers with different download progress. Furthermore ntlaeasily studied analytically.

SFor BitTorrent as well as the revised version with resourieing the endgame-mode is neglected. We
omitted the endgame mode in our implementation becausaadtislearly specified when a peer switches
to the endgame mode. Hence, different implementationseciadifferently.
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5.5 Resource Pricing and Piece Selection

The total capacity in the network E;lchr z{-:lq , whereC denotes the upload capac-
ity of a peer. To compare resource pricing with BitTorrentse¢ the willingness-to-pay
to the upload capacity for each leecher. Hence, the obgeofivesource pricing as well as
BitTorrent’s tit-for-tat is a proportional relationshigtween upload capacity and down-
load rate. This objective gives peers an incentive to coutei bandwidth to the network.
In the optimal case the download rate achieved by trading\waith with other leech-
ers is equal to the peer’s own upload capacity. Another o the download rate is
contributed by the seeds in the network. If the resourcelseo$éeds are allocated propor-
tional fair with respect to the leecher’s upload bandwidtbehed has a total download

rate

 25ests > sesCs _G ZpePCp.
ZmeLCm ZmeLCm
Equation b.73 overestimates the download performance of a peer becausglects
that a peer needs a piece which is of interest for other p&his.s not always the case.
Particularly, at the start a peer has no data and cannotiloattits resources to the net-
work. Furthermore .73 is identical to the steady-state download rate of resopriceng
in (5.62 because resource pricing is designed to ensure fairness.

=G+ (5.73)

As we have seen in the previous sections the number of neigblims an influence
on the download performance. In BitTorrent several pararsatontrol the number of
neighbours. So far we have taken oy, the number of peers returned by the tracker,
into account. Now, we will introduce also the parameterax initiateand min peers
which are used in BitTorrentBTa]. Denotemax initiatewith Ny, and define it as the
number of connections at which the peer stops initiating cemnections. Furthermore,
denotemin peerswith Nyp and define it as the lower limit of connections at which a peer
does not re-request new peer information from the trackedd3ault, a BitTorrent peer
requestd\Nr = 50 addresses of peers at the tracker and opens if possibteNyp &= 40
connections to other peers. Due to churn the number of céionechanges over time. It
can increase abow; = 40 connections when remote peers ask for a connection kecaus
remote requests are not denied in the implementation. Wiaey peers leave the network
and the number of connectionsNgp or below the peer concerned asks the tracker for
additional peer information. To avoid frequent re-reqs@speer has to wait at least 300s
between two requests to the tracker.

In the following we will not present a detailed parameterdgtbut use the default val-
ues for BitTorrent. For resource pricing we choose the patara such that peers in the
network have approximately the same number of neighbowrslamot run out of neigh-
bours. Hencel\r is set to a large value aridl;; = Nyp. Additionally, we run simulations
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Figure 5.14: CDF of the download time for Resource Pricing (RP) and Bitdor (BT) with dif-
ferent parameterdNg,Nwy ,Nwvp)

with the default parameters of BitTorrent also for resoyngeing.

We simulate a network dP = 100 peers, which download a file of si% = 100 MB.
Pieces have a size of 256 KB. With BitTorrent each peer unet@kother peers plus
the optimistic unchoke. Additionally, all other paramstare set to the default values of
BitTorrent [BTa]. For S= 1 andL = 99 and a homogeneous upload capacitg ef 1 Mbps
the optimal download timeist = S¢/y; ~ 830s using%.73. Figure5.14compares the
optimal download time with BitTorrent using default parders and resource pricing with
varying parametersi;; andNyp.

The most striking result is the poor performance with resewricing and parameters
Nr = 50, Ny = 40 andNyp = 20, which will be discussed in detail shortly. The other
simulation results are close to the optimal value. The meamtbad time with BitTorrent
is 866 s and for resource pricing witliyi = Nvp =5, Nvi = Nyp = 10 andNy; = Nuyp =
25around 861 s, 863 s and 864 s, respectively. Looking atisitvebaition 90% of the peers
have a download time between 800-940s, 810-920 s and 815800 resource pricing
and Ny = Nwp = 5, Nvi = Nwp = 10 andNy; = Nwp = 25, respectively. BitTorrent
shows a range of 796-940s. Hence, fairness between peesases for resource pricing
with an increasing value for the parametdlg andNyp up to a limit of 25. Although
differences are small for homogeneous peers fairness terlfet these cases as with
BitTorrent.
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Figure 5.15: Number of copies of rarest and most frequent piece in the arkt¥or parameters
(NR, Nmi, Nvp)

As opposed to BitTorrent, where peers upload by default ® dther peers, resource
pricing uploads data over all the connections of a peer. ddmscause inefficiency as seen
in Figure5.14for Nr = 50, Ny = 40 andNyp = 20. By requesting data from a large
number of other peers the piece selection is not efficientarepieces emerge. This can
be seen from Figurg.15 where the number of copies for the rarest and the most freque
piece is depicted for the inefficient caddr(= 50, Ny = 40, Npmp = 20) in comparison to
an efficient caseNr = 50,Ny; = 10,Nyp = 10).

In Figure5.15(a)the rarest piece is sometimes only available at the seedoégth the
number of copies increases fast in the following anothecgleecomes rare. The piece
availability in the network is unstable and peers have ligtiferent download times.
This is different in Figureb.15(b) Here, the piece selection works fine and the network
Is time invariant. This problem is not specific to resourdeipg. Also BitTorrent shows
similar behaviour when peers unchoke a larger number of tepeers (e.g. with 20 un-
chokes for the discussed simulation scenario). The reagaondfficiency lies in the time
it takes until a full chunk is uploaded. With many upload cections the rate per con-
nection decreases and it takes longer to complete a spduifitkcHence, when a chunk
becomes rare it takes longer with many connections untih&rpeers offer copies of
it. Furthermore, the piece availability depends on the nemdd peers in the network.
For this simulation setup all pieces are distributed rang@nthe beginning. Hence, on
average each piece is available at half of the peers in thveonlet With an increasing
number of peers also the piece availability increases inlatessnumbers. And, simula-
tions with 1000 peers show that resource pricing is efficas withNg = 50, Ny = 40
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and Nup = 20.

The differences between resource pricing and BitTorremtsanall for networks where
most of the peers are leechers and have homogeneous upleadties. This changes
when peers have different upload capacities and altruibgltaviour is common. Fig-
ure5.16shows the CDFs for the mean download rate of peers with diftenpload ca-
pacities of 128 kbps, 512 kbps and 1024 kbps, which are assgigsndomly to the peers.
In Figure5.16(a)l seed and 99 leechers are in the network. The optimal doaméias
are computed withH.73. With resource pricing the download rate is closer to the-op
mal values than with BitTorrent. Identical to the resulnir Section5.3 the download
performance with BitTorrent is better for peers with lowepacities than with higher ca-
pacities. Also the range for the same capacity is larger fofoBrent than with resource
pricing.

When a large number of seeds is present in the network Béfbffiails to provide a
strong incentive. This is shown in Figusel6(b) where half of the peers are seeds. As in
Figure5.16(a)the curve to the left, middle and right for each method cqoesls to an
upload capacity of 128 kbps, 512 kbps and 1024 kbps, respéctbince the three curves
of BitTorrent are close together, peers do not gain much Iyribmuting higher upload
bandwidth to the network. With resource pricing the incenfor peers is much stronger
and the curves are closer to the computed optimal values.

Up to this point we restricted our attention to a scenario ret@eces are frequently

available at different peers in the network. This is a dédératate of the network since

download times are near to the optimal values. In the folhgwie study a scenario where
one chunk is rare and observe if the network gets out of thige sind attains a state with
balanced piece availability. In Secti@3.1we derived the download time for a flash-
crowd scenario analytically. Additionally, we computeé thcrease of the rarest chunks.
A similar result can be derived for the simulation scenarithwne rare chunk.

Assume the rarest chunk is uploaded by the sedd tdher peers. Furthermore, when
a peer completes the rarest chunk it uploads it to otherscéjdéar homogeneous peers
with capacityC the number of copies of the rarest chunk increase@Joy 1)', wherei is
the number of time intervals it takes to upload a full chunkltpeers. With a chunk size
of & this time interval can be computed with- & /C. Hence, the increase of the rarest
chunk is exponentially and at fastest rate With- 1. For example, with the default chunk
size and homogeneous peers with a capacity of 1 Mbps it takesi@d 15s and 31s to
disseminate a chunk to over hundred peers with one and fiverdwploads, respectively.

In simulations we assume the chunk with id 0 is only availatlthe seed and all other
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BT (50,40,20) RP (50,55) RP (50,10,10)  RP (50,25,25)  RR4(5Q0)
8511 206+ 37 358+ 46 1393+ 423 2120£579

Table 5.3: Time until Chunk 0 is not the rarest chunk (and 95% confidentsvals)

peers have a random set of chunks except chunk 0. Resultsti@ri&nt and resource
pricing are depicted in Figurg.17for a specific run and are summarised for 10 runs in
Table5.3. The average time until chunk 0 is no longer the rarest chartke network is
given in Table5.3along with the 95% confidence intervals.

Although the simulation results are much larger than théyéical numbers also the mea-
sured dissemination time for the rare chunk increases Wwamtumber of upload connec-
tions. With BitTorrent a peer uploads to five other peers amna tand after around 85s
the chunk O is available frequently in the network. With t@se pricing and\y; =5
each peer has more than five connections because it acceptereonnection requests.
Hence, it takes around 206 s to disseminate the chunk in tin®rie For larger values of
Nmi the time for dissemination increases considerably.

In summary, the results for resource pricing show that &ssns increased with the num-
ber of connections up to a point where the network becomd§cieat. Furthermore,
dissemination of a rare chunk is better for a small numbepédad connections. Hence,
there is a trade-off between fairness and efficiency. To tadhapamically to the network
conditions we extend resource pricing in the following arakemthe price offer dependent
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PDRP (50,5,5)  PDRP (50,10,10)  PDRP (50,25,25)  PDRP (50030,
153+ 15 205+ 25 238+ 18 208+ 15

Table 5.4: Time until Chunk 0 is not the rarest chunk for PDRP

on the piece availability.

5.5.1 Piece-dependent Resource Pricing

We use a linear approach to weigh the price offgon every connection depending on
the requested chunk. If the chunk is rare then higher pricestfered. Thus, the server

will increase its rate on this connection. However, this kgoonly as long as a server
uploads and a client downloads different chunks. When atgpeequest the same piece
also the price offers are similar and roughly the same uplatgds allocated to them. This

extension of resource pricing is denoted as Piece-DepéRémource Pricing (PDRP) in

the following.

Each client estimates the availability of chunks based enctiunk information of its
neighbours. Denote the number of neighbours of clietitat completed chunkas f..
The price offer of client for chunki is

Ac

C

(5.74)
Here,a. normalises the price offers such that each peer does nothodfieer prices than
allowed with its willingness-to-pay. To ensure the#{= 3 o 5(¢ XscAl holds we set
W,
o= ——-—. (5.75)

XscA /!
> seS(c) Sfci ¢
C

With (5.74) the weighting factor increases linearly with the rarengss chunk. For ex-
ample, a client offers the double price for a piece that ifdmfrequent as another piece.

We repeat the simulation with the rare chunk form the end afi®e 5.5 for piece-
dependent resource pricing. The results are given in Figur@and Table5.4. For re-
source pricing with piece-dependent price offers the rémenk is disseminated faster
for all studied parameter sets. The differences for diffeggarameters witiNy, > 10
are small. However, BitTorrent provides also in this caselibst results because peers
upload to a small number of other peers. This means, weigliie price offers by the
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Figure 5.18: Dissemination of one rare chunk for PDRP

piece availability improves the dissemination time to s@xient but also the number of
uploads should be decreased when some pieces are rare.

We also re-run the other simulations for PDRP. Here, allgsesre frequently available
in the network. Hence, PDRP produces very similar resultsomspared to the origi-
nal implementation. Also for many connectiomdir(= 50, N\ = 40 andNyp = 20) the
weighting of the price offer is too slow and the performarsas poor as with resource
pricing.

In conclusion, BitTorrent networks are a very efficient way the fast dissemination
of large content in the Internet. Although it provides aneiniive to contribute upload
bandwidth to the network it does not avoid unfairness betwbe peers. Especially, for
peers with different upload capacities and for altruistyceontributed resources the per-
formance becomes unfair. Resource pricing and its extensace-dependent resource
pricing increases fairness. For a medium number of uploads for the parameter set
(Nr,Nm1,Nmp))=(50,10,10)) the proposed algorithms outperform Bit&éatiand give peers
a strong incentive to contribute resources. Only for patansets where the upload band-
width is divided among many peers it takes long until a fudqa is provided to another
peer. Hence, rare chunks might emerge. To some extent thibeavoided by higher
price offers for rarer chunks. However, as in BitTorrentiting the number of concurrent
uploads is a more efficient way. To trade off between fair@egsdissemination time of
rare chunks piece-dependent resource pricing is a goodroonige.
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5.6 Service Degradation

Up to this point we assumed that the bottleneck in the P2P arktig the capacity of
the service providers. For the P2P content distributiowagk this is the upload capacity
of the access link of a peer and packet losses in the core rietwe neglected. When
we take service degradation like packet losses in the widgrtonnection between two
peers into account, a service customer sees a smallerseatethan allocated by the
service provider. Hence, its price offég is different than without service degradation,
which will influence the rate allocation at the provider i thext update step.

To study the rate allocation with service degradation weaethe simple simulation from
Section5.3.1, where three client peers and two server peers are presérg imetwork.
They are connected according to Fight& However, in this section we assume an error
rate ofr®" between peers such that the service xgtat clientc is less than the allocated
ratex3; at servers and

ch: (1_ rg(r:r)xgc (5.76)

The influence of the service degradat®s rg/¢, on the connection between pegrand

Co (see Figureb.]) for different error rates is shown in Figubel9denoted aprice per
unit feedbackThe rate allocation for the three customers is equal foreaifip error rate
and decreases with an increasing error rate. Although®rigces the service degradation
it receives the same rate as the other customers, becaysectheffer per unit bandwidth
of ¢y is higher as long as its service rate is smaller comparecetotter two customers.
Hence, the providers will allocate more service ratestantil the offered prices per unit
bandwidth are in equilibrium. With price per unit bandwidthfeedback signal, absolute
priority is given to customers with lower rates and the alomn is max-min fair as it can
be seen from Figurg.19

We computed the max-min fair rates in Figusel9 by the water-filling algorithm de-
scribed in BG87]. It follows directly from the definition of max-min fairnesthat re-
sources are fully utilised. Furthermore, the service rafdke three customers are equal
as long as these rates do not violate any given constraint.

Besides the max-min fair rate allocation also the propodidair rate allocation is de-
picted in Figure5.19 It can be shown with3.5) that a proportional fair rate alloca-
tion fully utilises the available resources. Furthermdfes-rgi(,)y1 = y2 = y3 holds for
rec, < 0.5 and for higher error rates all resourcessphre allocated ta@;. With propor-
tional fairness; achieves a higher rate thapandcs since priority is given less emphat-

ically to the small rates. The difference between the ratgsdportional tq1—rg, ) and
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Figure 5.19: Rate allocation for different error rates betwegmndc,

is more severe for higher error rates becatisbenefits from an additional increase in
rate to a greater extent as

We achieve proportional fairness with the proposed resopricing algorithm if a ser-
viced peer does not signal the feedbdgkthe offered price per unit bandwidth, but the
total offered priceAc. We distinguish between the allocated and receivedx@tand
xS respectively, ands(17) becomes

S dec(s Xea () Ad (1)

Xt +1) = max(s,x:cm + v(x&(tm(t) () S . (5.77)
The results for the simulation wittb(77) are denoted awotal price feedbackn Fig-
ure5.19and agree with the computed proportional fair rates. A suohiffitfrence can be
seen arg/{, = 0.5 since convergence is slow when a service rate of a providarcus-
tomer tends to zero as it is the casexgr, the rate between serverand clientc,, in this

example.

As discussed in Chaptdrcongestion in the network can be controlled by adapting the
sending rates of sources based on link prices. Hence, foc&i@nt distribution the ca-
pacity constraints of core links can be incorporated ingodptimisation problem irg( 1)-
(5.4). Thus, service degradation is included into the modelhSucapproach is presented
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in the next chapter.

5.7 Conclusion

We studied resource pricing for P2P networks to ensure éauice rates between peers.
Based on the global optimisation problem a distributedratigm is derived where service
providing peers adjust their service rates and serviceasqg peers adjust their price
offers. It is shown analytically by a Lyapunov function amd & model with delays that
the solution of the global optimisation problem is a glopasymptotically stable equi-
librium point for the distributed algorithm. Simulationsdts reveal that resource pricing
is suitable for large and varying peer populations. The mneak\Weighted Fairness Index
is close to the optimal value of one.

The pricing idea is applied to P2P content distribution reks and compared to Bit-
Torrent. It is shown that the resource pricing algorithm @adlerivative reciprocal rate
control prevent unfairness as opposed to the tit-for-ta¢see of BitTorrent. Furthermore,
the distributed algorithm can be extended by the piece aiditly. Here, the price offer

does not solely depend on the total download rate but alshereteness of the data. To
improve availability of each piece a peer offers highergsifor rare chunks. With a linear
weighting of the price offer the time to disseminate rareni{suis decreased. However,
to ensure efficiency the number of uploads should also beedsed in situations with
poor chunk availability. In simulation scenarios, whereqgas are available at different
peers, resource pricing achieves fairness with a small amtterate number of concurrent
uploads and outperforms BitTorrent.

The pricing approach is affected by service degradationowet layers, e.g. P2P file-
sharing applications by packet loss in the IP network. Thedgets can be included into
the model. This is described in the following chapter.
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Chapter 6

Rate Control for P2P over IP Networks

The prevalent mechanism to avoid congestion in IP netwaritsa control of the sending
rate with TCP. As discussed in Chapdiestynamic routing strategies at the IP layer are not
deployed because of problems like route oscillations atbBorder packet deliveries.

In this chapter we study the interaction between the P2Rayvand the underlying IP net-
work. With the adoption of P2P technology, routing is dorseah these overlay networks.
With multi-source download protocols peers upload and doadto/from other peers in
parallel. Hence, by controlling the sending rates betwéerpeers we may achieve two
desirable properties: Load balancing at the peers, whitbadpdata, and the avoidance
of congested links in the IP network.

Considering load balancing, P2P technology has founddyréa way to content distri-
bution networks TP0Z. But most of the work assumes that a file request is routed to a
single server (in a sophisticated way). Multi-source daadl protocols adapt faster to
changes at the servers or in the network because data isstedust multiple peers in
parallel. Hence, the total bandwidth of all serving peersloaallocated in a fair manner

to the client peers. Furthermore, also congestion can bdeoWwhen a connection be-
tween two peers becomes overloaded, the uploading peeacanrfanother peer on an
uncongested route. Thus, it uses its upload bandwidth nifaicgeatly. On the other hand
the downloading peer could ask for a higher download ratetegrgroviders of the file.
Thus, it could receive the same download rate as in an unstedjaetwork.

Based on the resource pricing algorithm for P2P networkshap@er5 we propose in
this chapter a rate control algorithm for P2P over IP netwoHere, pieces of the file are
not taken into account and interest between peers is assieedenote the approach as
TCPeer because a peer adopts the functionality of TCP and exteémdthiinformation
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from the overlay network. The service requesting peers rpake offers depending on
their download rates. The upload bandwidths of the serveeypare allocated based on
the price offers of the remote peers minus the path pricegeldaby the links along the
routes of these flows. Flows with high price offers and lowhpatices receive higher
rates than others. Thus, a sending peer is able to shiftctfafiin a congested route to
an uncongested one. This change in the rate allocation svitldtanced by other peers in
the overlay. Hence, the receiving peers experience no datjpa of their total download
rate. This chapter is based da07d.

6.1 P2P over IP Network Model

We extend the P2P network model of Secttohby the underlying IP network. Hence, the
resource allocation is modelled as a cross-layer optimis@iroblem and functionalities
of the transport and application layer are studied conatlgreln general, we say the
network consists of three different entities. Besides #t@&service providers or servers
and the set of service customers or clients, which are alEinhapteb, we add the set
of links or service carriers known from Chapteto the new model. We associate a client
with a user, which requests a file for download. To differatatibetween the different
entities we introduce the set of servéisthe set of clientg, and the set of linkg. The
capacity of the servers and the links is finite and is denoyed. b

In a P2P application that supports a multi-source downloatieat uses several flows
to different servers to download a file. We denote the set ivese that can be used by
a clientc asS(c). The other way around(s) is the set of clients which can be served
by servers. Furthermore, we define a flow as a rate allocation from a sergeS to a
clientc € C over a route, which is a non-empty subset of all links, deshae’(s,c). To
identify a flow that uses the linkwe introduced.,, whered..= 1if | € £(s,c) anddl. =0
otherwise.

Suppose the utility of a clierttis defined by a utility functiotJ., which depends on the
total download rate/,, wherey, is the sum of the ratess. from all servers which are
known toc and have parts of the file in whiahis interested in. We model the resource
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allocation for an IP network with a P2P overlay as a globaimjsiation problem

P2P+IP SYSTEM:

maximise Z Uc(Ye) (6.1)
ceC
subject to Z Xsc=VYe, Vcel (6.2)
seS(c)
Z Xsc<Cs, VseS (6.3)
ceC(s)
> Olte<C, VIeL (6.4)
seSceC(s)
over Xsc > 0. (6.5)

Hereby, maximising the aggregated utility of the servide yaover all service customers
is the objective of the whole system. The problem is constghiby the capacity at the
servers and the links. Although servers and links face thesamnstraint, we differentiate
between both in the model, because of their different fonetiities: A server can freely
allocate its bandwidth over its clients, whereas a link dotyvards or discards packets.
As in Section5.1 with a concave, strictly increasing utility function thiptonisation
problem has a unique optimum with respecydoT he ratexsc are not necessarily unique
at the optimum, because different rate allocations may suto the same total download
rateyc. Thus, many possible rate allocations may exist with reSjpeG..

The Lagrangian ofg.1)-(6.5) is

LFPZP(X7 y?A s -V, M, n) - Z (UC(yC> - )\cyc:) + % Z XSC<)\C — Vg — Z I,l|>
ceC seSceC(s) leL(sc)

+%Vs(cs—ns)+ZUI G —m), (6.6)
sc lel

whereAc, vsandy; are Lagrange multipliers amd > 0 andm, > 0 are slack variables. By
interpreting the Lagrange multipliers as prices we &ais the price per unit bandwidth
offered by the client andvs andy, are prices per unit bandwidth charged by the sesver
and the linkl, respectively.

By looking at the Lagrangian ir6(6) we see that the global optimisation problemerilj-
(6.5 is separable into sub-problems for the clients, the seraed the links. Furthermore,
maximising the total of a sum is equivalent to maximisingresemmand. Hence, we can
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decompose the Lagrangian into the sub-problems

CLIENT c:
maximise Uc(Yc) — AcYe (6.7)
over yc>0 (6.8)
SERVER s:
maximise Z <AC— M) Xsc (6.9)
ceC(s) leL(sc)
subjectto Z Xse < Cs (6.10)
ceC(s)
over Xgc>0 (6.11)
LINK 1|:
maximise 1 (G —m) (6.12)
over p >0. (6.13)

Here, for each sub-problem only locally available inforimatis needed. Only a server
needs to be informed about the price off@gsof all connected clients minus the prices
charged by the links along the used route.

The economical interpretation of the sub-problems is dev@. A client is selfish and
tries to maximise its own utility, which depends on the nateHowever, the client has
to pay a price for using bandwidth. Singe is a price per unit bandwidth, the product
AcYc reflects the total price that clientpays. On the other hand a server gets paid for the
allocation of bandwidth. It is interested in maximisingtitéal revenue. The total revenue
is the sum of the revenue for each client, which is computdtl wiice multiplied by
quantity. The price the server earns for a unit bandwidtimésgrice paid by the client
minus the cost charged by the links which are needed for falwg the traffic to the
client. Thus, also the server behaves selfishly since itésested in its own revenue only.
Therefore, it will allocate bandwidth preferentially towils, where clients pay a high price
and costs for using the routes to the clients are low. Alsdinlkke maximise their revenue.
As outlined in Sectior3.3the slack variablen is interpreted as the spare capacity. Hence,
subtractingm from the capacity; reflects the total rate of forwarded traffic of this link.
By multiplying it with the price per unit bandwidth chargeg the link we obtain the
revenue of that link.

As already well studied in the previous chapters we set thigyubr all clients to the
logarithmic function in 8.6). This utility function ensures a weighted proportional fa
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resource allocation. Furthermore, in the context of P2Rowds the willingness-to-pay
can be interpreted as the contribution of a peer to the n&twais, we could set it to the
upload bandwidth, which peerallocates to the P2P application.

Using 3.6) the optimum(y*,A*) of (6.1)-(6.5 can be computed by differentiating the
Lagrange function in@.6) with respect to/; andxsc. Hence,

W, .
Yo = Z Xsc = )\—: it S(c) #{} (6.14)
s€S(c) c
Al=vi+ Z Hoif Xse>0 (6.15)
leL(sc)
<Vvi+ Z M if Xse=0. (6.16)
leL(sc)

Furthermore, we deduce frodL /dns= —vsanddL/dm = —y; that the price at a server
or at a link is only greater zero, if the corresponding slaakable is zero. Since the slack
variable is interpreted as the spare capacity, in equilibra price is charged only when
the resources are fully used and competition for a resosrpeesent.

In case the bottlenecks of the network are the uplink commrestof the servers and all
link prices are zero, the model reduces to the one discusseldpte5 and results of the
parallel bottleneck model in Secti@4 apply.

6.2 Distributed Algorithm

An implementation in a decentralised architecture can aag/locally available informa-
tion. Thus, the problems CLIENT, SERVER and LINK from Sent&1 provide a good
starting point for the development of a distributed aldorit CLIENT is an optimisation
problem with respect tg., but in a real implementation a client has no direct influence
on the total download rate. It can only vary its price offer Similar, a link has only
influence over its load by varying the charged price. Thisgpdepends on the level of
congestion. We assume that a server receives the diffecétioe price offered by a client
minus the price charged by the links along the used route dagtsa its sending rate to
the client. Based on Algorithrh we propose the Algorithr8 for combined rate control
in P2P over IP networks. Like in ChaptBrthe parameters andn are small positive
constants for probing the network conditions. In contrasAlgorithm 1 a server adapts
its service rate not only on the pridg offered by clientc, but on the difference of it to
the prices charged by the links of the route. Hence, the r@nmaprice offer from client
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Algorithm 3 Resource Pricing for P2P over IP

CLIENT c:
Ac(t) = = 6.17
<t max(n,ye(t)) max(naZseS(c) Xsc(t>) ( )
SERVER s:
Xsd(t t
Xeolt +1) = max(e,xsca) + psd(t) (pcs<t> _ 2decly f:‘f L ))) (6.18)
LINK |:
i (t+1) = max(0, t (t) + K (z(t) = C)) (6.19)
received by servesis
Pes(t) = Ac(t) — Z i (t). (6.20)
leL(sc)
The price of linkl in (6.19 depends on the aggregated input rate
20 <y Y AlXelt). (6.21)

scSceC(s)

The link price is greater zero when the input rate exceedsdpacity and thus the link is
overloaded.§.19 corresponds to the link price rule PC1 &L00], which is also used in
Chapte#. Thus, although we extend the congestion pricing model Brir2works, we do
not change the router implementation of previous work fonéBvorks. Furthermore, we
show in the following that the rate adaptation of a servebia® reduces to a differential
equation very similar to the primal algorithm (Equation B8)[KMT98] for the case of
a single client-server pair. A client-server pair is a sehandling a single client, which
is served only by this server. Henags) = {c} A S(c) = {s} holds for a serves and a
clientc and the differential equation corresponding@dl@ reduces to

dyt) = - Xt
axsc(w =Y < (Wc Xsc(t) Ieﬁz(s,c) Hi (t)> <1 Cs )) . (6.22)

When the uplink of the server is not the bottleneck the tétm Xs:/Cs) is just a scaling
of the step sizgr and 6.22 corresponds to Equation 5 iKMT98].
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Packet-level implementation

The distributed algorithm discussed above considers thiglgom at flow-level. Now, we
transform the algorithm to packet-level. Like in any oth@MPimplementation the send-
ing rate is specified by the congestion windownd cwnd is the number of packets
being sent per round-trip timeR{T T). Hence, the sending rate can be computed with
x = cwnd/RTT. The congestion window is adapted on each acknowledgerbaste
are received with ratewnd/RT T by assuming that the RTT is constant for small time
intervals. Therefore, updating the congestion window with

> dec(s) CRV?%?(:))D s(t)

Cs

Acwndig(t) =yRT &e(t) | pes(t) — (6.23)

at packet-level corresponds .18 at flow-level.

The link rule in 6.19 computes the price based on the current utilisation ondiydoes
not take the queue size into account. To penalise large quéL&) can be extended to
the link rule in @.17) from Chapterd.3, where prices increase when the current queue
size is larger than a target queue size. The time between paates of the link price

is T;. Similarly, we assume tha6(17) is updated every.. Both update rules depend on
estimated rates, which are computed identically to Seeti8n

In the following evaluation we assume explicit prices of lilks and of the clients are
communicated to the server (e.g. in the header of the pgckdthough this does not
conform to the IP and TCP standards, it demonstrates thdiduadity of the proposed
approach in general. For IP networks a large body of resd@&99b, AL0OO, ZK02]
studies marking strategies where the ECN bit conveys aesipigjlpricing information.
We believe this approach is applicable also for our model,the ECN bit is used to
transport the price information of the links and the P2Pquol is used to communicate
the price offers from the client peers to the serving peers.

6.3 Evaluation

To demonstrate the functionality of the distributed alfon we study two simple exam-
ples in ns-2. The network of interest is depicted in Fighie The first example consists
of the two serversl ands2 and the two clientgl andc2. The bottlenecks in the net-
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Figure 6.1: Network
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work are the uplink capacities of the servers &yd= Cy = 10Mbps. The capacity of
the links in the core (i.e. in Figuré.1the links connecting routers denoted t)yand of
the downlinks to the clients is much larger, e33—= 100 Mbps. The delay of all links is
10ms.

Assume both clients can download from both servers in mréllthey are online. This
represents a small P2P overlay.tAt Os only servesl and clientcl are onlinec2 and

s2 are switched on dt= 20s and = 40s, respectively. At = 60s clientcl goes offline,
followed by servesl att = 80s.

The total download rate of the two clients and the price imfation received by the servers
(see 6.20) are depicted in Figuré.2 For the first 20 seconds onbl andsl are ac-
tive and the download rate a@flL converges to the capacity ef (which is around 874
packets per second when using a packet size of 1500 B). Wathrtkirule in 6.19 the
gueue size at the uplink @l converges to 12 packets. Also the priggs; converges to
a steady-state value of around 1.15, which can be computeddicg @.34) by dividing
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the willingness-to-pay ofl with the server capacity in packets.

Whenc2 gets active at = 20s the servesl receives higher payments because the total
willingness-to-pay in the network doubles. The downloaesaf both clients converge
to a fair share of the bottleneck capacity in the followingréby, oscillations occur since
the estimated download rate (and consequently its prieg)adf the new client2 is inac-
curate at the beginning. As depicted in Fig6r2(b)the price received by the server can
fall below zero because the server allocates too much baltichand the uplink bandwidth

is exceeded such that the link price of the server’s uplickaases.

When a new server gets online tat= 40s and one client leaves fat= 60s the spare
capacity is used efficiently by the online client(s). Thusgs texample shows that the
proposed algorithm can be used for load balancing becausaliges a fair allocation of
the servers’ capacities.

In the following we investigate the influence of congestiorthe core of the network.
Therefore, we reduce the capacity for the lims—r3,r1—r4,r2—r3 andr2—r4in
Figure6.1to C.ore = 12 Mbps. To avoid large queuing delays we compute link praés
(4.17) in this example. We start with the two servers and the twent§ from the previous
example, but new client-server pairs get active during thrikation. Assumes3 — c3,

A —c4, s5—c5 ands6 — ¢6 start at 20s, 40s, 60s and 80s, respectively. Furthermore,
only c1 andc2 are served in parallel ksl ands2. The other clients are served by a single
server only (indicated by the same number).

The total download rate for each client is depicted in Figeu® At the beginning the
clientscl andc2 share the available bandwidth equally between each othar the
previous example. Looking at the congestion window of thee tmnnections in Figuré.4
we see that not all connections are used equally. It suffiaghe total download rate of
the two clients is the same.

Whens3 andc3 start att = 20s the linkrl —r3 gets congested. This can be seen by an
increasing link price in Figuré.5. Thus, the congestion window betwesin- c1 as well

as the total download rate of client 1 decrease. Howevexjilsreases the price offer of
client 1 and therefore the congestion window betwsn cl. The serversl ands2 shift
traffic from one connection to the other one (see big) and the total download rates
of the three active clients converge to a fair and efficieldcation (see Fig6.3). The

link price ofr1—r3 falls to zero again, which indicates that it is not a botlenin the
network.

When the next client-server pair starts at 40s prices for the linksl —r3 andrl—r4
increase and stagnate. The sengdr&nds2 restart to shift the traffic but cannot avoid
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congestion in the core network. However, by changing theetragy still ensure a fair rate
allocation since all four clients receive roughly the saotaltdownload rate.

Att =60s the connectiosb— c5 starts. Thereon, the lim2 —r3 becomes overloaded and
its link price increases. Now, the network is in a congestatswhere a trade-off between
fairness and efficiency has to be done. Only connes2enc2 uses the uncongested core
link r2—r4. Thus,c2 has the largest download rate. Since most of the servecitapa
allocated to the connectias? — c2, client 5 and client 4 benefit from small link prices
atr2—r3 andrl—r4. The link price orr1—r3 is the highest one. Hence, client 1 and
client 3 get smaller download rates as compared to the olieats.

Finally, with s6 — c6 starting at = 80s all core links get congested and the sergérs
ands2 control the rate tal andc2 such that bandwidth is allocated in a fair manner. The
price oscillates around 1.43, which is the equilibrium eric

This example demonstrates that the proposed algorithmestalshift traffic from con-
gested to uncongested routes. Thus, resources of the ketneused efficiently while
preserving fairness between clients.

111



Chapter 6: Rate Control for P2P over IP Networks

6.4 Conclusion

In this chapter we model the allocation of resources in aneftvark when it is used by
a P2P overlay. It extends the well-known congestion pri@ipgroach for IP networks to
multi-source download P2P protocols. Furthermore, aitigid algorithm is proposed,
where sending peers control the rate depending on the pifiers ooy the remote peers
and the path prices charged by the routers in the IP netwarkeSending rates depend
on the price offers of the remote peers the algorithm endamesess between peers. Fur-
thermore, indicated by the path price a serving peer is aofates level of congestion in
the underlying IP network. Thus, it can shift upload bandtvitom congested to uncon-
gested flows. Because of the change in price offers at théviegeoeers other senders
will change their sending rates accordingly. The rate alion of all peers converges
to an efficient and fair allocation of bandwidth in the netilwdfurthermore, P2P traffic
avoids congested links when uncongested routes betwees geens exist. We validate
the functionality of the new approach analytically and bysiations for a small network,
where explicit price information is assumed.
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In this thesis resource pricing is applied at different tayef the 1ISO/OSI reference
model. We study (i) cross-layer optimisation of rate conamed routing in IP networks,
(i) optimisation of the resource allocation in P2P oventegtworks and (iii) cross-layer
optimisation of rate control for P2P over IP networks.

In general, resource pricing is a mathematical frameworkHe resource allocation and
initially used for rate control at the transport layer. Thepeach is based on a global
optimisation problem, where the resources of the netwarkardelled as the constraints
of the problem. By choosing an appropriate objective fuorcthe social welfare is max-
imised and a specific fairness criterion is realised. Fretiye the literature and through-
out this work a logarithmic utility function weighted by thallingness-to-pay is chosen.
Hence, the objective is to maximise the sum of the utilitiesrall users in the network.
With this function weighted proportional fairness is aciei@. Further on, with linear ca-
pacity constraints the optimisation belongs to the set olver optimisation problems.
These problems are fairly tractable to solve in a central. \mM@yvever, only distributed
algorithms ensure scalability for large networks like thetnet.

Distributed algorithms can be derived from the Lagrangd @uection, where the con-
straints of the optimisation problem are internalised widgrange multipliers. These
multipliers or dual variables are interpreted frequentiypaces, which gives the frame-
work its name. By rearranging and decomposing the Lagramgstibn local optimisation
problems are deduced. Further on, distributed algorith@slarived from the local sub-
problems. In the easiest way gradient projection algortican be used. One advantage
of dual theory for convex optimisation problems is that tlhwaldy gap is zero. Hence,
optimising the primal or dual variables yields the samelteBurthermore, in distributed
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algorithms primal as well as dual variables are optimis¢kdeasame time. In the discussed
algorithms dual variables are used as control informati@haae passed to another entity,
where the primal variable is adapted.

The basic model for the transport layer assumes a fixed gputiowever, in extensions of

this approach and also in this work routing is incorporatgd the optimisation problem.

Two different attempts are investigated: multi-path antykg-path routing. In the case
of multi-path routing the utility of the total rate, the surhtbe rates over all available

routes, is maximised. Although this problem is not uniquéhwespect to the rates on the
routes distributed algorithms are derived that convergbecsolution of the cross-layer
optimisation problem.

With single-path routing, the de facto standard in the mg&rthe optimisation becomes
an integer problem. This means, the duality gap might be eranand the optimal dual
variables will not result in the optimum of the primal proimeln a distributed imple-
mentation oscillations occur and the algorithms are ndilstdurthermore, we show by
simulations that also with equal-cost multi-path osditlas are not avoided. Although
multi-path routing makes use of all available resourcesutnlikely that IP networks will
deviate from the single-path concept. Hence, overlay nddsvoffer an alternative to the
rigid design of the underlying IP network.

P2P networks are a good example for overlay networks thdemmgnt similar functions
as in the IP network. In multi-source download protocolsdontent dissemination the
file is fragmented into pieces and peers download differestgs from different peers at
the same time. Furthermore, to realise incentive mechanp&®rs control the upload rate
to others. Hence, routing and rate control are implemeritedia the P2P network.

In the first step we apply resource pricing to P2P networkspngdose a mathematical
model for the resource allocation. Although the optimmaproblem for the P2P model
is very similar to the one for IP networks the distributedagithms are different: In IP

networks the TCP sender controls the sending rate. Thespmneling TCP flow con-

sumes bandwidth at each hop along its path to the sink. Butoilers charge a price
for the usage of bandwidth, which is summed up to a path pacedch TCP flow and

controls the future sending rate of the flow.

In the P2P network a peer chooses freely the peers it progieiesce to and allocates
resources for the service. Therefore, resources can beetffsgdntly at a peer when at
least one other peer requests a service from it. Howevens peefrequently on their own
interest. Hence, an incentive to contribute resourcesad2P network should be given
to a peer. Furthermore, a requesting peer is normally ssiviry several providers in
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parallel. Hence, its total service rate is accumulated tsgroviders. To ensure fairness
the service requesting peers offer prices for the servideeach providing peer sets the
service rate according to the price offers of its customers.

A distributed algorithm is derived and proofs are presenigdch show the efficiency,
fairness and stability of this approach. By applying theoathm to P2P content dis-
tribution networks fairness between peers can be increasedmpared to the popular
BitTorrent protocol. Fairness is of great importance in P2Rvorks, because by setting
the willingness-to-pay of a peer to its upload bandwidthivieg peers an incentive to
contribute resources to the network. When the piece avttijals taken into account
a trade-off between efficiency and fairness has to be donth &vi increasing number
of uploads fairness is improved. However, rare pieces negtgrge because the upload
bandwidth is divided between many peers. One alternatiteesst higher prices for rare
pieces. This will fasten the dissemination of rare piecés proposed distributed algo-
rithm shows good fairness for small and moderate number fwoent uploads. The
approach outperforms BitTorrent especially when peere laféerent upload capacities
and many seeds are in the network.

In the second step the P2P and IP network is modelled in aesomiimisation problem.
Since combined rate control and routing in IP networks issfimbs with multi-path but
not with single-path routing we overcome this by using thetirg function in the P2P
overlay. For multi-source download we propose a TCP vatlattuses information from
the P2P network. Here, load balancing at the serving pedrfaaness between the served
peers is achieved in the overlay. At the same time this approsacts on congestion in
the IP network. Hence, traffic is shifted from congested toongested routes by ensuring
fairness between peers.

In summary, this thesis presents a novel decentralisecapiprto the resource alloca-
tion in P2P networks. It builds on an optimisation model f@FVIP. Both approaches
are combined in a cross-layer optimisation problem to @eirivaddition a rate control
algorithm for P2P over IP networks.
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Appendix A

Overlay Topology of BitTorrent

According to the original BitTorrent specificatio@ph03 BTa] the overlay topology is
constructed with information returned by the tracker. Tdestralised component stores
information about all peers. A new peer, which enters thevoek, asks the tracker for a
list of active peers in the overlay. The tracker returns aoam subset of peer addresses
to the requesting peer. Furthermore, an active peer carttaetracker from time to time
to obtain information about new peers in the network.

In the simulations discussed in Sectibr#.3we consider static and dynamic P2P net-
works. In the static case @M peers are registered at the tracker. Then each peer obtains a
peer list of lengtiNR from the tracker. If we assume that all peers accept evepninoy
connection request, a pepiterates through its peer list and opé¥isconnections. Fur-
thermore, one more connection is established when a reraetenhich is unknown t@,

i.e. not on the peer list g, contacts it. The probability thatpeers contagp is B(x) and
follows the binomial distribution

B(X) = (P; 1)YX(1—Y)P_1_X, (A.1)

whereY is the probability that pegp is on the peer list of a peerunder the assumption
thatq is not on the list ofp.

The probability that a specific peer address is returned bytriicker is based on the
hypergeometric distribution and is

(A.2)
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when we assume a tracker does not return the address of thestewy peer. Thus, we

can comput®& with
yo R (5 R (A.3)
T P-1 P-1/" '

The expectation valuE[N¢] of the number of connectiondc of a peer is the sum dfir
and the expectation valugX] of the random variablX which is distributed according
to (A.1). Therefore,

E[Nc] = Nr+E[X] (A.4)
=Nr+(P-1) P'\lRl <1— P'\'_R1> (A.5)
= Nr+ NR (1— P'\lRl) (A.6)
~ 2Ng (A7)

The approximation inA.7) holds if Nr < P.

For the simulations with dynamics we model the peer behawasua Poisson process,
where the interarrival times between peers and the sessi@s Df peers are exponen-
tially distributed. The expectation value of the number eérs in the network iE[P] =
AT /useSwhich depends on the mean arrival ratd" = 1/T2" and the mean session
time T3%°= 1/u%%% We assume the tracker returns valid information of onlieerp only.
Since the Poisson process is memoryless a peer which is tskpdn a new connection
by a remote peer has a remaining session time distributédmeéan ¥ ¢S Therefore,
the rate of closing connections for a peeNs- >3

On the other hand new peers will open a connection to pe&€he probability that peer
p is chosen by a new peer is given 4.2) and can be estimated witf[P]. New peers
enter with the rate o 2. Therefore, the rate of opening new connection’ﬁé%ﬁl.
Hence, the expectation value of the number of connections is

A arr | NR
EN) = B DN e #8)
A arr | NR
~ )\arr NR (A9)
“ses' N~ p5es
= NRr (A.10)

The results of the expected number of connections in thie statl the dynamic network
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in (A.7) and @A.10), respectively, are different and deviate by a factor oftdshas to be
taken into account for the simulations where fairness idistifor different values dfig.
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Appendix B

List of Symbols

Variables:

C
cwnd

Nwmi

Nvp

$p 0o

RTT

X =5 C

Capacity

Congestion window

Number of leechers

Number of users

Number of connections at which a peer stops initiating new
ones

Lower limit of connections at which a peer does not re-
request the tracker

Number of peers returned by tracker, size of a random sub-
set of peers

Number of peers

Number of seeds

File size

Chunk size

Round-trip time

Number of concurrent uploads

Willingness-to-pay for route

Willingness-to-pay

Rate of a connection

Aggregated download rate

Aggregated input rate of link

Aggregated upload rate of seneer
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A Price offer

U, v Charged prices

m, n Slack variables

Y, K Step sizes

&n Small positive constants
Functions:

L() Lagrange dual function
U() Utility function

V() Lyapunov function

Sets:

Set of clients

Set of links

Set of users

Set of neighbours gb
Set of routes

Set of peers

Set of servers

“uRZ=ZbH O
z
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