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Maritime information infrastructures have developed to highly interrelated cyber
ecosystems, where ports as well as their partners are connected in dynamic In-
formation and Communication Technology (ICT)-basedmaritime supply chains.
This makes them open and vulnerable to the rapidly changing ICT threat land-
scape. Hence, attacks on a seemingly isolated system of one business partner
may propagate through the whole supply chain, causing cascading effects and
resulting in large-scale impacts. In this article, we want to present a novel risk
management methodology to assess the risk level of an entire maritime supply
chain. This methodology builds upon publicly available information, well-defined
mathematical approaches and best practices to automatically identify and as-
sess vulnerabilities and potential threats of the involved cyber assets. This leads
to a constantly updated risk evaluation of each business partner’s cyber assets
together with their cyber interconnections with other business partners. The
presented risk management methodology is based on qualitative risk scales,
which makes the assessment as well as the results more intuitive. Furthermore, it
enables a holistic view on all of the integrated ICT-systems as well as their interde-
pendencies and thus can increase the security level of both a whole supply chain
and every participating business partner.

Keywords: IT security; cyber risk management; cyber risk assessment;
maritime supply chains
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1 Introduction

For an organization, participating in a maritime supply chain implies not only
the need to cooperate with other stakeholders at business level, but due to the
ongoing digitalization also to set up interfaces in their information and commu-
nication technology (ICT) infrastructure for the ICT systems of their business
partners. Hence, these supply chains have become highly interrelated cyber
ecosystem, where the complexity and degree of networking of connected digital
assets beyond company borders increases. Nevertheless, every data interface
also represents a potential threat in form of a possible entry point for unplanned
access to the networks and the systems located behind it.

A global study among risk managers and risk experts rated cyber incidents as the
third highest business risk worldwide for all sectors and are expected to become
the highest business risk in the future. In Europe, cyber risks are rated already as
the second highest and in Germany as the highest business risk (Allianz Global
Corporate & Specialty SE, 2017).

So far, the number of disclosed cyber incidents in the transportation sector is
not very high and thus can be considered to be even smaller in maritime supply
chains (Verizon, 2017). However, companies might not report every attack due
to fears of reputational damage or - even worse - the attacks weren’t noticed
due to a lack of awareness and knowledge (Wingrove, 2017; Kotchetkova, 2015).
Considering the damage potential, vessels and ports might become an appealing
target for attackers in the future. The following incidents from the past illustrate
the bandwidth of possibilities: (a) Drugs were hidden in containers and these
containers were misled without early recognition (Bateman, 2013); (b) Customs
systemswere shutdown, stoppingoperations forhours, probably toextort ransom
(Port of Rotterdam, 2016); (c) Disruption of the GPS-signal stopped operations
of vessels as well as of terminal cranes that store and locate containers basing
on GPS for the same reason (Wagstaff, 2014; Scott, 2015; Hayes, 2016); (d) Piracy
attacks use AIS-signals to identify vessels and hack into the shipping companies
systems to identify their loaded goods (Allianz Global Corporate & Specialty SE,
2016); (e) Global ransomware campaign known as “WannaCry” and detected on
May 12, 2017, affected various organizations with tens of thousands of infections
in over 150 countries (US-CERT, 2017a).

Just a couple of weeks after the ”WannaCry” attack, on June 27, 2017, another
major global cyberattack (at somepoint linked to the existing ransomware ”Petya”,
but later on due to its additional features also referred to as ”NotPetya”) was
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2 Regulations and Standards for Port Security

launched, using among other attack vectors the same exploit as ”WannaCry” (US-
CERT, 2017b; Fox-Brewster, 2017). It exploited a vulnerability in a Ukrainian tax
preparation software updatemechanism to propagate and attack entire networks
(e.g. Cimpanu, 2017). Besides several Ukrainian ministries, banks and metro
systems, large companies became also victim of the attack. Amongmany others,
Beiersdorf AG, A. P. Moller-Maersk Group, Merck Sharp & Dohme (e.g. Holland,
2017) and India’s largest container terminal JNPT (e.g. PTI, 2017) were affected
and, as a consequence, had to deal with business interruptions. The malware’s
attack path leading from a Ukrainian software update to several international
company networks shows howmalware can propagate among the connected ICT
systems in supply chains.

Due to these incidents, the general awareness for the need of cyber security and
cyber risk management increases and will rise further with every new mayor
security incident. Nevertheless, state-of-the-art risk management methodolo-
gies for maritime environments pay limited attention to cyber-security and do
not adequately address security processes for international supply chains. Moti-
vated by these limitations, we introduce the MITIGATEmethodology, a novel risk
management approach, which will empower stakeholders’ collaboration for the
identification, assessment andmitigation of risks associated with cyber-security
assets and supply chain processes. This collaborative system will boost trans-
parency in risk handling, while enabling the generation of unique evidence about
risk assessment andmitigation.

The paper is structured as follows: Section 2 presents general regulations and
standards for port security. Section 3 provides a short overview on the MITIGATE
project while one of the project’s main outputs, the MITIGATE risk management
methodology, is described in Section 4. The key concepts of theMITIGATEmethod-
ology are sketched inSection5 followedbyadiscussion,while section7 concludes
the paper.

2 Regulations and Standards for Port Security

ICT systems of ports are classified as “Critical Information Infrastructures” (CII),
because ports are of crucial importance for the unrestricted supply, trade and
economy of a country. The EU adopted in July 2016 the Network and Information
System (NIS) Directive (EU, 2016). The directive aims to reach a common level of
security for NIS in the EU. This process will be supported by the European Union

407



An Adaptive Supply Chain Cyber Risk Management Methodology

Agency for Network and Information Security (ENISA) and protected by Computer
Security Incident Response Teams (CSIRT) all over Europe.

There are already several security guidelines in place, e.g., from the Baltic and In-
ternational Maritime Council BIMCO (BIMCO, 2017). They provide effective advice,
and awareness-rising posters for the use on board showing the need for security
measures. Further, they indicate how to avoid the biggest part of incidents by
giving striking rules for the use of passwords and private communication devices.
The International Maritime Organization (IMO) issued the ”Interim Guidelines on
Maritime Cyber Risk Management” in 2016 (IMO, 2016) and the U.S. promotes
”Information Sharing and Analysis Organizations” (ISAO), e.g., the ”Maritime &
Port Security Information Sharing and Analysis Organization” (MPS-ISAO, 2017).
Finally, the International Association of Classification Societies (IACS) in ship-
ping reacts to cyber threats with a ”Cyber Systems Panel” that was installed in
2016 (IACS, 2015). The focus of this panel lies on the early development of cyber
resilient onboard systems.

Beside these guidelines, there are also several standards and regulative which
address security and cyber security issues in maritime supply chains. Among
them, the most important is the International Ship and Port Facilities Security
(ISPS) Code (International Maritime Organization, 2003). The ISPS Code is a com-
prehensive set of measures to enhance the security of ships and port facilities,
focusingmainly on topics from the field of physical security and object protection.
Hence, amajor drawback is the lack of specific tools, distinct measures or general
role descriptions tailored to the ICT security for port infrastructures. The main
objectives of the ISPS-Code with regards to ICT infrastructures are to ensure that
security communication is easily available and to prevent unauthorized deletion,
destruction or amendment of the security plans. Security plans may be saved in
an electronical format and therefore need to be protected.

An international standard specifically tailored to the field of ICT security is the
ISO/IEC 27001:2013 (International Standardization Organization, 2013). The ISO/
IEC 27001 is a commercial standard, representing a collection of best practices
and guidelines, describing how to establish, implement, maintain, monitor and
improve an Information Security Management System (ISMS). The standard is
generic in a way that the specified ISMS is applicable to organizations of various
types, sizes as well as different industries andmarkets. It should be noted that
ISO/IEC 27001 is actually not a risk management methodology, but rather a com-
pliance standard, reporting a list of controls for good security practices and the
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3 MITIGATE Project

requisites that an existing method should have to be standard-compliant. Specif-
ically, it provides generic requirements that the risk analysis andmanagement
needs to fulfill and references the ISO/IEC 27005 (International Standardization
Organization, 2011) (and further the ISO 31000 (International Standardization
Organization, 2009)) as a possible risk management methodology.

Although the ISO/IEC 27001 is applicable to several domains, the transportation
and logistics industry has introduced a common security management standard,
the ISO 28001:2007 (International Standardization Organization, 2007). Whereas
the ISO/IEC 27001 or the ISPS are focused on a single organization, the security
of the overall supply chain is the main objective of the ISO 28001. Therefore,
the standard includes the specific requirements to improve the security of all
aspects of the supply chain, including financing,manufacturing, informationman-
agement and the facilities for packing, storing and transferring goods between
modes of transport and locations. As a specialty of the ISO 28001, all partners
involved in the supply chain need to sign a security declaration specifying their
currently implemented securitymeasures to ensure a common security level over
the whole supply chain.

3 MITIGATE Project

As described in the previous Section, there are several standards and guidelines
at hand to prepare for cyber attacks and incidents. Nevertheless, a framework
dedicated to the assessment andmanagement of cyber risks of maritime supply
chains has not been developed, yet. The ICT infrastructure of ports is particularly
vulnerable, due to comprising hard- and software assets of the companies en-
gaged in transport and goods handling in themaritime supply chain. Ports are
located at the interface of information flows frommany different users and coun-
tries, which have to offer access and exchange capabilities for digital information.
However, all these interfaces also represent possible entry points for attackers.
The ongoing digitalization will result in evenmore complex and a higher degree
of networked ICT systems and so will the number of electronic interfaces to busi-
ness partner systems in supply chains increase, which cannot be supervised and
controlled by the single company.

In order to ensure that these processes and interconnections don‘t allowmalware
to shut down operations or allow manipulation of data for illegal purposes, a
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solution to identify threats along the supply chain and beyond company bound-
aries is urgently needed. The H2020 project MITIGATE (MITIGATE, 2016) is looking
in particular into security issues within the supply chain and aims at providing
tailored solutions for these problems. MITIGATEwill introduce, integrate, validate,
evaluate and commercialize a risk management system for port infrastructures,
which will be able to deal with port CIIs and ICT systems, as well as their impact
on dynamic maritime supply chains. MITIGATE will emphasize the collaboration
of various stakeholders in the identification, assessment andmitigation of risks
associated with cyber-security assets and international supply chain processes.
This collaborative approachwill boost transparency in risk handling by the various
stakeholders, while it will also generate unique evidence about risk assessment
andmitigation.

The collaborative approach of the project will be empowered by the MITIGATE
OpenSimulationEnvironmentenabling theparticipants tomodel, design, execute
and analyze attack-oriented simulation experiments using novel simulation pro-
cesses. Particular emphasis will be laid on the estimation of the cascading effects,
as well as on the prediction of future risks (based upon commonmetrics across
sectors). Relying on evidence–based simulations, port operators, decisionmakers
and other stakeholders will be able to select cost effective countermeasures and
compile holistic port security policies going beyond the ports’ CII isolated domain
to ensure the ports’ supply chain security.

Furthermore, the tools will be equipped with real-time decision support systems,
which will aim at automating the process of estimating risk and enacting risk
mitigationmeasures. MITIGAGE will integrate open source intelligence data (in-
cluding data from social networks and crowd-sourcing) towards enhancing its
threat assessment and prediction functionalities. At the heart of the MITIGATE
systemwill be a range of mathematical instruments, which will be used for threat
and vulnerability analysis, as well as for the assessment of contingency plans and
their cost-effectiveness.

4 Risk Management Methodology

As a core result of the MITIGATE project, the MITIGATE Risk Management Method-
ology has been developed. It aims at estimating the cyber risks for all assets of all
business partners involved in amaritime supply chain service (SCS) and represent
the basis for the MITIGATE system. The MITIGATEmethodology is compliant with
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Figure 1: Overview of the different steps of the MITIGATEmethodology

themain standards for port security, the ISPSCode (IT Section), ISO 27001 and ISO
28001, which have been briefly described in the previous Section 2. Accordingly,
the six steps of the methodology (cf. Figure 1) represent the main steps also de-
scribed in these standards. In the following, we will present a high-level overview
on the different steps of themethodology going into detail on the central features
later on in Section 5.

4.1 SCS Analysis

In this first step, the scope of the risk assessment is defined. Therefore, the
business partners involved in the SCS under examination are identified. All the
business partners agree on the goals and the desired outcome of the risk assess-
ment. Further, the SCS under examination is decomposed and inspected in detail
by the business partner’s risk assessors who initiated the risk assessment. They
identify the participants of the SCS involved from their perspective, i.e., within
their organizations.

For each participant of the risk assessment, the main cyber and/or physical pro-
cesses (i.e., controlled/monitored by a cyber system) that comprise the examined
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SCS are collected. The MITIGATEmethodology is focusing in particular on the in-
terdependencies among these cyber assets. Therefore, these interdependencies
are further classified based on different types (e.g., whether they are installed
on the same system, communicating of network interfaces, etc.) describing the
relationship between the cyber assets in more detail.

The SCS analysis results in a list of all business partners together with their cyber
assets relevant for the SCS. Further, a graph of all cyber assets connected based
on their interdependencies is created.

4.2 SCS Cyber Threat Analysis

Based on the list of cyber assets created in the first step, all potential threats
related to these cyber assets are identified in the second step of the MITIGATE
methodology. Due to today’s rapidly changing threat landscape, the list of threats
needs to be as exhaustive and up-to-date as possible. To achieve that, the MIT-
IGATEmethodology foresees the integration of multiple source of information,
i.e., online threat repositories like the National Vulnerability Database (NVD)(NIST,
2017), crowd sourcing and social media as well as the business partners’ experts.
This makes the methodology highly adaptive to novel attack strategies and at-
tacker behavior. The multitude of different data sources helps to increase the
quality of the whole risk assessment.

When the list of relevant threats is established, the likelihood of occurrence is
estimated for each of them. Also for this step, various sources of information
are combined: information from online repositories and social media is taken
into consideration as well as historical data and expert opinions. Instead of just
use one of these sources (e.g., relying only on historical data or expert opinions),
this approach offers the advantage of integrating amore diverse and complete
overview on the topic. Thus, the assessor obtains a more realistic estimation
of the threat likelihood. The resulting likelihoods are expressed using a semi-
quantitative, five-tier scale and all the gathered information is integrated. Finally,
a Threat Level (TL) based on this likelihood is assigned to each threat.
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4 Risk Management Methodology

4.3 Vulnerability Analysis

Similar to the identification of threats in the previous step, in this step a list of
vulnerabilities of the cyber assets of theSCSunder examination is compiled. In the
context of the MITIGATEmethodology, a vulnerability is understood as a defective
state of a cyber assets due to a poor configuration, the lack of security patching,
etc. A threat can manifest in the SCS by exploiting a vulnerability of one of the
involved cyber assets.

TheMITIGATEmethodology differences between twomain types of vulnerabilities:
confirmed vulnerabilities and potentially unknown or undisclosed vulnerabilities.
In more detail, vulnerabilities which are already know in the community and
are listed in online repositories or by specific Computer Emergency Response
Teams (CERTs) are understood as confirmed vulnerabilities. On the other hand,
there are vulnerabilities in software systems which are not publicly known, yet.
Such unknown or undisclosed vulnerabilities are more dangerous since security
experts are not aware of them but they can be (easily) exploited by adversaries.

A core feature of the MITIGATE methodology is to take these unknown and/or
undisclosed vulnerabilities into account. In this context, the data coming from
various information sources (online repositories, social media, expert knowledge,
etc.) is collected and processed to estimate the existence of unknown vulnerabili-
ties. In more detail, the analysis is carried out over all time scales in the available
dataset (e.g., by empirically characterizing the distribution of a vulnerability’s
lifespan) or determining the number of vulnerabilities publicly announced for a
specific period of time (e.g., using the rate of vulnerability announcements in the
NVD).

To characterize both confirmed and unknown/undisclosed vulnerabilities within
onemethodology andmake themcomparable, the CommonVulnerability Scoring
System (CVSS) (Mell and Scarfone, 2007) is applied. For each vulnerability, the
Individual Vulnerability Level (IVL) is specified by assessing the Access Vector,
Access Complexity and Authentication. The scores for these three values are
coming from the online database NVD and aremapped onto a qualitative, five-tier
scale for further processing. The details on thismapping are given in section 5.1.

Additionally, the MITIGATEmethodology is not only looking at the immediate ef-
fects of an attack exploiting a specific vulnerability but is also taking the respective
cascading effects into account. Therefore, the concepts of a Cumulative Vulnera-
bility Level (CVL) and a Propagated Vulnerability Level (PVL) are introduced. They
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are described in detail in the following Section 5.2. Accordingly, the vulnerability
analysis results in a list of all vulnerabilities together with their respective IVL, CVL
and PVL.

4.4 Impact Analysis

After the vulnerability analysis done in the previous step, the MITIGATEmethodol-
ogy is also looking at the potential impact an exploitation of these vulnerabilities
might have. To stay consistent with the vulnerability analysis, the CVSS (more
specifically, the three security criteria Confidentiality, Integrity and Availability) is
applied for assessing the impact. Accordingly, the scores for the security criteria
are also mapped onto the same qualitative, five-tier scale as the vulnerabilities
(cf. Section 5.1).

Furthermore, the notion of cascading effects is carried on for the impact analysis,
resulting in the concepts of Individual Impact Level (IIL), Cumulative Impact Level
(CIL) and Propagated Impact Level (PIL). Details on these impact levels are also
discussed in further detail in Section 5.2.

4.5 Risk Assessment

The risk assessment in the MITIGATEmethodology is loosely based on the general
approach risk = likelihood× impact (Oppliger, 2015). Hence, in our context the
threat level (as described in Step 2, Section 4.2), vulnerability level (as described in
Step3, Section4.3) and impact level (asdescribed inStep4, Section4.4) contribute
to the risk level. Further carrying on the notion of cascading effects, the MITIGATE
methodology describes three risk levels: Individual Risk Level (IRL), Cumulative
Risk Level (CRL) and Propagated Risk Level (PRL). This leads to the following
formula

IRL = TL× IV L× IIL

for the Individual Risk Level; the other two risk levels (CRL and PRL) are computed
accordingly. The overall result is then again mapped onto a qualitative, five-tier
scale.
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4.6 Risk Mitigation

In the final step of the MITIGATEmethodology, the main results of the risk assess-
ment are compared against specific thresholds, which have been set and agreed
by all business partners. If someof the results exceed these predefined thresholds,
additional security controls need to be implemented by the business partners
and by the SCS (as a whole) to lower the respective risk levels. To identify the best
choice of mitigation actions out of a set of possible controls, a game-theoretic
approach is applied. This represents a mathematically soundmethod to find a
way to minimize the expected damage caused by an attack that exploits multiple
vulnerabilities.

To formalize the game, the possible actions taken by the adversary (i.e., a mali-
cious party performing an attack) and the defender (i.e., all business partners in
the supply chain) need to be identified. Any combination of these attack and de-
fense strategies yields a particular damage (i.e., the risk level), which is interpreted
as the respective payoff for this combination. Minimizing over all these damages
(i.e., the game’s payoffmatrix) leads to the three main outcomes of this step: an
optimal attack strategy, an optimal defense strategy and the maximum risk level
for the case the attacker and defender both follow their optimal strategies.

The optimal defense strategy indicateswhichmitigation actions should be chosen
by all the business partners to minimize the damage to the entire SCS. Due to the
mathematical basis of game theory, it can be shown that even if the adversary
deviates from the optimal attack strategy, the business partners don’t have to
change their defensive strategy; a deviation by the adversary only manifests in a
lower maximum risk level as long as the defender plays his optimal strategy. We
describe this approach in more detail in section 5.3.

5 MITIGATE Key Concepts

The MITIGATEmethodology builds on threemajor concepts for the assessment of
the cyber risks within the SCS, which also represent the main research results of
the MITIGATE project. Further, the combination of these concepts also represents
the main difference and advantage of the MITIGATEmethodology over existing
solutions. In the following, wewill describe these three concepts inmore detail.
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Figure 2: Mapping of the CVSSmetric ”Exploitability” onto the IVL

5.1 Semi-Automated Vulnerability Analysis

As already pointed out in previous sections, threats and attacks on cyber systems
have evolved drastically over the last years. An increasing number of more and
more complex attacks have been carried out and large companies as well as criti-
cal infrastructures have fallen victim to those attacks. Onemajor reason for that
is the large number of vulnerabilities in software systems, which can be exploited
by malicious parties to circumvent security systems and infiltrate an organiza-
tion’s infrastructure. As mentioned in Section 4.3, unknown vulnerabilities are
the most critical ones in this context, because neither the users nor the creators
of a software system are aware of their existence.

Most of today’s risk assessment methodologies and frameworks are not able to
keep up this speed of evolving attacks and are not aware of the vulnerabilities
within examined systems. The MITIGATE methodology is able to adapt to this
fact and to build the risk assessment on top of a constantly updated vulnerability
database, i.e., the NVD. It is maintained by the National Institute of Standards
and Technology (NIST) (NIST, 2017) and updated frequently with themost current
information on numerous software systems. Further, the NVD applies the CVSS
to assess each vulnerability, providing an estimation of a specific vulnerability’s
relative importance, which further allows setting up a prioritization later on.

As described in Section 4.2 above, all the assets relevant for a specific SCS are
collected during Step 2 of the MITIAGTEmethodology. In addition, information
on existing vulnerabilities is imported from the NVD on a daily basis and checked
against the identified assets. This results in a list of assets together with the latest
version of their vulnerabilities. Furthermore, the CVSS scoring given in the NVD
is mapped onto a five-tier scale, ranging from ”Very Low” to ”Very High”. The
resulting score represents the above mentioned Individual Vulnerability Level
(IVL) and is automatically assigned to every vulnerability of every asset in the SCS
(cf. Figure 2).
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Figure 3: Mapping of the CVSSmetric ”Impact” onto the IIL

Since the CVSS also estimates the consequences exploiting a specific vulnera-
bility may have on the Confidentiality (C), Integrity (I) and Availability (A) of the
underlying asset, this information is integrated into the Individual Impact Level
(IIL) by applying a similar mapping (cf. Figure 3).

Furthermore, also currently unknown vulnerabilities can be defined in the MITI-
GATE methodology for each asset. As already mentioned in Section 4.3 above,
this information is usually found by involving expert knowledge or interpreting
contributions in news feeds or social media. The MITIGATE methodology sup-
ports this activity by an automated search of the respective online sources and
highlighting potential relevant topics. Nevertheless, the assessment has to be
carried out by an expert but can be done using the CVSSmetrics (or the five-tier
scale) as for to the known vulnerabilities. In this way, information coming from
different sources can be easily integrated into the same assessment process.

5.2 Cumulative and Propagated Risks

When looking at the vulnerabilities identified in thebeginningof Step3 (cf. Section
4.3), we have to be aware that the exploitation of one vulnerabilitymay just be the
entry point of an adversary into a business partner’s infrastructure. For example,
using the enhanced access rights gained by the exploiting a specific vulnerability,
an adversary might be able to further navigate through the organization’s asset
network towards another (andmaybemore profitable) target. In particular, this
is the case for Advanced Persistent Threats (APT)s. Therefore, the following two
views also need to be considered in the analysis of a specific vulnerability: on the
one hand, what are the possible ways (paths in the asset network) to reach that
vulnerability instead of attacking it directly (if that is possible at all). On the other
hand, after exploiting one vulnerability, what are the other possible vulnerabilities
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an adversary is able to reach (e.g., due to additional privileges or access to other
assets).

The MITIGATEmethodology accounts for both ideas by introducing the concepts
of Cumulative Vulnerability Level (CVL) and Propagated Vulnerability Level (PVL).
The goal of the CVL is to accurately reflect the exploitation level of the vulnera-
bilities by taking into consideration the IVL and the context within which these
vulnerabilities appear (i.e., the assets’ interdependencies). In other words, the
CVL measures the likelihood that an attacker can successfully reach and exploit a
vulnerability, given a specific path in the asset network. Such a path describes the
list of sequential vulnerabilities on different assets that arise from consequential
multi-steps attacks.

Whereas the CVL focuses on all possible attack chains concluding into the same
target point, the PVL inspects the likelihood that an attacker can penetrate a
network up to some specific depth. In other words, the PVL takes all possible
paths of sequential vulnerabilities of a specific length into account, starting from
one particular vulnerability.

Analogously to theCVLandPVL, theCumulative Impact Level (CIL) andPropagated
Impact Level (PIL) are defined. As indicated by the naming, the only difference is
that in this case the potential impact of exploiting a specific vulnerability is as-
sessed. Carrying on as alreadymentioned in Step 5 of the MITIGATEmethodology
(cf. Section 4.5), both concepts of vulnerability and impact are combined to result
in the respective notions of risk. Hence, the MITIGATE methodology outputs a
Cumulative Risk Level (CRL) and a Propagated Risk Level (PRL) together with the
IRL already mentioned in Section 4.5.

5.3 Attack Paths Discovery

Essential element of risk management, and of the MITIGATEmethodology, is the
mitigation of risks through the identification of appropriate security controls. To
this end, attack paths are a valuable tool to business partners, illustrating paths
an attacker can use to reach a particular cyber asset. It can support the analysis
of risks to a specific cyber asset that may not be the entry point of an attack
and support the examination of possible consequences of a successful attack.
Moreover, the attack paths support the identification of appropriate security
controls by providing knowledge about attributes that make an attack possible.
The generated attack paths can answer ‘what-if’ questions regarding the security
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implications of configuration changes to assets, such as patching a specific asset.
Furthermore, they can reveal which attacks can be performed by highly skilled
attackers and well-funded attackers and which attacks can be performed by low
skilled attackers.

The MITIGATE methodology includes an algorithm to discover attack paths. In
particular, it examines how an attacker can exploit identified cyber asset vulnera-
bilities in order to perform undesired actions. For every attack, a set of related
weaknesses (CWE) and vulnerability types are defined. It is assumed that to per-
form this kind of attack the attacker must have access to an asset that has one
or more vulnerabilities that are compatible with either the weaknesses or the
type defined. Attack paths are thenmodelled by employing attack graphs. Each
node in the graph represents a combination of asset and vulnerabilities that an
attacker can exploit. Each edge represents the transition of an attacker from one
asset to another.

The algorithm requires as input a physical network topology, an asset configura-
tion, a set of entry points and target points, and an attacker’s profile. In particular,
the network topology includes a list of cyber assets and their relationships. For
example, an asset may be installed on another asset or it just communicates with
another asset. The asset configuration includes information about a particular
asset. For example, the name of the asset, an id, the business partner to which
this asset belongs, its vulnerabilities, and attributes from the CVE repository, such
as access complexity and access vector. The entry point and the target points
are specific cyber assets on which a business partner wants to focus on. The
attacker’s profile includes information about the assumed attacker, such as the
attacker capability, which is the counterpart to a vulnerability’s access complexity
and the attacker location, which is the counterpart to a vulnerability’s access
location. The attackers profile is used to induce whether a particular attack can
exploit an asset’s vulnerability.

The output of the algorithm is a list of attacks paths. Each attack path contains
an ordered list of cyber assets that an attacker with a particular attacker’s profile
can successfully compromise by exploiting their vulnerabilities. Each cyber asset
in the attack path can be used as a stepping stone to an attack to the next cyber
asset. A business partner must be able to locate all potential attack paths into the
network and prevent attackers from using it. Business partners can hypothesize
new ‘zero-day” vulnerabilities of cyber assets, evaluate the impact of changing
configuration settings, and determining the security effectiveness of adding new
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security controls. The identification of an optimal set of security controls, which
receives as input the generated attack paths, is described in the next section.

5.4 Game-Theoretic Risk Minimization

Besides identifying and assessing the vulnerabilities of assets and thus obtaining
a risk estimation based on latest threat information, mitigating these risks is an
essential part of the MITIGATE methodology. Whereas other approaches only
offer guidance onwhichmitigation actions to choose, the MITIGATEmethodology
applies a game-theoretic framework to identify the optimal set of mitigation
actions.

The game is setup as a two-player zero-sum game, applying a minimax-approach
(Maschler, Solan and Zamir, 2013). To bemore specific, the game describes the
combating situation between two players (in our case an adversary and the de-
fender, i.e., security officer) where each player tries to optimize his payoff. In a
zero-sum game, the gain of one player represents, at the same time, the loss of
the other player, which describes the real-life situation between an adversary
and the defender quite well. Both players have a set of strategies they can follow
and each strategy results in a specific profit for each player. These profits are
collected in the payoff matrix and the goal is to minimize the maximum profit
(i.e., minimax-approach) of the adversary. Thus, the strategies for both the ad-
versary and the defender are the central parts in the MITIGATE methodology.
The adversary’s strategies are defined by the paths through the asset network,
which the adversary is able to take to reach a specific vulnerability. These paths
have been defined in Step 3 (Section 4.3). The defender’s strategies are given
by the respective security measures a business partner is able to implement.
These countermeasures may come from the business partner’s experience or
can be deduced from the information stored in the NVD. Such a defense strategy
could be to do spot checking or patching of a specific asset (i.e., closing a specific
vulnerability).

Each combination of an attack and a defense strategy defines a scenario with a
specific payoff for both the adversary and the defender. In our context, this payoff
is the potential damage caused by the attack (represented by the IIL, CIL and PIL).
The adversary wants to maximize this damage; the defender wants to minimize it.
Since both the CIL and PIL representing the damage are based on the potential
paths an adversary can take in the asset network, the effect of a defense strategy
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Figure 4: Example of a payoffmatrix for the game with attack strategies a1 to a3
and defense strategies d1 to d3 (cf. Schauer et al., 2016).

is modeled by closing some vulnerabilities and thus eliminating some of these
paths. In general, every scenario will consist of multiple paths, each one causing
a specific damage. The best way to represent the collection of all these damages
without losing any information is to use a histogram (Rass, König and Schauer,
2015).

The payoffs for all scenarios are collected in the payoffmatrix, which is used to
evaluate the game (cf. Figure 4 for an example). Since we are using histograms as
payoffs, we are going beyond standard game theory and have to apply a novel
framework (Rass, 2015; Rass, König and Schauer, 2015) to solve the game. The
game yields the three main outputs of the risk minimization step: the first is an
optimal attack strategy, i.e., a selection of the identified attack strategies, together
with a probability for each strategy to be played. Following these strategies causes
the maximum amount of damage to the infrastructure (worst case). The second
result is anoptimal defense strategy, i.e., a subset of all possible securitymeasures
together with a probability for each strategy. Implementing this strategy protects
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the infrastructure against the optimal attack strategy. The third result ismaximum
damage (characterized by the maximum risk level) an adversary can cause, if the
optimal attack strategy and the optimal defense strategy are implemented.

6 Discussion

The MITIGATE risk management methodology, as presented in the previous sec-
tions, provides a structured approach for maritime information infrastructures
to be prepared for today’s rapidly changing threat landscape and the associated
challenges. Due to the automated integration of publicly accessible information
on threats and vulnerabilities, the estimation of potential risks within the infras-
tructure is updated on a daily basis. Hence, the methodology is able to adapt
quickly to novel threats or incidents and deliver an accurate risk assessment.

The collection and processing of alternative information sources (e.g., social
media), as sketched in Section 4.3, allows to include also possible future (i.e.,
currently unknown) vulnerabilities into the risk assessment. Although this is an
integrated feature of the MITIGATEmethodology, the expert knowledge of a risk
officer is still required to evaluate the gathered data. Nevertheless, this marks
an additional step towards an adaptive risk management framework suitable for
todays’ complex and highly dynamic threats.

The application of a game-theoretic approach to identify the optimal mitigation
actions represents an additional benefit of the MITIGATEmethodology over other
methodologies and frameworks in this field. Whereas generally the question
whichmitigation actions to implement in the end is often left to the risk office, our
methodology outputs an optimal set of security measures to be implemented.
Moreover, the methodology indicates, how often (i.e., at which frequency) the
respective actions have to be carried out.

Nevertheless, the MITIGATEmethodology strongly relies on existing information
about the infrastructure of an organization. In particular, the information about
the setup of the supply chain service and about the involved assets gathered in
the first two steps (cf. Section 4.1 and Section 4.2) needs to be as exhaustive and
as complete as possible. This information can be taken from network scanning
tools, existing documentation or expert knowledge, but is created outside of the
methodology. Additionally, the set of available mitigation actions also needs to
be as accurate and complete as possible. Only in that case, all scenarios possible
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in real life are evaluated in the game and the resulting defense strategy will reflect
a realistic setting. In general, the quality of the results heavily depends on the
quality of this information serving as input to the methodology.

Over all, the MITIGATEmethodology has the ability to increase the security and
risk awareness not onlywithin ports or othermaritime information infrastructures
but also among the various business partners involved in maritime supply chains.
In the end, this is a first - andmaybe the most important - step to effectively and
persistently raise the security level in these organizations.

7 Conclusion

Riskmanagement is a core duty of maritime information infrastructures, in partic-
ular when considering the rising number of security incidents all over the world.
The MITIGATEmethodology represents a supply chain risk management frame-
work going beyond state-of-the-art standards and guidelines. To this end, it inte-
grates an effective, collaborative, standards-based risk management approach,
which considers up-to-date information on all threats and vulnerability arising
from the supply chain, including threats associatedwith ports’ interdependencies
and their potential cascading effects.

Although the MITIGATEmethodology integrates several open intelligence sources
and thus canquickly adapt toupcoming threats, the results are only as goodas the
input data. Especially when it comes to the interdependencies between the cyber
assets within and among business partner’s organizations, expert knowledge
is required to model these relations correctly. Additionally, the experts need
to identify a level of abstraction when analyzing the cyber assets within their
organization since not all cyber assets within the organization will be relevant for
the SCS and thus not all of them need to go into the analysis.

The MITIGATEmethodology is currently being implemented in a collaborative sys-
tem (http://mitigate.euprojects.net/) to enable all business partners within a SCS
to perform their cyber risk assessment in context of the entire supply chain. By
the end of theMITIGATE project, a large number of port operators, maritime stake-
holders and security experts will have been engaged in the process of evaluating
the capacity of the MITIGATEmethodology and system.

Based on this evaluation, future research in this field will examine the question,
howcollaborative aspects of themethodology canbe facilitatedand strengthened
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as well as how small companies without specific IT related knowledge can be
further supported in the security management of their cyber assets.
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