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Abstract. The early and automatic detection of faulty behavior is essential for
maintaining the reliability of a cyber-physical system. In this paper we describe a
fault localization approach for such a highly complex distributed system, the opti-
cal synchronization system of the European X-ray free-electron laser. Using a de-
pendency graph, we model the relationships between the components and the in-
fluences of environmental effects. After we first resolve linear long-term depen-
dencies between dependent components with a correlation analysis, we then use an
unsupervised fault detection pipeline consisting of statistical feature extraction and
unsupervised anomaly detection to accurately identify anomalies and localize their
origins in the system.
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1. Introduction

The optical synchronization system of the European X-ray Free-Electron Laser (Eu-
XFEL) [1] (see Figure 1) consists of two redundant main laser oscillators (MLO) both
emitting a laser pulse train with a pulse repetition rate of 216.667 MHz and a pulse dura-
tion of 200 fs. The phases of the MLOs are actively stabilized with respect to the 1.3 GHz
RF Main Oscillator (MO) using a Proportional Integral (PI) controller in a phase-locked
loop with a loop bandwidth in the order of 1 kHz to 10kHz [2].

The pulse train from the MLO is split and transmitted to various fiber link stabilizing
units (LSU) with active length stabilization. Optical fibers are employed to establish
connections between the LSUs and the respective end stations in the accelerator, such
as laser synchronization setups, the RF re-synchronization units, and bunch arrival time
monitors (BAM). Furthermore, a sub-distribution system is set up in the experimental
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Figure 1. Schematic Overview of the Optical Synchronization System of the European XFEL [3]

hall 3.4 km away, in which another two laser oscillators are actively phase-locked to the
MLO. This arrangement allows the sub-distribution laser oscillators (SLO) to replicate
the MLO signal and to distribute the optical synchronization signals to additional end
stations. This large setup ensures synchronization on a femtosecond level between the
accelerator components and the various experimental lasers, enabling advanced research
at the EuXFEL.

Ensuring the continuous availability and optimal performance of such cyber-
physical systems poses significant challenges. Experiments can only be conducted ef-
fectively when the synchronization system operates reliably at peak performance levels.
Manual inspection of the numerous system components is impractical due to their scale,
number, and distributed nature, necessitating an automated approach for comprehensive
monitoring. Many of the distributed subcomponents of the optical synchronization sys-
tem are interdependent. For example, if a phase shift occurs at the MLO, this phase shift
is passed on to the synchronized end stations via the respective links. The optical syn-
chronization system is therefore regarded as a distributed system of interdependent com-
ponents. Furthermore, the individual components are also dependent on environmental
influences.

The aim of this work is to create a fault localization system for the components of
the optical synchronization system, taking into account the interdependencies between
the various system components and the influences from environmental changes. The fault
localization will be used to characterize how components react to the behaviour of other
components or environmental influences.

The paper is structured as follows: in Section 2 we describe work that also deals with
fault localization and anomaly detection in complex cyber-physical systems, Section 3
gives a detailed overview of the analyzed data and the used methods. The results are
presented in Section 4. Finally, we summarize and evaluate the presented methods and
results in Section 5 and give an outlook for future work.

2. Related Work

The authors of [4,5] give a detailed survey about fault diagnosis for industrial systems.
They give an overview of data-driven methods, model-based methods, signal processing
methods and hybrid methods. They also relate the methods described to distributed sys-
tem structures that are similiar to the distributed nature of our system. It is also relevant
for our work that the fault diagnosis methods are evaluated on data in the time domain
and frequency domain.
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The authors of [6] deal with fault detection and localization for large scale power
systems. By combining change point detection and a dependency graph, the complex
system is visualized and then examined for faults. Their main focus is on decentralizing
the computation of the fault analysis to the respective components. In [7] the authors de-
scribe a fault detection system based on an automatic feature extraction using a Convolu-
tional Neural Network (CNN) autoencoder and fault detection based on Bayesian change
point detection. The proposed pipeline was evaluated on different data sets of distributed
systems. The authors of [8] also deal with the problem that dependencies in distributed
complex systems make it difficult to isolate anomalies. For this purpose, the anomaly
attributed on one component is compared with possible anomalies of neighboring com-
ponents. In our work, we use not only the locally neighboring components but also the
logical relationships between the components that are far apart. In [9] the authors present
a Gaussian model based fault diagnosis for the low level radio frequency subsystem of
the EuXFEL. This is interesting for us as we have to deal with the same facility, similar
dependencies, and external conditions. However, the subsystem and the data are different
in detail.

In conclusion, there is previous work dealing with fault diagnosis of distributed sys-
tems and each of the presented papers addresses the issue of dependencies between com-
ponents or the complexity of the systems. In our work, we will also represent the depen-
dencies of the underlying distributed cyber-phasical system using a dependency graph.
However, our focus is on determining the dependencies of the components’ behavior and
not on decentralized computation.

3. Data and Method

This section describes both the data used and the methodological part of this work, with
which a fault localization is carried out.

3.1. Optical Synchronization System as a Dependency Graph

The optical synchronization is a network of interdependent components, as illustrated by
the dependency graph G = (V, E) as depicted in Figure 2.

* V represents a set of vertices within the graph. Each vertex v; € V represents an
individual component of the system or a specific environmental component.

* E CV xV represents a set of directed edges between vertices. Each directed edge
(vi,vj) € E represents a dependency relationship between vertices v; and v;, where
the behavior of v; depends logically on v;.

* The behavior of each component v; is characterized by a set of data channels
D; ={dj,...,di, }, where d; ; represents the j-th data channel belonging to the i-th
component v;.

¢ Each data channel of the component v; has the same set of influencing components
and therefore also the same set of influencing data channels that is defined as
Ii=Ug,0)eeD)

The MLO is phase-locked to the signal of the MO. The SLO is phase-locked to the
outgoing signal of the MLO. This results in direct dependencies from the MLO to the
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Figure 2. Dependency Graph of the Optical Synchronization System

MO and from the SLO to the MLO, as well as an indirect dependency from the SLO
to the MO. The end stations ENDs (REFM-OPT, experiment laser, BAM) are synchro-
nized either by the MLO or by the SLO. This also results in direct and indirect depen-
dencies between the components. The synchronization signal is transmitted via optical
fibers between the MLO and SLO as well as between the laser oscillators and the respec-
tive ENDs. These optical fibers are length-stabilized in the LSUs via an optical cross-
correlator and active control by PI controllers [10]. Phase noise, which is generated by the
laser oscillator, also has an influence on the length measurement of the LSU. Therefore,
there are also direct dependencies between the LSUs and the respective laser oscillators.

In addition to the dependencies on other system components, the laser oscillators are
also dependent on environmental variables. Laser oscillators can be strongly influenced
by events in the environment like human activities or environmental noise. For example,
in [11] it is shown how a laser oscillator reacts to acoustic disturbances. Furthermore,
changes in temperature, humidity and air pressure can have an influence on the perfor-
mance of the laser oscillator. For these reasons, the laser oscillator setup is placed in
a temperature and humidity controlled environment. However, this does not protect the
system from changes in air pressure.

Due to seismic activities such as earthquakes or underground ocean waves, the dis-
tance between two synchronized components changes. These external changes in length
are compensated for by the active length stabilization of the LSU. The EuXFEL tunnel
is located below a residential area. Therefore, vibrations caused by civilization can also
have an influence on the tunnel and thus on the LSU behavior.

3.2. Available Data

Components of the Optical Synchronization System

A stable phase of the laser oscillators is crucial for operating the system. The phase
of the respective outgoing signals is stabilized in a phase-locked loop (PLL) using a
proportional-integral controller. Therefore, the controller input and output signals are
utilized to describe the behavior of the laser oscillators. The PLL consists of the following
components:
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1. Phase detection: The phase detector compares the phase difference between the
reference input signal (B¢(¢)) and the feedback signal from the laser oscillator
(Breedback (7)) leading to the phase detector output:

(I)error (t) = ref(t) - efeedback (t) (1)

2. Loop filter: The PI controller consists of a proportional gain (K,,) and an integral
gain (K;).

V(1) = Kp X Perror(1) 2)

Vi(t) = K; X /cpermr(t) dt 3)

3. Laser oscillator: The laser oscillator reacts to the controller generated output
signal V. combining the proportional and the integrator parts:

Ve(t) = Vy (1) + Vi(2) “4)

In this paper we use the controller input @ero (7) and the controller output V,.(¢). Similar
to the approach taken for the laser oscillators, we also employ controller input and con-
troller output signals to characterize the LSUs. This methodology ensures a comprehen-
sive analysis of both laser oscillators and LSUs, emphasizing the significance of stable
phase conditions in assessing their overall performance.

Environmental Influences

In addition to the data sources of the system components, we use sensor data describing
the temperature, relative humidity and air pressure in the laboratory of the laser oscilla-
tors and the LSUs. The optical fibers, which connect components over a distance of up
to 3.4 km, are guided through the accelerator tunnel. Due to seismic activities, there are
small deformations of the tunnel and thus changes in the length of the synchronization
path. These environmental influences have a negative impact on the performance of the
optical synchronization system because their effects are mostly below the control band-
width of the PI controller. For this reason, we use the following databases that would
indicate seismic activities near the EuXFEL tunnel:

* U.S. Geological Survey earthquake database [12]
e traffic data above the accelerator tunnel [13]
» weather data describing the sea level in the North Sea [14]

Figure 3 shows where the number of cars passing the marked intersection in the
direction of EuXFEL are counted and Figure 4 shows the positions of the sea buoys
measuring the sea state.

3.3. Fault Localization

The logical dependencies between the components indicate that certain behavior in one
component has an influence on data channels in dependent components. These depen-
dencies are divided into two categories:

* The long-term trend of a data channel is determined by other component’s data
channels at all times.



A. Griinhagen et al. / Data-Driven Fault Localization in Cyber-Physical Systems 133

S Synchrotron

Q" o

Figure 3. Positions of the infrared cameras (blue) for counting cars in relation to the European XFEL (red) [15]

e I
»

\ A ' Ve
’ \ \ [/

Bremerhaven

Br= . £ F\\
‘..‘ . 2 ‘\

Figure 4. Positions of the weather stations (blue) in relation to the European XFEL (red) [15]

* Spontaneous anomalous effects in a data channel of a component, which may
indicate faulty behavior, also trigger anomalous behavior in data channels of a
dependent component.

The dependencies are analyzed in two steps, as shown in Figure 5. First, the long-term
behavior of the signals is examined to see whether the trend of a data channel is reflected
in a dependent data channel. If this is the case, this trend is determined and subtracted.
In the second step, the cleaned data channels are examined for anomalies and non-linear
correlations and then the origin of the anomaly is localized with the help of the depen-
dency graph.

Elimination of Long-Term Linear Correlations

In this section, the process of eliminating long-term trends is described and illustrated
in Figure 6. The result of this process is that linear long-term effects, which correlate
with the trend of influencing signals, are removed. This process is carried out for data
channels belonging to components of the optical synchronization system. The set of data
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Figure 5. Methodology of data driven fault localization

channels describing the k-th system component Dy = {djy,...dy, } is transformed into a
correlation-free version D, = {d},,...d;, }. An important assumption for the described
trend elimination is that the trend influences of different data channels are independent
of each other and in combination do not cause a different behavior in the target data
channel. The following is a step-by-step description of how a target signal is cleaned of
all the influencing signal trends.

1. Trend Analysis: First, the trend of the target signal d;;, which is the k-th data
channel of component ¢, and the set of all influencing signals /; are determined.
To do this, each signal is split into equally sized windows and the median of each
window is calculated. This process, also known as median smoothing, isolates the
low-frequency trend of the target signal from general noise. Positive and negative
peaks that have not been removed by median smoothing are then removed by a
peak detection. The same process is carried out for the influencing signals.

2. Correlation Analysis: Pearson correlations [16] are calculated between the trend

of the target signal and the trends of all influencing signals.
The Pearson correlation coefficient p is a statistical measure that quantifies the
strength and direction of the linear relationship between two continuous vari-
ables. The Pearson correlation coefficient between two variables X and Y with n
paired data points is given by:

L (Xi—X) (Y —Y)

— 5
P L G- Xy, (V-T2 )

Where X; and Y; are individual data points for variables X and Y, respectively. X
and Y are the means of variables X and Y, respectively. The Pearson correlation
coefficient can range from —1 to 1:

¢ A value of 1 indicates a perfect positive linear relationship, implying that as
one variable increases, the other variable also increases proportionally.

¢ A value of —1 indicates a perfect negative linear relationship, suggesting that
as one variable increases, the other variable decreases proportionally.
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* A value of 0 indicates no linear relationship between the variables.

The influencing signal with the highest Pearson correlation to the target signal is
used for cleaning the target signal if its correlation exceeds a predefined thresh-
old. If no correlations of the influencing signals exceed the threshold value, this
means that the influencing signals do not have a linear relationship to the target
signal.

3. Scaling: Scaling is performed both for the target signal and for the influencing
signal. This step is crucial for the following signal alignment, which involves
distance measurements between the signals.

4. Signal Alignment: To remove the trend of the influencing signals from the target
signal, it is important that the signals are perfectly aligned. This alignment is
carried out in two steps. First, the trend of the influencing signal is shifted over
the trend of the target signal. This determines at which shift the signals have the
highest Pearson correlation to each other. After this alignment, the signals are fine
aligned at the local level using dynamic time warping [17] and a Sakoe-Chuba
band [18] that limits the maximum shift of each individual datapoint to 10 min.

5. Linear Regression: The aligned signals are reverse scaled and used to create a
linear regression model. This model transforms the trend of the influencing signal
to the trend of the target signal.

6. Trend Removal: Utilizing the linear regression model, the correlation compo-
nent is calculated, and a correlation-free version of the target component’s signal
is derived.

7. Iterative refinement: The pipeline iterates using the correlation-free version of
the target’s signal, excluding previously used signals. After this iterative refine-
ment, there are no longer any high correlations between the trends of the system
data channels and the trends of the respective influencing data channels.

[ Trend Analysis ]

4[ Trend Removal ](—[ Linear Regression ]
A

A
A

1

[Correlation Analysis Scaling J—)[ Signal Alignment ]

!

Isolated Signals

Figure 6. Process of eliminating of long-term linear correlations

An example of the correlation elimination described is shown in Figure 7. The phase
noise of the MLO, which serves as a controller input, is cleaned from the influence of
the air pressure.
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Figure 7. Example of the eliminating long-term linear dependencies
3.4. Unsupervised Anomaly Localization

Data-based anomaly localization describes the process of identifying data points that de-
viate significantly from typical patterns within a data set and subsequently determining
the origin of the atypical behavior. A complex system such as the optical synchronization
system has many components, some of which are dependent on each other or on external
environmental influences. This means that anomalous behavior may propagate from one
component to dependent components. The following pipeline is used to determine the
origin of anomalous behavior at a specific target component. After this step each data
channel, including system data channels and environmental data channels, gets assigned
a set of n anomalies A; = {ay,...,a, }, where an anomaly is characterized by a time range
and an origin, which are determined in this step. This process is based on the assump-
tion that there is a causal relationship between an anomaly in both the target data chan-
nel and the influencing data channel. We use a combination of statistical methods and
unsupervised outlier detection to identify and describe anomalous behavior.

1. Data Input: The input to the pipeline is the target data channel d;, which has
been cleaned from long-term linear correlations, and the set of all influencing
signals /; .
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2. Data segmentation: The input data is split into non-overlapping windows of a
predefined size.

3. Feature extraction: For each window, a set of diverse statistical features is com-
puted to characterize the data’s behavior. These features include mean, standard
deviation, skewness, kurtosis, and providing a comprehensive representation of
the window’s content.

4. Anomaly detection: An algorithm for detecting outliers is used to assess whether
the data points of the windows exhibit anomalous behavior. This algorithm gen-
erates a label for each window to indicate whether it is anomalous or not. We
used the anomaly detection algorithm Local Outlier Factor [19]. The identical
procedure is repeated for all influencing signals of the target signal. If the outlier
ranges are directly adjacent, these ranges are merged. The result of this step is
that a set of anomalies is assigned to each data channel.

5. Localization of anomaly origin: The identified outlier ranges in the target data
channel d}, are compared with those found in the data channels of the influencing
components. For the data channels whose component v; has no influencing sig-
nals, i.e. I; = 0, the origin of all detected anomalies is set to the respective com-
ponent v;. If an outlier range in the target data channel matches an outlier range
in a data channel of an influencing component v;, this indicates that the outlier
has propagated from v; to v;. The origin of the anomaly of the influencing com-
ponent is adopted. If, on the other hand, no matching outlier ranges are found, it
is assumed that the outlier originates either from the component itself or from an
unknown source, it is called independent outlier and again the origin is set to the
component v; itself.

4. Results

This section describes which dependencies and influences were identified with the help
of the methods described in Section 3. For each component of the optical system we
evaluate, to what extent it depends on other components or external environmental influ-
ences and which anomalies are introduced into the respective component by other com-
ponents or environmental influences. Furthermore, the anomalies that are not brought
into a component from the outside are also analyzed. These anomalies are assumed to
originate either from the analyzed component itself or from data sources that are not yet
available.

As described in Section 1, the optical synchronization system consists of an MLO
that repeats the reference of the MO, the SLO that repeats the reference of the MLO and
other end stations that are either synchronized by the MLO and a link or via the SLO and
a link. The optical synchronization system has this pattern consisting of synchronizing
laser oscillator, synchronized component and connecting link unit several times. In the
following, the results between the MLO and the SLO as well as the connecting link are
shown in detail. The analyzed data set contains the respective data channels in the months
of October and November. Instead of the exact controller input and output signals, which
would each have a resolution of 0.3 MHz, the mean value and the standard deviation of
0.1 s windows are used. In addition, low frequency phase drift from 0 Hz to 5 Hz were
calculated from the respective mean data channels of the controller outputs and inputs
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using 10 min Von-Hann windows, Fourier transformations and numerical integration.

The full list of data channels used is depicted in Table 1.

Table 1. Available data channels of system components

System Component

Data Channel

mean (CTRL IN mean)
standard deviation (CTRL IN std)
phase drift (CTRL IN phase drift)
mean (CTRL OUT mean)
standard deviation (CTRL OUT std)
phase drift (CTRL OUT phase drift)

mean (CTRL IN mean)
standard deviation (CTRL IN std)
phase drift (CTRL IN phase drift)
mean (CTRL OUT mean)
standard deviation (CTRL OUT std)
phase drift (CTRL OUT phase drift)

input
MLO controller

output

input
SLO controller

output

input
LSU controller

output

mean (CTRL IN mean)
standard deviation (CTRL IN std)
phase drift (CTRL IN phase drift)
mean (CTRL OUT mean)
standard deviation (CTRL OUT std)
phase drift (CTRL OUT phase drift)

4.1. Elimination of Long-Term Linear Correlations

Table 2 shows the Pearson correlations (PC) of the components of the optical synchro-
nization system to the influencing components that have a value > 0.8. The standard
deviation of the MLO CTRL input has a strong correlation with the air pressure. The
SLO also has a strong correlation with the MLO. This makes sense, as the SLO repeats
the synchronization signal of the MLO and therefore also all possible fluctuations. These
correlations can also be seen in the dependency graph. The other dependencies, which
result from the dependency graph, are not used for the elimination of long-term correla-

tions, as the respective Pearson correlations are below the threshold.

Table 2. Correlations before and after trend elimination

Component  Data Channel Influencing Signal  PC before Isolation  PC after Isolation

MLO IN stdev air pressure 0.8521

—0.1005

SLO IN stdev MLO IN std 0.8356

0.2874
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Main Laser Oscillator

According to the dependency graph, the MLO is directly dependent on the behavior of
the MO as well as environmental influences and human-induced disturbances. However,
since only data from humidity, temperature and air pressure are available, only these
are used to identify possible correlations and subsequently isolate the MLO behavior.
Figure 8 shows part of the standard deviation controller input signal compared with the
air pressure and the cleaned controller input signal. It is evident to see that the trend of
the air pressure has been removed from the controller input. This is confirmed by the fact
that the Pearson correlation between the adjusted controller input and the air pressure is
—0.1005 and thus much smaller than before the removal.
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Figure 8. Cleaning the MLO

Link Stabilization Unit

There is no strong correlation between the LSU signals and other influencing compo-
nents. The greatest correlation of the LSU to other components is the standard deviation
of the controller input of the LSU to the mean of the MLO controller output. Because
the Pearson correlation of 0.5917 is below the threshold of 0.8, the LSU controller input
was not cleaned from the MLO controller output trend.

Sub-Distribution Laser Oscillator

As shown in the dependency graph, the SLO has the environmental influences, the MLO
and the LSU as influencing components. In particular, the standard deviation of the SLO
controller input shows a strong correlation to the standard deviation of the MLO con-
troller input with a pearson correlation of 0.8356. The trend elimination is shown in
Figure 9.
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Figure 9. Cleaning the SLO
4.2. Fault Localization and Characterization

In this section the results of the fault localization as described in Section 3.4 are dis-
cussed. For each component of the optical synchronization system, it is analyzed how
many anomalies were detected by which data channel. Furthermore, for each signal of
a system component, it is checked whether a signal of an influencing component also
had an anomaly at the same time. This would indicate that anomalous behaviour in the
respective analyzed system component did not come from the component itself, but from
an influencing component, either another component of the optical synchronization sys-
tem or environmental influence. The results are summarized in Tables 3, 4, and 5. The
anomaly detection described in Section 3.4 results in time ranges of anomalous behavior
for all available data channels. Figure 10 shows all environmental data channels and the
associated anomaly ranges. Figure 11 shows the MLO data channels and their anomaly
ranges, Figure 12 shows the anomaly ranges of the LSU data channels and Figure 13
shows the anomaly ranges of the SLO data channels.

In the following, we have counted how often the time ranges of the analyzed data
channel correspond to those in influencing components. As the time ranges of the anoma-
lies sometimes vary greatly between a few seconds and several days, we also made sure
that the respective anomalies lasted approximately the same period of time. The Tables
3,4, and 5 provide overviews of the respective system components, how many anomalies
in the data channels of the system components are also anomalies in the influencing data
channels and how many anomalies are exclusively in the data channels of the specific
component.

Main Laser Oscillator

The results show that relationships to the influencing data channels can be found primar-
ily on the controller input data channels. It can be seen that most of the anomalies of the
MLO channels cannot be explained by one of the available influencing channels. In case
of the MLO anomalies for which the influencing signals show simultaneous anomalies,
it can be seen that these are mainly increases in temperature and humidity. These anoma-
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Figure 11. Anomaly ranges of MLO data channels

lies occur particularly on days when the optical synchronization system is undergoing
maintenance. The anomalies on the MLO, which occur at the same time as anomalies in
the influencing data channels, are therefore more likely to be explained by maintenance
work on the system; the changes in temperature and humidity are more likely to be other
side effects of these maintenance activities.

Link Stabilizing Unit

The results of the LSU anomalies are shown in Table 4. No anomalous behavior was
identified in the data channels of the mean and standard deviation of the controller output.
All anomalies found in the controller input standard deviation were also seen in the MLO.
This is due to the fact that the MLO phase noise, which is equivalent to the controller
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Figure 12. Anomaly ranges of LSU data channels
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Figure 13. Anomaly ranges (red) of SLO data channels
Table 3. MLO fault localization results
MLO anomalies CTRLIN CTRLIN CTRLIN CTRL CTRL CTRL
mean stdev phase ouT ouT ouT
drift mean stdev phase
drift
total 27 31 13 0 0 20
Exclusive 25 21 10 0 0 17
Air Pressure 0 0 0 0 0
Humidity 2 3 0 0 3
Temperature 2 10 3 0 0 3

input standard deviation, propagates through the LSU and also serves as input to the LSU
controller. The anomalies detected in the LSU controller output can be split into time
ranges of few seconds, few hours, and time ranges of several days. The anomalies, which
last a few hours, are usually shortly after recorded earthquakes. Most anomalies lasting
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several days were also identified in the sea level data. The shorter anomalies were only
detected exclusively in the mean of the controller output.

Table 4. LSU fault localization results

LSU anomalies = CTRL IN CTRL IN CTRL IN CTRL CTRL CTRL

mean stdev phase ouT ouT ouT

drift mean stdev phase

drift

total 11 35 31 0 0 12
Exclusive 6 0 10 0 0 5
Seismic 1 0 0 0 3
Traffic 0 0 0 0 0 0
MLO 4 35 20 0 0 4

Sub-Distribution Laser Oscillator

The results of the fault localization from the SLO are shown in Table 5. For all SLO
data channels, the same anomalies are localized in the MLO as in the LSU. This is
because phase noise that already occurs in the MLO propagates through the LSU to the
SLO. Exclusive anomalies were discovered in particular in the phase noise of the SLO
controller output.

Table 5. SLO fault localization results

SLO anomalies  CTRL IN CTRL IN CTRL IN CTRL CTRL CTRL
mean stdev phase ouT ouT ouT
drift mean stdev phase
drift
total 0 2 24 16 10 19
Exclusive 0 0 4 5 3 16
Air Pressure 0 0 0 0 0 0
Humidity 0 0 0 0 0 1
Temperature 0 0 0 2 0 2
MLO 0 2 20 9 7 1
LSU 0 2 20 9 7 1

5. Conclusion

The dependency graph is a very simple but powerful method of modeling a complex dis-
tributed system and representing dependencies between system components or external
influences on the system. Furthermore, the dependency graph offers the possibility to
add further components very easily. This is extremely important, as currently only the
main components of the optical synchronization system have been considered and even
with these additional data channels can be added.
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With the help of correlation elimination, slow linear dependencies between the com-
ponents were eliminated. However, this method does not manage to eliminate sponta-
neous events that propagate through the distributed system. In addition, there is not nec-
essarily a linear relationship between the system components. It is therefore not sufficient
to calculate a linear correlation at this point. However, if there is a linear relationship, for
example between the air pressure and the standard deviation channel of the MLO, the
trend of the air pressure can be successfully removed.

Component behaviour that disturbs the phase of the synchronization signal is passed
on to the subsequent components. This explains why the anomalies detected in the stan-
dard deviation of the respective controller inputs also occur in the subsequent system
components. Of the external environmental influences, air pressure in particular has an
effect on the laser oscillators while seismic activity, which changes the synchronized path
length, has an effect on the LSU. The disturbances caused by traffic could not be identi-
fied in the analyzed data channels by the presented methods. This is due to the fact that
such human disturbances only have a negligible influence on the synchronized distance,
especially compared to ocean waves and earthquakes effects.

In conclusion, it can be said that the implemented methods have led to an improved
understanding of how certain behaviour is propagated through the optical synchroniza-
tion system. Due to the ability of the dependency graph to be easily extendable, future
work will focus on further populating the dependency graph to better understand the sys-
tem behavior. Through fault localization, it is now also possible to look at the behavior
of individual components in isolation from each other and apply predictive methods to
predict future behavior.
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