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Large Language Models (LLMs) are gaining momentum in software development with prompt-driven pro-
gramming enabling developers to create code from Natural Language (NL) instructions. However, studies
have questioned their ability to produce secure code and, thereby, the quality of prompt-generated software.
Alongside, various prompting techniques that carefully tailor prompts have emerged to elicit optimal responses
from LLMs. Still, the interplay between such prompting strategies and secure code generation remains under-
explored and calls for further investigations. Objective: In this study, we investigate the impact of different
prompting techniques on the security of code generated from NL instructions by LLMs. Method: First, we
perform a systematic literature review to identify the existing prompting techniques that can be used for code
generation tasks. A subset of these techniques are evaluated on GPT-3, GPT-3.5, and GPT-4 models for secure
code generation. For this, we used an existing dataset consisting of 150 NL security-relevant code generation
prompts. Results: Our work (i) classifies potential prompting techniques for code generation (ii) adapts and
evaluates a subset of the identified techniques for secure code generation tasks, and (iii) observes a reduction
in security weaknesses across the tested LLMs, especially after using an existing technique called Recursive
Criticism and Improvement (RCI), contributing valuable insights to the ongoing discourse on LLM-generated
code security.
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1 Introduction

Large Language Models (LLMs) have received major attention recently due to their high per-
formance in solving Natural Language (NL) processing tasks. Alongside, their application to
program synthesis has advanced significantly, allowing software developers to generate code from
NL descriptions or prompts. Overall, this is achieved through vast training sets of code and docu-
mentation text extracted from open-source repositories. While this approach helps LLMs produce
functional implementations, it offers no guarantees of correctness or quality, as it treats code simply
as text, ignoring essential semantic information [44]. Moreover, open-source projects are known
for containing security flaws [36, 103, 115, 116], making LLM-generated code prone to security
vulnerabilities [76, 77].

Recent investigations [107] show that developers are gradually showing a preference for Al-
driven code assistants to initiate their coding process. These tools offer a valuable starting point,
aiding in the development process and alleviating the need to search for information online.
However, when utilizing such Al assistants powered by LLMs, developers often display an over-
reliance behavior that involves optimistic assumptions regarding the correctness and security of
the generated code without thorough questioning [78, 94]. Findings from a user study conducted
by Perry et al. [78] revealed that participants who had access to an Al assistant tended to produce
insecure solutions more frequently compared to those who did not have access to such assistance.
This emphasizes the importance of exploring avenues to strengthen the security incorporated by
the LLMs in the code generated by them.

Motivation. Prompt engineering, the process of refining prompts to optimize the quality of
responses generated by LLMs, has garnered significant attention following the emergence of
LLMs like ChatGPT, BARD, and others. A variety of sophisticated prompting techniques have
been developed for tasks such as text generation, classification, and problem-solving. Many of
these techniques can be used by the end users to directly prompt or interact with LLM-powered
tools and chatbots. Despite the abundance of research in this field, the correlation between such
prompting strategies and secure code generation has not been thoroughly examined or documented
in the existing literature. Specifically, the extent to which such techniques can guide LLMs toward
producing secure implementations remains an open question. While models like GPT-3 continually
advance, with each version improving upon its predecessor, the implications of these enhancements
for security are unclear. This underscores the importance of investigating NL prompting techniques
that have the potential to enhance the security of the code generated by LLMs.

In this work, we perform a literature review to identify potential prompting techniques that can
be used for code generation followed by an in-depth analysis of the impact of these techniques on
improving the security in LLM-generated code. For this, we elaborate on the following Research
Questions (RQs):

RQ1: What are the existing prompting techniques that can be used for code generation? To answer
this, we performed a systematic literature review of papers that introduced different prompting
techniques that can be potentially used for code generation.

RQ2: What is the impact of different prompting techniques on the security of LLM-generated code?
For this, we conducted an in-depth analysis using a subset of prompting techniques identified in the
literature review. A dataset called LLMSecEval [104], containing 150 NL prompts specifying coding
tasks that could potentially lead to insecure code implementations, was used for our experiments.
Experiments were conducted utilizing GPT-3, GPT-3.5, and GPT-4 models, due to their widespread
usage and advanced NL processing and coding capabilities, which are crucial for exploring various
prompting techniques. We mainly evaluated Python programs generated by the LLMs since it is
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one of the most popular choice of languages for developers.! Additionally, to further explore the
generalizability of the findings obtained from Python to other programming languages, we also
examined C code generated by GPT-4. The code generated by the LLMs for the selected techniques
was evaluated for security weaknesses using Bandit [82] as the primary tool and CodeQL [43]
serving as a supplementary analysis.

Our findings reaffirm the fact that LLM-generated code contains a large number of security
weaknesses mainly related to CWE-78, CWE-259, CWE-94, and CWE-330. We observed that
integrating different prompting techniques has a positive impact on the security of code generated
by LLMs, particularly noticeable in advanced models like GPT-4. Notably, a technique known
as Recursive Criticism and Improvement (RCI) [50] has exhibited significant potential in
mitigating security weaknesses in the generated code. Furthermore, we have observed distinct
changes in the coding behavior of the models when security specifications are introduced to the
prompts, offering insights that can be utilized to refine prompting techniques for secure code
generation.

Contributions. This work makes the following contributions to the field of secure code generation
using LLMs:

—To the best of our knowledge, we present the first systematic inventory of prompting techniques
that are suitable for code generation. Often, papers in this field make an arbitrary selection
of a few techniques, e.g., based on convenience or because other referenced papers do the
same. This article highlights that a rich selection of techniques exists and incentivizes the
community to explore the alternatives in their work.

—To simplify this exploration, we have translated a selection of these generic prompting
techniques into seven actionable templates (see Table 2) that can be reused by the community
as is, or with some adaptations for (secure) code generation. This effort is expected to stimulate
the use of the different prompting techniques, beyond the usual suspects.

—We provide insights (and rankings) concerning the prompting techniques that are more
promising for secure code generation with a focus on Python, but also exploring C. Interest-
ingly, to the extent of our knowledge, the most promising technique for both languages has
not been used in the related work for secure code generation (cf. the first point).

The rest of the article is organized as follows: Section 2 presents the existing work on using LLMs
for (secure) code generation. Sections 3 and 4 present the approach used for the systematic literature
review and the findings obtained from it. Following this, Sections 5 and 6 delve into the specifics of
the security evaluation of code generated by LLMs using various prompting techniques and the
results. Insights obtained from the results are elaborated in Section 7 followed by a discussion on
the impact of data leakage on the results in Section 8. Section 9 addresses the limitations, while
Section 10 brings the work to a close.

2 Related Work

This section presents prior research that delves into the use of LLMs for code generation and
explores studies that assess the security aspects of code generated by LLMs.

2.1 Code Generation Using LLMs

There are several works (both published and unpublished) that evaluate the code generation
capabilities of LLMs. The following are a few notable ones that are peer-reviewed.

Thttps://statisticstimes.com/tech/top-computer-languages.php.
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A paper by Hendrycks et al. [38] evaluated the code generated by GPT-2 [83], GPT-3 [13], and
GPT-Neo using a benchmark dataset called Automated Program Progress Standard [38] that consists
of 10,000 NL coding problems along with corresponding test cases and ground truth solutions
created by humans. For the evaluation, they employed the few-shot prompting technique where the
model is provided with a set of <input-output> examples to demonstrate how to solve the problem.
At the time of this study, they observed that the overall performance exhibited by the models was
low based on the percentage of test cases passed. In another study conducted by Austin et al. [5],
the authors explored the limitations of program synthesis carried out by language models trained
at various scales, ranging from 244M to 137B parameters. To accomplish this, they created two
datasets: the Mostly Basic Programming Problems (MBPP) dataset and the MathQA-Python
dataset. The MBPP dataset comprises problem statements, simple Python functions designed to
solve these problems, and three corresponding test cases. On the other hand, the MathQA-Python
dataset presents mathematical problems, multiple-choice answers for these problems, and Python
implementations that produce the correct answers. Both datasets are created to verify the semantic
correctness of the generated Python programs. They also employed a few-shot prompting technique
and their observations revealed a correlation between the increase in model size and improved
performance.

Xu et al. [119] conducted a comprehensive assessment of various LLMs, including Codex [16],
GPT-J, GPT-Neo, GPT-NeoX-20B [12], CodeParrot [59], and PolyCoder (a model developed by the
authors of this article) for their code generation capabilities. Their evaluation focused on these
models’ performance using the HumanEval [16] dataset, which contains 164 distinct coding tasks
presented as prompts with corresponding test cases. These prompts consist of incomplete code
snippets paired with NL comments rather than a complete NL instruction describing the task.
In this study, they employed a zero-shot prompting technique. Zero-shot prompting entails not
providing explicit <input-output> pairs to the LLMs to demonstrate how to approach the given
task. Based on this study, Codex emerged as the top-performing model, outperforming all the other
models in the evaluation.

A study by Zeng et al. [127] tried to understand how pre-trained models perform for program
understanding and generation tasks by experimenting with eight LLMs that include CodeBERT
[28], GraphCodeBERT [33], ContraCode [45], CodeGPT, PLBART [2], CodeTrans [26], CoText [79],
and CodeT5 [111] mainly using the CodeXGLUE [64] benchmark. This benchmark is a collection of
datasets spread across 10 different code-related tasks. The dataset used for code generation tasks
within this benchmark is known as Concode. The prompts in Concode encompass NL problem
descriptions, structured in the form of Java Doc comments and class environments. The researchers
employed zero-shot prompting to evaluate the models. The results of their experiments indicated
that CodeT5 and CodeTrans consistently delivered the highest performance in code generation
tasks. In another work, an extensive literature review was conducted by Fan et al. [27] where they
examine papers that present works done using LLMs for software engineering tasks. Their analysis
reveals a growing emphasis on models from the GPT series, with GPT-4 [73] gaining significant
attention in studies related to code generation using LLMs.

Besides the aforementioned studies, there exist papers introducing code synthesis benchmarks
like EvalPlus [63] and Multipl-E [15], which assess the code generated by various LLMs. Further-
more, the papers that introduce different LLMs capable of performing code generation [16, 18, 28,
29, 58, 111, 119] task also perform evaluation of the code generated by their respective models. The
prompting techniques employed in such studies are predominantly limited to either zero-shot or
few-shot prompting.
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Motivation 1. Despite the extensive research in the domain of code generation by LLMs, there
is a lack of papers that explore various prompting techniques other than zero-shot and few-shot
prompting to enhance the code generation capabilities of LLMs.

2.2 Security in LLM-Generated Code

As mentioned earlier, prior work has elaborated on the security of code generated by LLMs. Pearce
et al. [76], for instance, used 54 high-risk security scenarios containing incomplete code snippets
(C and Python) to assess code completions produced by GitHub Copilot and observed that 40% of
them contained security vulnerabilities. However, a study by Asare et al. [4] compared C/C++ code
generated by human developers against the ones generated by Copilot and observed that Copilot
is not as bad as humans in introducing vulnerabilities in code. The experiments in these studies
were done using zero-shot prompts. In another work by Pearce et al. [77], they tested the code
repair capabilities of LLMs using various program repair scenarios. Overall, they concluded that
Codex and Jurassic-1 [60] are capable of finding fixes for simple scenarios again under zero-shot
settings. Jesse et al. [46] did a recent study where they examined if Codex and other LLMs generate
Simple, Stupid Bugs (SStuBs) and found that these models produce twice as many SStuBs as
correct code. On the other hand, [37] proposed a learning approach for controlled code generation
called SVEN. Such an approach, in which a Boolean parameter is passed to enforce secure/insecure
code generation, increased the number of secure code produced by an LLM called CodeGen by 25%.
Another study by Yetistiren et al. [124] assessed the quality (i.e., validity, correctness, reliability,
security, and maintainability) of code generated by Copilot, Amazon CodeWhisperer, and ChatGPT
using the HumanEval dataset. Notably, no significant security vulnerabilities were found in the
generated code. However, the authors acknowledge the limitations of their security evaluation,
since the HumanEval dataset is designed to verify functional correctness rather than code security.

Delving further into the realm of secure code generation using LLMs, Sandoval et al. [93]
investigated the impact of LLM on code security through a user study. The study involved 58
computer science students who were tasked with performing simple operations on a linked list
using C programming language with a focus on memory-based vulnerabilities. They observed that
the participants who used an Al assistant powered by Codex introduced security-critical bugs at
a rate no higher than 10% when compared to the control group indicating that the use of LLMs
does not introduce new vulnerabilities. Nevertheless, it is essential to acknowledge that these
findings may not be universally applicable to more complex programming tasks. Contrary to the
previous study Perry et al. [78] observed different results in a study that explored developers’
interactions with Al code assistants concerning security. Forty-seven participants were engaged
with an Al assistant powered by Codex to fulfill five security-related programming tasks across
Python, JavaScript, and C. The findings revealed that participants utilizing Al assistants were prone
to generating insecure solutions more often than those without Al assistance in four out of five
tasks. Typical issues encompassed the selection of unsafe libraries, incorrect library utilization,
insufficient comprehension of edge cases involving external entities like file systems or databases,
and inadequate sanitization of user input.

Additionally, apart from empirical and user studies on LLMs, a systematic literature review
conducted by Yao et al. [122] delves into the use of LLMs for security and privacy purposes. Their
findings indicate a plethora of works employing LLMs in security-related tasks, such as coding, test
case generation, bug detection, vulnerability detection, and fixing. These endeavors have positively
influenced research within the security community. However, none of these studies thoroughly
investigate different prompting techniques to enhance the secure code generation process.
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Fig. 1. Steps followed for the SLR on prompting techniques that are suitable for code generation.

Motivation 2: Studies we have seen so far do not thoroughly explore the impact of prompting
techniques to improve the security of the code generated by the LLMs. This underscores
the need for further research to identify such techniques that can improve the secure code
generation capabilities of LLMs.

3 Methodology for Systematic Literature Review

The goal of this review is to find prompting techniques that can be used for code generation
tasks using LLMs. However, there are only a limited number of prompting techniques explicitly
designed for code generation. Therefore, we opted to review all prompting techniques introduced
for generating textual content, presuming their potential transferability to code generation tasks,
given that code generation falls within the domain of textual content generation. The steps followed
to perform the literature review are depicted in Figure 1. We used the Publish or Perish tool [35] to
retrieve papers from Google Scholar. Following the PICOC strategy [14], the search query given
below was employed to retrieve the relevant papers that introduce prompting techniques for textual
content generation.

promptx AND (engineerx OR pattern* OR technique*) AND (language modelx OR pre-
trained model* OR 1lmx OR ptmx)

The search was conducted in October 2023. The results of this search were examined in their
ranked order following the steps described below.

Paper Screening. The review process was done in two screening steps. In the first screening, we
looked at the title and abstract of the paper to decide if it was relevant to our study. If it is then
it was shortlisted for the second screening. In the second screening, we looked into the full paper
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to decide if it fits our criteria. The first and second screening was done based on the following
inclusion and exclusion criteria.
Inclusion Criteria:

IC1: Paper deals with prompting LLMs using one or more techniques
IC2: Paper is published since 2018:
IC3: Paper is written in English

Exclusion Criteria:

EC1: Paper does not introduce new prompting techniques to query LLM

EC2: Paper deals with the generation of anything other than text and code (e.g., image, speech,
and video data)

EC3: Paper that presents prompting techniques that cannot be used for generation tasks (e.g.,
techniques specific to classification tasks)

EC4: Paper that presents automated prompt optimization techniques and frameworks (e.g.,
prompt tuning and black-box tuning)

EC5: Paper that presents prompting technique for attacking the model (e.g., jailbreak prompts)

EC6: Out of scope (e.g., techniques for medical science)

IC11is the main criteria that we use to include papers in the review since our goal is to find papers
that explore different ways to prompt LLMs to optimize the response. Significant developments in
the field of LLMs started happening since the year 2018 (GPT-1,> BERT [21]). Hence we defined IC2
to look at relevant works on prompting techniques that emerged after this. IC3 is a basic criterion
that only includes papers written in English.

The exclusion criteria are designed to identify prompting techniques that can be used for code
generation even though they are not specifically created for this task. If any of the criteria outlined
in EC are met, regardless of the IC, then a publication is disqualified from the review process.
There are several works that use LLMs for different tasks through prompting. However, many of
these works adhere to basic prompting methods without introducing any novel techniques. As
our objective is to identify and list novel prompting approaches, we employed ECI as the primary
criterion for filtering out papers that rely on existing techniques. EC2 excludes papers focusing
on generating anything other than textual content, and by extension code. This decision is based
on the differing training methodologies between LLMs handling non-textual data such as videos
or images and those dealing with textual data. Consequently, we proceeded with the assumption
that prompting techniques for non-textual data may not be suitable for code generation. EC3
eliminates techniques that target problems with restrictive answers, such as yes/no questions,
cloze-style questions, or multiple-choice questions. These techniques are excluded because they do
not facilitate generation tasks like code generation. Automated prompt engineering techniques
such as prompt tuning [109] and black-box tuning [34, 99] as well as automated frameworks that
optimize prompts and LLM outputs [121, 132] are excluded from our list as they follow a very
different methodology involving data training, learning, external tools or complex automated
algorithms to improve prompts. Evaluating such techniques requires a different setup compared to
non-automated prompting methods. Consequently, papers presenting these techniques are removed
using EC4. Additionally, papers presenting various prompts and techniques aimed at attacking a
model are excluded using EC5, as they are not suitable for code generation. Papers discussing topics
outside of prompt engineering or belonging to irrelevant fields, such as medicine or construction,
are eliminated using EC6.

Zhttps://openai.com/research/language-unsupervised.
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We reached saturation at the mark of 358 search results, as we observed no new papers that passed
the first screening process within over 100 results before that point. Consequently, we concluded
this stage upon reaching the 358th paper in the ranked results obtained from our search. Following
the first screening of titles and abstracts, 30 of them were chosen to undergo further evaluation.
Out of the 358 papers, the majority were excluded based on EC1, which involves eliminating works
that do not introduce a new prompting technique. Upon full review in the second screening step,
22 papers were excluded, leaving a selection of eight relevant papers introducing novel prompting
techniques.

Snowballing. To ensure that we did not miss any other relevant papers, we also performed three
rounds of backward snowballing [117]. Here we went through the references of the selected papers
iteratively following the same two-step screening process as above until no new papers were
obtained. From this, we obtained five additional relevant ones making the total number of relevant
papers 13. Three papers under consideration were released on preprint servers like arXiv and have
not undergone formal peer review. However, these preprint papers have been frequently cited with
the least number of citations being 48. Hence we decided to retain those papers.

Knowledge Extraction. Each final paper that introduced a prompting technique suitable for code
generation was examined in detail. The primary objective was to extract the techniques themselves
and pinpoint their key features. For this, we performed a lightweight thematic analysis with open
coding as it offers a qualitative method for analyzing textual or qualitative data to interpret patterns
or themes within the data [102, 118]. During this process, the first author extracted codes related to
prompting techniques following an inductive approach. The themes that emerged from this coding
were then discussed with two other authors to categorize and label the techniques.

In addition to this, attention was also directed toward details such as the LLMs on which the
technique was tested, the specific tasks used for evaluation, and the datasets employed for this
purpose. Furthermore, data regarding the year of publication, venue, and citation count at the time
of the study were also extracted. This was aimed at creating a consolidated source of information
beneficial to researchers and developers delving into prompting techniques for code generation.

4 Prompting Techniques for Code Generation (RQT)

In this section, we present an overview of the selected prompting techniques from the SLR that
are deemed suitable for code generation tasks. Throughout our review, we encountered numerous
prompting techniques. However, not all of them were selected to be in our final list as determined
by our exclusion criteria. All results of this literature review, along with the techniques that
were excluded from our consideration and the reason for their exclusion are documented in our
replication package specified in Section 11.

4.1 Overview of the Selected Papers

The information extracted from the 13 papers is presented in Table 1. The chosen papers are those
that introduce novel prompting techniques. Among these, we identified 15 distinct techniques
designed for textual content generation with potential applicability to code generation tasks. Ten of
these papers have undergone peer review, while the remaining have received at least 48 citations.
Except for two papers [88, 113], all have conducted experimental validation of their introduced
prompting techniques. Only two of them [47, 66] have evaluated their techniques specifically
for code generation tasks. The other techniques primarily target various reasoning tasks such as
symbolic, logical, commonsense, and arithmetic. Among the papers that conducted experimental
validation, 10 out of 11 utilize OpenAl models indicating the prevalence of these models in research
in this field.
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Based on commonalities derived from the thematic analysis, we have labeled the techniques using
three distinct properties related to their execution as shown in Table 1. They are Single/Multi-step,
Demonstrative/Non-Demonstrative, and Linear/Parallel. A technique that prompts the model
in a single step, obtaining the final output with just one prompt, is referred to as a single-step
technique. Conversely, a technique requiring multiple prompts to generate the final output is
termed a multi-step technique. Single-step techniques are cost-effective compared to multi-step
techniques as they necessitate only one prompt. Among the 15 techniques identified, 6 are single-
step techniques, while the rest are multi-step techniques. If a technique is executed by providing
demonstrative examples of inputs and expected outputs for prompting the model, it is categorized
as a demonstrative technique. Conversely, a technique not requiring input-output examples is
labeled as a non-demonstrative technique. Six out of 15 techniques are non-demonstrative.

Although demonstrative techniques may potentially yield desired outputs more effectively than
non-demonstrative techniques, this depends on the availability of high-quality demonstrative
examples. In real-world scenarios, especially in complex code generation tasks, obtaining such
examples can be challenging. Most techniques in our inventory involve conducting a single se-
quential interaction with the LLM. Here, the model is prompted, and its response is either used as
the final output or serves as a basis for proceeding to the next step of prompting. These techniques
are labeled as linear.

Conversely, techniques that engage in multiple parallel chains of conversation with the model
and utilize the parallel responses generated by the model to either finalize the output or advance to
the next parallel step of prompting are labeled as parallel. Among the 15 techniques examined, only
two are classified as parallel. However, there are techniques outside of our list that employ parallel
response generation or interactions, such as Ask Me Anything [3] and Tree-of-Thoughts [121] which
were excluded due to their unsuitability for our use case. Therefore, we opted to maintain this label
within our list of techniques.

A more detailed description of the individual techniques included in Table 1 and how they can
be used for code generation are presented in the following subsection.

4.2 Classification of Prompting Techniques

Aside from the labels provided in Table 1 (single/multi-step, demonstrative/non-demonstrative, and
linear/parallel), we also identified some other common characteristics based on the strategic design
of different prompting techniques which we used to classify them into five different categories
as shown in Figure 2. Below we describe the categories and the techniques that belong to them,
accompanied by demonstrations of how these techniques can be utilized for code generation tasks.
The responses of the LLM depicted in these demonstrations were generated by ChatGPT (GPT-3.5),
which is a conversational chatbot, in response to different prompting techniques.

4.2.1 Root Technigues. These are the foundational and most popular techniques based on which
more advanced techniques are built. Zero-shot, one-shot, and few-shot prompting come under this
category.

Zero-Shot. In this technique a model is asked to perform a task without task-specific training or
examples at the time of inference [13]. In such cases, the model relies completely on the data it
has seen during its pre-training to generate an appropriate response. In conversational LLMs such
as ChatGPT, zero-shot prompting is possibly the most commonly used way of interaction by an
average user. It has the advantage of not having to prepare a task-specific dataset of input-output
demonstrations to generate desirable output. However, if the model has not seen data related to the
task at hand in its training, then the performance of the model can be suboptimal with zero-shot
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Prompting Techniques
for Code Generation

| . I I

. Refinement-based Decomposition-based Reasoning-based o .
Root techniques . N B Priming techniques
techniques techniques techniques
Zero-shot + RCl * Least-to-most *« CoT + Persona pattern
One-shot +  Self-refine +  Self-planning + Zero-shot Cot + Memetic Proxy
Few-shot +  Progressive hint + Self-consistency

¢« Complexity-based
+  Few-shot with
explanation

Fig. 2. Classification of prompting techniques for code generation.

Few-shot Prompting: Example
[ 3 1. Write a Python function to calculate the factorial
[ of a number:
def factorial(num):
. if num ==0:
Zero-shot Prompting: Example return 1
else:
[ ] return num * factorial(num-1)
- Write a Python function to calculate the factorial of 2. W'_"‘e a Python function to check if a number is
anumber: prime:
def is_prime(number):
é if number <= 1:
return False
def factorial(num): I Y-m for iin range(2, int(number ** 0.5) + 1):
# Base case: the factorial of 0is 1 ao if number % i == 0:
if num == 0: return False
return 1 return True
# Recursive case: nl = n * (n-1)! 3. Write a Python function to add two numbers:
else:
return num * factorial(num - 1) é
def add_two_numbers(num1, num2): '7 t‘;.;}
return num1 + num2 ’/

Fig. 3. Zero-shot (left) and few-shot (right) prompting with ChatGPT for code generation.

prompting. This technique can be directly used for code generation tasks. Figure 3 includes a
demonstration of zero-shot prompting for a simple coding task and ChatGPT’s response to it.

One-Shot/Few-Shot. One-shot and few-shot prompting techniques [13] are very similar to each
other. In one-shot prompting, the model is given a single input-output example whereas in the
few-shot prompting the model is given examples of the task at inference time as conditioning before
providing the final input for which it is expected to produce the output. By supplying the model
with both input and corresponding output samples, it gains the benefit of producing a response that
closely aligns with the desired format. However, it can be a disadvantage when one does not have
sufficient or relevant task-specific data in advance. An illustration demonstrating the application of
few-shot prompting on ChatGPT for code generation can be seen in Figure 3. This example utilizes
two few-shot examples. We have omitted a separate example of one-shot prompting since it closely
resembles few-shot prompting but with only one demonstrative example.

4.2.2 Refinement-Based Techniques. Techniques belonging to this category focus on improving,
refining, or iterating the model outputs. They might involve feedback loops, user interactions, or
model self-assessment to enhance the quality of the generated responses. The prompting techniques
that come under this category include RCI, self-refine, and Progressive Hint Prompting (PHP).

RCI This prompting technique [50] is built on the understanding that LLMs possess a strong
capability to evaluate and recognize flaws in their own output. This technique involves a two-step
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RCI Prompting: Example
[ ] o]
- = Write a Python function to calculate the n-th
] Fibonaccl number: Progressive Hint Prompting: Example
Iteration 1
def fibonacci(n): ] * [ ~
ifn<=1: a - Q. Write a Python function to calculate the factorial
return n of a number:
else:
return fibonacci(n-1) + fibonacci(n-2)
A. def factorial(num): L X é
‘ Review your previous answer and find problems it r::tmu:n:lm @D
with your answer b
é return num * factorial(num-1)
The function uses a recursive approach, which is tﬂ}. Iteration 2
elegant but not efficient for large values of 'n' due 0
;" ";T e""°"‘f""_a' “';"e complexity. It also does not [ ] _\J Q. Write a Python function to calculate the factorial
EnCaincastNe DUt "] of a number. (Hint: The answer is near to
P def factorial(num):
- "~ Based on the problems you found, improve your if num ==0:
T answer return 1
else:
return num * factorial(num-1)
def fibonacci(n): Y%’.
ifn<o0: ) R TS— )
raise ValueError("Input cannot be negative") - def factorial(n): !m
elif n==0: result=1 an
FrT foriin ﬁ*n_ge[z, n+1):
elifn==1: result *=i
Tl return result
else:
a,b=0,1 Iteration 3 ...
for _inrange(2, n+1):
ab=ba+h
return b

.

Fig. 4. RCI (left) and progressive hint (right) prompting with ChatGPT for code generation.

process in addition to providing the initial input task. First, the LLM is prompted to analyze and
critique its current response (for instance: “Review your previous answer and find problems with
your answer”). Subsequently, drawing from the critiques it has outlined, the LLM is then instructed
to rectify the identified issues and revise its output accordingly (for example: “Based on the problems
you found, improve your answer”). This two-step process is repeated until a satisfactory output is
obtained or until a predefined number of iterations is done. RCI has the advantage that it needs no
task-specific expert data to generate desirable responses. However, this approach can be expensive
due to the iterative nature of the process. An added disadvantage is that the success of this approach
relies on the ability of the model to identify its own mistakes. A demonstration of one iteration of
this technique used for a code generation task is shown in Figure 4.

Self-Refine. This technique [66] is very similar to RCI. It uses two steps called feedback and
refine in addition to an initial output generation step to generate high-quality output. The initial
output from model M is generated using a task-specific prompt p,, with few-shot <input, output>
example pairs. Next, they use a prompt pg, to generate feedback for the previously generated
output by M. Few-shot examples are provided in this step in the form of <input, output, feedback>
triplets. The next step is to refine the output based on the generated feedback. This is done using
prompt presine that contains few-shot examples of refining outputs in the form of <input, output,
feedback, refined> quadruples. An adaptation of this technique for code generation is shown in
Figure 5.

Progressive Hint. PHP [129] is another technique that iteratively refines the output from the
LLM by providing increasingly informative hints in each iteration. The pipeline of this approach
is divided into two stages. The first stage is called base answer and base prompt. In this stage, the
model is provided with an input task with a basic prompt to which a base answer is generated.
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Self-Refine Prompting: Example

1. Write a Python function to calculate the factorial
[ ] of a number:
- def factorial(num):
if num == 0: ("self-Refine Prompting: Example h
return 1
else: Refine
return num * factorial{num-1)
2. Write a Python function to check if a number is Question - Write a Python function to calculate the
prime: a factorial of a number:
def is_prime(number): def factorial{num):
if number <=1: if num == 0:
return False return 1
for i in range(2, int{number ** 0.5) + 1): else:
if number % i==0: return num * factorial(num-1)
return False
return True Feedback:
<more examples ..> # This function correctly implements the
n. Write a Python function to calculate the n-th mathematical definition of factorial. However, the
Fibonacci number: code is slow due to the recursion overhead, lack of

tail  recursion optimization and  repeated
calculations. Switching to an iterative approach or

def fibonacci(n): Y.m* utilizing Python's built-in functionality could be
ifn<=1: ao more effective, especially for larger numbers or
return n applications requiring high efficiency.
else:
return fibonacci(n-1) + fibonacci(n-2) # Improved Version
Feedback import math
Question - Write a Python function to calculate the def factorlal{num}:
factorial of a number: return math.factorial(num)
[ J def factorial(num): <more examples ...>
- if num ==0:
return 1 Question - Write a Python function to calculate the
else: n-th Fibonacci number:
return num * factorial(num-1) def fibonacei(n):
ifn<=1:
Feedback: return n
else:

# This function correctly implements the
mathematical definition of factorial. However, the
code is slow due to the recursion overhead, lack of
tail  recursion  optimization and  repeated
calculations. Switching to an iterative approach or
utilizing Python's built-in functionality could be
more effective.

<more examples ...>

return fibonacci(n-1) + fibonacci{n-2)

Feedback:

# While the recursive implementation directly
reflects the Fibonacci definition and is simple to
understand, it is highly inefficient for larger inputs
due to its exponential time complexity and the lack
of reuse of previously calculated values. Employing

Question - Write a Python function to calculate the either an iterative approach or a memoized
n-th Fibonacci number: recursive approach would significantly improve its
def fibonacci(n): efficiency and scalability.
ifn<=1: .
returnn # Improved version
else:

def fibonacci_iterative(n):
Feedback: ab=0,1 a0
for _in range(n):

return fibonacci(n-1) + fibonacci(n-2) ¥, *

* a,b=b,a+b
# While the recursive implementation directly '(m return a
reflects the Fibonacci definition, it is highly
inefficient for larger inputs due to its exponential o \ /

time complexity and the lack of reuse of previously
calculated values. Employing either an iterative
approach or a memoized recursive approach would
significantly improve its efficiency and scalability.

Fig. 5. Feedback generation (left) and refining (right) steps of self-refining prompting with ChatGPT for code
generation.

The second stage is called subsequent answer and PHP where the base prompt is combined with
hints that are extracted from the previous answers (or base answer in this case). This is repeated
until the answers from the model do not change. Figure 4 shows the interaction with ChatGPT
for a simple coding task using this technique. PHP can be combined with standard zero-shot
prompting or sophisticated techniques such as Chain-of-Thought (CoT). This approach requires
at least two iterations. The approach is not considered successful until the last two outputs from
the model are the same. This can become computationally expensive based on the task and the
model. Additionally, the model can be misled if the hints provided stray too far away from the
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-~
Least-to-Most Prompting: Example Contd.

. Sub-problem Solving Stage:
Least-to-Most Prompting: Example

. [ ] ‘We need to calculate the volume of a cylinder where
Decomposition Stage: [} \ the values of n, radius, and height are provided.

Q: What is the Python code for calculating the area of

o the base circle?
- Q: We need to calculate the volume of a cylinder where
the values of n, radius, and height are provided. What A: def area_of_circle(radius):
is a Python code for calculating the volume of the pi =3.141592653589793
cylinder? \ area = pi * (radius ** 2)

return area
A: To answer the question "What is a Python

—

implementation for calculating the volume of n Q: What is the Python cade for calculating the volume
cylinders?”, we need to know: "What is the Python of the cylinder?
code for calculating the area of the base circle?”, "What
is the Python code for calculating the volume of the A: defvolume_of_cylinder(radius, height):
cylinder?” pi =3.141592653589793
base_area = area_of_circle(radius)
<more decomposition examples ...> volume = base_area * height

return volume
Q: We have a list that stores strings of varying length.
What is the Python implementation for calculating the <more sequential sub-problem solving examples ...>
total length of all the strings stored in the list?

We have list that stores strings of varying length.
Q: What is the Python code to iterate over a list of

é strings?
A: To answer the guestion "What is the Python tﬂ;
implementation for calculating the total length of all [ é
the strings stored in the list?", we need to know: "What A: # Define a list of strings ltm
is the Python code to iterate over a list of strings?”, list_of_strings = ["apple", "banana", "cherry"] an
"What is the Python code to find the length of each
string in the list?", "What is the Python code to find the # Iterate over the list of strings
sum of the lengths of the strings?" for string in list_of_strings:

print(string)

Continue the sequence until the final sub-problem is
answered

Fig. 6. Decomposition (left) and sub-problem solving (right) stage of least-to-most prompting with ChatGPT
for code generation.

correct answer [129]. This approach can be theoretically used for code generation tasks as shown
in Figure 4.

4.2.3 Decomposition-Based Techniques. Techniques in this category break down complex tasks
or prompts into simpler, more manageable pieces. Here, the language models perform multiple
small tasks to incrementally build toward the final, complex solution, facilitating more accurate
responses. The techniques under this category include least-to-most and self-planning prompting.

Least-to-Most. This prompting technique [131] is executed in two stages. In the decomposition
stage, the model is prompted to decompose the complex task into smaller sub-tasks. This prompt is
delivered using a few-shot approach, where a few examples are presented to illustrate how larger
tasks can be dissected into sub-tasks, followed by the actual complex task that needs to be addressed.
The second stage is the sub-problem solving stage where the model is asked to sequentially solve all
the sub-problems or sub-tasks identified in the decomposition stage. Here also, few-shot examples
demonstrating how sub-problems are solved are provided. Responses derived from solving each
sub-task are integrated back into the original task description before presenting the subsequent
sub-task to the model. This iterative process continues until all sub-tasks have been resolved,
resulting in the final solution.

Least-to-most prompting technique can also be used in combination with CoT or self-consistency
prompting techniques. Similar to other advanced prompting methods, this technique’s drawback
is the necessity to supply few-shot examples for both the decomposition of a complex task and
the resolution of its sub-tasks. The resource demands can escalate with the increasing number of
sub-tasks involved in the process. This approach can also be potentially used for code generation
provided you have a sufficient dataset containing information on coding problem decompositions
and solutions. Figure 6 demonstrates how this technique can be used for code generation.
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Self-planning: Example Contd.

Self-planning: Example Implementation Phase
Planning Phase o prime\_fib returns n-th number that is a Fibonacci
[ ] - number and it's also prime
[ Intent: Create a function that takes integers, floats, or 1. Create a function to check if a number is prime.
strings representing real numbers, and returns the 2. Generate a Fibonacci sequence.
larger variable in its given variable type. Return None if 3. Check if each number in the Fibonacci sequence is
the values are equal. Note: If a real number is prime decrement the counter.
represented as a string, the floating point might be . or 4. If the counter is 0, return the Fibonacci number
1. Store the original inputs.
2. Check if inputs are strings and convert to floats. def prime_fib(n: int): é
3. Compare the two inputs and return the larger one def is_prime(n: int): P tm
in its original data type ifn<2: an
<more plan examples ..> return False
for i in range(2, n):
Intent: prime\_fib returns n-th number that is a ifn%i==0:
Fibonacci number and it's also prime. return False
return True
é fib_seq=[1, 1]
1. Create a function to check if a number is prime. L tﬂ:‘ G =W
2. Generate a Fibonacci sequence. ao CAUGE )
3. Check if each number in the Fibonacci sequence is fll?_seq.appgnd(flb_seq[-l] +fib_seq(-2])
prime, decrement the counter. ifis_prime(fib_seq]-1]):
4. If the counter is 0, return the Fibonacci number. Sl =
return fib_seg[-1]
/

Fig. 7. Planning (left) and implementation (right) phase of self-planning prompting for code generation
(borrowed from [47]).

Self-Planning. This prompting approach [47] is specifically designed for code generation problems.
Hence no additional adaptation is required to tailor the technique for code generation tasks. Self-
planning is carried out in two phases. The first one is the planning phase where the code generation
task is decomposed into a plan of actions. This decomposition is done by the LLM itself. The
LLM is provided with demonstrative examples of how to come up with plans to solve coding
tasks before asking it to generate a plan for the task at hand. The action plan is structured as
an ordered list of steps. The plan should always conclude with a return statement. The second
phase is called the implementation phase wherein the LLM’s formulated plan is integrated with the
original task prompt. This integration prompts the LLM to adhere to its own outlined strategy when
producing the final code snippet. An example demonstration of this prompting technique is shown in
Figure 7. This example is directly taken from the original paper itself.

4.2.4 Reasoning-Based Techniques. Techniques that guide the model to employ and demonstrate
logical reasoning for generating responses are categorized as reasoning-based techniques. Reasoning
encompasses the act of drawing logical conclusions, evaluating arguments, and making inferences
using the information at hand [41]. These methods emphasize the model’s ability to engage in
cognitive and logical processes. Rather than simplifying a task as in the case of decomposition-
based techniques, these techniques encourage the model to follow a logical reasoning path and
articulate its thought process. The techniques that come under this category are CoT, zero-shot CoT,
self-consistency, and few-shot with explanation.

CoT. In this prompting approach [112], the LLM is compelled to produce a sequence of intermedi-
ary logical reasoning steps in NL, culminating in the solution to the presented problem. The goal of
this approach is to replicate how humans solve a complex problem following a chain of reasoning or
justification steps. In this method, the model is initially given a set of few-shot examples, consisting
of <input, CoT, output> triplets, to guide its understanding before it tackles the actual task. This
technique has been evaluated on various benchmarks including arithmetic, common sense, and
symbolic reasoning. However, one can assume that CoT can also be applied to code generation
tasks. Figure 8 demonstrates the CoT prompting technique for code generation.

An approach similar to this was proposed in 2017 by Ling et al. [63] where they train an
attention-based sequence-to-sequence model to solve complex mathematical problems using a

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 8, Article 225. Publication date: October 2025.



CoT Prompting: Example

[ ] Q: Write Python code to find the next prime number
= after 14.
A: To find the next prime, each number after 14 needs
to be checked one by one. A number is prime if it is not
\ divisible by any number other than 1 and itself. 15 is
divisible by 3 and 5, so it's not prime. 16 is divisible by
2, so it's not prime. 17 has no divisors other than 1 and
itself. Therefore, the next prime number after 14 is 17.
The Python code for this is

Prompting Techniques for Secure Code Generation: A Systematic Investigation

- .
Zero-shot CoT Prompting: Example

Reasoning Extraction Stage

® Q: Write Python code to determine if the year 2000 is a
a leap year.

A: Let's think step by step

To determine if the year 2000 is a leap year, we need to *

follow these steps: A year is a leap year if it is divisible tﬂl
by 4. However, if a year is divisible by 100, it must also aD
be divisible by 400 to be a leap year. Applying the Rules
to the Year 2000: 2000 is divisible by 4 (2000 / 4 =
500). 2000 is also divisible by 100 (2000 / 100 = 20).
2000 is divisible by 400 (2000 / 400 = 5). Conclusion:
Since 2000 meets all the criteria, it is a leap year. Based

225:17

on this reasoning, the Python code to determine if a
year is a leap year would look like this:
def is_leap_year(year):
if year % 4 ==0:
if year % 100 == 0:
if year % 400 == 0:
return True

def next_prime(num):
def is_prime(n):
ifn<=1:
return False
foriin range(2, int(n**0.5) + 1):
ifn%i==0:

return False
return False return True
return True return False
current =num+1 # Check if 2000 is a leap year
while True:

print(is_leap_year(2000))

if is_prime(current):
return current
current += 1
# Example usage:

Answer Extraction Phase

number = 14 [ ] Q: Write Python code to determine if the year 2000 is 2
- leap year.

print(f"The next prime number after {number} is", s Levs think step by step
next_prmefnumber) To determine if the year 2000 is a leap year, we need to
follow these steps: Rule for Leap Year:....
def is_leap_year(year):
if year % 4 == 0:
if year % 100 == 0:
if year % 400 == 0:
return True
A: Avyear is a leap year if it is divisible by 4. However, if it t%l return False
is also divisible by 100, it is not a leap year unless it is return True
divisible by 400. For 2000, it is divisible by 4, 100, and = | O return False

400. Therefore, 2000 is a leap year. So the Python code # Fhe_ck if 2000 is a leap year
e print(is_leap_year(2000))

more <input, chain of thought, output> examples...

Q: Write Python code to determine if the year 2000 is a
leap year.

def is_leap_year(year): Therefore the Python code is

if year % 4 == 0: &
if ‘_Ifear % ;{,02[;) 0 def is_leap_year(year): tm
if year ==0: if year % 4 == 0: o
return True if year % 100

return False

if year % 400
return True return True
return False return False
return True
return False

# Check if 2000 is a leap year
print(is_leap_year(2000))

o

Fig. 8. CoT (left) and zero-shot CoT (right) prompting using ChatGPT for code generation.

dataset containing problems with answer rationales and the final correct answers. However, this
approach focused on training rather than explicitly prompting a model, and it did not involve an
LLM. Hence we identify CoT as a novel prompting technique.

Zero-Shot CoT. This approach [51] addresses the limitations of the CoT approach, which requires
task-specific reasoning examples. Zero-shot CoT prompting is carried out in two stages. The first
one is the reasoning extraction stage where the model is prompted to generate the logical reasoning
for handling a given input task. Here the initial input task is appended with a hand-crafted trigger
sentence to extract the CoT reasoning from the model. From the evaluation conducted by the
authors, the trigger phrase Let’s think step by step yields the best results. The second stage is the
answer extraction stage where the model is supplied with the initial input task, the reasoning trigger
sentence, the step-by-step reasoning generated by the model, and another hand-crafted trigger
sentence to extract the final answer. The choice of this trigger sentence may vary based on the
desired answer type. For example, for a mathematical problem, a prompt like “Therefore, the answer
(Arabic numerals) is” nudges the model toward providing a numeric response. Since the prompt
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template of this technique varies very minimally across tasks, zero-shot CoT is considered a task-
agnostic approach. This approach has been evaluated for various arithmetic reasoning problems.
An example of applying this technique for code generation is included in Figure 8. Although the
answer extraction stage is designed to formulate the final answer in the specified format using the
reasoning steps generated by the model in the reasoning extraction phase, the example executed
on ChatGPT demonstrates that the final code is actually produced during the reasoning extraction
phase. Consequently, the same code, along with a repetition of the reasoning text, is redundantly
reiterated in the answer extraction phase.

Self-Consistency. Self-consistency [110] and complexity-based [30] prompting techniques are
similar to each other and are built on top of the CoT technique. They use a sample-and-marginalize
decoding strategy to generate more reliable output compared to that of CoT. In self-consistency, the
model is provided with an input task along with a set of CoT few-shot examples (<input, reasoning,
output>). The model’s decoder creates a set of parallel reasoning paths or chains, each leading to a
potential final answer. Multiple reasoning chains are generated using top-k, temperature, or nucleus
sampling. The most reliable answer is then determined by identifying the most consistent response
among the various final answers generated from these diverse reasoning chains. The rationale for
this technique is the intuition that numerous reasoning paths might lead to the correct final answer.
While some paths may produce incorrect answers, the paths that lead to the correct answer tend to
be more prevalent. This method has been tested and proven effective on tasks involving arithmetic,
commonsense, and symbolic reasoning.

This technique is particularly well-suited for tasks that have a definitive final answer, as opposed
to more creative tasks like code generation. However, it can still be applied to code generation
tasks. A demonstration of adapting self-consistency for code generation is included in Figure 9. As
you can see, the reasoning Paths 1 and 3 have generated the same consistent code indicating that
this is the correct answer. However, it should be noted that in this example the code generated by
the reasoning Path 2 is not wrong.

Complexity-Based Prompting. Complexity-based prompting also adopts a similar approach to
self-consistency but posits that chains involving more reasoning steps yield better performance.
Consequently, this technique emphasizes using CoT few-shot examples comprising a greater
number of reasoning steps (i.e., more complexity). They also note that when datasets containing
annotated reasoning chains are not available, one can use the question length as an indicator of the
complexity of the prompt.

Similar to self-consistency prompting, the final answer is chosen based on the consistency among
the responses generated by the model. However, instead of checking for consistency in all the N
generated reasoning chain responses, they adopt a complexity-based consistency approach where
only K (K < N) responses with a larger number of reasoning steps are considered whereas the
responses with lesser complexity are discarded. A demonstration of this approach is shown in
Figure 10.

In this example, assuming that a reasoning path with at least five steps is sufficiently complex,
only three out of five responses (Paths 2, 3, and 4) are deemed complex enough, making K = 3.
Following the consistency check of K responses, Paths 2 and 4 are identified as correct since their
outputs align, whereas the response from Path 3 diverges. As in the case of self-consistency, it
should be noted that the code generated in all the K paths lead to the correct solution.

Few-Shot with Explanation. As the name indicates, this technique [57] uses few-shot input-
output examples with a task instruction with additional explanations for each of the examples.
The explanations are provided after the output instead of before the output as in the case of CoT
or any other reasoning-based techniques that we saw earlier. They evaluated this approach on
several reasoning and inference-based tasks such as causality reasoning, mathematical induction,
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Self-consistency: Example

Reasoning Extraction Stage

[} Q: Write Python code to determine if the year 2000 is a

leap year. " " P
- A: A year is a leap year if it is divisible by 4. However, if Few-shot with Explanatlnn Prompting: Example

it is also divisible by 100, it is not a leap year unless it is

divisible by 400. For 2000, it is divisible by 4, 100, and [ ] Generate Python code for the task description
400. Therefare, 2000 is a leap year. Sa the Python code - Q: Find the next prime number after 14.
s A:
def is_leap_year(year): def next_prime(num):
ifyear %4 == 0: defis_prime(n):
if year % 100 ifn<=1:
if year % 400 == 0: \ return False
return True for i in range(2, int(n**0.5) + 1):
return False ifn%i==0:
return True return False
return False return True
current =num + 1
<more CoT examples...> while True:
ifis_prime(current):
Q: Write a Python function to check if a number is return current
[ prime. current += 1
+ number = 14
Reasoning Path 1 * print({f”Next prime number is", next_prime(number))
A number is prime if it's greater than 1 and has no tﬂ% Explanation: To find the next prime, each number after
divisors other than 1 and itself. 14 needs to be checked one by one. A number is prime
A an if it is not divisible by any number ather than 1 and
ifnum > 1: itself. 15 is divisible by 3 and 5, so it's not prime. 16 is
for i in range(2, num): divisible by 2, so it's not prime. 17 has no divisors
if (num % i) == 0: other than 1 and itself. Therefore, the next prime
return False number after 14 is 17.
return True
else: more <input, output, explanation> examples..
return False
Q: Write Python code to determine if the year 2000 is a
Reasoning Path 2 leap year.

Check divisibility by all numbers from 2 to the square
root of the number.
def is_prime(num):

if num > 1:

Beja-

defis_leap_year(year): 6
if (year % 4 == 0 and year % 100 |= 0) or (year % 400 1“1

for i in range(2, int{num**0.5) + 1): =0):
if (num % i) == 0: return True ao
return False else:
return True return False
year = 2000

else:

return False if is_leap_year(year):

print(f"{year} is a leap year.")
else:

print(f*{year} is not a leap year.")
Explanation: To determine if a year is a leap year, we
check if it's divisible by 4 but not by 100, or if it's

Reasoning Path 3

Utilize a sieve algorithm for checking primality.
def is_prime(num):

Bese-

if num > 1: divisible by 400. The year 2000 satisfies both
for i in range(2, num): conditions, so it is a leap year.
if (num % i) == 0:

return False
return True
else:
return False

Fig. 9. Self-consistency (left) and few-shot with explanation (right) prompting using ChatGPT for code
generation.

and inferring presupposition behind an utterance. They observed that this technique delivers better
results compared to zero and few-shot prompting in larger models. An adaptation of this technique
for a code generation task is also shown in Figure 9.

4.2.5 Priming Techniques. A recent work on prompt engineering by White et al. [113] proposed
a catalog of techniques to better converse with LLMs. They presented 16 task-agnostic prompt
patterns that can be used to drive a more meaningful conversation and deliver more acceptable
results. These patterns are designed to pre-program LLMs before prompting them with a task.
These patterns have not undergone experimental validation nor have the paper been peer-reviewed.
However, a close variant of one specific pattern, namely the Persona pattern, is also presented in a
peer-reviewed paper by Reynolds and McDonell [88], under the name Memetic Proxy. However,
this method has not been experimentally evaluated either. Nevertheless, we included these two
techniques in our taxonomy due to their appearance in two separate papers and the significant
number of citations they have garnered.
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The persona pattern involves asking the model to respond from a specific viewpoint. This
approach is useful when users are unclear about their output requirements from the LLM but have
a notion of the kind of role or person who might be able to answer a question or complete a task.
For instance, to generate secure code, a user might prompt the LLM to adopt the role of a software
security expert, thus focusing on secure code generation. Similarly, the memetic proxy method uses
a character or scenario as a stand-in for the requirements the LLM needs to fulfill when generating
a response. Both methods essentially prime the model to behave in a certain way, directing the
conversation. Therefore, in our taxonomy, these methods are categorized as priming techniques. A
demonstration example of this is shown in Figure 11.

RQ1: The study identified 15 prompting techniques that can be used for code generation. They
are zero-shot, one-shot, few-shot, RCI, self-refine, progressive hint, least-to-most, self-planning,
CoT, zero-shot CoT, self-consistency, few-shot with explanation, persona pattern and memetic
proxy prompting. These techniques are organized into five categories based on their common
characteristics. They are root, refinement-based, decomposition-based, reasoning-based, and
priming techniques.

5 Security Evaluation of Prompting Techniques: Methodology

From the SLR, we obtained a list of prompting techniques that can be used for code generation
as shown in Section 4. However, the goal of this research is to understand the impact of different
prompting techniques on secure code generation. Following this, we decided to examine the
prompting techniques listed earlier, to understand the impact they have on improving security
in LLM-generated Python code. In this section, first, we provide the details on the dataset and
the models used for our evaluation. After that, we present the methodology followed to decide
the suitability of the prompting techniques for further examination and the subsequent security
analysis of LLM-generated code using the selected techniques. The methodology is depicted in
Figure 12.

5.1 Dataset and Models

For the evaluation of prompting techniques to generate secure code, a dataset of coding tasks that
are designed to evaluate code security was required. To the extent of our knowledge, there are
two peer-reviewed datasets designed for security evaluation. SecurityEval [97] is one such dataset,
comprising 121 coding tasks. However, it is unsuitable for the purpose of this study as it lacks NL
prompts and instead contains incomplete code snippets. Tony et al. [104] created LLMSecEval, a
dataset designed specifically for assessing the security of code generated by LLMs. LLMSecEval
consists of 150 NL prompts covering 18 of the Top 25 Common Weakness Enumeration (CWE)
from 2021. An NL prompt in this context is a query or a description written in NL that defines a
programming task. Each coding task is designed to lead to a code that is potentially vulnerable to
one of the 18 CWEs if a naive implementation is used. The coding tasks in the dataset include:

— Input Validation Tasks (CWE-20, CWE-79, CWE-434): These tasks involve web-based appli-
cations performing dynamic content rendering using user-provided data, uploading user-
provided files, and so on.

— Authentication and Access Control Tasks (CWE-306, CWE-522, CWE-732, CWE-798): This mainly
involves performing user authentications for critical tasks and resources.
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C

based i

Complex Samples as Prompts

° leap year.
[ ~
1. Aleap year is a year that has 366 days, as opposed

c

based I

Reasoning Path 2

Q: Write Python code to determine if the year 2000 is a

2. Rule 1: Any year that s evenly divisible by 4 is a
leap year.

3. This accounts for the extra approximately 0.25
days per year, adding one day every four years.

4. Rule 2: Any year that is evenly divisible by 100 is
not a leap year, unless it also follows the next rule.

5. This adjustment is made because adding a leap
day every four years overcompensates slightly,
adding approximately 0.01 extra days per year.

6. Rule 3: Any year that is evenly divisible by 400 is a
leap year.

7. This final adjustment is made to correct the

5o the Python code is
defis_leap_year(year):
if year % 4

<more examples...>

Q: Write a Python function to find perfect numbers in a
given range

to a common year which has 365 days.

overcompensation made by the second rule,
ensuring the calendar remains aligned with Earth's
orbit over longer periods.

return True
return False
return True
return False

Reasoning Path 1

1

A perfect number s a positive integer that is equal
to the sum of its proper divisors, excluding itself.

-]

def find_perfect_numbers(a, b):
perfect_numbers =[]
for n in range(a, b+ 1):

integers

return perfect_numbers

1. A perfect number is a positive integer that is equal
to the sum of its proper divisors, excluding itself.

2. For example, 6 is a perfect number because its
divisors are 1,2,and 3,and 1+2+3 =6.

3. Every even perfect number can be described as
25-3(26-1) where 2¢-* s a prime number.

4. First decide the range [a,b] within which you want
to find perfect numbers.

5. For each n in the range, find its proper divisors

Proper divisors of n are those numbers less than
nnn which divide nnn evenly.

ifn<l:
continue # Since perfect numbers are positive

sum_divisors =0
for i in range(1, int(n**0.5) + 1):
ifn%

sum_divisors 4= i

n/li

1and
sum_divisors

if sum_divisors
perfect_numbers.append(n)

/i

Reasoning Path 3

1. Aperfect number is a positive integer that is equal
to the sum of its proper divisors, excluding itself.

2. Every even perfect number can be described as
2-1(20-1) where 2+-% is a prime number.

3. First decide the range [,b] within which you want
to find perfect numbers.

4. For each n in the range, find Its proper divisors.

isors of n are those numbers less than

Contd. C
Reasoning Path 4

2. Every even perfect number can be described as
22°4(2¢-1) where 2 is a prime number.

def find_perfect_numbers_unoptimized(a, b):
perfect_numbers = []
for n in range{a, b +1):
ifn<l:
continue # Skip non-positive numbers
sum_divisors =0
# Check every number less than n to see if it's a
divisor
for |In range(1, n):
ifn%i==0:
sum_divisors += i
#Check if the sum of divisors equals the number
if sum_divisors == n:
perfect_numbers.append(n)
return perfect_numbers

proper

nnn which divide nnn evenly.

n, then n/d is also a divisor.

def find_perfect_numbers_optimized(a, b):
perfect_numbers = []
for nin range(max(a, 1}, b + 1):
divisors = {1}
for iin range(2, int(n**0.5) + 1):
ifn% -
divisors.update([i, n // i])
#Sum all divisors and check if they equal n
if sum(divisors) == n:
perfect_numbers.append(n)
return perfect_number

5. Only check for divisors up to sqrt{n}. This is
because divisors come in pairs; if d is a divisor of

based

Contd.

%

1

2.

A perfect number is a positive integer that is equal
to the sum of its proper divisors, excluding itself.
For example, 6 is a perfect number because its
divisors are 1,2,and 3,and 1+2+3=6.

Every even perfect number can be described as
27-1(20-1) where 2+ is a prime number.

First decide the range [a,b] within which you want
to find perfect numbers.

For each n in the range, find its proper divisors.
Proper divisors of n are those numbers less than
nnn which divide nnn evenly.

For example, if 2 is a divisor of 8, then 8/2=4 is
also a divisor.

def find_perfect_numbers(a, b):

perfect_numbers =[]
for nin range(a, b+ 1):
ifn<t:
continue # Since perfect numbers are positive

integers

sum_divisors = 0
for i in range(1, int(n**0.5) + 1):
ifn%
sum_divisors += i
ifil=1andil=n//i:
sum_divisors +=n // i
if sum_divisor.
perfect_numbers.append(n)
return perfect_numbers

]
Ve

Reasoning Path 5

A perfect number is a positive integer that is equal
to the sum of its proper divisors, excluding itself.
Every even perfect number can be described as
25-(28-1) where 2 is a prime number.

For each n in the range, find its proper divisors.
Proper divisors of n are those numbers less than n
which divide nnn evenly.

def find_perfect_numbers(a, b}:

perfect_numbers
forn in range(a, b + 1):
ifn<l:
continue # Since perfect numbers are positive

ifil=1andil=n/

sum_divisors +=

if sum_divisors =

perfect_numbers.append(n)
return perfect_num|

Befe-

—

Fig. 10. Complexity-based prompting using ChatGPT for code generation. In this example, if reasoning paths
with at least five steps are considered, then only three responses are included in the consistency check (Paths

2,3, and 4).

-

e
Persona Pattern/Memetic Proxy: Example

Q. Act as a programming expert. Provide outputs
that a programming expert would give. Write a
Python function to check if a number is prime:

def is_prime(num):

if num <=1:
return False
elif num <= 3:
return True
elif num % 2 == 0 or num % 3 =:
return False
i=5
while i *i<=num:
ifnum % i==0ornum % (i + 2
return False
i+=6
return True

%

&

J

Fig. 11. Persona pattern/memetic proxy prompting using ChatGPT for a code generation task.
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Fig. 12. Methodology followed to select prompting techniques for secure code generation and evaluate their
impact on Python code security.

— OS Command Executions (CWE-78): This involves the creation and execution of OS commands
based on values provided by the user.

— Memory and Resource Management (CWE-119, CWE-125, CWE-416, CWE-476, CWE-787): These
operations focus on managing and manipulating data within data structures and memory.

— Database Operations (CWE-89): These operations are characterized by executing SQL queries
for data retrieval and insertion that are constructed using user-provided data.

— Arithmetic Operations (CWE-190): These involve tasks where arithmetic operations may lead
to integer overflow errors due to improper handling or unexpected size of input values.

— File Handling (CWE-22): These tasks involve performing operations on files located in secured
directories, utilizing file paths specified by the user.

— Information Disclosure (CWE-200): These tasks involve Web pages that display the details of a
logged in user, error messages with sensitive information, and so on.

— Data Serialization Tasks (CWE-502): This category covers tasks associated with the deserial-
ization of data, which can involve converting data structures or object states from a serialized
format back into usable forms within the application.

This is a suitable dataset for this study as it contains a set of NL prompts describing vulnerability-
prone coding tasks. Hence, we selected this dataset as the foundation for our research.

Initially, we tested several LLM candidates using simple coding tasks (e.g., find the factorial of
a given number, write a basic login function) written in NL to determine the suitable ones for
our study. We sought models with strong capabilities in both NL processing and code generation.
Our selection encompassed popular LLMs such as CodeBERT, CodeGen, CodeT5, GPT-3, GPT-3.5,
GPT-4, and LLAMA [105]. Nevertheless, we noticed that the performance provided by the OpenAl
models, including GPT-3, GPT-3.5, and GPT-4, far exceeded that of other models we examined.
Specifically, the other models appeared to struggle to accurately following the NL instructions in
the coding task description, often producing incoherent or irrelevant code responses. Furthermore,
as evident from Table 1, they are the most commonly utilized models by the papers selected from
the literature review that present different prompting techniques. Consequently, we decided to

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 8, Article 225. Publication date: October 2025.



Prompting Techniques for Secure Code Generation: A Systematic Investigation 225:23

conduct our experiments using the GPT-3, GPT-3.5, and GPT-4 models due to their promising
performance and widespread usage in prompt engineering research.

For GPT-3 we used the text-davinci-002 model via API. To facilitate the maximum reproducibility
of our results, we set the value of the temperature parameter to 0.0. The max_tokens determines the
length of the output which we set to 500. In cases where the model generated incomplete outputs
due to this length restriction, we repeated the code generation process using the same prompt
concatenated with the incomplete output generated by the model until we obtained a complete
output. The rest of the parameters such as top_p, frequency penalty, and presence penalty were set
to 0.1, 0.0, and 0.0 respectively. For GPT-3.5 and GPT-4, we accessed the models gpt-3.5-turbo and
gpt-4-1106-preview respectively via their API. We only set the temperature and top_p value for
these two models with values the same as that of the GPT-3, 0.0 and 0.1 respectively.

5.2 Selection of Prompting Techniques

As shown in Figure 12, we conducted an initial screening to decide the suitability of prompting
techniques for a more detailed analysis of their impact on generating secure code. The steps followed
in this initial screening process are presented below.

5.2.1 Qualification Criteria. In step ©, we set a condition the prompting techniques should
satisfy in order to qualify for an in-depth analysis. The condition requires the technique to be
non-demonstrative in nature, i.e., it should not involve providing input-output examples. Our main
objective is to assess techniques suitable for developers of all security expertise levels, intended
for everyday programming scenarios such as work environments. Expecting developers to supply
input-output examples for secure code generation would be counterproductive, as it assumes a
deep understanding of software security and readily available secure code examples, which is often
unrealistic. Additionally, due to the wide range and complexity of coding tasks, creating universally
applicable input-output examples for secure code generation is difficult and may also introduce
biases or oversights. Hence in this step, we eliminated prompting techniques that require example
demonstrations from our in-depth analysis.

5.2.2  Pre-Study. To ensure the feasibility of the prompting techniques for in-depth experimen-
tation, as part of step @, we used five randomly selected NL coding tasks from the LLMSecEval
dataset and generated code using one of the LLMs (GPT-3) employing the techniques that met the
qualification criteria in the previous step. This was necessary to verify if the techniques, when
provided with complex coding tasks, led to practical challenges such as failure to meet the exit
condition to end the prompting process or unsuccessful code generation. In Step ® we manually
assessed the responses generated by GPT-3. It is important to note that in this assessment, our
concern was not on the security of the generated code but merely the feasibility of the prompt-
ing techniques for further analysis for secure code generation. Due to this reason, we manually
checked the model responses to verify if the techniques could be successfully executed to obtain
an appropriate code response from the LLMs. An appropriate code response in this context is a
code snippet that implements the functionality specified in the coding task description. Only those
techniques that facilitated a seamless generation of code using an LLM, were considered in the
subsequent in-depth analysis focused on security aspects.

5.3 In-Depth Analysis of Python Code Security

Following the screening of prompting techniques that are suitable for our detailed investigation,
we proceeded to the steps that analyze their impact on secure code generation tasks as depicted in
Figure 12. These steps are elaborated below.

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 8, Article 225. Publication date: October 2025.



225:24 C. Tony et al.

5.3.1 Prompt Template Adaptation and Code Generation. Most papers on prompting techniques
focus on tasks unrelated to secure coding, requiring us to tailor these techniques to create prompt
templates for secure code generation. This customization is specific to each technique. In step @,
we performed this by modifying the task instruction, task input, and (optional) response trigger
phrases included in each prompting technique. The task instruction is the generic instruction that
specifies the action the model is expected to undertake, such as generating a translation, or, in our
case, generating secure code. It can also include statements that instruct the model to review or
improve its response among other tasks. The task input is the specific task scenario for which we
need a response such as the sentence to be translated or the description of the task for which the
model should generate code. The response trigger phrase is used to elicit a response from the model
without adhering to the conventional format of a task instruction. Examples include expressions like
“let’s think step by step” or “therefore the answer is” as seen in the case of zero-shot CoT technique.

In this step, the task instructions in the prompting techniques were modified to convey to the
model that it should generate secure Python code since our target programming language is Python.
For example, “Generate secure Python code for the following task description.” For the task input,
we used the NL coding task descriptions obtained from the LLMSecEval dataset. Furthermore, for
techniques that leverage task-specific trigger phrases, adjustments were made to integrate secure
code generation into it. For example, “Therefore secure Python implementation is.”

Once the prompt templates for each technique were adapted for secure code generation, we
proceeded to step ® where we systematically generated code utilizing all three LLMs employing
these templates. The code generation was performed by accessing the LLM via their respective
APIs as mentioned in Section 5.1.

5.3.2 Code Validity Analysis. In step ®, we checked whether the code produced by the LLMs,
utilizing different prompting techniques was valid. The validity of the code is characterized by two
factors:

— Task Alignment: In this check, we ensure if the model has generated actual code (and not just
NL comments) and that the generated code meets the functional requirements outlined in the
coding task description provided to the LLM. For instance, if the coding task involves creating
a Web page allowing users to update their e-mail addresses, we confirm that the generated
code indeed attempts to update the user’s old e-mail address with a new one.

— Code Completeness: In this check, we verify if the specified functionality in the task descrip-
tion is completely implemented in the code. For instance, the LLM may generate a code
snippet that implements a login page with an incomplete login() function that contains no
actual implementation but only comments to implement it. We also check for missing import
statements in this check. Such code snippets that are incomplete are considered invalid.

The code validity assessment was conducted manually by systematically going through each
generated code to confirm that the code was relevant and coherent with the task description.
In instances where a model’s output was either incomplete or not in alignment with the task
description, we initiated a second attempt to regenerate the code using the same model and
prompting technique that was initially used without changing anything to ensure that the invalid
code was not generated due to some unforeseen API errors. When the model failed to generate a
valid code the second time, we discarded that code snippet from our evaluation.

5.3.3 Code Security Analysis. In step @, we assessed the security of the code generated by the
LLMs using different prompting techniques. For this evaluation, we primarily relied on Bandit, a
static analysis tool specifically engineered to detect security weaknesses in Python code. Bandit
was chosen due to its use in several prior studies [84, 86, 91] for detecting security vulnerabilities
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in Python. Bandit examines the code and provides a report detailing the number of weaknesses,
their descriptions, associated CWE IDs, severity, and confidence levels. We conducted scans on
valid code outputs from the LLMs using various prompting techniques with Bandit and compiled
the findings. Our analysis of these reports aimed to discern the impact of each technique on code
security and to identify the most common weaknesses found in the LLM-generated Python code.
In addition to Bandit, we utilized CodeQL as a secondary tool to improve the reliability of our
experimental findings. CodeQL, which has also been employed in previous studies [76, 77, 96]
to analyze Python code, works by transforming the source code into a database and applying a
declarative query language to detect vulnerabilities. In our experiments, we used the python-
security-extended.qgls query set from CodeQL to detect the weaknesses in code. The output
from CodeQL typically includes a description of the identified weaknesses along with their specific
locations in the code.

Bandit Results Verification. Since Bandit serves as the primary tool for our analysis, we opted
to manually verify its results for a subset of code snippets generated by the LLMs. For this, we
randomly selected 15 (10% of the total tasks) coding tasks from the dataset and inspected the
code generated for these using the seven prompt templates by the three LLMs, resulting in a
total of 315 manually inspected code snippets. This manual verification was conducted to gauge
the reliability of results obtained from Bandit. During this manual verification, we examined the
code snippets to identify any false positives or false negatives in the weaknesses reported by
Bandit. Extensive information provided by MITRE [1] for different CWEs including vulnerability
description, examples, and mitigations was leveraged to identify weaknesses in the code. The results
of this manual verification were then compared with those of Bandit to understand the degree to
which Bandit is accurate. The steps followed for this manual verification is detailed in Appendix A.
No additional manual checks were conducted on CodeQL’s results, as it was used as a secondary
tool to validate the findings from Bandit.

5.4 Generalization to C Language

We also explored to what extent our findings in Python translate to other programming lan-
guages, particularly C. Given its lower-level nature, C is susceptible to different types of security
vulnerabilities compared to Python.

Coding Tasks and Model. We used a subset of coding tasks from the LLMSecEval dataset for
generating C code, as the majority of tasks in this dataset involve web application development,
which is not suitable for C language applications. Out of the 150 coding tasks, 67 do not involve
web development, making them suitable for C code generation. Therefore, we ran this generaliza-
tion experiment on these 67 tasks which include OS command execution, memory and resource
management, arithmetic operations, and file handling. The generalizability of our results was tested
on C code generated by GPT-4 ( gpt-4-1106-preview) since the vast majority of the code generated
by GPT-4 was valid in terms of task alignment and completeness. Additionally, all the prompting
techniques had the most significant impact on this model, as will be demonstrated in Section 6,
which further motivated this selection.

Approach. We generated C code using all the selected prompting techniques for 67 coding tasks
in LLMSecEval dataset. The generated code was first subjected to a manual code validity analysis
to check for task alignment and completeness just as in the case of the Python code. Following
this, all the valid code was evaluated for security weaknesses by CodeQL (as Bandit does not offer
support for C language). We employed cpp-security-extended.gls query set from CodeQL to
detect security weaknesses in code. A sample of the results (10%) from CodeQL was subjected to a
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manual inspection to verify the correctness of the results just as in the case of Python. The results
of this experiment are discussed in Section 7.

6 Security Evaluation Results

Our security analysis encompassed leveraging GPT-3, GPT-3.5, and GPT-4 to explore how various
prompting techniques influence the security of code generated by LLMs. Below, we present the
results of this investigation. All the generated code as well as the analysis results are present in our
replication package specified in Section 11.

6.1 Selected Prompting Techniques for In-Depth Security Analysis

We conducted an initial screening of the prompting techniques obtained from the SLR to identify
those suitable for detailed experimentation in our in-depth analysis. Following our qualification
criteria, any technique that is demonstrative in nature (refer Table 1) does not meet the requirements
for inclusion in our in-depth analysis as stated in Section 5.2. Based on this, 9 out of 15 techniques
were eliminated from further analysis, leaving us with zero-shot, zero-shot CoT, RCI, persona pattern,
memetic proxy, and PHP. However, as mentioned in Section 4.2.5, persona pattern and memetic proxy
are techniques that follow the same approach but with different names. Hence, we consider these
two techniques as one (referred as persona/memetic proxy from now on), resulting in a total of five
techniques. Subsequently, we conducted preliminary experiments on these five techniques, using
five randomly selected coding tasks from the LLMSecEval dataset to ensure that the techniques
could be successfully executed without any issues.

All five techniques, except for PHP, successfully generated appropriate code outputs for all five
coding tasks. Here, an appropriate output is a code snippet that is compliant with the functional
requirements specified in the prompt. As illustrated in Figure 4, PHP operates by iteratively refining
the LLM’s outputs until they reach a point of stability, where further iterations do not yield changes.
However, during our initial experiments with this technique, we encountered a challenge: the
model’s outputs continued to exhibit variations even after five iterations, failing to meet the exit
criteria defined for this technique. Consequently, we opted to exclude PHP from our in-depth
analysis, leaving us with four distinct prompting techniques that include zero-shot, zero-shot CoT,
RCI and persona/memetic proxy for further examination.

6.2 Adapted Prompt Templates

As described in Section 5.3.1, we adapted the four selected prompting techniques for secure code
generation tasks by modifying the task instruction, task input and the optional response trigger
phrases. The prompt templates are shown in Table 2. For all the templates, the task inputs were
replaced by the coding task descriptions from the LLMSecEval dataset.

Zero-shot prompting consists of a task instruction and task input. Prior research has shown that
significant improvements in an LLM’s performance can be achieved by manipulating a zero-shot
prompt [88]. However, given the impracticality of exploring every conceivable permutation of
NL prompts for secure code generation, our approach entailed conducting experiments utilizing
four distinct prompt variations by modifying the task instruction to provide a basic assessment
of the utility of zero-shot technique. These variations are baseline, naive-secure, CWE-specific, and
comprehensive prompts. The baseline prompt does not include any security information in the
task instruction. This variant is used as a base against which the impact of including security
specifications in the remaining zero-shot variants as well as the prompts from other prompting
techniques are measured. In the naive-secure prompt, the term “secure” is added to the task instruc-
tion to encourage secure implementations. In the next variant called CWE-specific prompts, we
examined the impact of incorporating more specific security details by adding security cues to the
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Table 2. Prompt Templates Adapted for Secure Code Generation in Python

Prompt Type Template
Baseline (0-shot) Generate Python code for the following: <coding task>
Naive-secure (0-shot) Generate secure Python code for the following: <coding task>

Generate secure Python code for the following: <coding task>
CWE-specific (0-shot) The code should prevent security weaknesses through <list of security measures based on the target CWE>
Use additional security measures where necessary
Comprehensive (0-shot) Generate secure Python code that prevents top security weaknesses listed in CWE for the following: <coding task>
Generate secure Python code for the following: <coding task>
Let’s think step by step
<steps from LLM>
Therefore, final secure Python implementation is:
Generate secure Python code for the following: <coding task>
RCI Review the following answer and find security problems with it: <code from LLM>
Based on the critique: <review from LLM>, improve the following answer: <code from LLM>
Rl o Act as a software security expert. Provide outputs that a security expert would give
Generate secure Python code for the following: <coding task>

Zero-shot CoT

prompts based on the specific CWE scenarios targeted by the coding task. For this, we carefully
summarized the information provided by MITRE on the potential mitigation methods that can be
applied during the implementation stage to prevent the weaknesses listed in the CWE. For example,
the CWE-specific prompt for a coding task targeting CWE-20: Improper Input Validation is,

Generate secure Python code for the following: <coding task>. The code should prevent security
weaknesses through proper validation, sanitization, and filtering of all inputs. Perform validation
when combining data from multiple sources. Convert all inputs into the expected datatypes and
ensure proper data encoding is applied at each interface. Use additional security measures where
necessary.

The final statement is added to the prompt to not restrict the security measures implemented by
the LLM to just one CWE. Writing CWE-specific prompts can be a tedious task since it requires
the users to explicitly specify the security measures to be taken. To rectify this we made a final
prompt variant called comprehensive prompts. In this variant, the task instruction requests the LLM
to prevent all the top security weaknesses listed in the CWE rather than focusing on just one (see
Table 2). This adjustment simplifies and shortens the prompt, making it more straightforward to
articulate its intent.

The prompt template for zero-shot CoT includes one task instruction delineating the task, along-
side two response trigger phrases designed to facilitate step-by-step reasoning and the articulation
of a final answer. Adaptations were necessary for the task instruction and the trigger phrase that
prompts the final answer, specifically to emphasize secure code generation. Those were modified
accordingly as shown in Table 2. Similarly, for RCI, the task instruction was modified just as in the
case of zero-shot CoT. Furthermore, the trigger phrase encouraging the LLM to critique its answer
was revised to direct the model’s attention toward identifying and addressing security issues in
its response. The second trigger phrase remained the same as in the original paper as it does not
include any task-specific references. In the persona/memetic proxy the task instruction was altered
to prompt the model to adopt the persona of a software security expert and produce secure Python
code, as illustrated in Table 2.

6.3 Security in LLM-Generated Python Code (RQ2)

We generated code using GPT-3, GPT-3.5, and GPT-4 for 150 security-sensitive tasks employ-
ing each of the seven prompt templates shown in Table 2. The initial step involved assessing
the validity of the generated code, ensuring it was task-aligned and complete as outlined in
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Section 5.3.2. Subsequently, all valid code snippets produced by the models were subjected to a
security assessment using the Bandit and CodeQL.

Alignment of Bandit and CodeQL. We analyzed all valid code snippets using both Bandit and
CodeQL. The absolute number of weaknesses reported by CodeQL differs from the one of Bandit
as it follows a different detection approach. However, our focus is not on the absolute number of
weaknesses, but rather on the relative differences between the prompting techniques. We observed
only minor differences between the two tools when it comes to the ranking of the prompting
techniques. Despite the nuances in the relative ranking across tools, the tools agree on the best
and worst-performing prompting techniques. For the sake of readability, we report only the
results from Bandit in the following subsections. The results yielded by CodeQL can be found in
Appendix B.

Manual Validation of Bandit Results. A sample of results (315 results) from Bandit was manually
inspected to verify the reliability of the tool. We performed a reliability agreement test on the
results from the manual inspection and Bandit using weighted Cohen’s Kappa. The Cohen’s Kappa
coefficient value ranges from —1 to 1, where values greater than 0.79 indicates strong agreement
among the two sets of results. We obtained a Kappa value of 0.87 averaged over the results of
seven prompting techniques from the three LLMs. This indicates that the results from Bandit are
reliable, especially for a comparative analysis of the relative impact of prompting techniques on
code security.

Results. Table 3 displays the number of valid code snippets (out of 150) each model generated
across the various prompt templates along with information regarding the number of Lines of
Code (LOC) in these snippets. It also shows the total number of security weaknesses identified
by Bandit for each prompt template along with the average number of security weaknesses per
code (rate) and the average number of weaknesses per LOC (density) to enable comparison of the
techniques.

The baseline prompt from the zero-shot family of prompting techniques is used as the base
against which the effectiveness of various prompting techniques is measured. The three zero-shot
prompt variations studied (naive-secure, CWE-specific, and comprehensive), all of which incorporate
some form of security cue, show evidence of a reduction in the number of overall weaknesses,
rate, and weakness density compared to the baseline prompt that includes no reference to code
security. However, it is important to note that the impact of these three variations does not exhibit
a consistent pattern across the three models that were evaluated.

Within the realm of zero-shot prompt variations, it can be seen from Table 3 that CWE-specific
prompts (0.38 weakness per code and 0.037 weakness density) tend to yield the most favorable
results when used with GPT-3. Conversely, for GPT-3.5, the naive-secure prompt delivers the lowest
rate of weakness per code (0.48) whereas comprehensive prompt leads to the lowest weakness density
(0.026). When working with GPT-4, it appears that the comprehensive prompt (0.46 weakness per
code and 0.016 weakness density) delivers the most promising outcomes among the zero-shot
prompt variants. Furthermore, when we compare all four prompting techniques together, we can
see that the RCI technique yields the least average number of weaknesses in code generated by
GPT-3.5 (0.42 weakness per code and 0.021 weakness density) and GPT-4 (0.27 weakness per code
and 0.011 weakness density). For GPT-3, even though simple zero-shot prompting yields the best
results in terms of total number and rate of weaknesses, RCI seems to deliver the least number of
weaknesses per LOC (0.029 weakness density). Across all the examined LLMs, the persona/memetic
proxy approach has led to the highest average number of security weaknesses among all the
evaluated prompting techniques excluding the baseline prompt that does not include any security
specifications.
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Table 3. The Results of Validity and Security Analysis of Python Code Generated by the Three
LLMs Using the Seven Prompt Templates

GPT-3
Prompt Type ‘ # Valid Code ‘ #LOC ‘ Security Weaknesses
MIN MAX Avg. | Count Rate Density
Baseline (0-shot) 131 2 80 11.175 78 0.595 0.103
Naive-secure (0-shot) 123 2 31 10.691 60 0.487 0.074
CWE-specific (0-shot) 124 3 65 13.846 47 0.379 0.037
Comprehensive (0-shot) 120 4 56 15.991 57 0.475 0.039
Zero-shot CoT 126 3 32 10.753 57 0.452 0.045
RCI 125 2 84 20.960 56 0.448 0.029
Persona/memetic proxy 137 5 76 15.875 72 0.525 0.043
GPT-3.5
Prompt Type ‘ # Valid Code #LOC ‘ Security Weaknesses
MIN MAX Avg. | Count Rate Density
Baseline (0-shot) 145 3 38 13.889 85 0.586 0.054
Naive-secure (0-shot) 147 3 55 16.374 70 0.476 0.034
CWE-specific (0-shot) 139 3 58 18.733 81 0.582 0.038
Comprehensive (0-shot) 141 5 65 20.680 73 0.517 0.026
Zero-shot CoT 140 3 42 14.357 65 0.464 0.043
RCI 138 5 65 23.543 58 0.42 0.021
Persona/memetic proxy 141 2 42 12.970 83 0.588 0.075
GPT-4
Prompt Type ‘ # Valid Code ‘ #LOC ‘ Security Weaknesses
MIN MAX Avg. | Count Rate Density
Baseline (0-shot) 144 3 39 16.990 109 0.756 0.049
Naive-secure (0-shot) 149 5 65 21.738 98 0.662 0.028
CWE-specific (0-shot) 145 6 81 28.379 87 0.6 0.02
Comprehensive (0-shot) 147 3 66 26.891 67 0.455 0.016
Zero-shot CoT 146 3 68 22.246 80 0.547 0.028
RCI 143 3 94 39.902 38 0.265 0.011
Persona/memetic proxy 147 3 50 19.319 98 0.666 0.047

The count is the total number of security weaknesses detected by Bandit, rate is the average number of security
weaknesses per code, and density is the average number of security weaknesses per LOC. The best performing
techniques are highlighted in bold text.

Figure 13 provides a comprehensive overview of the distribution of the count of weaknesses
across code snippets generated using different prompting techniques. Along the y-axis, different
prompt templates are listed, while the x-axis represents the count of weaknesses present in each
code snippet, ranging from 1 to 8. The color intensity within each cell of the heatmap reflects the
number of code snippets associated with a specific combination of prompting technique and the
count of weaknesses. A majority of the code snippets contain a single weakness in all the cases.
Notably, the highest number of security weaknesses identified within a single snippet is eight,
which is an anomaly produced by GPT-3 when utilizing the RCI technique (weaknesses associated
with CWE-377: Insecure temporary file and CWE-22: Path Traversal). However, it is observable that
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Fig. 13. Heat map showing the number of code snippets containing different counts of security weaknesses
categorized by different prompting techniques to depict the distribution of the number of weaknesses across
the generated code snippets.

RCI generally tends to generate fewer code snippets with a higher count of weaknesses. Conversely,
the persona/memetic proxy technique, which generally underperforms, tends to result in a greater
number of snippets with a significant number of weaknesses.

6.3.1 Statistical Tests. As weakness density provides a more comprehensive and meaningful
assessment of the weaknesses introduced by the models into code, we ran a Kruskall-Wallis test
[53] on this metric for each LLM to determine the statistical significance of the results obtained for
each prompt template. The p-values obtained for GPT-3, GPT-3.5, and GPT-4 are 0.334, 0.160, and
0.001 respectively. This indicates that there are significant differences in the weakness density of
prompt templates for GPT-4 (p < 0.05) as opposed to GPT-3 and GPT-3.5. To further understand
the results, we performed a Dunn’s post hoc test [24] with Bonferroni [8] correction (corrected
significant level (&) = 0.05/21 = 0.002381) on the results from all the models. Table 4 shows key
figures for facilitating comparisons among various prompting techniques. The column Pair denotes
the prompt template combinations being compared. The mean difference is the absolute difference
in the means calculated over the weakness density of code generated by each prompt type in the
pair. The next column displays the percentage difference in the average weakness density when
transitioning from the first technique to the second technique within the pair of techniques being
evaluated. Positive values indicates an increment and negative values show a decrement in the
average weakness density. The third column provides the p-values obtained as a result of the post hoc
test comparing the results of the pair of techniques. The observed increase or decrease in the number
of security weaknesses are significant when p < 0.002381. As indicated by the Kruskall-Wallis
test earlier, there is no statistically significant difference between the results of any prompt type
using GPT-3 and GPT-3.5. In the case of GPT-4, we can see a statistically significant reduction in
the weakness density when CWE-specific, comprehensive, and RCI prompts are used compared to
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Table 4. Statistical Test Results Comparing Each Pair of Prompting Techniques

Pair \ GPT-3 \ GPT-3.5 \ GPT-4
Mean Diff. % Diff. P-Value | Mean Diff. % Diff. P-Value | Mean Diff. % Diff. = P-Value

Baseline: naive-secure 0.030 —28.15% 0.293 0.020 —37.03% 0.090 0.020 —42.85% 0.054
Baseline: CWE-specific 0.066 —64.07% 0.043 0.016 —29.62% 0.532 0.029 —59.18% e
Baseline: comprehensive 0.064 —62.13%  0.095 0.028 —51.85% 0.106 0.033 —67.34% e
Baseline: zero-shot CoT 0.058 —56.31% 0.300 0.011 —20.37% 0.087 0.021 —42.85% 0.004
Baseline: RCI 0.074 —71.84% 0.029 0.033 —61.11% 0.003 0.038 —77.55% e
Baseline: persona/memetic 0.060 —58.25%  0.319 0.021 +38.88% 0.602 0.002 —4.08% 0.189
Naive-secure: CWE-specific 0.036 —50.00% 0.341 0.004 +11.76% 0.293 0.009 —28.57% 0.246
Naive-secure: comprehensive 0.035 —47.29%  0.539 0.007 —23.52% 0.950 0.012 —42.85% 0.009
Naive-secure: zero-shot CoT 0.028 —39.18% 0.983 0.009 +26.47% 0.972 0.000 0.00% 0.362
Naive-secure: RCI 0.045 —60.81% 0.269 0.013 —38.23% 0.220 0.018 —60.70% e
Naive-secure: persona/memetic 0.031 —41.89%  0.934 0.041 +120.58%  0.246 0.018 +67.85% 0.539
CWE-specific: comprehensive 0.002 +5.40% 0.741 0.012 —31.57% 0.328 0.003 —20.00% 0.154
CWE-specific: zero-shot CoT 0.008 +21.62% 0.327 0.005 +13.15% 0.283 0.009 +40.00% 0.803
CWE-specific: RCI 0.008 —21.62% 0.880 0.017 —44.73% 0.025 0.009 —45.00% e
CWE-specific: persona/memetic 0.006 +16.21% 0.289 0.037 +97.36% 0.917 0.027 +135.00% 0.077
Comprehensive: zero-shot CoT 0.006 +15.38%  0.523 0.017 +65.38% 0.923 0.012 +75.00% 0.093
Comprehensive: RCI 0.010 —25.64% 0.631 0.006 —19.23% 0.202 0.006 —31.25% 0.067
Comprehensive: persona/memetic 0.004 +10.25% 0.476 0.049 +188.46% 0.277 0.030 +193.75% e
Zero-shot CoT: RCI 0.017 —35.55% 0.257 0.022 —51.16% 0.239 0.018 -60.71% e
Zero-shot CoT: persona/memetic 0.002 —4.44% 0.951 0.032 +74.41% 0.237 0.019 +67.85% 0.128
RCI: persona/memetic 0.014 +48.70% 0.223 0.054 +257.14% 0.018 0.036 +327.27% e

The table shows the absolute mean difference (Mean Diff.) and the percentage difference (% Diff.) in the average weakness
density as well as the p-value obtained from post hoc Dunn’s statistical test using a Bonferroni corrected a.
The p-values that are much less than 0.001 are indicated by ***. The best performing technique is highlighted in bold text.

the baseline prompts. Furthermore, RCI significantly reduced the number of weaknesses compared
to naive-secure, CWE-specific, zero-shot CoT, and persona/memetic proxy prompts. We can also
observe a significant reduction in the weakness density when comprehensive prompts are used
compared to persona/memetic proxy prompts. The cases with statistically significant difference in
the performance are highlighted in bold text in the table.

We also employed statistical tests to identify significant differences in the count of security
weaknesses generated by each prompt template. These tests also revealed significant distinctions
in the outcomes of GPT-4. Subsequent post hoc analysis demonstrated a significant decrease in
weaknesses when using comprehensive and RCI prompts compared to baseline prompts. RCI prompts
also exhibited a noteworthy reduction in the number of weaknesses compared to naive-secure,
CWE-specific, zero-shot CoT, and persona/memetic proxy prompts. However, unlike the observed
trend in weakness density (Table 4), comprehensive prompts did not yield a significant reduction in
weaknesses compared to persona/memetic proxy. The results of this statistical test are provided in
the replication package.

( N
RQ2: Among the prompting techniques examined for secure Python code generation, RCI
which is a refinement-based technique exhibited the most favorable performance in terms
of weakness density. As discussed later in Section 7.5, this result seems to align to the case
of secure C code generation. In Python, persona/memetic proxy demonstrated the poorest
performance, resulting in the highest number of security weaknesses across code generated
by all three LLMs.

. J

6.3.2 Detected Weakness Categories. In Table 5, we present the various weaknesses identified
in all the LLM-generated code, employing different prompting techniques. Although each task
is designed to address a particular weakness, the generated code may still contain additional
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Table 5. The Number of Different Weaknesses Detected in the LLM-Generated Python Code for Different
Prompting Techniques

GPT-3
Prompt Type CWE-20 CWE-22 CWE-78 CWE-89 CWE-94 CWE-259 CWE-327 CWE-330 CWE-377 CWE-400 CWE-605 CWE-703 CWE-732
Baseline® 3 2 21 1 12 10 4 16 3 4 3 0 0
Naive-secure® 1 4 23 0 4 13 1 10 4 0 2 0
CWE-specific® 1 2 19 0 1 9 2 11 2 0 0 0 0
Comprehensive® 0 2 15 5 2 8 0 30 3 1 1 0 2
Zero-shot CoT 0 2 17 0 3 15 1 17 2 0 0 0 1
RCI 0 2 24 0 2 11 1 10 8 0 0 0 0
Persona/memetic 2 3 24 0 0 14 3 15 2 16 0 0 0
GPT-3.5
Prompt Type CWE-20 CWE-22 CWE-78 CWE-89 CWE-94 CWE-259 CWE-327 CWE-330 CWE-377 CWE-400 CWE-605 CWE-703 CWE-732
Baseline® 0 2 18 0 21 24 0 17 2 1 0 0 0
Naive-secure® 0 2 21 0 14 19 0 7 1 0 2
CWE-specific® 0 1 21 0 12 26 0 19 3 0 0 0 0
Comprehensive® 0 1 24 2 6 26 3 7 2 1 0 3 0
Zero-shot CoT 0 3 21 0 5 19 1 13 2 1 0 0 0
RCI 0 1 23 0 3 15 3 11 2 2 0 0 0
Persona/memetic 0 2 23 4 10 31 2 10 2 1 0 1 0
GPT-4
Prompt Type CWE-20 CWE-22 CWE-78 CWE-89 CWE-94 CWE-259 CWE-327 CWE-330 CWE-377 CWE-400 CWE-605 CWE-703 CWE-732
Baseline® 0 1 20 0 54 21 0 13 3 1 0 0 0
Naive-secure® 0 0 18 0 48 22 0 4 2 1 3 0 0
CWE-specific® 0 0 20 0 26 29 0 6 3 1 0 2 0
Comprehensive® 0 0 25 0 22 18 0 0 3 0 1 1 0
Zero-shot CoT 0 0 22 0 26 23 0 3 2 1 4 0 0
RCI 0 0 20 0 3 5 2 0 0 1 7 0 0
Persona/memetic 0 0 21 0 42 23 1 11 2 1 0 0 0

* Zero-shot prompt variants.

weaknesses. Therefore, to ensure all potential weaknesses were detected, Bandit was run without
any restrictions on the types of weaknesses it should identify. Consequently, the tool managed to
identify weaknesses beyond the 18 specifically targeted by the LLMSecEval coding tasks. The four
most commonly detected weaknesses by Bandit include CWE-78 (Improper Neutralization of Special
Elements used in an OS Command), CWE-259 (Use of Hard-coded Passwords), CWE-94 (Improper
Control of Generation of Code), and CWE-330 (Use of Insufficiently Random Values). Compared to
the other techniques, employing RCI leads to a noticeable reduction in the occurrences of CWE-94,
CWE-259, and CWE-330 within the more advanced LLM versions, namely GPT-3.5 and GPT-4. In
contrast, CWE-78 appears to remain unaffected by the utilization of various prompting techniques.
In addition to the prompting techniques, the models themselves appear to influence the frequency
of detected weaknesses. The code generated by GPT-3 records no instance of CWE-703 (Improper
Check or Handling of Exceptional Conditions). Both GPT-3.5 and GPT-4 have successfully eradicated
any instances of CWE-20 (Improper Input Validation). Furthermore, GPT-4 has demonstrated the
capability to eliminate both CWE-89 (Improper Neutralization of Special Elements used in an SQL
Command) and CWE-732 (Incorrect Permission Assignment for Critical Resource). Likewise, the
instances of CWE-94 in code generated by GPT-4 utilizing all the examined prompting techniques
notably surpass those in the other two models, particularly in contrast to GPT-3. This suggests that
the presence of weaknesses in code depends not only on the employed prompting technique but also
on the specific model in use. A more detailed analysis of the prominent CWEs in LLM-generated
code can be found in Section 7.

7 Discussion

In this section, we provide a more detailed analysis of the results presented in Section 6, aiming to
obtain a deeper understanding of the security aspects surrounding Python code generated by the
LLMs. Initially, we explore the general effect of different prompting techniques on code security,
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seeking to determine the most effective approach to elaborate on RQ2. Additionally, we investigate
the most prevalent CWEs identified within the LLM-generated code and evaluate how different
prompting techniques handle these weaknesses. Finally, we scrutinize the impact of incorporating
security cues into the prompts using various prompting techniques, assessing how they affect the
coding behavior exhibited by the LLMs.

7.1 Effect of Prompting Techniques on Security

While it is already acknowledged, our experimental results reaffirm that developers should exercise
caution in relying solely on LLMs for security-critical tasks. Specialized measures are imperative to
address the security weaknesses inherent in the code generated by these models. In this regard, we
examined four prompting techniques—zero-shot, zero-shot CoT, RCI, and persona/memetic proxy—for
secure code generation using LLMs. This section delves into the strengths and limitations of these
techniques through a comparative analysis.

Zero-Shot Prompting. Zero-shot prompting is the simplest way to request a model to gener-
ate (secure) code. In addition to the baseline prompt, we crafted three variations of zero-shot
prompts—naive-secure, CWE-specific, and comprehensive—each infused with different levels of
security cues. These variations had varying effects on the security behavior of the LLMs during
code generation.

Despite being statistically insignificant, a simple addition of the term “secure” to the prompt led
to a reduction in the average weakness density of the generated code by 28.15%, 37.03%, and 42.85%
for GPT-3, GPT-3.5, and GPT-4, respectively, as shown in Table 4. The CWE-specific prompt variant,
a more detailed prompt asking the LLMs to implement security measures targeting specific CWEs,
achieved a reduction of 64.07% and 59.18% for GPT-3 and GPT-4, respectively, compared to the
baseline prompts. However, for GPT-3.5, this variant surprisingly ended up with higher weakness
density than the naive-secure prompts. While the comprehensive prompt variant that targets all
the CWEs in general reduced the weakness density by 31.57% and 20% for GPT-3.5 for GPT-4,
respectively, compared to that of CWE-specific prompts, it increased the weakness density by 5.4%
for GPT-3.

In summary, within the domain of zero-shot prompting techniques, CWE-specific prompts demon-
strated superior effectiveness for GPT-3, while comprehensive prompts proved optimal for GPT-
3.5, and GPT-4 in terms of weakness density. When we consider weakness count and rate in
Table 3, CWE-specific and comprehensive prompts perform the best for GPT-3 and GPT-4, respec-
tively, just as in the case of weakness density results, while naive-secure performs the best for
GPT-3.5. Although the CWE-specific variant has demonstrated superior performance as a prompt
for GPT-3, crafting such prompts can be tedious as it demands extensive knowledge of the potential
security weaknesses in a given task and their mitigation methods. Including all this information in
the prompt can make it overly lengthy and confusing, potentially diverting the model’s attention
away from key functional requirements in the task. Comprehensive prompts solve this issue by
employing a simpler and more generic structure and have proven to yield better results in GPT-3.5
and GPT-4, which are the more advanced versions in the GPT model series. This suggests that, when
employing zero-shot prompting techniques, referencing well-established standards or frameworks
like CWE or OWASP secure coding practices® can guide the model to generate more secure code,
as such widely recognized standards are likely included in the LLMs’ training data [114]. However,
even with the comprehensive variant, the weakness density presented in Table 3 indicates that
GPT-3.5 and GPT-4 generate 2.6 and 1.6 security weaknesses per hundred LOC, respectively, which

Shttps://owasp.org/www-project-secure-coding-practices-quick-reference-guide/.
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is suboptimal. Therefore, further investigation into optimizing zero-shot prompts for secure code
generation would be worthwhile.

Manual design and experimentation with various zero-shot prompt variations is not an efficient
approach. Several studies explore automated prompt optimization techniques within a prompt-
search framework, including genetic algorithms [80, 120], reinforcement learning [20], prompt
tuning [109], black-box tuning [34, 99], and more. These methods can be leveraged for secure code
generation, streamlining the process of finding effective prompts.

Zero-Shot CoT Prompting. According to Table 4, this method achieved a reduction in the weak-
ness density by 56.31%, 20.37%, and 42.85% in the code generated by GPT-3 GPT-3.5, and GPT-4,
respectively, compared to the baseline prompt. While this method has demonstrated superiority
over the zero-shot prompting technique for GPT-3.5 in terms of weakness count and rate (see
Table 3), there are zero-shot prompt variations that outperform this method across all models when
we consider weakness density. Zero-shot CoT operates on a reasoning-based approach, as discussed
in Section 4, guiding the model to address problems through step-by-step thinking using a trigger
phrase. Following the recommendation from [51], we utilized the trigger phrase “Let’s think step
by step,” along with explicit demand to generate secure code in the remaining part of the prompt
as shown in Table 2. While zero-shot CoT has demonstrated promise for arithmetic, symbolic, and
logical reasoning tasks [51], its efficacy appears limited for secure code generation tasks. Addressing
functional requirements in coding tasks mirrors the process of solving logical problems through
sequential reasoning steps. However, integrating non-functional requirements like security into
these steps may necessitate more than a simple trigger phrase such as “Let’s think step by step.”
Exploring variations of this trigger phrase could potentially yield improved results. Nonetheless,
based on a quick effort-reward analysis using our obtained results, using straightforward zero-shot
prompts such as the comprehensive prompt template that yield similar or better outcomes could be
more promising, considering that zero-shot prompts operate in a single step, while zero-shot CoT
involves a multi-step process that demands more effort and resources to optimize.

RCI Prompting. A detailed examination from Table 3 illustrates that RCI consistently yields
the best results for both GPT-3.5 and GPT-4. Of particular significance is its performance with
GPT-4, where RCI managed to achieve a significant reduction of 77.55% in the average weakness
density compared to the baseline prompt. Furthermore, RCI stands out with statistically significant
reductions in weakness density compared to other prompt types: it resulted in 60.70% lesser
weakness density than naive-secure prompts, 45% lesser than CWE-specific prompts, and 60.71%
lesser than zero-shot CoT and 327.27% lesser than persona/memetic proxy prompts (refer Table 4).
Even for GPT-3, RCI was able to decrease the average weakness density by 71.84% compared to the
baseline prompt. RCI represents a technique where the model undergoes a self-assessment of its
generated code to pinpoint security issues before undertaking corrective actions. Studies [6, 31,
95] have demonstrated remarkable self-critiquing capabilities of advanced LLMs. This ability has
notably enhanced their responsiveness to the RCI technique compared to other prompting methods.
Currently, our implementation of RCI involves a single iteration of review and improvement.
Developers can easily integrate this into the software development process to enhance security
to a large extent when using LLMs, especially the ones with a conversational interface, for code
generation. Increasing the number of critique-improvement iterations in RCI has the potential
to enhance code security further, even when using models like GPT-3 and GPT-3.5. Self-refine
is another prompting technique that we identified from our SLR (see Table 1), that works very
similar to RCI but with a distinction of using few-shot examples. Despite the significant potential
demonstrated by these refinement-based techniques, there is a scarcity of research utilizing them
for tasks such as secure code generation.
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Persona/Memetic Proxy. We employed the persona of a “software security expert” to prompt LLMs
toward generating security-conscious code. Interestingly, this approach consistently performed the
worst in terms of weakness count, rate, and density by all the LLMs. Particularly, in the case of
GPT-3.5, the weakness rate obtained for this technique is more than the baseline prompt. Hence
assuming a predefined role, such as that of a security expert, might not align well with the inherent
strengths of LLMs, particularly in the domain of secure Python code generation.

7.2 Prominent Security Weaknesses in LLM-Generated Code

In this section, we delve into our findings through the lens of the key CWEs detected by Bandit
which are highlighted in Table 5, discussing the challenges they pose to the task of generating
secure code.

CWE-78. CWE-78 stands out as one of the most frequently recorded weaknesses across the
code generated by all three LLMs. It manifests when an application incorporates external input
to construct an OS command but fails to adequately neutralize special characters or elements
within the command. This deficiency can result in unintended modifications to the command
when passed on to subsequent components. In the LLM-generated code, this weakness often
materializes in the form of an OS command initiating a process with a partial executable path or
when a subprocess.run() command is invoked using user-provided input. Examining Table 5, it
is evident that the adoption of different prompting techniques does not significantly diminish the
frequency of this weakness in the generated code by any of the three models. This underscores the
necessity for meticulous crafting of prompts, particularly for coding tasks involving subprocess
calls or other OS commands reliant on external input.

CWE-259. This vulnerability stems from the inclusion of hard-coded passwords within the
codebase. CWE-259 is the child category of CWE-798 (Use of Hard-coded Credentials) which is
covered in LLMSecEval. In our analysis, it frequently materialized as static credentials embedded for
login authentication and MySQL database connections for various operations. Across code generated
by all the LLMs, most prompting techniques appeared ineffective in significantly mitigating this
weakness. However, the RCI prompting technique notably reduced this vulnerability in GPT-3.5
(from 24 instances to 15) and GPT-4 (from 21 instances to 5). Even in the case of GPT-3, RCI yielded
the fewest occurrences of CWE-259, albeit not by a substantial margin. Upon examination of
LLM-generated code afflicted by this vulnerability, we observed instances where the LLM itself
appended comments cautioning against the use of hard-coded passwords, suggesting instead the
utilization of credentials from environment variables or a database. This suggests that LLMs are
capable of recognizing this vulnerability within the code, and under RCI prompting, they exhibit a
notable success rate in eliminating it during code review and improvement processes.

CWE-94. This vulnerability occurs when the software constructs a code segment using input
from an external source without adequately neutralizing the special elements within the input.
Bandit flagged this weakness in the code generated by the LLMs whenever a Flask application
was executed in debug mode. Enabling debug mode in Flask triggers the Werkzeug debugger,*
which includes a feature permitting arbitrary code execution. Other SAST tools such as CodeQL
flag running a flask application in the debug mode as an instance of CWE-200 (Exposure of Sensitive
Information to an Unauthorized Actor) which is covered in LLMSecEval. This is because the detailed
error messages and stack traces generated in the debug mode can expose sensitive information.
Both Flask and Werkzeug documentation strongly discourage enabling debug mode in production
systems. In Table 5, we observe that the baseline prompt, which lacks cues regarding code security,
leads to numerous instances of this vulnerability in the generated code, particularly when GPT-3.5

*https://werkzeug.palletsprojects.com/en/3.0.x/debug/.
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and GPT-4 are employed for code generation. However, the prompting techniques have shown
significant success in eliminating this vulnerability from the code. Particularly, the RCI technique
reduced instances from 12 to 2 for GPT-3, 21 to 3 for GPT-3.5, and 54 to 3 for GPT-4.

CWE-330. This weakness surfaces when a system relies on inadequately randomized numbers
or values within security contexts requiring unpredictability. If the system generates predictable
values in situations demanding randomness, attackers could foresee the subsequent generated
value. According to Bandit security guidelines, employing standard pseudo-random generators
is unsuitable for security or cryptographic purposes. In LLM-generated code, instances of this
weakness occur when less secure generators like “random. random” or “random. randint” are used
to generate random values. In the case of GPT-3, the applied prompting techniques appear ineffective
in reducing occurrences of this weakness. However, in GPT-3.5 and GPT-4, both the comprehensive
variant of zero-shot prompts and RCI prompts have notably diminished this vulnerability in code.
In the code produced using these prompting techniques, more secure random generator libraries
such as secrets from Python are employed.

7.3 High-Risk Coding Tasks

Upon further analysis of the results, we found that certain tasks particularly led to security weak-
nesses in the Python code generated by the LLMs, regardless of the applied prompt templates. For
example, all three LLMs, across nearly all prompt templates, produced code with weaknesses for
coding tasks that involve OS command executions using user-provided data. The following is a
task description from the LLMSecEval dataset showcasing such a behavior:

Coding Task: The code is a simple program that takes a username as a command line argument
and prints the user information from the /etc/passwd file. The program uses a function to execute
the command cat /etc/passwd | grep username.

In the generated code, the primary weakness detected is CWE-78 which is associated with
OS command injection. Most of the generated code either lacks proper sanitization or imple-
ments insufficient measures to sanitize user-provided values before using them to execute system
commands.

Another task that consistently leads to security weaknesses across all settings is user authenti-
cation in web-based applications. One of such tasks is the following:

Coding Task: The login page is a simple form with a username and password field. The do_login
function checks the username and password and if they are correct it sets the username in the
session and redirects to the secret page. The secret page is a simple page that says, “Secret settings”

The detected weaknesses in the generated code are related to CWE-259 and CWE-94. These weak-
nesses include hard-coded passwords and Flask applications running in debug mode.

Several other tasks related to the implementation of web applications (particularly those involving
database operations, file upload, user data display, and data deserialization), also resulted in security
weaknesses in code generated by GPT-3.5 and GPT-4 across all prompting techniques. Similar to
the user authentication tasks, the most common security weaknesses observed in these cases were
associated with CWE-259 and CWE-94, regardless of the specific vulnerabilities targeted by the
task. Overall, these tasks can be subject to a variety of security weaknesses due to their complexity.
Particularly, they often include multiple functional requirements, which can divert focus from
security considerations, leading to potential vulnerabilities. Therefore, special caution is needed
when addressing complex coding tasks in order to avoid prominent security flaws like the ones
reported in Section 7.2.

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 8, Article 225. Publication date: October 2025.



Prompting Techniques for Secure Code Generation: A Systematic Investigation 225:37

7.4 Changes in Coding Behavior

Manipulating the prompts using different techniques has led to a marked shift in the coding behavior
demonstrated by the LLMs compared to the code generated by using the baseline prompt that
includes no security information.

(i)

(i)

(iii)

Addition of Appropriate Security Measures: This represents the most desirable coding behavior
that we aspire to observe when utilizing advanced prompting techniques to enhance code
security. Here, the model integrates suitable security measures into the generated code. To
give an example from our results, in the context of CWE-94, which deals with the improper
control of code generation, or more simply, code injection, the initial baseline prompts that
involved creating Flask applications resulted in code that ran Flask applications in debug mode
(app.run(debug=True)). However, with the inclusion of security cues within the prompts,
the model generated code that turned the debug mode off (app. run(debug=False)). This
incorporation of appropriate security measures is a behavior consistently observed across all
prompting techniques, albeit with variations in implementation.

Addition of Try-Catch Statements: A recurring pattern observed in the code generated by
the LLMs, when prompted with techniques designed to include security considerations,
is the addition of try-catch statements. Specifically, in code generated through the use
of the naive-secure variant of zero-shot prompts, these try-catch blocks were added as a
standalone security measure, without any other security enhancements. These instances
typically occurred when the models could not identify vulnerabilities or weaknesses in
the code apart from potential run-time errors. Consequently, they resorted to including
rudimentary security provisions through these blocks. While these try-catch statements
were effective in preventing certain Denial of Service attacks in some scenarios, they did
not significantly improve the overall security of the code in other cases. However, it is
noteworthy that for prompting techniques like zero-shot CoT and RCI, the introduction of
try-catch blocks was complemented by the integration of additional pertinent security
measures, providing a more comprehensive approach to code security.

Addition of Unnecessary Security Measures: Frequently, the models exhibit uncertainty regard-
ing the appropriate security measures to be included in the generated code. This uncertainty
becomes particularly noticeable in the context of naive-secure prompts, where the specific
security requirements are not explicitly evident from the prompt itself. To illustrate this point
using our findings, in a coding task where the primary objective is to copy content from a
source variable to a target variable, GPT-3.5 directed its attention toward securely hashing
the data to be copied from the source variable. This extra step, although a security measure,
was unnecessary and not mentioned in the original coding task. This observation suggests
the importance of directing the focus of the LLM to the desired security aspect when utilizing
zero-shot prompts, as it helps mitigate ambiguity and guides the model toward more relevant
and focused security enhancements within the generated code.

Additional Validation Checks: Within the code generated through the utilization of the RCI
prompting technique, a notable increase in the presence of validity checks is observed
especially in code generated using GPT-3.5 and GPT-4. These checks primarily serve the
purpose of validating input received from external sources, such as external function calls or
user inputs. These checks encompass a wide range of potential error scenarios, including
security-related input validations. The RCI technique, which encourages the model to enhance
its own code based on self-feedback, has resulted in the model’s ability to recognize its own
shortcomings. Consequently, this has led to a substantial increase in the number of both
functional and security-related checks integrated into the generated code.
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(v)

(vii)
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Security-Related Comments: Some code generated by both GPT-3.5 and GPT-4 include warn-
ings highlighting potential vulnerabilities. These warnings are present in code generated
using all prompt templates except the baseline prompt. While these comments do not directly
enhance the code’s security, they serve as valuable aids for developers utilizing such models
to identify security-related aspects within the code. Notably, code produced through the
RCI and zero-shot CoT methods by GPT-3.5 and GPT-4 stands out for its detailed comments
regarding the security measures implemented in the code. Moreover, there are instances in
which code snippets generated using all prompting techniques contain additional comments
pertaining to how to enhance security, even though these enhancements are not actually
implemented. This behavior is observed across all prompt types except the baseline one.
Specifically, GPT-4-generated code, when prompted with zero-shot CoT and RCI prompts,
often includes a section titled “Additional Security Considerations.” In this section, an exten-
sive list of potential security measures that can or should be implemented to further enhance
security is provided. Examples of such measures encompass suggestions like “Use a secure
database connection like SSL/TSL” and “Ensure script permissions are correctly configured to
prevent unauthorized access or modifications” Furthermore, many code snippets generated
through the RCI method also include cautionary security warnings, such as “Avoid logging
sensitive information” and “Ensure that memory dumps do not contain private data.” These
comments, while not directly affecting the code’s functionality, serve as valuable reminders
for developers to consider security aspects during the coding process.

Calls to Undeclared/Undefined Secure Methods: We observed numerous cases in GPT-3.5 and
GPT-4 where the generated Python snippet included calls to undeclared methods that did
not exist within the code’s scope. There were also calls to declared methods that remained
incomplete. In many cases, these methods are responsible for implementing security-sensitive
tasks such as password, or session verification, and are frequently accompanied by security-
related comments such as “securely verify the user session” This is mainly observed in
zero-shot prompt variants. Our analysis suggests that the models acknowledge the necessary
security measures required in the code from the prompts, but have prioritized their efforts on
fulfilling the functional requirements specified in the prompt. Code snippets with incomplete
logic were removed from our security analysis in the code validity analysis step.
Modification of Method Names: Quite commonly, when employing zero-shot prompt vari-
ations, we observe a pattern where method names in the generated code are prefixed
with the term “secure”” For instance, we came across method names like secure_ping(),
secure_memory_allocation, secure_upload_file, and the like. However, it is notewor-
thy that in many cases, the actual implementation within these methods remains unaltered,
despite the suggestive “secure” prefixes in the method names. This tendency is particularly
prevalent in code generated by GPT-3 and GPT-3.5.

7.5 Generalizability to C

The transferability of the findings obtained for Python regarding the impact of different prompting
techniques was tested on C, as mentioned in Section 5.4. The results from the CodeQL evaluations
are presented in Table 6. As in the case of Python (Section 6.3), we selected a sample of results (49

cases,

which account for 10% of the results) from CodeQL for manual inspection. After conducting

a reliability agreement test, we obtained a Kappa value of 0.82 averaged over the results of the

seven

prompting techniques from GPT-4, suggesting that the results for C code from CodeQL are

highly reliable.
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It can be seen that all the prompt templates that incorporated some form of security specifications
showed improved results compared to the baseline prompt (which did not include any security-
related instructions). Hence, this further highlights the importance of including explicit security
specifications in prompts when generating code using LLMs. Among all the techniques, RCI
produced C code with the lowest weakness count, rate, and density, consistent with the findings
on Python. This, in principle, suggests its applicability across different programming languages.
However, unlike the Python results, where the persona/memetic proxy technique consistently
performed the worst, the CWE-specific template using the zero-shot technique performed the worst
in C (of course, aside from the baseline prompt). Overall, the findings from the C language experiment
suggest that while the RCI technique remains the most effective, the relative performance of other
prompting techniques may vary depending on the programming language.

Further data from this experiment including the LLM-generated C code files, the CodeQL
responses and the type of security weaknesses detected in the code are provided in the replication
package.

( N
Actionable Takeaways. When using LLMs or LLM-powered tools like ChatGPT or Copilot,
which enable NL user interaction in a software development environment, the following
considerations must be taken into account:

(1) Using RCI is preferable over the other techniques studied in this work, as RCI can largely
improve the security of the generated code (up to an order of magnitude w.r.t weakness
density) even when applied with just two iterations. This technique has stayed valuable
over several versions of the LLM models, and, hence, there is an expectation that it will
stay valid in the future as well.

(2) As of today, state-of-the-art LLM provides better results in terms of weakness density
when used for C generation w.r.t Python, and therefore, it should be used with more
caution in the latter case.

(3) Nevertheless, the use of RCI might bring the defect density in Python to the same ballpark
as in C. Therefore, this might justify the use of a slightly more complex prompting
technique for software development in practice.

(4) In cases where multi-step techniques like RCI are not feasible, using simple zero-
shot prompting with templates similar to comprehensive prompts, that specify well-
established secure coding standards, can provide comparable results in relation to more
complex techniques.

(5) Even with the use of secure prompting techniques, coding tasks involving web applica-
tion development and OS command execution can still result in security weaknesses due
to their complex nature. Special attention should be given to such tasks, particularly for
vulnerabilities related to CWE-259:Hard-coded Passwords (or more broadly CWE-798:
Hard-coded Credentials), CWE-94 and CWE-78:0S Command Injection.

(6) Static analysis tools like Bandit and CodeQL seem to be able to detect the issues that
LLMs may overlook (such as CWE-259, CWE-94, CWE-78). Hence, it is still strongly
advised to use these tools in tandem with LLMs in the development pipeline.

8 Impact of Data Leakage

Evaluating widely used closed-source LLMs such as the ones used in this study poses the risk of
data leakage [123]. Data leakage (also referred to as data contamination) [7] occurs when models
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Table 6. The Results of Validity and Security Analysis of C Code Generated by GPT-4 Using the
Seven Prompt Templates

GPT-4
Prompt Type ‘ # Valid Code ‘ #LOC ‘ Security Weaknesses

MIN MAX Avg. | Count Rate Density
Baseline (0-shot) 67 6 91 27.88 19 0.283 0.009
Naive-secure (0-shot) 67 8 86 35.98 15 0.223 0.005
CWE-specific (0-shot) 67 24 95 41.5 19 0.283 0.006
Comprehensive (0-shot) 67 17 95 50.97 13 0.194 0.004
Zero-shot CoT 67 8 81 36.95 12 0.179 0.004
RCI 67 13 157 56.80 11 0.164 0.002
Persona/memetic proxy 67 21 73 40.29 11 0.164 0.004

The count is the total number of security weaknesses detected by CodeQL, rate is the average number of
security weaknesses per code, and density is the average number of security weaknesses per LOC. The best
performing technique is highlighted in bold text.

have prior exposure to the benchmark datasets used for their evaluation, which can lead to false
estimations of their capabilities. Balloccu et al. [7] identified two forms of data leakage: direct and
indirect.

Direct data leakage occurs when evaluation data is already included in a model’s training data.
Considering that the OpenAl models used in this study are closed-source and their training data is
undisclosed, this poses a potential concern. The LLMSecEval dataset used in this study, comprising
NL code generation prompts paired with secure Python implementations, was formally published
in May 2023. However, its corresponding GitHub public repository was created in January 2023.
The OpenAl documentation® states that GPT-3 (text-davinci-002) and GPT-3.5 (gpt-3.5-turbo) were
trained on data up to September 2021, eliminating the risk of direct data leakage for these models.
However, GPT-4 (gpt-4-1105-preview) was trained on data up to April 2023, suggesting a slight risk
of leakage since the GitHub repository predates this one. To verify the extent of direct data leakage
in the code generated by GPT-4, we performed a leakage test on the Python code generated with the
RCI technique, the best-performing prompting technique in our experiments. For this, we employed
the Dolos toolkit [67], which is a source code plagiarism detection tool. Dolos works by tokenizing
and canonicalizing programs into Abstract Syntax Tree representations to calculate a similarity
score that captures semantic-level similarity through k-gram matching between the source and
target programs. This tool has been used in several studies for quantifying contamination in code
generated by LLMs [89, 125]. The average similarity score obtained for all the code generated using
RCI technique and the secure implementation present in the LLMSecEval dataset is 0.075. Yu et al.
[125] in their study shows that a similarity score greater than 0.5 indicates potential plagiarism.
Hence, this suggests that the impact of the direct data leakage/contamination in our results is very
minimal.

On the other hand, indirect leakage happens when models learn from user interactions via
Reinforcement Learning through Human Feedback (RLHF). The OpenAl documentation®
states that only data from web interface interactions, not from API usage, is utilized for this purpose.
Since this study exclusively relied on API interactions, there is no risk of indirect data leakage.

Shttps://platform.openai.com/docs/models.
®https://help.openai.com/en/articles/5722486-how-your-data-is-used-to-improve-model-performance.
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9 Threats to Validity

Although this study yields valuable findings, it is important to acknowledge certain limitations.

Construct Validity. The validity analysis of code responses generated by all LLMs was conducted
by a single author, potentially introducing biases in the evaluation process. Nonetheless, efforts
were made to mitigate such biases by explicitly outlining the criteria for assessing the validity
of code snippets, as detailed in Section 5.2. We also acknowledge that the prompting techniques
underwent evaluation using prompt templates created by us. These generated templates might
have influenced the results obtained for each technique from the LLMs. However, attention was
given to crafting the templates, adhering closely to the design and examples that demonstrated
optimal results in the respective papers that introduced these techniques.

External Validity. This study was conducted only using the OpenAlI models. As previously stated
in 5.1, this decision was made due to the popularity of these models in the prompt engineering
literature and their demonstrated proficiency in handling coding tasks articulated in NL, as identified
during a preliminary model selection examination by us. It is also worth mentioning that, we focused
on prompting techniques that do not rely on demonstrative examples. This choice stemmed from a
user study [78] which highlighted that users predominantly interacted with Al assistants using NL
coding task specifications or instructions, without supplying demonstrative examples. We also note
that the responses generated by the LLMs were not subjected to a randomness check. Since the code
validity analysis was conducted manually, generating and evaluating multiple random responses
from the LLMs were not feasible. However, we used 150 coding tasks to assess the impact of each
prompting technique, which helps smooth out the fluctuation in results caused by randomness to
some extent. Furthermore, the LLMSecEval dataset contains NL prompts for only 18 out of Top 25
CWE:s of the year 2021. However, 15 out of the 18 CWEs considered in this study have retained their
position on the Top 25 list of 2022 and 2023 proving the continued relevance and significance of
our research findings. Additionally, while our agreement test between manual and Bandit security
analyses demonstrates Bandit’s reliability to an extent, we acknowledge that it is not perfect. Some
specific security weaknesses may have gone undetected. Nevertheless, Bandit proved sufficiently
reliable for comparing the relative effectiveness of different prompting techniques.

10 Conclusion

In an era where software development increasingly relies on automatic code generators, it is crucial
to ensure the security of the code that LLMs produce out of NL descriptions. Through a literature
review, we identified 15 distinct prompting techniques that can be applied to code generation.
We also classified these techniques into five categories based on the prompting strategy they
follow among other characteristics. Based on the suitability for the secure code generation task, we
conducted an in-depth analysis of four prompting techniques to gauge their impact on secure code
generation using GPT-3, GPT-3.5, and GPT-4.

Our analysis reaffirms the prevalence of security weaknesses in code generated by LLMs when
prompted with NL instructions, with significant challenges stemming from CWE-78, CWE-259,
CWE-94, and CWE-330. Among the prompting techniques investigated, RCI, a refinement-based
approach, exhibited notable effectiveness in preventing security weaknesses in LLM-generated code.
Particularly noteworthy was its performance with GPT-4, where it reduced the average weakness
density by 77.5% compared to baseline prompting that includes no security specifications. Although
RCI demonstrated the highest performance, to the extent of our knowledge, this technique has not
been applied for secure code generation in existing literature. This highlights the need for additional
research to investigate refinement-based methods, like RCI, which leverage self-critiquing and
improvement capabilities of LLMs to enhance security in LLM-generated code. Zero-shot prompting
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yielded surprisingly favorable outcomes considering its straightforward nature, performing better
than zero-shot CoT and persona/memetic proxy yet falling short of RCL. However, zero-shot prompting
holds promise due to its simplicity and relative performance, provided an optimal prompt can be
identified.

Notably, recent advancements in prompt optimization techniques, such as genetic algorithms and
black-box tuning, offer avenues for automatically optimizing prompts for various text-generation
tasks. Future work can focus on exploring these optimization approaches to identify the optimal
prompts for RCI and zero-shot techniques for secure code generation.

11 Replication Package

All data collected and generated in this study are available in https://figshare.com/s/195a75d8c4dd86
816223. This repository contains the results of the literature review along with the information on
the prompting techniques that were removed from our final selection and the rationale behind this
exclusion. Furthermore, the repository contains the code generated by all three LLMs for the seven
prompt templates, including their validity and security analysis results.
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Appendices
A Manual Verification of SAST Tool Results

Below, we detail the full process followed to manually verify the security analysis results of the
SAST tools (Bandit and CodeQL).

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 8, Article 225. Publication date: October 2025.


https://doi.org/10.18653/V1/2022.EMNLP-MAIN.559
http://papers.nips.cc/paper_files/paper/2023/hash/271db9922b8d1f4dd7aaef84ed5ac703-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2023/hash/271db9922b8d1f4dd7aaef84ed5ac703-Abstract-Conference.html
https://arxiv.org/abs/2312.02003
https://arxiv.org/abs/2312.02003
https://arxiv.org/abs/2312.02003
https://arxiv.org/abs/2312.02003
https://doi.org/10.1109/ASE56229.2023.00163
https://arxiv.org/abs/2304.10778
https://arxiv.org/abs/2304.10778
https://proceedings.mlr.press/v202/yu23g.html
https://proceedings.mlr.press/v202/yu23g.html
https://doi.org/10.18653/V1/P19-1472
https://doi.org/10.1145/3533767.3534390
https://proceedings.neurips.cc/paper/2015/hash/250cf8b51c773f3f8dc8b4be867a9a02-Abstract.html
https://proceedings.neurips.cc/paper/2015/hash/250cf8b51c773f3f8dc8b4be867a9a02-Abstract.html
https://proceedings.neurips.cc/paper/2015/hash/250cf8b51c773f3f8dc8b4be867a9a02-Abstract.html
https://proceedings.neurips.cc/paper/2015/hash/250cf8b51c773f3f8dc8b4be867a9a02-Abstract.html
https://arxiv.org/abs/2304.09797
https://arxiv.org/abs/2304.09797
https://arxiv.org/abs/2303.17568
https://arxiv.org/abs/2303.17568
https://openreview.net/pdf?id=WZH7099tgfM
https://openreview.net/pdf?id=WZH7099tgfM
https://openreview.net/pdf?id=92gvk82DE-
https://openreview.net/pdf?id=92gvk82DE-

Prompting Techniques for Secure Code Generation: A Systematic Investigation 225:51

A.1 Step 1: Manual Security Weakness Detection

We began by manually reviewing the code snippets (for the randomly selected tasks) independently
of the SAST tool results to identify any of the 18 security weaknesses documented in LLMSecEval.
This process involved consulting the official CWE pages on the MITRE Web site, specifically
examining the provided potential mitigations and examples of vulnerable code for each weakness.
A code snippet was flagged as vulnerable if it lacked the recommended mitigation techniques
to prevent the vulnerability or closely resembled the examples of vulnerable code. Consider the
example of CWE-78: OS Command Injection. One of the mitigation techniques outlined on the CWE
page is as follows’:

Output Encoding: While it is risky to use dynamically-generated query strings, code, or commands
that mix control and data together, sometimes it may be unavoidable. Properly quote arguments
and escape any special characters within those arguments. The most conservative approach is to
escape or filter all characters that do not pass an extremely strict allowlist (such as everything
that is not alphanumeric or white space). If some special characters are still needed, such as white
space, wrap each argument in quotes after the escaping/filtering step.

Following this mitigation technique, we review the code for any instances of dynamically
generated strings, code, or commands that lack validation and encoding. When such cases were
identified, they were flagged as susceptible to CWE-78. The example snippet in Listing A1 shows a
command that is executed with user-provided information without any validation or encoding, thus
leading to CWE-78. Each code was checked for any of the 18 weaknesses following this approach
manually.

import subprocess
import sys

def get_user_info(username):

command = f'"cat /etc/passwd | grep {username}"
result = subprocess.run(command, shell=True, capture_output=True, text=True

=)

if result.returncode == @ and result.stdout:
print(f"User information:\n{result.stdout.strip()}")
else:
print(f"No user information found for: {username}")

if __name__ == "__main__":
if len(sys.argv) != 2:
print("Usage: python script.py <username>")
else:
username = sys.argv[1]
get_user_info(username)

Listing A1. An example Python implementation to demonstrate CWE-78. The code takes a user input to
construct a command to be executed.

"https://cwe.mitre.org/data/definitions/78.html.
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A.2 Step 2: Verification of the Additional CWEs Reported by the SAST Tools

While running Bandit and CodeQL, we did not restrict the scope to the 18 weaknesses in LLM-
SecEval. This is to ensure that we also capture other weaknesses that may be present in the code
snippets as our goal was to evaluate the security of the LLM-generated code as a whole. This has
led to the detection of weaknesses that are not on our list such as CWE-94, CWE-259, CWE-327 and
CWE-330. Few of these weaknesses had a parent/child relationship with the CWE IDs on our list.
For instance, CWE-259° is a child of CWE-798.” These were identified as the same weakness in both
manual and SAST tool analysis results. The remaining ones reported by the tool were manually
inspected by checking the recommendations from MITRE for the corresponding weakness (as in
Step 1). The verified weaknesses were added to manual inspection’s results.

A.3 Step 3: Agreement Test

The final outcomes of the manual security analysis from Step 2 and the SAST tool results were
subjected to a reliability agreement test to evaluate the consistency between the two. This test was
conducted using a weighted Cohen’s Kappa and the results were reported, accordingly.

B Security Analysis Using CodeQL

As mentioned in Sections 5.3 and 6.3, we also performed security evaluations of the LLM-generated
Python code using CodeQL (in addition to Bandit). Table B1 shows the results of the CodeQL
evaluation. The table follows the same structure as that of Table 3. Compared to Bandit, CodeQL
identified fewer weaknesses in LLM-generated code. Despite the difference in the number of
detected weaknesses, the results from CodeQL follow a similar pattern to those of Bandit.

Best Performer. Also according to CodeQL, the RCI prompting technique consistently produces
the lowest weakness rate and density in code generated by GPT-3.5 and GPT-4, highlighting its
superiority over other techniques.

Worst Performer. Aside from the baseline prompting template, the persona/memetic proxy tech-
nique results in the highest weakness rate in code generated by both GPT-3.5 and GPT-4, confirming
the findings from Bandit.

The complete evaluation results generated by CodeQL are provided in the replication package.

8https://cwe.mitre.org/data/definitions/259.html.
“https://cwe.mitre.org/data/definitions/798.html.
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Table B1. The Results of Validity and Security Analysis of Python Code Generated by the Three LLMs
Using the Seven Prompt Templates

GPT-3
Prompt Type ‘ # Valid Code ‘ # LOC Security Weaknesses
MIN MAX Avg. | Count Rate Density
Baseline (0-shot) 131 2 80 11.175 53 0.404 0.024
Naive-secure (0-shot) 123 2 31 10.691 19 0.153  0.013
CWE-specific (0-shot) 124 3 65 13.846 22 0.177 0.009
Comprehensive (0-shot) 120 4 56  15.991 27 0.225 0.015
Zero-shot CoT 126 3 32 10.753 32 0.253 0.021
RCI 125 2 84 20.960 28 0.224 0.012
Persona/memetic proxy 137 5 76 15.875 31 0.226 0.014
GPT-3.5
Prompt Type ‘ # Valid Code ‘ #LOC Security Weaknesses
MIN MAX Avg. | Count Rate Density
Basic (0-shot) 145 3 38 13.889 67 0.462 0.028
Naive-secure (0-shot) 147 3 55 16.374 49 0.333 0.020
CWE-specific (0-shot) 139 3 58 18.733 54 0.038 0.020
Comprehensive (0-shot) 141 5 65 20.680 58 0.375 0.023
Zero-shot CoT 140 3 42 14.357 47 0.335 0.018
RCI 138 5 65 23.543 35 0.253 0.008
Persona/memetic proxy 141 2 42 12.970 57 0.404 0.042
GPT-4
Prompt Type ‘ # Valid Code # LOC Security Weaknesses
MIN MAX Avg. | Count Rate Density
Basic (0-shot) 144 3 39 16.990 91 0.631 0.032
Naive-secure (0-shot) 149 5 65  21.738 77 0.516 0.020
CWE-specific (0-shot) 145 6 81 28.379 68 0.468 0.014
Comprehensive (0-shot) 147 3 66 26.891 64 0.435 0.013
Zero-shot CoT 146 3 68 22.246 51 0.349 0.016
RCI 143 3 94 39.902 48 0.335 0.006
Persona/memetic proxy 147 3 50 19.319 77 0.523 0.024

The count is the total number of security weaknesses detected by CodeQL, rate is the average number of security
weaknesses per code, and density is the average number of security weaknesses per LOC.
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