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 A B S T R A C T

Despite the growing adoption of blockchains, their isolated architectures hinder seamless cross-chain commu-
nication, challenging applications that rely on integrated blockchain infrastructures, notably Blockchain-based 
Information Systems (BISs). Achieving interoperability while preserving privacy and regulatory compliance 
remains a core challenge, particularly when separate organizations operate different blockchain platforms 
and tokenized value must move across them without exposing transaction links that may reveal business 
relationships or payment behavior. Existing interoperability solutions often incur high computational overhead 
and rely on protocol-specific assumptions, limiting their applicability across heterogeneous blockchains.

We introduce zkPACT, a privacy-preserving framework for compliant cross-chain token transfers across 
heterogeneous blockchains. Our framework combines Zero-Knowledge Proofs (ZKPs), oracle networks, and 
off-chain batching to support scalable transfers. It employs a coordinated oracle model in which validators 
process cross-chain burn events, while a rotating aggregator updates the shared off-chain Merkle tree after 
reaching consensus, enabling private and efficient token claims. To improve scalability and reduce gas costs, 
zkPACT batches claim requests off-chain and then submits a single succinct proof to the smart contract. To 
ensure validator accountability, the framework enforces an incentive mechanism and dynamic slashing. We 
also integrate a Know Your Customer (KYC) mechanism that enables users to demonstrate compliance without 
revealing sensitive data, preserving privacy and accountability in the event of abuse. We present a proof-of-
concept implementation of zkPACT that achieves up to 95% lower gas costs and up to 94% lower off-chain 
memory usage than a non-batching approach, demonstrating its suitability for private, scalable cross-chain 
token transfers.
1. Introduction

Blockchains operate as decentralized ledgers, ensuring the
immutability of transaction records while enhancing transparency and 
efficiency [1]. One prominent application of blockchain technology is 
Blockchain-based Information Systems (BISs), using blockchain’s core 
properties to support decentralized trust and auditable management 
of digital assets and data within information system architectures [2]. 
BISs are already used in domains such as healthcare [3], supply chain 
management [4], and Internet of Things (IoT) [5], where trustworthy 
record-keeping and verifiable data sharing are essential.

In the current blockchain landscape, many networks operate un-
der different consensus mechanisms, token standards, and governance 
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models [6]. As a result, applications built on separate ledgers cannot 
easily share data or transfer assets across networks, limiting cross-
organizational interaction.

To address these challenges, interoperability mechanisms are re-
quired [7], enabling secure and efficient cross-chain communication for 
BISs and other blockchain applications deployed across heterogeneous 
blockchains. Blockchain interoperability approaches range from earlier 
mechanisms, such as Hashed Time-Locked Contracts (HTLCs), notary 
schemes, sidechains, and relay-based systems [8], to broader architec-
tures, such as blockchain-of-blockchains, DApp-based connectors, and 
gateway-based mechanisms [9]. Earlier mechanisms support atomic ex-
change, delegated validation, auxiliary-chain coordination, or remote-
state verification, while broader architectures use shared infrastructure, 
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connector layers, or gateway services to expand cross-chain interaction. 
Despite this progress, existing approaches still involve trade-offs in trust 
assumptions, coordination overhead, platform-specific integration, and 
verification complexity, often leading to high on-chain computational 
overhead and gas costs [10].

Recent studies [11,12] have explored the use of ZKPs to improve 
blockchain interoperability by shifting intensive computation off-chain, 
enabling efficient on-chain verification and reducing gas costs. De-
spite these advances, current solutions still fall short in three aspects. 
First, most ZKP-based interoperability frameworks focus on proving 
the correctness of cross-chain messaging or state verification, but do 
not provide transaction unlinkability for value transfer across chains, 
so cross-chain activity remains correlatable [10]. Second, some ap-
proaches (e.g., [13]) generate and verify a separate ZKP for each 
cross-chain request, increasing computational overhead and gas con-
sumption. Third, some privacy-preserving designs (e.g., [14]) omit 
compliance requirements or handle them outside the protocol rather 
than through protocol-verifiable eligibility and revocation proofs dur-
ing operation. This separation can complicate cross-organizational de-
ployment and increase the risk of identity disclosure [15]. These limita-
tions are important for BISs, where cross-platform value transfer should 
remain unlinkable to avoid exposing business relationships or asset 
positions while satisfying institutional onboarding requirements.

To this end, we introduce zkPACT, a privacy-preserving framework 
for cross-chain token transfers using decentralized oracles [16] and 
Zero-Knowledge Succinct Non-interactive Arguments of Knowledge (zk-
SNARKs) [17]. In zkPACT, oracle nodes serve dual roles as validators 
and off-chain mixers [18]. They verify burn events across multiple 
blockchains and pool burn commitments into a shared Merkle tree, 
thereby preserving transaction unlinkability. To improve scalability, 
our framework processes token claim requests in off-chain batches. 
Validator votes are aggregated into a single ZKP, which is verified on-
chain to update the system state. This zk-rollup-style design eliminates 
repeated on-chain checks and reduces gas costs by verifying one proof 
per batch rather than one per claim [19]. The framework also employs 
incentive and slashing mechanisms to ensure integrity.

To support privacy-preserving transfers in regulated cross-
organizational settings, zkPACT further integrates a Self-Sovereign 
Identity (SSI)-based Know Your Customer (KYC) mechanism [20], 
enabling compliance checks without disclosing full identity informa-
tion while preserving accountability in misuse cases. Building on this 
foundation, our key contributions are as follows:

• We present a privacy-preserving cross-chain token transfer frame-
work that ensures transaction unlinkability and confidentiality 
via ZKPs and decentralized oracle nodes that serve dual roles as 
validators and off-chain mixers.

• To enhance throughput and reduce on-chain costs, we use zk-
rollups to offload computations and a batching technique to verify 
multiple claim requests with a single ZKP.

• Our framework introduces a dynamic incentive model that com-
bines stake-weighted reputation and slashing to promote honest 
behavior and penalize misbehavior.

• We ensure regulatory compliance by integrating a KYC mech-
anism, balancing privacy with accountability under Financial 
Action Task Force (FATF) standards [21].

The remainder of this paper is structured as follows. In  Section 2, 
we review the foundations of blockchain interoperability and key un-
derlying concepts. We review related work and highlight the challenges 
associated with privacy-preserving cross-chain solutions in  Section 3. 
We present the design of our framework in  Section 4 and describe 
the implementation details in  Section 5. We evaluate our system’s 
computational performance in  Section 6 and discuss its security and 
privacy in  Section 7. Finally, in  Section 8, we summarize key findings 
and discuss future research directions.
2 
2. Background

2.1. Blockchain interoperability

Blockchain interoperability refers to the ability of blockchain net-
works to communicate and exchange data seamlessly across different 
blockchains [6]. This addresses inherent limitations of blockchain net-
works, which are designed as independent systems with specific pro-
tocols, consensus mechanisms, and governance structures. By enabling 
blockchains to communicate, interoperability mechanisms [7] support 
the development of blockchain-driven applications, such as BISs [1]. 
These mechanisms enable three key functionalities [22], namely data 
transfer, asset exchange, and asset transfer.

Data transfers [23] enable blockchains to exchange information 
such as transaction details and smart contract states. Asset exchanges
[24] allow assets to be swapped between blockchains while remaining 
on their respective networks. In contrast, asset transfers [25] move 
assets from one blockchain to another while preserving their value, 
typically by locking or burning them on the source chain and minting 
an equivalent amount on the target chain. Some implementations syn-
chronize the source blockchain’s consensus mechanism with the target 
chain [26], while others use ZKPs [27] for privacy and efficiency.

These interoperability functionalities can be implemented through 
architectures such as sidechains [7], blockchain-of-blockchains [28], 
relays [29], and notary schemes [10], each involving trade-offs in de-
centralization, trust, and performance. Among these approaches, notary 
schemes leverage a trusted entity to monitor blockchains and facilitate 
cross-network transactions, providing a flexible solution for cross-chain 
communication. Notaries can operate independently of the underlying 
consensus or architectures of the blockchains involved, making them 
easy to deploy across heterogeneous environments. However, tradi-
tional notary schemes rely on a centralized trust model, introducing 
concerns about censorship resistance and single points of failure.

To overcome these limitations, recent studies [30] employ
committee-based notary models in which decentralized nodes collab-
oratively relay cross-chain messages. These designs enhance fault tol-
erance and reduce reliance on single entities. Decentralized oracle net-
works [16] extend this idea by acting as distributed notaries between 
blockchains. Oracle nodes serve as bridges between blockchains and 
external data sources for secure data transmission. Unlike centralized 
oracles, these networks employ validator committees to collectively 
retrieve, verify, and submit information across chains.

While interoperability frameworks enable cross-chain communica-
tion, scalability is limited by high on-chain costs. Layer-2 solutions 
such as rollups [31] offload transaction execution and reduce on-
chain computation, thereby addressing scalability limitations. Opti-
mistic rollups [32] assume transaction validity and rely on a dispute 
window during which incorrect results can be challenged using fraud 
proofs. This improves scalability but introduces latency due to the 
challenge period. In contrast, zk-rollups [19] generate succinct ZKPs 
(see  Section 2.2) to attest to the correctness of off-chain execution, 
enabling faster finality and stronger security guarantees.

2.2. Zero-knowledge proofs

ZKPs [33] are cryptographic protocols which allow a prover to 
convince a verifier that a witness is correct without revealing any 
additional information beyond its validity. Formally, ZKP systems op-
erate over a relation 𝑅 defined on tuples of public statements 𝑥 and 
corresponding private witnesses 𝑤, where (𝑥,𝑤) ∈ 𝑅 implies that 𝑤
is a valid witness for 𝑥. The system relies on a proving key pk, used 
by the prover to generate proofs, and a verification key vk, used by the 
verifier to validate proofs. A ZKP system must satisfy three fundamental 
properties to ensure security and reliability [34]:

1. Completeness. If the prover possesses a valid witness 𝑤 for state-
ment 𝑥, an honest verifier will always accept the proof.
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2. Soundness. A dishonest prover cannot convince an honest verifier 
of a false statement. This guarantees that an adversary cannot generate 
a valid proof of an incorrect assertion.

3. Zero-Knowledge. The proof should reveal no information about 
the witness 𝑤 beyond the validity of the statement, thereby ensuring 
privacy while maintaining verifiability.

Among the various ZKP protocols, zk-SNARKs [17] are widely used 
in blockchain systems [35] due to their small proof size and constant 
verification time. One of the most efficient zk-SNARK constructions 
is the Groth16 proving scheme [36], which optimizes proof size and 
verification complexity by leveraging elliptic curve pairings and poly-
nomial commitments. The Groth16 protocol encodes computational 
problems as polynomial equations over a finite field using arithmetic 
circuits. Such circuits are directed acyclic graphs with input nodes rep-
resenting variables or field elements, gates performing basic arithmetic 
operations, and output nodes producing results, all connected by edges 
that define the flow of computation.

The computation to be proven is first expressed as an arithmetic 
circuit that models the program’s logical steps. This circuit is then 
transformed into a Rank-1 Constraint System (R1CS), defining con-
straints that ensure the computation was carried out correctly. To 
enable efficient verification, the R1CS is compiled into a Quadratic 
Arithmetic Program (QAP), expressing the constraints as polynomial 
identities over a finite field. This QAP-based representation forms the 
basis of the Groth16 protocol, which operates in three main phases:

1. Setup. The program logic is compiled into an arithmetic circuit 
and encoded as a constraint system. A Common Reference String (CRS) 
is generated, where the proving and verification keys are computed as 
(pk, vk) ← Setup(𝐶, 𝜆) based on a computational circuit 𝐶 and a security 
parameter 𝜆. To ensure trust, the CRS should be securely generated, 
for example, using Multi-Party Computation (MPC) to distribute the 
setup [37].

2. Proof generation. Using the proving key pk, the prover computes 
a succinct proof as 𝜋 ← Prove(pk, 𝑥, 𝑤) that attests to the correctness 
of a computation for a public statement 𝑥 and a private witness 𝑤. The 
proof satisfies a pairing relation, enabling efficient verification without 
revealing 𝑤.

3. Verification. The verifier uses the verification key vk to check 
whether the proof 𝜋 is valid for the public input 𝑥 by verifying that 
Verify(vk, 𝑥, 𝜋) = 1, which ensures 𝑥 satisfies the computation’s con-
straints.

2.3. Self-sovereign identity

SSI is a decentralized identity management approach that allows 
users to control their digital identities, avoiding repeated verification 
by centralized authorities [20]. A SSI framework typically consists 
of three roles, namely issuer, holder, and verifier. Issuers are trusted 
entities, such as government agencies or regulated financial institu-
tions, that issue identity credentials to users after verifying their real-
world identity. Users, referred to as holders, store these credentials 
locally. Verifiers are external parties who define specific conditions 
for granting access to services and validate user credentials against 
those conditions. Digital credentials in SSI are expressed as Verifi-
able Credentials (VCs), which are cryptographically signed statements 
linking a set of attributes, such as nationality, residency, or age, to 
a user. A holder can selectively prove these attributes to a verifier 
using a Verifiable Presentation (VP), which is a derived proof that 
supports fine-grained disclosure while preserving the authenticity of the 
underlying credential.

To support scalable, privacy-preserving revocation, each issuer
maintains a revocation tree, assigning each credential a unique in-
dex [38]. Revoked credentials occupy their corresponding leaves, while 
non-revoked credentials correspond to empty leaves. To prove validity, 
the holder provides a Proof-of-Non-Revocation (PoNR), i.e., a Merkle 
path from the expected empty leaf to the root. The verifier then 
checks policy compliance, non-revocation, and trusted issuance without 
learning unnecessary information about the user or other credentials.
3 
3. Related work

3.1. Cross-chain mechanisms

Several architectural paradigms have been proposed to enable
blockchain interoperability. Huang et al. [39] propose an HTLC-based 
cross-chain asset transfer protocol that introduces trusted middlemen, 
along with anonymous identity authentication and trust evaluation, to 
improve the reliability of cross-chain execution. Similarly, HT2REP [40]
is a protocol with strong composable security guarantees that employs 
time-released encryption to prevent fairness attacks. While HTLCs 
are widely adopted to ensure atomicity and minimize trust assump-
tions, they rely on time-locked scripts that expose swap conditions 
on-chain, require synchronous communication, and struggle to scale 
in high-throughput environments.

Pathak et al. [41] propose SATI, a trust and access control mecha-
nism for secure data sharing in IoT environments that uses a sidechain 
architecture to enable cross-chain transfers. It combines local trust 
scoring with cross-chain synchronization of access policies between a 
sidechain and a main blockchain. Although SATI enhances scalability 
and coordination, it lacks cryptographic techniques to protect trans-
action or access pattern privacy, leaving it open to inference attacks. 
Generally, sidechains rely on validator sets to maintain peg security, 
introducing centralization risks and governance overhead.

Cao et al. [29] propose a relay-based design with on-chain light 
clients and optimized verification to reduce cross-chain verification 
overhead across heterogeneous blockchains. Guo et al. [42] propose 
xRWA, a framework for real-world asset transfer, combining Simpli-
fied Payment Verification (SPV)-based authentication with verifiable 
credentials for cross-chain identity recognition. However, although 
relay-based designs reduce trust assumptions by verifying remote chain 
state, maintaining the verification logic and client state requires con-
tinuous updates, increasing execution and storage overhead, which can 
be costly for resource-constrained chains [43].

Notary-based models offer adaptable and straightforward designs. 
Ren et al. [30] propose a method that combines a notary group with 
verifiable secret sharing to address timeout attacks and improve re-
silience. Sun et al. [44] introduce a hybrid notary-hash-locking protocol 
with incentive mechanisms to discourage misbehavior. While these 
models simplify cross-chain deployment, centralized notaries remain a 
concern. Recent advancements mitigate some of these issues through 
multi-signature validation and decentralized oracle networks [23].

Peelam et al. [28] analyze Cosmos as a blockchain-of-blockchains 
architecture, where application-specific zones interoperate through a 
central hub for cross-chain data and asset exchange. Morháč et al. [45] 
propose UniSpell, a universal adapter for the Polkadot ecosystem that 
exposes routing, transfer, and swap functionality to DApps through na-
tive cross-chain messaging. While these platform- and middleware-level 
approaches broaden interoperability beyond individual bridge proto-
cols, they remain tied to ecosystem-specific assumptions, connector 
logic, or messaging infrastructures.

Shortcomings of Existing Cross-Chain Mechanisms. Despite improving 
interoperability across heterogeneous blockchains, these mechanisms 
still face two limitations. First, most of them expose key cross-chain 
transaction information during execution, which leaves transfer activity 
observable and often linkable across chains. Second, many of these 
designs impose considerable on-chain or coordination overhead, for 
example, through repeated verification steps, relay maintenance, or 
multi-party interaction, which reduces efficiency as the number of 
transfers grows. These limitations have motivated a growing line of 
work that incorporates ZKPs into cross-chain protocols.
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Table 1
ZkPACT vs. representative ZKP-based cross-chain systems.
 Protocols Private transfer Unlinkability Batch finalization Compliance Accountability 
 zkPACT 3 3 3 3 3  
 zkBridge [12] 7 7 ◦ 7 7  
 Harmonia [27] 7 7 ◦ 7 ◦  
 zkOracle [23] 7 7 7 7 3  
 Wu et al. [14] 3 3 7 7 7  
 zkCross [11] 3 3 7 7 ◦  
 Chang et al. [46] 3 7 7 3 7  
 Sober et al. [47] 7 7 3 7 ◦  
 Hu et al. [48] 3 3 3 7 7  
3 supported; 7 not supported; ◦ partially supported.
3.2. ZKP-enhanced cross-chain mechanisms

Existing ZKP-based cross-chain protocols differ across several di-
mensions, including privacy, batching, compliance, and accountability, 
as summarized in Table  1. Here, Private transfer denotes protection of 
transfer-sensitive information, while Unlinkability denotes resistance to 
linking the source-side and target-side actions.

zkBridge [12] is a trustless cross-chain bridge that enables a receiver 
chain to verify the sender chain’s state via a ZKP. Its batching reduces 
the cost of maintaining the sender-chain view by providing consecutive 
block headers in batches, but this batching is limited to header syn-
chronization rather than user transfers. The design lacks support for 
private transfers, unlinkability, and protocol-level compliance proofs, 
and leaves relay-node accountability unspecified [12].

Harmonia [27] is a ZKP-based light-client interoperability frame-
work in which destination chains verify source-chain state through 
ZKP-assisted light-client updates. It supports cross-chain use cases such 
as asset transfer and state migration without relying on a trusted 
operator. The framework partially supports batching by amortizing 
light-client update processing work, and supports accountability by 
discussing slashing for misbehaving parties. However, Harmonia does 
not target private transfers, burn-claim unlinkability, or protocol-level 
compliance proofs as design goals.

Sober et al. [23] propose zkOracle, an oracle-based system for cross-
chain data transfer in which oracle nodes validate messages and submit 
proofs on-chain. Since each request is validated and proved separately, 
the design incurs high off-chain overhead and gas costs. It also lacks 
privacy-preserving mechanisms, leaving transactions fully traceable, 
and does not support protocol-level compliance proofs.

Wu et al. [14] propose a notary-based private cross-chain transfer 
scheme that hides sender, recipient, and amount using ZKPs, and traces 
malicious notaries via traceable group signatures. The protocol relies 
on multiple proof-generation steps rather than batch finalization with 
a single proof verification, and its trust model excludes protocol-level 
compliance proofs and validator accountability for claim processing.

zkCross [11] proposes a two-layer architecture for privacy-preser-
ving cross-chain operations, consisting of a dedicated audit chain to-
gether with protocols for transfer and exchange. It supports private 
transfers and unlinkability by hiding the receiver’s identity with zk-
SNARKs and concealing amounts via fixed denominations. Its aggre-
gation improves efficiency on the audit chain, but transfers still rely 
on per-transfer proof generation rather than batch finalization with a 
single proof verification. The framework further lacks protocol-level 
compliance proofs and relies on committer and auditor roles with 
rewards and an honest-committer assumption, without a slashing-based 
accountability mechanism for misbehavior.

Chang et al. [46] propose a privacy-preserving KYC verification 
framework for interoperable payments, where users satisfy compliance 
checks without revealing identity attributes. The workflow verifies 
presented proofs and payment certificates along the payment path and 
maintains an auditable transaction history for settlement and account-
ability. The framework supports private transfers and compliance, but 
4 
not unlinkability across payments, batch finalization with a single proof 
verification, or an incentive-based accountability mechanism.

Recent studies adopt batching to reduce on-chain verification costs. 
Sober et al. [47] present a zk-rollup-based cross-chain token trans-
fer mechanism that shifts computation off-chain and posts only state 
commitments on-chain, but transactions within each batch remain 
linkable. The protocol mentions an incentive mechanism, yet does 
not provide protocol-level compliance proofs. Hu et al. [48] propose 
a privacy-preserving aggregated proof approach for batch cross-chain 
transactions, where multiple cross-chain blocks are grouped and veri-
fied with a single proof. The design focuses on verification efficiency 
and privacy, but does not address protocol-level compliance proofs or 
accountability mechanisms for participating roles.

Shortcomings of Existing ZKP-Based Mechanisms. Despite progress in 
ZKP-enhanced cross-chain systems, significant gaps remain in privacy-
preserving cross-chain token transfers in BISs. Correctness-oriented 
bridges reduce trust in cross-chain verification but do not provide 
transfer unlinkability. Privacy-preserving designs improve confidential-
ity but typically rely on per-transfer proof generation and finalization, 
which ties overhead to the number of transfers. Batching-oriented 
approaches reduce verification overhead but do not integrate batching 
with transfer unlinkability and protocol-level compliance. For BISs, 
these limitations are especially restrictive as cross-platform transfer 
should remain unlinkable to avoid revealing sensitive transaction pat-
terns, while participation must still satisfy eligibility requirements. 
These gaps motivate zkPACT, which we present next as a frame-
work that combines cross-chain unlinkability, batched verification, and 
credential-based compliance.

4. Framework design

This section presents zkPACT, a framework for compliant, privacy-
preserving cross-chain token transfers across heterogeneous block-
chains. Designing such a framework in a decentralized oracle setting 
requires addressing key challenges. These include preserving privacy 
during committee-mediated cross-chain execution, supporting com-
pliance without exposing sensitive user information, ensuring that 
oracle-side off-chain computations can be efficiently checked on-chain, 
and maintaining accountability despite asymmetric off-chain roles. We 
address these challenges by combining ZKPs, oracle nodes that act 
as off-chain validators and mixers, protocol-level eligibility and non-
revocation proofs, batched claim finalization with a single on-chain 
ZKP verification per batch to reduce on-chain costs, and a dynamic 
incentive and slashing mechanism for validator accountability. We first 
present the system architecture, then describe KYC-based compliance, 
batch verification, and validator incentives, and finally explain the 
system workflow and the circuits that ensure off-chain computational 
correctness.

4.1. System overview

As shown in Fig.  1, zkPACT involves five key entities: a decen-
tralized file system (DFS), an issuer, users, off-chain oracle nodes, 
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Fig. 1. Overview of the system.
and an oracle smart contract. The DFS maintains Merkle tree data 
off-chain, and the issuer handles identity verification. Users interact 
with the system both as initiators of burn transactions on the source 
blockchain (BCSource) and as claimants who initiate claim transactions 
on the target blockchain (BCTarget). The oracle nodes perform off-chain 
validation and coordination. The oracle contract is deployed on both 
blockchains and handles cross-chain enforcement by facilitating burn 
transactions, processing claim transactions, and verifying aggregated 
proofs to maintain transaction integrity. This separation of issuer, 
storage, validation, and settlement responsibilities keeps the interfaces 
between the participating components explicit and reduces system 
complexity by allowing each part of zkPACT to focus on a specialized 
function, which is consistent with the layered organization view of 
BISs [49]. Before describing the participating entities, we formally de-
fine the commitment hash and the burn and claim transactions. zkPACT 
processes transfers through denomination-specific contract instances, 
so all burns submitted to a given instance correspond to the same 
predefined amount. At a high level, the commitment hash serves as 
the privacy-preserving link between a burn on BCSource and a later 
claim from that pool. The burn transaction requests destruction of the 
predefined amount on BCSource and carries a commitment hash, which 
is later pooled by the oracle nodes into a shared commitment tree. The 
claim transaction then proves the right to redeem one commitment 
from the same pool on BCTarget without revealing which burn it 
corresponds to.

Definition 4.1 (Commitment Hash).  The commitment hash is defined 
as 𝑐 ∶= ℎ(𝑛𝑢𝑙 ∥ 𝑠𝑒𝑐 ∥ 𝑑𝑒𝑠𝑡𝑖𝑑 ∥ 𝑉 𝐶ℎ𝑎𝑠ℎ).

The commitment hash includes the nullifier 𝑛𝑢𝑙, whose hash 𝑛𝑢𝑙ℎ𝑎𝑠ℎ
is revealed at claim time to bind the claim transaction to the commit-
ment and prevent double-spending on BCTarget. The secret 𝑠𝑒𝑐 adds 
randomness for unlinkability across transactions, 𝑑𝑒𝑠𝑡𝑖𝑑 binds the com-
mitment to the intended BCTarget and prevents the same commitment 
from being used to claim tokens on multiple blockchains, thereby 
mitigating cross-chain double-spending. Additionally, 𝑉 𝐶ℎ𝑎𝑠ℎ binds the 
claim to a VC for eligibility and accountability.

Definition 4.2 (Burn Transaction).  Let 𝑑 denote the fixed token de-
nomination supported by the protocol. A burn transaction on BCSource
is defined as 𝛽 = 𝑐, where 𝑐 is the commitment hash later redeemed on
BCTarget.

Definition 4.3 (Claim Transaction).  Let 𝑑 denote the fixed token de-
nomination supported by the protocol. A claim transaction on BCTarget
is defined as 𝛾 = (𝜋, 𝑛𝑢𝑙ℎ𝑎𝑠ℎ, 𝑉 𝐶ℎ𝑎𝑠ℎ), where 𝜋 is a ZKP attesting to the 
validity of the claim, 𝑛𝑢𝑙ℎ𝑎𝑠ℎ is the hash of the nullifier, and 𝑉 𝐶ℎ𝑎𝑠ℎ is 
the hash of the submitted credential.

In cross-chain token transfers, each burn maps directly to a claim 
transaction. To prevent linkability, zkPACT integrates a mixing layer. 
5 
A mixer [18] transforms incoming transactions into outputs such that 
no observer can determine which input produced which output. In 
zkPACT, each burn transaction is encoded as a commitment hash (see 
Definition  4.1) and inserted into a commitment tree representing the 
shared transaction pool. During the claim phase, users prove inclusion 
of their commitment in that tree without revealing the correspond-
ing burn transaction. This provides anonymity within the pool and 
unlinkability between burn and claim transactions.

Maintaining the commitment tree on-chain would incur signif-
icant gas and storage costs. zkPACT therefore uses a DFS, where 
the blockchain stores only the latest root, while the DFS stores the 
commitment-tree leaves and the set of spent 𝑛𝑢𝑙ℎ𝑎𝑠ℎ values. This sep-
aration reduces on-chain overhead while providing users and valida-
tors with a consistent off-chain reference for proof generation and 
verification. However, mixing alone does not address misuse under 
unrestricted anonymity; zkPACT also integrates a KYC mechanism in 
which a trusted issuer verifies the user’s real-world identity (Fig.  1, 
Step 1) and issues a VC attesting to eligibility (see  Section 4.2).

After receiving the VC, the user computes the commitment hash 𝑐
and submits the burn transaction 𝛽 (see Definition  4.2) to the oracle 
contract on BCSource (Step 2). The oracle contract executes 𝛽 and emits 
an event (Steps 3–4). Off-chain oracle nodes are essential intermedi-
aries in our framework, playing a dual role as validators responsible for 
verifying token burn events and processing token claim proofs, and as 
mixers, ensuring transaction privacy by obfuscating transfer histories. 
Each BCSource has a committee of validators that listens to events 
from all involved blockchains. Upon detecting a burn event, validators 
update their local commitment trees for the mixing service and submit 
the result to the aggregator, which then updates the commitment tree 
in the DFS (Step 5).

During the token claim phase, the user retrieves the latest
commitment-tree state from the DFS (Step 6) and generates a ZKP
(Step 7). The user then submits a claim transaction 𝛾 (see Definition 
4.3) on BCTarget (Step 8), after which the oracle contract emits a 
claim event (Step 9) to notify the validators. Validators verify the proof 
in a batch (see  Section 4.3) and submit their votes to the aggrega-
tor (Step 10). The aggregator determines the consensus and generates 
a ZKP proving the correctness of vote aggregation, reward and penalty 
assignment (see  Section 4.4), and validator-state updates, then submits 
the final proof to the oracle contract for verification (Step 11). The 
oracle contract on BCTarget mints tokens for the approved batch and 
updates the root of the validator-state tree (Step 12). This tree records 
the validator attributes required for accountability, with each validator 
assigned a fixed index whose leaf stores the hash of these attributes 
(see  Section 4.4). We next present the core mechanisms of zkPACT 
before showing how they are integrated in  Section 4.5.

4.2. KYC integration and accountability mechanisms

The following expands the KYC process from Step 1 in Fig.  1, 
explaining its operation and impact on subsequent steps.
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A common concern in privacy-preserving BISs is that organizations 
need to impose both restricted participation and accountability in 
cases of illicit activity. zkPACT therefore aims to preserve protocol-
level anonymity for honest users while enabling accountability for 
proven misbehavior. In particular, zkPACT aligns with financial compli-
ance frameworks such as Anti-Money Laundering (AML) directives and 
Countering the Financing of Terrorism (CFT) measures, following guid-
ance from FATF [21]. These frameworks require identity verification 
through KYC mechanisms, in which users present official documents to 
a regulated authority.

To meet compliance and accountability requirements, zkPACT in-
tegrates a KYC mechanism based on SSI principles (see  Section 2.3), 
which follows the zkSSI framework [50]. It combines on-chain cre-
dential revocation with trusted issuers that maintain off-chain identity 
records, preventing users flagged for abuse from obtaining new cre-
dentials while preserving privacy during normal protocol operation. As 
a result, anonymous identity verification is achieved using ZKPs over 
the user’s VCs and their corresponding validity conditions, rather than 
through a separate middleware layer.

zkPACT is designed to operate on top of existing KYC infrastructures 
instead of replacing them. The issuer is the regulated institution or com-
pliance provider that performs document verification, while retaining 
customer audit data within its existing compliance environment. The 
additional integration required by zkPACT is limited to a credential 
layer that exports the outcome of that process in verifiable form. After 
successful onboarding, the issuer generates a signed VC containing 
attributes needed by zkPACT, publishes its public verification key, and 
maintains credential status through a revocation tree whose current 
root is made available to validators. To formalize how zkPACT ex-
presses compliance requirements and how users prove them during 
claims, we next define the structure of the issued VC, the KYC policy, 
and a simple policy example.

Definition 4.4 (VC).  Let 𝑢 be a user and 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟 be the public key 
of a trusted issuer. The credential issued to 𝑢 is denoted by 𝑉 𝐶𝑢 =
⟨𝑠𝑢𝑏𝑢, 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟, 𝑎𝑡𝑡𝑟𝑠𝑢, 𝑡𝑒, 𝑖𝑑𝑥𝑢, 𝑠𝑖𝑔𝑖𝑠𝑠𝑢𝑒𝑟⟩, where 𝑠𝑢𝑏𝑢 identifies the holder, 
𝑎𝑡𝑡𝑟𝑠𝑢 contains the certified attributes used by zkPACT, 𝑡𝑒 is the creden-
tial expiry epoch, 𝑖𝑑𝑥𝑢 is the credential’s index in the issuer’s revocation 
tree, and 𝑠𝑖𝑔𝑖𝑠𝑠𝑢𝑒𝑟 is the issuer’s digital signature over the credential.

Definition 4.5 (KYC Policy).  A KYC policy in zkPACT is represented 
as 𝐾𝑌 𝐶 = ⟨𝐶𝐾𝑌 𝐶 , 𝜑𝐾𝑌 𝐶 ⟩, where 𝐶𝐾𝑌 𝐶 = {𝑐1,… , 𝑐𝑚} is a finite set 
of credential checks and 𝜑𝐾𝑌 𝐶 is a Boolean formula over them. Each 
check has the form 𝑐𝑗 = ⟨𝑎𝑡𝑡𝑟𝑗 , 𝑜𝑝𝑗 , 𝑣𝑎𝑙𝑗 , 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟,𝑗⟩, meaning that attribute 
𝑎𝑡𝑡𝑟𝑗 , certified by issuer 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟,𝑗 , must satisfy 𝑎𝑡𝑡𝑟𝑗 𝑜𝑝𝑗 𝑣𝑎𝑙𝑗 . A credential 
satisfies 𝐾𝑌 𝐶 if the checks in 𝐶𝐾𝑌 𝐶 evaluate to true under 𝜑𝐾𝑌 𝐶 .

Example 4.1 (Nationality-based Policy).  One such policy can be written 
as 𝐾𝑌 𝐶 = ⟨{𝑐𝑛𝑎𝑡, 𝑐𝑒𝑥𝑝}, 𝑐𝑛𝑎𝑡 ∧ 𝑐𝑒𝑥𝑝⟩, where 𝑐𝑛𝑎𝑡 = ⟨𝚗𝚊𝚝𝚒𝚘𝚗𝚊𝚕𝚒𝚝𝚢,∈
,, 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟⟩ and 𝑐𝑒𝑥𝑝 = ⟨𝚎𝚡𝚙𝚒𝚛𝚢_𝚎𝚙𝚘𝚌𝚑,≥, 𝑒𝑝𝑜𝑐ℎ𝑐𝑙𝑎𝑖𝑚, 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟⟩. The user 
later proves that the submitted credential satisfies 𝐾𝑌 𝐶 , is valid at 
the claim epoch, and is not revoked, without revealing the concrete 
nationality value.

Fig.  2 illustrates how credential issuance and claim verification are 
connected. The KYC workflow starts with a setup phase. The issuer 
initializes an empty revocation tree (Step 1a), and the oracle committee 
publishes policy 𝐾𝑌 𝐶 on BCTarget (Step 1b). A user then registers with 
a trusted issuer and undergoes identity verification. Upon successful 
verification, the issuer generates a VC as defined in Definition  4.4 and 
returns it to the user (Step 2). During the burn transaction, the user 
computes 𝑉 𝐶ℎ𝑎𝑠ℎ and includes it in the commitment hash.

When initiating a claim transaction on BCTarget, the user retrieves 
the current KYC policy 𝐾𝑌 𝐶 and the revocation-tree root (Step 3). The 
user then constructs a VP containing a ZKP of knowledge of a valid 
commitment hash and a PoNR (Step 4). This proves that the submitted 
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Fig. 2.  KYC and credential verification workflow.

VC satisfies 𝐾𝑌 𝐶 , is valid at the claim epoch, and is not revoked, 
without revealing the user’s identity or concrete attribute values. The 
VP also includes 𝑉 𝐶ℎ𝑎𝑠ℎ to bind the credential to the transaction and 
support revocation if misbehavior is detected. The user then submits the 
VP as part of the claim transaction (Step 5), after which the contract 
emits a claim event (Step 6).

After Step 6 in Fig.  2, enforcement continues through the validator-
side logic in Fig.  1. Validators review each claim transaction by 
verifying the ZKP and checking for nullifier reuse (Fig.  1, Step 10). 
During aggregation, the aggregator finalizes the result once the val-
idator votes satisfy a finalization threshold. If a request is invalid, its 
𝑉 𝐶ℎ𝑎𝑠ℎ is added to the oracle contract’s revocation list, preventing 
further use of that credential. However, revoking the credential does 
not stop a malicious user from requesting a new one. To address this 
limitation, zkPACT adopts a hybrid SSI model that supports regulatory 
enforcement without compromising protocol-level privacy. With user 
consent, the issuer maintains an off-chain mapping between 𝑉 𝐶ℎ𝑎𝑠ℎ
and the user’s real-world identity for legal or audit purposes only. If a 
credential is blacklisted for misbehavior, the corresponding 𝑉 𝐶ℎ𝑎𝑠ℎ can 
be forwarded to the issuer, which denies reissuance to the same user. 
This preserves anonymity while supporting regulatory accountability in 
line with FATF’s risk-based approach.

Implications for regulated financial BISs. zkPACT is well-suited to 
regulated financial BISs in which different organizations operate sep-
arate blockchain platforms, and users transfer tokenized values. A 
representative example is a transfer between two institutional plat-
forms administered by different organizations but subject to the same 
compliance framework. In this setting, privacy matters as linking the 
source-side transfer to the target-side receipt can reveal payment be-
havior, business relationships, or asset positions to unnecessary parties. 
Compliance remains mandatory, as participation is limited to users who 
meet the eligibility requirements of the regulated environment.

zkPACT addresses this setting by allocating responsibilities across 
the transfer process. A trusted issuer, such as a licensed institution or 
a KYC provider, performs identity verification during onboarding and 
retains the audit record off-chain. During transfer, validators verify 
policy satisfaction and non-revocation without accessing the user’s 
raw identity data, while the protocol preserves unlinkability between 
the source-side burn and target-side claim. As a result, organizations 
can support cross-platform transfers without each collecting the user’s 
full identity record, while accountability is preserved through issuer-
held audit records and credential revocation. This role allocation is 
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consistent with a system-based view of blockchain governance, which 
treats actors, responsibilities, incentives, and regulatory requirements 
as part of system design rather than as matters left entirely to external 
coordination [51].

4.3. Batching technique for efficient token claim verification

The following expands the claim verification and consensus phases 
in Fig.  1 (Steps 9–12) and shows how batching improves efficiency.

In zkPACT, each claim transaction requires off-chain proof verifica-
tion by validators and on-chain confirmation by the oracle contract. 
Verifying claim requests individually would impose substantial off-
chain computation and on-chain gas costs, especially as the number 
of requests grows. To address this limitation, zkPACT introduces a 
batching mechanism that groups multiple token claim requests into a 
batch, allowing a single aggregated proof to be generated for the entire 
batch.

To enable batching, the oracle contract on BCTarget assigns each 
claim transaction a unique deterministic ID and tracks the current 
round ID during claim-event submission (Fig.  1, Step 9). A round ID is 
a counter that identifies the current batch of token claim transactions. 
Validators follow a shared rule, encoded in the oracle contract, under 
which each round begins from the last finalized ID and includes the 
next 𝑏 requests. Formally, for batch size 𝑏, round 𝑟 maps to IDs in the 
range [𝑟 ⋅ 𝑏, (𝑟+ 1) ⋅ 𝑏− 1]. This ensures that validators and the contract 
maintain a consistent view of batch membership even if some nodes 
observe events with slight delays.

Each validator encodes the batch decision as a single 𝑏-bit integer (a 
bitmask), where each bit represents a claim transaction. A bit is set to 
1 if the validator accepts the corresponding proof and to 0 otherwise. 
This avoids handling separate votes for each request and reduces both 
computation and storage overhead. Validators then sign their bitmasks 
and submit them to the aggregator (Fig.  1, Step 10). The aggregator 
determines the batch outcome by applying a Byzantine Fault Tolerance
(BFT) threshold-supported decision rule to each bit position.

Formally, for each position 𝑗 ∈ {0,… , 𝑏−1} corresponding to a claim 
request in the batch, the threshold-supported decision bit is defined as 
𝑣𝑜𝑡𝑒𝜏 [𝑗] = 1 ⟺

∑

𝑖∈𝑉 𝟏[𝑣𝑜𝑡𝑒𝑣𝑎𝑙,𝑖[𝑗] = 1] ≥ 𝜏, where 𝑉  denotes the set 
of validators in the committee of size 𝑛, 𝜏 = 𝑓 +1 is the BFT finalization 
threshold, 𝑓 = ⌊(𝑛−1)∕3⌋, and 𝟏[⋅] denotes the indicator function. Thus, 
a request is accepted in the batch decision only if at least 𝜏 validators 
support it.

After collecting enough signed votes to satisfy the BFT finalization 
threshold, the aggregator applies this rule to every request position 
and derives a single threshold-supported bitmask for the batch. It 
then generates one aggregated ZKP attesting to the correctness of the 
threshold-supported batch decision and the corresponding update of 
validator states, and submits it to the oracle contract on BCTarget for 
verification (Fig.  1, Step 11). Instead of verifying a separate proof for 
each request, the oracle contract verifies only one aggregated proof per 
batch (Fig.  1, Step 12). This improves throughput and cost-efficiency by 
reducing redundant computation, lowering on-chain interactions and 
gas costs. Additionally, the on-chain validator state tree is updated 
only once per batch rather than per request, further reducing the cost 
of state transitions. Validators aligned with the threshold-supported 
decision are rewarded, while those who deviate are penalized under 
the stake-weighted reputation model described below.

4.4. Incentive and dynamic slashing mechanism

The following extends incentive and slashing mechanisms in Fig.  1
(Steps 11–12) by showing how validator rewards and penalties are 
integrated into the system.

Decentralized oracle networks rely on economic incentives to pro-
mote honest behavior and active participation [23]. Validators invest 
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computational resources and stake capital to process cross-chain re-
quests, and without proper incentives, they would have no motivation 
to participate. To address this, zkPACT rewards validators for correct 
behavior and penalizes them for incorrect or dishonest actions.

During off-chain aggregation, the aggregator assigns rewards and 
generates a ZKP proving the correct update of validator states (Fig. 
1, Step 11). The oracle contract verifies this proof and stores the 
new validator-state root (Fig.  1, Step 12), avoiding repeated on-chain 
interactions and enabling efficient, verifiable reward distribution. The 
aggregator receives a higher reward than validators to account for 
proof generation and transaction fees associated with final on-chain 
submission. Validators may not be rewarded in every round, particu-
larly if their submissions are delayed or excluded because aggregation 
is finalized as soon as enough signed votes satisfy the BFT threshold. 
To ensure long-term fairness, zkPACT rotates the aggregator role among 
committee members using round-robin selection, giving all validators 
regular opportunities to earn both validator-level and aggregator-level 
rewards.

zkPACT uses a Proof-of-Stake (PoS) validator model in which val-
idators must lock their stake in the BCTarget oracle contract to join 
the committee. This stake serves as both an economic commitment 
and a Sybil-resistance mechanism. The system also maintains a repu-
tation score reflecting each validator’s voting accuracy over time and a 
severity count that increases with each incorrect vote. Together, these 
capture both reliability and repeated misbehavior, allowing slashing 
penalties to escalate for validators that continue to vote incorrectly.

In our framework, each validator 𝑖 is represented by the state tuple 
𝑠𝑡𝑖 = (𝑖𝑑𝑖, 𝑝𝑘𝑖, 𝑏𝑎𝑙𝑖, 𝑟𝑒𝑝𝑖, 𝑠𝑒𝑣𝑖), where 𝑖𝑑𝑖 is the validator identifier, 𝑝𝑘𝑖 is 
the public key, 𝑏𝑎𝑙𝑖 is the validator’s current stake balance, 𝑟𝑒𝑝𝑖 is the 
reputation score reflecting past performance, and 𝑠𝑒𝑣𝑖 is the severity 
count tracking incorrect votes, with 𝑠𝑒𝑣𝑖 = 0 for a correct vote and 
𝑠𝑒𝑣𝑖 ≥ 1 for an incorrect vote, where higher values indicate repeated 
mistakes. New validators are initialized with a baseline reputation 
(e.g., 𝑟𝑒𝑝𝑖 = 50). The reputation update is performed as follows. Let 
𝑟𝑒𝑝old denote the current reputation, 𝛥𝑐 the fixed increment for a correct 
vote, and 𝛥𝑖 the base penalty for an incorrect vote. For a correct vote, 
the reputation is updated as 𝑟𝑒𝑝new = 𝑟𝑒𝑝old + 𝛥𝑐 . To ensure fairness 
and prevent validators with high reputation scores from remaining 
in the system without ongoing evaluation, reputation values can be 
periodically adjusted or normalized to maintain a balanced system and 
keep validators accountable over time.

If the vote is incorrect, the updated reputation is computed as 
𝑟𝑒𝑝new = max

(

𝑟𝑒𝑝old − 𝛥𝑖 ⋅ 𝑠𝑒𝑣old, 0
)

. This mechanism imposes a penalty 
proportional to the severity count for incorrect votes, while the max
function ensures the reputation never falls below zero. Only validators 
who submit incorrect votes are penalized; those not included in the 
aggregated result do not incur any penalty. For a correct vote, the 
validator’s stake balance is increased by a fixed reward, denoted as 𝛥𝑆 . 
In this approach, the updated stake is computed as 𝑏𝑎𝑙new = 𝑏𝑎𝑙old+𝛥𝑆 .

For an incorrect vote, a slashing penalty is applied. Let 𝛼 be the base 
slashing factor (e.g., 0.05) and 𝛽 be the escalation factor (e.g., 0.3). The 
slashing factor is calculated as Slash_Fct = 𝛼 ⋅ (1 + 𝛽 𝑠𝑒𝑣old)

(

1 − 𝑟𝑒𝑝old
100

)

, 
and the stake is then updated as 𝑏𝑎𝑙new = 𝑏𝑎𝑙old ⋅(1−Slash_Fct). Here, the 
term 

(

1 − 𝑟𝑒𝑝old
100

)

 ensures that a higher reputation results in a smaller 
penalty, while the factor (1 + 𝛽 𝑠𝑒𝑣old

) scales the penalty with the sever-
ity count. The idea is to avoid heavily punishing validators who usually 
behave correctly. Validators with a high reputation have demonstrated 
their reliability, so the system applies slightly smaller penalties. At the 
same time, the penalty increases if a validator continues to vote incor-
rectly, making repeated mistakes more costly. This design encourages 
consistent accuracy and discourages careless participation.

Finally, we combine stake and reputation using weighted averaging 
to compute the validator score, balancing economic commitment and 
historical reliability. This score determines who can join or remain 
in the committee. Let 𝑤  and 𝑤  denote the weights assigned to 
𝑅 𝑆
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Fig. 3. Workflow of the system.

reputation and stake, respectively, such that 𝑤𝑅 + 𝑤𝑆 = 1. This 
normalization ensures the resulting validator score remains within a 
comparable range and reflects a weighted average of both components. 
We assign 𝑤𝑅 = 0.4 and 𝑤𝑆 = 0.6 to give slightly more influence 
to stake, acknowledging that financial commitment provides stronger 
Sybil resistance and economic security. The validator score is computed 
as ValidatorScore = 𝑤𝑅 𝑟𝑒𝑝new +𝑤𝑆 𝑏𝑎𝑙new.

In our implementation, we use the following protocol parameter 
values to illustrate the incentive mechanism under a concrete setting. 
Each correct validator vote yields 𝛥𝑆 = 2 × 1010 and 𝛥𝑐 = 2, while 
the aggregator receives a higher reward of 5 × 1014 for completing the 
aggregation round. An incorrect validator vote incurs both reputation 
loss and stake slashing. For a validator with baseline reputation 𝑟𝑒𝑝 =
50, and using 𝛼 = 0.05 and 𝛽 = 0.3, the slashing rate is 3.25% for the 
first incorrect vote, 4.00% for the second, and 4.75% for the third. For 
the first incorrect vote, the slashing loss exceeds the honest validator 
reward once the validator stake is above approximately 6.15 × 1011

stake units. Hence, honest voting is economically preferred whenever 
𝑏𝑎𝑙old ⋅Slash_Fct > 𝛥𝑆 . Under the parameter values used in zkPACT, this 
condition holds for sufficiently staked validators, so incorrect voting 
is more costly than honest participation from the first incorrect vote 
onward.

Validators can join or leave the system dynamically, enabling flex-
ible participation while preserving decentralization. To join the com-
mittee, a new validator must exceed the validator score of the member 
it seeks to replace, preventing stake-only replacement and protecting 
reliable validators with strong histories. Exiting validators must com-
plete a structured withdrawal process with a mandatory waiting period 
before reclaiming their stake, discouraging rapid exits and reentries and 
preserving committee stability. We next describe the system workflow 
during the token burn and claim phases.
8 
4.5. System workflow

As shown in Fig.  3, the system workflow consists of two main 
phases: token burn on BCSource and token claim on BCTarget. In the 
figure, each entity is represented as a single component. The DFS and 
the issuer are not depicted, as the DFS primarily serves as off-chain 
storage, and it is assumed that users have already obtained their VCs 
(see  Section 4.2). Additionally, validators are considered pre-registered 
as committee members in the oracle contract on BCTarget. All hashes 
are computed using an arithmetization-friendly hash function [52].
Token burn on the source blockchain. The process begins when a user 
invokes the burn function on BCSource and submits a commitment 
hash (see Definition  4.1) (Step 1). Upon receiving the burn transac-
tion, the oracle contract verifies the balance and burns the specified 
token (Step 2). The contract then emits a burn event containing com-
mitment hash 𝑐 (Step 3). This event is monitored by validators across 
all participating blockchains. When validators receive burn events from 
multiple blockchains, they process them collectively. Although each 
blockchain maintains its own commitment tree, these trees include 
burn events from all participating blockchains. Thus, through cross-
chain mixing, zkPACT increases the anonymity set, i.e., the number of 
commitment hashes among which a given one can be hidden.

Upon detecting a burn event, validators verify its inclusion in a 
valid block on BCSource and append the commitment hash 𝑐 to their 
local commitment tree (Step 4). To maintain consistency across all 
nodes, validators wait for a fixed time window to collect concurrent 
burn events, including those from different blockchains, and then or-
der them deterministically in lexicographic order by hash value. This 
ensures a uniform processing sequence and a consistent view of the 
commitment tree across oracle nodes. Following this, each validator 
submits the updated commitment-tree root and corresponding leaves 
to the current aggregator (Step 5). The aggregator verifies that enough 
validators support the same root to satisfy the BFT threshold and, once 
consensus is reached, stores the verified commitment-tree leaves in the 
DFS (Step 6). It then transmits the latest root and the DFS link to the 
oracle contract on BCTarget (Step 7). When a node joins the oracle 
committee or restarts after downtime, it rebuilds the local commitment 
tree from the latest DFS state to maintain consistency across validators.
Token claim on the target blockchain. To claim the burned tokens on
BCTarget, the user first fetches the latest commitment-tree root and 
DFS link from the oracle contract (Step 8). The user verifies that 
the root matches the root recorded on the oracle contract, ensuring 
data integrity. After confirming the authenticity of the commitment 
tree, the user reconstructs it locally and generates a ZKP using the 
Claiming circuit (see Algorithm 1), demonstrating knowledge of the 
commitment, and a valid VC while keeping them confidential (Step 9). 
The user then submits a claim transaction to the oracle contract on
BCTarget (Step 10). Additionally, the user pays a fee to incentivize 
oracle nodes to process the claim transaction.

Upon receiving the claim transaction, the oracle contract on BC-
Target assigns a unique request ID (Step 11) and emits a claim event, 
notifying validators to initiate the verification process (Step 12). The 
validators verify the claim request by checking that 𝑛𝑢𝑙ℎ𝑎𝑠ℎ has not 
been previously recorded, ensuring no double-spending occurs. If these 
checks are satisfied, validators verify the ZKP in a batch (Step 13) and 
proceed with vote submission. Once the batch has been populated, all 
validators sign and submit their votes (Step 14). At this point, each 
validator queries the oracle contract to determine whether it has been 
assigned the aggregator role for the current round. The aggregator is 
selected using a round-robin mechanism to ensure fair distribution of 
responsibilities and prevent centralization.

The designated aggregator collects the votes, verifies validator sig-
natures, applies rewards and slashing off-chain, and generates a ZKP. 
The proof is constructed using the Voting circuit (see Algorithm 2) for 
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Table 2
Circuit notation used in zkPACT.
 Symbol Description Symbol Description  
 𝑛𝑢𝑙 User nullifier 𝑛𝑢𝑙ℎ𝑎𝑠ℎ Hash of the nullifier  
 𝑠𝑒𝑐 User secret 𝑑𝑒𝑠𝑡𝑖𝑑 Destination-chain identifier  
 𝑉 𝐶 Verifiable credential of the user 𝑉 𝐶ℎ𝑎𝑠ℎ Hash of the credential  
 𝑙𝑒𝑎𝑓𝑖𝑑𝑥 Index of the commitment in the commitment tree 𝑐𝑜𝑚𝑚𝑖𝑡𝑟𝑜𝑜𝑡 Root of the commitment tree  
 𝑐𝑜𝑚𝑚𝑖𝑡𝑝𝑎𝑡ℎ Merkle path in the commitment tree 𝑟𝑒𝑣𝑝𝑎𝑡ℎ Merkle path in the revocation tree for non-revocation of 𝑉 𝐶 
 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟 Issuer public key 𝑟𝑒𝑣𝑟𝑜𝑜𝑡 Root of the revocation tree  
 𝑒𝑝𝑜𝑐ℎ𝑐𝑙𝑎𝑖𝑚 Claim epoch 𝑟𝑒𝑞𝑖𝑑𝑠 Claim request identifiers in the batch  
 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡 Commitment to batch request identifiers 𝑟𝑜𝑢𝑛𝑑𝑖𝑑 Current batching round identifier  
 𝑣𝑜𝑡𝑒∗𝜏 Threshold-supported vote bitmask 𝑣𝑜𝑡𝑒𝑣𝑎𝑙 Validator vote bitmask  
 𝑏𝑖𝑡𝑠𝑣𝑎𝑙 Validator participation bitmask 𝑏𝑖𝑡𝑠ℎ𝑜𝑛 Validator honesty bitmask  
 𝑎𝑔𝑔𝑖𝑑 Aggregator identifier 𝑣𝑎𝑙𝑖𝑑 Validator identifier  
 𝑠𝑘𝑎𝑔𝑔 Aggregator secret key 𝑠𝑖𝑔𝑣𝑎𝑙 Validator signature  
 𝑝𝑘𝑎𝑔𝑔 Aggregator public key 𝑝𝑘𝑣𝑎𝑙 Validator public key  
 𝑎𝑔𝑔𝑝𝑎𝑡ℎ Aggregator Merkle path 𝑣𝑎𝑙𝑝𝑎𝑡ℎ Validator Merkle path  
 𝑏𝑎𝑙 Stake balance state 𝑟𝑒𝑝, 𝑠𝑒𝑣 Reputation and severity state  
 𝑡ℎ𝑟𝑐𝑛𝑡 Number of validators supporting 𝑣𝑜𝑡𝑒𝜏 𝑠𝑡𝑎𝑡𝑒𝑛𝑒𝑤𝑟𝑜𝑜𝑡 Updated validator-state root  
∗ 𝜏 = 𝑓 + 1 denotes the BFT threshold, where 𝑓 = ⌊(𝑛 − 1)∕3⌋ for committee size 𝑛.
 

Algorithm 1 Claiming circuit
Private Input: 𝑛𝑢𝑙, 𝑠𝑒𝑐, 𝑉 𝐶, 𝑟𝑒𝑣𝑝𝑎𝑡ℎ, 𝑑𝑒𝑠𝑡𝑖𝑑 , 𝑙𝑒𝑎𝑓𝑖𝑑𝑥, 𝑐𝑜𝑚𝑚𝑖𝑡𝑝𝑎𝑡ℎ
Public Input: 𝑐𝑜𝑚𝑚𝑖𝑡𝑟𝑜𝑜𝑡, 𝑛𝑢𝑙ℎ𝑎𝑠ℎ, 𝑉 𝐶ℎ𝑎𝑠ℎ, 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟, 𝑟𝑒𝑣𝑟𝑜𝑜𝑡, 𝑒𝑝𝑜𝑐ℎ𝑐𝑙𝑎𝑖𝑚

Ensure: Correctness of the token claim request and KYC verification.
1: function VerifyClaim(𝑐𝑜𝑚𝑚𝑖𝑡𝑟𝑜𝑜𝑡, 𝑛𝑢𝑙ℎ𝑎𝑠ℎ,

𝑉 𝐶ℎ𝑎𝑠ℎ, 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟, 𝑟𝑒𝑣𝑟𝑜𝑜𝑡, 𝑒𝑝𝑜𝑐ℎ𝑐𝑙𝑎𝑖𝑚)
2:  assert VerifyMerkleProof(𝑙𝑒𝑎𝑓𝑖𝑑𝑥, 𝑐𝑜𝑚𝑚𝑖𝑡𝑝𝑎𝑡ℎ, 𝑐𝑜𝑚𝑚𝑖𝑡𝑟𝑜𝑜𝑡)
3:  𝑛𝑢𝑙𝑐𝑜𝑚𝑝ℎ𝑎𝑠ℎ ← Hash(𝑛𝑢𝑙)
4:  assert 𝑛𝑢𝑙ℎ𝑎𝑠ℎ = 𝑛𝑢𝑙𝑐𝑜𝑚𝑝ℎ𝑎𝑠ℎ
5:  𝑉 𝐶𝑐𝑜𝑚𝑝

ℎ𝑎𝑠ℎ ← Hash(𝑉 𝐶)
6:  assert 𝑉 𝐶ℎ𝑎𝑠ℎ = 𝑉 𝐶𝑐𝑜𝑚𝑝

ℎ𝑎𝑠ℎ
7:  assert VerifyPoNR(𝑟𝑒𝑣𝑝𝑎𝑡ℎ, 𝑉 𝐶ℎ𝑎𝑠ℎ, 𝑟𝑒𝑣𝑟𝑜𝑜𝑡)
8:  assert VerifySignature(𝑉 𝐶, 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟)
9:  assert GetExpiryEpoch(𝑉 𝐶) ≥ 𝑒𝑝𝑜𝑐ℎ𝑐𝑙𝑎𝑖𝑚
10:  𝑐𝑜𝑚𝑚𝑖𝑡𝑐𝑜𝑚𝑝ℎ𝑎𝑠ℎ ← Hash(𝑛𝑢𝑙, 𝑠𝑒𝑐, 𝑑𝑒𝑠𝑡𝑖𝑑 , 𝑉 𝐶ℎ𝑎𝑠ℎ)
11:  assert 𝑐𝑜𝑚𝑚𝑖𝑡𝑝𝑎𝑡ℎ[0] = 𝑐𝑜𝑚𝑚𝑖𝑡𝑐𝑜𝑚𝑝ℎ𝑎𝑠ℎ

reward distribution and the Slashing circuit (see Algorithm 3) for penal-
ties, thereby attesting to correct batch verification and validator-state 
updates (Step 15). The proof, aggregated voting results, and updated 
validator states are then submitted to the oracle contract on BCTar-
get (Step 16). Once verified, the oracle contract mints the requested 
tokens for the batch and updates the validator-state tree (Step 17). The 
following describes the circuits that ensure correctness, compliance, 
and validator accountability.

4.6. Proof of off-chain computational correctness

In zkPACT, three circuits ensure security, privacy, and account-
ability in cross-chain transactions. The Claiming circuit (Algorithm 1) 
verifies user eligibility and compliance, while the Voting (Algorithm 2) 
and Slashing (Algorithm 3) circuits ensure vote integrity by rewarding 
honest validators and penalizing misbehavior. The circuit notation used 
in the following algorithms is summarized in Table  2.
Claiming circuit. This circuit (Algorithm 1) is used by the user, as the 
claimant, to generate a proof of a valid token claim while proving 
compliance with KYC requirements (see  Section 4.2). The generated 
proof is verified off-chain by the validators.

Inputs. The private inputs are 𝑛𝑢𝑙 (user nullifier), 𝑠𝑒𝑐 (user se-
cret), 𝑉 𝐶 (user VC), 𝑟𝑒𝑣𝑝𝑎𝑡ℎ (proof of non-revocation for 𝑉 𝐶), 𝑑𝑒𝑠𝑡𝑖𝑑
(destination-chain identifier), and a Merkle witness for the commitment 
tree consisting of the leaf index 𝑙𝑒𝑎𝑓𝑖𝑑𝑥 and the Merkle path 𝑐𝑜𝑚𝑚𝑖𝑡𝑝𝑎𝑡ℎ. 
The public inputs are 𝑐𝑜𝑚𝑚𝑖𝑡𝑟𝑜𝑜𝑡 (root of the commitment tree), 𝑛𝑢𝑙ℎ𝑎𝑠ℎ
(hash of the nullifier), 𝑉 𝐶ℎ𝑎𝑠ℎ (hash of the credential), 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟 (issuer 
public key), 𝑟𝑒𝑣𝑟𝑜𝑜𝑡 (root of the revocation tree), and 𝑒𝑝𝑜𝑐ℎ𝑐𝑙𝑎𝑖𝑚 (claim 
epoch).
9 
Verification. The circuit first verifies inclusion of the user’s com-
mitment in the commitment tree by checking the leaf index 𝑙𝑒𝑎𝑓𝑖𝑑𝑥
and the Merkle path 𝑐𝑜𝑚𝑚𝑖𝑡𝑝𝑎𝑡ℎ against the public root 𝑐𝑜𝑚𝑚𝑖𝑡𝑟𝑜𝑜𝑡 (Line 
2). This ensures that the claim is linked to a valid burn commitment 
recorded in the tree. It then computes the hash of the user nullifier 
𝑛𝑢𝑙 and verifies equality with the public nullifier hash 𝑛𝑢𝑙ℎ𝑎𝑠ℎ (Lines 
3–4), thereby binding the claim to a unique nullifier and preventing 
double-spending. The circuit then hashes the credential 𝑉 𝐶 and verifies 
equality with the public credential hash 𝑉 𝐶ℎ𝑎𝑠ℎ (Lines 5–6). This en-
sures consistency between the submitted credential and the credential 
bound to the claim. Next, the circuit verifies non-revocation of 𝑉 𝐶
by checking the Merkle path 𝑟𝑒𝑣𝑝𝑎𝑡ℎ against the public revocation root 
𝑟𝑒𝑣𝑟𝑜𝑜𝑡 (Line 7). This ensures that the credential has not been revoked. 
The circuit further verifies the issuer’s signature on 𝑉 𝐶 using the public 
key 𝑝𝑘𝑖𝑠𝑠𝑢𝑒𝑟 (Line 8), thereby confirming that the credential was issued 
by a trusted issuer.

The circuit also verifies the expiration of the VC by checking that 
its expiry epoch is not earlier than the public 𝑒𝑝𝑜𝑐ℎ𝑐𝑙𝑎𝑖𝑚 (Line 9). This 
ensures that the credential remains valid at the claim epoch. Finally, 
the circuit recomputes the commitment hash from 𝑛𝑢𝑙, 𝑠𝑒𝑐, 𝑑𝑒𝑠𝑡𝑖𝑑 , and 
𝑉 𝐶ℎ𝑎𝑠ℎ (Line 10) and verifies that it matches the first element of the 
Merkle path 𝑐𝑜𝑚𝑚𝑖𝑡𝑝𝑎𝑡ℎ (Line 11). This ensures that the claim is bound 
to the exact commitment originally created at burn time and to the 
intended destination chain. These checks guarantee that only users with 
valid credentials and commitments can claim tokens.
Voting circuit. Algorithm 2 is used by the aggregator to generate a 
proof that the published threshold-supported vote over a batch of claim 
requests and the corresponding validator-state update are correct. The 
circuit ensures that only valid votes signed by eligible validators are 
included in the aggregation, and that the resulting state transition is 
correctly computed. The generated proof is verified on-chain by the 
oracle contract.

Inputs. The private inputs are 𝑠𝑘𝑎𝑔𝑔 (aggregator secret key), 𝑏𝑎𝑙𝑎𝑔𝑔
(aggregator balance), 𝑟𝑒𝑝𝑎𝑔𝑔 (aggregator reputation), 𝑠𝑒𝑣𝑎𝑔𝑔 (aggregator 
severity count), 𝑎𝑔𝑔𝑝𝑎𝑡ℎ (aggregator Merkle path), and 𝑟𝑒𝑞𝑖𝑑𝑠 (claim 
request identifiers). For each validator, the private inputs are 𝑝𝑘𝑣𝑎𝑙
(validator public key), 𝑠𝑖𝑔𝑣𝑎𝑙 (validator signature), 𝑏𝑎𝑙𝑣𝑎𝑙 (validator 
balance), 𝑟𝑒𝑝𝑣𝑎𝑙 (validator reputation), 𝑠𝑒𝑣𝑣𝑎𝑙 (validator severity count), 
𝑣𝑜𝑡𝑒𝑣𝑎𝑙 (validator vote bitmask), and 𝑣𝑎𝑙𝑝𝑎𝑡ℎ (validator Merkle path). 
The public inputs are 𝑠𝑡𝑎𝑡𝑒𝑛𝑒𝑤𝑟𝑜𝑜𝑡 (updated validator-state root), 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡
(commitment to batch identifiers), 𝑣𝑜𝑡𝑒𝜏 (threshold-supported vote bit-
mask), 𝑟𝑜𝑢𝑛𝑑𝑖𝑑 (batch round identifier), 𝑏𝑖𝑡𝑠𝑣𝑎𝑙 (validator participation 
bitmask), and 𝑏𝑖𝑡𝑠ℎ𝑜𝑛 (validator honesty bitmask).

Verification. The circuit first checks that participating validators 
have distinct identifiers (Line 2), ensuring that each validator is counted
only once. It then recomputes the batch commitment from the private 
request identifiers 𝑟𝑒𝑞  and verifies equality with the public value 
𝑖𝑑𝑠
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Algorithm 2 Voting circuit
Private Input: 𝑠𝑘𝑎𝑔𝑔 , 𝑏𝑎𝑙𝑎𝑔𝑔 , 𝑟𝑒𝑝𝑎𝑔𝑔 , 𝑠𝑒𝑣𝑎𝑔𝑔 , 𝑎𝑔𝑔𝑝𝑎𝑡ℎ, 𝑟𝑒𝑞𝑖𝑑𝑠,
𝑝𝑘𝑣𝑎𝑙 , 𝑠𝑖𝑔𝑣𝑎𝑙 , 𝑏𝑎𝑙𝑣𝑎𝑙 , 𝑟𝑒𝑝𝑣𝑎𝑙 , 𝑠𝑒𝑣𝑣𝑎𝑙 , 𝑣𝑜𝑡𝑒𝑣𝑎𝑙 , 𝑣𝑎𝑙𝑝𝑎𝑡ℎ
Public Input: 𝑠𝑡𝑎𝑡𝑒𝑛𝑒𝑤𝑟𝑜𝑜𝑡 , 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡, 𝑣𝑜𝑡𝑒𝜏 , 𝑟𝑜𝑢𝑛𝑑𝑖𝑑 , 𝑏𝑖𝑡𝑠𝑣𝑎𝑙 , 𝑏𝑖𝑡𝑠ℎ𝑜𝑛
Ensure: Correctness of validator votes and the state root update. 
1: function Verify(𝑠𝑡𝑎𝑡𝑒𝑛𝑒𝑤𝑟𝑜𝑜𝑡 ,

𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡, 𝑟𝑜𝑢𝑛𝑑𝑖𝑑 , 𝑣𝑜𝑡𝑒𝜏 , 𝑏𝑖𝑡𝑠𝑣𝑎𝑙 , 𝑏𝑖𝑡𝑠ℎ𝑜𝑛) 
2:  assert UniqueValidatorIDs 
3:  𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑝

𝑐𝑜𝑚𝑚𝑖𝑡 ← Hash(𝑟𝑒𝑞𝑖𝑑𝑠)
4:  assert 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑝

𝑐𝑜𝑚𝑚𝑖𝑡 = 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡
5:  assert VerifyMerkleProof(𝑎𝑔𝑔𝑝𝑎𝑡ℎ) 
6:  assert VerifyKey(𝑠𝑘𝑎𝑔𝑔 , 𝑎𝑔𝑔𝑝𝑎𝑡ℎ) 
7:  Update Aggregator State: 𝑏𝑎𝑙𝑎𝑔𝑔 , 𝑟𝑒𝑝𝑎𝑔𝑔 , 𝑠𝑒𝑣𝑎𝑔𝑔
8:  Update 𝑎𝑔𝑔𝑝𝑎𝑡ℎ[0] ← Hash(𝑎𝑔𝑔𝑖𝑑 , 𝑝𝑘𝑎𝑔𝑔 , 𝑏𝑎𝑙𝑎𝑔𝑔 , 𝑟𝑒𝑝𝑎𝑔𝑔 , 𝑠𝑒𝑣𝑎𝑔𝑔)
9:  𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡 ← ComputeRoot(𝑎𝑔𝑔𝑝𝑎𝑡ℎ)
10:  𝑏𝑖𝑡𝑠𝑠𝑢𝑚 ← 0; ℎ𝑜𝑛𝑠𝑢𝑚 ← 0; 𝑡ℎ𝑟𝑐𝑛𝑡 ← 0
11:  for each validator do 
12:  assert VerifyMerkleProof(𝑣𝑎𝑙𝑝𝑎𝑡ℎ, 𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡 ) 
13:  𝑚𝑠𝑔𝑣𝑎𝑙 ← Hash(𝑣𝑎𝑙𝑖𝑑 , 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡, 𝑣𝑜𝑡𝑒𝑣𝑎𝑙 , 𝑟𝑜𝑢𝑛𝑑𝑖𝑑 )
14:  assert VerifySignature(𝑠𝑖𝑔𝑣𝑎𝑙 , 𝑚𝑠𝑔𝑣𝑎𝑙 , 𝑝𝑘𝑣𝑎𝑙) 
15:  𝑚𝑎𝑡𝑐ℎ ← [ 𝑣𝑜𝑡𝑒𝑣𝑎𝑙 = 𝑣𝑜𝑡𝑒𝜏 ]; 𝑡ℎ𝑟𝑐𝑛𝑡 ← 𝑡ℎ𝑟𝑐𝑛𝑡 + 𝑚𝑎𝑡𝑐ℎ
16:  Update Validator State: 𝑏𝑎𝑙𝑣𝑎𝑙 , 𝑟𝑒𝑝𝑣𝑎𝑙 , 𝑠𝑒𝑣𝑣𝑎𝑙
17:  Update 𝑣𝑎𝑙𝑝𝑎𝑡ℎ[0] ← Hash(𝑣𝑎𝑙𝑖𝑑 , 𝑝𝑘𝑣𝑎𝑙 , 𝑏𝑎𝑙𝑣𝑎𝑙 , 𝑟𝑒𝑝𝑣𝑎𝑙 , 𝑠𝑒𝑣𝑣𝑎𝑙)
18:  𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡 ← ComputeRoot(𝑣𝑎𝑙𝑝𝑎𝑡ℎ)
19:  𝑏𝑖𝑡𝑠𝑠𝑢𝑚 ← 𝑏𝑖𝑡𝑠𝑠𝑢𝑚 + 2𝑣𝑎𝑙𝑖𝑑 ; ℎ𝑜𝑛𝑠𝑢𝑚 ← ℎ𝑜𝑛𝑠𝑢𝑚 + 𝑚𝑎𝑡𝑐ℎ ⋅ 2𝑣𝑎𝑙𝑖𝑑
20:  end for
21:  assert 𝑡ℎ𝑟𝑐𝑛𝑡 ≥ 𝑓 + 1,  where 𝑓 =

⌊

𝑛−1
3

⌋

22:  assert 𝑏𝑖𝑡𝑠𝑣𝑎𝑙 = 𝑏𝑖𝑡𝑠𝑠𝑢𝑚
23:  assert 𝑏𝑖𝑡𝑠ℎ𝑜𝑛 = ℎ𝑜𝑛𝑠𝑢𝑚
24:  assert 𝑠𝑡𝑎𝑡𝑒𝑛𝑒𝑤𝑟𝑜𝑜𝑡 = 𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡

𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡 (Lines 3–4). This binds the proof and validator votes to a 
specific batch of claim requests. The circuit next authenticates the ag-
gregator’s membership in the validator-state tree using the Merkle path 
𝑎𝑔𝑔𝑝𝑎𝑡ℎ (Line 5). It then checks that the secret key 𝑠𝑘𝑎𝑔𝑔 corresponds 
to the aggregator record authenticated by that path (Line 6), thereby 
ensuring that the proof is generated by the designated aggregator. After 
that, the circuit updates the aggregator state variables 𝑏𝑎𝑙𝑎𝑔𝑔 , 𝑟𝑒𝑝𝑎𝑔𝑔 , 
and 𝑠𝑒𝑣𝑎𝑔𝑔 , updates the corresponding leaf in 𝑎𝑔𝑔𝑝𝑎𝑡ℎ, and recomputes 
the resulting state root 𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡  (Lines 7–9). For details on how these 
state variables are updated, see  Section 4.4. The circuit then initializes 
three accumulators: 𝑏𝑖𝑡𝑠𝑠𝑢𝑚 for the reconstructed participation bitmask, 
ℎ𝑜𝑛𝑠𝑢𝑚 for the reconstructed honesty bitmask, and 𝑡ℎ𝑟𝑐𝑛𝑡 for counting 
how many validators support the published threshold-supported vote 
bitmask (Line 10).

For each validator (Lines 11–20), the circuit verifies membership 
in the validator-state tree by checking the Merkle path 𝑣𝑎𝑙𝑝𝑎𝑡ℎ against 
the current computed root 𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡  (Line 12). This ensures that only 
registered validators are included. It then computes the signed vote 
message 𝑚𝑠𝑔𝑣𝑎𝑙 from the validator identifier, batch commitment, vote 
bitmask, and round ID, and verifies the signature using 𝑝𝑘𝑣𝑎𝑙 (Lines 
13–14). This binds the vote to a specific validator, batch, and round, 
thereby preventing replay or vote reuse across different rounds or 
batches. The circuit next computes the honesty indicator 𝑚𝑎𝑡𝑐ℎ =
[ 𝑣𝑜𝑡𝑒𝑣𝑎𝑙 = 𝑣𝑜𝑡𝑒𝜏 ] and increments the counter 𝑡ℎ𝑟𝑐𝑛𝑡 accordingly (Line 
15). This determines whether the validator’s vote agrees with the 
published threshold-supported vote. Validators with 𝑚𝑎𝑡𝑐ℎ = 1 are 
treated as honest in the subsequent state update and are rewarded 
accordingly (Line 16) (see  Section 4.4).

The circuit updates the validator state variables 𝑏𝑎𝑙𝑣𝑎𝑙, 𝑟𝑒𝑝𝑣𝑎𝑙, and 
𝑠𝑒𝑣𝑣𝑎𝑙, rehashes the corresponding leaf in 𝑣𝑎𝑙𝑝𝑎𝑡ℎ (Line 17), and recom-
putes the resulting state root 𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡  (Line 18). This root is carried 
forward across iterations to accumulate validator-state updates. It also 
reconstructs the public bitmasks by updating 𝑏𝑖𝑡𝑠𝑠𝑢𝑚 for participation 
and ℎ𝑜𝑛𝑠𝑢𝑚 for honesty through the terms 2𝑣𝑎𝑙𝑖𝑑  and 𝑚𝑎𝑡𝑐ℎ⋅2𝑣𝑎𝑙𝑖𝑑 , respec-
tively (Line 19). This records which validators participated in the round 
10 
Algorithm 3 Slashing circuit
Private Input: 𝑝𝑘𝑎𝑔𝑔 , 𝑏𝑎𝑙𝑎𝑔𝑔 , 𝑟𝑒𝑝𝑎𝑔𝑔 , 𝑠𝑒𝑣𝑎𝑔𝑔 , 𝑎𝑔𝑔𝑝𝑎𝑡ℎ, 𝑟𝑒𝑞𝑖𝑑𝑠,
𝑝𝑘𝑣𝑎𝑙 , 𝑠𝑖𝑔𝑣𝑎𝑙 , 𝑏𝑎𝑙𝑣𝑎𝑙 , 𝑟𝑒𝑝𝑣𝑎𝑙 , 𝑠𝑒𝑣𝑣𝑎𝑙 , 𝑣𝑜𝑡𝑒𝑣𝑎𝑙 , 𝑣𝑎𝑙𝑝𝑎𝑡ℎ
Public Input: 𝑠𝑡𝑎𝑡𝑒𝑛𝑒𝑤𝑟𝑜𝑜𝑡 , 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡, 𝑣𝑜𝑡𝑒𝜏 , 𝑟𝑜𝑢𝑛𝑑𝑖𝑑
Ensure: Correct detection of validator misbehavior, correct penalty applica-

tion, and correct state-root update. 
1: function VerifySlashing(𝑠𝑡𝑎𝑡𝑒𝑛𝑒𝑤𝑟𝑜𝑜𝑡 , 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡, 𝑟𝑜𝑢𝑛𝑑𝑖𝑑 , 𝑣𝑜𝑡𝑒𝜏 ) 
2:  𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑝

𝑐𝑜𝑚𝑚𝑖𝑡 ← Hash(𝑟𝑒𝑞𝑖𝑑𝑠)
3:  assert 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑝

𝑐𝑜𝑚𝑚𝑖𝑡 = 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡
4:  assert VerifyMerkleProof(𝑣𝑎𝑙𝑝𝑎𝑡ℎ) 
5:  𝑚𝑠𝑔𝑣𝑎𝑙 ← Hash(𝑣𝑎𝑙𝑖𝑑 , 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡, 𝑣𝑜𝑡𝑒𝑣𝑎𝑙 , 𝑟𝑜𝑢𝑛𝑑𝑖𝑑 )
6:  assert VerifySignature(𝑠𝑖𝑔𝑣𝑎𝑙 , 𝑚𝑠𝑔𝑣𝑎𝑙 , 𝑝𝑘𝑣𝑎𝑙) 
7:  assert 𝑣𝑜𝑡𝑒𝑣𝑎𝑙 ≠ 𝑣𝑜𝑡𝑒𝜏
8:  Update Validator State: 𝑏𝑎𝑙𝑣𝑎𝑙 , 𝑟𝑒𝑝𝑣𝑎𝑙 , 𝑠𝑒𝑣𝑣𝑎𝑙
9:  Update 𝑣𝑎𝑙𝑝𝑎𝑡ℎ[0] ← Hash(𝑣𝑎𝑙𝑖𝑑 , 𝑝𝑘𝑣𝑎𝑙 , 𝑏𝑎𝑙𝑣𝑎𝑙 , 𝑟𝑒𝑝𝑣𝑎𝑙 , 𝑠𝑒𝑣𝑣𝑎𝑙)
10:  𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡 ← ComputeRoot(𝑣𝑎𝑙𝑝𝑎𝑡ℎ)
11:  assert VerifyMerkleProof(𝑎𝑔𝑔𝑝𝑎𝑡ℎ, 𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡 ) 
12:  Update Aggregator State: 𝑏𝑎𝑙𝑎𝑔𝑔 , 𝑟𝑒𝑝𝑎𝑔𝑔 , 𝑠𝑒𝑣𝑎𝑔𝑔
13:  Update 𝑎𝑔𝑔𝑝𝑎𝑡ℎ[0] ← Hash(𝑎𝑔𝑔𝑖𝑑 , 𝑝𝑘𝑎𝑔𝑔 , 𝑏𝑎𝑙𝑎𝑔𝑔 , 𝑟𝑒𝑝𝑎𝑔𝑔 , 𝑠𝑒𝑣𝑎𝑔𝑔)
14:  𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡 ← ComputeRoot(𝑎𝑔𝑔𝑝𝑎𝑡ℎ)
15:  assert 𝑠𝑡𝑎𝑡𝑒𝑛𝑒𝑤𝑟𝑜𝑜𝑡 = 𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡

and which of them voted consistently with 𝑣𝑜𝑡𝑒𝜏 . After processing all 
validators, the circuit checks that the number of validators supporting 
𝑣𝑜𝑡𝑒𝜏 satisfies 𝑡ℎ𝑟𝑐𝑛𝑡 ≥

⌊

𝑛−1
3

⌋

+1 (Line 21), where 𝑛 is the committee size. 
This confirms sufficient support for the published threshold-supported 
vote. It then verifies 𝑏𝑖𝑡𝑠𝑣𝑎𝑙 = 𝑏𝑖𝑡𝑠𝑠𝑢𝑚 and 𝑏𝑖𝑡𝑠ℎ𝑜𝑛 = ℎ𝑜𝑛𝑠𝑢𝑚 (Lines 22–23), 
ensuring that the aggregator cannot omit a participating validator, add 
a non-participating one, or misreport which validators agreed with 
𝑣𝑜𝑡𝑒𝜏 . Finally, it verifies that the claimed updated root 𝑠𝑡𝑎𝑡𝑒𝑛𝑒𝑤𝑟𝑜𝑜𝑡 equals 
the computed root 𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡  (Line 24), so that all validator-state updates 
are reflected in the published final state root.
Slashing circuit. Algorithm 3 is used by the aggregator to generate a 
proof that a validator’s signed vote differs from the published threshold-
supported vote 𝑣𝑜𝑡𝑒𝜏 and that the corresponding penalty and validator-
state update were applied correctly. The generated proof is verified 
on-chain by the oracle contract.

Inputs. The Slashing circuit uses the same core private inputs as the 
Voting circuit, namely 𝑝𝑘𝑎𝑔𝑔 , 𝑏𝑎𝑙𝑎𝑔𝑔 , 𝑟𝑒𝑝𝑎𝑔𝑔 , 𝑠𝑒𝑣𝑎𝑔𝑔 , 𝑎𝑔𝑔𝑝𝑎𝑡ℎ, and 𝑟𝑒𝑞𝑖𝑑𝑠, 
together with, for the penalized validator, 𝑝𝑘𝑣𝑎𝑙, 𝑠𝑖𝑔𝑣𝑎𝑙, 𝑏𝑎𝑙𝑣𝑎𝑙, 𝑟𝑒𝑝𝑣𝑎𝑙, 
𝑠𝑒𝑣𝑣𝑎𝑙, 𝑣𝑜𝑡𝑒𝑣𝑎𝑙, and 𝑣𝑎𝑙𝑝𝑎𝑡ℎ. The public inputs are 𝑠𝑡𝑎𝑡𝑒𝑛𝑒𝑤𝑟𝑜𝑜𝑡 , 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡, 
𝑣𝑜𝑡𝑒𝜏 , and 𝑟𝑜𝑢𝑛𝑑𝑖𝑑 .

Verification. The circuit first recomputes the batch commitment from 
the private request identifiers 𝑟𝑒𝑞𝑖𝑑𝑠 and verifies equality with the 
public value 𝑏𝑎𝑡𝑐ℎ𝑐𝑜𝑚𝑚𝑖𝑡 (Lines 2–3). This binds the slashing proof to a 
specific batch and round. It then verifies membership of the validator 
in the validator-state tree by checking the Merkle path 𝑣𝑎𝑙𝑝𝑎𝑡ℎ (Line 4). 
Next, it reconstructs the signed vote message 𝑚𝑠𝑔𝑣𝑎𝑙 from the validator 
identifier, batch commitment, vote, and round identifier, and verifies 
the signature using 𝑝𝑘𝑣𝑎𝑙 (Lines 5–6) to confirm the vote was issued by 
that validator for the given batch and round.

The circuit then checks that the validator’s vote differs from the 
published threshold-supported vote 𝑣𝑜𝑡𝑒𝜏 (Line 7). This identifies the 
validator as misbehaving. It next updates the validator state variables 
𝑏𝑎𝑙𝑣𝑎𝑙, 𝑟𝑒𝑝𝑣𝑎𝑙, and 𝑠𝑒𝑣𝑣𝑎𝑙 to apply the corresponding penalty (Line 8). 
Details of these update rules are given in  Section 4.4. The circuit 
then rehashes the validator leaf in 𝑣𝑎𝑙𝑝𝑎𝑡ℎ and recomputes the resulting 
state root 𝑠𝑡𝑎𝑡𝑒𝑐𝑜𝑚𝑝𝑟𝑜𝑜𝑡  (Lines 9–10). This records the validator penalty in 
the validator-state tree. Next, it verifies the aggregator’s membership 
by checking the Merkle path 𝑎𝑔𝑔𝑝𝑎𝑡ℎ against the updated root (Line 
11), and then updates the aggregator state variables 𝑏𝑎𝑙𝑎𝑔𝑔 , 𝑟𝑒𝑝𝑎𝑔𝑔 , 
and 𝑠𝑒𝑣𝑎𝑔𝑔 (Line 12). It rehashes the aggregator leaf and recomputes 
the final root (Lines 13–14). Finally, it verifies that the computed 
root equals the claimed updated root 𝑠𝑡𝑎𝑡𝑒𝑛𝑒𝑤𝑟𝑜𝑜𝑡 (Line 15), ensuring the 
integrity of updates.
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5. Implementation

We provide open-source proof-of-concept implementations for both 
zkPACT and the zkOracle baseline on GitHub. 1 Our implementation 
is developed in Go version 1.24.0 and uses go-ethereum2 to interact 
with the blockchain via JSON-RPC, ABI encoding, and transaction 
signing, with bindings generated using abigen. The oracle back-
end exposes a REST interface that maps client requests to protocol 
operations and submits signed transactions to the connected chains. 
The smart contracts are implemented in Solidity (v0.8.30) and are 
built and deployed using Foundry.3 For development, we run a local 
Ethereum execution client based on Reth (v0.2.0-beta.2) and interact 
with it through standard JSON-RPC. The system is designed to be 
blockchain-agnostic, supporting deployment across blockchains with 
native support for smart contracts and elliptic curve pairing operations. 
However, for our evaluation, we target Ethereum due to its mature 
tooling, widespread adoption, and support for cryptographic primitives 
essential for zk-SNARKs verification. For hashing, we use Minimum 
Multiplicative Complexity (MiMC) [52], a hash function designed for 
efficient use in arithmetic circuits.

5.1. Off-chain components

Each oracle node runs a Go-based backend service that manages 
communication, event processing, and the local state required for cross-
chain interactions, and exposes a REST interface that maps client 
requests to protocol operations and submits signed transactions via 
JSON-RPC. The backend also includes modules for event indexing, 
batch formation, proof generation, and transaction submission, en-
abling protocol operations to be executed deterministically from chain 
events and committee inputs. A core component of the backend service 
is an append-only, fixed-depth incremental commitment tree used to 
record commitment hashes derived from burn transactions. Since new 
commitments are added frequently, this structure is optimized for 
handling high update rates. Each leaf can be added in 𝑂(log 𝑛) time, 
and Merkle proofs are generated with the same complexity. Initially, 
all leaves in the tree are set to zero and are sequentially replaced with 
non-zero commitments.

Each oracle maintains a local copy of the commitment tree and stays 
synchronized with others. The backend parallelizes event handling, 
batch construction, and verification routines using Go’s concurrency 
primitives, such as goroutines and channels, to ensure efficient par-
allel processing. To support proof generation, the latest state of the 
commitment tree leaves is periodically published to the DFS, for ef-
ficient retrieval by users and validators without incurring additional 
on-chain storage or gas costs. A separate index is also maintained on 
the DFS, allowing users to locate their commitment in 𝑂(1) time and 
generate Merkle inclusion proofs efficiently. In our implementation, 
InterPlanetary File System (IPFS) serves as the DFS.

To support KYC functionality, our implementation includes an incre-
mental, fixed-depth Merkle tree maintained off-chain by the issuer as a 
revocation tree. Each leaf corresponds to a user credential indexed at a 
fixed position. In zkPACT, the credential encodes a single KYC attribute, 
and users generate a ZKP of non-revocation and policy compliance 
using the Claiming circuit (see Algorithm 1).

1 https://github.com/ElmiraEbrahimi/zkPACT.git
2 https://github.com/ethereum/go-ethereum (v1.16.7)
3 https://getfoundry.sh/
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5.2. On-chain components

The core on-chain logic is encapsulated in the oracle contract, 
coordinating the selection of the next aggregator, the aggregator’s vote 
submission, validator registration, stake withdrawal, replacement, and 
exiting. The oracle contract integrates a separate MerkleTree contract 
that implements a sparse Merkle tree for validator state. This tree 
tracks validator accounts, including balances and reputation-related 
metadata, and remains on-chain because it governs security-critical 
operations such as membership updates, stake withdrawals, rewards, 
replacements, and slashing, which must be enforced directly by the 
oracle contract without additional trust or data-availability assump-
tions. Updates to this state require on-chain Merkle proof verification, 
ensuring the integrity of validator actions. A sparse Merkle tree is 
chosen because updates occur only once per batch and each validator 
has a fixed position in the tree, thereby avoiding the need for structural 
modifications during updates.

The oracle contract is deployed alongside four supporting contracts: 
the MerkleTree contract, the votingVerifier, the slashingVerifier, and 
a dedicated MiMC hashing contract. The verifier contracts are auto-
matically generated using the gnark library4 to support efficient ZKP 
verification on Ethereum. The votingVerifier contract verifies ZKPs gen-
erated by the Voting circuit (see Algorithm 2), ensuring that validator 
votes have been correctly processed and state updates follow protocol 
rules. The slashingVerifier contract checks ZKPs from the Slashing 
circuit (see Algorithm 3), which enforces dynamic, reputation-based 
penalties for dishonest validators.

For comparison, we reimplement zkOracle [23] as the evaluation 
baseline because it is the closest oracle-based cross-chain solution to 
zkPACT and adopts a non-batched verification model. To ensure a fair 
comparison, we implement the baseline in the same environment as 
zkPACT, including the Go backend, smart-contract toolchain, and local 
execution setup, while preserving zkOracle’s original verification flow, 
non-batched processing model, and circuits. This setup ensures that the 
measured differences reflect the protocol design and processing model 
rather than deployment choices.

6. Evaluation

To assess the effectiveness of zkPACT, we compare it with zkO-
racle [23] in terms of memory and gas consumption, position its 
per-transfer gas cost against related ZKP-based cross-chain systems, and 
finally report throughput and latency under concurrent workloads.

6.1. Experimental setup

Experiments were conducted on a virtual machine running Ubuntu 
22.04.4 LTS, equipped with an AMD EPYC Milan processor featur-
ing 16 vCPUs, 64 GB of RAM, and 360 GB of SSD storage. We use 
Foundry (forge v1.3.5) to compile, deploy, and test the contracts in 
a local Ethereum environment. We evaluate committee sizes 𝑛 ∈
{4, 8, 16, 32, 64, 128} and batch sizes 𝑏 ∈ {1, 5, 10, 15, 20}. The commit-
tee sizes were chosen for two protocol-driven reasons. First, zkPACT 
maintains validator states in a Merkle tree, so using committee sizes 
that grow as powers of two yields balanced tree structures and pro-
vides a clean way to study how tree-based state updates scale as 
the committee expands. Second, the Voting circuit encodes validator 
participation and voting outcomes as BN254 bitmasks. Since one BN254 
field element can represent up to 254 validator positions, our largest 
setting remains safely within this bound. Moreover, 𝑛 = 128 already 
exceeds committee sizes typically reported for real-world decentralized 
oracle settings [53]. Supporting 𝑛 > 254 would only require extending 

4 https://github.com/consensys/gnark (v0.14.0)

https://github.com/ElmiraEbrahimi/zkPACT.git
https://github.com/ethereum/go-ethereum
https://getfoundry.sh/
https://github.com/consensys/gnark
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the encoding across multiple field elements, rather than changing the 
circuit design itself.

For zkPACT, the case 𝑏 = 1 represents non-batched execution and 
therefore provides the direct reference point for comparison with zkO-
racle. The settings 𝑏 ∈ {5, 10, 15, 20} then show how batching changes 
off-chain and on-chain costs relative to that non-batched approach. The 
reported range was selected to capture the transition from non-batched 
execution to effective batched operation without adding redundant 
configurations. Each configuration was run 50 times, and the mean and 
standard deviation are reported to capture performance consistency. 
Across configurations, the standard deviations remained low, ranging 
from 0.01 GB to 0.25 GB for memory usage and within 2%–5% of 
the mean for gas consumption. These variances indicate consistent 
performance and support the reliability of the observed trends.

6.2. Off-chain computational cost

This section evaluates off-chain computational burdens by measur-
ing peak memory consumption during circuit compilation and proof 
generation for the three core circuits presented in Section 4.6. We 
compare these results with zkOracle to highlight the performance 
improvements.

Users leverage the Claiming circuit to generate a ZKP proving 
knowledge of a valid commitment hash and possession of a non-
revoked credential satisfying the verifier’s KYC policy. Since the circuit 
handles individual claim requests, its structure is independent of batch 
and committee size. Accordingly, its off-chain cost remains constant 
across configurations. Specifically, Claiming-circuit compilation, proof 
generation, and off-chain verification require approximately 50 MB, 66 
MB, and 39 MB, respectively. These stable requirements keep user-side 
interactions lightweight and predictable.

We conducted three experimental setups to evaluate the off-chain 
computational cost of the Voting circuit. In each setup, we varied the 
batch or committee sizes while keeping the other parameter constant 
to isolate the impact on memory usage during circuit compilation and 
proof generation.

Voting circuit peak memory at fixed batch size (𝑏 = 1). The results 
of this configuration are shown in Fig.  4. This setup reflects a non-
batched system that generates separate proofs for each request. As the 
number of validators increases, memory usage rises in both systems’ 
compilation and proof generation phases due to the growing number 
of signature checks and Merkle path verifications. In this setup, the 
zkPACT Voting circuit uses more memory than zkOracle in both the 
compilation phase (Fig.  4(a)) and the proof generation phase (Fig. 
4(b)). At a committee size of 128, the additional overhead remains 
moderate, with compilation memory increasing from approximately 
1.29 GB in zkOracle to 1.47 GB in zkPACT, and proof-generation 
memory increasing from approximately 3.24 GB to 3.71 GB. This 
moderate increase is due to additional constraints required to support 
incentive enforcement and accountability, which make the zkPACT 
Voting circuit more complex than the zkOracle circuit. While memory 
usage scales linearly with circuit-dependent parameters, the superlinear 
growth observed beyond 64 validators is due to our experimental 
setup. To simulate a real-world deployment, we run components in 
parallel within a shared-memory environment. This shared context 
introduces additional overhead that does not occur in real-world set-
tings, where independent execution would preserve linear scalability 
of zk-SNARK-based designs.

Voting circuit peak memory at fixed batch size (𝑏 = 5). The results of 
this experiment are shown in Fig.  5, which evaluates the efficiency of 
batching in zkPACT when handling multiple requests. In this setup, zk-
PACT exhibits higher memory usage than zkOracle during compilation 
(Fig.  5(a)) due to additional constraints introduced by batch processing. 
This compilation cost represents a one-time overhead for validators and 
has a limited long-term impact. Among the factors affecting system 
scalability, memory usage during proof generation is the most critical, 
12 
Fig. 4. Voting circuit peak memory: zkPACT vs. zkOracle at fixed batch size 
𝑏 = 1 across varying committee sizes.

Fig. 5. Voting circuit peak memory: zkPACT vs. zkOracle at fixed batch size 
𝑏 = 5 across varying committee sizes.

Fig. 6. Voting circuit peak memory: zkPACT vs. zkOracle at fixed committee 
size 𝑛 = 4 across varying batch sizes.

Fig. 7. Slashing circuit peak memory: zkPACT vs. zkOracle at fixed batch size 
𝑏 = 1 across varying committee sizes.
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and zkPACT demonstrates a clear advantage, as shown in Fig.  5(b). 
While zkOracle generates a separate proof for each request, increasing 
memory usage with the committee size, zkPACT produces a single, 
aggregated proof for the entire batch. This results in significantly lower 
memory usage. For example, at a committee size of 128, zkPACT 
reduces proof-generation memory usage from approximately 16.19 GB 
in zkOracle to 3.72 GB, corresponding to about 4.3 times lower memory 
usage and a 77% reduction. These findings highlight the efficiency 
of batching in reducing off-chain computational costs during batched 
claim processing.

Voting circuit peak memory at fixed committee size (𝑛 = 4). The results 
of this configuration are shown in Fig.  6, illustrating the batching 
efficiency under increasing workloads. The zkOracle system exhibits 
constant memory usage during compilation (Fig.  6(a)) as its circuit is 
independent of the batch size. In contrast, zkPACT’s compilation mem-
ory increases with batch size due to the growing number of constraints 
introduced by the batching technique. Regarding proof generation, 
the difference becomes substantial (Fig.  6(b)). Although both systems 
exhibit increasing memory usage with batch size, zkOracle grows sig-
nificantly faster, even with a small committee size. In contrast, zkPACT 
produces a single proof for the entire batch, resulting in significantly 
lower memory usage. At a batch size of 20, zkPACT reduces proof-
generation memory usage from approximately 4.29 GB in zkOracle to 
0.23 GB, corresponding to about 18.9 times lower memory usage and a 
94% reduction. As the committee size increases, this gap grows further, 
highlighting how batching improves scalability and reduces per-request 
overhead.

Slashing circuit peak memory at fixed batch size (𝑏 = 1). The re-
sults of this configuration are shown in Fig.  7. The Slashing circuit 
consistently uses less memory than the Voting circuit, as it involves 
fewer constraints and a simpler structure. Similar to the Voting circuit, 
zkPACT exhibits higher memory usage than zkOracle during both the 
compilation and proof generation phases (Fig.  7(a) and Fig.  7(b)). 
This increase is due to the additional constraints required to support 
dynamic slashing, introducing more complex logic than zkOracle. At 
a committee size of 128, this overhead remains moderate, with com-
pilation memory increasing from approximately 0.035 GB in zkOracle 
to 0.049 GB in zkPACT, and proof-generation memory increasing from 
approximately 0.038 GB to 0.075 GB. Although zkPACT supports inte-
grating Slashing and Voting circuits into a single circuit, we evaluate 
them separately to enable a fair comparison with zkOracle, where the 
slashing mechanism is implemented as an independent component, and 
the reported memory usage reflects the cost per request.

6.3. On-chain computational cost

Efficient use of on-chain resources is crucial for the practicality 
of DApps, as users must pay transaction fees based on the amount 
of gas consumed. In Ethereum, gas measures the computational and 
storage effort required to execute transactions, directly impacting user 
cost. zkPACT consists of several smart contracts. The oracle contract, 
which handles core protocol logic and validator coordination, requires 
4,145,326 gas to deploy. The votingVerifier and slashingVerifier con-
tracts, which act as on-chain verifiers for aggregating votes and slash-
ing proofs, consume 2,155,006 and 2,022,676 gas, respectively, upon 
deployment. The MiMC contract adds 411,410 gas. These deploy-
ment costs are incurred once during setup and do not affect runtime 
operation.

Per-call gas at fixed batch size (𝑏 = 1). The measured gas usage 
of each core contract function under increasing committee sizes is 
shown in Fig.  8. Functions such as burn and claim exhibit nearly 
constant gas usage, averaging approximately 30,486 and 427,396 gas, 
respectively. The low cost of burn reflects its simplicity, as it records 
a commitment hash and emits an event. In contrast, claim is more 
expensive as it involves submitting a ZKP tied to a prior burn action. 
Aggregator-side functions, such as submitWiVote and slash, which 
13 
Fig. 8. Gas consumption per contract function call at fixed batch size 𝑏 = 1
across varying committee sizes.

Fig. 9. Gas consumption: zkPACT vs. zkOracle at fixed committee size 𝑛 = 4
across varying batch sizes.

submit proofs generated by the Voting and Slashing circuits, also 
maintain nearly constant gas consumption, averaging approximately 
428,455 and 299,995 gas, respectively. This consistency arises from 
using fixed-size public inputs that are independent of the committee 
size.

Validator-side functions, such as register, replace, exit, and
withdraw, exhibit increasing gas usage as the committee size in-
creases. These functions perform Merkle proof verification, so their gas 
cost depends directly on the depth of the validator-state tree, which 
increases with the number of validators. For example, register
consumes approximately 298,721 gas at a committee size of four and 
increases to 501,663 gas at a committee size of 128. At a committee 
size of 128, withdraw and replace consume approximately 960,080 
and 979,681 gas, respectively, due to account updates, fund transfers, 
and proof verification. The exit function, which does not require 
fund transfers, consumes approximately 184,713 gas and grows to 
370,838 gas. Although these operations are expensive, they are one-
time costs for validators. Moreover, real-world oracle committees range 
from a few to several dozen nodes [53], and the reported values reflect 
conservative upper bounds.

Gas comparison at fixed committee size (𝑛 = 4). As shown in Fig.  9, 
we compare the gas consumption of the submitWiVote and slash
functions to assess scalability under increasing load. Both functions 
involve on-chain verification of ZKPs generated by the Voting and 
Slashing circuits. The gas cost depends on the verification’s computa-
tional complexity and the number of public inputs submitted to the 
verifier. In zkPACT, each batch of requests is verified using a single 
aggregated proof, and the number of public inputs sent to the on-
chain verifier remains fixed regardless of batch size. As a result, the 
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verification cost remains constant across all batch sizes. In contrast, 
zkOracle performs one on-chain verification per request, resulting in 
a total gas consumption that increases proportionately to the number 
of requests. Overall, zkPACT achieves up to 95% lower gas usage than 
zkOracle, demonstrating its efficiency for high-throughput cross-chain 
interactions.

End-to-end per-transfer gas comparison. To show how batching re-
duces the cost of a complete cross-chain transfer, we first compare 
the per-transfer gas cost of zkPACT with our reimplemented zkOra-
cle baseline, and then with other ZKP-based cross-chain systems. For 
zkPACT at 𝑛 = 4 and 𝑏 = 20, the measured end-to-end gas cost per 
transfer is 30, 486 + 451, 135 + 428, 379∕20 ≈ 503, 040 gas, where 30,486 
is the source-chain burn cost, 451,135 is the target-chain claim
cost, and 428, 379∕20 is the amortized per-transfer share of the batch-
finalization transaction submitWiVote. The division by 20 reflects 
that one submitWiVote transaction finalizes a batch of 20 claim 
requests. For zkOracle at 𝑛 = 4, the corresponding per-transfer cost 
from our reimplementation is 30, 487+467, 395+428, 354 = 926, 236 gas, 
since verification is non-batched and the finalization cost is incurred 
separately for each transfer. This corresponds to an end-to-end gas 
reduction of approximately 45.7% for zkPACT relative to zkOracle.

We also compare zkPACT with existing ZKP-based cross-chain sys-
tems using their reported per-transfer gas values. Compared with Hu 
et al. [48], whose aggregated ZKP-based cross-chain scheme reports 
848,969 gas per transaction, zkPACT at 𝑏 = 20 is 40.7% lower. Com-
pared with zkCross [11], zkPACT is approximately 44.2% lower than 
its reported cross-chain exchange cost (901,472 gas) and approximately 
1.8% higher than the reported gas cost of its cross-chain transfer 
protocol (494,000 gas). zkBridge [12] reports lower costs of roughly 
210K–221K gas, depending on the operation reported; however, these 
costs correspond to trustless block-header relay and proof verification 
rather than to a privacy-preserving claim pipeline comparable to zk-
PACT. Likewise, Sober et al. [47] report much lower amortized burn 
and claim costs, namely 4606 and 4848 gas at a batch size of 128, but 
these values explicitly exclude cross-blockchain communication and 
are measured for a rollup-style transfer design without privacy, com-
pliance, and accountability. Compared with Harmonia [27], zkPACT 
is approximately 79.7% higher than its reported single light-client 
update cost of about 280K gas, but approximately 47.0% lower than 
its reported state-migration cost of about 950K gas. This difference 
is consistent with the fact that Harmonia optimizes trust-minimized 
light-client update and migration operations, whereas zkPACT targets 
batched, privacy-preserving claim finalization with compliance and 
oracle accountability.

Overall, zkPACT reduces gas relative to zkOracle and remains com-
petitive with other ZKP-based cross-chain systems while supporting 
private claims, compliance checks, and validator accountability.

6.4. Throughput and latency evaluation

We evaluate zkPACT under concurrent workloads to highlight its 
processing capacity and the effects of batching and committee coordi-
nation on the burn and claim paths.

Benchmark design and workload generation. We evaluate throughput 
and latency for the burn and claim paths under controlled workloads. In 
each run, 𝑝 ∈ {1, 4, 8, 16, 32} parallel users submit requests concurrently, 
and each user issues 𝑏 requests. The offered load is therefore 𝑝 ⋅ 𝑏
requests per run. For example, with 𝑝 = 32 and 𝑏 = 20, the system 
receives 640 concurrent requests, i.e., 640 burn requests in the burn 
workload or 640 claim requests in the claim workload.

We use 𝑝 = 32 as the main reporting point as it is the highest 
stable concurrency supported by our experimental environment and 
therefore exposes bottlenecks most clearly. Lower-𝑝 runs were used 
to validate the measurement setup before applying the highest load. 
Throughput is measured as the number of successfully completed trans-
actions per second on the evaluated path, and latency is measured 
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Table 3
Throughput and latency at fixed committee size 𝑛 = 4.
 b TxBurn p95 (ms) TxClaim p95 (ms) TxBurn TPS TxClaim TPS 
 1 105.51 8167.12 157.56 4.57  
 5 106.89 8067.49 251.34 19.67  
 10 115.61 7244.58 260.68 38.88  
 15 115.32 6482.41 263.26 58.75  
 20 130.44 5947.18 245.66 76.68  

Fig. 10. Latency and throughput: zkPACT at fixed committee size 𝑛 = 4 across 
varying batch sizes.

as the end-to-end completion time on that path. We use p95 as the 
primary tail-latency metric under load and include p50 where relevant. 
Each (𝑝, 𝑛, 𝑏) configuration was executed in five independent runs, with 
throughput averaged across runs and latency p50 and p95 computed 
from the aggregated per-request samples. For all configurations, the 
variability across runs remained low, supporting the consistency of the 
reported throughput and latency trends.

For the burn path, latency is measured from transaction submission 
to burn confirmation on BCSource. For the claim path, latency is 
measured from claim submission to on-chain finalization on BCTarget. 
The reported claim latency therefore captures the full processing path, 
including validator-side verification of the submitted proof, batch for-
mation, aggregator-side generation of the off-chain computation proof, 
on-chain verification of the resulting batch proof, and final inclusion 
in a mined block. The user-side proof generation using the Claiming 
circuit is excluded from this latency because it is executed locally before 
claim submission, so we report it separately. Since the Claiming circuit 
is independent of 𝑛 and 𝑏, its runtime remains effectively constant 
across configurations. In our measurements, compilation takes about 
87 ms and proof generation takes about 101 ms. By contrast, validator-
side verification of this submitted proof is part of the claim-processing 
path and is therefore included in the reported claim latency.

Throughput and latency at fixed committee size (𝑛 = 4). To examine 
how batching affects system behavior under load, we fix the committee 
size at 𝑛 = 4 and vary the batch size over 𝑏 ∈ {1, 5, 10, 15, 20}
in the highest-load configuration. Table  3 reports the corresponding 
throughput and p95 latency values.

For burn transactions (TxBurn), throughput increases from 157.56
TPS at 𝑏 = 1 to 263.26 TPS at 𝑏 = 15, then decreases to 245.66 TPS at 
𝑏 = 20 (Fig.  10(b)). In contrast, p95 latency changes only slightly, from 
105.51 ms to 130.44 ms (Fig.  10(a)). Together, these results indicate 
an initial utilization gain followed by saturation. Larger 𝑏 first improves 
source-chain pipeline occupancy, but beyond the peak region, further 
load does not translate into higher throughput. The modest latency 
change confirms that TxBurn remains a short-path operation with stable 
service time over this range.

For claim transactions (TxClaim), throughput increases from 4.57
TPS at 𝑏 = 1 to 76.68 TPS at 𝑏 = 20 (Fig.  10(b)), while p95 latency de-
creases from 8167.12 ms to 5947.18 ms (Fig.  10(a)). At 𝑏 = 20 and 𝑝 =
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Table 4
Claim throughput and latency at fixed batch size 𝑏 = 20.
 n TxClaim p50 (ms) TxClaim p95 (ms) TxClaim TPS 
 4 4047.75 6110.84 76.50  
 8 4615.59 7113.27 63.25  
 16 8866.38 15126.25 35.51  
 32 16291.72 27132.21 21.79  
 64 30274.53 53653.42 11.02  
 128 60356.14 111145.64 5.71  

Fig. 11. Latency and throughput: zkPACT at fixed batch size 𝑏 = 20 across 
varying committee sizes.

32, this throughput corresponds to approximately 3.83 finalized batches 
per second. This behavior is consistent with batched finalization under 
sustained concurrent load. In this setting, claim requests arrive quickly 
enough for batches to be filled continuously, while the fixed per-round 
costs of validator coordination, aggregator processing, and on-chain 
finalization are amortized across more claims as 𝑏 increases, improving 
effective TxClaim throughput. The reported TxClaim results, therefore, 
also reflect the system’s practical batch-finalization behavior. Under 
sustained load, this also reduces queueing pressure per claim in the 
measured region and lowers tail latency. Preliminary runs beyond the 
reported range confirm the same batching behavior. For example, at 
𝑛 = 4, increasing 𝑏 to 25 raises claim finalization throughput to 
81.927 TPS, indicating that the selected range already captures the 
relevant throughput trend.

Overall, these results show that batch size is a key performance pa-
rameter in zkPACT. Moderate-to-large 𝑏 substantially improves claim-
side efficiency, whereas burn-side throughput reaches a clear peak 
under high load.

Throughput and latency at fixed batch size (𝑏 = 20). To exam-
ine how committee size affects system behavior under load, we fix 
the batch size at 𝑏 = 20 and vary the committee size over 𝑛 ∈
{4, 8, 16, 32, 64, 128} under the highest-load configuration. Table  4 re-
ports the claim throughput and latency values.

For TxBurn, throughput remains nearly stable as the committee size 
increases, decreasing only from 250.69 TPS at 𝑛 = 4 to 242.73 TPS at 
𝑛 = 128 (Fig.  11(b)). Likewise, p95 latency changes only slightly, from 
127.38 ms to 139.74 ms (Fig.  11(a)). This behavior is expected because 
burn execution takes place on BCSource and is not directly governed 
by committee coordination. The small variation with 𝑛 is therefore 
better explained by end-to-end execution effects, such as shared host 
resources, RPC contention, and scheduling interference, than by a direct 
dependence on committee size.

For TxClaim, p95 latency rises from 6110.84 ms at 𝑛 = 4 to 
111145.64 ms at 𝑛 = 128 (Fig.  11(a)). Over the same range, throughput 
decreases from 76.50 TPS to 5.71 TPS (Fig.  11(b)). This experiment also 
captures committee-side coordination performance in practice, because 
increasing 𝑛 changes the amount of validator work required before a 
claim batch can be finalized. Along the claim path, validators verify 
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Table 5
End-to-end transfer latency at fixed committee size 𝑛 = 4.
 b E2E p50 (ms) E2E p95 (ms) 
 1 4637.62 7596.94  
 5 4491.65 8269.76  
 10 4251.93 7447.51  
 15 4253.02 6685.64  
 20 4161.03 6151.27  

submitted proofs and vote on claim validity, while the aggregator 
collects and processes a larger set of validator responses, generates the 
aggregated proof, and submits the batch-finalization transaction. As a 
result, larger committees increase coordination overhead, aggregator-
side computation, and the time required to complete on-chain batch 
finalization. The observed increase in TxClaim latency and decrease in 
throughput therefore quantify the operational overhead introduced by 
larger oracle committees.

Moreover, we report p50, which increases from 4047.75 ms to 
60356.14 ms, distinguishing typical claim completion time from tail 
latency. The wider gap between p50 and p95 at larger 𝑛 indicates that 
many claims are completed earlier, even as queueing delays become 
more pronounced. The reported claim latency is measured from the 
submission of the first claim assigned to a batch to its on-chain final-
ization, corresponding to the worst-case user waiting scenario. The first 
claim in a batch waits the longest, whereas later claims in the same 
batch complete sooner. Overall, results show that committee size is the 
main factor limiting claim-side scalability.

To complement the TxBurn and TxClaim measurements, we also 
report end-to-end transfer latency in Tables  5 and 6. This latency is 
measured from the source-side burn submission to the target-side final-
ization of the corresponding claim and therefore captures the transfer 
path, including burn confirmation, oracle-side commitment admission, 
claim submission, validator voting, batch finalization, and target-side 
completion.

As shown in Table  5, each value represents the end-to-end latency 
of a completed transfer under the fixed committee size 𝑛 = 4. The p95 
transfer latency decreases from 7596.94 ms at 𝑏 = 1 to 6151.27 ms 
at 𝑏 = 20, indicating that larger batches reduce tail completion time 
in the measured range. This reduction is driven by batched target-side 
finalization, which spreads validator coordination, aggregation, and on-
chain verification across more claims. To make the within-batch effect 
more explicit, we also report p50 latency. The median decreases from 
4637.62 ms to 4161.03 ms. This is the expected behavior of a batched 
system. Transfers that enter a batch earlier wait longer for the batch to 
fill and therefore contribute more often to the tail, whereas transfers 
that arrive closer to finalization complete sooner and are reflected in 
the median. Taken together, these results show that batching improves 
end-to-end transfer completion in the measured range.

For the fixed batch size 𝑏 = 20, Table  6 shows that end-to-end 
p95 latency increases from 6314.73 ms at 𝑛 = 4 to 111349.41 ms at 
𝑛 = 128. This increase is caused by the larger coordination workload 
introduced by larger committees. Each finalized batch must collect 
and process more validator responses, update the validator state, and 
generate the aggregated proof before the target blockchain finalization 
can be completed. The p50 latency also increases from 4249.76 ms 
to 60557.98 ms, showing that the effect is not limited to tail latency 
but also appears in typical completed transfers as committee-side pro-
cessing scales with 𝑛. These results identify committee size as the main 
factor governing end-to-end latency once the batch size is fixed.

More broadly, our evaluation demonstrates that zkPACT is shaped 
by two main scaling factors. Batch size determines how effectively 
claim finalization costs are amortized, whereas committee size deter-
mines the coordination cost required before a batch can be finalized. 
These results highlight the need to carefully choose 𝑏 and 𝑛 to achieve 
an effective balance among efficiency, latency, and security.
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Table 6
End-to-end transfer latency at fixed batch size 𝑏 = 20.
 n E2E p50 (ms) E2E p95 (ms) 
 4 4249.76 6314.73  
 8 4817.43 7317.09  
 16 9067.99 15329.38  
 32 16493.78 27336.68  
 64 30476.32 53857.00  
 128 60557.98 111349.41  

7. Security and privacy analysis

This section presents the system assumptions, threat model, security 
and privacy analysis, and limitations of zkPACT. It builds on prior 
research [10,54] on attacks in blockchain interoperability, focusing on 
those most relevant to zkPACT.

System and cryptographic assumptions. We assume that cryptographic 
primitives (e.g., zk-SNARKs, hash functions, and digital signatures) are 
secure. We further assume that issuers act honestly [38] by verifying 
users during the KYC process and issuing VCs only to users who 
satisfy the relevant requirements. Under this assumption, successful 
verification of the submitted VC against the required policy conditions 
provides evidence that the user meets those requirements. The validator 
committee has the size 𝑛 ≥ 3𝑓 + 1, where at most 𝑓 validators are 
malicious. zkPACT finalizes the batch decision with threshold 𝜏 = 𝑓+1. 
Under these assumptions, every finalized batch includes at least one 
vote from an honest validator.

Threat model. An adversary may control arbitrary users and up to 𝑓
validators in the committee, including the validator currently assigned 
the aggregator role. Malicious users may submit arbitrary burn or claim 
requests, attempt to claim without satisfying the KYC policy, and reuse 
spent commitments or VCs. Byzantine validators may remain offline, 
fail to respond, submit incorrect votes, or collude to support an invalid 
batch. A Byzantine aggregator may deviate from the protocol during 
vote aggregation and batch finalization.

Quantitative collusion and Byzantine thresholds. For a committee of 
size 𝑛, zkPACT tolerates at most 𝑓max(𝑛) =

⌊

𝑛−1
3

⌋

 Byzantine valida-
tors. Accordingly, the minimum colluding set, that is, the smallest 
set of validators whose coordinated deviation violates the committee 
assumption, has size 𝑐min(𝑛) = 𝑓max(𝑛) + 1. These values define the 
Byzantine robustness and collusion threshold for the committee sizes 
considered in zkPACT; for example, given 𝑛 = 128 committee members, 
our framework tolerates up to 𝑓max(128) = 42 Byzantine members and 
breaks only if more than 𝑐min(128) = 43 members collude.

7.1. Security analysis

Vote tampering attack. A malicious aggregator may attempt to pub-
lish a threshold-supported decision for a batch of claim requests that 
is not supported by validator votes collected for that batch. This attack 
could enable the malicious aggregator to collude with malicious users 
to include invalid claim requests. To mitigate this attack, zkPACT 
requires that the correctness of a batch be confirmed by at least 𝑓 + 1
validators. Each validator confirms its agreement on a batch by digitally 
signing the vote submitted to the aggregator.

Theorem 7.1 (Vote Tampering Resistance). In a committee of size 𝑛 =
3𝑓 + 1 with at most 𝑓 malicious validators, an aggregator can finalize a 
batch of claim requests only if the batch is supported by at least 𝑓 +1 signed 
validator votes.

Proof.  Let 𝑏 be a batch of claim requests supported by at most 
𝑓 signed validator votes, and suppose a malicious aggregator 𝑎𝑔𝑔
attempts to finalize 𝑏. To do so, 𝑎𝑔𝑔 must generate a ZKP using the 
Voting circuit (Algorithm 2), which enforces that validator votes for 
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𝑏 are correctly signed (Lines 13–14) and that the number of validators 
supporting the batch meets a quorum of 𝑓+1 (Line 21). By assumption, 
𝑏 is supported by at most 𝑓 signed validator votes, which is insufficient 
to satisfy the circuit’s threshold requirement. This contradiction shows 
that 𝑎𝑔𝑔 cannot produce a valid ZKP for 𝑏. Since 𝑏 is arbitrary, we 
conclude that a batch of claim requests can only be finalized if it is 
supported by at least 𝑓 + 1 signed validator votes. □

Consensus delay attack. Malicious validators may go offline or fail to 
respond to batch verification requests, delaying zkPACT consensus and 
reducing throughput. zkPACT mitigates this attack by ensuring that, 
even if up to 𝑓 validators are offline or unresponsive, the remaining 
validators are sufficient to reach consensus on burn and claim requests, 
preserving protocol liveness despite reduced throughput.

Theorem 7.2 (Consensus Delay Resistance). An aggregator can finalize a 
batch of claim requests even if up to 𝑓 malicious validators are offline or 
unresponsive.

Proof.  Let 𝑏 be a batch of claim requests for which up to 𝑓 mali-
cious validators do not respond. Since our framework follows the BFT 
assumption, the system has 𝑛 = 3𝑓 + 1 validators. To finalize 𝑏, the 
aggregator must generate a ZKP from the Voting circuit (Algorithm 2), 
which requires 𝑓 + 1 signed validator votes (Line 21). Even if up to 𝑓
validators are offline or unresponsive, at least 2𝑓 +1 validators respond 
to whether 𝑏 is correct. Therefore, the aggregator can generate a valid 
ZKP and finalize 𝑏. This contradicts the assumption that the aggregator 
cannot finalize 𝑏. Since 𝑏 is arbitrary, we conclude that the aggregator 
can finalize a batch of claim requests even when up to 𝑓 malicious 
validators are offline or fail to respond. □

Sybil attack. A Sybil adversary may create or control multiple valida-
tor identities to increase its influence over voting and support an invalid 
batch decision. zkPACT mitigates this in two ways. First, zkPACT 
employs a PoS validator model [55], requiring a stake to register and 
to replace an existing validator, which makes Sybil creation costly. 
Second, zkPACT ensures that each registered validator contributes at 
most one signed vote per batch, preventing duplicate voting.

Theorem 7.3 (Sybil Resistance). For each batch of claim requests, only 
registered validators may have their votes counted, and each validator may 
vote at most once.

Proof.  Let 𝑣 be a validator and 𝑎𝑔𝑔 be an aggregator. Assume that 𝑎𝑔𝑔
can generate a ZKP from the Voting circuit (Algorithm 2) for a batch 
𝑏 in which either 𝑣 is unregistered or 𝑣’s vote is counted more than 
once. If 𝑣’s vote is counted more than once, this violates the distinct-
identifier constraint (Line 2). Moreover, the circuit enforces validator 
membership (Line 12) and verifies the signature of each vote (Lines 
13–14), ensuring that only registered validators with valid signatures 
can have their votes counted. Therefore, if 𝑣 is unregistered or its vote 
is counted more than once in 𝑏, the circuit constraints are violated, 
a contradiction. Since 𝑣 and 𝑏 are arbitrary, we conclude that only 
registered validators may have their votes counted, and each validator 
may vote at most once per batch. □

Double-spending attack. Malicious users may attempt to claim tokens 
multiple times from a single burn commitment, either by submitting 
repeated claims on the same destination chain or by attempting to reuse 
the burn commitment on a different destination chain. zkPACT miti-
gates this attack by requiring that each burn commitment is consumed 
at most once and is valid only for the designated destination chain.

Theorem 7.4 (Double-spending Resistance). Malicious users cannot collude 
with malicious aggregators and validators to claim tokens multiple times 
from a single burn commitment.



E. Ebrahimi et al. Information Systems 141 (2026) 102764 
Proof.  Let 𝑢 be a malicious user, 𝑎𝑔𝑔 a malicious aggregator, and 𝑉𝑚
the set of malicious validators colluding with 𝑢. Suppose 𝑢 has already 
claimed a burn and attempts to claim it again. For the second claim 
to succeed, the request must pass the Claiming circuit (Algorithm 1), 
and 𝑎𝑔𝑔 must produce a valid ZKP from the Voting circuit (Algorithm 
2). The Claiming circuit binds the public 𝑛𝑢𝑙ℎ𝑎𝑠ℎ to the private 𝑛𝑢𝑙 by 
hashing 𝑛𝑢𝑙 and asserting equality (Lines 3–4). Thus, reclaiming the 
same burn reuses 𝑛𝑢𝑙ℎ𝑎𝑠ℎ. Once 𝑛𝑢𝑙ℎ𝑎𝑠ℎ is recorded as spent, validators 
reject any later claim that reuses it.

Moreover, to prevent cross-chain reuse, the Claiming circuit recom-
putes the commitment 𝑐 and asserts that it equals the corresponding 
Merkle leaf (Lines 10–11), and verifies Merkle inclusion under the 
published root (Line 2). Since 𝑑𝑒𝑠𝑡𝑖𝑑 is part of 𝑐, claiming the burn 
on a different destination chain would require changing 𝑑𝑒𝑠𝑡𝑖𝑑 , which 
changes 𝑐 and causes the equality check to fail. Thus, the same burn 
cannot be reused to claim tokens on another destination chain, and 𝑢
cannot generate a valid ZKP from the Claiming circuit.

Furthermore, generating an accepted ZKP from the Voting circuit re-
quires validator confirmation that the claim request is valid. Under our 
assumption, all validators in 𝑉𝑚 would approve 𝑢’s request even though 
𝑢 cannot generate a valid ZKP from the Claiming circuit. However, 
the Voting circuit requires support from at least 𝑓 + 1 validators (Line 
21), whereas at most 𝑓 validators can be malicious under the BFT 
assumption. Therefore, 𝑉𝑚 cannot provide enough votes. Consequently, 
even with collusion between 𝑢, 𝑉𝑚, and 𝑎𝑔𝑔, a valid ZKP from the Voting 
circuit cannot be generated. Since 𝑢, 𝑉𝑚, and 𝑎𝑔𝑔 are arbitrary, we 
conclude that malicious users cannot collude with malicious aggrega-
tors and validators to claim tokens multiple times from a single burn 
commitment. □

Unauthorized token claim attack. Malicious users may attempt to 
claim tokens without a valid burn commitment or a valid VC that 
satisfies KYC requirements. A commitment is valid if it is included in 
the commitment tree and is unclaimed. A VC is valid if it is signed by 
a required issuer, is not revoked, and remains valid at the claim epoch. 
Our framework prevents this attack by requiring users to submit ZKPs 
from the Claiming circuit (Algorithm 1) to prove the correctness of both 
the burn commitment and the VC.

Theorem 7.5 (Unauthorized Token Claim Resistance). Malicious users can 
only claim tokens if the burn commitment and the VC are valid.

Proof.  Since we show in Theorem  7.4 that a claimed commitment 
cannot be reused, we consider in this proof only a commitment that 
is not included in the commitment tree. Suppose a malicious user 𝑢
attempts to claim tokens using an invalid commitment 𝑐 or an invalid 
VC 𝑣𝑐. Specifically, 𝑐 is not included in the public commitment tree, 
and 𝑣𝑐 is either not signed by a trusted issuer, has been revoked, or 
has expired. To succeed, 𝑐 and 𝑣𝑐 must satisfy all constraints of the 
Claiming circuit (Algorithm 1). First, the circuit enforces that 𝑐 must 
be included in the public commitment tree (Line 2). Since 𝑐 is not in 
the tree, 𝑢 cannot provide a valid Merkle path for its inclusion. Second, 
the circuit requires that 𝑣𝑐 is signed by the issuer’s public key (Line 
8), has not been revoked (Lines 6–7), and remains valid at the claim 
epoch (Line 9). When 𝑣𝑐 is either unsigned, revoked, or no longer valid 
at the claim epoch, it cannot satisfy these constraints. Since 𝑐 or 𝑣𝑐 do 
not satisfy the circuit constraints, and since 𝑐 and 𝑣𝑐 are arbitrary, we 
conclude that a malicious user can claim tokens only if both the burn 
commitment and the VC are valid. □

7.2. Privacy analysis

An attacker, which may be an external observer or a member 
of the validator committee, might attempt to perform the burn-claim 
linking attack that associates a claim on the destination chain with its 
corresponding burn on the source chain. In zkPACT, privacy is captured 
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by two related guarantees. The first is unlinkability between the source-
side burn and the target-side claim. The second is the confidentiality of 
the user’s sensitive identity attributes. Thus, although an observer may 
see that a burn occurred on the source chain and that a later claim 
occurred on the target chain, such an observer cannot determine from 
protocol-visible data which specific burn commitment generated that 
claim, while the user’s identity attributes remain hidden by the ZKP-
based credential proof. Our framework mitigates this linking attack by 
leveraging a sufficiently large anonymity set and an unlinkability prop-
erty. We first define these properties and show that zkPACT achieves 
a larger anonymity set size and stronger unlinkability than traditional 
single-chain mixers (e.g., [18]). Building on this foundation, we then 
analyze how our framework prevents this attack.

Definition 7.1 (Anonymity Set Size). Let 𝐴zkPACT(𝑡) denote the set of 
burn commitments included in the global commitment tree under the 
public root at time 𝑡. The anonymity set size at time 𝑡 is |𝐴zkPACT(𝑡)|, 
representing the number of burn commitments among which a user’s 
burn becomes indistinguishable.

In traditional single-chain mixers [18], deposits and withdrawals 
occur on the same blockchain, and no cross-chain interactions are 
possible. Thus, the anonymity set at time 𝑡 is limited to deposits on 
that chain, i.e., |𝐴single(𝑡)| = 𝐵(𝑡), where 𝐵(𝑡) denotes the number of 
deposits from that blockchain currently included in the pool. In con-
trast, zkPACT aggregates burn commitments from multiple supported
blockchains into a single global commitment tree, yielding |𝐴zkPACT(𝑡)|
=

∑𝑘
𝑖=1 𝐵𝑖(𝑡), where 𝑘 is the number of supported blockchains and 

𝐵𝑖(𝑡) is the number of burn transactions from blockchain 𝑖 included 
at time 𝑡. Therefore, zkPACT’s cross-chain aggregation enlarges the 
anonymity set and increases adversarial uncertainty compared to tra-
ditional single-chain designs.

Definition 7.2 (Unlinkability). Let 𝐴zkPACT(𝑡) be the set of burn com-
mitments included in the global commitment tree under the public 
root used for verification at time 𝑡. A claim is unlinkable if, given 
only protocol-visible data, an adversary cannot identify which ele-
ment of 𝐴zkPACT(𝑡) generated the claim with probability greater than 
1∕|𝐴zkPACT(𝑡)|.

Theorem 7.6 (Burn-claim Linking Resistance).  Let 𝑡𝑥𝑏𝑟 denote a burn 
request on the source chain and 𝑡𝑥𝑐𝑙𝑚 denote a claim request on the desti-
nation chain. Assuming the attacker observes only protocol-visible data, the 
probability of linking 𝑡𝑥𝑐𝑙𝑚 to its originating burn 𝑡𝑥𝑏𝑟 is at most 1

|𝐴zkPACT(𝑡)|
, 

where 𝐴zkPACT(𝑡) denotes set of burn commitments included in the global 
commitment tree under the public root at time 𝑡.

Proof.  Let 𝑢 be a target user, 𝑡𝑥𝑐𝑙𝑚 the claim request submitted by 
𝑢, and 𝐴𝑏𝑟(𝑡) the set of burn requests that an attacker could associate 
with 𝑡𝑥𝑐𝑙𝑚, including 𝑡𝑥𝑏𝑟. The attacker’s linking probability is then 
1∕|𝐴𝑏𝑟(𝑡)|. Suppose |𝐴𝑏𝑟(𝑡)| < |𝐴zkPACT(𝑡)|; in this case, the adversary 
could potentially eliminate unrelated commitment leaves from 𝐴zkPACT. 
However, in the Claiming circuit (Algorithm 1), the leaf index and 
Merkle path are private inputs, and the ZKP only proves membership 
under the public root (Line 2). The commitment-opening values are 
also private, and the circuit only checks consistency by recomputing 
the leaf value (Lines 10–11). Therefore, the protocol-visible data does 
not allow the adversary to distinguish the used commitment from 
other members of 𝐴zkPACT(𝑡). Hence, the linking probability is at most 
1∕|𝐴zkPACT(𝑡)|. □

Entropy as an uncertainty metric. In addition to the worst-case linking 
bound above, we use Shannon entropy [56] as a quantitative measure 
of the adversary’s uncertainty about which commitment generated 
a given claim. Let 𝑞𝑗 denote the adversary’s estimated probability 
that commitment 𝑗 ∈ 𝐴zkPACT(𝑡) is the claim origin. The uncertainty 
is then 𝐻(𝑡) = −

∑
|𝐴zkPACT(𝑡)| 𝑞 log 𝑞 . When the adversary has no 
𝑗=1 𝑗 2 𝑗
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distinguishing information, all candidates are equally likely, so 𝑞𝑗 =
1∕|𝐴zkPACT(𝑡)| and the entropy is maximized at 𝐻(𝑡) = log2 |𝐴zkPACT(𝑡)|. 
Because zkPACT aggregates burn commitments from multiple sup-
ported blockchains into a single global commitment tree, the larger 
anonymity set also increases the adversary’s uncertainty.

7.3. Limitations and mitigation approaches

While zkPACT provides strong privacy and security guarantees, it 
still inherits limitations common to decentralized cross-chain protocols. 
A large-scale collusion or bribery attack remains a threat. If more than 
𝑓 validators are compromised or bribed, violating the BFT assumption, 
the oracle voting process may become unreliable, and false cross-chain 
state transitions may be finalized. In zkPACT, stake locking, slashing, 
and reputation effects increase the cost of such collusion. Moreover, 
this risk can be further reduced through greater validator decentral-
ization and through future mechanisms such as committee rotation 
and dynamic scoring that limit long-term control by a fixed subset of 
validators. Even with batching and enforced delays, an adversary with 
global monitoring capabilities may still detect patterns between burns 
and token claims, allowing educated guesses about transaction links. 
One possible mitigation is to use a Verifiable Delay Function (VDF), 
which introduces an unpredictable delay between a user’s claim request 
and its finalization, making correlations more difficult.

zkPACT also assumes an honest issuer that retains the off-chain 
identity mapping for accountability. If the issuer becomes malicious, 
user identities may be revealed. This reflects the trade-off between 
privacy and regulatory accountability in compliant systems. A possible 
mitigation is threshold-based identity recovery, where disclosure re-
quires multiple independent issuers. During periods of low network ac-
tivity, participation in deposits and token claims may decline, shrinking 
the anonymity set. A smaller anonymity set weakens privacy guarantees 
by making it easier to correlate individual user actions. This challenge 
can be mitigated through adaptive anonymity scaling and dummy 
transactions that help preserve unlinkability even when real activity 
is limited.

Moreover, although zkPACT employs a combined stake-and-
reputation scoring system for validator selection, a fixed weighting 
between these components may be suboptimal under changing network 
conditions. For example, in high-load scenarios, responsiveness may 
deserve more weight than stake alone. A dynamic scoring mechanism 
that adjusts the influence of stake and reputation based on validator 
performance and network activity could therefore help maintaining a 
responsive validator set as the protocol evolves.

Finally, in a realistic multi-chain operating environment, zkPACT 
depends on source-chain-specific finality handling before oracle-
approved burns are admitted into the shared commitment tree. Because 
participating chains may use different confirmation and finality mod-
els, the oracle layer should apply confirmation thresholds tailored to 
each source chain, while pre-confirmation can improve responsiveness 
without replacing finality for safety. This is equally important for safe 
insertion of burn commitments into the global tree, since admitting 
an event too early may expose the system to the rollback of non-
final source-chain blocks or other exceptional failures. For this reason, 
production deployment should delay commitment admission until the 
relevant source-chain finality condition is satisfied and should define 
a recovery procedure, such as committee-coordinated rollback of the 
affected root, for cases involving non-final source-chain rollback, val-
idator faults, or network inconsistencies. On the destination side, the 
current verifier stack can be deployed directly on EVM-compatible 
runtimes with efficient pairing-based zk-SNARK support, while other 
environments may require adapting the verifier and backend to the 
execution model of the target chain.
18 
8. Conclusions and future work

This study addresses the fragmentation of blockchain ecosystems, 
which hinders seamless cross-platform interaction and poses challenges 
for systems that rely on them, such as BISs. zkPACT bridges these 
ecosystems with a privacy-preserving cross-chain token transfer frame-
work that integrates ZKPs, verifiable credentials, and decentralized 
oracle networks.

This design enforces KYC compliance through verifiable credentials, 
preserves anonymity under legitimate use, and enables accountability 
in cases of misuse. We leverage off-chain proof aggregation and batch 
verification to improve scalability and reduce computational costs. Our 
framework achieves up to 95% lower on-chain gas usage and up to 94% 
lower off-chain memory consumption than a non-batching approach. 
The incentive and slashing mechanisms promote honest participation 
by adjusting penalties and rewards based on validator behavior and 
past reliability. Looking ahead, we plan to explore enhanced rollback 
mechanisms for resilient state synchronization and investigate precon-
firmation mechanisms to reduce cross-chain latency and improve user 
experience.
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