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Abstract
Deploying smart contracts and invoking their functions on block-
chains incur gas costs, which depend on the operations executed
by those functions. This makes optimizing the gas cost of smart
contract functions a rewarding goal. However, existing approaches
to gas cost optimization of smart contracts mainly involve rule-
based optimization or automatic optimization for specific types of
patterns.

In this paper, we discuss a novel approach to automatically re-
trieving optimized versions of Solidity functions from a repository
of smart contracts. The system identifies and suggests gas-efficient
alternatives that maintain functional equivalence by comparing
the opcode sequences of individual functions. We evaluate this ap-
proach on a dataset of 16,529 functions from real-world contracts,
demonstrating substantial gas savings, as high as 34% on average
when considering the most similar functions.

CCS Concepts
• Software and its engineering→ Software libraries and repos-
itories; Software maintenance tools; Software performance; •
Computing methodologies → Distributed algorithms; • Infor-
mation systems → Similarity measures.
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1 Introduction
Since the advent of blockchain technology in 2008 [37], creating a
fully decentralizedWeb has gained traction, inspiring developments
such as cryptocurrencies and non-fungible tokens [38].
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First-generation blockchains like Bitcoin and Litecoin primarily
offer a distributed ledger consisting of append-only blocks contain-
ing transactions, replacing the need for a central authority with a
decentralized network of computing nodes [45]. Vitalik Buterin [47]
introduced second-generation blockchains, adding the functional-
ity of smart contracts, which are user-defined programs executed
upon transaction. These smart contracts run within a blockchain’s
environment, which handles their execution and resulting state
changes. The Ethereum Virtual Machine (EVM) is the most notable
of these environments, responsible for enforcing rules to deter-
mine valid state transitions following the inclusion of a block in the
Ethereum blockchain. The EVM manages the Ethereum network
as a distributed state machine, consisting of a global state and its
associated transactions [47].

As Ethereum and other second-generation blockchains continue
to grow in popularity, the number of deployed smart contracts in-
creases. The immutability of blockchains makes it nearly impossible
to alter deployed smart contracts, underscoring the importance of
writing error-free and efficient code [9]. When a smart contract
is deployed or invoked, it incurs gas costs—borne by users dur-
ing transactions [47]. Gas is a measure of the computational effort
required to execute transactions on the Ethereum network [47].
Since gas costs correlate with the computational effort required for
contract execution, optimizing contracts for lower gas cost can also
reduce energy usage [40]. Therefore, optimizing smart contracts
before deployment can reduce costs for users and developers while
improving energy efficiency.

There are various strategies for source code optimization, rang-
ing from applying rule-based modifications to automatically min-
ing code patterns from repositories [42]. Optimization can address
efficiency, maintainability, reusability, comprehensibility, and elim-
inating code smells [39].

Code mining involves analyzing an extensive collection of source
files to extract patterns of interest. This allows for discovering opti-
mization patterns without manual rule definition, including inno-
vative and uncommon patterns or those unknown to the developer
defining those rules. Code mining techniques can also summarize
and visualize algorithms [32], aiding in the search for optimization
patterns in smart contracts.

The primary distinction between optimizing conventional soft-
ware and smart contracts is that smart contract optimization pri-
marily focuses on reducing gas costs [2]. In contrast, traditional
programs are usually optimized for time or resource efficiency. This
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introduces unique constraints that demand specialized pattern-
recognition techniques for constraint-based optimization [18].

Current approaches to smart contract optimization often rely on
detecting predefined patterns that are known to offer optimization
potential [1], as discussed in detail in Section 5. However, this ap-
proach narrows the scope of optimization and may miss uncommon
or unknown patterns. Our work aims to provide a first approach
towards detecting optimizing patterns for functions in a smart con-
tract. The algorithm first compiles a contract to extract its runtime
bytecode and then creates a Control Flow Graph (CFG) to extract
the opcode sequences for individual functions in the contract. These
sequences are then used to estimate the gas costs of these functions
and to compare them to other, similarly processed functions in
a repository. This comparison then outputs functions which are
functionally similar but are more gas-efficient than the function
under test. These outputs serve as suggestions to the developer,
who have the option to modify their own code to incorporate the
optimizations.

We focus on Solidity contracts, the most widely used language
for smart contracts [48]. It is feasible to obtain a large collection
of smart contracts, both from the verified deployed contracts on
the Ethereum mainnet (through Etherscan1, and also from public
developer repositories on GitHub2.

We evaluate our approach on the functions we obtain from pro-
cessing and analyzing the contracts received from Etherscan and
GitHub. We compare functions in the dataset to get more efficient
versions of the existing functions and select functions that are most
similar to them and functions that are similar but with the max-
imum gas cost difference. This leads to a mean gas reduction of
around 47%, when we focus on maximizing the gas cost difference
and around 33% when we focus on the highest functional similarity
score.

The structure of this paper is as follows: Section 2 introduces
the preliminaries relevant to our approach. Section 3 explains the
code mining approach in detail. Section 4 gives details of the im-
plementation and evaluation of our strategy. Section 5 provides
information on the related work in this field. Section 6 presents
concluding remarks and future directions for improvement.

2 Preliminaries
In this section, we introduce the preliminaries relevant to our work.
We explain smart contracts and the concept of code mining.

2.1 Smart Contracts
In 2014, the second generation of blockchains [10] was introduced
with the ability to run Turing-complete programs in the form of
smart contracts.

With Ethereum, it is theoretically possible to implement and run
any service on the blockchain network. In principle, a developer
can use any high-level programming language to create a smart
contract and compile it into bytecode, a platform-agnostic code that
the EVM can execute.Deployment bytecode contains the constructor
code and initialization logic, whereas runtime bytecode includes the
executable functions and logic used to process transactions and

1https://etherscan.io
2https://github.com

interact with the contract. The bytecode is then deployed on the
blockchain. This allows the program to run on each node in the
network and interact with other programs or users on the same
network via transactions.

In the original Ethereum paper, Buterin described smart contracts
as “systems which automatically move digital assets according to
arbitrary prespecified rules” [10]. A smart contract is a program
that resides on the blockchain and is executed whenever a user
interacts with it.

Every smart contract holds predefined functions that can be
invoked once deployed on the blockchain. For instance, a smart
contract is created using the constructor method. One can create
and take ownership of a contract by sending a deployment transac-
tion to the blockchain with the bytecode of the contract and calling
its constructor function [22, 47]. A self-destruct or check-balance
function can be generated and used after deployment similarly. Ev-
ery Solidity smart contract has a distinct 20-byte address, can hold
an Ether balance, and may respond to incoming transactions using
its methods [4]. Users create and interact with the smart contracts,
which are then stored on the blockchain. Each smart contract can
store code and data accessed from the blockchain. The network
and the miner nodes that try to append new blocks provide the
computing power for running the smart contracts.

Ethereum introduced the programming language Solidity, which
can be used to write smart contracts that run on the EVM. The EVM
is a quasi-Turing complete machine [47] in that it restricts the over-
utilization of resources by limiting the gas cost. Each transaction
on the Ethereum network has an associated gas cost, which has to
be paid for by the initiator of the transaction. A smart contract is a
collection of operations that incur gas costs [47].

Since the changes in the Ethereum Improvement Proposal (EIP)
1559 [11] were implemented, every transaction needs to specify a
priority tip which is paid out directly to the miner, along with the
highest amount the user is willing to pay for the transaction. Every
block has a base gas fee associated with it, which gets added to the
priority tip included by the user, and is burned when the block is
created. The user has to only pay for the amount of gas used. The
gas limitations are essential to prevent smart contracts from going
into infinite loops and exponential runtime, which can use up node
resources and disrupt the entire network [47]. The Ethereum Yellow
Paper [47] lists the gas cost of individual opcodes executed by the
EVM. Reducing the number of operations and replacing expensive
operations with cheaper ones can reduce the gas cost and, indirectly,
the actual energy consumption of a smart contract [40].

2.2 Code Mining
Code mining describes the idea of finding code patterns by analyz-
ing the large corpus of source code available in software reposito-
ries [5]. Such patterns depend on the type of end-analysis desired
and can point to software development best practices, identify-
ing duplicated vulnerable code, or optimizing constructs, among
others [21].

Code mining is usually done with source code in a high-level
programming language but can also be done with bytecode [46].
Good programming practices follow certain design principles spe-
cific to the language used and the application built. Still, at the
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Figure 1: Overview of the code mining process

same time, general rules apply to nearly all software projects. Vio-
lations of these design principles are called code smells [39]. One
of the primary purposes code mining has been used for is to detect
and possibly remove code smells automatically. Different methods
can be used for code mining, depending on the optimizations that
should be achieved [39].

As the name suggests, code mining aims to analyze source code
using data mining methods. Khatoon et al. [23] describe three min-
ing techniques commonly used to identify bugs and code smells
while developing software: Rule mining techniques exploit existing
software projects to find some rules that can be applied to the code.
Clone detection is needed when developers reuse code segments of
other developers by just copying them. This often saves time, but
it can also introduce incomprehensible errors in the code that need
to be found. Lastly, API usage is investigated. Calling an external
library often requires some checks beforehand or afterward [23].
In these areas, code mining techniques can analyze the source code
and improve its quality by finding code smells.

This paper provides a mechanism for analyzing and extracting
functions from a Solidity smart contract and comparing it against
a repository of other functions to find another functionally simi-
lar but more gas-efficient one. Our approach utilizes the CFG of
a compiled contract to extract the opcode sequences for the indi-
vidual functions. These sequences are then used to estimate these
functions’ gas costs and derive a similarity score. This extracts op-
timizing patterns from existing source code without depending on
developer-defined rules.

3 Code Mining to Optimize Smart Contracts
In this section, we provide details on the methodology used to
perform code mining. The process (see the overview in Figure 1) in-
cludes data preprocessing, followed by an analysis of the contracts

to extract the functions and estimate their gas costs. The functions
are then embedded, and the embeddings are used to search for sim-
ilar but more efficient ones in a dataset. The code for our approach
is available in a GitHub repository3.

3.1 Data Preprocessing
Most real-world smart contracts import preexisting libraries, inter-
faces, and contracts to re-utilize existing functionalities. A compiler
like solc requires the source code of these dependencies to com-
pile a smart contract. For this, solc mandates dependencies to be
defined before they are imported into a contract. To ensure this and
also to use contracts that import only valid dependencies, we used
flattened contracts. A flattened contract contains the source code
of the contract and its dependencies in the same file so that the
compiler has all the information at hand while compiling the con-
tract and does not throw import errors. Contracts can be flattened
using flatteners (such as the Truffle flattener4), or by simply con-
catenating the individually retrieved source codes of the contract
and its dependencies. In this work, we utilize the bytecode gener-
ated by the Solidity compiler to estimate the gas costs of functions
and detect the similarity between functions. Hence, the successful
compilation of a contract is the first step. Ensuring the contract file
is processed, and the dependencies are arranged correctly to avoid
compilation failure is essential.

To achieve this, the source code is first stripped of comments
and unnecessary whitespace characters. Import statements are also
removed since flattened contracts should already have relevant
definitions in the same file, and many import statements contain
relative paths that are invalid to the compiler. The file is then an-
alyzed line-by-line, and all contracts, interfaces, and libraries are
3https://anonymous.4open.science/r/solidity_function_analyzer-5CBB
4https://www.npmjs.com/package/truffle-flattener
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Runtime Bytecode
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fa4f245146100385780635

52410771...

0x0:PUSH1 0x80
0x2:PUSH1 0x40

0x4:MSTORE
0x5:CALLVALUE

0x6:DUP1
0x7:ISZERO

0x8:PUSH2 0xf
0xb:JUMPI

0xc:INVALID0xf:JUMPDEST
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0x13:CALLDATASIZE

0x14:LT
0x15:PUSH2 0x34

0x18:JUMPI

0x34:JUMPDEST
0x35:INVALID 0xc:INVALID

CFG

Figure 2: Construction of the CFG

extracted. The definitions of the extracted components are then
parsed to determine their direct dependencies.

This information is used to create a reverse dependency graph.
A dependency graph [29] is a directed graph that models the de-
pendencies among objects. Let us consider a set 𝑆 and a transitive
relation 𝑅 ⊆ 𝑆 × 𝑆 , such that objects (𝑎, 𝑏) ∈ 𝑅 only if 𝑎 depends on
𝑏, i.e., 𝑏 needs to be processed first to process 𝑎 successfully. The
dependency graph modeling this relation 𝑅 can be defined as

𝐺 (𝑆, 𝐸) (1)

where 𝑆 is the set of vertices (or objects) and 𝐸 is the set of directed
edges between those vertices. 𝐸 can be defined as

𝐸 = {(𝑢, 𝑣) : 𝑢 ∈ 𝑆, 𝑣 ∈ 𝑆, (𝑢, 𝑣) ∈ 𝑅}. (2)

In our case, the set of objects 𝑆 is the set of contracts, interfaces,
and libraries retrieved from a file. We prepare a reverse dependency
graph where each directed edge points from a dependency to the
contract, interface or library that imports it such that

𝐸 = {(𝑣,𝑢) : 𝑣 ∈ 𝑆,𝑢 ∈ 𝑆, (𝑢, 𝑣) ∈ 𝑅}. (3)

The information modeled in the reverse dependency graph can

then be used to order the dependencies and their imports. For this,
we perform a topological sort on the graph. A topological sort [20]
is a linear ordering of the vertices of a directed graph such that, for
every edge (𝑢, 𝑣), 𝑢 comes before 𝑣 in the ordering. We use Kahn’s
algorithm [20] to perform the sorting. This sorted list can be used
to order a contract and its redundancies and compile it correctly.

3.2 Analyzing the Contracts
The preprocessed contracts are then analyzed to extract the func-
tions and their opcode sequences. This process involves the follow-
ing steps:

(1) Compiling the contracts: Newer Solidity versions can in-
troduce breaking changes and cause fatal errors in the compi-
lation of a contract. Hence, contracts, libraries, and interfaces
specify, in their pragma declarations, the range of supported
compiler versions. A pragma declaration is a statement at
the beginning of a smart contract that specifies the range of
compiler versions supported by the smart contract. A con-
tract and its dependencies have varying compiler version
requirements in most cases. The pragma declarations in the
input contract file are first parsed to determine the compiler
versions and ranges stated. This information is then used to
determine the optimal compiler version from the available
versions. The solc-select library5 is used to set the system
compiler version for each file.
As part of the compilation process, the Solidity compiler
optimizes existing functions and creates new intermediate
ones. It performs additional optimizations through its:

(a) opcode-based optimizer - which performs optimizations on
the bytecode after compilation, and the

(b) Yul optimizer - which performs optimizations on an inter-
mediate Yul language representation of the Solidity code.

The contract file is compiled with the opcode-based opti-
mizer and the Yul optimizer turned off. This ensures that
most of the functions in the source code are preserved during
compilation and can be mapped to their opcode sequences.
For each contract in the file, the compiler returns its run-
time bytecode and the Application Binary Interface (ABI).
The following steps are applied to each separate contract
returned by the compiler.

(2) Extracting functions from the bytecode: The ABI and
runtime bytecode are then used to obtain the function selec-
tors present in the source code. A function selector is the first
4 bytes of the KECCAK256 hash of the function signature.
This process eliminates the intermediate functions generated
by the compiler during compilation and optimization. These
functions then do not correspond to functions in the source
code and cannot be used to search for optimizing patterns.
To achieve this, the function selectors of the functions in
the ABI are calculated and searched for in the bytecode. At
the end of this step, we have a list of the functions from the
source code that can be mapped to instruction sequences in
the bytecode.

5https://github.com/crytic/solc-select
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(3) Generating the CFG: In this step, the runtime bytecode
is used to generate a CFG of the contract. A CFG is a di-
rected graph that shows all possible execution paths of a
program [6]. To generate a CFG, the instructions in a pro-
gram are broken down into basic blocks. A basic block is a set
of instructions with one entry point and one exit point [6].
A basic block should not have branches or loops. Each graph
vertex is such a basic block, and the directed edges show
the direction of flow of execution from one basic block to
another. CFGs are essential for analyzing the structure of
a program and are used in this work to detect parts of the
bytecode that correspond to specific functions in the source
code. Since a function can call another function and also have
loops that can cause execution to jump back to itself, it is
essential to analyze the execution flow to get its complete set
of opcodes and, hence, the most accurate estimate of its gas
cost. An example of a CFG prepared from runtime bytecode
is shown in Figure 2. The basic blocks in the figure show
the opcodes with their hexadecimal bytecode identifiers and
operands.
In this work, the CFG is used to detect sets of instructions
from the runtime bytecode corresponding to source code
functions. In this case, each basic block is a sequence of op-
codes with one entry and one exit point. The CFG is prepared
using the evm_cfg_builder6 package. A function may span
over one or more basic blocks depending on its number of
branches. This information is essential for extracting instruc-
tion sequences for functions from the bytecode and mapping
them to source code lines.

(4) Mapping source code to instruction sequences and es-
timating gas cost: The generated CFG is parsed, and op-
code sequences corresponding to individual functions are
extracted. As explained earlier, optimizations are performed
automatically by the compiler to remove or merge some
other functions and create new intermediate ones. As a re-
sult, in some cases, not all of the functions in the source code
are present in the runtime bytecode.
Each instruction contained in the CFG is a pyevmasm7 object
that also specifies its basic gas fee. pyevmasm is an assembler
and disassembler library for EVM instructions. The total
gas cost of a function is estimated as the sum of the basic
gas fees of the constituent opcodes. Finally, the extraction
of functions from the source code is performed using the
analysis tool Slither [17]. The output from Slither maps lines
from the source code to functions identified by their selectors.
This information can then be used to map function source
code directly to their opcode sequences and, consequently,
to their gas costs. The source mapping is essential to directly
compare the difference in source code between two functions
and offer the developer the choice to modify their code.

3.3 Embedding the Functions
Once we have the sequences of opcodes for the functions, we need
to convert them to a form that can be used to determine their

6https://github.com/crytic/evm_cfg_builder
7https://github.com/crytic/pyevmasm

Listing 1: Structure of a datapoint in the dataset
{

name: name of the function ,
ops: opcode sequence of the function from the CFG,
source: the function source code,
source_map_lines: the line numbers corresponding to

the function in the source file,
embeds: mean embedding vector representing the

function opcode sequence ,
signature: the function selector from the bytecode ,
contract_name: the name of the contract this function

belongs to,
filename: the file to which the contract belongs and

the source map lines correspond to
}

similarity. The standard way to do this is to embed the sequences
as numerical vectors [7]. In our work, we use the opcode sequence
of a function to embed it rather than the source code since two
functions that differ in the source code may ultimately be achieving
the same goal functionally, and that should be better reflected in
the set of instructions executed for each function by the EVM.

We use the Word2Vec model to achieve this. Word2Vec is a tech-
nique introduced byMikolov et al. in 2013 [33, 34] to learn meaning-
ful contextual word representations. This technique uses a neural
network to learn embeddings of words from an existing corpus [33]
and can hence be trained to learn embeddings for words that do not
occur in natural language, such as opcodes. The Word2Vec embed-
dings can be generated either using the Continuous Bag of Words
(CBOW)model, which predicts the current word based on a window
of past and future words, or the Continuous Skip-gram model [33],
which predicts a window of past and future words based on the
current word. In this work, we utilize a Word2Vec model trained
on a dataset of opcode sequences using the continuous skip-gram
model, which preserves word order information and works well
with rare words, as suggested in [43].

The Word2Vec model is applied to the sequence of opcodes for
each function, after removing their operands. The operands do not
add any functional meaning and can cause erroneous embeddings
due to them not being present in the Word2Vec training vocabulary.
Each sequence of opcodes is transformed into an 𝑛×300 size matrix
where 𝑛 is the number of opcodes in the sequence, and 300 is the
selected length of each vector. To compare two functions, it is
necessary to have a single representation for the entire sequence.
To simplify this, the mean of the 𝑛 vectors is calculated to represent
a function as a whole. Thus, every data point in the dataset contains
the information for each function structured as in Listing 1.

3.4 Searching for Optimized Versions of
Functions

Based on the abovementioned steps, we can estimate the gas costs
of functions and detect similar ones. This forms the basis of our
code mining approach, where we compare a test function to other
functions in a repository, find a more optimized similar function,
and then analyze the differences that make the second function
more efficient.While functional similarity of two pieces of code is an
undecidable problem, it can still be approximated [24]. For this work,
we detect the similarity of functions using their function selectors
and then the cosine similarity of their embeddings. Checking the
similarity of the selectors improves the accuracy of this method
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since functions with the same selector usually perform the same
task. The cosine similarity function is the normalized dot product
of the two embeddings, defined as

A · B
|A| |B|

where A and B are two vectors. This further checks whether the
instruction sequences of the functions are similar enough to elim-
inate the chance of false positives. The higher the output of this
expression, the more similar the two vectors are supposed to be.
Finally, we accept only those cases where one function has a lower
gas cost estimate than the other.

Once we have a dataset of functions that we can use for code
mining, any new incoming contract file can be processed using the
steps in this section, and then the functions can be compared against
those in the dataset. In the case of a completely new function with
no matches in the dataset, the new function can be added to the
dataset, thereby improving the dataset dynamically. If we find a
more gas-efficient match in the dataset, we can suggest the new
function to the developer, who can then decide on incorporating
those changes.

4 Evaluation
In this section, we present the results of the evaluation of our
approach, including data collection and analysis and examples of
optimizing patterns found in the dataset.

4.1 Data Collection
To test our approach’s initial viability, we used a dataset of 474
contract files obtained by applying Brandstätter et al.’s method [9]
to contracts from Etherscan. This dataset includes both original
and optimized versions generated by their algorithm.

Subsequently, we augmented this initial dataset by incor-
porating 3,308 flattened contracts retrieved from the Smart
Contract Repository [16]. This repository provides access
to all versions of Solidity files scraped from GitHub using the
github-solidity-scraper8 tool. To ensure data integrity, we
only retrieved the latest scraped versions of the files, thereby
excluding incomplete and erroneous contracts. The repository’s
API also enabled us to obtain flattened versions of contracts,
which significantly reduces the presence of incorrect contracts by
removing empty, incomplete, and invalid imports.

We created an extensive dataset of 3,782 contracts by combining
these two datasets. This combined dataset was then used in its
entirety to further test our approach, specifically to identify and
analyze optimized versions of functions present within the dataset.

4.2 Analyzing and Embedding the Functions
The contract files are then analyzed using the steps described in
Section 3.2. Since these steps involve the compilation of the con-
tracts, first by the Solidity compiler and then by Slither (into their
intermediate language, SlithIR), some of the contracts must be dis-
carded due to issues during either of these steps. We solve problems
that arise from incorrect syntaxes manually, but other issues arising
from Slither’s inability to parse certain constructs cannot be solved

8https://github.com/carl-egge/github-solidity-scraper

easily. Apart from this, since the Solidity compiler outputs bytecode
only for contracts, not libraries, we cannot compare two libraries
directly using this approach. Hence, the dataset of functions we
obtain at the end of the analysis contains functions from contracts
compiled successfully by both the Solidity compiler and Slither.
From the GitHub files, 2,652 contracts had to be discarded due to
syntax errors, incomplete function definitions, and errors in Slither
compilation. We obtain a dataset of 16,529 functions from the re-
maining contracts, their opcode sequences, and gas cost estimates
from the successfully compiled and processed contracts.

The function opcode sequences are then embedded using the
same Word2Vec model mentioned in Section 3.3. The means of
the embeddings are calculated to obtain a single vector for each
function.

4.3 Results
To analyze the performance of our approach, we compared func-
tions within the dataset itself, trying to find other, more efficient
functions and those with the highest similarity. As mentioned, we
restricted the search to functions with the same function selector.
Additionally, we noticed that, in many cases, functions of one con-
tract inherited by another contract have a higher gas cost when
called from the child contract. To avoid these erroneous results,
the approach considers only those functions with a lower gas cost
estimate that differ in their source codes. Finally, we also remove re-
sults where the gas difference is above 95% since that usually means
that one of the functions provides only the signature. This case
occurs particularly for some contracts obtained from GitHub since,
in most cases, those contracts are unverified and undeployed, and
the developers leave functions unimplemented for future versions.
We have summarized an overview of the results in Table 1.

When we compare the functions in the dataset, we obtain 3,988
comparisons, where more efficient versions of functions could be
found. For each function, we find two other functions: One with
the highest difference in gas cost and another one with the max-
imum similarity. The results show a high mean reduction in gas
cost when considering functions with the max gas cost difference
and functions having the same similarity. The high mean gas reduc-
tions of 46.84% and 33.45% root from the fact that we evaluate our
approach on a larger real-world dataset of contracts from GitHub.
From the results, it is evident that choosing functions with the same
signature but with the maximum possible gas reduction can cause
a significant decrease in the gas cost of the function under test.
However, this approach also suffers from a high standard devia-
tion of 30.22% since the outputs also include functions that may
have similar function selectors but are not entirely the same in
implementation—functions with reduced functionality and hence
the reduced gas cost.

On the other hand, choosing functions with the maximum simi-
larity value leads to a lower mean gas reduction and a lower stan-
dard deviation of 24.87%, thus indicating a more stable approach.
Selecting functions with a high similarity score ensures that the
functions are as similar in implementation as possible and that the
more efficient one can be used to improve or replace the less efficient
one. We can also see the difference between the two approaches
in the modes. While choosing the functions with the maximum

353

https://github.com/carl-egge/github-solidity-scraper


Towards Solidity Smart Contract Efficiency Optimization through Code Mining SAC ’25, March 31-April 4, 2025, Catania, Italy

Table 1: Results of function comparisons

Type Number of Comparisons Mean Gas Reduction Standard Deviation Mode

Maximum gas cost difference 1,994 46.84% 30.22% 45.11%
Maximum similarity 1,994 33.45% 24.87% 19.12%
Same optimal function for both criteria 1,144 32.47% 26.81% 19.12%

gas difference causes a higher mode gas reduction of around 45%,
functions with maximum similarity have a more moderate mode of
around 19%. From the examples provided in Section 4.4, we can see
that our approach can detect highly gas-efficient patterns capable of
causing gas cost reductions of around 50%. Although not commonly
found during the comparisons, these patterns cause the high mean
gas reduction values, demonstrating our work’s potential. Finally,
we also analyze the number of comparisons in which the function
with the maximum similarity offers the highest percentage of gas
cost reduction. Such cases provide a similar mean gas reduction to
the maximum similarity cases.

It is important to note that the optimization opportunities pre-
sented by the algorithm in this paper are entirely meant as sug-
gestions to the developer and not as automatic replacements for
existing code. This is especially important given the more straight-
forward approach to similarity detection used. Cosine similarity
does not detect cases where the more efficient version of a function
uses existing or previously declared constructs to reduce gas cost.
However, the results can inspire developers to use those constructs
to optimize their code.

4.4 Gas-efficient Patterns
Through the approach presented in this paper, we compare the

gas costs of the functions’ opcode sequences and the patterns in
the source code that cause these reductions. This single approach
searches for patterns that multiple fixed rules may define. When
presented to developers, they will have the option to modify their
code based on these optimizations.

We present some unique examples of such patterns here. In the
patterns we show, the first function is the unoptimized version, and
the second is the optimized version obtained from the dataset. In
the comparisons, a red statement indicates a statement that needs to
be removed from the less efficient function, and a green statement
indicates a statement that needs to be added to arrive at the more
efficient function.

(1) Avoiding cross-contract function calls: One of the sim-
plest but effective optimization patterns between two con-
tract versions can be seen in Listing 2.
Here, it is evident that removing a function call to a member
of another contract or interface and using a locally stored
mapping significantly reduces the gas cost. However, it has
to be noted here that this optimization utilizes a previously
stored mapping to get the length of the trusted accounts
of the sender, which indicates that this mapping is defined
elsewhere. Storing and retrieving from a mapping is typi-
cally much cheaper than a cross-contract function call since
a mapping read/write accesses the local state of the contract
and does not have to access the storage of and transfer data

from another contract. This optimization decreases the cost
by 925 gas, a reduction of 50% over the unoptimized func-
tion. As mentioned earlier, upon receiving this suggestion,
the developer has to accept it and potentially change the
architecture of their implementation to incorporate this opti-
mization. Future improvements can include looking at better
similarity detection techniques that ensure optimized func-
tions have the same memory and external contract access
structure as the function under test.

(2) Using a cheaper function modifier: This example shows
another gas-efficient pattern that involves a function’s def-
inition change. Based on the same function selector but
having the highest reduction in gas cost, we get the pat-
tern in Listing 3. In this comparison, changing the modi-
fier of the function from creatorOnly(_id) to onlyOwner
reduces the number of operations to be performed since
creatorOnly(_id) requires accessing a mapping or array
to access and compare the creator for a specific _id, where
onlyOwner performs a single operation to check whether
the sender of the message is the owner of the contract. In
addition to this, storing and retrieving the parameter uri as
calldata is less gas-intensive. Since our approach returns
entire functions, the body of the function is also presented
as a suggestion to the developer, although that does not con-
tribute to any significant gas reduction. Simplymodifying the
function definition causes a decrease of 1200 gas, around 50%.
However, in this case, the developer has to decide whether
onlyOwner satisfies their requirement. Future improvements
to the algorithm can benefit from taking more context into
account while searching for functions and showing more
context to the developer when suggesting optimizations.

(3) Using function chaining: Another interesting pattern can
be seen in Listing 4. Here, the function body plays a more im-
portant role in reducing the gas cost than the differences in
the function signature. The optimized function uses function
chaining instead of separate function calls, which is more
gas-efficient. Function chaining requires less memory alloca-
tion since intermediate results can be utilized immediately
without storing in the stack. On the other hand, each nested
function call creates a new stack frame that increases the
gas cost. Second, the optimized function converts function
parameters to Safe data types instead of calling the Safe
versions of the functions, which require additional checks.
Finally, the efficient function uses direct division to divide by
a constant, which is more gas efficient than safeDiv() with
a large constant. These optimizations lead to a cost reduction
of 211 gas or 9.84%.
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Listing 2: Avoiding cross-contract function calls
function getTrustedCount () external view returns (uint

) {
return acuityTrustedAccounts.getTrustedCount ();

}

function getTrustedCount () external view returns (uint
) {

return accountTrustedAccountList[msg.sender ]. length;
}

Listing 3: Using a cheaper function modifier
function setURI(uint256 _id , string _uri) external

creatorOnly(_id) {
emit URI(_id , _uri);
}

function setURI(uint256 id, string calldata uri)
external onlyOwner {

_uris[id] = uri;
emit URI(uri , id);
}

Listing 4: Using function chaining
function accumulativeDividendOf(address _owner) public

view returns(uint256) {
return safeDiv(toUint256(safeAdd(toInt256(safeMul(

magnifiedDividendPerShare , balances[_owner ])),
magnifiedDividendCorrections[_owner ])),

340282366920938463463374607431768211456);
}

function accumulativeDividendOf(address _owner) public
view override returns(uint256) {

return magnifiedDividendPerShare.mul(balanceOf(_owner)
).toInt256Safe ()

.add(magnifiedDividendCorrections[_owner ]).
toUint256Safe () / magnitude;

}

Listing 5: Casting an address to a contract
function sendRandomNumber(address contractAddress)

external {
uint256 num = 15;
bytes32 random = bytes32(abi.encodePacked(num));

IRaffleFi(contractAddress).randomizerCallback(
requestId , random);

}

function sendRandomNumber(address contractAddress)
external {

uint256 num = 15;
bytes32 random = bytes32(abi.encodePacked(num));

RaffleFi(contractAddress).randomizerCallback(requestId
, random);

}

(4) Casting an address to a contract: Listing 5 shows a pattern
that applies to specific use cases.
The only difference between these functions is that the more
efficient function directly calls a function on the RaffleFi
contract instead of first casting the contract’s address to the
interface IRaffleFi. Casting to an interface is beneficial
in most cases. It can lead to gas savings since the compiler
performs type checking, and function implementations need
not be stored in the bytecode. However, in the case of more
straightforward function calls, as in this example, it can lead
to unnecessary overheads that cause elevated gas cost. If
the developer is already aware of the contract structure they
are accessing, calling a function on that contract directly re-
moves the extra overhead of type checking, function lookup,
and memory expansion required to store the function ar-
guments during runtime. This modification saves 30 gas, a
reduction of around 11%. This optimization was done be-
tween two versions of the same contract from GitHub. This
example also shows that analyzing the opcode sequences
can bring out optimizations in specific contexts that may not
always apply to the general case.

These gas-efficient pattern examples show that this approach can
search for multiple optimizing patterns for functions without being
restricted to specific rules. Notably, the examples mentioned were
the easiest for us to identify.

5 Related Work
To the best of our knowledge, there is only limited work in code
mining for smart contracts, most of which focuses on vulnerability

detection based on code similarity. Nevertheless, a number of re-
lated approaches to gas optimization are important to the work at
hand.

Brandstätter et al. [9] explored optimization strategies to im-
plement a rule-based Solidity source code optimizer. The authors
conclude that automatic rule detection and optimization need to
be extended. Chen et al. have published multiple papers regarding
the gas cost optimization of smart contracts [12–14, 27]. Starting
in 2017, they were among the first to address the problem of gas
optimization. They identified seven anti-patterns in Solidity byte-
code and presented the tool GASPER to identify three gas-costly
patterns [14]. In 2018, they presented an in-depth investigation
and the GasReducer tool, which can automatically check bytecode
and run bytecode-to-bytecode optimization for 24 under-optimized
code patterns. In 2020, the tools SODA [12] and GasChecker [13] fol-
lowed, again dedicated to optimizing bytecode based on predefined
rules and patterns.

Nagele et al. presented the SuperOptimizer ebso. Using a Satisfi-
ability Modulo Theories (SMT) solver, they developed and tested
a tool that can run EVM bytecode optimizations [36]. Albert et
al. presented EthIR, “a framework for analyzing Ethereum byte-
code” [3]. EthIR is an extension of OYENTE published by Luu et
al. [31]. OYENTE is a symbolic execution tool that works with smart
contract bytecode and detects bugs for predeployment mitigation.
It uses the Z3 theorem solver [15] for symbolic execution of the
smart contract code [31]. Albert et al. introduced the Eclipse plu-
gin GASOL9 that allows the user to investigate and optimize their
Solidity code with different cost models [1].

9GASOL: https://github.com/costa-group/gasol-optimizer
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There has been limited research on automatically deriving op-
timization patterns from smart contract source code. Existing ap-
proaches include static and symbolic execution of the code to find
possible optimization chances or refactor the sequence of opera-
tions to reduce storage manipulation-related gas cost. One such
approach is Syrup [2] by Albert et al., which aims to optimize smart
contracts by analyzing the CFG blocks. The tool breaks up each
block into sub-blocks based on state-modifying instructions and
sends each sub-block to a Max-SMT solver such as Z3 [15] to obtain
an optimized version of the sub-block [2]. Feist et al. published
Slither, a framework for static analysis of smart contracts. Slither
provides information regarding smart contracts’ performance, ac-
curacy, and robustness. However, the static analysis focuses less
on the gas cost [17]. Li [25] proposed optimization techniques for
smart contracts using machine learning and deep learning tech-
niques to estimate the gas costs of specific types of constructs, such
as loops and storage manipulation.

Notably, code smell detection and optimization for conventional
programs have been a vivid field of research for many years [39],
and some of those concepts have trickled down to smart contracts.
SmartDagger [28] is a tool that uses static analysis of smart contract
bytecode to detect cross-contract vulnerability but does not con-
sider gas optimization. Manticore [35] is a tool that uses dynamic
symbolic execution to test and detect flaws in smart contract source
code. Existing program verification frameworks such as Boogie
or LLVM can perform formal verification of smart contracts [44].
Schneidewind et al. [41] review existing approaches to static analy-
sis of smart contracts and introduce their tool eThor.

Many of these approaches also use machine learning to automate
vulnerability detection based on code similarity. Among the most
recent works, Xie et al. [26] derive learnable features from the
bytecode of compiled contracts to predict vulnerable or malicious
behavior. Liu [30] introduced techniques to derive specification
models—formal representations of the behavior and interaction of
smart contracts. This work infers Role Models, Automata Models
and Invariant Models [30] from a smart contract, that can be used
to analyze that contract and detect bugs and vulnerabilities, and
debug that contract. Predicting the behavior of a smart contract
from its transaction history can also prove helpful in optimizing it.
Gao [19] introduced a tool called SmartEmbed to generate learned
embeddings of smart contracts that can be used to detect clone-
based bugs. Such tools can also be used to improve the similarity
detection aspect of our approach.

From the discussion in this section, it is evident that the ma-
jority of the work in the area of smart contract optimization has
focused on utilizing predefined rules or constructs to make op-
timizing changes to smart contracts. The automated approaches,
including those that use machine learning, have focused predomi-
nantly on vulnerability detection. None of these approaches aim
to automate the optimization of smart contracts or perform any
operation based on gas cost estimation. Our approach provides a
technique to fill that void.

6 Conclusion
In this paper, we have presented an approach to using code mining
to search for optimized versions of functions in a smart contract.

The contract files are automatically organized and compiled to
obtain opcode sequences. The function source codes are mapped
to their opcode sequences by analyzing the CFG of the contract. A
pretrained Word2Vec model is used to generate embeddings of the
opcode sequences, which are then used to compute the similarity
between two functions. Cosine similarity is used as the similarity
measure and is the most straightforward measure to use in this
scenario. This restricts the search, in our case, to functions with
the same function selector. This leads to the highest mean gas cost
reduction of 46.84%, considering functions with the highest gas cost
difference and the same function selector. The principal advantage
of this approach lies in the fact that optimization patterns are not
limited to specific patterns predetermined by the developer. Given
a sufficiently large and diverse code dataset, this approach can also
discover and suggest patterns previously unknown to the developer.

This approach can be further developed by incorporating a more
accurate similarity measure and removing the restriction on the
function selector. Comparing functions with different selectors will
elicit even more optimizing patterns. Versions of the approaches
introduced in [43] and [8] can be used. Furthermore, similarity
detection should consider more context and present more context
to the developer to avoid substantial changes in the developer’s
code. In this paper, we have given some examples of the optimizing
patterns mined from the dataset. In the future, we will also provide
a more in-depth analysis of mined cost optimization patterns in a
separate paper.
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