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Code-Inherent Traffic Shaping for Hard Real-Time Systems
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Modern hard real-time systems evolved from isolated single-core architectures to complex multi-core archi-

tectures which are often connected in a distributed manner. With the increasing influence of interconnections

in hard real-time systems, the access behavior to shared resources of single tasks or cores becomes a crucial

factor for the system’s overall worst-case timing properties. Traffic shaping is a powerful technique to de-

crease contention in a network and deliver guarantees on network streams. In this paper we present a novel

approach to automatically integrate a traffic shaping behavior into the code of a program for different traffic

shaping profiles while being as least invasive as possible. As this approach is solely depending on modifying

programs on a code-level, it does not rely on any additional hardware or operating system-based functions.

We show how different traffic shaping profiles can be implemented into programs using a greedy heuristic

and an evolutionary algorithm, as well as their influences on the modified programs. It is demonstrated that

the presented approaches can be used to decrease worst-case execution times in multi-core systems and lower

buffer requirements in distributed systems.
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1 INTRODUCTION AND MOTIVATION

Traffic shaping is a well-known technique to guarantee or improve end-to-end delays and avoid
buffer overflow, thereby increasing the Quality of Service in networks [10]. This is done by shaping

the traffic of network nodes such that they adhere to a defined traffic profile. Traffic shapers are
components which receive a stream of packets and potentially delay them, such that their outgo-
ing stream contains less bursts and a guaranteed number of packets per time interval. This can
decrease network contention and limit the buffer size in network nodes required to temporarily
store incoming data. By abstracting traffic behavior to so-called event arrival functions [22], tight
guarantees on, e.g., latencies can be estimated.
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Traffic shaping can also be applied in the domain of (hard) real-time systems to improve impor-
tant characteristics of real-time systems. It has been shown that the techniques of shaping can be
applied successfully to, e.g., the area of scheduling [13, 19, 29] or shared bus systems [7, 17, 31,
38]. Yet, traffic shaping can typically not be applied to shared on-chip buses, as this would require
the introduction of additional hardware into the system. While this is potentially possible with
open source multiprocessor architectures, it is not feasible for the vast majority of commercial
off-the-shelf (COTS) products. Regarding hard real-time distributed systems, the introduction of
new components into the system is generally possible. At the same time it may not be desirable,
as it could increase the costs or energy consumption.

We introduce the notion of code-inherent traffic shaping to bypass these obstacles. By transform-
ing the behavior of a given program, its corresponding event arrival function is modified such that
its traffic will match a required profile. This way, we import the behavior of a traffic shaper into the
program, hence the notion of code-inherent traffic shaping. This enables us to leverage the assets
of traffic shaping for on-chip buses in COTS multi-core architectures or in a distributed system
without additional hardware.

The presented approach transforms the traffic profile of a program by inserting additional ma-
chine instructions, therefore it does not rely on any operating system, other kind of existing higher
level supervising software components or specific hardware. By delaying the execution of certain
instructions, we enforce a given rate control at the compiler level and thus decrease end-to-end
delays and buffer requirements.

We demonstrate an evolutionary algorithm-based approach, as well as a greedy heuristic to ap-
ply the traffic shaping behavior to the program. As the introduction of additional instructions can
potentially harm real-time characteristics of a system, both approaches aim at carefully selecting
program paths to shape which will not increase the worst-case timing. Additionally, we show how
a program’s traffic profile can be efficiently examined whether it meets a required profile or not.

2 RELATED WORK

Most of the work regarding traffic shaping considers comparably complex networks. Shaping is
applied there to, e.g., improve latencies or guarantee specific properties of network streams. One of
the most commonly used shaping principles is the so-called “leaky bucket” algorithm [35] which
was also adopted by the IETF into their Specification of Guaranteed Quality of Service [33]. This
shaping algorithm allows an adjustable level of burstiness and recovery period between bursts.
The algorithm is discussed in a greater detail later in Section 3.2. As our focus lies on applying
traffic shaping in the domain of hard real-time systems, we are discussing existing works in this
specific domain in the following.

Wandeler et al. analyzed the performance of greedy shapers in real-time systems [38]. A greedy
shaper is placed inside each processor of a multi-core architecture and shapes the outgoing com-
munication towards a shared bus. By inserting shapers, the maximum end-to-end delay can be
decreased by up to 40%. While these results are very promising, it is left open, how, e.g., a greedy
shaper can be integrated into a single processor.

Zhou and Wentzlaff [41] presented a HW-based approach to integrate traffic shapers into single
cores of a NoC-based multi-core setup. The additional hardware components enforce a defined
traffic profile outgoing from each core into the network. They concluded that they can achieve
a significant performance gain using the presented approach compared against static bandwidth
allocation. Yet, this approach can not be applied to current multi-core COTS, as they do not feature
such HW-based traffic shapers.

Davis and Navet presented an approach to reduce jitter in a controller area network (CAN) by
introducing a traffic shaping policy into the gateways of the network [7]. When a CAN message
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traverses a gateway, it has to be queued inside the gateway until it is finally transferred from
one network to another. This can lead to a significant increase of jitter if queued messages are
forwarded in an unfavorable manner. An increased jitter in turn can increase the estimated worst-
case response time of messages. In order to decrease this queuing jitter, the authors propose a
non-blocking jitter reduction policy inside the gateways to improve the message queue handling. It
is shown that when applied, the traffic shaping can significantly reduce the so-called queuing jitter.

Kumar and Thiele proposed an approach to improve thermal characteristics by shaping the
execution of tasks [19]. Whereas the authors’ approach is to implement the shaping feature into
the scheduler, our approach could be used to directly implement the shaping into the behavior
of the actual programs. The basic idea is to selectively pause the execution of a task and put the
processor into an idle mode for a certain amount of time to reduce the peak temperature of a
chip. This is done by shaping the desired computational time of tasks by either letting them run
or briefly halting them. The shaping curves are designed such that all real-time requirements are
still guaranteed to be met.

A way to improve battery performance of mobile systems was presented by Chiasserini and
Rao [6]. It is shown that the capacity of a battery can be used more efficiently if it is not constantly
discharged, but rather discharged in pulses followed by idle periods. As wireless interfaces are
one of the major power consumers of mobile systems, the overall idea is to shape the service
requests to the wireless interface. The authors conclude that the performance of battery cells can
be improved using the presented technique by permitting a trade off against a potential delay of
service requests. The authors do not describe how the actual shaping can be implemented. As our
presented approach does not rely on any hardware requirements, a mobile application could be
shaped in order to increase battery performance.

Rahmani et al. [31] analyzed the effect of traffic shaping inside an Ethernet-based automotive
network. The authors analyze different shaping algorithms and their effects on the QoS of the
multimedia streams. It is shown that the required buffers in the system as well as the delay of
specific packages can be potentially reduced by integrating traffic shapers. While inserting traffic
shapers is possible in the automotive domain, our approach can be used to pre-shape the outgoing
traffic, hence minimizing the requirements for the following shapers.

Our presented approach could also be used to counter side-channel attacks on a compiler-level
similar to the works of Wu et al. [40] or Wang et al. [39]. Wu et al. present an approach to remove
instruction- and cache-timing side channels by modifying a given program automatically on a
compiler-level. By inserting countermeasures, such as reading all elements of an array instead of
only one or pre-loading cache lines, the authors make sure that the execution time of every path is
independent from a given set of “secret data”. Similarly, Wang et al. [39] presented a way to reduce
power side channels by modifying the register allocation and memory locations of potentially
leaky variables during compilation. By shaping, e.g., the bus access profile of a program in a more
evenly manner, our presented approach could be exploited to reduce timing or power side channels
as previously characteristic paths (e.g., a very bursty one) get smoothed.

3 EVENT ARRIVAL FUNCTIONS AND TRAFFIC SHAPERS

In this section, we give a brief overview of event arrival functions, the extraction of these functions
on the code-level and an introduction of traffic shapers. Subsequently, we discuss how to verify
that an event arrival function adheres to a traffic shaping profile.

3.1 Event Arrival Functions

Event arrival functions can be used to describe complex dynamics of a system. Depending on the
definition of an event, multiple characteristics of a task (or more generally of a system) can be
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described using event arrival functions like, e.g., its activation pattern or its access behavior to a
shared resource.

Definition 3.1. Event. A single event of an event stream is an abstract resource demand request,
e.g., a task activation inside a multithreaded system or a bus request inside a multi-core system.

A given cumulative request function R (t ) describes the sum of events seen in the time interval
[0, t] with t ∈ N0. In order to give certain guarantees, the upper event arrival function η+ (Δt ) and
lower event arrival function η− (Δt ) are introduced [22, 37]:

Definition 3.2. Event Arrival Functions. With R (t ) describing the number of events seen in the
interval [0, t], t ∈ N0, the upper event arrival function η+ (Δt ) and lower event arrival function
η− (Δt ) are described by the following inequation:

η− (t − s ) ≤ R (t ) − R (s ) ≤ η+ (t − s ),∀t ≥ s ≥ 0 (1)

where η− (0) = η+ (0) = 0.

The upper event arrival function η+ (Δt ) is a cumulative function describing the maximum num-
ber of events that can be issued in a time interval of length Δt . The lower event arrival function
η− (Δt ) is the corresponding counterpart and describing the minimum number of events that can be
seen in a time interval of length Δt . In the domain of hard real-time systems, system-level analysis
tools (e.g., Real-Time Calculus [37]) can use the behavior-describing functions to estimate guaran-
teed worst- and best-case timings for a system. As we are only interested in the upper event arrival
functions (describing the maximum accesses to a shared resource), we will refer to the upper event
arrival function as simply η(Δt ) in the following.

If the event arrival function of a task is depending on specific actions during the execution
of the task (e.g., bus accesses), a safe, yet tight extraction of event arrival functions is complex.
An event arrival function can be constructed by measurements and recording traces. Yet similar
to measurement-based WCET analysis compared to a formal WCET analysis, the resulting event
arrival function is not guaranteed to be safe. Jacobs et al. [15] presented how to safely extract an
upper event arrival function from the code-level of a task. This was then formalized and extended
to lower event arrival functions by Oehlert et al. [27].

The approach’s basic idea of extracting a task’s event arrival function lies in the description of
all possible paths through the program using an integer linear program (ILP). The so-called implicit

path enumeration technique by Li and Malik [24] is extended to support a path starting and ending
at arbitrary basic blocks. The ILP can be solved for one particular interval length Δt and returns the
maximum (or minimum) number of events that can be issued in this interval. Regarding an upper
event arrival function, this is done by setting the objective to maximize the number of events aTotal

triggered along an arbitrarily taken control-flow path, whereas the total required amount of time
wTotal is not allowed to exceed a given Δt . This ILP model will be used in the upcoming sections
in order to determine the event arrival function of a given task.

The calculation of a single value of η(Δt ) for a given Δt can be seen as a selective traveling
salesman problem (STSP) [21]: The graph is represented by the control flow graph of the program
on a basic block level with a virtual starting point connected to every block. An edge’s cost repre-
sents the execution time of the corresponding basic block, whereas the profit of a node represents
the number of events of the corresponding basic block. The aim is to maximize the profit (number
of events) while the costs (execution time) are not allowed to exceed the given Δt . As the STSP is
NP-hard it can be concluded that the calculation of a single value of η(Δt ) on a basic block level is
NP-hard as well.
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Fig. 1. Greedy traffic shaper.

3.2 Traffic Shaper

Given an input stream with an upper event arrival function of η(Δt ), a so-called shaper processes
this input stream and generates an output stream which is bound by a profile function σ (Δt ). A so-
called greedy shaper buffers the input stream in case it would violate the profile function σ (Δt ), but
emits it as soon as possible [22]. Figure 1 depicts an example of a greedy shaper. The curve η(Δt )
is an incoming event arrival curve which is not conform to any profile. The profile function σ (Δt )
describes the upper curve allowed to appear at the output of the traffic shaper. In this particular
example, σ (Δt ) limits the output event stream to contain at maximum one event every 10 time
units. η′(Δt ) depicts the outgoing event arrival curve of the shaper which is conform to the given
profile function σ (Δt ).

One commonly known example of a greedy shaper is the so-called leaky bucket algorithm [35].
We use this shaping algorithm as an example as it is still commonly used in many areas [18, 30,
36] and adopted into the Specification of Guaranteed Quality of Service [33] by the IETF. A so-called
token is added to a collecting bucket with a definable rate of r . Such a token represents the right
to send a specific amount of data. As the bucket only has a fixed capacity of b, it can only hold b
tokens at maximum. Arriving data is queued in a FIFO queue. If there are enough tokens inside
the bucket to transmit the data (every transmission “costs” a certain amount of tokens), the data
is directly passed on and the tokens are removed from the bucket. In the other case, the data is
stalled until the bucket is filled up with the required amount of tokens. Therefore, the maximum
burstiness of the output stream is defined by the token bucket size b, whereas r can be seen as
defining the rate of the outgoing stream.

3.3 Profile Adherence Checking

In order to implement a traffic shaping behavior, a crucial requirement is to validate whether
a given program adheres to a desired profile function or not. In the following, we will present
methods to validate this requirement for an arbitrary traffic shaping profile or more efficiently for
a selected number of specific shapers. If not noted otherwise, we assume a discrete time model
with t ∈ N0.

3.3.1 Arbitrary Shaping Profiles. As discussed in Section 3.2, traffic shaping profiles can be rep-
resented by a corresponding profile function σ (Δt ). If it can be validated that the event arrival
function η(Δt ) of a given program is below or equal to σ (Δt ) for any Δt , it is guaranteed that
the program’s behavior adheres to the desired profile. As η(Δt ) and σ (Δt ) are both monotonically
increasing and piecewise constant, it is sufficient to check at every discontinuity of η(Δt ). We com-
bine all values of Δt for which σ (Δt ) has to be tested to a set D. The required test described in
Algorithm 1 is similar to the so-called processor demand test proposed by Baruah [2]. It returns
true in case the event arrival function η(Δt ) adheres to the desired shaping profile and otherwise
false. As σ (Δt ) is known by definition and η(Δt ) can be determined using the described ILP model,
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ALGORITHM 1: Basic test for arbitrary profiles.

1: for Δt in D do

2: if η(Δt ) > σ (Δt ) then

3: return false

4: end if

5: end for

6: return true

all inputs are present. Yet, the magnitude of number of points to be evaluated can quickly render
this approach practically infeasible. In case of a periodic system, D would contain all points of
discontinuity up to the hyperperiod of the system.

Alternatively, the profile function σ (Δt ) can be described using linear constraints and directly
be integrated into the ILP used to model the event arrival function as described before. Instead
of maximizing the number of events in a given time interval length Δt , the maximum difference
between the number of events aTotal and σ (Δt ) for any arbitrary Δt is searched:

max : aTotal − σ (wTotal) (2)

The ILP variable wTotal describes the accumulated time over the chosen control-flow path. This is
simply done by replacing the ILP objective with the given term and removing any restrictions on
the time interval Δt . The description of σ (wTotal) inside the ILP model is depending on the required
profile function. The complete ILP to model an event arrival function [27] is not discussed here
as it would it exceed the scope of this paper and does not offer any novelty. In case the ILP solver
returns a negative value or zero for the objective, it is ensured that the event arrival function η(Δt )
is lower than or equal to σ (Δt ) for all possible Δt . Otherwise, the objective value represents the
maximum violation of η(Δt ) in regard to the desired profile.

3.3.2 Periodic Step Function Profiles. The effort for a profile adherence check can be drastically
reduced for shapers which have a simple periodic step function as a profile function in the form
of σ (Δt ) = Y · �Δt

P
�, where Y is the height of a step and P the period.

Proposition 3.3. If η(P ) ≤ Y holds,η(Δt ) ≤ σ (Δt ) holds for any Δt ∈ N0, given a profile function

in the form of σ (Δt ) = Y · �Δt
P
�.

Proof. The value ofη(Δt ) at every multiple period value is lower or equal to the profile function
σ (Δt ):

n ∈ N0 (3)

η(n · P ) ≤ n · η(P ) ≤ n · Y (4)

σ (n · P ) = Y ·
⌈n · P

P

⌉
= n · Y (5)

⇒ η(n · P ) ≤ σ (n · P ) (6)

Equation (4) is exploiting the subadditivity of η(Δt ) and the required precondition given in Propo-
sition 3.3. As σ (Δt ) only increases at points Δt = n · P + 1 (n ∈ N0) and given the fact that η(Δt ) is
monotonically increasing, the maximum deviation between the two curves can be found at points
Δt = n · P . As shown in Equation (6), the event arrival function is always below or equal to the
shaper function for these points if the precondition is met. Hence, it is guaranteed that η(Δt ) is
lower or equal to σ (Δt ) for any given Δt . �
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Fig. 2. Exemplary

CFG I.

Fig. 3. Event arrival curves for the exemplary CFG I, with modified

timings and the desired maximum access profile.

This reduces the profile adherence check to a single calculation of η(Δt ) at point Δt = P . In case
the precondition of Proposition 3.3 is not met, the difference η(P ) − Y can be used as a figure of
merit of how much the shaping profile is violated.

4 CODE-INHERENT TRAFFIC SHAPING

In this section, we introduce the idea of code-inherent traffic shaping. In contrast to traditional
hardware-based traffic shapers in a system, we present a novel approach to achieve a desired
temporal access profile by modifying the program itself. We assume an architecture with private
memories for code, such that the insertion of additional delay code does not increase the number
of accesses.

4.1 Basic Principle

Accesses to a shared medium are triggered by specific actions inside a program. After specifying
the event triggering instructions, the approach shown in [15] and [27] is able to generate an up-
per event arrival curve. The specification which instructions of a program may trigger a shared
memory access can be done using, e.g., instruction classification and value analysis, as accesses
to a shared medium are typically done by accessing a certain memory area. This can either be an
actual shared memory or, e.g., memory mapped registers for sending messages.

By extracting the upper event arrival function, it can be examined whether the program adheres
to a desired access profile or not. To illustrate this, an exemplary control-flow graph is given in
Figure 2. The blocks depict sequences of instructions, whereas the edges indicate the control-flow.
Beside each block B, its execution time CB and the maximum number of events it may trigger AB

is shown. The loop has a given upper bound of 10 iterations (note that the loop is tail-controlled,
hence for 10 iterations, the back-edge can only be taken 9 times). The corresponding event arrival
function η(Δt ) is depicted in Figure 3. As expected, the event arrival function shows a periodic
increase and converges with a total number of 10 events.

Figure 3 additionally depicts an arbitrarily chosen desired profile function σ (Δt ). In this specific
example, it is desired to have at most 1 event triggered every 1000 cycles. As it can be clearly seen,
the actual event arrival function η(Δt ) does not meet this desired characteristic as it surpasses
σ (Δt ) already at Δt ≈ 370.

In order to shape our event arrival function such that it will meet its desired profile function
σ (Δt ), we can modify our program. As an example, additional instructions are added into the block
B2, such that its execution time is increased to C ′B2 = 1128 cycles. The basic block B2 is chosen
arbitrarily here to illustrate the general principle. Delaying instructions could also be added to the
blocks B0 or B1. The updated event arrival function η′(Δt ) is depicted in Figure 2 as well. It can
be seen that due to the increased timing of block B2, the program now provably adheres to the
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Fig. 4. Exemplary CFG II. Fig. 5. Event arrival curves for the exemplary CFG II, with modified

timings and the desired maximum access profile.

given profile at any time. This principle can be seen as a code-inherent traffic shaping, as the access
behavior of the modified program is now bounded by the profile function σ (Δt ).

While the modified event arrival curve η′(Δt ) conforms with the profile function σ (Δt ), the
shaping is not greedy, as this would require that η′(Δt ) is equal to σ (Δt ) up to Δt = 10 000 cycles.
This is due to two reasons: 1) The granularity of adding a delay using instructions is limited by
several factors of an architecture like, e.g., memory latency or fetching width. Therefore, an event
may be delayed longer than minimally required. 2) Depending on the structure of the program,
the insertion of additional delays may inevitably shift the whole event arrival curve and not only
a local point. Therefore, it may be impossible (without, e.g., the removal or rescheduling of code)
to achieve a greedy shaping behavior when specific events need to be delayed.

In case a new or different profile functionσ (Δt ) is needed due to changed traffic shaping require-
ments later, the code-inherent shaping has to be re-run with the original, unmodified program as
an input in order to receive an updated program which adheres to the given profile function.

Inserting additional delaying instructions into the program that do not seem to be required,
might rise certification concerns for hard real-time environments. A widely used collection of de-
velopment guidelines for critical systems are the MISRA C guidelines [1]. According to the guide-
lines concerning dead code, dead code is defined as “any operation that is executed but whose re-

moval would not affect program behavior”, yet clarifying that “the behavior of an embedded system is

often determined not just by the nature of its actions, but also by the time at which they occur”. While
the additional delay instructions are not changing the system state by their computational results,
but change the system behavior due the point in time they are executed, they hence are no dead
code and thus comply with the MISRA C rules. Generally speaking, any insertion of code into a
safety-critical system by a compiler must comply with a corresponding functional requirement.
And if the adherence to some timing profile and schedulability of tasks are part of the require-
ments, code-inherent traffic shaping is feasible for critial systems.

4.2 WCET-aware Code-inherent Traffic Shaping

The approach shown in Section 4.1 is able to shape the event arrival function, yet obviously in-
creases the worst-case execution time in this case. Whereas the WCET was originally 3832 cycles,
the modification increases the WCET to 11 932 cycles. To avoid this, we can exploit the structure
of a program while still maintain a traffic shaped behavior.

Figure 4 shows another exemplary control-flow graph. Figure 5 shows the corresponding
event arrival curve η(Δt ) and desired profile function σ (Δt ). Yet again, the original program
behavior does not comply to σ (Δt ). In contrast to the control-flow graph shown in Figure 2,
the graph in Figure 4 has a conditional branch inside the loop. In this case, additional code is
introduced to block B2 and increases its timingC ′B2 to 1098 cycles. This leads to the updated event
arrival function η′(Δt ) shown in Figure 5 which satisfies the required profile σ (Δt ). However,
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the worst-case execution time remains constant at 14 562 cycles also with the additional code.
This is due to the fact that the worst-case execution path (WCEP) stays untouched as only the
best-case execution time is increased. As the upper event arrival function describes the maximum

number of events in a certain time interval, it is defined by the minimum time between two or
more events. This provides the opportunity to adjust the program’s behavior by only modifying
parts which are not part of the WCEP (and do not cause a switch of it).

5 INTEGRATION OF WCET-AWARE TRAFFIC SHAPING BEHAVIOR

In the upcoming section, we present two algorithms to solve the following problem: Given a pro-

gram P and profile function σ (Δt ), determine the locations (i.e., which basic blocks) and amount of

delaying instructions to be inserted into the program P, such that the resulting event arrival function

η(Δt ) will be less than or equal to σ (Δt ) for all Δt while increasing the WCET as little as possible.

As the calculation of a single value η(Δt ) for a given Δt on a basic block level is an NP-hard
problem (cf. Section 3.1), the optimization problem to be solved is NP-hard as well as it requires to
calculate the value of η(Δt ) as a prerequisite.

5.1 Greedy Heuristic

The general idea of this heuristic is to analyze which path of a program is conflicting with the
required profile and try to insert additional code on parts of this path which is not overlapping
with the current WCEP. Algorithm 2 shows the complete heuristic.

The algorithm’s outer loop starts with running an analysis whether the current program is
violating the required shape or not in line 2. This returns the number of exceeding eventsV and a
set Pη which includes all basic blocks of a path which violates the profile. An arbitrary violating
path is chosen in case there are multiple paths violatingσ (Δt ). If the program’s behavior is conform
with the required profile function, V = 0 and the set Pη is empty. The actual implementation of
this analysis is discussed in Section 3.3. In case the shape requirement is not violated, the algorithm
finishes in line 4. Otherwise, the current WCET C and the corresponding set of basic blocks PW

which are part of the WCEP are analyzed. In line 7, the difference between the set Pη and PW

is calculated, meaning all basic blocks which are part of the shape violating path, yet not of the
WCEP. If this does not result in an empty set, any arbitrary basic block B from this set is chosen
and the indicator variable Z is set to false. Z is used to indicate whether B was part of the WCEP or
not. Otherwise, the basic block B of the shape violating path with the lowest worst-case execution
count (WCEC) is chosen and Z is set to true. In case there are multiple basic blocks of the set Pη

sharing the minimum WCEC, any of these blocks is chosen arbitrarily.
The subsequent do-while-loop between lines 15 and 23 is then stepwise increasing the number

of additional delay code in the chosen basic block B. N[B] describes the additional delay which
is added to the basic block B. Initially, N is zero for all basic blocks. The previously added delay
is stored to the variable L. If no delay was previously added to B, a minimum amount of delay
μ is inserted. Otherwise, the currently inserted delay is doubled. The minimum delay value μ is
determined by the minimal delay which can be achieved by inserting additional code, e.g., the
number of cycles required for a single NOP operation. With the applied additional delay to the
basic block B, the WCET and shape violation are re-calculated. In case we previously chose a basic
block which was not part of the WCEP (Z was set to false) but the WCET increased (C ′ > C),
the algorithm breaks the loop already here. This means that the introduced delay to basic block B
caused a switch of the WCEP. Otherwise, it is checked whether there is still a shape violation or
the chosen basic block B is still on the shape violating path. If not, the loop is exited.

At line 24, a delay of N[B] is introduced to Bwhich led to either no shape violation at all anymore,
the exclusion of B from the shape violating path or a WCEP switch. In either case, the current
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ALGORITHM 2: Greedy heuristic for WCET-aware traffic shaper integration.

1: while true do

2: (V ,Pη )← shapeViolation()

3: if V = 0 then

4: break

5: end if

6: (C ,PW )← calcWCET()

7: P′η ← Pη\PW

8: if P′η � ∅ then

9: B ∈ P′η
10: Z ← false

11: else

12: B ∈ {x|x ∈ Pη ,WCEC(x) ≤ min
∀i∈Pη

(WCEC(i))}

13: Z ← true

14: end if

15: do

16: L ← N[B]

17: N[B]← (N[B] = 0 ? μ : N[B] · 2)
18: (C ′,PW ) ← calcWCET()

19: (V ,Pη )← shapeViolation()

20: if ( Z = false ) and (C ′ > C ) then

21: break

22: end if

23: while (V > 0) and ({B} ∩ Pη � ∅)
24: U ← N[B]

25: N[B]← (L +U )/2
26: while ((U − L)/L > ϵ ) and (N[B] ≥ μ ) do

27: (C ′,PW ) ← calcWCET()

28: (V ,Pη ) ← shapeViolation()

29: if (V = 0) or ({B} ∩ Pη = ∅) or (Z and (C ′ > C )) then

30: U ← N[B]

31: else

32: L ← N[B]

33: end if

34: N[B]← (L +U )/2
35: end while

36: N[B]← U
37: end while

value of N[B] is easily larger than required to lead to this change, as it was found by simply keep
multiplying the old value by 2. Therefore, we try to find a smaller value for N[B] inside the range
(L,U ). This is done in lines 26 to 35 using a binary search. The binary search is carried out as long
as the difference between the upper and lower boundary (normalized on the lower boundary) is
greater than a user-defined threshold ϵ and the added delay is greater than the absolute minimum
delay μ possible. The threshold ϵ is introduced to speed up the algorithm while trading a potentially
worse WCET against a lower runtime.

During the binary search, the worst-case timing behavior, as well as the shape violation are
recalculated at each iteration. In case the updated value of N[B] causes the selected basic block
B not to be part of the shape violating path anymore, a shape violation of zero (or an increase of
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the WCET if B was not part of the WCEP previously), we select N[B] as the current upper value
U . Otherwise, it is used as the current lower value L. Subsequently, N[B] is newly set between
the upper and lower bound. After the termination criterion of the binary search was met, the last
known upper bound U is used as the amount of delay to be added to the basic block B.

5.2 Evolutionary Algorithm-based Shaping

The following section proposes a genetic algorithm to implement a traffic shaping behavior into
a program while trying to keep the increase in WCET as low as possible. The algorithm is bi-
criteria, focusing on WCET and shape violation. We will discuss the genome composition of a
single individual, the fitness function, the mutation, the crossover and the initial population.

Genome Composition. The genome of a single individual is represented as a list of unsigned
integers. Each integer represents the number of delaying cycles to be inserted in a corresponding
basic block. Therefore, each individual’s genome consists of MB integers, where MB corresponds
to the total number of basic blocks.

Initial Population. We place one individual with a completely unmodified genome and a heavily
modified one in the initial population. In each basic block of the heavily modified individual, a
constant amount of delay is inserted. This delay inserted in each basic block is chosen sufficiently
large to ensure at least one individual which is not violating the profile function σ (Δt ). The rest of
the initial population is created completely random for one half and in a directed manner for the
other. For the complete random half, for each basic block the delay is randomly drawn (uniform
distribution) from the range (0,D), where D is a user-defined constant describing the maximum
amount of delay initially added to a basic block. An initial individual of the directed half is also as-
signed randomly drawn delays from the range (0,D), yet only for basic blocks which are part of the
current shape violating path according to an initial analysis. All other basic blocks do not receive
an additional delay. The directed half is generated to increase the chances of a good starting point
of the algorithm, whereas the complete random half increases the diversity during recombination,
especially in the early generations.

Fitness Function. The fitness function evaluates the two criteria most relevant in this case: shape
violation and WCET. For each individual, a shape violation analysis is carried out which returns
a figure of merit how much the current system is violating the profile function σ (Δt ). Besides, a
WCET analysis is done as well. Both results are cached to avoid re-calculation of identical genomes.
The implementation of the shape violation analysis is discussed in Section 3.3. The fitness of an
individual is determined using the multiobjective fitness assignment of the SPEA2 algorithm [42],
whereas shape violation and WCET are the competing objectives.

Mutation. The applied mutation is not completely random, yet guided to speed up the conver-
gence of the algorithm. In case an individual is still violating the shape requirements, mutation is
only allowed to add delay to basic blocks which are on the shape violating path according to the
individual’s last analysis. If the individual does adhere to the required profile, the mutation is only
allowed to remove a certain amount of delay of any basic block.

During the start of the mutation phase of a single individual, the number of mutations to be
performed is drawn randomly (uniform distribution) in the range of (0,ME − 1), where ME is the
total number of basic blocks eligible for mutation. This means if the individual is violating the
profile function σ (Δt ), ME equals the number of basic blocks on the violating path. Otherwise,
ME equals the number of total basic blocks, hence ME = MB . Then, every qualified basic block is
mutated with a user-defined probability until the determined number of mutations to be performed
is reached. If a basic block is mutated, it is checked whether there is already an additional delay
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incorporated or not. In case a delay was already added to the basic block, the delay is increased by a
factor randomly drawn (uniform distribution) from the range (1.0,2.0) if the individual is violating
the profile function. If the individual is adhering to the profile function, the delay is decreased by
a factor randomly drawn (uniform distribution) from the range (0.0,1.0)

In case the block to be mutated does not contain any added delay and the individual is violating
the profile function, a randomly drawn delay from the range (0,D) is added to the block. If the
individual adheres to the profile function and the basic block does not contain any additional
delay, the block is not altered by the mutation.

Crossover. A single point crossover with two individuals is used. The crossover point is deter-
mined by drawing a random integer from the range (0,MB − 1). The new individual is then simply
created by adapting the genome of the first individual up to the crossover point and from the
second individual for the rest.

6 EVALUATION

In the following section, the shaper integrations presented in Section 5 are evaluated for different
shapers and varying settings. All experiments were performed on an Intel Xeon Server (20 cores
at 2.3 GHz with 94 GB RAM) and ILPs were solved using Gurobi 8.1.0, whereas each ILP solving
process was limited to a single thread. The PISA framework [3] was used for the evolutionary
algorithm-based approach. All benchmarks were compiled with several ACET-oriented optimiza-
tions activated (-O2 flag). Timing analyses were done using the internal WCET analyzer provided
by the WCET-aware C compiler (WCC) [9]. Benchmarks with irreducible loops were excluded
from the evaluation as they are currently not supported by the timing analyzer.

In Section 6.1, an overview of the implemented shapers is given which are used in the following.
Here, we restrict the traffic shaping behaviors to (mostly) periodic ones as these are commonly
used [33]. Section 6.2 shows how the implemented shapers transform the event arrival curve for
one particular example in detail. In Section 6.3, it is shown for one exemplary system in detail,
how the presented techniques can be used to improve worst-case timings in a multi-core hard
real-time system. Finally, Section 6.4 covers a more thorough evaluation of the introduced shapers
and implementation approaches for another exemplary application, namely the reduction of buffer
requirements.

6.1 Implemented Shapers

Different shapers were implemented for evaluation purposes and presented in the following. The
introduced technique of code-inherent traffic shaping and the implementation approaches are not
restricted to presented shapers, but can be applied to any shaping algorithm which can be described
by a corresponding profile function σ (Δt ).

Lazy Leaky Bucket. The lazy leaky bucket (LLB) shaper has the following shaping curve:

σ (Δt ) =

{
0 if Δt ≤ 0,
b + �r · Δt� else.

(7)

The shaping curve corresponds to the event arrival function of a regular leaky bucket shaper with
a bucket size of b and rate of r . It is prefixed with lazy as a regular leaky bucket shaper is greedy,
yet as explained in Section 4.1 the code-inherent traffic shaping may be non-greedy. The profile
adherence test is implemented by describing Equation (7) inside the ILP formulation used to model
the event arrival function.
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Lazy Leaky Bucket Rate. The lazy leaky bucket rate (LLBR) shaper is a simple specialization of
the LLB shaper with b = 0. Its curve is described using the following equation:

σ (Δt ) =

{
0 if Δt ≤ 0,
�r · Δt� else.

(8)

The profile adherence test is implemented using the simplified test described in Section 3.3.2.

Full Refill. The full refill (FR) shaper is similar in its behavior to a leaky bucket shaper, yet more
simplified. Its shaping curve σ (Δt ) is described by the following equation:

σ (Δt ) =

{
0 if Δt ≤ 0,
Y · �r · Δt� else.

(9)

Whereas the token bucket of a leaky bucket shaper gets refilled token by token every few time
units, it is simply completely refilled to its maximum Y for the full refill shaper. Since it fulfills the
requirements of a simplified profile adherence check described in Section 3.3.2, it is implemented
as such.

6.2 Case Study

In the following, we present the effects of three different styles of shapers exemplary in a greater
detail on the select benchmark from the MRTC benchmark suite [11] with annotated loop bounds
from TACLeBench [8]. This benchmark was chosen randomly with no deeper reason. Note that
this case study should only illustrate the effects of the different shapers on a given example pro-
gram and its event arrival function. A more thorough evaluation of more benchmarks and precise
criteria follows in Section 6.4. In this example, we choose a single-core ARM7TDMI processor as
the evaluation architecture to showcase the modifications made to a single event arrival function.
We assume that each access to the .data section will cause an event.

Figures 6(a) to 6(c) depict the original event arrival function η(Δt ), the corresponding shaping
curve σ (Δt ) and the shaped event arrival function η′(Δt ) for different shapers. The shaping was
applied using the greedy heuristic shown in Section 5.1. All shaping curves were set to ensure 50%
reduction of the maximum number of events occurring in an interval of Δt = 1000 cycles. The
parameters of the lazy leaky bucket shaper depicted in Figure 6(a) were chosen to be in between
the full refill shaper (Figure 6(b), FR) and the lazy leaky bucket rate shaper (Figure 6(c), LLBR). It
can be seen that all shaped event arrival functions fulfill the required profile as they are lower than
or equal to the shaping curve for any value of Δt .

Figure 6(d) shows the effects when applying the different shapers. All values are normalized to
the corresponding LLB shaper values. It can be seen that for this particular example, the application
of the LLB shaper increases the WCET significantly more, whereas the LLBR shaper increases the
WCET the least. This is also reflected by the amount of delay inserted into the program, yet with
greater relative differences. It is shown that the application of the FR shaper adds 71% less delay
than the LLB shaper, while the LLBR shaper adds 79% less. The significant increase in WCET when
applying the LLB shaper in comparison to the other shapers most likely stems from the lower
gradient (number of events per time unit). While the LLBR and FR shapers have a gradient of
≈ 0.012 events per time unit, the LLB shaper only has a gradient of ≈ 0.007. The lower WCET
increase when comparing the LLBR shaper to FR originates from the relative ϵ threshold (set to 0.2
here) of the greedy heuristic. As the heuristic tests the event arrival function at different values
for Δt (1 000 for FR and 84 for LLBR), the absolute tightness of the upper and lower bounds to
be found differ. This is also reflected in the relative runtime required for applying the different
shapers. Whereas the LLB and FR shapers require a similar runtime, the LLBR shaper needs ≈ 254
times longer than the LLB shaper to be applied using the greedy heuristic.
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Fig. 6. Shapers applied to the select benchmark to reduce the max. number of events for Δt = 1000 cycles

by 50% using the greedy heuristic.

Fig. 7. Exemplary multi-core architecture.

6.3 Application Example

One possible application of the presented code-inherent traffic shaping is the improvement of
worst-case timings inside a multi-core architecture. As previously mentioned, actual hardware-
based traffic shapers can typically not be integrated into a COTS on-chip bus system. Figure 7
depicts an exemplary multi-core architecture with 4 cores and a shared memory. A single core
consists of an ARM7TDMI architecture. Each core also has a private memory which is not shown
here due to space reasons. We assume that all instructions are placed inside the private memory
and all data objects reside in the shared one. The bus is assumed to follow a fixed priority non-
preemptive arbitration policy, whereas core 0 has the highest priority and core 3 the lowest one.
We consider all data accesses to be blocking, i.e., if an instruction reads or writes to the shared
memory, the pipeline will be halted until the access is finished.

Table 1 shows the tasks mapped to the cores, their periods and their timing information. The
benchmarks were taken from the MRTC benchmark suite [11]. WCETOrig denotes the maximum
execution time (in cycles) of the benchmarks for the unmodified system. The periods were chosen
such that the load per core is close to 0.3 when executed in isolation without interference of the
other cores. This load was selected to have an equal load in the isolated case for all cores, yet still
a load below 1.0 for all cores with interference. The actual WCET Ci of a task i (also considering
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Table 1. Tasks and Their Corresponding Timing Information (All Timings are Given in Cycles)

Core Benchmark Period WCETOrig WCETMod Change (%)
0 bsort100 17 781 120 6 217 369 6 511 399 4.7
1 matmult 11 664 000 5 410 138 5 234 783 −3.2
2 crc 3 402 000 2 240 660 2 137 600 −4.6
3 cnt 252 000 208 084 196 824 −5.4

the interference from the other cores) is calculated using the following formula:

Ci = C
iso
i +

∑
j ∈Hi

ηj (Ci ) · L︸���������������︷︷���������������︸
X

+min
(∑

j ∈Li

ηj (Ci ),ηi

(
C iso

i

))
· (L − 1)︸����������������������������������������������︷︷����������������������������������������������︸

Y

(10)

Whereas C iso
i is the WCET of task i executed in isolation, Hi is the set of all tasks executed on

cores with a higher bus priority than i and Li is the counterpart for all tasks on cores with a
lower priority. L is the memory access latency for the shared memory. The formula is very similar
to the analysis of worst-case response times for fixed priority tasks initially given by Joseph and
Pandya [16] and later refined and extended by, e.g., Lehoczky [23] and more. In the worst case, the
task i is blocked forX cycles by higher priority cores when trying to access the bus. Additionally, a
single access may be blocked for up to L − 1 cycles from a lower priority core if it received the bus
grant before task i requested it. As the number of accesses initiated by task i in a single program
run is limited by ηi (C iso

i ), not more accesses can be blocked by lower priority cores. If the sum of all

accumulated accesses from lower priority cores is below ηi (C iso
i ), the number of blocked accesses

for task i can not be greater than this, hence the min-term. Equation (10) is solved iteratively until
Ci converges. As an initial value ofCi , the isolated WCETC iso

i is used. We assume an architecture
which is free of timing anomalies [32] (as typical system-level analyses do as well), as a purely
compositional view is otherwise not safe [15].

In order to improve the timing behavior of the lower priority cores 1, 2 and 3, a traffic shaper is
applied to the highest priority core 0. In this example, a full refill strategy is applied with a refill
period of 2000 cycles and 28 tokens. This means that each data access costs 1 token for core 0,
while its token budget is only stocked up to at maximum 28 tokens every 2000 cycles. Without
shaping, the higher priority core 0 initiated up to 30 accesses in 2000 cycles.

We applied the heuristic (ϵ = 0.2) described in Section 5.1 to the given system in order to enforce
the traffic shaping behavior into the code. In this particular example, the algorithm inserted only
5 NOPs in total in order to achieve a shape conformity. Due to this additional code, the WCET of
the benchmark bsort1000 increased by ≈4.7%. Yet, the benchmarks on the lower priority cores 1,
2 and 3 can leverage the reduced bus interference. The matmult benchmark’s WCET decreases by
3.2%, crc shows a WCET reduction of 4.6%, whereas cnt has a reduction of 5.4%.

In general, we can conclude that the proposed integration of traffic shaping behavior into the
program can potentially increase the performance of a system. In this particular example, the ac-
cess profile of a high bus priority core was shaped to decrease the worst-case timings of the lower
priority cores.

6.4 Buffer Reduction

Another possible application of applying a traffic shaping behavior to a program is to ease the
requirements of buffers inside a system, to prevent a buffer overflow or to be able to give certain
guarantees on the outgoing traffic.
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Fig. 8. Exemplary distributed system.

Evaluation Setup. We assume the architecture shown in Figure 8. The architecture consists of
four microcontrollers connected over a field bus with a static priority bus arbitration. The network
is connected to another network over a gateway. Such architectures are commonly found in, e.g.,
the automotive domain [26] where the CAN bus [14] (a field bus with static priority arbitration)
is connecting several MCUs and is connected to other networks (either CAN as well or other
automotive bus types like FlexRay or LIN) via gateways. The gateway transfers messages from
the depicted network over to a second network and vice versa. As the second network may be
operating at a different speed or is simply blocked for an amount of time by other bus devices, the
gateway potentially needs to buffer a certain amount of messages before it can transfer them.

For an exemplary evaluation setup, we assume that the buffer size inside the gateway is
only large enough to guarantee a flawless operation for up to F messages in a time interval of
1000 cycles, otherwise a buffer overflow may be possible. The value of F will be chosen individually
per system in this evaluation. In order to evaluate the different shapers, implementation strategies
and their influences on the worst-case timings, we assume that the four microcontrollers in com-
bination exceed this threshold by a certain degree and need to be shaped. For this, benchmarks
from different suites (MRTC [11], UTDSP [4], DSPStone [43], MediaBench [5], MiBench [12], Net-
Bench [25], PolyBench [20] and StreamIT [34]) were sorted by their average-case execution time
and bundled to sets of 4, allocating one program per core. A total of 112 different benchmark com-
binations were evaluated for each setting. We assume ARM7TDMI-based microcontrollers with
no caches. Periods were set to achieve a load of 0.5 per core with implicit deadlines. Higher loads
caused the LLB shaper in combination with the greedy heuristic to generate only unschedulable
systems. For the sake of evaluation, we assume that each access to the .data section will cause a
message.

The greedy heuristic’s binary search margin ϵ was set to 0.2. The evolutionary algorithm was
set to 30 generations with a population size of 20. A timeout was set to 2 h for both implementation
strategies.

Figure 9 depicts the relative repair rate of the different shaping styles and implementation
techniques plotted against the relative reduction of events. A reduction of 5% means that the total
accumulated number of events over all 4 cores needs to be reduced by 5% to meet the maximum of
F messages per 1000 cycles. A system is considered repaired if this maximum number of messages
is reached after the algorithm terminated. It can be seen that for all shapers, the evolutionary
algorithm-based implementation has a consistently higher repair rate than its corresponding
greedy heuristic-based implementation. On average among all reduction values examined, the
evolutionary algorithm-based approach is able to repair 22.6% more systems than the greedy
heuristic in the given timespan. Overall, the lazy leaky bucket rate shaper implemented with
the EA shows the highest repair rates with close to 95% for all reduction values. In general,
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Fig. 9. Repair rates plotted against relative reduction of events in a time interval length of 1000 cycles.

Fig. 10. Relative WCET change (median) plotted against relative reduction of events in a time interval length

of 1000 cycles.

the EA-based shapers show a mostly stable repair despite an increasing number of events to be
reduced. This most likely stems from the insertion of a heavily modified individual in the initial
population which fulfills the requirements (yet with a very high WCET increase). The greedy
heuristic shapers show a decline of repairable systems with an increasing number of events to be
reduced, as the heuristic has to perform more iterations.

The impact on the WCET (median) is shown in Figure 10. Only systems which actually could
attain the required reduction of events in the interval of 1000 cycles were included. As expected, the
influence on the WCET increases for all shapers and both implementations with a growing number
of events to be reduced. The lazy leaky bucket shaper implemented with the greedy heuristic
shows the worst performance (median) with an increased WCET by a factor of 1.89 at 5% reduction
and by a factor of 2.75 at 25%. The overall best performance is shown by the full refill shaper
in combination with the EA, increasing the WCET by a factor of 1.07 at a reduction of 5% and
by a factor of 1.25 at a reduction of 25%. On average among all reduction values and shapers
examined, the evolutionary algorithm-based approach increases the WCET less by a factor of 0.038
in comparison to the greedy heuristic. Yet, as can be seen in the graph, this is heavily depending
on the shaper.

Figure 11 shows the system schedulability after the shaper was applied. Only systems which
actually could attain the required reduction of events are considered here. A system is considered
schedulable if all cores can still meet their initially set deadline after the programs were modified.
The best performance can be seen for the full refill shaper in combination with the EA and the lazy
leaky bucket rate shaper in combination with the greedy heuristic. This resembles the results seen
in the WCET evaluation. Similarly, the combination with the highest WCET increase (lazy leaky
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Fig. 11. Schedulable systems (%) plotted against relative reduction of events in a time interval length of

1000 cycles.

Fig. 12. Average (median) runtime plotted against relative reduction of events in a time interval length of

1000 cycles.

bucket & greedy heuristic) also results in the lowest number of schedulable systems. Comparing
the EA and greedy heuristic among all reduction values and shapers, the greedy heuristic is able
to generate 1.72% more schedulable systems on average.

The median runtimes of the different shapers and approaches is shown in Figure 12. As the EA
was given a fixed amount of generations, the runtimes are mostly stable despite a growing number
of events to reduce. Also the greedy heuristic shows a mostly constant runtime (except in com-
bination with the LLB shaper) due to the relative ϵ threshold (as more delay has to be inserted,
also the tolerated deviation between the upper and lower boundary during the binary search in-
creases). The lazy leaky bucket shaper in combination with the EA shows the highest median
runtime overall, followed by the combination with the greedy heuristic. This is most likely due
to the extended ILP formulation. As described in Section 6.1, the profile adherence test was inte-
grated by formulating the profile function σ (Δt ) into the ILP formulation. This increases the ILP’s
complexity and can lead to larger solving times. The lazy leaky bucket rate shaper in combination
with the EA results in the lowest median runtimes. This most likely stems from the smaller com-
binatorial problem to be solved during the profile adherence check. As the Δt value to be checked
is always lower for the lazy leaky bucket rate shaper in comparison to the full refill one (cf. step
lengths of σ (Δt ) in Figure 6(b) and Figure 6(c)), the combinatorial complexity is expected to be
lower. On average among all reduction values and shaper strategies evaluated, the EA requires
approx. 7.9% less runtime compared against the greedy heuristic.

A shared bottleneck of both implementation strategies is the underlying extraction of event
arrival functions η(Δt ), which is required to perform the profile adherence checking. As the ILP

ACM Transactions on Embedded Computing Systems, Vol. 18, No. 5s, Article 108. Publication date: October 2019.



Code-Inherent Traffic Shaping for Hard Real-Time Systems 108:19

model describing the event arrival function grows linearly with the number of basic blocks and
event triggering instructions, the solving time grows exponentially in the worst case [28].

As a general conclusion when comparing the EA-based approach against the greedy heuristic, it
can be seen that the evolutionary approach consistently outperforms the greedy heuristic in nearly
all aspects, yet for some corner cases the greedy heuristic can deliver better results. The lazy leaky
bucket rate shaper in combination with the greedy heuristic represents such a corner case. While
in general the ratio of repairable systems is lower compared to the evolutionary approach here,
the outcome in terms of WCET change and schedulability is in average better (if the system could
be repaired successfully).

7 CONCLUSION AND FUTURE WORK

In this paper we presented a novel approach to integrate traffic shaping behavior into a program it-
self without relying on additional hardware or operating system features. The presented approach
is able to transform a program such that its event arrival function will provably always adhere to
a user-defined profile function while trying to be minimal invasive. We compared different pro-
file functions and could show that adapting a traffic shaping behavior into programs can improve
worst-case timings and limit overall traffic to a required amount.

As a part of future work we plan to combine this presented approach with additional WCET-
aware optimizations to further improve worst-case timings in hard real-time multi-core architec-
tures. Besides, the efficiency could be further improved by not only inserting delaying instructions,
but also exploiting instruction rescheduling or pausing execution in a, e.g., co-operative multi-
threaded system. In case of such a co-operative multithreaded system, instead of inserting delaying
instruction, the program could relinquish execution until enough cycles have passed while other
tasks can be executed during this time. Furthermore, where possible, the interaction between our
presented approach and HW-based traffic shapers or contention managing arbitration schemes,
such as CSMA/CA, can be investigated. Here code-inherent traffic shaping can either work or-
thogonal to the existing approaches, e.g., to ease the requirements, or as an alternative.
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