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Abstract

Cyber-physical Systems (CPSs) are characterized by entities in both the physical and
the virtual space, thus enabling an immersion of the physical world into the cyberspace.
Connectivity via the cyberspace allows CPS cooperation for new services in product
service systems (PSS). In consequence, cooperating CPSs act as actors with interest
in the CPS in focus. Considering the needs of human actors and cooperating CPSs is
a challenging task in CPS development because of many actors, interdepending CPS
functions, and multiple CPS interfaces. For systems, the known Functional Architec-
tures for Systems (FAS) method offers a solution approach for deriving functional
system architectures from system use cases originating from human actors. For CPS
development, this publication presents an expansion of the FAS method for develop-
ing functional architectures based on use cases originating from human actors as well
as from cooperating CPSs and offers a model-based approach based on the method
description. In the authors’ opinion, interconnectable CPSs and models of cooperating
CPSs can be integrated and interconnected with each other into a unifying aggre-
gated model to represent the joint behavior of CPSs in an aggregated system. The
paper explains this novel approach through a CPS functional architecture development
example related to the prediction of remaining boarding time in an aircraft. The result
is an approach that allows the consideration of initial CPS functions and new aggre-
gated system functions, that pays special attention to the interconnectivity of CPSs
and the required interfaces, and enables the systematic analysis of functions for the

identification of redundancies.
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1 | INTRODUCTION

Increasing performance, miniaturization, and integration of microelec-
tronics in mechatronic systems result in better information, communi-
cation, control, and computation capabilities! of mechatronic systems.
Above all, the communication capabilities can enhance cooperation
between multiple systems.? The resulting class of systems is composed
of sensors, actuators, embedded computing systems, and—particularly
important—a communication infrastructure and is denoted as the class
of Cyber-physical Systems (CPSs), which exchange information for coor-
dination and control.3>* For a comprehensive overview about CPS
definitions please refer to Henshaw 2016.5 Communication infrastruc-
ture and information exchange enable CPSs to network with each other
and fulfill a new mission in the form of a new, larger system, denoted
as an aggregated system. Rapid technological progress in miniaturization
and digitization as well as ubiquitous and more powerful communi-
cation networks make the development of this type of aggregated
systems a common but challenging development task in the industry.

One example of an extensive aggregated system in an aviation con-
text is a learning galley catering system (LGCS) for improved in-flight
catering demand predictions.® The LGCS automatically collects in-
flight catering inventory data on the aircraft and transmits this data to
the ground. On the ground, the collected data are analyzed and used for
more accurate catering demand predictions for future flights for bet-
ter availability of desired catering and less waste. Thus, aircraft galley
providers offer a so-called product service system (PSS), in that they
combine their tangible product in the form of an aircraft galley with
a prediction service for in-flight catering. PSS are defined as a “mar-
ket proposition that extends the traditional functionality of a product
by incorporating additional services.”” The functions for providing this
PSS are distributed across a variety of CPSs on the aircraft and on the
ground at the caterer and the airline. Identifying all the necessary func-
tions is challenging due to the size of the aggregated system, with many
actors overseeing only a subset of all the processes required for cater-
ing. A model-based functional analysis and architecture development
is therefore a promising way to get an overview of all required func-
tions and their interfaces. This article presents existing approaches for
functional architecture development and extends the established FAS
method to the CPS-FAS method for application to aggregated systems.
Aggregated systems are to be distinguished from Families of Systems
(FoS), that is, product-lines or domains in that assets are re-used un-
modified and/or modified,® as aggregated systems in the scope of this
article include diverse CPSs that do not share any assets.

Individual CPSs in an aggregated system may have overlapping func-
tionality, leading to redundant presence of functions in this larger
system. This is a well-known circumstance from the System-of-Systems
(SoS) domain.? SoS are special cases of aggregated systems in that
the so-called constituent systems are fully independent with respect
to managerial and operational aspects.’® In contrast and to be in full
and central control of all the functions during the design of an aggre-
gated system, functional considerations are needed for each CPS in
both its own context and in the context of the aggregated system.

Functional architectures structure the developed system based on its

required system functions independent of a technical solution. They
comprise functional elements and connections between the inputs and
outputs of functional elements.!! For an individual system, different
approaches for functional architecture development exist, that is, the
Integrated Systems Engineering and Pipelines of Processes in Object-
Oriented Architectures (ISE&PPOOA),*? Object-Oriented Systems
Engineering Method (OOSEM),’3 and the Functional Architectures
for Systems (FAS) method.!11% These approaches were elaborated
as a reaction to a rapidly increasing number of functions and result-
ing complexity in the development of systems. Their objectives are to
reduce design flaws and cost under given time and cost constraints,
increase system performance, and reduce technology risk. Further-
more, they support clarity and traceability between functions and actor
needs. They consider single systems with interfaces to actors and other

11-14 35 shown in Figure 1(A). The integration of CPSs into

systems,
aggregated systems makes the development task even more challeng-
ing as the variety of functions and the number of interfaces continue to
increase significantly. Consequently, functional architecture develop-
ment approaches must be adapted for CPSs. Figure 1(B) illustrates the
required scope of an approach for functional CPS architecture devel-
opment, considering multiple interconnected CPSs in an aggregated
system. This scope is not supported by established approaches to a full
extent, as identified in a review presented in Section 2.2.

Existing methods could be used for the design of functional archi-
tectures of aggregated systems or contained CPSs, as indicated by the
dotted frames in Figure 2. The result is either a functional architecture
for an aggregated system (top of Figure 2) that does not consider the
functions of contained CPSs or a functional CPS architecture (bottom
of Figure 2) without relations to the aggregated system. The example
in Figure 2 demonstrates the deficiency of current methods. The func-
tional architecture for the aggregated system contains the functional
elements (FE) FE1.1, FE1.3,and FE1.4 (top left of Figure 2), marked with
adiagonal hatching, for satisfaction of stakeholder needs for the aggre-
gated system. However, stakeholders of the CPS 1 have other needs,
represented by the functional elements FE1.2, FE1.3, and FE1.4 (bot-
tom left of Figure 2) that are marked with a diagonal hatching in the
other direction. None of the architectures takes into account all the
functions required by both stakeholder groups of the aggregated sys-
tem and the CPS. The CPS-FAS method supports the consideration of
needs by both stakeholder groups, resulting in the architecture in the
middle of Figure 2. This architecture contains FE1.1, required by stake-
holder needs of the aggregated system, and FE1.2 for meeting CPS
stakeholder needs. FE1.3 and FE1.4 satisfy needs by both stakeholder
groups.

The FAS method'%1# is chosen for extension as it best meets the
objectives for functional CPS architecture development [cf. objectives
definition in Section 2.1] and requires the least amount of adjustment
for functional CPS architecture development. In addition, an approach
for describing the resulting interconnections in a single model using
interconnectable models is needed. An extension of the FAS method for
functional CPS architecture development is elaborated and presented
in this paper in the form of the new Cyber-physical Systems FAS method
(CPS-FAS method). A stepwise and detailed description guides system
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FIGURE 1 Scope of approaches for functional architecture development for single systems (A) and required approach for functional

architecture development of interconnected CPSs (B).
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FIGURE 2 Thejoint consideration of functional architectures of aggregated systems and CPSs is the purpose of the CPS-FAS method.

architects and researchers for method application. The applicability of
the CPS-FAS method with SysML is explained using the example of
a Departure Control System (DCS), which is part of an aggregated sys-
tem. The DCS is used by airlines for managing passenger data and will
be explained in more detail in Section 5. In addition, a plugin for the
modeling tools MagicDraw and Cameo Systems Modeler, a profile, and
a model template were developed that support system architects and
researchers in application of the CPS-FAS method. They are accessible
on a public file hosting platform.1>

Because of the complexity in an interacting set of multiple CPSs a
model-based approach is chosen to enable information capturing and

CPS functions identification. The functional architecture development
is supported by interconnecting CPS models to create a single model of
the aggregated system. Moreover, the novel CPS-FAS method focuses
specifically on the communication aspects of CPSs and extends classic
use case analysis. The method is developed for meeting the given
collection of objectives and is introduced in general and generically in
Section 3.1 without the use of the Systems Modeling Language (SysML)
and related tools. Subsequently, the model-based development of
functional CPS architectures using the SysML follows in Section 3.2.
The model-based approach allows the automation of some method-
related process steps. The potential for automation and an example

85URD 1 SUOWILLD) BAIERID B]qedl|dde 2y} Aq peunob 818 SR VO 88N JO S3INJ 10} ARG 1T BUIIUO AB]IM UO (SUORIPUOD-PLE-SLULBHLIOD" A3 1M ARRIq1BUIIUO//SUNY) SUORIPUOD PUB SWB L 8U3 385 * [7202Z/0T/70] U0 ARigiT8UIIUO AB]1M HRUIO!AIGSTRIS AN BINGUIH TRISRAIIN 8YISIULS L AQ TO.LTZ'SAS/Z00T OT/I0P/W00" A8 |1 AReiq 1pu1Ju0'@S00u //SANY WOy papeojumod ‘0 ‘85890¢ST



4—I—WI LEY

EICHMANN ET AL.

of an automated implementation are described in Section 4. Section 5
presents the application of the model-based CPS-FAS method for
the development of functional architectures. The CPS-FAS method is
applied to the development of a boarding time prediction system that
estimates remaining time until completion of aircraft boarding, a smart
inflight catering trolley, a document archive and library system, and a
hearing healthcare system.

2 | DEVELOPMENT OF FUNCTIONAL
ARCHITECTURES

Information, communication, computation, and control capabilities
of CPSs demand a suitable functional architecture development
approach. CPS characteristics must be considered and are translated
into objectives that shall be achieved by an improved development
approach. Section 2.1 presents identified objectives and is followed in
Section 2.2 by a presentation of existing functional architecture devel-
opment methods. A gap analysis of existing methods reveals oppor-
tunities for improvement in functional CPS architecture development,

which are addressed in this article.

2.1 | Objectives

Different modeling activities in the research projects SiLuFra'® and
ConCabInO have identified research needs concerning functional
CPS architecture development. A secure air cargo transport chain
including necessary infrastructure was developed in the SiLuFra
project.’® The SiLuFra infrastructure included multiple connected
CPSs such as gates for the identification of cargo or systems for
security checks. During the development of functional architectures
for SiLuFra was noted that none of the analyzed methods supported
the distinction of functional interfaces to numerous other CPSs. Fur-
thermore, none of the methods supported the design of a functional
architecture for the aggregated air transport system. The ConCabInO
project!’ aimed at the design of optimized business processes in air-
craft cabins using the benefits of CPSs, for example, a smart trolley. The
smart trolley identifies and counts the in-flight catering it contains and
connects to CPSs at the airline and catering providers to enable more
accurate catering demand predictions. During the design of the smart
trolley and other CPSs involved in the ConCablInO project none of the
existing methods supported the identification of functions on the level
of the aggregated system

In addition to the experiences from the projects, a literature review
was performed to correlate and confirm the identified research needs
in the area of CPS architecture design. Engell8 describes system archi-
tectures for CPSs and the integration of new components as one of
the key challenges in CPS research. The design and modification of a
functional architecture should allow the addition and modification of
functions with limited changes of many parts of the system. Colombo
et al.1? emphasize that the collaboration of heterogeneous CPSs in the

cyberspace allows the creation of new functionalities, resulting in a

challenging development task due to multidisciplinarity that must be
encountered by engineering methods and tools for evolvable architec-
tures. These methods and tools should consider the aggregated system
as a set of cooperating entities.!?

CPSs, being part of an aggregated system, are developed by multiple
groups in a comprehensive development team, where the design of the
aggregated system is a shared task. Experiences from collaboration of
multiple groups in an extensive team show that the team performance
is improved when all groups are aware of the common, overarching
task and have more insights into the work of their collaborators.2®
Therefore, the CPS development results are expected to improve if
development teams know the purpose of the aggregated system and
have insights into the work of other teams in the form of functional
architectures.

The experiences from the research projects SiLuFra and ConCabInO
and the results of the literature review are translated into objectives
that an approach for functional CPS architecture development should

achieve:

1. Technological systems typically exist before their integration into
an aggregated system and serve a specific purpose. This initial
purpose must be considered when designing CPS tasks for the
aggregated system. Consequently, the method shall provide a sys-
tematic way of deriving functional architectures with a modeling
approach for serving both, individual and aggregated CPS purposes.

2. The second objective expresses the modeler’s need to represent
the interlinked CPSs in a model. Communication capabilities are
characteristic for CPSs! and prerequisite for CPS cooperation in
an aggregated system. The method shall have a focus on the inter-
connectivity of CPSs, allowing communication flows of a single CPS
with its surroundings to be identified and described in a model.

3. Thethird objective is about the need to address interfaces between
CPSs explicitly in the novel method, independent from their precise
model representation. Communication capabilities of CPSs lead to
multiple data and information exchanges between CPSs. Data and
information exchange via the interfaces of CPS functions shall be
specifiable during method application. Thus, function inputs and
outputs are considered by the method. Since the second and third
objective arise from characteristic abundance of interconnection
topics in CPSs they are somewhat related.

4. CPSsin an aggregated system may have overlapping functionality.
This leads to function duplicates and thus unnecessary complex-
ity of the aggregated system. Therefore, the method shall allow
the identification of redundant functions across an aggregated sys-
tem of CPSs. It shall be possible to express which CPS provides the

respective function in the context of the aggregated system.
2.2 | Existing approaches

Various architecture development approaches for self-contained and
aggregated systems exist. The ISE&PPOOA, the OOSEM approach, and
the FAS method are well-known methods for functional architecture
development and are introduced below.
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Fernandez and Hernandez suggest the Integrated Systems Engi-
neering and Pipelines of Processes in Object-Oriented Architectures
(ISE&PPOOA) methodology.!? Part of the ISE&SPPOOA methodology
includes the following precondition and process steps for functional
architecture development:

* Precondition: Operational scenarios are identified, and required
system capabilities and quality attributes are specified.

» Step #1: High-level system functions are identified by analyzing sim-
ilar systems and the inputs and outputs of the desired system in its
context.

* Step #2: High-level functions are decomposed into subfunctions,
thus resulting in a functional hierarchy that can be modeled in a
SysML block definition diagram. Subfunctions can exist on multi-
ple hierarchy levels. The correct degree of granularity depends on
the allocation of subfunctions to building elements for the system
solution.

« Step #3: Interfaces between functions are considered in N2 charts.
For a number of N functions, N2 charts have N+1 columns and N+1
rows. The first row and the right-hand column contain entries for
system inputs and outputs, respectively. Functions are entered on
the diagonal of the remaining matrix elements, except the first row
and the right-hand column. Interfaces between functions are indi-
cated by entries in the matrix cell at the intersection of the row of
the output function and the column of the input function. Reorder-
ing of functions in the matrix allows identifying potential functional
clusters. It becomes obvious which functions are strongly connected
to each other and which functions are independent. Strongly related
functions should be allocated to the same physical element. Inter-
action between functions can be further specified using functional
flows in SysML activity diagrams. The ISE&PPOOA methodology
considers interfaces to external actors and other systems from N2
matrices as accept event and send signal actions in SysML activity

diagrams.1?

Potential for improvement with respect to CPS development:
The ISE&PPOOA methodology is intended for the development of
functional architectures for general systems. Although interfaces
to external systems are considered as accept event and send sig-
nal actions, a white box view on the functional architecture of
the aggregated system that is composed of the functional architec-
tures of the included CPSs is not in the scope of the ISE&PPOOA
methodology.

The Object-Oriented Systems Engineering Method (OOSEM)3
defines logical architectures as a set of logical components. Logical
components are abstractions of physical components and describe sys-
tem functionality independent of implementation considerations and
constraints. They are therefore similar to functional blocks, whereby
the grouping criterion is the technical concept that represents the
logical component.

Logical architecture development according to OOSEM contains

the following precondition and steps:

* Precondition: Required system behavior is modeled in operational
scenarios in the form of activity diagrams. These activity diagrams
are divided by activity partitions that represent actors and exter-
nal systems. Behaviors and interactions of actors, external systems,
and the system under development are modeled as actions as well as
control and object flows between actions. Actions are grouped into
activity partitions and thereby allocated to the system under devel-
opment, actors, and external systems. At this development step it is
uncertain how the actions are performed by the system so that the
actions are denoted as black box operations of the system.

* Step #1: The system is decomposed logically into external inter-
face, application, and infrastructure components, resulting in a
hierarchical representation of logical components.

* Step #2: Interactions and interfaces between logical components
are identified for each system function. Interactions and interfaces
are modeled in activity diagrams and in internal block diagrams,
respectively. Each black box system operation from operational
scenarios is refined by an activity diagram. These activity dia-
grams utilize activity partitions for grouping of actions into logical

components.3

Potential for improvement with respect to CPS development:
OOSEM considers both internal and external interfaces. Internal inter-
faces are between subsystems and external ones are between the
system and users, external systems, and the environment. For develop-
ing functional CPS architectures in an aggregated system, a connection
of the logical CPSs architectures for modeling structure and behavior
of aggregated systems would be beneficial.

The FAS method introduced by Lamm and Weilkiens'2! provides
a systematic approach for developing and modeling functional archi-
tectures. It is independent of any modeling language but suited for a
model-based application, for example, using the SysML (Systems Mod-
eling Language). Modeling support using the SysML is presented after a
general description of the FAS method. The FAS method comprises the
following precondition and steps:

* Precondition: The system context describes interactions of the
system under development with its environment. The context indi-
cates system boundaries and interfaces to external actors. System
requirements are collected and refined by use cases. These use
cases are further refined by activities, so-called use case activities
in the context of the FAS method. Activities are interconnected
for object exchanges representing flows of energy, material, and/or
information.

+ Step #1: Activities are grouped, for example, based on heuristics.!!
A suitable noun is assigned as a name to each resulting functional
group.

» Step #2: Functional elements and functional interfaces form the
functional architecture of a system. A functional element is created
for each functional group in order to obtain a functional architec-
ture. Functional interfaces are created between functional elements

based on object exchanges in use case activities. A functional
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TABLE 1 Mapping of FAS concepts to SysML.2*

FAS concept SysML element

Use case activity

1/0 activity

Core activity

Functional element
Functional group
Functional interaction point
Functional parameter
Functional connection

Functional interface
and connected proxy ports

interface is created for each object exchange between activities that

are assigned to different functional groups.

» Step #3 (optional): The functional architecture can be reworked and
refined.

Lamm and Weilkiens present a corresponding modeling approach.*
Relevant elements for the model-based application of the FAS method
are part of the FAS method domain model in Figure 3 and modeled
as domain block. Domain blocks are used to model terms and their
structure of a specific domain,?? for example, aviation.

The domain model is divided into three areas containing ele-
ments for FAS method application. These areas comprise elements
for requirements analysis (top of Figure 3), elements for the prepa-
ration of functional architecture development (middle), and elements
for functional architecture development (bottom). The elements of
the domain model are utilized to achieve the precondition (require-
ments analysis) as well as for the work in step #1 (functional grouping)
and step #2 (functional architecture development) of the FAS method.
Requirement types, use cases, and use case activities are used for
requirements analysis to achieve the precondition of the FAS method.
Functional groups in the middle of the diagram are defined for prepar-
ing the functional architecture development. They are mapped to
functional elements at the bottom of the diagram. Besides func-
tional elements, functional architecture development requires model
elements for describing connections between functional elements.
These are functional connections, interfaces, and parameters. Table 1
presents how elements from the FAS method and the associated
domain are allocated to SysML elements. The modeling of func-
tional elements with SysML blocks has been proposed by Lamm and
Weilkiens,2® by Korff et al.2* and later also by Fernandez-Sanchez
etal?

Use case activities can be allocated either to the system or its inter-
faces using partitions in SysML activity diagrams. Partitions that con-
tain use case activities on system interfaces are marked with an «I/O»
stereotype. SysML blocks with «functional block» and «functional
group» stereotypes represent the functional elements and groups.
Interfaces between functional blocks are modeled by means of proxy

ports and connectors.

Activity defining use case behavior

Activity whose call behavior actions are part of an activity partition with stereotype I/O
Activity whose call behavior actions are part of an activity partition without stereotype I/O
Part property typed by a functional block (block with FAS stereotype “functional block”)
Block with FAS stereotype “functional group”

Proxy port typed by an interface block

Flow property of interface blocks that type functional interfaces

Connector between proxy ports of functional blocks

Functional connection including the connected functional interaction points, that means SysML connector

For model-based development of functional architectures with
SysML using the FAS method, the following considerations should
be taken into account for the previously described precondition and

steps:

* Precondition: The system context is modeled as a block that is
decomposed into external actors and the system. As part of the
model-based requirements analysis, use cases are identified and
modeled. Use cases are refined into use case activities that are
described by an activity diagram with call behavior actions. Call
behavior actions call further use case activities that are taking
the role of sub-functions. Use case activities are either system
activities or 1/0 activities, depending on their interface characteris-
tics. System activities are mainly performed by the system without
interaction with its environment, while 1/O activities encompass
interaction with external actors or systems. System activities and
1/0O activities are modeled in system and 1/O activity partitions,
respectively.

» Step#1: Each functional group has the stereotype «functional group»,
that is a specialization of the SysML stereotype “block.” Use case
activities are connected to functional groups using a trace relation-
ship. An I/O group is created for each I/O activity during functional
grouping. System activities are grouped and allocated to system
groups.

* Step #2: In order to model functional blocks, model elements corre-
sponding to the groups from step #1 are created with same name.
Functional blocks have the stereotype «functional block» that is a
specialization of the SysML stereotype “block.” Part properties of
the system block are created and interconnected via proxy ports
and connectors in order to model flows of material, information,
and/or energy in internal block diagrams. The interconnected part

properties represent the functional architecture.

Potential for improvement with respect to CPS development: The
FAS method provides a step-by-step approach for the development
of functional architectures. Interfaces to other systems are consid-
ered in use case activities in /O activity partitions. Using multiple

1/0 activity partitions for the consideration of interfaces to multiple

85URD 1 SUOWILLD) BAIERID B]qedl|dde 2y} Aq peunob 818 SR VO 88N JO S3INJ 10} ARG 1T BUIIUO AB]IM UO (SUORIPUOD-PLE-SLULBHLIOD" A3 1M ARRIq1BUIIUO//SUNY) SUORIPUOD PUB SWB L 8U3 385 * [7202Z/0T/70] U0 ARigiT8UIIUO AB]1M HRUIO!AIGSTRIS AN BINGUIH TRISRAIIN 8YISIULS L AQ TO.LTZ'SAS/Z00T OT/I0P/W00" A8 |1 AReiq 1pu1Ju0'@S00u //SANY WOy papeojumod ‘0 ‘85890¢ST



EICHMANN ET AL.

bdd [Package] Domain Model [ FAS Method Domain Model ])
(AR e T T T T T T T T —
Requirements Analysis «domainBlock» | quide |
| Requirement 1 |
| 4
| | | ] |
«domainBlock» «domainBlock» «domainBlock» |
| Functional Requirement Quality Requirement Constraint Requirement |
AN

I

«domainBlock» |
| Use Case |
| - core member
owning use case 10..1 «domainBlock» - |
| Core Activity 1.

{subsets members} |
| called activity |1 |
| «domainBlock» % «domainBlock» [io member
| Use Case Activity 170 Activity (7 = |
| members [1..* 0..* '['sub-function {subsets members} |

{union} redefines sub-requirement} )
«domainBlock»
1/0 Group guides A
<@ mapped to «domainBlock» -
0* Functional Group <3 «domainBlock»
Core Group
(Functional Architecture |
I
«domainBlock» |
| Functional Architecture |
I
functional concept |
functional element |2..* functional connection|1..* selection 1.*% |
«domainBlock» «domainBlock» «domainBlock» |
| 0-*| Functional Element Functional Connection Architecture Decision [ *
values
| connectionKind : EntityKind |
| sub-functional[0..* 0.* 0..* |
element provider |1 supplier |1 |
| «domainBlock» |
| ;‘EV:tl:‘tETIzip:g 0~ | Functional Interaction Point walueTypor |
| y ParameterKind
enumeration literals 0.* — |
| Material ) enumeration literals
| Information «domainBlock» in |
Force Functional Parameter out ) |
| Energy inou
I
G e Y

FIGURE 3

FAS method domain model, adapted from Weilkiens et al.2*
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CPSs would be beneficial. One should note that “internal” interac-
tions of the aggregated system may be “external” interactions of an
individual involved CPS. The 1I/O partitions should be used in the
modeling of each respective individual CPS and hence relate to the
external interfaces of an individual CPS (which may include inter-
faces to other CPSs that would then be “internal” intefaces of the
aggregated system). In addition, use cases should consider human
user needs as well as demands by other CPSs. The derived functional
architectures of CPSs should be importable for modeling functional
architectures of aggregated systems. Binder et al.2® recognized the
need for functional architecture development in aggregated systems
and integrated the FAS method into the Reference Architecture Model
Industrie 4.0 (RAMI 4.0) for developing functional architectures in
Industry 4.0 systems. The diagrams of the FAS method are added
to RAMI 4.0 for developing a System of Interest in an Industry 4.0
context. It is mentioned that the FAS method could also be applied
to the supersystem, that is, the aggregated system. However, the
utilization of the FAS method on aggregated system level and the
transition between CPS and aggregated system level are not further
described.

The FAS method is chosen for extension and tailoring to CPS needs
because it fulfills the objectives from Section 2.1 to a large extent.
Although the ISE&PPOOA approach supports the identification of
redundant functions by means of N2 charts, the FAS method is chosen
for extension as it allows for tracing redundant functions to the origi-
nal use cases that led to the implementation of the function in the given
CPS.

3 | FUNCTIONAL ARCHITECTURE
DEVELOPMENT FOR CYBER-PHYSICAL SYSTEMS

Section 2.2 introduces approaches for functional architecture devel-
opment and justifies the choice of the FAS method for an extension to
the CPS-FAS method. The subsequent Section 3.1 introduces the CPS-
FAS method in general and generically without modeling support using
the SysML and respective tools. Instead, fundamental principles of the
developed method are introduced. Intensive communication between
various CPSs results in a higher degree of complexity which is difficult
to cope with in conventional, document-centric approaches. Hence, the
principles of the CPS-FAS method have been transformed to a model-
based approach in the next step. This model-based approach is able
to cope with complexity by utilizing the SysML and is described in
Section 3.2.

3.1 | The CPS-FAS method

A CPS-FAS method meeting the objectives given in Section 2.1 has to
address the functional design of one or multiple CPSs. The inherent
communication capabilities of CPSs will enable their interconnection
with other CPSs during the integration into an aggregated system.

Figure 4 shows a graphical representation of the CPS-FAS (top of

Figure 4) and the FAS method (bottom of Figure 4) and considered
elements, that is, actors, CPSs, use cases, functional groups, and func-
tional elements. The associated process for application of the CPS-FAS
method is presented in Figure 5. Lowercase letters indicate elements of
the CPS-FAS method in Figure 4 and related process steps in Figure 5.
The process includes steps at the aggregated system and CPS levels,
separated by a horizontal line and is described in more detail below.

The cooperation of multiple CPSs requires an overview of rele-
vant CPSs and interacting human actors. Therefore, application of the
CPS-FAS method starts with identification of actors of the aggregated
system and CPSs that constitute the aggregated system, as shown
in part (a) of Figure 4. Connecting lines represent interfaces for the
exchange of information, energy, and/or material between actors and
CPSs.

Services required by actors of the aggregated system are expressed
as a set of use cases, as presented in part (b) in Figure 4 and on the
left-hand side of Figure 6. Use cases describe the intended use of the
aggregated system and are refined by use case activities (right-hand
side of Figure 6). Latter ones are connected to each other by flows of
information, energy, and/or material.

The aggregated system cannot provide the functionality itself.
Instead, the contained CPSs provide desired functionality through
cooperation. In consequence, the aggregated system activities are allo-
cated to respective CPSs, as shown in part (c) of Figure 4 and in
Figure 7.

Activities on aggregated system level are considered as use cases on
the CPS level so that functions requested from the aggregated system
are considered for functional architecture development of the CPSs.

Before being integrated into an aggregated system, CPSs provide
services in their original context so that there are native use cases
as well as natively required functions involving human actors. Allo-
cating additional activities from aggregated system use cases leads
to additionally required functions and the reuse of initially existing
CPS functions within the aggregated system. Both function types,
native functions and additionally required functions for CPS usage in
an aggregated system, must be considered during the development of
functional CPS architectures. Additionally, required functions result
from integration into an aggregated system and are considered by
creating use cases for allocated aggregated system activities (top of
Figure 8). ACPSuse case is created for each aggregated system activity.
Native system functions stem from use case identification accord-
ing to the conventional FAS method! considering human interaction
(bottom of Figure 8).

On the CPS level, these use cases are further described using activ-
ities [cf. right-hand side of Figure 8], identical to use case description
in the conventional FAS method. Activities that refine both use case
types, that is, use cases resulting from the integration into an aggre-
gated system and native use cases expressing human actor needs,
are considered consistently in subsequent identification of functions
during functional grouping which is explained below.

Activities related to use cases may overlap and thus cannot be con-
clusively translated into a well-organized set of related functions. In

consequence, a functional grouping [cf. part (e) in Figure 4 and left-hand
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FIGURE 4 Graphical representation of the CPS-FAS method, adapted from Eichmann et al.2”
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FIGURE 5 Process for application of the CPS-FAS method.
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FIGURE 6 Description of aggregated system services by use cases
and use case activities.

side of Figure 9] clusters similar activities into functional groups so that
acondensed and conclusive set of required functions is elaborated that
comprehensively covers required functionalities from human user and
aggregated system perspectives.

Heuristics for functional grouping are presented by Lamm and
Weilkiens!! and consider, for example, functions that are relevant to
same system actors, function calls, functions that share data, and exist-
ing system grouping criteria. Use case activities with a relation to other
CPSs or actors are grouped by I/O functional groups for indicating their
interface characteristics.

A functional element of the same name is created for each func-

tional group [cf. part (f) in Figure 4 and right-hand side of Figure 9].

"—eﬁﬂ-- a Aggregated
A ((Actia J acti2 }of Actia ] gsgystgem
________ T
oo > ’ oo >’
CPS 1 CPS 2 CPSn

FIGURE 7 Allocation of aggregated system use case activities to
CPSs.

Functional elements are the building blocks for the functional architec-
ture. Connections between functional elements are generated based
on the flows between use case activities [cf. right-hand side of Figure 8].
Interfaces between functional elements in the functional architecture
are created for each information, energy, and material flow between
activities that are allocated to different functional groups.

In conclusion, the CPS-FAS method starts with the identification of
CPSs, actors, and their use cases for an aggregated system [Figure 4(a)].
Use case activities describe these use cases in more detail [Figure 4(b)
and Figure 6] and are traceable to CPSs by means of use cases
[Figure 4(c) and Figure 7]. Use cases are detailed by means of use case
activities on CPS level [Figure 4(c,d) and Figure 8]. They are grouped by
functional groups [Figure 4(e) and Figure 9, left]. For each functional
group, a functional element with the same name is created. Inter-
faces between functional elements are based on flows between use
case activities. Functional elements and their interfaces represent CPS

functional architectures [Figure 4f and Figure 9, right].
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FIGURE 8 Description of desired CPS behavior by use cases and use case activities.
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FIGURE 9 Functional grouping of activities and functional
architecture derivation.

3.2 | The CPS-FAS method with SysML

Implemented CPSs already possess a distinctive system structure and
provide multiple CPS functions. When integrating an existing CPS into
an aggregated system, the extended functionality results in a more
extensive system structure and thus a more challenging development
task. Developing such functional architectures in a document-centric
CPS-FAS approach may result in inconsistencies or design flaws. Tak-
ing the example of adding use case activities for a more detailed use
case description, a document-centric approach must rely on the skills
of a system architect who has to consider this added activity in func-
tional grouping and the following architecture development as well. In
all these development steps, inconsistencies and/or design flaws may
occur. To support the prevention of these mistakes for obtaining a
complete and consistent representation of the functional CPS architec-
ture, the newly developed CPS-FAS method supports a model-based
approach, which would allow for the use of model checkers and other
means to maintain consistency.

Amodelis an abstract representation of reality’® and allows the cre-
ation of different views on the information stored in a model repository,
whereby all views can be kept consistent. Changes or additions in a par-
ticular model view are stored in the central model repository and can
therefore be made visible in all other model views, with the appropri-
ate kind of automation. Taking up the example of an additional use case
activity and relating this to a model-based approach: Adding a use case
activity in an activity diagram stores this activity in the model reposi-
tory. The additional activity is displayed automatically in a model view
for functional grouping.

In a model-based CPS-FAS approach, it is possible to check the

model automatically to make sure that all use case activities are a

member of a functional group. And automation is not restricted to
model checking. A model-based approach offers various possibilities
for automation, as shown in Section 4, for example, the support for
functional architecture derivation after functional grouping. Due to
the cyber-physical nature of the systems, use cases need to be inter-
preted in a more abstract form in this approach. Unlike traditional use
case analysis that is typically human-centric, also the use of a CPS from
another techno-centric system can be similarly modeled as a use case,
in which the mentioned technical system becomes the main actor.

In systems modeling, the SysML is a well-established modeling lan-
guage for model-based systems engineering. With the publication of
the SysML specification in 2007, the modeling of CPSs using the
SysML has started?82? and is still a research topic.2%-3> While early
research focuses on developing or analyzing architectures or mapping
them to other system development processes, contemporary literature
presents newly defined meta-languages or SysML profiles for develop-
ing CPS architectures®! or developing CPSs in the context of S0S.3*
Nevertheless, these approaches do not present how to integrate dif-
ferent independently modeled CPSs or CPSs developed in different
engineering domains into an overall aggregated system. This is exactly
the point where the CPS-FAS method comes in. In the following and for
simplicity reasons, it shall be assumed that all CPSs and other systems
to be integrated are described by a functional architecture model that
has been derived according to the FAS method. Whether such mod-
els are available as a part of a description of an off-the-shelf CPS or
whether they need to be created by organizational units involved in
carrying out the integration of the aggregated system has no relevance
for the application of the method.

In the CPS-FAS method using SysML, an aggregated system context,
as shown in part (a) of Figure 4, is created and described by an internal
block diagram first. Part properties in the internal block diagram rep-
resent actors and CPSs that are part of the aggregated system. When
using the suggested model structure that integrates interconnectable
CPS models into an aggregated system model, part properties of CPSs
can have the type of the system blocks that are contained in CPS mod-
els. After context modeling, aggregated system use cases are modeled
in use case diagrams and connected to actors by means of association
relationships, as presented in part (b) of Figure 4 and in Figure 6.

Aggregated system use cases are refined into use case activities
for further explanation of the use cases. The details of use case
activities are clustered by activity partitions. CPSs that are affected

by the respective use case are allocated to the appropriate activity
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partitions. Activities are created in CPS models and selected as behav-
ior for call behavior actions in aggregated system use case activities.
This procedure allows traceability between aggregated system and
CPS entities. Moreover, activities on the CPS level that are used as
behavior in a call behavior action on aggregated system level can be
used for functional architecture development of CPS. These activities
resulting from aggregated system use cases coexist besides activities
resulting from native CPS use cases. For the distinction between con-
ventional CPS use cases and use cases that result from CPS integration
into aggregated systems, new modeling conventions to address com-
munication and interconnection capabilities of CPSs are described as

follows:

* A use case involving the communication infrastructure with non-
human interactions of the system shall be modeled with a stereotype
«cps-machine» that has been newly introduced to indicate that a
dominating machine-to-machine interaction is represented [cf. part
(c) in Figure 4].

* A use case involving a predominant amount of human interac-
tions with the system in similar system functions as before shall be
modeled with a stereotype «cps-human» that has been newly intro-
duced to reflect the dominance of human interaction [cf. part (d) in

Figure 4].

Both stereotypes are extensions of the metaclass “use case” and
support the modeling of CPS use cases with the focus on machine inter-
actions, considering the fact that use cases in classical systems are
only used to capture human interactions with systems. Differentiat-
ing use cases by means of the introduced stereotypes allows insights
into which functions require special attention due to a higher degree of
human interaction, while cps-machine use cases may be easier to auto-
mate. In addition, similar use cases that are required by both humans
and external systems can be distinguished.

A typical CPS property is to provide access to its core functionality
via its communication interfaces—and often such core functionality is
also accessible via a direct human-machine interface but can be also
based on a machine-machine interaction. In other words, a particular
system function can be performed by both: by direct human interac-
tions or via interactions with other CPS over communication links. In
consequence, the extension of the FAS method with a special focus
on both use case types leads to two distinctive use cases with dif-
ferent actors. Therefore, it is suggested (i) to model all use cases, (ii)
classify modeled use cases as cps-human or cps-machine, and then (iii)
create generalized use cases of a set of cps-human and cps-machine
use cases. The generalized use cases are modeled as abstract use
cases because only the specializations of the use case exist in the real
world.

Section 5 presents application of the CPS-FAS method using the
example of an aggregated system for remaining aircraft boarding
time predictions. The Departure Control System (DCS), briefly intro-
duced in Section 1, is used as an example for a CPS with cps-human
and cps-machine use cases. A sample cps-human use case describes

passenger check-in at the terminal by airport personnel. A correspond-

WILEY -2

ing cps-machine use case is passenger check-in via a remote web
application that acts as an external system with respect to the DCS.
Both use cases are specializations of the abstract use case Check-In
Passengers.

Use cases like “Check-In Passengers—Machine” are described in
more detail by use case activities. Use case activities of different CPSs
can be connected via call behavior actions, pins, and object flows for
modeling processes that run across different CPSs in an aggregated
system. Analogously, the functional architecture of an aggregated sys-
tem can be modeled by interconnecting functional architecture models
of individual CPSs that have been obtained via the FAS method.
This is done via connectors between the proxy ports representing
communication interfaces of the CPSs. These proxy ports can be
automatically created by a computer program that interprets the cor-
responding activity pins used for modeling the aforementioned object
flows between use case activities. This will be demonstrated by means
of creating a sample implementation of the computer program in the
modeling tool plugin FAS for MagicDraw,'> which will be explained in
Section 4.

Overall, a functional model of CPSs and their interconnection in
an aggregated system can be obtained via the CPS-FAS method by

following the subsequent sequence and steps:
Obtain functional CPS models
For each of the relevant CPSs, do the following:

* Precondition: The system context for the CPS is modeled according
to Section 2.2.

* Step A.1: Model use cases of the CPS and ensure that variants of a
given use case with more dominant human interaction or more dom-
inant machine interaction are identified and modeled via different
specializations of the same use cases, distinguished by assigning the
stereotypes «cps-human» and «cps-machine», respectively.

* Step A.2: Refine CPS use cases by means of use case activities and
the corresponding sub-activities as described in the preconditions
for the FAS method from Section 2.2.

* Step A.3: Apply the steps of the FAS method from Section 2.2 to
derive the functional architecture of the CPS.

Obtain the functional use case model of the aggregated system

After modeling the functional architectures for CPSs considering
their original human use cases, use cases for the aggregated system are
identified:

» Step B.1: Model use cases of the aggregated system.

* Step B.2: Refine the use cases of the aggregated system by means of
use case activities.

» Step B.3: Refine each use case activity of the aggregated system in
an activity diagram that uses call behavior actions to call the corre-
sponding use case activities of the involved CPSs. Activity partitions

can be used to show the allocation of calls to CPSs.
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Compose a functional architecture model of the aggregated system
from the functional architecture models of the CPSs

The CPS activities resulting from human and machine use cases are
allocated to functional groups as described in the conventional FAS
method in Section 2.2. The functional architectures of the individual
CPSs can be combined as described in the following steps:

* Step C.1: Compose a system block representing the aggregated sys-
tem, comprising the topmost blocks of the functional architectures
of CPSs in the aggregated system.

* Step C.2: Show the resulting part properties of the aggregated sys-
tem, and optionally their internal structure, in an internal block
diagram.

* Step C.3: Connect the part properties of the aggregated system by
means of proxy ports and connectors, where the proxy ports repre-
sent the flows of energy, material, and information into or out of the

corresponding CPSs, respectively.

Following the sequence of the CPS-FAS method results in a sin-
gle model that contains the functional architecture of all CPSs and
their interconnections. Modeling CPSs as well as their joint behavior
and functional architecture in an aggregated system includes models
of multiple systems since it is unlikely that all systems are modeled
in a single model. Individual models with a link to the aggregated
system model allow usage of CPS models with a well-defined sys-
tem boundary for subsequent development steps. For this reason,
a model structure for the aggregated system model is suggested.
Each CPS model should import the FAS profile and the CPS-FAS pro-
file so that all required stereotypes for modeling according to the
CPS-FAS method are available. In addition, each CPS model should
import an interfaces model. Domain blocks are used in the inter-
faces model for specifying pins and activity parameter nodes in CPS
activities as well as flow properties in the functional architectures.
The interfaces model should be imported in an editable way so that
domain blocks are synchronized in all CPS models. All CPS models
are imported into an aggregated system model. Since the FAS profile
and CPS-FAS profile as well as the interfaces model are imported into
all CPS models, they are also part of the aggregated system model.
If architecture frameworks such as UAF3¢ are used, the functional
architecture developed using the CPS-FAS method can be integrated
at the behavioral view level. Since the CPS-FAS method uses the
widely used SysML, the prerequisites for integration into the SysML-
based UAF, for example, are in place and can be investigated in future
work.

Verification and validation activities evaluate development results
and respective integrated systems. Verification determines “whether
the finished product satisfies the specific requirements for which it was
built”3738 and thus answers the question “Was the product built (writ-
ten, built, coded, assembled, and integrated) correctly”?37-38 Examining
if all requirements, refining use cases, and use case activities are met
by the identified functional groups, blocks, and interfaces can verify

the designed functional architecture. Traceability can be established

by so-called satisfy relationships between these model elements. For
verification purposes, dependency matrices, relation maps, and queries
can determine unsatisfied requirements. For more detailed verifica-
tion purposes, all requirements and their satisfy relationships can be
checked systematically.

The satisfaction of actors is checked in validation activities and
answers the question “Was the right product built”?3738 The func-
tional architecture can be validated by allocation of the functional
blocks and interfaces to Rapid Prototyping hardware, as demonstrated
for a seat occupancy detection system for aircraft cabins by Lamm
et al.3? In addition, elements of the functional architecture can be pre-
sented to and discussed with human actors as suggested by Weilkiens
etal 2!

4 | AUTOMATION FOR FUNCTIONAL CPS
ARCHITECTURE DEVELOPMENT

Model-based development of functional architectures for CPSs
according to the CPS-FAS method contains many steps that can be
automated to reduce modeling effort and to increase added value of
the method. Potentials for automation would be the same as for the
traditional FAS method. They are, for example, automatic diagram ini-
tialization and functional blocks creation based on functional groups.
The FAS plugin for the modeling tools MagicDraw and Cameo Systems
Modeler by No Magic / Dassault Systémes supports step A.3 of the
CPS-FAS method with SysML [cf. Section 3.2]. Step A.3 refers to the
conventional FAS method that is described in Section 2.2. The plugin
provides the following functions for automated support of method
application according to the precondition and process steps from
Section 2.2:

* Each use case is described by use case activities that are modeled
in SysML activity diagrams. The plugin creates use case activity
diagrams for each use case. An activity partition with «I/O» stereo-
type applied is created for each actor and external system that is
connected to the respective use case [cf. precondition].

* The plugin creates a functional group for each «I/O» partition from
use case activity diagrams [cf. step #1].

* The systems engineer adds functional groups to the model that
already contains a system and I/O functional groups. Subsequently,
the plugin creates a functional block for each functional group. The
functional block has the same name as the functional group [cf. step
#2].

* The plugin creates functional interfaces between functional blocks.
A functional interface is created if there is an object flow between
two use case activities that are traced to different functional groups.
Consequently, the functional interface is created between the func-
tional blocks that are based on these functional groups [cf. step
#2].

» Afunctional system context displays the system and its interfaces to
actors and external systems. The plugin creates a functional system

context that represents the system, its actors, and external systems
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as well as interfaces between them. Information about actors and
external systems is taken from use case diagrams [cf. part (c) and (d)
in Figure 4]. The system, its actors, external systems, and their con-
nections are represented by properties and connectorsin aninternal
block diagram [cf. step #2].

* The plugin creates aninternal block diagram for the functional archi-
tecture. Part properties in the internal block diagram are typed
by functional blocks and connected to each other by means of
connectors [cf. step #2].

* A behavior view presents the functional system behavior and is
created by the plugin. Use case activities are presented in activ-
ity diagrams and are allocated to functional blocks using activity

partitions.

A “Do all creations at once” function of the plugin bundles the func-
tions for creating functional blocks, functional interfaces, functional
system context, and connectors between actors and systems in the
context. It will allow to join all automatically executable parts of the
procedure into one quick process step with minimum user interactions
for a fast prediction of results, but without a possibility to influence
all individual steps of applying the method. The plugin and additional
information are available at the file hosting service SourceForge in
the project FAS for MagicDraw. There are also templates for model-
ing functional system architectures according to the conventional FAS
method and the new CPS-FAS method as well as profiles containing the

required stereotypes.

5 | APPLICATION AND RESULTS

The CPS-FAS method was applied in various projects for the devel-
opment of functional CPS architectures. In the following, CPS-FAS
method application and results of four illustrative projects are pre-
sented. In a first example project, a boarding time prediction system,
both the application and the results are described in more detail. In
three further projects, a smart inflight catering trolley,’” a document
archive and library system,* and a hearing healthcare system*! mainly
the results will be briefly quoted.

The boarding time prediction system consists of a mobile appli-
cation for the flight crew and an additional back-end for estimating
and displaying the expected remaining aircraft boarding time. It com-
municates with the departure control system (DCS), a sensor floor,
and passenger seats. These systems and the boarding time predic-
tion system form an aggregated system as shown in the context in
Figure 10.

DCS manage information for passenger check-in, printing of board-
ing cards, baggage acceptance, boarding, and load control. A sensor
floor detects passenger positions and movements in the aisle of an
aircraft. Passenger seats are equipped with a seat occupancy detec-
tion system for identifying their occupancy status. Seat occupancy
detection systems are also used by seat belt warning systems in pas-
senger cars. Schultz*2 improves the prediction of passenger boarding

processes during aircraft turnaround with seat occupancy detection

WILEY -2

systems. Functional architecture development of a seat occupancy
detection system for boarding simulation validation is presented by
Lamm et al.3?

The development of the boarding time prediction system begins
with identification of passengers and cabin crew as well as board-
ing time prediction system, seat, sensor floor, and departure control
system as relevant actors and CPSs in the aggregated system con-
text [cf. part (a) in Figure 4]. Use cases for the aggregated system
[cf. part (b) in Figure 4] encompass, inter alia, “Support Boarding” and
“Predict Remaining Boarding Time.” Joint behavior of the systems
to be integrated into the aggregated system is modeled in a SysML
activity diagram. The diagram section in Figure 11 belongs to the “Pre-
dict Remaining Boarding Time” use case on aggregated system level
and shows DCS and the boarding time prediction system behaviors
modeled as call behavior actions.

These call behavior actions on aggregated system level are the basis
for identifying machine and human use cases on CPS level [cf. Sec-
tion 3.2]. Figure 12 shows a use case diagram section for the boarding
time prediction system. The call behavior action “: Predict Remain-
ing Boarding Time—Human” from the aggregated system-level activity
diagram in Figure 11 leads to the CPS use case with the same name
presented in the CPS use case diagram in Figure 12.

The human actor Cabin Crew is interested in a visualization of the
current boarding status to determine aisle congestions and possible
conflicts between passengers as well as in remaining boarding time
predictions. Therefore, information about seat occupancy, aisle occu-
pancy, and seat booking status is required from information sources.
If there were other CPSs with interest in the remaining boarding
time, the remaining boarding time prediction would be an example for
a machine use case. Activities explain the use cases in more detail,
are linked to the use cases, and represent the called behavior of call
behavior actions that describe joint system behavior [cf. Figure 11].
Figure 13 shows the activity diagram related to the Predict Remaining
Boarding Time—Human use case. The activity diagramillustrates the Pre-
dict Remaining Boarding Time—Human activity that is called by the call
behavior action of the same name in Figure 11.

The activity diagrams are divided into activity partitions. Activ-
ity partitions with «l/O» stereotype collect functions interfacing to
a human actor or external system, that is, Booking Status Information
Source, Aisle Occupancy Information Source, Seat Occupancy Informa-
tion Source, and Cabin Crew. The activity partition without stereotypes
applied contains actions performed by the system independent of an
actor. The activity diagram in Figure 13 shows that information about
seat booking, seat occupancy, and aisle occupancy is obtained at sys-
tem interfaces. This information is collected, remaining boarding time
is predicted, and the information is rendered to provide visual infor-
mation to the Cabin Crew. Next, activities from activity diagrams are
traced to functional groups. There is one functional group per I/O

interface and additional functional groups are added depending on

1 The figure shows only a portion of the acitivity diagram. The object flows to the : Seat Occu-
pancy Information and : Aisle Occupancy Information pins of the : Predict Remaining Boarding Time
- Human action have their origin in other actions that are not shown in this section.
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FIGURE 12 CPSuse case diagram section for the boarding time prediction system.

reasonable commonality of activities. Besides the aforementioned I/O
interfaces, Information Collection and Remaining Boarding Time Estima-
tion are functional groups for the boarding time prediction system.
Functional groups are the basis for the creation of functional blocks.
These functional blocks have proxy ports and flow properties in corre-
spondence to action pins and object flows in the previously modeled
activity diagrams. Part properties are typed by functional blocks and
form a functional architecture, as shown in Figure 14.

The external system Aisle Occupancy Information Source is connected
to the part property with the type I/O Aisle Occupancy Information
Source. The output of this part property and the part properties with
the types I/0 Booking Status Information Source and I/O Seat Occupancy
Information Source are connected to input proxy ports of the part prop-

erty with the type Information Collection, that is, based on the functional

group Information Collection. Functional architectures for remaining
CPSs of the aggregated system are developed in the same way.
Observations: In the past, the functional architecture for the board-
ing time prediction system was designed using the conventional FAS
method. Application of the FAS method resulted in many discussions
about the system boundary and the question what systems are part
of the boarding time prediction system. On the one hand, the whole
boarding process should be covered by the use case activities so that
activities by the aisle occupancy information source, the booking
information source, and the seat occupancy information source were
included. On the other hand, these systems were already in place
and were not part of the boarding time prediction system, but of a
higher-level aggregated system so that they should not be part of

the functional architecture of the boarding time prediction system.
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Consequently, the system boundary of the use case activities was
larger than the system boundary of the functional architecture.
The functional architecture of the boarding time prediction system
developed according to the FAS method only considered the system
functions and one interface to the environment so that the joint action
of the functions in the aggregated system could not be analyzed. The
CPS-FAS method improves the situation significantly. It allows the
analysis of the whole process and the design of a functional archi-
tecture on aggregated system level. The functions are allocated to
constituent CPSs so that the context of functional CPS architectures
is transparent and interfaces to functional architectures of other CPSs
are visible, thus increasing the understanding of and the exchange
between development teams. In addition, the FAS plugin supports
the architecture design of the boarding time prediction system and
automates the time-consuming steps of the CPS-FAS method. Practice
effort for plugin usage paid off because of less required modeling
time and fewer modeling errors due to automation of error-prone and
tedious modeling processes, for example, functional block initialization
after functional grouping. However, CPS-FAS modeling can also be
done without the plugin.

In this subsequent example, results from the inflight catering trolley
development are given. Inflight catering trolleys are used for catering
storage and transport. The smart trolley” extends the trolley function-
ality and is able to detect the trolley content and provide inventory
reports to other CPSs for more accurate provision of future inflight
catering. Before development of the CPS-FAS method, the design of
the smart trolley was conducted according to the conventional FAS
method. Consequently, use cases were described on system level. Use
case activities contained two partitions that represented activities
with a relation to system interfaces in an 1/O partition and all other
activities in a system partition. The functional architecture contained
one functional 1/0 group that was connected to all external systems
and human actors and did not differentiate between different flow
types, for example, data flow to a touch display for communication with
the cabin crew and to the cabin management system that collected the
inventory data from multiple trolleys on board of an aircraft.1” Devel-
opment according to the CPS-FAS method allows the identification of
use cases on aggregated system level and the allocation of aggregated
system use case activities to CPSs that are interacting in the aggre-
gated system, for example, the crew display and cabin management
system.

Observations: It can be detected that utilization of the CPS-FAS
method considers interaction in an aggregated system in more detail
and allows systematic distribution of functions on aggregated sys-
tem level among the interacting CPSs. On CPS level, the CPS-FAS
method distinguishes different interfaces to external systems and
human actors in use case activities through utilization of multiple
1/0 partitions. Accordingly, the functional architecture contains mul-
tiple 1/O functional groups and represents system interfaces in more
detail. Application of the conventional FAS method resulted in one
functional I/O block that represented multiple interfaces to different
systems, that is, the crew display and the cabin management system.

This 1/0 block had to be divided manually into more accurate func-

tional 1/0 blocks. In conclusion, application of the CPS-FAS method
to the development of a smart inflight catering trolley resulted in
improved functional considerations and distribution at aggregated sys-
tem level and reduced the effort for interface modeling in functional
CPS architectures.

In another project, the CPS-FAS method was used for the design
of document archive and library systems.*° At the Centre for the
Study of Manuscript Cultures (CSMC) at the Universitat Hamburg
a steadily growing number of autonomously developed archive and
library systems, that have been developed as CPSs, are aggregated
into a centrally accessible information system. For the development of
the aggregated system the open-source web-based database manage-
ment system HEURIST#® was used. While the functional architectures
of these CPSs were similar based on the tool selection, the challenge
was to integrate the CPSs into an aggregated system. In this context,
the aggregated system is a federated data management system that
provides a federated search. The federated search function appears
in the aggregated system, but should also be available to all CPSs.
The CPS-FAS method has helped to focus on communication aspects
during the development process. The aggregated system was spec-
ified as a federated database system to provide federated searches
and tested through simulations with real database interactions, as
shown by Melzer et al.*° In addition to communication functions, new
functions such as the federated search were added. However, these
also had an impact on the existing search function of the individual
CPSs and consequently on their functional architecture. The changes
mainly concerned the interfaces and the processing of new inputs and
outputs.

Observations: By systematically developing the functional architec-
tures with the CPS-FAS method, it was possible to work in a targeted
manner making the aggregated system extensible by enabling the sim-
ple integration of additional CPSs. A CPS does not necessarily have to
be developed with HEURIST. The integration of other autonomously
developed archive and library systems was also considered. The devel-
opment of a physical architecture based on the functional architecture
is currently being carried out in further work.

In addition, the CPS-FAS method supported the PASTOR project*?
for the development of novel CPSs in the form of a hearing instru-
ment and a diagnostic software for implementing a new concept that
was expected to provide relief to certain individuals with tinnitus.
Both CPSs are independent from each other and collaborate during a
hearing instrument fitting use case.

Observations: The application of the CPS-FAS method improved the
understanding of involved development parties about their role in the
process, desired functions they had to implement, and the purpose of
both, the aggregated system and the included CPSs.#1

Application of the model-based CPS-FAS method to the develop-
ment of a boarding time prediction system, a smart inflight catering
trolley,’” a federated document archive and library system,*® and
a hearing healthcare system*! is used in the following to review
the achievement of the objectives. Other project-specific CPS-FAS
application results will be the subject of further publications (unpub-

lished results of ongoing work). The following list comments on the
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achievement of the objectives from Section 2.1 and compares the
CPS-FAS method to the non-extended FAS method.

1. The method combines the existing FAS approach with an approach
for treating CPSs both individually and in interaction in an aggre-
gated system. Identifying an aggregated system context, aggre-
gated system use cases, and their use case activities enhances the
existing FAS method. Use cases resulting from aggregated system
use case activities are the starting point for application of the CPS-
FAS method that treats CPSs both individually and in interaction
in an aggregated system. Functional architectures are derived for
each CPSin the aggregated system.

2. The interconnectivity of CPSs is considered by introducing individ-
ual I/O partitions for each actor and external system in use case
activity diagrams of CPSs. Functional CPS architectures can be inte-
grated in order to obtain a functional architecture of the aggregated
system according to steps C.1, C.2, and C.3 in Section 3.2. The
FAS method considers system interfaces in a single 1/0O partition
so that less distinction between interfaces is made in functional
architectures.

3. Data and information exchanges between CPSs and CPS functions
are specified in the model by means of domain blocks. Domain
blocks typify pins of use case activities [cf. Figure 4(b,c,d) and
Figure 11] and flow properties of interface blocks. These interface
blocks specify proxy ports of functional blocks [cf. Figure 4(f) and
Figure 14].

4. Redundant functions within a CPS are identified during functional
grouping. Required aggregated system functionality is distributed
by allocation of aggregated system use case activities to CPSs. How-
ever, similar functions in different CPSs may exist. The application
showed that redundant CPS functions are sometimes necessary, for
example, all CPSs require a power supply and this function cannot
be allocated to a single CPS and provided to other CPSs. Iden-
tifying unnecessary function duplicates in different CPSs can be
part of future research. A possible approach is functional grouping
on the CPS level that should consider activities from other CPSs
as well. Then, similar functions can be identified and allocated to
only one CPS. Especially the unique feature of data—availability
at multiple places at the same time—offers potentials for func-
tion sharing of CPSs when considering computation tasks. The FAS
method supports the identification of non-redundant functions for
a self-contained system with few interfaces but does not address

the possible redundancies of functions at CPS level.

The distinction between human and machine use cases as well as
the introduction of actor and external system-specific I/O partitions in
activity diagrams extends the FAS method for developing and modeling
functional architectures for CPSs that are characterized by interfaces
to multiple systems. Modeling joint behavior of multiple CPSs is sup-
ported by means of project usages in MagicDraw and Cameo Systems
Modeler. Project usage should be accompanied by agreements between
modelers to ensure model compatibility. A shared library of commonly

used types or domain objects will be needed.

6 | SUMMARY, CONCLUSION, AND OUTLOOK

The FAS method supports functional architecture development for
self-contained systems with a limited number of interfaces to actors
and other systems. The CPS-FAS method enables developing func-
tional architectures and creating functional models for individual
CPSs as well as for aggregated systems comprising multiple CPSs.
The method considers interconnectivity of CPSs by specifying stereo-
types and a specialization scheme for use cases. The distinction of
use cases supports the analyst who will need to cover machine-
to-machine communication during use case analysis. The method
also addresses possible redundancy of functions across an aggre-
gated system. Therefore, one representation of each function is
selected and modeled as a functional group after analysis of use case
activities.

Validation of functional architectures developed using the CPS-FAS
method is not in the scope of this publication. Lamm et al.3? propose
an approach for validation of functional architectures. They introduce
a function-oriented system demonstrator in which functional blocks
are implemented directly in hardware and software. This way the
detailed design of the system is skipped and a cost-efficient demon-
strator is implemented. Application of this approach to the CPS-FAS
method could be investigated to support the validation of functional
CPS architectures.

Modeling CPS machine use cases, activities, and deriving CPS
functions provided to other systems requires a prior vision of CPS
cooperation. It also requires the creation of a shared library of types
of domain objects for specification of exchanged information, energy,
and material. Developing complex and more extensive system net-
works such as a System of Systems requires a top-down approach for
identifying system network functions and allocating these functions to
systems.

For future projects, modeling according to a model structure that
is the same across all modeled CPSs is recommended. Therefore, the
model template and profiles used for the presented work have been
made available via the FAS profile for MagicDraw, which is a part of
the FAS plugin.’®> The model template provides a model structure and
the profiles contain required stereotypes for CPS-FAS application such
as «cps-human» and «cps-machine». The given version of the FAS plu-
gin also contains automation for generating ports that are required for
interconnecting functional architectures of different CPSs. The cor-
responding automation has been developed as a side product of the
presented work, providing the sample implementation mentioned in
Section 4.

The application of the CPS-FAS method to more functional archi-
tecture development projects and the quantitative evaluation, for
example, with respect to redundancy reduction, is subject to further
research and publications. For validation of the designed functional
architecture, the behavior of the functional blocks could be modeled,
for example, in activities and in state machines, so that an executable
model could demonstrate the behavior of the identified functions. Fur-
thermore, the use of SysML and contemporary MBSE tools offers the

advantage of automated validation according to validation rules. As an
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example, these rules could concern the interfaces between the func-
tional blocks that should be of the same type. It is expected that the
presented modeling approach will not only work for aggregated sys-
tems consisting of few CPSs, but also for modeling more complex
aggregated systems, like SoS. Future work will refine the method and
study the corresponding functional modeling of SoS. While this paper
has shown a way to derive the functional architecture of an aggre-
gated system from the functional architectures of the CPSs it consists
of, a functional architecture in the SoS case would be derived from the
functional blocks of the SoS constituents. However, it would also be
possible to derive it using the FAS method on the use case activities
of the SoS. It needs to be investigated how the described two differ-
ent functional architectures of the SoS relate to each other. In addition,
vulnerabilities may occur as CPSs being part of an aggregated sys-
tem have multiple interfaces for the exchange of data and information.
The combination of the CPS-FAS method with model-based Sys-

tem Security Engineering approaches*4-4¢

is another topic for future
research.

The CPS-FAS method integrates CPS models into an aggregated sys-
tem model. Individual models in the application example have been
developed using the modeling tool Cameo Systems Modeler. Extensive
aggregated systems may comprise CPSs that are modeled using dif-
ferent modeling tools and thus require model integration. Integration
of models from different modeling tools is another field of future

research.*’
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