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Abstract

This dissertation explores techniques for adaptive multi-hop networks in the IIoT
concerning time-varying, dynamically changing traffic. It demonstrates that effi-
cient transmission of management traffic is crucial for high adaptability in IEEE
802.15.4 DSME, develops several techniques to increase adaptability and validates
them through simulations, hardware experiments, and analytical models. In particular,
QMA reduces collisions in management traffic by learning when it is feasible to
transmit a packet. Sending multiple packets per GTS and group acknowledgments
further relieve the management traffic load. Finally, dynamic CAP-reduction enables
a fine-grained trade-off between management and data traffic.
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Chapter1Chapter1
Introduction
Over the last few years, wireless communication has reshaped the way we view and
interact with our surroundings - not only in consumer products but also in indus-
trial applications. Here, wired networks are gradually replaced by their wireless
counterparts because they significantly reduce setup times and expenses. However,
the transition is not trivial and numerous challenges lie ahead, some of them nearly
solved, some of them subject to ongoing research. For example, the standardization
of protocols and whole network stacks for the so-called Industrial Internet of Things
(IIoT) enables efficient IPv6 communication between individual sensor nodes and
cloud applications over existing Internet infrastructure. In short, it makes Wireless
Sensor Networks (WSNs) more accessible and flexible, even for smaller setups, and
paves the way towards Industry 4.0 and smart industrial plants [DNRC20, SOM14].
However, this flexibility comes at a cost: in comparison to its wired counterparts,
wireless communication often features less throughput, higher delays, and signifi-
cantly diminished determinism, i.e., unstable reliability and delays [SFDPH20]. This
circumstance complicates application design and demands robust solutions throughout
the entire network stack.

In general, communication in the IIoT can be classified as either primary or sec-
ondary traffic. Primary traffic comprises data messages from the application layer.
To ensure high reliability, they are usually transmitted with exclusive channel access
in dedicated time and/or frequency slots, albeit contention-based channel access is
sometimes used, notably for application layer broadcasts. Consequently, secondary
traffic consists of management messages, mainly to support primary traffic, e.g., for
allocation of exclusive communications slots or broadcasts for route establishment.
Secondary traffic is predominantly contention-based. Primary and secondary traffic

1



1 INTRODUCTION

are closely linked and reciprocally interdependent. So congestion of secondary traffic
inevitably leads to impaired performance of primary traffic because slots cannot be
allocated and routes cannot be established.

The above statement especially holds in scenarios with time-varying or dynam-
ically changing traffic conditions, where the changing conditions require constant
adjustments of the communication partners. Thereby, fluctuating traffic patterns do
not only emerge naturally, i.e., through external interference or fading effects but
can also be introduced artificially, e.g., through the IPv6 over Low-Power Wireless
Personal Area Networks (6LoWPAN) protocol stack. Here, large IPv6 packets are
segmented into several smaller Medium Access Control (MAC) layer packets for
transmission on resource-restricted devices [SB11]. Consequently, bursts occur at
the MAC layer for every IPv6 transmission. Irregular traffic may also arise because
sensor nodes are usually battery-powered and thus rely on long sleep phases to sustain
energy. Collected data is aggregated and then transmitted all at once, to keep the
communication overhead at a minimum. In the worst case, bursts may cause queues
to overflow, ultimately leading to packet loss.

These examples show that wireless communication requires mechanisms that ensure
resilience against dynamically changing traffic conditions and external interference.
Especially the MAC layer is responsible for guarding access to the shared wireless
medium and, consequently, for coordinating the transmission and reception process
of the whole network. As such, it has a substantial impact on the performance of a
WSN. In the last years, various protocols have been introduced to address the demand
for higher reliability, reduced energy consumption, and bounded delays. One notable
example is IEEE 802.15.4 and in particular its sub-specifications Deterministic and
Synchronous Multi-channel Extension (DSME) and Time-slotted Channel Hopping
(TSCH). They are specifically designed for the novel challenges of the IIoT by em-
ploying frequency diversity, multi-hop communication, and fully configurable frame
structures. Other examples include 5th Generation Cellular (5G), Bluetooth Low En-
ergy (BLE), Long Range (LoRa), and IEEE 802.11ah [FLAA21]. They significantly
increase reliability and delay in stable traffic conditions - usually by employing Time
Division Multiple Access (TDMA)-based channel access. However, in the context of
systems with dynamically changing traffic, this can be detrimental because TDMA
slots first need to be allocated, introducing high delays and poor adaptability. In
addition, slot allocations are typically conducted in the secondary traffic phase using
contention-based channel access. Thus, they are highly susceptible to collisions in
dense networks or when many management messages must be exchanged, e.g., when
bursts in the primary traffic lead to many initiated slot allocations.

2



1.1 CONTRIBUTIONS

In IEEE 802.15.4 DSME, the primary traffic phase, or Contention Free Period
(CFP), consists of so-called Guaranteed Time Slot (GTS), which are spread over time
and frequency and allow exclusive access to the shared wireless medium. They are
allocated during the secondary traffic phase, or Contention Access Period (CAP), in
which slotted CSMA/CA is used. DSME permits the autonomous allocation of GTS
between arbitrary pairs of nodes via a distributed 3-way handshake [IEE20]. Thus,
DSME offers excellent prerequisites for a fast adaptation to dynamically changing
traffic, yet also suffers from the problems discussed above. The agility of a DSME, and
MAC protocols in general, is determined by a variety of factors - first and foremost
by the message overhead for acquiring TDMA slots. Other influence factors are
the number of transmittable packets per TDMA slot because fewer slots need to be
allocated if more packets are sent per slot, and the contention-based protocol itself.

In this dissertation, we show that fluctuating and dynamically changing primary
traffic results in a tremendous increase of management messages for slot allocation,
and hence, in an oversaturation of the contention-based secondary traffic phase. To
combat this effect and increase DSME’s adaptability to such traffic patterns, we
propose and assess several enhancements, such as sending multiple packets per GTS,
Group Acknowledgments (GACKs), and delay-aware scheduling. In the process,
novel and future techniques such as Machine Learning (ML) or Quantum Annealing
(QA) are explicitly explored as solutions to the problems described. Most of the
proposed techniques are applicable in other protocols with a TDMA-based channel
access for primary traffic and a contention-based channel access phase for secondary
traffic.

1.1 Contributions

In this dissertation, a variety of techniques is devised that facilitate the adaptation of
MAC protocols to dynamically changing primary traffic by employing theoretical
models, simulations and hardware experiments. They can be categorized as methods
for secondary traffic, primary traffic, or a trade-off of both. In this context, the
contributions of this work can be summarized as follows:

■ A comparison of DSME and TSCH on hardware to identify a candidate for
further experiments.

3



1 INTRODUCTION

Secondary Traffic

■ A thorough analysis of the impact of dynamically changing and fluctuating
primary traffic on the slot negotiation process in DSME, i.e., on secondary
traffic. The analysis identifies possible bottlenecks for further optimization.

■ Proposal and evaluation of Q-learning-based Multiple Access (QMA), a Q-
learning (QL) based multiple-access scheme for contention-based channel
access during secondary traffic. QMA strives to increase reliability by dynami-
cally learning when a transmission is likely to be successful and at which times
it will result in a collision.

Primary Traffic

■ Modification of the transmission process in DSME to enable sending multiple
packet per GTS. An additional analysis shows whether this approach can
effectively reduce the management overhead induced by fluctuating primary
traffic.

■ A study on reducing the acknowledgment overhead of primary traffic through
different ways of transmitting GACKs in DSME.

■ The formulation of diverse scheduling problems for TDMA-based systems
in general and for protocols with alternating primary and secondary traffic
phases in particular as Mixed-integer Linear Programs (MILPs). The resulting
schedules can be used as baselines for dynamic schedulers.

■ Reformulation of a selected MILP for delay-minimization as a Quadratic Un-
constrained Binary Optimization (QUBO) problem for application in Simulated
Annealing (SA) and future transfer to QA.

Primary and Secondary Traffic Trade-off

■ Proposal of a novel CAP-Reduction (CAP-R) mechanism to allow for a dy-
namic trade-off between secondary and primary traffic.

4



1.2 D ISSERTATION STRUCTURE

1.2 Dissertation Structure

This dissertation is structured as follows: Chap. 2 provides an overview of the IIoT’s
state of the art. In particular, it attempts to highlight (dis)advantages of frequently
utilized technologies with respect to dynamically changing primary traffic. Afterward,
Chap. 3 covers the research approach, including a description of the utilized system
model, relevant metrics, and tools. It also introduces ML techniques for resource-
restricted devices in Sect. 3.6, which serve as a basis for QMA. The main part of
the dissertation is devoted to four topics. First, Chap. 4 identifies DSME for further
experiments, prevailing in a comparison with TSCH. Chap. 5 deals with secondary
traffic in DSME by analyzing the slot allocation handshake in Sect. 5.1, which
constitutes a majority of secondary traffic. It also presents QMA in Sect. 5.2, a QL
based MAC for secondary traffic intending to increase reliability in the IIoT. Chap. 6
then describes improvements for primary traffic, where Sect. 6.1 describes the analysis
of sending multiple packets per GTS and Sect. 6.2 different ways of transmitting
GACKs. Afterward, scheduling methods for low delay through MILPs and QUBOs
are described in Chap. 7. At last, Chap. 8 presents a method that enables dynamic use
of the secondary traffic phase for primary traffic and discusses the trade-off in doing
so. Chap. 9 concludes this dissertation.
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Chapter2Chapter2
The Industrial Internet of Things
Efficient, flexible, affordable - these characteristics have fueled the Internet of Things
(IoT)’s triumphal march across the globe, which has since changed the way we interact
with our surroundings on a daily basis. Smartphones, televisions, cars, refrigerators,
everything is connected and operates as part of a vast coherent system to ease our
everyday lives. Hence, the transfer to industrial applications seems obvious and
natural, as they can especially benefit from the underlying wireless communication
[KRZ+20]. This way, the IIoT bridges the gap between business and industrial
processes and offers endless possibilities through transparent Internet connectivity. It
is thus an essential enabler for streamlined business processes and new technologies
such as cloud, edge, and fog computing [KRZ+20, SSH+18] and hence, e.g., the live
execution of ML algorithms on industrial data - something that seemed impossible
only a few years ago.

On the technical side, there are still numerous challenges to solve to fully exploit
the possibilities of the IIoT. First and foremost, it imposes several (and sometimes
conflicting) requirements on the wireless transmission protocol due to its diversity.
These could not yet be addressed by a single solution. In addition to safety and secu-
rity, efficient transmission is a precursor to Industry 4.0. Therefore, this dissertation
constitutes an essential contribution to the implementation of the IIoT in the near
future.

The following sections first provide an overview of requirements, challenges and
opportunities of the IIoT (Sect. 2.1) with a focus on time-varying and dynamically
changing traffic (Sect. 2.3). Afterward, prominent existing technologies are presented,
identifying their typical field of application (Sects. 2.4 and 2.6). The goal is to answer
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the following questions:

■ What prominent technologies exist in the IIoT?

■ What is the cause of dynamically changing traffic?

■ How is adaptation to dynamically changing traffic achievable and at what scale?

■ Which technologies provide good adaptability to dynamically changing traffic?

2.1 Challenges and Opportunities

Due to the diversity of application scenarios, the IIoT imposes several conflicting
requirements on MAC protocols while likewise offering promising opportunities
[DNRC20, KRZ+20, MZC+21, SFDPH20, SSH+18]. These challenges and oppor-
tunities are further discussed below to ascertain possible application scenarios and
(dis)advantages of the MAC protocols presented in Sect. 2.4.

Challenges

■ Energy: Sensor devices are often battery-powered, so energy-efficient data
transmission must be ensured at MAC level. At best, the transceiver should be
switched on only for the actual transmission.

■ Interoperability / Coexistence: The 2.4 GHz frequency band hosts many
transmission protocols. A goal of the MAC layer is to minimize collisions
between different protocols or even allow interoperability between them, e.g.,
with software defined radio techniques.

■ Latency: In sensor-actuator networks, short response times are required.
Therefore the MAC layer must guarantee low delays for transmission.

■ Reliability: Reliability is not only important so that all data is transmitted,
but also because packet loss leads to increased delay due to larger queues and
energy consumption due to retransmissions.

■ Security: Wireless networks are vulnerable to a variety of attacks due to the
shared wireless medium. In addition, complex encryption algorithms usually
cannot be implemented on resource-restricted devices.
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2.2 THE INDUSTRIAL INTERNET OF THINGS STACK

■ Throughput: Data-collection scenarios with thousands of sensor devices
require high throughput close to the sink even if the collection interval of
individual sensors is low.

Opportunities

■ Cost: Depending on the application, the expenses for a wired IIoT deployment
are determined to a non-neglectable part by the cost of wires, especially if
remote sensors need to be connected. Wireless networks alleviate this problem
as antennas are cheap and widely available.

■ Fault tolerance / Safety: Wireless sensor networks are often constructed
through dense mesh networks. In case of node failure, routes can be dynami-
cally adapted so that data collection is still possible from other nodes.

■ Flexibility: In wired networks, it is difficult to add or remove nodes at runtime
as physical wires are required. Wireless mesh networks bypass this issue by
allowing nodes to associate to the network at runtime over the shared wireless
medium.

■ Mobility: Similar to flexibility, mobility is usually supported in wireless sensor
networks as nodes can dynamically disconnect from a network and join in
another place. Several protocols even support a dynamic handoff so that nodes
never have to leave the network.

2.2 The Industrial Internet of Things Stack

As discussed in Chap. 2, a variety of possible IIoT architectures and protocol stacks for
different application scenarios exists. Several works identify and classify commonly
used protocols [TS21, FLAA21, Zha19, DEA06], and Fig. 2.1 further elaborates their
position in the IIoT protocol stack with their corresponding Open Systems Inter-
connection (OSI) layers. Sigfox, LoRaWAN, WirelessHART, and ZigBee represent
full-stack solutions, with the latter two based on the physical layer of IEEE 802.15.4,
thus achieving a high degree of specialization.

In recent years, there has been a trend towards IPv6 to make the large amount of
IIoT devices addressable and connectable to the existing Internet infrastructure. Cel-
lular protocols such as Long Term Evolution (LTE) or 5G, WiFi and Radio Frequency
Identification Blink (RFID)/Near Field Communication (NFC) natively support IPv6,
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2 THE INDUSTRIAL INTERNET OF THINGS

while an abstraction layer is needed for most Wireless Personal Area Networks
(WPANs). The Internet Engineering Task Force (IETF) designed 6LoWPAN specifi-
cally for this purpose [HCC09].

6LoWPAN, as specified in RFC4944 and RFC6282 [ZVKB07, Thu11], was origi-
nally designed for IEEE 802.15.4 and serves three main purposes: (De)fragmenting
IPv6 packets with a minimum Maximum Transmission Unity (MTU) of 1280 B to /
from MAC packets with a MTU of 127 B, mesh routing, and compressing IPv6 and
User Datagram Protocol (UDP) headers to allow for more payload. Later RFCs added
additional functionality like neighbor discovery (RFC6775 [CNB12]) and selective
fragment recovery (RFC8931 [Thu20]). RFC7668 adds support for 6LoWPAN over
BLE [NSI+15].

A number of application protocols exist for OSI-layer 5 through 7, including
Advanced Message Queuing Protocol (AMQP), Constrained Application Protocol
(COAP), Data Distribution Service (DDS), and Message Queuing Telemetry Transport
(MQTT). AMQP is a message-oriented binary protocol with support for flow-control.
It provides messaging guarantees (at-least-once, at-most-once, exactly-once) but
requires a reliable transport protocol such as TCP. RFC7252 defines COAP [SHB14],
a protocol specifically for low-power IIoT devices with a Representational State
Transfer (REST)-like structure. This makes the protocol built on UDP compatible
with traditional Internet protocols such as HTTP. COAP defines explicit rules for
use with 6LoWPAN in RFC4944 [MKHC07]. At last, MQTT is a hierarchically
organized protocol for systems with limited bandwidth based on publish-subscribe.
So-called message brokers, which should run on non-resource-constrained devices,
route data through the network and distribute it to subscribed clients without knowing
the actual number of clients, due to the hierarchical structure.

In particular, the data link layer has a high impact on reliability and adaptability
of an IIoT application. Therefore, Sects. 2.4 to 2.4.4.5 describe the MAC protocols
displayed in Fig. 2.1 in detail.

2.3 Wireless Applications with Time-varying Traffic

There is a variety of reasons for dynamically changing traffic in WSNs. Some of
them occur naturally, i.e., due to environmental effects or other reasons for packet
loss, while others are artificially created in the application layer and network stack
[PMSZ21, MPSZ18]. Here, dynamically changing traffic refers to any irregularities
in the generation or reception process of primary traffic, especially bursts and time-
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2 THE INDUSTRIAL INTERNET OF THINGS

varying packets. In the following the main causes for dynamically changing traffic
are further described.

■ Environmental Effects: Dynamically changing traffic can occur due to en-
vironmental effects including external interference, fading, reflecting, and
shadowing. The resulting packet loss leads to several retransmissions and thus
to a time-varying reception at the communication partner.

■ Internal Interference: Similarly to environmental effects, packets loss can
occur due to internal interference, e.g., during contention-based channel access
through CSMA/CA. Large topologies exhibiting many hidden-node problems
amplify the effect.

■ Fragmentation: An artificially introduced cause for irregular traffic is 6LoW-
PAN. Here, large IPv6 packets are fragmented into several smaller packets for
transmission at the MAC layer. This entails a burst of packets at the MAC layer
for every transmitted IPv6 packets.

■ Mobility: Every application with mobility exhibits irregular traffic when
mobile nodes are handed over from one access point to another.

■ Application: A common application with sporadic, irregular traffic is alarm
signaling. Here, packets are only generated in response to an event and then
require timely transmission through the network to the gateway.

2.4 Medium Access Control Protocols

The MAC layer is a sublayer of the datalink layer responsible for managing multiple
access to a shared transmission medium. For this purpose, MAC protocols usually
use one of the following multiple access schemes:

■ Random access is the simplest access scheme, but may result in collisions.
For example with ALOHA, nodes send data as soon as it is available and, in
case of a collision, again after a random backoff. CSMA/CA also senses the
transmission medium before a transmission and transmits only if it is free.
Thus, random access is useful for systems with sporadic traffic and scattered
networks where the collision probability is low.
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2.4 MEDIUM ACCESS CONTROL PROTOCOLS

■ Time Division Multiple Access (TDMA) provides exclusive channel access
by dividing time into slots, which are assigned to pairs or groups of nodes for
data exchange.

■ Frequency Division Multiple Access (FDMA) works similar to TDMA, but
instead of time it divides frequencies into multiple logical channels. TDMA
and FDMA can be used in combination to expand the number of usable slots.

■ Code Division Multiple Access (CDMA) allows simultaneous transmission
of parallel data streams on a single frequency channel by augmenting the
data signal with individual spread codes for each transmitter. If the codes are
orthogonal, the receiver can then correlate the individual data signals using the
original spread codes.

Other tasks of a MAC protocol include frame detection, addressing, transparent
data transfer for higher layer, and transmission error detection.

2.4.1 Low Power Wide Area Networks

Low Power Wide Area Networks (LPWANs) constitute a class of wireless commu-
nication technology featuring long communication ranges up to 50 km, low power
consumption, and low data rates. With these characteristics, LPWANs are best
suited for monitoring and emergency signaling applications in secluded areas where
they can sustain operation on battery or through energy harvesting. Two prominent
LPWAN solutions are Long Range Wide Area Network (LoRaWAN) and Sigfox
[MBCM19, KVN16]. Both protocols operate in the unlicensed ISM bands and are
limited to star topologies.

LoRaWAN is a network protocol built upon the proprietary LoRa physical layer
patented by Semtech. LoRa relies on a Chirp Spread Spectrum (CSS) modulation
which spreads a narrowband frequency signal over a larger bandwidth and encodes
bits in so-called up and down chirps through increasing and decreasing frequencies,
respectively. Through a spreading factor, LoRa offers data rates between 50 bit s−1

and 300 bit s−1 with a payload length of up to 243 B in a tradeoff for transmission
range. LoRaWAN enhances LoRa by making all base stations in an area receive
transmitted messages and filtering duplicates on backend servers, also responsible for
security, acknowledging, and localization.

Sigfox, by contrast, utilizes a Binary Phase Shift Keying (BPSK) modulation with
100 Hz Ultra Narrowbands (UNBs) limiting the data rate to 100 bit s−1 and payload
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2 THE INDUSTRIAL INTERNET OF THINGS

length to 12 B. This allows for low-power, low-cost, high-sensitivity antennas at the
receiver. Base stations and backbone servers are proprietary, deployed by the Sigfox
company, and do not support Acknowledgments (ACKs). Instead every end-device
transmits packets over three (of 360) randomly selected orthogonal channels to ensure
reliability. Downlink communication can only take place after uplink communication.

2.4.2 Cellular Communication Networks

Cellular networks have been providing ubiquitous connectivity in urban environments
since the global introduction of the Global System for Mobile Communications (GSM)
in the late 1990s. Since then, the primary mode of communication has changed from
telephony to data exchange on the Internet, driven by ever higher data rates on licensed
unimpeded frequencies.

In particular, later cellular standards such as Long Term Evolution Advanced
(LTE+) enable easy-to-deploy, mobile, and geographically widespread IoT appli-
cations through pre-existing infrastructure and seamless handover between cells.
However, a number of enhancements are required to make mobile networks fully
attractive for these applications, as detailed in [ASHAM18]. The following sections
provide a short insight into such extensions and an overview of the 5th generation
cellular standard.

2.4.2.1 LTE-M

LTE-M or LTE-MTC is an Low Power Wide Area (LPWA) extension of the LTE
standard with enhanced Machine Type Communication (eMTC) by the 3GPP. It
allows for lower latency, extended coverage and higher energy efficiency at moderate
data rates of 1 Mbit s−1 (LTE-Cat-M1) and 5 Mbit s−1 (LTE-Cat-M2) with bandwidths
of 1.4 MHz and 5 MHz, respectively, and a reduced transmission energy of 20 dBm.
EMTC is designed to be to be further used in 5G, while being backward compatible
with existing cellular networks.

2.4.2.2 NB-IoT

Narrowband-Internet of Things (NB-IoT) is a LPWA technology targeting even lower
power devices and is broadly perceived as an enabler for massive IoT deployments. It
can be integrated into existing infrastructure by using LTEs guard band, multiplexed
in-band with LTS signals without affecting its performance or operated as a standalone.
Thus a data rate of up to 250 kbit s−1 can be achieved.
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2.4.2.3 5th Generation Cellular

5G is the latest cellular technology that is currently being rolled out in many locations
[ASHAM18]. It offers a number of improvements over previous versions and tar-
gets three main classes of use cases: enhanced Mobile Broadband (eMBB), massive
Machine Type Communication (mMTC), and Ultra-reliable Low Latency Commu-
nication (URLLC). Thereby, eMBB provides high data rates of up to 20 Gbit s−1,
mMTC supports massive static deployments, e.g., in the IIoT, and URLLC satisfies
strict delay and reliability requirements. 6G networks are not expected before 2030.

2.4.3 IEEE 802.11

Besides the basis for consumer Wi-Fi (IEEE 802.11ac/ax/be), the IEEE 802.11 stan-
dard defines several low-power extensions suitable for the IIoT [IEE21b]. Generally,
IEEE 802.11 features a variety of modulation schemes (BPSK, Quadrature Phase
Shift Keying (QPSK), 16-Quadrature Amplitude Modulation (QAM) to 1024-QAM)
with different coding rates and channel bandwidths, allowing for high data rates (up
to 1.201 Gbit s−1 in IEEE 802.11ax) or more robust communication depending on the
application’s requirements. Traditionally, a Distributed Coordination Function (DCF)
utilizing CSMA/CA with Ready To Send (RTS) / Clear To Send (CTS) messages is
used, but newer standards also provide a scheduled channel access (Point Coordination
Function (PCF)), Multi-User Multiple Input Multiple Output (MU-MIMO) and beam
forming. Multi-hop capability was introduced with IEEE 802.11s in 2007 [IEE11].

IEEE 802.11ah [IEE17], better known as Wi-Fi HaLow, is specifically designed for
the IIoT, operating in the sub-1 GHz band (e.g., 863 – 868 MHz in Europe) allowing
for ranges up to 1 km. It supports a wide range of physical layer configurations
with channel bandwidths between 1 MHz and 16 MHz resulting in data rates between
150 kbit s−1 and 78 Mbit s−1 [TSS+21]. Intending to achieve a similar power con-
sumption as Bluetooth, it significantly reduces the MAC header overhead, allows
nodes to stay sleeping and ignore beacons (Target Wake Time (TWT)), groups nodes’
channel access according to a TDMA scheme to avoid collisions (Restricted Access
Window (RAW)), and indicates potential traffic in beacons (Traffic Indication Map
(TIM)) [IEE17].

The IEEE 802.11ba amendment, issued in March 2021, further reduces energy con-
sumption through the use of Wake-up Radios (WURs) [IEE21b]. The WUR achieves
a power consumption of less than 1 mW and is merely switched on periodically to
listen for WUR beacons for synchronization and wake-up frames signaling downlink
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traffic. After receiving a wake-up frame, the device turns on a high-power transceiver
for further communication [DLL+20].

2.4.4 Wireless Personal Area Networks

WPANs are wireless networks with ranges of 10 – 100 m and low power consumption,
allowing long runtime using batteries. To increase coverage, WPAN participants
can be interconnected to form mesh networks. As the name suggests, WPANs are
tailored for geographically limited applications,, e.g., for data collection in industrial
plants.The following sections describe prevalent WPAN protocols.

2.4.4.1 IEEE 802.15.4

Defining a communication protocol for Low-Rate Wireless Personal Area Networks
(LR-WPANs), the IEEE 802.15.4 standard emphasizes low-cost, low-power appli-
cations [IEE20]. It classifies devices into two groups, namely Reduced-Function
Devices (RFDs) and Full-Function Devices (FFDs), where RFDs can only commu-
nicate with FFDs but FFDs can communicate with all other devices. Consequently,
RFDs are mostly small sensor devices while FFDs can also fulfill the role of a Personal
Area Network (PAN) coordinator and thus perform essential tasks in the network, e.g.,
association and time synchronization. Additionally, it manages the network topology
as a star, peer-to-peer, or cluster-tree topology.

Two modes of operation are available: beacon-enabled and non beacon-enabled. In
the non beacon-enabled mode, nodes are not synchronized but communicate freely in
a contention-based manner using unslotted CSMA/CA. The superframe (SF) structure
of the beacon-enabled mode is illustrated in Fig. 2.2, where the PAN coordinator
periodically transmits beacons for synchronization. This beacon interval, is divided
into an inactive period and an active period with 16 equally sized time slots. Up
to seven preassigned GTS can be used for exclusive channel access during the so-
called CFP, while the rest is used for contention-based communication using slotted
CSMA/CA in the so-called CAP.

The IEEE 802.15.4 standard specifies different physical layers, some of which
operate on region-restricted frequencies. It provides 16 non-overlapping channels with
5 MHz spacing in the 2.4 GHz band using a Offset Quadrature Phase Shift Keying
(OQPSK) modulation.

As the size of wireless IIoT applications grows, IEEE 802.15.4 quickly reaches the
limits of its scalability - especially regarding reliability and bounded delays. Because
of this, the IEEE 802.15.4e amendment from 2012 extends the existing standard
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0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
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superframe duration (DSF)

CAP CFP

■■ Figure 2.2: Superframe structure according to the IEEE 802.15.4 standard.

with additional MAC behavior modes to bridge this gap [ABM20, IEE12], each for a
specific application:

■ Asynchronous Multi-channel Adaptation (AMCA) for large deployments
found in smart utility and infrastructure monitoring applications. AMCA does
not support beacon-enabled PANs.

■ Deterministic and Synchronous Multi-channel Extension (DSME) for com-
mercial, industrial, and healthcare applications with stringent delay and relia-
bility requirements such as sensor-actuator networks.

■ Low Latency Deterministic Network (LLDN) for applications like factory
automation aiming for minimal delays below 10 ms. LLDN is limited to star
topologies.

■ Radio Frequency Identification Blink (RFID) for providing an id and op-
tional payload to other devices without association and acknowledgments, e.g.,
in access control or tracking applications.

■ Time-slotted Channel Hopping (TSCH) for process automation applications
with support for channel hopping to minimized the influence of multipath
fading and external interference.

Of these MAC modes, AMCA and LLDN are omitted in recent versions of the
standard [RN20, IEE20]. DSME and TSCH hence seem to be most relevant and are
described in more detail in Sects. 2.4.4.4 and 2.4.4.5 respectively.

2.4.4.2 ZigBee

Since 2002, ZigBee is developed as a high-level communication protocol based
on IEEE 802.15.4’s physical and MAC layer specification. Providing a full-stack
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solution, it is intended for low-power, low-data-rate applications like home automation
or small sensor networks. As an enhancement to pure IEEE 802.15.4, it offers
self-organized mesh networking built upon the Ad-hoc On-demand Distance Vector
(AODV) algorithm for routing, i.e., every device is responsible for route discovery
itself, and a coordinator is only required for gateway tasks. In contrast the IEEE
802.15.4e standards DSME and TSCH, ZigBee does not feature frequency diversity
and is hence prone to external interference. ZigBee operates in a non-beaconed mode
or a beacon-enabled mode, where devices are synchronized and the underlying IEEE
802.15.4 SF is divided into 16 time slots. Here, up to seven time slots can be assigned
to specific devices increasing reliability and timeliness, since access to the slots is
usually contention-based through CSMA/CA [LSH08].

Due to ZigBee’s low robustness, it is rarely used in industrial applications. Never-
theless, the ZigBee IP standard enables IPv6 networking over 6LoWPAN and Routing
Protocol for Low Power and Lossy Networks (RPL).

2.4.4.3 WirelessHART

The HART Communication Foundation (HCF) develops Wireless HART as a counter-
part to the Highway Addressable Remote Transducer (HART) protocol, commonly
used for industrial automation. Similarly to ZigBee, it is based on IEEE 802.15.4’s
physical layer but redefines the data-link, network, transport, and application layers
to accomplish essential goals of the protocol. This includes simplicity of deploy-
ment, flexibility, scalability, reliability, security, and possibility for self-organization
and self-healing. For this, it utilizes mesh routing organized by a single Network
Manager, which also takes care of resource scheduling, path configuration, and time
synchronization.

To diminish interference with other protocols in the 2.4 GHz frequency band, Wire-
less HART employs frequency diversity and a Frequency-hopping Spread Spectrum
(FHSS) mechanism on 16 channels. Additionally, it uses a TDMA-based medium
access with pre-scheduled, fixed-length slots for communication. All in all, it is con-
sidered one of the most popular wireless protocols for industrial process automation
applications [PC09].

2.4.4.4 Deterministic and Synchronous Multi-channel Extension

IEEE 802.15.4 DSME divides time into multi-superframes (MSFs) and further into
superframes (SFs) [IEE20], as shown in Fig. 2.3. SFs consist of 16 time slots, the
first of which is used to transmit beacons containing network and time information
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■■ Figure 2.3: Structure of a DSME multi-superframe.

once every beacon interval. The following 15 slots are separated into two phases:
a Contention Access Period (CAP) with 8 time slots and a Contention Free Period
(CFP) with 7 time slots. The CFP contains so-called Guaranteed Time Slot (GTS)
which are spread over time and frequency and allow exclusive access to the shared
medium after initial allocation. They must be allocated during the CAP through a
3-way-handshake. Additionally, the CAP can be used for exchanging secondary traffic
via CSMA/CA. To increase throughput in a trade-off with reactivity, DSME provides
CAP-Reduction (CAP-R). This converts CAPs to CFPs, preserving only the first CAP
of an MSF for secondary traffic. Other features of DSME include frequency hopping
and automatic detection of beacon collisions.

The structure of a MSF is defined by the superframe order (SO), multi-superframe
order (MO), and beacon order BO. Here, SO determines the duration DS of a slot and
thus the duration DSF of a SF. The duration DMSF of a MSF is specified by MO, and
the length of a beacon interval BI is determined by BO. All durations can be calculated
as multiples of 15.36 ms: DSF = 15.36 ms · 2SO, DMSF = DSF · 2MO−SO, and
BI = DMSF · 2BO−MO. Therefore, the number of SFs per MSF is equal to 2MO−SO.
A schedule of allocated GTS is repeated after every MSF. In order to transmit a packet
with the maximum payload length of of 127 B, SO ≥ 3 is required. With SO = 2
and SO = 1, 66 B and 18 B of payload can be transmitted respectively. Hence, MO,
SO, and BO are natural choices for parameter studies regarding DSME’s adaptability,
as they determine the frequency and the length of the CAP and the CFP.

Distributed Slot Negotiation Fig. 2.4 shows the 3-way GTS allocation handshake
of IEEE 802.15.4 DSME. It is initialized by the unicast transmission of a GTS request
from a node v0 to a node v1. v1 responds with a broadcast of the GTS response to
inform all nodes in its neighborhood about the GTS that is going to be allocated.
When v0 receives the GTS response, it finalizes the handshake with a broadcasted GTS
notify to also inform all nodes in its neighborhood about the GTS that is allocated.
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v0 v1

request

response

notify

■■ Figure 2.4: 3-way slot allocation handshake in IEEE 802.15.4 DSME.

If any of v0’s or v1’s neighbors have already allocated the GTS, i.e., a duplicate
allocation occurs, or if any of the 3 messages is lost, the GTS allocation is rolled back
using the same 3-way handshake. Afterwards, v0 and v1 can try to allocate another
GTS.

2.4.4.5 Time-slotted Channel Hopping

Similarly to DSME, TSCH features a TDMA/FDMA-based channel access enabling
bounded delays and a guaranteed bandwidth per node [IEE20]. Hence, it also increases
the network capacity by employing a multi-channel approach, and mitigates the
influence of external interference through a channel hopping algorithm, where a new
channel is selected before every transmission. Consequently, it is well-suited for
process automation and monitoring applications. In TSCH, beacons are only utilized
for initial time synchronization, but all nodes synchronize on so-called slotframes
afterward [IEE20], as shown in Fig. 2.5. Slotframes are divided into multiple time
slots with a fixed length sufficient for the transmission of a maximum length data
packet and the respective ACK. Several slotframes can simultaneously be active on
different channels. Communication is realized as the assignment of time slots with
an arbitrary channel offset to a pair of nodes. Thereby, shared links are dedicated to
secondary traffic with CSMA/CA for channel access, while dedicated links provide
exclusive channel access, e.g., for primary traffic. At last, it should be said that
TSCH offers mesh networking and is thus not topology dependent. Algorithms
for link scheduling, however, are not in the scope of the standard, and calculating
efficient schedules is not a trivial task that even gains in complexity in networks with
dynamically changing traffic. As discussed in Sect. 2.2, standardized protocols like
6TiSCH Operation Sublayer (6top) and IPv6 over the TSCH mode of IEEE 802.15.4e
(6TiSCH) help with this task but introduce a higher complexity to the network stack
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■■ Figure 2.5: Structure of a TSCH slotframe over the time and frequency domain.

[CVV+21, VW18, SB11]. Additionally, TSCH has been proven to work well with
static link schedules [DANLW15].

2.4.5 Discussion

This section summarizes some of the most prominent MAC protocols for the IIoT.
A particular focus lies on adaptability to dynamically changing primary traffic. Two
technologies seem particularly interesting for data collection in dense multi-hop
networks: DSME and TSCH.

Although TSCH is characterized by a standardized network stack in the form of
6TiSCH and a high degree of flexibility, these aspects can be detrimental from an
agility point of view. For slot allocations, the next higher layer, i.e., 6top, must be
contacted in TSCH. This indirection results in additional overhead. An advantage of
TSCH for the given application scenario is the already built in channel hopping.

For DSME, on the other hand, not the whole stack is standardized but it has been
proven to work with 6LoWPAN without any further adaptation layers. That is because
DSME comes with its own distributed slot allocation mechanism through a 3-way
handshake, which provides excellent prerequisites for high agility. In addition, DSME
offers a strict division into primary and secondary traffic, whereby the phase for
secondary traffic is slightly longer. This increases adaptivity when a network is setup
and many management messages need to be exchanged.

All in all, both DSME and TSCH are well suited for application in data collection
scenarios with dynamically changing traffic. Therefore, a conclusive answer to the
question whether DSME or TSCH is more suitable for quick adaptability is postponed
and taken up again in Chap. 4 under consideration of realistic hardware experiments.
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2.5 Routing Strategies

A variety of routing protocols exist for the IIoT, developed for a wide range of appli-
cation scenarios and constraints. They can be classified by five properties: Proactive
vs reactive, hop-by-hop vs source, static vs adaptive, centralized vs distributed, and
single-sink vs multi-sink routing.

Greedy Perimeter Stateless Routing (GPSR) is a proactive, hop-by-hop, adaptive,
distributed routing algorithm based on the geographic positions of nodes. These
can be either preconfigured or determined via the Global Positioning System (GPS).
Packets are not sent to specific addresses but are forwarded to given coordinates,
so the geographic position of the sink node must be known in advance. Routes are
formed by nodes periodically broadcasting their position in the network. These are
then recorded in routing tables by nodes in the vicinity, so that a packet can always be
forwarded to a node that is closer to the destination coordinates than the current node.
If no closer node is found, the packet is forwarded greedily to a node in the rough
direction of the destination coordinates.

Popular representatives for other routing protocols are, e.g., AODV, Optimized
Link State Routing (OLSR), Open Shortest Path First (OSPF) or RPL. Especially
AODV, OLSR and OSPF are not suitable for adaptive multi-hop networks, because
AODV calculates routes on demand and OLSR and OSPF as link-state protocols
require topology information of the entire network and therefore exhibit an excessive
overhead. RPL, which is the de-facto routing protocol for 6LoWPAN, overcomes
these problems but requires considerable initialization time since Destination Oriented
Directed Acyclic Graphs (DODAGs) are built for routing. These are built through
broadcasts and a target function to minimize, e.g., hop towards the sink. GPSR is
used as the routing protocol in this dissertation, except for experiments in Chap. 4
using RPL.

2.6 Scheduling Strategies

Scheduling, i.e., the allocation of exclusive time and frequency slots to specific nodes,
has a major impact on the performance of IIoT applications. There are three main
types of scheduling: distributed scheduling, where any two nodes directly negotiate
a slot, centralized scheduling, where a coordinator possesses information about the
entire network and assigns slots to all other nodes, and autonomous scheduling where
nodes schedule slots independently based on local information. Distributed scheduling
exhibits swifter adaptability but cannot guarantee perfect scheduling in contrast to
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centralized scheduling due to information asymmetry. The following sections given
an insight into selected, existing autonomous (Sect. 2.6.2) and distributed (Sects. 2.6.1
and 2.6.3) scheduling methods.

2.6.1 Traffic-aware and Prediction-based Slot Scheduling

Traffic-aware and Prediction-based Slot Scheduling (TPS) is a distributed scheduling
algorithm that aims to maximize reliability for nodes with traffic rates fluctuating
around a fixed average. For this, each node determines the number of incoming packets
per MSF Pt at time t and predicts the required slot count λt using an Exponentially
Weighted Moving Average (EWMA) as

λt = β · Pt + (1− β) · λt−1 with λ0 = 0. (2.1)

The particular slots are then chosen randomly. TPS uses a hysteresis to prevent
frequent (de)allocations and includes over-provisioning of one slot or less to reduce
potential queues. Therefore, the final slot target is given by

slot target =


⌈λt⌉ for λt − Scdt−1 > 0

⌈λt⌉+ 1 for λt − Scdt−1 < −2

Scdt−1 otherwise

, (2.2)

where Scd is the number of already scheduled slots.

2.6.2 Orchestra

Orchestra is an autonomous scheduler for TSCH networks in combination with RPL
routing [DANLW15]. Autonomous means that scheduling decisions are neither
centralized nor distributed, but solely based on local information - RPL neighbors
and parents to be precise. Thus, Orchestra exhibits no signaling overhead. Orchestra
schedules over-provisioned communication slots for MAC, routing, and application at
distinct, mutually prime intervals. Four slot types are defined for communication:

■ Common Shared Orchestra Slots (CSs) are shared between all network nodes
for Reception (RX) and Transmission (TX) and are scheduled at a predefined
time and frequency. This enables RPL to transmit broadcasts and discover
neighbors.
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■ Receiver-based Shared Orchestra Slots (RBSs) are shared for TX between
all neighbors of a node. The node itself schedules an RX slot at the same time
and frequency so all neighbors can send packets to it.

■ Sender-based Shared Orchestra Slots (SBSs) are shared for RX between all
neighbors of a node. The node itself schedules an TX slot at the same time
and frequency so it can send packets packets to any of its neighbors. This also
enables broadcasting.

■ Sender-based Dedicated Orchestra Slots (SBDs) are dedicated slots for
transmission of packets from one node to another. This is the most reliable and
energy-efficient solution for steady traffic.

2.6.3 6top Scheduling Functions

The IETF 6TiSCH working group standardized the 6top and 6top Protocol (6P)
that enable distributed slot negotiation for neighboring TSCH nodes. 6P Scheduling
Functions (6P-SFs) define when slots are added or deleted and execute 6P transactions.
Requirements for 6P-SFs are listed in RFC8480 [VW18].

The Minimal Scheduling Function (6P-MSF) (RFC9033 [VVDD21]) is a sim-
plified version of the On-the-fly Bandwith Reservation (OTF) protocol proposed in
[PWW+16] and the default 6P-SF of 6P. It incorporates and combines advances
of prior, discontinued 6P-SFs Scheduling Function 0 (SF0) [DGPA17], Experimen-
tal Scheduling Function (SFX) [DGPA18], and Autonomous Scheduling Function
(ASF) [DVW18]. 6P-MSF schedules slots randomly based on the traffic demand of
neighboring nodes and topology changes, and relocates them in case of collisions. It

slotframe 1 slotframe 2 slotframe 3

ch
an

ne
ls

...

minimal 6TiSCH
configuration

one autonomous
cell per neighbor

scheduled
cells

■■ Figure 2.6: Structure of 6P-MSF with three slotframes and channels for two nodes.
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also schedules autonomous slots with an offset based on the MAC address of nodes.
Hence, the 6P-MSF does not optimize reliability, nor latency [TMV+21]. At its
core, 6P-MSF utilizes three TSCH slotframes as shown in Fig. 2.6. The first hosts
a minimal 6TiSCH configuration with a single slot to enable communication, the
second is dedicated to said autonomous cells, and the third is used for scheduling
shared and dedicated cells.

Several works describe 6P-SFs for the purpose of delay minimization to solve this
issue, including Low Latency Scheduling Function (LLSF) [CWWV16], Recurrent
Scheduling Function (RESF) [DSLF18], and YSF [TMV+21].
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Chapter3Chapter3
Research Approach
This work relies on different methodologies to address the covered topics: theoretical
models, simulations, and hardware experiments. For simulations, openDSME is
executed within OMNeT++, whereas it is embedded into CometOS or Contiki-NG for
hardware experiments. Therefore, the following sections first formally introduce the
systems model (Sect. 3.1) and then cover commonly used metrics (Sect. 3.2) for easier
replicability. Afterward, an overview of openDSME (Sect. 3.3), and insights into the
simulation environment (Sect. 3.4) and hardware setup (Sect. 3.5) are provided. At
last, techniques utilized in this dissertation are presented, i.e., machine learning for
resource-restricted devices (Sect. 3.6).

3.1 System Model

This section formally introduces the system model underlying the following sections.
In general, we consider data collection scenarios with a tree structure at the routing
layer. Such a routing tree can be easily established in any network by using an
appropriate routing protocol like GPSR or RPL. The network is assumed to be
homogeneous in the sense that all nodes gather data at a common rate and send it
towards the root, which either acts as a gateway or directly processes the sensor data.
An exception are Sects. 5.1 and 6.1 that consider full-mesh routing with multiple
source-sink pairs to resemble realistic sensor-actuator networks. Node failures are out
of the scope of this work.

The network can be modeled as an undirected graph G = (V, E). Every node
vi ∈ V represents a network device and an edge (vm, vn) ∈ E symbolizes a wireless
link between devices vm and vn. For every vi , denote Ii the set of nodes within its
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interference range. Let the directed rooted tree T = (V, E′) with root v0 be a routing
tree of G so that E′ ⊆ E. Denote by Ni ⊆ Ii the neighbors of vi in T, i.e., all
communication partners of vi . Similarly, N−i ⊆Ni is the set of children and N+

i the
parent of vi in T. Let γi be the number of nodes in the subtree Ti rooted in vi and
|V| = γ0 be the total number of nodes in the network.

All nodes vi ∈ V \ {v0} generate an average of δ > 0 packets with payload S per
second. Specifically, packet generation occurs on average in intervals of length γ with
bursts of ϵ packets per generation, so that δ = ϵ · γ−1. Two patterns are considered
for the exact distribution of γ: A normal distribution with mean µ = γ, and an
exponential distribution with mean λ−1 = γ. Consequently, the latter case describes
the number of bursts per second by a Poisson distribution with mean λ = γ−1 and
a one second observation interval. All packets Pi generated by node vi must be
forwarded one by one over the path ρi = {(vi , vj), (vj, vk), . . . , (vm, v0)} to v0, i.e.,
via the edges of T. Every node has a finite buffer to store packets for transmission,
where generated and received packets are immediately added to the buffer. Hence,
the communication model can be described by store and forward.

3.2 Metrics and Statistics

To ensure traceability and reproducibility of the results obtained in the following
chapters, this section first formally describes the utilized metrics. A fantastic "survey
on the metrics that matter" is provided in [YKH17], covering metrics of different
network stack layers. This section roughly follows the definitions of this paper but
introduces changes for practical implementation and only presents a selection of the
metrics most used in this dissertation.

Local metrics

■ Throughput (TP) defines the amount of bytes a node vi is transmitting per unit
time, e.g., per second. Similarly, Goodput (GP) is the amount of (payload) data
in bytes that vi transmits in said time, i.e., without header and ACK overhead.
TP and GP can also be reported in packet(s) s−1 if S is constant.

■ Dwell time (DwT) is the duration that a packet remains at a particular node,
i.e., the time between receiving or generating a packet and transmitting it.

■ The Energy consumption of sensor nodes can be assessed in two ways: Either
by measuring the total power consumption at the power supply or by gathering
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information about time spent in different transceiver states. As the required
power in each state is constant, the time in each state directly corresponds to
the total power consumption.

■ Queue level is the average number of packets queued for transmission at each
node. It is closely related to delay and the Packet Delivery Ratio (PDR) because
more packets in the queue lead to longer waiting time. Similarly, the PDR
diminishes if queue drops occur.

End-to-end metrics

■ The Packet Delivery Ratio (PDR) indicates the reliability of a network by ex-
pressing the generated packets Pi

TX by a node vi to the number of packets P0i
RX

received by sink v0 from vi , i.e., ∀vi∈V\{v0} : PDRi =
Pi

TX
P0i

RX
. Consequently,

the PDR is a multi-hop metric for which Pi
TX ≥ 1000 packet(s) must apply

in order to obtain percentages with at least one decimal place.

■ Delay (D) is the time between a packet generation at a node vi and its reception
time at the sink v0. Obviously, there is a strong correlation between the path
length |ρi | and delay. Hence we normalize delay by the number of hops to
ensure comparability between all nodes in the network

In general, the mentioned metrics are not recorded directly after the start of each
network participant but with a certain delay. Specifically, the Start time (ST) ensures
that all nodes are associated with the network before any packets are generated.
Afterward, dummy packets, which are not recorded in the statistics, are generated
during the Warmup Duration (WD). This enables evaluating a network in a settled
state where an initial schedule is already created. Otherwise, the PDR would indicate
severe packet loss for the first few transmissions where transmission slots are not yet
available.

For simplified presentation, a network-wide average of the listed metrics is often
calculated. It is the average over all nodes in the network, e.g., for the PDR it is
given by |V|−1 ∑vi∈V\{v0} PDRi . Confidence intervals are calculated over several
averages, which are obtained by repeating the experiment. If not stated otherwise,
experiments are conducted with at least 15 repetitions per parameter and all results
are shown with a 95 % confidence level.
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3.3 openDSME

openDSME is an open-source implementation of IEEE 802.15.4 DSME, developed by
the Institute of Telematics at Hamburg University of Technology [Kau19, KKLT16b,
BK16]. It is designed for portability to a variety of platforms, including network
simulators like OMNeT++ (see Sect. 3.4.1) or Cooja, but also hardware platforms.
In particular, the ATmega256RFR2 and the M3 Open Node are supported through
CometOS (see Sect. 3.5.2) and the latter can also be used in conjunction with Contiki-
NG (see Sect. 3.5.3) for experiments in the FIT IoT-Lab. Recently, Alamos et al.
ported openDSME to RIOT, opening up a variety of other platforms as evidenced by
their initial experiments with openDSME over LoRa [ÁKSW21a].

Fig. 3.1 shows openDSME’s internal structure, which can be roughly divided into
four central entities. The DSMEPlatform represents an abstraction layer between
openDSME and a hardware or software platform and provides, among other things,
transceiver switching, timer operation, and an interface for transmitting messages
from a higher layer and receiving messages from the physical layer. The DSMELayer
implements the core functionality according to the IEEE 802.15.4 standard and can
be controlled via the standardized MAC Common Part Sublayer Service Access
Point (MCPS-SAP) and MAC Sublayer Management Entity Service Access Point
(MLME-SAP) interfaces. Alternatively, the DSMEAdaptionLayer can be used
which provides additional functionality outside the scope of the standard such as
scheduling and automatic association on top of the aforementioned interfaces to allow
seamless integration of openDSME into a network stack.

openDSME is entirely written in C++ without any dependencies on the standard
library to reduce code size. Instead, all required data structures are shipped with
it. To the author’s knowledge, there is currently no other implementation of IEEE
802.15.4 DSME available, apart from analytical models. For a comprehensive tutorial
on openDSME refer to [KKT19b].

3.4 Simulation Environment

The following two sections introduce the simulation environment, i.e., the simulation
library and framework OMNeT++, and INET, a standard model library for OMNeT++
which is utilized in this work.
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■■ Figure 3.1: Internal structure of openDSME according to F. Kauer [Kau19].

3.4.1 OMNeT++

OMNeT++ is a discrete, event-based simulation library and framework intended
for building network simulators [VH08, Var19]. It is written in C++ and allows
users to implement models as instantiable components, which can be abstracted and
bundled into compound components with help of OMNeT++’s NEtwork Descrip-
tion (NED) language. Networks can be defined similarly, where the term network
applies to everything from wireless networks to wired networks to simple queuing
networks. Simulation time is decoupled from real time, which allows the execution
and assessment of large simulation models, multitudes faster than executing them on
hardware.

Other features of OMNeT++ include an IDE based on Eclipse with extensive
debugging support, which simplifies model development. OMNeT++ does not include
a model library for network protocols but instead relies on INET as described in
Sect. 3.4.2 [Var19, MVK19].
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3.4.2 INET

INET is the de facto standard model library for OMNeT++, maintained by the
developers of OMNeT++ with contributions from the community [MVK19]. It
contains implementations for several application protocols, Internet protocols (e.g.
Transmission Control Protocol (TCP), UDP, Internet Protocol Version 4 (IPv4), and
IPv6), link and physical layer protocols (e.g. Ethernet, IEEE 802.11, and IEEE
802.15.4), and physical models. Following the example of OMNeT++, it employs
modules that can be freely combined via gates.

Several simulation frameworks extend INET for specific applications like vehicular
communication (Veins [SGD11]), LTE communication (SimuLTE [VSN15]), and
Mobile Adhoc Networks (MANETs) (INETMANET [AI19]). For openDSME, a
slightly modified fork of INET is utilized.

3.5 Hardware Environment

The following sections provide an overview of the setup and environment for the
conducted hardware experiments .

3.5.1 FIT IoT-LAB

All hardware experiments are conducted on physical nodes in the Future Internet
Testing (FIT) IoT-LAB [ABF+15], a group of seven testbeds scattered all over France.
The testbeds feature different types of hardware and diverse environmental conditions
and deployments. For example, the Grenoble testbed exhibits realistic conditions
with nodes deployed in offices and hallways under the floor and in the ceiling, while
the Strasbourg testbed features a laboratory room with little external interference, as
shown in Fig. 3.2. All testbeds can be access via a unified web interface or REST
API.

The target hardware are M3 Open Nodes, featuring 32 bit Cortex M3 CPUs with
a maximum clock speed of 72 MHz, 64 kB Random-access Memory (RAM) and
256 kB Read-only Memory (ROM). It is shown in Fig. 3.3. The M3 Open Node is
supported by the real-time operating systems CometOS and Contiki-NG, which are
further explained in Sects. 3.5.2 and 3.5.3.
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(a) Grenoble testbed. (b) Strasbourg testbed.

■■ Figure 3.2: Testbeds of the FIT IoT-LAB utilized for experiments in this dissertation
[IL22b]. In Grenoble, nodes are deployed in the floor and ceiling of an office
building, in Strasbourg they are located in a shielded room [IL22a].

■■ Figure 3.3: The M3-Open Node used for all hardware experiments.

3.5.2 CometOS

CometOS is a small, extensible real-time operating system for WSNs written in C++
and developed by the Institute of Telematics at Hamburg University of Technology
[Unt14]. It is designed similarly to OMNeT++ in the sense that it implements
functionality in modules that exchange messages via gates. These modules also can
be executed in OMNeT++ through adapter classes. For hardware platforms, CometOS
offers a non-preemptive scheduler, modules, gates, and message passing [Wei17].
It only requires a slim, hardware-dependent Platform Abstraction Layer (PAL) and
supports dynamic memory allocation. A key feature of CometOS is its ability to
deploy hybrid testbeds, i.e., one part of an experiment is simulated in OMNeT++ and
another part on physical hardware, with both parts communicating as usual [UWT12].
This allows for an easier code transition from simulation to hardware platforms
[Unt14]. In CometOS, openDSME is not evaluated with an IPv6 stack, but with
flooding-based routing and a simple application layer that sends data periodically.
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3.5.3 Contiki-NG

Contiki-NG (short for next generation) was created in 2017 as a fork of the Contiki
real-time operating system [Kur18]. It is open-source, cross-platform, and specifically
designed for the next generation of IoT devices, e.g., 32 bit Microcontroller Units
(MCUs) like the ARM Cortex M3. In contrast to Contiki, it focuses on improved
documentation, code structure, and RFC-compliant IPv6 communication. For this, it
does not only contain an implementation of a standard IPv6 protocol stack according to
the IETF consisting of IPv6, 6LoWPAN, 6TiSCH, RPL, and COAP, but also protocols
like BLE, IEEE 802.15.4, and MQTT. In Contiki-NG, openDSME is executed as a
sublayer of 6LoWPAN with IPv6 addressing and RPL for routing.

3.6 Machine Learning for Resource-restricted Devices

Throughout this dissertation, ML algorithms are utilized for optimizing the op-
eration of the MAC layer, specifically the contention-based channel access (see
Sect. 5.2). Thus, the following sections provide a brief overview of existing ML
classes and explicate specific algorithms. A particular emphasis is put on applicability
on resource-restricted sensor devices with less than 100 kB RAM, 200 Mbit ROM, a
32-bit processors with less than 100 MHz clock speed, and no floating-point unit. A
more detailed overview of the target hardware is provided in Sect. 3.5.

The following sections introduce the three main classes of ML: Supervised Learn-
ing (SL) in Sect. 3.6.1, Unsupervised Learning (UL) in Sect. 3.6.2, and Reinforcement
Learning (RL) in Sect. 3.6.3. Other learning problems, such as semi-Supervised
Learning, self-Supervised Learning, or Transfer Learning (TL), usually borrow con-
cepts from these three main classes, and are out of the scope of this work. For a good
reference refer to [Zha20]. Sects. 3.6.3.2 to 3.6.3.4 in particular deal with Q-learning
(QL) and a special QL variant for cooperative multi-agent systems, which forms the
basis for the algorithm presented in this thesis.

3.6.1 Supervised Learning

Supervised Learning (SL) is a ML technique, which iteratively updates an approxi-
mation function mSL, also called model, using tuples of training data (xi , yi) from
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given sets of structured input data XSL = {x0, . . . , x|XSL |−1} and labeled output data
YSL = {y0, . . . , y|YSL |−1} [Liu11] so that ultimately

mSL(xi) ≈ yi for 0 ≤ i < |XSL| = |YSL|. (3.1)

Afterwards, mSL can be used to predict outputs of unseen input data [CCD08]. In
this context, the expressiveness of the input data, also called features, plays a major
role for the required training time and the quality of the approximation function mSL.
Hence, careful feature selection is essential in SL [ZNLW19]. Popular SL models
and algorithms include, but are not limited to, Naive Bayes (NB), Support Vector
Machines (SVMs), Decision Trees (DTs), Random Forests (RFs) and Artificial Neural
Networks (ANNs) [CNM06, SHG19], with the main task being the prediction of
quantitative and qualitative outputs, i.e., regression and classification tasks [HTF08].

A disadvantage of SL is the necessity to acquire labeled, well-balanced datasets
from realistic environments. This is especially difficult in the IIoT, where environ-
mental conditions are constantly changing. Rare fault cases are often unknown and
can hardly be covered sufficiently or reproducibly [WSM+21, AAG+21]. Hence,
adaptation is often only possible with large amounts of data and complex models,
the collection and design of which increase costs and are usually not suitable for
resource-restricted devices [MYH+19].

The most popular machine learning models today are presumably ANNs, which
can be efficiently trained through backpropagation [RHW86] and show great potential
for abstracting and solving complex tasks [AJO+18]. For this very reason, there has
been a lot of effort recently to bring complex ANNs to resource-restricted devices, as
further elaborated in Sect. 3.6.1.1.

3.6.1.1 Lightweight Supervised Learning

A common workflow for SL is to train ANNs offline and then utilize the trained model
on another device. On resource-restricted devices without floating-point unit and
limited memory, however, even their execution, or inference, is a challenging task.

One solution, called deep compression, is characterized by a three-step pipeline
[HMD15]. The idea is to compress an ANN to reduce its size and speed up inference.
The first step is network pruning, where weights below a certain threshold are dis-
carded because they do not influence the calculation. The next step is quantization
and weight sharing, during which weights are first sorted into bins so that they can be
accessed via common indices. At last, Huffman encoding is applied. This approach
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achieves remarkable results by not only reducing the ANN’s size but also enhancing
execution time and prediction accuracy. It is also integrated into state-of-the-art
frameworks such as TensorFlow Lite [AAB+15], increasing the accessibility of SL
on resource-restricted devices.

3.6.2 Unsupervised Learning

In contrast to SL, Unsupervised Learning (UL) does not require labeled output data but
discovers intrinsic structures and patterns in the input data XSL = {x0, . . . , x|XSL |−1}
itself. Common applications are clustering, where data is grouped into logical
sets based on similarity of the input features [Liu11], and dimensionality reduction
[HSLZ21]. Popular UL algorithms include K-means, Principal Component Analysis
(PCA), Singular Value Decomposition (SVD), and ANN autoencoders [Liu11].

In general, UL performs worse than SL in real-world applications as the number
of input features tends to be large [UQR+19], and clusters may not be clearly sep-
arable [Zha20]. However, semi-supervised learning methods offer a promising, yet
more unstable, solution where a model is first trained with supervised methods, and
afterward, unlabeled data is introduced to it [vEH19].

3.6.3 Reinforcement Learning

The main idea of Reinforcement Learning (RL) is that an agent interacts with an
environment by observing its state St at time t and executing an action at ∈ At in
response to it, changing the state of the environment. Here, At is the set of available
actions in state St. The agent then observes the next state St+1 and receives a reward
Rt in response to the executed action. The goal is to maximize the total reward, i.e.,
the sum of rewards attained in St and all future states St+i . This way, the agent may
learn an optimal policy of actions for any finite Markov Decision Process (MDP). The
interaction between the agent and the environment is also depicted in Fig. 3.4.

3.6.3.1 Exploration and Exploitation

Some works have already described the importance of exploration for the quality
of RL, particularly when applied to MAC protocols [KCM+16, LJS20]. In essence,
exploration ensures that a QL agent performs different (usually random) actions from
time to time to evaluate their effectiveness. On the other hand, executing too many
random actions leads to a sub-optimal behavior. Thus, there is a fine balance between
exploration and exploitation of already learned behavior [SP17].
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■■ Figure 3.4: Interaction of an agent with its environment in RL.

For application on resource-restricted devices, a basic exploration strategy is a
constant exploration rate ρ, however, it tends to be slow and increasing ρ would
results in too many random actions. Another popular exploration strategy is ϵ-greedy.
It selects random actions with probability ρ > 0, where ρ exponentially decreases
over time. The goal is to reach an optimal stable state as fast as possible, however,
it is a one-shot learning task. That means, ρ is never increased again and changes in
the environment cannot be explored sufficiently fast. Additionally, ϵ-greedy initially
results in many collisions because many random actions are selected [ALNT14].
A variety of other exploration strategies exists that can be categorized to different
exploration classes - for an overview refer to [AGS+21].

3.6.3.2 Q-learning

Q-learning (QL) is a model-free, off-policy RL algorithm which optimizes a policy of
taken actions using rewards. Model-free means that no underlying model is required
for learning, but the algorithm finds an optimal policy by exploring At. Exploration
can be realized by taking random actions so that the desired policy does not have to
be followed during training. i.e., off-policy learning [WD92].

QL uses so-called Q-values, associated with St and at, to express the quality of
executing at in St. To incorporate future rewards while updating Q-value, QL relies
on a weighted form of the Bellman equation which is expressed as

Q(St, at)← (1− αRL)Q(St, at) + αRL

(
Rt + γ max

a
Q(St+1, a)

)
. (3.2)

Here, αRL is the learning rate, determining the influence of a newly calculated Q-
value, and γ is a discount factor, determining the influence of future rewards [WD92].
In other words, γ expresses how far the agent looks into the future. For γ = 0, it only
considers Rt, while it considers all future rewards for γ = 1. For systems without
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final state, γ < 1 is chosen to ensure that Q(St, at) does not become infinite by
summation of all future rewards [Mel01].

3.6.3.3 Q-value Representation

One of the main challenges of QL is to represent the Q-values for every state-action
pair. In theory, any linear function approximator can be exploited without influencing
the stability of the algorithm. Especially for problems with large or continuous action
spaces, this reduces the number of states, and thus memory usage, and the number of
required training steps [DAMH21]. The idea is to approximate Q-values Q(St, at) by
carefully selecting features and updating the approximation using gradients. However,
execution can still be quite resource-intensive, e.g., if linear combinations of many
features are used.

As an alternative, a simple table with |St ×At| values can be employed [LJS20].
Training is as simple as writing a value Q(St, at) to the designated cell so that
a maximum of |At| + 1 lookups is required for each training step, according to
Eq. (3.2). Hence, this approach is applicable on resource-restricted devices.

At last, it should be said that there has been a lot of effort to enable QL with non-
linear function approximators, e.g., deep ANNs [AAT+19]. Training ANNs through
backpropagation is quite resource-intensive, rendering them unsuitable for online-
training on embedded devices. Additionally, storing weights consumes plenty of
memory and hence only pretrained ANNs can be utilized as elaborated in Sect. 3.6.1.1.

3.6.3.4 Cooperative Multi-agent Q-learning

In the IIoT, agents are usually represented by network nodes that execute the QL
algorithm locally but are expected to learn a globally optimized behavior. This is
not feasible with regular QL, so adapted QL algorithms for multi-agent systems are
required.

Lauer and Riedmiller propose an enhanced QL algorithm for cooperative multi-
agent systems [LR00] under the assumption that complex interactions between multi-
ple agents cannot be modeled by a local MDP. Hence, they utilize a global Q-table
which models rewards for all combinations of actions in the network. An example is
given by Tbl. 3.1 for two agents and two actions a’ and a”.
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Global agent 0

Q-table a’ a”

a’ 1 -1
agent 1

a” -1 10

agent 0

(local)

a’ a”

1 10

agent 1

(local)

a’ a”

1 10

■■ Table 3.1: Example of a global Q-table for two agents with two actions a’ and a”,
and the respective local Q-tables.

Global agent 0

Q-table a’ a”

a’ 10 -1
agent 1

a” -1 10

agent 0

(local)

a’ a”

10 10

agent 1

(local)

a’ a”

10 10

■■ Table 3.2: Example of a global Q-table of a wrong final policy for two agents with
two actions a’ and a”, and the respective local Q-tables.

Under the assumption that all agents behave cooperatively, i.e., they try to choose
actions which maximize the reward from the global Q-table, every agent updates its
local Q-table per state St and action at ∈ At according to

Q(St, at)← max{Q(St, at), Rt + γ max
a

Q(St+1, a)} (3.3)

Here, Q(St, at) is only updated if a newly calculated Q-value is larger than Q(St, at).
This ensures an optimal policy after all possible actions have been explored. For
example, agent 1 could choose action a”. Depending on agent 0, agent 1 experiences
two different rewards, -1 and 10. It only stores a reward of 10 for action a”, as given
by Eq. (3.3), under the assumption that agent 0 also chooses action a” to maximize
the global reward. Thus, the agents achieve cooperation.

A problem arises if multiple policies lead to an optimal reward as shown in Tbl. 3.2.
The combination of actions (a’, a’) and (a”, a”) both yield a reward of 10 and in
compliance with Eq. (3.3), both agents update their local Q-values to Q(St, a’) = 10
and Q(St, a”) = 10. Therefore, agent 0 could choose action a’ while agent 1 selects
action a” as both actions yield the same reward. The combination (a’, a”), however,
only yields a reward of -1. Thus, the agents fail to agree on an optimal policy.
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3 RESEARCH APPROACH

A solution is to maintain the optimal policy π(St) per state as a separate, additional
table. π(St) is learned in parallel to local Q-values as

π(St)←


argmax

a
Q(St, a)

if max
a

Q(St, a) >

Rt + γ max
a

Q(St+1, a)

argmax
a

Rt + γQ(St+1, a) otherwise

. (3.4)

That means, an agent only selects a new action for St if the associated Q-value is
strictly greater than the Q-value of the current policy π(St). This way, a switch of
actions is avoided for duplicate global rewards, and all agents agree on policy π(St)

which yielded the duplicate reward first.
In their work, Lauer and Riedmiller mention that the described algorithm is not

applicable to stochastic environments, and they later propose an alternative algorithm
[LR04]. It, however, requires more memory and is hence less feasible for resource-
restricted devices. Sect. 5.2.2 proposes an alternative solution.
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Chapter4Chapter4
A Comparison of DSME and TSCH

on Hardware
As clarified in the discussion in Sect. 2.4, both TSCH and DSME exhibit promising
properties for high adaptivity to dynamically changing traffic. For TSCH, this includes
the standardized IIoT stack, dynamic frequency hopping, and a flexible frame structure
that allows cells to be used for several purposes. In DSME, the distributed slot
negotiation handshake and the CAP stand out, which enable fast (de)allocation of
slots.

Despite several works in the literature concerning the theoretical evaluation and
comparison of DSME and TSCH, there are - to the authors knowledge - little to no
works performing a hardware-based comparison. Consequently, the following sections
address this shortcoming by comparing both protocols on hardware with a focus on
their adaptability to dynamically changing traffic. In particular, Sect. 4.2 briefly
describes the integration of openDSME into the Real-time Operating System (RTOS)
Contiki-NG, and Sects. 4.3.2, 4.3.4 and 4.3.5 are dedicated to the comparison of
DSME’s and TSCH’s association time, slot allocation time, reliability, and throughput
in data collection scenarios, respectively.

The results show that both protocols are suitable for application in the IIoT but
DSME provides better adaptability, where the major differences can be summarized

[ Excerpt of an extended work to be published in collaboration with I. Mantilla-González. The author
was responsible for the integration of openDSME into Contiki-NG and for gathering and describing the

following results. Additional insights and results have been collected by I. Mantilla-González.
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as follows:

■ TSCH features faster association by waiving dedicated messages

■ DSME exhibits a significantly lower slot allocation time

■ DSME achieves higher reliability, but TSCH a lower dwell time and higher
throughput

4.1 Related Work

Few works on the comparison of DSME and TSCH exist [PCN21, APMB15,
CMML20, KSKT18, JAG+16], most of them built upon theoretical models. Alderisi
et al. evaluate DSME’s and TSCH’s delay in realistic process automation environ-
ments by means of simulation in OMNeT++ [APMB15]. They show that DSME
outperforms TSCH in terms of end-to-end delay for networks with more than 30
nodes. Similarly, Kurunathan et al. evaluate all IEEE 802.15.4e protocols using a
theoretical model in terms of throughput and delay [KSKT18]. They confirm the
results from [APMB15] and also attribute higher throughput to DSME.

Another theoretical model in the form of a Markov chain is provided in [CMML20].
They extend the consideration of throughput and delay to energy consumption. Ad-
ditionally, they verify their results by simulating DSME and TSCH in two different
simulators due to the lack of a common implementation. Contradicting the previously
presented works, they find that TSCH provides higher throughput and lower latency
than DSME. This reveals a serious problem of both protocols, namely that there
is no recommendation for setting the relevant configuration parameters, and thus
comparability across multiple works is rarely given.

Finally, it should be said that openDSME has recently been ported to RIOT
[ÁKSW21b], which provides an implementation of TSCH and the 6LoWPAN stack
similar to Contiki-NG [BGH+18]. Thus, a comparison of the two protocols in RIOT
is an obvious next step. At this time, however, to the author’s best knowledge there
exist no comparisons of DSME and TSCH on hardware.

4.2 Integration with Contiki-NG

In the context of this dissertation, openDSME has been ported to the RTOS Contiki-
NG and interfaced with the existing 6LoWPAN stack and MQTT application layer,
where Fig. 4.1 details its position in the Contiki-NG stack. As highlighted, mainly the
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MQTT

TCP/IP

6LoWPAN

MSF DSMEPlatform

TSCH
openDSME

DSMEPlatform

IEEE 802.15.4 PHY

■■ Figure 4.1: Integration of openDSME in the Contiki-NG software stack.

implementation of the DSMEPlatform class is required, which was reimplemented
based on a deprecated openDSME port for Contiki [Kau19]. The class handles essen-
tial communication with the upper protocol layers and the IEEE 802.15.4 physical
layer, memory and timer management, configuration of the MAC layer, and logging.
Contrary to the TSCH implementation, an additional hardware timer for DSME has
been set up, since the software timers provided by Contiki-NG did not attain the
required precision for the execution of DSME. This insight was achieved through an
elaborated series of tests.

The TSCH implementation has been extended by an existing 6P-MSF implementa-
tion, which is currently under review for incorporation into Contiki-NG [ÁKSW21b].
Corresponding MQTT clients implementations have been written for both protocols.

4.3 Hardware Evaluation

The following sections describe the realization and results of the hardware-based
comparison of TSCH and DSME in the FIT IoT-LAB. It is performed using Contiki-
NG on M3 Open Nodes as described in Sect. 3.5.1. The evaluation is divided into three
parts, preceded by the scenario description in Sect. 4.3.1. The first part in Sect. 4.3.2
examines DSME’s and TSCH’s association process, Sect. 4.3.4 the slot allocation
process, and Sect. 4.3.5 their reliability, dwell time, and energy consumption in
realistic data-collection scenarios.
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SSH
Frontend

FIT IoT-LABMQTT Broker

SSH
Tunnel

■■ Figure 4.2: Scenario description for the hardware-based comparison of DSME and
TSCH.

4.3.1 Scenario Description

The following experiments are performed in FIT IoT-LAB’s Strasbourg testbed, where
nodes employ MQTT and periodically collect and send data to an MQTT broker in an
external network to mimic realistic conditions. To avoid interference from external
parties, a private MQTT broker is set up, which is accessible to the gateway via an
Secure Shell (SSH) tunnel. The scenario is detailed in Fig. 4.2. For the experiments,
nodes are deployed in a grid-like physical topology as shown in Fig. 4.5c, for which
RPL then creates a logical routing tree with node 28 acting as the gateway. It should
be noted that this logical topology is subject to constant variation and MQTT is only
used as an application layer - all measurements are done directly at the MAC layer.

Tbl. 4.1 summarizes the most important parameters for the experiments with TSCH
and DSME. Since both protocols are quite different in detail and have a large number
of configuration parameters, the configuration was selected as recommended by stan-
dard documents or related work. This is especially true for the scheduling algorithms
6P-MSF and TPS. Obviously, both protocols can continuously be further optimized
for specific scenarios, but the following experiments are intended to compare both
protocols in a realistic configuration and show fundamental differences on protocol
level.

4.3.2 Association Time

The association process, i.e., how nodes join the network, is an elementary difference
between DSME and TSCH. DSME utilizes a handshake while TSCH synchronizes
on any message transmitted by nodes that have already joined the PAN. One should
note that RPL, and hence the routing from Fig. 4.5, does not have an influence on the
association process. Fig. 4.3 shows the association time of all network participants
using DSME and TSCH for a single run - yet several runs have been performed
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Protocol Scheduler Slots Topology Nodes Collection Interval

Association Experiment

DSME TPS 28 grid 10 - 30 1000 ms

TSCH 6P-MSF 101 grid 10 - 30 1000 ms

Allocation Experiment

DSME TPS 28 pair, star, grid 1 - 15 100 – 1000 ms

TSCH 6P-MSF 101 pair, star, grid 1 - 15 100 – 1000 ms

Data Collection Experiment

DSME TPS 28 grid 15 1000 ms

TSCH 6P-MSF 101 grid 15 1000 ms

■■ Table 4.1: Parameters for the hardware-based comparison of DSME and TSCH.
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■■ Figure 4.3: Network association time of DSME and TSCH for all network partici-
pants.

leading to identical results. It can be seen that TSCH outperforms DSME in terms
of association time due to the shortened allocation process, resulting in about 20 ms
using TSCH and about 21 s using DSME for all 15 nodes to associate. An interesting
observation is that nodes associate in specific intervals using DSME corresponding
to a beacon interval and a CAP, as illustrated in Fig. 4.3a. On the other hand,
the association timings are more diverse with TSCH because a node is considered
associated as soon as it receives any message from an associated node.

Fig. 4.4 shows the total network association time, i.e., the time between the first
association of a node with the coordinator and the association of the last node for
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■■ Figure 4.4: Total network formation time for an increasing number of nodes.

increasing network sizes. Notice the break in the y-axis. As discussed, TSCH
achieves significantly lower association time. For both protocols, the association time
increases with increasing number of network participants, although the total network
association time is rather defined by the maximum number of hops to the sink than
the total number of participants. Congestion of the respective secondary traffic phases
could not be detected.

4.3.3 RPL Network Configuration

The following sections describe experiments with RPL routing in the same base
configuration, applied to TSCH and DSME networks. To gain a better understanding
of the established networks’ structures, Fig. 4.5 shows the neighbor graph using RPL
for fixed physical topologies with different numbers of nodes. From this graph, RPL
generates routing graphs for TSCH and DSME, respectively. One should note that
the established routes are subject to ongoing changes and Fig. 4.5 only represents a
configuration at one point in time.
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(c) Gateway and 15 network participants.

■■ Figure 4.5: Neighbor graph and RPL routing graph for DSME and TSCH with
gateway and RPL root 28.

As illustrated in Fig. 4.5c, DSME and TSCH use similar connections close to the
sink (node 28) but different routes everywhere else in the network. That is because
RPL greedily selects a parent with minimum distance to the sink and only changes
it if another node advertises a significantly shorter routes. Insignificant changes are
ignored so that nodes often remain with their initial selection. Fig. 4.5 also details the
RPL network for five and ten network participants, where a star topology is created
for both DSME and TSCH with five participants.

For the following experiments, it is yet particularly important that all networks have
the same characteristics. Fig. 4.6 shows histograms of the relevant statistics: depth
and density. For the exemplary routing graphs from Fig. 4.5c, DSME and TSCH
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■■ Figure 4.6: Number of nodes with a given depth and with a given number of
neighbours in a RPL network using DSME and TSCH.

exhibit about the same number of nodes per depth but DSME also has nodes with
depth four and five, as shown in Fig. 4.6a. On the other hand, the TSCH is slightly
denser as illustrated by Fig. 4.6b. However, with both protocols nodes have at least
five neighbors so that the network is quite dense.

4.3.4 Slot Allocation Time

The slot allocation time is crucial for the adaptivity of MAC protocols, since it
determines how fast they can react to changes in traffic. Therefore, Fig. 4.7 shows
the average slot allocation time of DSME and TSCH for increasing packet generation
rates and increasingly larger and denser networks. For this purpose, we define the slot
allocation time as the duration between sending an allocation request and receiving
the allocation response with TSCH, or until the GTS notify is sent with DSME.

It can be seen that the slot allocation time increases with increasing network
density, i.e., with an increasing number of nodes. That is because both protocols
utilize contention-based channel access for exchanging secondary traffic and are hence
susceptible to collisions that result in retransmissions and additional delay. Across the
different packet generation intervals, however, there is little difference in allocation
time because the Contiki-NG MQTT implementation limits throughput to increase
reliability. This problem is explained in detail in Sect. 4.3.5. It should be noted that
the median slot allocation time is generally low for both protocols, but high outliers
occur caused by collisions during the allocation process as shown in Fig. 4.8. DSME
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■■ Figure 4.7: Average slot allocation time for DSME and TSCH for increasing packet
generation intervals and network sizes.

exhibits a significantly lower slot allocation time than TSCH, and thus, higher agility.
This is mainly attributable to the CAP and the built-in allocation mechanism.

DSME’s and TSCH’s allocation timing is broken down over multiple runs in
Fig. 4.9, thus also showing the time variance in slot negotiation. For DSME, the
scheduler is executed at the beginning of the CFP so that slot requests are initialized
outside of the CAP and then dispatched in the next CAP. The other messages are
delayed primarily due to the randomness of the CSMA/CA algorithm but transmitted
within a single CAP, so that the total allocation time is low. For TSCH, as shown in
Fig. 4.9b, the request is always sent shortly after its initialization. The other messages,
however, are significantly delayed and exhibit a large spread due to the indirection via
6top and the high number of slots in the frame structure.

49



4 A COMPARISON OF DSME AND TSCH ON HARDWARE

DSME TSCH

100 400 700 1,000
0

1

2

3

packet generation interval [ms]

av
g.

al
lo

ca
tio

n
tim

e
[s

]

(a) 1 node.

100 400 700 1,000
0

5

10

15

packet generation interval [ms]
av

g.
al

lo
ca

tio
n

tim
e

[s
]

(b) 15 nodes.

■■ Figure 4.8: Median slot allocation time and upper and lower quartile for DSME and
TSCH for increasing packet generation intervals and network sizes. The whiskers
indicate minimum and maximum values.

Finally, Fig. 4.10 shows the number of successful and failed slot allocation attempts.
It can be seen that DSME performs slightly more successful allocations than TSCH
but also exhibits a significantly higher number of failed transmissions. The main
reason for failed transmissions are lost packets and resulting timeouts, i.e., when
no ACK is received. The shown results and further testing reveal that the packet
generation interval has no consistent influence on the success rate and the variation is
caused by external influences, e.g., interference.

4.3.5 Data Collection

The following subsections examine TSCH and DSME in a realistic data-collection
scenario, as described in Sect. 4.3.1. One should notice that metrics are not obtained
at the application layer but at the MAC layer to exclude unwanted side effects.

Through a series of tests, it became apparent that the MQTT backend implemen-
tation in Contiki-NG drops packets received from the MQTT frontend. The ratio of
dropped packets is shown in Fig. 4.11 and is high for both protocols and all packet
generation intervals. This behavior results in the MAC protocols receiving about
the same number of packets from the higher layers for transmission for all packet
generation intervals. The behavior suggests that Quality of Service (QoS) level 1 is
used internally, where an ACK must be received before a new packet can be sent.
However, the MQTT frontend defaults to QoS level 0, so the reason could not be
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■■ Figure 4.9: Timing of the slot negotiation process in DSME and TSCH.

finally clarified and should be reconsidered in another work. The following data
collection evaluation therefore only considers a packet generation interval of 1 s.

4.3.5.1 Reliability and Delay

Fig. 4.12 shows DSME’s and TSCH’s link PDR, i.e., the ratio of successfully delivered
packets to transmission attempts to an immediate neighbor. At all nodes, DSME
reaches a PDR of 100 % while TSCH loses packets at all nodes. Especially at nodes
with high contention like node 14, 26, 38, and 40, many packets are lost. The results
indicate that, e.g., node 26 and 14 are subject to reciprocal interference in shared or
dedicated slots.

Despite the lower PDR, TSCH attains a significantly higher throughput as shown
in Fig. 4.13a where node 16 and node 26 represent nodes in one-hop distance to the
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■■ Figure 4.10: Successful and failed slot allocations using DSME and TSCH for
increasing packet generation intervals.

100 400 700 1000
0

0.25

0.5

0.75

1

packet generation interval [ms]

pa
ck

et
dr

op
ra

tio

DSME TSCH

■■ Figure 4.11: Ratio of dropped packets in the Contiki-NG MQTT backend imple-
mentation.

sink, and node 36 and 52 represent leaves with little interference. In general, the
throughput of both protocols is low due to the reasons discussed in Sect. 4.3.5. For
both protocols, the throughput is higher close to the sink because node 16 and 26
forward packets from other nodes. At this point, it should be said that DSME has
the potential to increase throughput beyond the limits of TSCH’s throughput through
CAP-Reduction (CAP-R). However, tests have shown that utilizing CAP-R leads to
a prolonged network setup time, and slots cannot be allocated fast enough. That is
because only a single CAP can be used, which also has to serve RPL broadcasts. After
30 min of execution, almost no data messages have been transmitted through DSME
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■■ Figure 4.12: Packet Delivery Ratio of DSME and TSCH for all network participants.
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■■ Figure 4.13: Single hop throughput and dwell time of DSME and TSCH on MAC
level for increasing packet generation intervals.

with CAP-R. Therefore, a dynamic CAP-R algorithm that reduces CAPs gradually, as
proposed in Chap. 8, would be favorable to improve performance.

The increased throughput also results in a lower dwell time using TSCH as indi-
cated in Fig. 4.13b. In other words: packets are queued for less time using TSCH
indicating the creation of a more efficient schedule by 6P-MSF in comparison to TPS.
Additionally, 6P-MSF has the advantage of using a minimal 6TiSCH configuration in
the second slotframe which allows nodes to directly transmit packets without allo-
cating slots and hence reduces initial queuing time. In TPS, queued packets are not
considered by the scheduler, so it can take a long time to empty the queue.
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4.3.5.2 Energy Efficiency

At last, we consider the energy consumption of DSME and TSCH expressed by
the active times of the transceiver for data reception and data transmission. Here,
the time in the RX state also includes time for the reception idle time. The active
times where collected in software through the Energest module of Contiki-NG
because hardware-based measurements were overshadowed by the consumption of
the processor. Furthermore, the active times of the processor and time spent in the
sleep state were recorded.

Fig. 4.14a shows the time share of both protocols in the active RX state. As
expected, it is just over 50 % for DSME, since nodes must be active during the CAP
which accounts for exactly 50 % of the frame structure. In addition, there is active
time for receiving beacons and data messages. For TSCH with 6P-MSF on the other
hand, only one slot per neighbor of 101 available slots in slotframe 1 is initially used
for dedicated management messages and synchronization takes place based on data
messages. Another influence factor is slotframe 0, where some slots are allocated
for 6TiSCH bootstrapping. Therefore, the energy consumption in the RX state is
significantly lower than in DSME.

For the fraction of time in TX state, as shown in Fig. 4.14b, TSCH exhibits a higher
value than DSME. Again, it can be seen that node 16 and 26 require more energy
for both protocols which can be attributed to their increased throughput. At node 52
and 36, however, DSME’s throughput is lower than TSCH’s but more time is spent
in TX state. This likely stems from retransmissions and an extended slot allocation
procedure.

Finally, Fig. 4.14c shows the fraction of the processor’s time in low-power mode.
It is visible that it is larger for DSME than for TSCH, which is likely due to its
significantly lower throughput. Both protocols are expected to require processing time
mainly for handling data and management messages, since the scheduling algorithms
are kept quite simple.

4.4 Discussion and Conclusion

The experiments conducted in the course of this chapter compare DSME and TSCH
in realistic scenarios on hardware and show that TSCH is particularly suitable when a
fast network setup and high flexibility are required. However, in contrast to DSME,
the shortened slot negotiation handshake leads to frequent inconsistencies during
slot (de)allocation, which require protracted resolution. In addition, the frame syn-
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■■ Figure 4.14: Energy consumption of DSME and TSCH given by transceiver active
time spent in the RX state, TX state, low-power mode.

chronization through data messages can lead to more frequent changes of the parent
node and consequently to instabilities of the network. Combined, these reasons re-
sult in a reduced reliability compared to DSME, e.g., with 82 – 99 % versus 100 %
successfully transmitted packets in a data-collection scenario with 15 nodes.

It should be noted that the association time is hardly relevant in the context of this
work, since some set-up and settle time must always be factored in for the practical
application in wireless sensor networks. Thus, it is more important that no data
loss occurs during regular operation, especially when considering changing traffic
conditions. The experiments show that DSME excels at fast slot (de)allocation and
hence offers a significantly higher adaptability to time-varying traffic. Another factor
is DSME’s CAP, which allows sending secondary traffic without allocating dedicated
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slots first.
All points considered, DSME seems better suited for the scenario described in

Chap. 2 and will mainly be considered for the techniques proposed and experiments
conducted in the following chapters. However, many of the techniques are gener-
ally applicable to TDMA-based protocols with alternating phases for primary and
secondary traffic and can consequently also be transferred to TSCH.
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Chapter5Chapter5
Secondary Traffic in DSME

In the context of this work, we refer to the term secondary traffic as management mes-
sages exchanged mainly but not only to support primary traffic. Thus, this category
notably comprises negotiation messages for exclusive communication slots during
primary traffic and broadcasts conveying routing information. Thereby, secondary
traffic is a vital part of modern MAC protocols. Secondary traffic is mostly realized
through contention-based channel access, i.e., with protocols like CSMA/CA and
Aloha. With these, many collisions can occur at high data rates and in dense networks
due to increasing contention so that the overall reliability of secondary traffic dimin-
ishes significantly. This performance degradation often implies reduced reliability
of primary traffic because slot allocations are delayed, packets cannot be transmitted
sufficiently fast, and queue drops occur. Consequently, a highly reliable protocol for
secondary traffic is required.

In IEEE 802.15.4 DSME, slotted CSMA/CA is utilized for secondary traffic during
the CAP where management messages for GTS (de)allocations, beacon allocations,
and network association are exchanged. Therefore, this chapter first analyzes the
influence of the slot allocation handshake on primary traffic and vice versa in Sect. 5.1,
and shows how the setup time changes for various parameters and GTS allocation
rates. One result worth highlighting is that DSME’s adaptability to time-varying
primary traffic can be further improved by mechanisms that relieve secondary traffic.
Afterward, Sect. 5.2 exploits the findings of this analysis to design QMA, a source-
efficient multiple-access scheme based on QL. Although QMA is designed in the
context of DSME, it is generally applicable for transmitting secondary traffic in any
other protocol, and can even be utilized for primary traffic. Results indicate that QMA
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is capable of solving the hidden-node problem and provides excellent scalability to
larger scenarios.
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Analyzing DSME’s Slot Allocation Handshake
Section 5.1

A distinguishing feature of DSME is its flexibility and adaptability to time-varying
network traffic and to changes in the network topology by purely local actions with
low overhead. In particular, DSME allows to dynamically establish dedicated links
between any two neighboring nodes. These GTS (de)allocations are performed
in a distributed manner as describe in Sect. 2.4.4.4, i.e., each pair of nodes can
autonomously (de)allocate GTS according to their needs.

As discussed in Sect. 2.4.4.4, the (de)allocation of a GTS is based on a three-way
handshake that takes place in the CAP via CSMA/CA, so it is subject to collisions
(hidden node problem) and race-conditions. When collisions occur while allocating a
new GTS, the internal data structures containing information about the slots assigned
to the node and the channel/timeslot pairs allocated to neighboring nodes can become
inconsistent. This can lead to the abandonment of the (de)allocation process and a
rollback of the handshake to regain consistency. The procedure works similarly for
duplicate allocation notifications. All this makes the allocation process a complex
undertaking and estimating the required times is challenging.

Therefore, the following sections analyze the performance of the slot (de)allocation
process in DSME and evaluated DSME’s ability to adapt to fluctuating and dynam-
ically changing traffic. In particular, Sects. 5.1.3.2 and 5.1.3.3 show that the setup
time is tightly correlated with the chosen frame structure and accordingly with the
values of their configuration parameters. In this context, Sect. 5.1.3.4 also makes
recommendations for the configuration parameter of the CSMA/CA algorithm. At
last, the limits of slot allocation rates as dictated by the primary traffic rate are ana-
lyzed in Sect. 5.1.3.5 for different topologies. The analysis is intended to elucidate
the reciprocal effects of primary and secondary traffic in detail.

5.1.1 Related Work

Few works exist which analyze the slot allocation process in DSME. In [HSER14,
XZY+18] the CSMA/CA-based medium access is analyzed, while the collision prob-
ability in networks with unsaturated traffic is evaluated in [PMS+09]. In the same

[ Sect. 5.1.2 is an extension of, and Sect. 5.1.3 was previously published in "Meyer, F., Mantilla-González,
I., Kauer, F., Turau, V.: Performance Analysis of the Slot Allocation Handshake in IEEE 802.15.4 DSME.

In: Ad-Hoc, Mobile, and Wireless Networks. pp. 102–117. Springer International Publishing (2019).
https://doi.org/10.1007/978-3-030-31831-4_8." [MMGKT19]. In addition to the simulative evaluation, the
author is responsible for extending the theoretical model with a Markov chain.
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direction, Koubaa et al. show the influence of the parameter minBE on slotted CS-
MA/CA for broadcast transmissions in small and large scale networks [KAT06].
To properly dimension IEEE 802.15.4 networks, adaptive protocols for estimat-
ing CSMA/CA parameters have been proposed. There are some centralized ap-
proaches [ATHD13], in which the coordinator adjusts BE for nodes depending on the
traffic patterns, and some distributed approaches [FAC+11], in which nodes locally
compute the CSMA/CA parameters to meet a predefined PDR.

In TSCH networks, nodes communicate using shared and dedicated links. [YTB18]
formulates the collision probability to access a shared link for non-periodic traffic
patterns to determine the number of nodes to allocate per link. In [DGAND+17],
measurements of delivery probability, packet latency, and energy consumption are
obtained from an analytical model of the TSCH’s CSMA/CA algorithm, to determine
the performance per node in transmissions over shared links. Different works have
been focused on analysis and improvements in DSME networks [LLS+13, HN14].
[SPW17] shows that modifying the Clear Channel Assessment (CCA), the chan-
nel busy condition due to acknowledge can be avoided. Additionally, a restrictive
contention access scheme is proposed to reduce the probability of collisions.

An analysis of the GTS allocation process [VBPA17] leads to an analytical method
to select CSMA/CA parameters that minimize the number of contention access periods
demanded to complete this procedure. They consider different multi-hop topologies,
and simulate the networks using Cooja. Finally, [KKLT16a] presents a formal analysis
of the distributed slot allocation procedure in DSME, identifying weaknesses related
to packet loss, which eventually lead to inconsistent slot allocations. Despite the
fact that DSME’s allocation allows reliable data transmissions, vulnerabilities of
CSMA/CA affect the slot management.

5.1.2 Theoretical Evaluation

To illustrate the importance of high reliability for the GTS (de)allocation process,
one can calculate the expected number of transmissions and expected setup time to
(de)allocate a single GTS. The setup time corresponds to the elapsed time between
the transmission of the first GTS request and the reception of the GTS notify. Some
approaches disregard the GTS notify assuming that it does not affect the (de)allocation
process once the GTS response is delivered [VBPA17]. However, the GTS notify is
required for updating neighbor’s Slot Allocation Bitmap (SAB) to avoid collisions,
and is hence considered in the following calculations.
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■■ Figure 5.1: Absorbing Markov chain for GTS negotiation through the 3-way hand-
shake where p is the probability of a successful packet transmission, i.e., the PDR.

5.1.2.1 Expected Transmission Attempts

Especially in scenarios with highly fluctuating traffic, it is crucial to keep the number
of transmission attempts per 3-way handshake message (GTS request, GTS response,
GTS notify) minimal. This way, more GTS allocations can be conducted within a
single CAP.

The (de)allocation handshake can be modeled as an absorbing Markov chain as
shown in Fig. 5.1. The states TXi symbolize CSMA/CA retransmission after an
unsuccessful transmission attempt. A total of macMaxFrameRetries = 3 retrans-
missions is conducted (per default) before a packet is dropped. Success is the
absorbing state, and the transition probabilities are given on the transitions, where
p is the probability of a successful transmission, i.e., the PDR. Note that the ACK
for the GTS request is not considered because the handshake can continue if the GTS
response was successfully received [IEE20].

The Markov chain with t = 12 transient states and r = 1 absorbing state can be
represented in the canonical form of its transition matrix P as

P =

Q R

0 Ir

 , (5.1)
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Probability of successful transmission p

metric 1.0 0.9 0.8 0.7 0.6

Exp. TX attempts 3 3.33 3.76 4.32 5.13

Exp. setup time [ms] 8.16 9.07 10.22 11.75 13.96

metric 0.5 0.4 0.3 0.2 0.1

Exp. TX attempts 6.41 8.67 13.49 27.81 123.63

Exp. setup time [ms] 17.43 23.59 36.70 75.65 336.28

■■ Table 5.1: Expected number of transmission attempts and expected setup time for
GTS negotiation through the 3-way handshake.

where Q is a t× t matrix, describing the probability to transition from a transient state
to another transient state, R is a t× r matrix, describing the probability to transition
from a transient state to an absorbing state, 0 is an r× t zero matrix and Ir is an r× r
identity matrix. It allows calculation of the fundamental matrix M as

M = (It −Q)−1, (5.2)

where It is a t× t identity matrix. The expected number of steps S until absorption,
i.e., the number of transmission attempts until the handshake is successful, can be
expressed as

S = M1, (5.3)

where 1 is a vector of ones of size t.

Tbl. 5.1 shows the expected number of transmission attempts for different proba-
bilities, p, of successful transmission. The number of required transmission attempts
increases exponentially for decreasing p. This illustrates the necessity for a high PDR
during the CAP which can, e.g., be attained by reducing the CAP’s load and hence
the number of collisions during contention-based access.

5.1.2.2 Expected Setup Time

Fig. 5.2 illustrates the composition of individual timings during the GTS handshake.
Consequently, the expected setup time tsetup can be expressed as

tsetup = tRQ + tACK + tRSP + tNTF , (5.4)
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■■ Figure 5.2: Message sequence and timing of the 3-way handshake.

where tRQ, tRSP, and tNTF are the expected times for sending a GTS request, GTS
response, and GTS notify, respectively. Furthermore, tACK is the expected time for
transmitting an ACK. In the following, we assume that the channel is always idle
during a CCA and, thus, CSMA/CA only performs one backoff.

According to Fig. 5.2, the expected times for sending a GTS request, ACK, GTS
response, and GTS notify are given by

tRQ = tCSMA + tTT + ttxRQ = 2.72 ms, (5.5)

tACK = AIFS +
tUB

2
+ ttxACK + tTT = 0.896 ms, (5.6)

tRSP = tCSMA + tTT + ttxRSP = 2.72 ms, (5.7)

tNTF = tCSMA + tTT + ttxNTF = 2.72 ms, (5.8)

with tTT = aTurnaroundTime = 12 symbol(s) being the turnaround time of the
transceiver and tUB = aUnitBacko f f Period = 20 symbol(s) as given in Tbl. 5.2.
An ACK is sent within the time window [AIFS, AIFS + tUB] so that the expected
time of transmission lies AIFS + tUB

2 after receiving the GTS request. Additionally,
ttxACK = 0.352 ms and ttxRQ = ttxRSP = ttxNTF = 1.28 ms are the physical
transmission times for the respective handshake messages and the ACK. The expected
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Duration of handshake components

AIFS tTT tUB ttxRQ ttxACK ttxRSP ttxNTF

duration [symbol(s)] 12 12 20 80 22 80 80

duration [ms] 0.192 0.192 0.32 1.28 0.352 1.28 1.28

■■ Table 5.2: Duration of 3-way handshake components in DSME.

time to access the shared wireless medium tCSMA using CSMA/CA is calculated as

tCSMA = tB + tCCA = 1.248 ms. (5.9)

Here, tCCA = 0.128 ms the constant time for conducting a CCA and

tB =
(2BE − 1) · aUnitBacko f f Period

2
= 1.12 ms (5.10)

is the expected time for the channel access in unslotted CSMA/CA, where a random
backoff exponent from the interval [0, 2BE − 1] is used for every transmission. By
default BE = 3.

In the fundamental matrix M from Sect. 5.1.2.1, every entry (0, j) indicates the
expected number of times one of the states depicted in Fig. 5.1 is visited. This allows
to calculate the total expected setup time for different PDRs. Tbl. 5.1 shows the
resulting expected setup times, which show a similar behavior to the expected number
of transmission attempts. It should be noted that tsetup does not depend on MO
and SO in an ideal scenario. The dominant factor is the minimum backoff exponent
minBE.

5.1.3 Simulative Evaluation

Sect. 5.1.3.1 describes the setup of the simulative evaluation. In order to evaluate the
influence of frame structure parameters such as SO and MO on the allocation process,
we define the setup time as the total time required by nodes to successfully allocate a
GTS. Hence, the setup time is measured from the time a node issues a GTS request
until the last GTS notify has successfully been received. In particular, Sect. 5.1.3.2
evaluates a contention-free scenario and Sects. 5.1.3.3 to 5.1.3.5 consider contention-
based scenarios with a line and grid topology. The contention-free scenario allows
to obtain an upper bound for the number of allocations per GTS. Through varying
burst sizes, networks are evaluated under non-saturated conditions. Sect. 5.1.3.3 also
scrutinizes the reasons for failure during setup.
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v7 v6 v5 v4 v3 v2 v1 v0

■■ Figure 5.3: Line topology with eight nodes and the respective communication
ranges. Only two nodes can communicate at the same time.

5.1.3.1 Scenario Description

For evaluation, we consider three scenarios, the first of which is a network with
two nodes - sink and source - where the source periodically transmits packets to the
sink. In this contention-free scenario, further discussed in Sect. 5.1.3.2, packets are
generated at high rates to evaluate the behavior of a saturated network.

Sects. 5.1.3.3 to 5.1.3.5 consider a scenario with increasing contention. For this,
the line topology depicted in Fig. 5.3 is utilized, where every node vi ̸=0 sends its
self-generated packets towards its parent vi−1. Packets received from its child vi+1

are not forwarded. The communication range of vi is chosen in a way that it can only
reach its parent and its child.

At last, Sect. 5.1.3.5 utilizes a grid topology with m×m nodes, where 2 ≤ m ≤ 7.
The nodes’ communication range is configured so they can communicate with their
nine neighbors. Thus, contention is higher than in the line topology. Every node com-
municates with an exclusive, randomly chosen communication partner that changes
every run.

For all experiments, a burst of packets ϵ is generated at fixed intervals, equivalent
to the duration of a MSF of order MO = 9, i.e., every 7.864 s. Evaluation starts after
the association phase is complete. Tbl. A.2 summarizes the relevant configuration
parameter for all scenarios. According to [IEE20], minBE = 3 and maxBE = 5 are
used for the CSMA/CA algorithm during the CAP.

5.1.3.2 Performance in Contention-free Scenarios

In this section, the setup time of a network without contention is analyzed, i.e., under
optimal conditions as described in Sect. 5.1.3.1. Fig. 5.4 shows the setup time of
two nodes for various values of SO and MO and an increasing number of generated
packets. As expected and shown in Fig. 5.4a, the setup time for 1 packet(s) does
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(b) Setup time for ϵ = 16 packet(s) and ϵ = 32 packet(s).

■■ Figure 5.4: Setup time for two nodes with varying number of packets per burst ϵ
and different values of SO and MO.

not differ significantly for different SOs and MOs, since the packet is transmitted at
the start of the CAP. For 8 packet(s), however, the setup time for SO = 3 increases
drastically in relation to the other SOs. The reason for this is that in a CAP with
SO = 3, a maximum of seven handshakes can be realized. The eighth handshake
does not fit into the same CAP and the node has to wait a full CFP until the next
handshake can be performed. For larger SOs, the CAP is longer and all GTS can be
allocated in one CAP.

For 8 packet(s) and SO = MO = 7 (see Fig. 5.4a), the setup time is slightly
lower than for the other configurations because the scenario only allows for a single
SF. In other words: the network is saturated when seven GTS are allocated and
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DSME does not try to allocate more slots afterwards because all allocated slots
are marked in the Allocation Counter Table (ACT), resulting in a lower setup time
but an increased transmission time for data packets. This also holds true for the
scenarios with 16 packet(s) and 32 packet(s), where 7 ∗ 2MO−SO < 16 GTS and
7 ∗ 2MO−SO < 32 GTS are available, respectively.

Looking at Fig. 5.4b, it may seem counter-intuitive at first that the setup time for
SO = 3, 4, 5, MO = 9, and 32 packet(s) is the same because less packets can be sent
with a smaller SO as shown in the 8 packet(s) scenario. However, by reducing SO by
one, the length of a CAP halves but the number of CAPs per MSF doubles. Therefore,
the accumulated duration of all CAPs of a MSF stays the same, resulting in the same
setup time for a scenario without contention. The influence of minBE and maxBE is
not explicitly shown here but in Sect. 5.1.3.4, since a larger minBE simply results in
a larger setup time.

At last, the theoretical estimation from Sect. 5.1.2.2 can be compared with the
results depicted in Fig. 5.4. Without contention and external interference, the the-
oretical model yields an expected negotiation time of 8.16 ms but does not include
the acknowledgment duration of tACK = 0.896 ms. Thus, the total setup time
lies well within the 95 % confidence interval of, e.g., SO = 3 and MO = 9 with
8.93 ms± 0.38 ms.

5.1.3.3 Performance in Contention-based Scenarios

Fig. 5.5 shows the setup times for different line topologies. It can be seen that the
setup time increases for all SOs for up to six nodes. Afterward, it stagnates. This is
due to the fact that in a network with up to five nodes, only one node can transmit at
same time. With six to eight nodes, two nodes can transmit at the same time through
spatial reuse, speeding up the setup process when the number of nodes increases.
The setup time increases for an increasing SO because slot allocations are triggered
at the start of every CAP and when the last handshake finishes successfully (see
Sect. 5.1.3.1). Because of this, nodes have to wait longer until the next allocation is
triggered for a higher SO.

There can be several reasons for a failing 3-way handshake. For the line topology,
these are presented in Fig. 5.6. It can be seen that increasing SO does not increase the
number of initiated handshakes. In fact, the number of failed handshakes is slightly
lower. The main reason for a failing handshake is that the GTS response or GTS
notify message does not arrive in time. The latter case cannot be detected by DSME,
as given by the standard [IEE20]. By slightly adapting the handshake, openDSME
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■■ Figure 5.5: Setup time for a line topology with an increasing number of nodes,
ϵ = 8 packet(s), SO = 3, and MO = 9.
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■■ Figure 5.6: Number of initiated, successful, and failed GTS allocations in a line
topology with SO = 3 and SO = 7, MO = 9, and ϵ = 8 packet(s).

guarantees the detection of this case and the timely deallocation of the involved slots
[Kau19]. This is denoted by deallocated in Fig. 5.6.

5.1.3.4 Influence of CSMA/CA Parameters

Apart from the slot length (SO), the minimum backoff exponent (minBE) and max-
imum backoff exponent (maxBE) are the most relevant parameter influencing the
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■■ Figure 5.7: Setup time for combinations of SO, minBE, maxBE, and MO = 9.

network setup time. They determine the backoff durations of the CSMA/CA algo-
rithm. Fig. 5.7 shows the impact of different combinations of minBE and maxBE on
the setup time of a line topology with six nodes, 5 packet(s), MO = 9, and different
SOs. The default parameters for DSME, as specified in [IEE20], are minBE = 3 and
maxBE = 5. The color gradient gives the setup time in seconds from 20 s to about
1 s.

It can be seen that the network setup time strongly depends on the combination of
minBE and maxBE. For the given scenario, higher values for both parameters lower
the setup time, e.g., the setup time for SO = 6 decreases from 8.73 s to 4.65 s for
the smallest (minBE = 1, maxBE = 3) and the largest (minBE = 5, maxBE = 7)
combination of exponents, respectively. The determining factor here is minBE,
since the CSMA/CA algorithm calculates a random backoff exponent smaller than
min{minBE + NB, maxBE}, where NB is the number of executed backoffs for a
specific transmission. Therefore, large values for minBE and maxBE increase the
chance that two nodes choose a different backoff exponent. Thus, less collisions occur
and packets are transmitted faster. As explained in Sect. 5.1.3.3, a smaller SO results
in a shorter setup time.

5.1.3.5 Influence of the GTS Allocation Frequency

At last, the influence of the GTS-handshake triggering interval is evaluated in a grid
topology, as described in Sect. 5.1.3.1. Fig. 5.8 shows the setup time for triggering
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■■ Figure 5.8: Setup time for different GTS allocation triggering intervals with SO = 3,
MO = 9, ϵ = 1 packet(s), and an increasing number of nodes.

allocations multiple times per CAP, and once per CAP, once per MSF. The SF within
the MSF is chosen randomly for the last method. It can be seen that triggering
handshakes multiple times per CAP performs better than the other two methods for
small networks with four and nine nodes because contention is low, and packets do
not collide frequently. Hence, it is possible for a node to transmit multiple packets in
a single CAP, speeding up the allocation process. From 16 nodes on, however, the
other two methods perform better. Triggering allocations once per MSF performs
strictly better than triggering once per CAP because less traffic and therefore less
congestion is created. This is also illustrated by Fig. 5.9. Here, it can be seen that
triggering allocations once per MSF initiates significantly less allocations than the
other methods, increasing the energy-efficiency of the network. The main reasons for
a failed allocation are unacknowledged requests, most probable due to hidden nodes
problems.

5.1.4 Discussion and Conclusion

The results obtained from Sects. 5.1.3.2 to 5.1.3.5 demonstrate that the CAP is the
critical component for DSME’s adaptability to bursty and dynamically changing
traffic. Even if only few GTS have to be (de)allocated, many collisions might occur
due to the utilized CSMA/CA algorithm. Especially, Sect. 5.1.3.5 evidences that the
setup time highly depends on the handshake triggering interval. Triggering multiple
allocations per CAP in small networks performs better in terms of the setup time.
However, as the size of the network increases this performance is degraded given
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■■ Figure 5.9: Initialized, successful and failed GTS allocations for different triggering
intervals with SO = 3, MO = 9, ϵ = 1 packet(s), and 49 nodes.

the increasing congestion. Therefore, disseminating slot allocations (i.e., a single
allocation per CAP or a single allocation per MSF) is desirable for medium and large
scale networks.

Hence, to make DSME more adaptable to applications with bursty and dynamically
changing traffic, we conceive three solutions:

■ Delay GTS handshakes on a higher layer to reduce collisions. This could be
done in a time-based scheme, where nodes allocate GTS one after another.

■ CSMA/CA can be replaced with another, yet compatible, contention-based
multiple access scheme offering higher reliability and implying less collisions.
This idea is investigated in Sect. 5.2, where QMA is proposed, a QL-based
multiple access scheme for resource-restricted devices.

■ The overhead of management messages per GTS allocation should be reduced
- either by allocating multiple GTS per handshake, or by sending multiple
packets per GTS to reduce the number of required GTS. Sect. 6.1 explores the
latter option.

Apart from that, this chapter explores the performance impact of the pertinent
parameters. For small networks with less than six nodes, the setup time increases
almost exponentially as SO increases. Although the slot allocation process speeds up
as the number of nodes increases, due to spatial reuse, the setup time keeps increasing
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with SO. Additionally, it is verified that a larger minBE and maxBE leads to a
smaller probability of collisions due to nodes selecting the same backoff period.
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QMA: Q-learning Based Multiple Access
Section 5.2

The theoretical and simulative evaluations from Sect. 5.1 suggest that a more reliable
contention-based channel access is essential for proper operation of DSME. This
requirement is also inherent in other protocols that implement secondary traffic
through contention-based channel access.

Managing contention-based channel access is difficult because no node posses
information about other nodes in the network. However, often hidden patterns intro-
duced by primary traffic govern the secondary traffic. One example is DSME’s 3-way
handshake, as illustrated in Sect. 5.1, where each slot (de)allocation during fluctuating
primary traffic leads to four management messages with distinct timing in secondary
traffic. Another example are routing protocols transmitting periodic broadcasts for
route discovery such as GPSR or RPL. Of course, such patterns also emerge in pri-
mary traffic, but the scenarios are more restricted. For example, it is impossible to
identify hidden patterns if nodes are subject to frequently and spontaneously changing
traffic conditions, i.e., when the transmission process is random. On the other hand,
the induced secondary traffic might still exhibit hidden patterns as discussed above.
Present contention-based channel access schemes like CSMA/CA or ALOHA do not
utilize information about these patterns as it is hard to extract.

Machine Learning (ML) offers a promising solution to find such hidden patterns
efficiently and to deduce the state of the network, e.g., traffic patterns of other nodes,
from local observations [LR00]. The following sections aim to develop a contention-
based multiple access scheme that continuously adapts to changes in the network and
external interference. This goal excludes offline ML techniques where a model is
trained on large-scale datasets and then deployed in nodes as discussed in Sect. 3.6.
Hence, we rely on Reinforcement Learning (RL) as a method that enables the design
of adaptive controllers that learn online, in real-time, and improve solutions to control
problems.

The following sections introduce Q-learning-based Multiple Access (QMA), a
QL-based multiple access scheme designed to increase throughput and reliability of
the contention-based medium access. QMA learns hidden patterns in the contention-
based traffic, allowing it to assess the probability of successfully sending a packet at

[ Minor revision of the previously published "Meyer, F., Turau, V.: QMA: A Resource-efficient, Q-learning-
based Multiple Access Scheme for the IIoT. In: IEEE 41st International Conference on Distributed

Computing Systems (ICDCS). IEEE (2021). https://doi.org/10.1109/icdcs51616.2021.00087." [MT21].
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a given time. For this, Sect. 5.2.2 extends the cooperative QL algorithm presented
in Sect. 3.6.3.4 to stochastic environments, which then serves as a basis for QMA
as described in Sect. 5.2.3. To enhance QMA’s adaptability in frequently chang-
ing environments, Sects. 5.2.4 and 5.2.5 introduce a parameter-based exploration
algorithm and a delayed startup mechanism, respectively. At last, Sect. 5.2.7 demon-
strates QMA’s capability to solve the hidden node problem without overhead for
additional RTS/CTS messages and Sect. 5.2.8 verifies QMA on hardware in a realistic
environment.

5.2.1 Related Work

Communication in wireless mesh networks provides an optimal playground for RL
due to its compulsion to adapt to constant environmental changes. Over the last
few years, much work has been done optimizing selected aspects of the MAC layer
[WBCJ17, MHKH19, KMH+19] up to replacing the whole MAC layer by learning
agents [LE06, LJS20, BYSMK18].

Liu and Elhanany propose Reinforcement Learning based MAC (RL-MAC) [LE06],
a RL-based MAC protocol adapting a node’s duty cycle, i.e., active and sleeping times,
to reduce energy consumption. The core idea is to allocate time slots for the active
time, allowing a node to exchange messages with its neighbors. Afterwards, nodes
transition into sleep mode. Through QL, nodes learn to maximize the ratio of the
effective transmission and reception time to total active time and throughput. Even
though their approach allows for asymmetric transmission rates, communication is
still based on CSMA/CA with RTS/CTS messages. Thus, it is prone to collisions
during high-load traffic scenarios.

Another approach is given in [LJS20] in the form of Collaborative Reinforcement
Learning-based MAC (CoRL), a collaborative RL-based MAC-protocol. CoRL is
based on ALOHA-Q [CKM+15]. It divides time into frames which are further
subdivided into time slots. Learning is done through stateless QL, i.e., the state is
invariant over time. Thus, Q-values are directly calculated for every action, which
correspond to choosing a transmission slot in the current frame. Additionally, they
incorporate a collaborative Q-value. This design, however, severely limits CoRL’s
flexibility because a node must select exactly one slot per frame. Compared to QMA,
asymmetric traffic and adaptability to hidden traffic patterns is not possible. On the
other hand, CoRL requires less memory due to stateless Q-Learning.

Chu et al. propose an extension of ALOHA and Q-Learning based MAC (ALOHA-
Q) [CMG12], ALOHA and Q-Learning based MAC with Informed Receiving
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Global agent 0

Q-table a’ a”

a’ -1 1
agent 1

a” 1 0

agent 0

(local)

a’ a”

1 1

agent 1

(local)

a’ a”

1 1

■■ Table 5.3: Example for the global rewards during the resource acquisition of two
agents and the according local Q-tables.

(ALOHA-QIR), which applies QL to slotted ALOHA but employs Information Re-
ceiving (IR) to increase energy efficiency. IR appends a number m to every transmitted
packet which indicates the number of future frames for which the transmitter is going
to use a selected slot. This allows the receiver to efficiently manage its transceiver
and learn good reception slots over m Q-value updates. Additionally, they employ
ping-packets to allow low-traffic nodes to signal that a slot is still active when no data
packet is available for transmission. Such mechanisms are currently not considered
in QMA. ALOHA-QIR allows for asymmetric traffic rates through ping-packets but
compared to QMA, additional messages are required. Furthermore, every node must
select at least one transmission slot.

Apart from the mentioned RL-algorithms, many works deal with general resource
allocation and coordination using RL [AAT+19, WBCJ17, MHKH19]. These algo-
rithms can potentially be employed for channel access but often lack domain-specific
mechanisms to cope with the rapidly changing nature of the IIoT. Additionally, it
should be noted that most of the presented works do not utilize dedicated algorithms
for multi-agent MDP as proposed in [LR00] or [AM08]. In [AM08] a learning
automaton is employed to solve the problem, while [LR00] alters the original QL
algorithm to deduce local rewards from a global reward table.

5.2.2 Distributed Q-Learning for Stochastic Environments

The following sections build on the cooperative Q-learning algorithm by Lauer
and Riedmiller explained in Sect. 3.6.3.4. In this algorithm, a problem arises in
stochastic environments, i.e., when actions do not have a deterministic outcome
[LR00]. Consider two agents competing for access to a shared resource, where action
a’ acquires the resource for the current state and action a” backs off until the next state.
The resource cannot be used by both agents at the same time. Tbl. 5.3 summarizes
the global rewards.

As one can see, a punishment is given if both agents try to acquire the shared
resource in the same state and a reward if only one of the agents acquires the resource.
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However, there is a small probability that an agent chooses a’ but does not acquire the
resource because it is not needed by the agent in the current state. If the other agent
also executes a’ and acquires the resource, it experiences the full reward, thinking that
the first agent chose a”. This might happen vice-versa and will eventually result in a
collision during the acquisition. As both agents only store the maximum experienced
reward per action, according to Eq. (3.3), they are stuck with action a’ which will
result in many failed acquisitions over time.

We offer a solution by introducing a small penalty ξ for Q-value updates, so that

Q(St, at)← max{Q(St, at)− ξ, Rt + γ max
a

Q(St+1, a)} (5.11)

This way, Q(St, at) is gradually reduced if a maximum reward was only experience
once. On the other hand, Q(St, at) is reset to the maximum Q-value every other
update if the maximum reward is continuously experienced. In other words: ξ only
affects fluctuating Q-values because stable and optimal Q-values are reupdated to their
original value every other update. At last, the learning rate αRL can be incorporated as

Q(St, at)← max{Q(St, at)− ξ, (1− αRL)Q(St, at)

+αRL(Rt + γ max
a

Q(St+1, a))} (5.12)

5.2.3 Description of QMA

QMA’s core idea is to utilize QL to determine at which times transmission is bene-
ficial and at which times it is likely to result in a collision. For this, QMA employs
a mechanism similar to slotted CSMA/CA, where time is divided into M subslots
m0, . . . , mM−1. This discretization of time helps to keep the state space small. For
application in DSME, e.g., eight CAP slots are further subdivided into 54 subslots.
During this time, the transceiver is turned on to guarantee compatibility with CS-
MA/CA.

5.2.3.1 Q-value Representation

For QMA, we employ a simple table with |St| · |At| values, as described in
Sect. 3.6.3.3. Thus, at maximum two multiplications, three additions and |At|+ 1
array lookups are required for each training step, using Eq. (5.12). It is possible,
e.g., by selecting αRL = 0.5 and integer rewards, to replace multiplication with the
learning rate by an efficient right shift by one. This allows for the execution on
resource-restricted and embedded devices without a floating-point unit.
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5.2.3.2 Action Space

The action space of QMA is given by the set At = {QBackoff, QCCA, QSend},
where the actions are defined as follows:

1. QBackoff lets a node back off to the next subslot.

2. QCCA performs a CCA and transmits a packet on success or backs off to the
next subslot on failure.

3. QSend transmits a packet immediately without assessing the channel.

Separating QCCA and QSend allows for priority-based transmissions, i.e., nodes can
select QSend if they have to transmit a packet urgently. Other nodes can check, by
selecting QCCA, if there is already a high-priority transmission going on and back off
to a later subslot.

5.2.3.3 State Space

QMA’s state space only consists of the current subslot mt, allowing nodes to syn-
chronize their transmission slots solely based on time information. At first, it might
seem beneficial to include other features like the queue level, number of overheard
messages, or number of successive idle slots. However, several experiments have
shown that these additional inputs withhold the agent from building a collision-free
schedule. For example, nodes learn to transmit packets when their queue is full but
do not care if the according subslot is already used by another node. Instead, queue
levels are incorporated into the exploration function, as discussed in Sect. 5.2.4.

5.2.3.4 Internal States

Fig. 5.10 shows QMA’s internal structure based on five states. In QDecision,
a node checks if a packet needs to be transmitted and selects an action at ∈ At

depending on mt. Then at is executed, and QMA transitions to state QEvaluation.
If QBackoff is executed, QEvaluation is guaranteed to be reached by the start of
the next subslot. A transmission triggered by QCCA or QSend, however, can span
multiple subslots depending on the packet length. Consequently, rewards are not
directly observable after an action is performed but, e.g., after an ACK is received.
Therefore, we save state St and action at until the outcome of at is known. Afterward,
at is evaluated according to Eqs. (5.13) and (5.15), Q(St, at) is updated, and the next
packet can be transmitted [DAMH21].
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QAction?

CCA

send backoff

success?
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reward

update
Q-table

[queue level > 0]
select QAction

QSend

QCCA

QBackoff

perform
CCA

true

send packet
backoff
to next
subslot

false

[queue level = 0]
backoff to next subslot

■■ Figure 5.10: Flow chart for the QMA state machine.

5.2.3.5 Algorithmic Description

Alg. 1 outlines the complete QMA algorithm, based on the action space described in
Sect. 5.2.3.2, the state space described in Sect. 5.2.3.3, and internal structure described
in Sect. 5.2.3.4. Given a non-empty queue at the start of a subslot (line 4), QMA
selects at ∈ At randomly with probability ρ (line 6), or according to policy π(mt)

with probability 1− ρ (line 8). Here, ρ is calculated by parameter-based exploration
as discussed in Sect. 5.2.4. Afterward, at is executed (line 10). As discussed in
Sect. 5.2.3.4, the execution of at may span multiple subslots due to processing time
and, in case of actions QSend and QCCA, waiting time for an ACK. During the
waiting time, a node is inactive and does not select further actions. At last, the Q-table
is updated (see line 15) and policy π(mt) is adjusted accordingly if a better action
is found (line 13). Notice, that policy π(mt) is initialized with action QBackoff for
every subslot mt and only changed if a strictly greater Q-value is found, as described
in Eq. (5.12).

At last, it should be said that a packet is dropped after macMaxFrameRetries
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Algorithm 1: Learning multiple access with QMA.

Input: learning rate αRL, discount factor γ, penalty ξ, exploration rate ρ

1 initialize ∀mt ,at∈At : Q(mt, at)← −∞
2 initialize ∀mt : π(mt)← QBackoff

3 on subslot mt ∈ {m0, . . . , mM−1} do
4 if queue level > 0 then
5 if random() ≤ ρt then
6 select at ← random action // exploration phase
7 else
8 at ← π(mt)
9 end

10 execute at, wait until at is finished, i← passed subslots
11 Rt ← received reward
12 if Q(mt, at) < (1− αRL)Q(mt, at)

+ αRL(Rt + γ max
a

Q(mt+i , a)) then // see Eq. (3.4)

13 π(mt)← argmax
a

Q(mt, a)

14 end
15 Q(mt, at)← max{Q(mt, at)− ξ, (1− αRL)Q(mt, at)

+ αRL(Rt + γ max
a

Q(mt+i , a))} // see Eq. (5.12)

16 end
17 end

retransmission as in CSMA/CA [IEE20]. Yet, a packet is not discarded after
macMaxCsmaBacko f f s backoffs since QMA’s main idea is to synchronize trans-
mission times which might require several backoffs until an appropriate subslot for
transmission is reached.

5.2.3.6 Reward Function Design

The goal of multi-agent QL is to find a globally optimized policy using local informa-
tion. Thus, it is necessary to define rewards for the interaction of nodes, i.e., rewards
for the set of actions {a(0)t , . . . , a(|V|−1)

t } of nodes {v0, . . . , v|V|−1} at time t. The
interactions are illustrated by the hidden Markov decision process in Fig. 5.11. Since
actions QBackoff and QCCA, after a failed CCA, force an agent to backoff until the
next subslot, there is no interaction with other nodes in the network. After subslot
mM−1, the agent returns to the first subslot m0. On the other hand, actions QSend
and QCCA, after a successful CCA, interact with the network by transmitting a packet
and possibly interfering with other transmissions. Clearly, in an optimal policy, a
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m0 m1 . . . mi . . .

mM−1

QBackoff
QCCA (fail)

QBackoff
QCCA (fail)

QBackoff
QCCA (fail)

QBackoff
QCCA (fail)

QBackoff
QCCA (fail)

QBackoff
QCCA (fail)

QCCA (succ.), QSend QCCA (succ.), QSend

■■ Figure 5.11: Exemplary multi-agent hidden Markov decision process. Hidden
interactions are the result of concurrent actions of nodes with an overlapping trans-
mission range, they are symbolized by dotted lines.

single node performs QSend while all other nodes choose action QBackoff so that no
collision occurs.

Without loss of generality and for sake of simplicity, we consider the interaction of
three Q-agents with actions QBackoff , QCCA and QSend. This is sufficient because
there is no difference in a collision of two or more packets and all observing nodes
behave the same. Local rewards are necessary because a single node cannot observe
the global state of the network, i.e., the actions executed at other nodes. Tbl. 5.4
shows the local rewards for all possible node interactions and the resulting global
rewards.

Here, it can be seen that a reward is given individually for every action in response
to the observed state of the channel. In particular, the local rewards RB, RC , RS for
the respective actions QBackoff , QCCA and QSend are given by:

RB =

2 if DATA or ACK packet overheard

0 otherwise
(5.13)

RC =


3 if CCA success and TX success

−2 if CCA success and TX failed

1 if CCA failed

(5.14)

RS =

4 if TX success

−3 if TX failed
(5.15)
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actions local rewards global reward

a(0)t a(1)t a(2)t r0 r1 r2 R

Successful transmission

QBackoff QSend QBackoff 2 4 2 8

QBackoff QCCA QBackoff 2 3 2 7

QCCA QSend QCCA 1 4 1 6

No transmission

QBackoff QBackoff QBackoff 0 0 0 0

Failed transmission

QCCA QBackoff QCCA -2 0 -2 -4

QSend QBackoff QCCA -3 0 -3 -6

QCCA QCCA QCCA -2 -2 -2 -6

QSend QCCA QSend -3 1 -3 -5

QSend QSend QSend -3 -3 -3 -9

■■ Table 5.4: Local and global rewards for all interactions of Q-agents with the action
set At = {QBackoff, QCCA, QSend}.

QSend is a high-risk, high-reward action that results in the highest reward for suc-
cessful communication but the largest punishment in the case of a failed transmission.
Consequently, the reward for successful transmissions with QCCA is slightly lower
because it implies the CCA’s additional time and energy overhead. The same applies
for QCCA and QBackoff if no packet is sent - a higher reward is given for QBackoff
because it does not result in a potential collision. Different rewards have been ex-
perimentally evaluated, including more significant differences between the rewards.
However, larger differences often favor one action over another. For example, increas-
ing the reward for a successful transmission using QSend to eight results in a policy
where every node executes QSend in every subslot. This is not desired. Therefore,
the presented reward function is a careful balance between all actions supporting the
desired objectives of increased throughput and reliability. It is the result of many
experiments. The design of the reward function is an art in itself, there are no common
blueprints known.

Initially, Q-values are initialized to −∞ because Eq. (5.12) only updates the policy
if a calculated Q-value is higher than the one in the Q-table. In practice, it is sufficient
to choose a number smaller than the largest punishment. Thus, we initialize the
Q-table to -10. It should be mentioned that, by observing the state of the channel
and transmissions, QMA cannot distinguish between internal interference, external
interference, and computational overload of a communication partner. Thus, QMA
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also learns the patterns of external interference and adapts to them dynamically.

5.2.4 Parameter-based Exploration

As already insinuated in Sect. 3.6.3.1, a constant exploration rate ρ tends to be too
slow for applications with dynamically changing conditions, and increasing it would
result in too many random actions in a stable state. On the other hand, converging
algorithms such as ϵ-greedy never reset ρ so that changes in the environment are only
explored slowly.

For this reason, we propose a parameter-based exploration mechanism for efficient
exploration in dynamically changing environments. The main idea is that actions are
randomly selected with probability ρ, where ρ increases exponentially based on given
parameters, e.g., queue size. A stable state can usually be recognized by utilizing local
information: queues are empty, as all packets are transmitted successfully. Changing a
network’s state, e.g., when a node joins the network, results in many collisions because
the new node first executes several random actions. In this case, queue levels increase,
and more random actions are executed to find a new stable state. Actions are selected
greedily when a stable state is reached. However, when the network is oversaturated, it
is not sufficient to only look at the local queue level because all queues in the network
are full. Therefore, the average queue level of all neighboring nodes is subtracted
from the local queue level to assess if the network is oversaturated or if all other
nodes transmit their packets successfully. Fig. 5.12 illustrates how ρ is chosen based
on the difference between the local queue level and the average queue level of all
neighbors in QMA. It is not desirable to execute actions completely randomly as it
would destroy an already established action schedule. Therefore, ρ = 0.3 is used for
the maximum queue level of QCAP = 8 packet(s). Since QCAP is usually small, ρ

is stored in a table and can be used efficiently by resource-restricted devices without
any computational overhead. If the average queue level of all neighboring nodes is
larger than the local queue level, ρ = 0.

The application of parameter-based exploration is also conceivable in other con-
texts. For example, nodes could start exploring based on available energy and stop
exploration when energy becomes scarce.

5.2.5 Cautious Startup

Nodes joining a stable network are likely to destroy an already created schedule, as
argued in Sect. 5.2.4. We combat this effect with a cautious startup mechanism, where
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■■ Figure 5.12: Dependency of ρ for parameter-based exploration on the queue level in
QMA.

nodes only execute action QBackoff and observe the wireless medium for the first ∆
subslot iterations after first selecting an action. During this time, overheard packets
are registered, and a reward is given according to Eq. (5.13). Additionally, action
QCCA and QSend are punished with negative rewards of -2 and -3, respectively. This
way, subslots utilized by other nodes are likely indicated in the Q-table after cautious
startup.

Although cautious startup cannot prevent nodes from randomly selecting a used
slot, there is an initial bias that prevents them from fully committing to it. That means,
e.g., if a node transmits a packet and there was no collision because the other node
did, by chance, not have a packet to send, it received the positive reward. However,
with αRL = 0.5, it takes multiple successful transmissions to change the policy for
the slots because QBackoff also received a positive reward initially.

5.2.6 QMA: An Example

To illustrate how QMA’s components work together, an example with three nodes
v1 , v2 , v3 is given in Fig. 5.13, showing the evolution of Q-tables with actions
QBackoff (B), QCCA (C), and QSend (S) over the course of three frames. For
simplicity, consider four subslots where the executed action is highlighted in gray,
and the respective reward is given in brackets. Stars (*) indicate random actions
that are triggered by parameter-based exploration. Notice that the Q-table’s state
is depicted after every frame, and Q-values are initialized to -10 as described in
Sect. 5.2.3.6. Every executed action finishes within a single subslot, and π(t) is
initialized to QBackoff , as described in Alg. 1. Additionally, all updates are calculated

83



5 SECONDARY TRAFFIC IN DSME

with Eq. (5.12) and Eq. (3.4) using αRL = 1 and γ = 1. At last, nodes always have at
least one queued packet for transmission.

As depicted in Fig. 5.13, v3 abides in cautious startup during the first frame. Thus,
as described in Sect. 5.2.5, it selects action QBackoff and observes the channel. On
the other hand, v1 and v2 started exploration resulting in v1 executing QSend and
v2 executing QCCA randomly in the first subslots. For successfully transmitting the
packet, v1 receives a reward RS = 4 (see Eq. (5.15)) while v2 receives RC = 1 for a
failed CCA (see Eq. (5.14)). The Q-values are updated according to Eq. (5.12), where
maxa Q(St+1, a) = −10 applies during the first frame, as the next state has not been
visited yet. In subslot four of the first frame, the Q-value of the next state (subslot
one) has already been updated. Thus, the Q-value in subslot four of v1 is updated
to -4 because RB = 2 and maxa Q(St+1, a) = −6 (see Eq. (5.12)). v3 overhears
the successful transmission in subslot one and four and receives a reward of two (see
Eq. (5.13)).

An interesting case occurs in subslot three of frame one. Here, v1 and v2 choose
QSend and receive a reward RS = −3 for a collision (see Eq. (5.15)). However, the
Q-values are not updated to -13 but -12 because the newly calculated Q-value is not
higher than the Q-value in the Q-table. Instead, ξ = 2 is subtracted from the Q-value
in the Q-table. Here, v3 does not overhear a packet due to the collision. One should
note that the current policy is only changed if a larger Q-value is found. Thus, v1 and
v2 execute QBackoff in the next frame.

During the next two frames, the Q-tables start to settle, and less randomness is
involved in the action selection. QCCA is randomly selected by v3 in subslot two
of frame two, resulting in a successful transmission. Therefore, every node now has
one subslot for transmission. At this point, it has to be said that more exploration
and consequently more collisions occur in the actual execution of QMA. However,
mechanisms like cautious startup and parameter-based exploration help reaching a
stable state faster.

If γ < 1, the Q-table converges to a state where most executed actions are asso-
ciated with a positive Q-value. In particular, subslots with successful transmission
are associated with large positive Q-values while failed transmissions are indicated
with large negative Q-values for action QSend. A more detailed analysis of QMA’s
convergence is given in Sects. 5.2.7.3 and 5.2.7.4. Additionally, a more extensive
example of QMA, illustrating its convergence behavior over a longer period, can be
found in Appendix A.2.
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5.2.7 Simulative Evaluation

The following subsections describe the evaluation of QMA in different scenarios. For
this, it is compared to slotted1 and unslotted CSMA/CA, both of which are specified
as multiple access schemes in IEEE 802.15.4 [IEE20]. The simulative evaluation
is divided into two parts. After the simulation setup in Sect. 5.2.7.1, Sects. 5.2.7.2
to 5.2.7.4 describe QMA’s capability to solve the hidden node problem without the
overhead of RTS / CTS messages. Afterward, Sect. 5.2.7.5 demonstrates QMA’s
scalability in large networks with up to 91 nodes.

5.2.7.1 Scenario Description

In the first scenario, a hidden node problem with three nodes (v0,v1,v2) is presented,
where v1 is the center node and v0 and v2 are not within interference range of
each other, as depicted in Fig. 5.14a. Here, a CCA of v0 or v2 only fails if v1 is
currently sending an ACK. Data packets sent by v0 or v2 cannot be recognized by
the opposite node using CCAs. Therefore, the CCA is successful most of the time
even though the channel is not idle. We consider primary traffic with varying δ. The
utilized MAC protocol features alternating active and sleeping phases with a length
of 61.44 ms respectively, where QMA is utilized for transmission during the active
phase. Generation of data packets starts after ST = 100 s to allow for association and
exchange of management information. This scenario enables easy estimation of the
PDR for different channel utilizations.

In the second scenario, QMA’s scalability is investigated in a concentric topology
with an increasing number of nodes, shown in Fig. 5.14b. A total of 7, 19, 43, and
91 nodes is evaluated, corresponding to one to four rings around the sink node. In
contrast to the above configuration, QMA is evaluated for secondary traffic during the
CAP of DSME, i.e., for (de)allocation of GTS and broadcast transmission. The latter
are generated by the routing protocol GPSR for route discovery. Nodes alternately
generate data packets with δ = 1 packet(s) s−1 and δ = 10 packet(s) s−1 for 5 s
respectively. All data packets are transmitted during the CFP but imply secondary
traffic for GTS (de)allocation. Similar to the first scenario, WD = 200 s is utilized.
Note that such data-collection scenarios often suffer from multiple hidden node
problems [Kau19].

The relevant configuration parameters for the following simulations are summarized
in Tbl. 5.5, and Tbl. A.3 describes the whole simulation setup.

1The implementation of slotted CSMA/CA has been advanced by T. Grewe in the context of his bachelor thesis.
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topology |V| αRL γ WD traffic δ

hidden-node 3 0.5 0.9 100 s Poisson 1 – 100 packet(s) s−1

concentric 7 - 91 0.5 0.9 200 s Poisson 1 – 10 packet(s) s−1

■■ Table 5.5: Parameters for the evaluation of QMA in a hidden-node and concentric
topology.

v1

v0

v2

(a) Hidden node problem with three nodes and
the communication range of nodes v0 and
v2 .

(b) Concentric topology with 91 nodes and ac-
cording routing tree.

■■ Figure 5.14: Topologies for the evaluation of QMA.

5.2.7.2 Solving the Hidden Node Problem

Fig. 5.15 shows the PDR of slotted and unslotted CSMA/CA and QMA for nodes
v1 and v3 of the hidden node problem. As one can see, QMA outperforms both CS-
MA/CA mechanisms for all packet generation rates. At higher packet generation rates,
e.g., δ = 25 packet(s) s−1, QMA maintains a PDR of 97 % while both CSMA/CA
mechanisms show a PDR below 3.5 %. However, the performance difference becomes
smaller for lower rates due to two reasons. Firstly, the probability of a collision is
smaller for fewer transmitted packets utilizing CSMA/CA. Secondly, QMA learns
faster if more packets are transmitted because different subslots can be tested and only
the best are used for transmission. If only a few packets have to be sent, QMA still
works but the certainty about good and bad transmission subslots is not that high.

QMA’s main idea is to hold back packets until an appropriate transmission subslot
is reached. This can lead to increased queue levels, as illustrated in Fig. 5.16. For
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■■ Figure 5.15: PDR of nodes v1 and v3 for varying packet generation rates δ.

δ ≤ 10 packet(s) s−1, QMA’s queue level is slightly higher than the queue level
of the CSMA/CA mechanisms, which consequently leads to a slightly increased
delay as packets remain in the queue longer. The main cause of packet loss of the
CSMA/CA mechanisms for δ ≤ 10 packet(s) s−1 are dropped packets due to too
many retransmissions or, in rare cases, too many backoffs. For δ ≥ 25 packet(s) s−1,
on the other hand, the probability for a collision is high, and the average queue level
converges towards the maximum queue size of QCAP = 8. Here, most packets are
lost due to queue drops as packets cannot be transmitted fast enough. QMA manages
to reduce the queue level significantly for δ ≥ 25 packet(s) s−1 because it finds
hidden patterns in the traffic and holds back packets to avoid collisions with the other
nodes. This also reduces delay, as packets stay in the queue for a shorter time.

One should notice that the transmission behavior of CSMA/CA is rather random.
Sometimes many consecutive packets are transmitted successfully, sometimes many
transmissions fail due to the randomness in the exponential backoff algorithm. The
same applies to QMA while it learns hidden traffic patterns, however, as soon as
a feasible policy is found and if traffic conditions are stable, it offers deterministic
reliability and delay.

5.2.7.3 Convergence and Adaptability

One of the main challenges in data-collection scenarios is adaptability to environmen-
tal changes, e.g., fluctuating traffic conditions and node failure. QMA offers good
adaptability in these changing environments, as shown in Fig. 5.17. It depicts the
cumulative Q-values per frame over time, i.e., the sum of Q-values for all subslots
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■■ Figure 5.16: Average queue level of nodes v1 and v3 for varying packet generation
rates δ.

following the best policy at that time. This metric cannot express the quality of
the learned solution but indicates its stability. In other words: A higher cumulative
Q-value does not mean that an agent performs better than an agent with a lower
cumulative Q-value. However, a stable cumulative Q-value indicates that the Q-table
does not change and the policy is stable [MKS+15].

Fig. 5.17 shows QMA’s stability for different values of δ. During the first 100 s, the
MAC protocol exchanges management information via QMA. Afterward, additional
data packets are transmitted. It can be seen that QMA immediately reacts to the first
transmitted management packets and settles on a stable policy about 9 s after the first
transmission, as the rate of the management traffic is low. For δ = 100 packet(s) s−1,
the policy changes once more at 100 s when data packets start to be transmitted and
after 265 s. The cumulative Q-value becomes constant about 30 s later. One should
notice that the network is oversaturated for δ = 100 packet(s) s−1 and nodes v1

and v3 compete for access to the channel. Thus agreeing on a common policy
takes more time than in a non-saturated network. For δ = 1 packet(s) s−1 and
δ = 10 packet(s) s−1, the policy does not change significantly when data packets
start to be transmitted, as the management traffic exhibits about the same data rate.

Fig. 5.18 shows the according exploration rate ρ using parameter-based ex-
ploration. As one can see, exploration is triggered earlier for higher δ because
queues fill quicker. As the network is oversaturated, ρ increases multiple times
for δ = 100 packet(s) s−1, and nodes v1 and v3 compete for access to the shared
medium. A maximum of ρ = 0.1 is experienced for δ = 100 packet(s) s−1, corre-
sponding to a queue level of 6 packet(s).
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■■ Figure 5.17: Cumulative Q-value per frame for varying packet generation rates δ.
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■■ Figure 5.18: Exploration rate ρ of parameter-based exploration over time using a
rolling average over ten frames for different values of δ.

To illustrate QMA’s adaptability, the scenario is slightly altered to incorpo-
rate fluctuating traffic conditions. Node v1 alternately generates packets with
δ = 10 packet(s) s−1 and δ = 100 packet(s) s−1 for 100 s respectively. Node
v3 generates packets with a constant δ = 25 packet(s) s−1 but joins the network
100 s after v1. The positions of the nodes remain as shown in Fig. 5.14a. Fig. 5.19
shows the cumulative Q-values per frame. The dashed lines indicate when the traffic
pattern of v1 changes.

As one can see, node v1 immediately reacts to changes in its packet genera-
tion pattern with increasing and decreasing Q-values. The network is oversaturated
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■■ Figure 5.19: Cumulative Q-value per frame of nodes v1 and v3 for fluctuating traffic.

for δ = 100 packet(s) s−1 and not saturated for δ = 10 packet(s) s−1. Thus,
node v3 tries to acquire more transmission slots when v1 generates packets with
δ = 10 packet(s) s−1. This is indicated by the increase of the cumulative Q-value of
node v3 for δ = 10 packet(s) s−1 at node v1. The change of Q-values is triggered
by parameter-based exploration, as packets start to pile up in the queue of node v3

when node v1 transmits with δ = 100 packet(s) s−1. Thus, QMA’s reaction time is
mainly dictated by the exploration rate assigned to different queue levels, as described
in Sect. 5.2.4, and can be increased and decreased according to the given scenario. At
last, joining the network late does not influence the performance of node v3, since a
stable policy is still found.

5.2.7.4 Subslot Utilization

Fig. 5.20 shows the subslot utilization by the hidden nodes v1 and v3 for varying δ.
As illustrated by Fig. 5.18, exploration is triggered at different times depending on δ

and hence, Figs. 5.20a to 5.20f depict the subslot utilization after the first exploration
phase, i.e., at 370 s for δ = 1 packet(s) s−1, 150 s for δ = 10 packet(s) s−1, and
170 s for δ = 100 packet(s) s−1. In addition, the final policy is shown, and QBackoff
is executed if no action is depicted.

As one can see, a collision-free schedule of subslots is created for all values of δ,
i.e., nodes v1 and v3 never select actions QCCA or QSend in the same subslot. Also,
no QSend actions take place in adjacent subslots, which is vital because transmissions
span up to three subslots. In Fig. 5.20a, v1 chooses action QCCA, however, there is
almost no difference between QSend and QCCA in the hidden node problem as a CCA
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(f) Slot utilization for final policy with
δ = 100 packet(s) s−1 .

■■ Figure 5.20: Slot utilization after the first exploration phase and for the final policy
for varying packet generation rates δ.

92



5.2 QMA: Q-LEARNING BASED MULTIPLE ACCESS

is almost always successful. The only exception is when an ACK by v2 is received
by chance by one of the hidden nodes. In the final policy, v1 selects an additional
transmission slot to maximize the total expected reward.

Figs. 5.20c and 5.20e show that the first exploration phase results in many trans-
mission slots at a single node. Additionally, Figs. 5.20d and 5.20f display that v1

and v3 divide the medium among themselves in the final policy. Such patterns arise
when the exploration rate is high, i.e., when the queue is full using parameter-based
exploration. In this case, many consecutive random actions are executed as shown in
Fig. 5.20e. If no more packets are available for transmission, no action is selected. In
the next iteration, a node uses the newly allocated transmission subslots, potentially
leaving later subslots unused because the queue is empty. This allows v1 to allocate
transmission slots in the later subslots and, eventually, v3 gives up these later subslots
because it overhears ACKs for v1.

In contrast to that, many subslots are not utilized for δ = 1 packet(s) s−1 and
δ = 10 packet(s) s−1, i.e., action QBackoff is chosen. An implication is that there is
still room for scheduling additional transmissions. However, one should be aware that
transmissions can last for more than one subslot and thus there is a necessity for some
idle slots.

5.2.7.5 Scalability in Data-collection Scenarios

Fig. 5.21 shows the PDR of DSME’s secondary traffic for an increasing number of
nodes. As one can see, QMA outperforms slotted and unslotted CSMA/CA for any
number of nodes, however, the performance difference is larger for a smaller number
of nodes. That is because QMA can learn a collision-free policy faster if fewer nodes
are within interference range because the probability of randomly selecting an unused
subslots is higher. In comparison to QMA, and as shown in Sect. 5.2.7.2, CSMA/CA
cannot fully solve the hidden node problem. Thus its PDR is significantly lower for
all numbers of nodes. Here, the number of nodes does not significantly influence the
performance of CSMA/CA since they are placed far enough from each other. QMA’s
increased PDR during the CAP also results in an increased PDR of primary traffic
of about 10 % for any number of nodes, as GTS are (de)allocated faster and fewer
packets are dropped due to a full queue.

Fig. 5.22 demonstrates QMA’s capability of learning the hidden patterns during
slot allocations. As shown in Sect. 5.1, slot (de)allocations through 3-way handshakes
require a high PDR during the CAP. The increased PDR during the CAP significantly
increases the number of successfully transmitted GTS request messages, which are
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■■ Figure 5.21: PDR of secondary traffic during the CAP for increasing numbers of
nodes.
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■■ Figure 5.22: Ratio of successfully transmitted to totally transmitted GTS request for
an increasing number of nodes.

used to initialize the 3-way handshake. QMA’s advantage seems to diminish for
GTS response and GTS notify messages. For both message types, QMA manages
to transmit 99 % messages successfully, while CSMA/CA achieves about 93 % and
99 % for GTS response and GTS notify messages, respectively. However, in absolute
numbers, CSMA/CA only transmits about 2/3 of the GTS notify messages that QMA
transmits so that both methods result in about 1 % failed GTS notify messages.

5.2.8 Verification on Hardware

The following sections verify QMA on hardware by applying it in realistic data-
collection scenarios. Simulations in Sect. 5.2.7.2 and initial hardware experiments
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scenario |V| sensitivity tx power

star 17 −90 dBm 3 dBm

tree 10 −72 dBm −9 dBm

traffic δ wake duration sleep duration

Poisson 10 packet(s) s−1 61.44 ms 61.44 ms

Poisson 10 packet(s) s−1 61.44 ms 61.44 ms

■■ Table 5.6: Parameters for the evaluation of QMA on hardware

have shown that slotted and unslotted CSMA/CA exhibit almost the same perfor-
mance. Thus the following sections feature only a comparison of unslotted CSMA/CA
and QMA. More precisely, Sect. 5.2.8.1 covers the experimental setup in the FIT IoT-
LAB [ABF+15], and Sects. 5.2.8.2 and 5.2.8.3 describe results of realistic use-cases
in a dense single-hop star topology and a multi-hop tree topology, respectively.

5.2.8.1 Scenario Description

To verify QMA’s resource-efficiency and apply it in a scenario with physical nodes,
experiments are conducted in the Strasbourg testbed of the FIT IoT-LAB [ABF+15].
It should be emphasized again that the targeted M3 Open Node, described in Sect. 3.5,
does not feature a floating-point unit and hence an efficient implementation is required.

Two scenarios are evaluated: a star topology with 17 nodes and a tree topology
with ten nodes, illustrated in Figs. 5.23a and 5.23b, respectively. The tree topology is
generated using an algorithm proposed in [KKT18]. According to their description,
transmission power is set to −9 dBm and sensitivity is set to −72 dBm. For the star
topology, a transmission power of 3 dBm and a sensitivity of −90 dBm is used. The
traffic conditions are similar to Sect. 5.2.7, i.e., 1000 packet(s) are generated according
to a Poisson distribution and a MAC protocol with alternating active and sleeping
phases of 61.44 ms duration is utilized. Tbl. 5.6 shows the relevant configuration
parameters for the star topology and the tree topology and Tbl. A.3 shows the full
configuration.

5.2.8.2 Star Topology

Fig. 5.24 shows the PDR of the star topology illustrated in Fig. 5.23a. As one can
see, QMA achieves a higher PDR than unslotted CSMA/CA for all nodes. That is
remarkable because most nodes in the star topology can hear one another so that
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■■ Figure 5.23: Physical node positions and routing links for evaluation of a star
topology and tree topology in the Strasbourg testbed of the FIT IoT-Lab.
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■■ Figure 5.24: Average PDR per node for a star topology in the Strasbourg testbed of
the FIT IoT-Lab with δ = 10 packet(s) s−1.

many collisions can be prevented through CCAs. Slotted CSMA/CA performs a CCA
before every transmission while QMA has to learn such behavior.

Another interesting observation is that nodes seemingly achieve a fair distribution of
transmission subslots using QMA, although no fairness constraint is defined explicitly
in its reward function. For example, it could have happened that a few nodes acquire
all available subslots for action QSend while the other nodes starve. Fairness arises
due to two reasons.Firstly, QMA utilizes a cooperative Q-learning approach, as
discussed in Sect. 3.6.3.4. This helps build a schedule but does not fully ensure
fairness. However, parameter-based exploration results in many random actions if a
node possesses too few transmission subslots. Thus, if a node used all subslots for
QSend, its transmissions would be interfered by these random actions, and it would
give up some transmission slots. Another node could then acquire these subslots
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■■ Figure 5.25: Average PDR per node for a tree topology in the Strasbourg testbed of
the FIT IoT-Lab with δ = 10 packet(s) s−1.

for QSend. This process balances itself, given that the network is not drastically
oversaturated.

5.2.8.3 Tree Topology

In contrast to the star topology from Sect. 5.2.8.2, the tree topology shown in Fig. 5.23b
exhibits several hidden node problems. Hence, Fig. 5.25 supports the results from
Sect. 5.2.7.2 in the sense that QMA outperforms unslotted CSMA/CA on every node
in terms of PDR. The performance difference between QMA and unslotted CSMA/CA
is larger than in the star topology because only the transmissions of parents, children,
and siblings interfere with each other. Additionally, confidence intervals are smaller
because less nodes try to access the wireless medium in a given area making it easier
for QMA to agree on a schedule.

At last, measurements in the FIT IoT-LAB show no difference between QMA and
unslotted CSMA/CA in terms of power consumption. Thus, one can conclude that
QMA increases reliability without introducing an energy-overhead. In fact, both
multiple access schemes conduct about the same number of transmission attempts,
however, using CSMA/CA many failed CCAs and retransmissions occur.

5.2.9 Discussion and Conclusion

We demonstrate QMA’s effectiveness in three different scenarios:

■ It is utilized for primary traffic in a hidden node problem with three nodes and
varying packet generation rates. Simulations show that it is possible to increase
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the number of transmitted packets from 10 packet(s) s−1 to 50 packet(s) s−1 in
comparison to CSMA/CA while maintaining the same packet delivery ratio.

■ QMA’s scalability is evaluated for secondary traffic in DSME in a realistic
scenario with an increasing number of nodes. QMA achieves a higher packet
delivery ratio than CSMA/CA and manages to (de)allocate up to twice more
TDMA-slots per second.

■ A real implementation of QMA is deployed and verified on hardware.

It must be said that there is much potential to reduce QMA’s memory overhead.
For example, by carefully selecting rewards, it should be possible to significantly
reduce the entries of the Q-table so that only 2 – 8 bit are required per entry. Simulta-
neously, floating-point operations could be avoided. A lot of research is designated
to these specific optimizations, so that these are out of the scope of this dissertation.
Additionally, the validation of QMA as contention-based multiple access scheme for
secondary traffic in protocols other than DSME remains subject to future research.

All in all, we believe that QMA is a practical realization of a more reliable
contention-based channel access for the IIoT. The benefits of QMA are an indicator
that machine learning techniques bear a high potential for application in communica-
tion protocols.
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Primary Traffic in DSME
Primary traffic refers to data messages transmitted by the application layer. They
are are usually delivered through exclusive channel access to ensure high reliability
and strict timeliness, i.e., in DSME during the CFP. To ensure that all receivers are
listening, application layer broadcasts may also be transmitted with contention-based
channel access, e.g., in DSME’s CAP. As shown in Chap. 5, primary and secondary
traffic are subject to considerable reciprocal interactions. Therefore, the following
sections analyze sending multiple packets per GTS to reduce the management over-
head in secondary traffic (Sect. 6.1) and describe a way to reduce the ACK overhead
using GACKs (Sect. 6.2).

More specifically, we show that sending multiple packets per GTS not only in-
creases the throughput of primary traffic by utilizing the unused space at the end of
GTS, but also significantly reduces the number of management messages for GTS
(de)allocations. Group Acknowledgments have the potential to amplify this effect
by reducing the ACK overhead and freeing up time for further data transmission.
However, the obtained results indicate that GACKs are generally not a valid alternative
to regular ACKs in DSME, and only provide benefits in a best-case star topology.
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6.1 SENDING MULTIPLE PACKETS PER GTS

Sending Multiple Packets per GTS
Section 6.1

Sect. 5.1 analyzed the influence of bursty and fluctuating primary traffic on the slot
negotiation process of DSME, demonstrating that the reliability of the secondary traffic
is severely degraded when bursts in the primary traffic occur. As a consequence, also
the reliability and timeliness of primary traffic is diminished because transmission
slots cannot be (de)allocated sufficiently fast and queue drops occur. Therefore, it
is vital to envision mechanisms that alleviate CSMA/CA traffic to provide increased
responsiveness without diminishing performance of the primary traffic. We identify
three possible solutions:

■ a more reliable contention-based multiple access scheme (see QMA in Sect. 5.2)

■ negotiating multiple GTS with one handshake

■ transmitting multiple packets per GTS

The second option requires far-reaching modifications of the allocation handshake
to incorporate information about additional slots to negotiate. Additionally, it can
easily result in inconsistent states if only a subset of the GTS to (de)allocate is
available. To the authors knowledge, there is currently no mechanism that can
(de)allocate several slots in bounded time. The third option appears more promising
by considerably lowering the load caused by GTS allocations since the number of
required GTS is significantly reduced. We believe that such a mechanism may be the
missing ingredient for DSME’s adaptability to time-varying traffic. It thus enables the
construction of more reliable and agile IIoT applications.

The following sections study the transmission of multiple packets per GTS. For
this, Sect. 6.1.1 provides an overview of related work, and the theoretical evaluation
in Sect. 6.1.2 calculates the maximum number of packets per GTS analytically. At
last, Sect. 6.1.3 analyzes sending multiple packets per GTS through simulation under
the above-mentioned aspects.

[ Previously published in "Meyer, F., Mantilla-González, I., Turau, V.: Sending Multiple Packets per
Guaranteed Time Slot in IEEE 802.15.4 DSME: Analysis and Evaluation. Internet Technology Letters.

4, e167 (2020). https://doi.org/10.1002/itl2.167." [MMGT20b]. The author is responsible for the simulative
evaluation and parts of the theoretical analysis.
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6.1.1 Related Work

An parameter study of SO and MO in DSME is conducted by F. Kauer [Kau19].
They find that small values of SO, i.e., slots with short length, increase throughput
for transmission of single packets. Contrary, large values of SO improve energy
consumption in low-traffic scenarios, since nodes can turn off their transceivers while
no transmission is pending. Kauer also discusses sending multiple packets per GTS
but do not formally analyze this option. They contend that incrementing SO doubles
the number of transmittable packets per GTS, yet exhibits the same throughput as a
single packet transmission mechanism with the original SO and twice the number of
GTS. Therefore, Kauer only considers the transmission of a single packet per GTS.

Simulations analyzing the GTS (de)allocation process in DSME are conducted by
Vallati et al. using Cooja [VBPA17]. Their work aims to select CSMA/CA parameter
that minimize the number of CAPs to complete the network setup, i.e., the association
process. The DSME implementation used in their work delivers four packets per
GTS. Results evidence the advantage of sending multiple packets per GTS in contrast
to a single packet. However, they do not analyze the influence on secondary traffic.

Akbar et al. propose and analyze sending multiple packets per time slot in wireless
body area sensor networks based on IEEE 802.15.4 [AYC17]. They utilize a frame
aggregation mechanism to increase throughput and reliability in patient monitoring
systems. To this end, they examine different traffic pattern and quality of service
requirements but do not estimate the impact of fluctuating primary traffic on the
allocation process of the TDMA slots.

6.1.2 Theoretical Evaluation

The following subsections analyze the maximum number of transmission attempts
per GTS analytically. The basic calculation is explained in Sect. 6.1.2.1, while
Sect. 6.1.2.2 highlights the influences of the slots length and packet payload.

6.1.2.1 Maximum Number of Transmission per GTS

For the maximum number of transmissions per GTS, a best-case and a worst-case
estimation can be given. According to the IEEE 802.15.4 standard [IEE20], an ACK
during the CFP is transmitted at earliest a aTurnaroundTime after the last symbol
of a packet is received, i.e., a bast-case. In the worst case, a receiver has to wait a
macAckWaitDuration for an ACK, which amounts to an aUnitBacko f f Period and
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PGTS

S SO = 3 SO = 4 SO = 5 SO = 6 SO = 7

1 B 7-10 14-20 28-40 56-80 112 - 160

50 B 2 4-5 9-11 19 - 22 39 - 44

100 B 1 3 6-7 13-14 26-28

127 B 1 2 5 11 22-23

■■ Table 6.1: Upper and lower bounds for the maximum number of transmissions per
GTS with different values of SO and payloads S.

an aTurnaroundTime [IEE20]. Therefore, the maximum number of transmissions
per GTS PGTS is bounded by

SGTS

2S + 54 symbol(s) + IFS
≤ PGTS ≤

SGTS

2S + 34 symbol(s) + IFS
, (6.1)

where SGTS = 60 · 2SO is the number of symbols per GTS, S is the payload of the
packet in bytes (2 symbols per byte), and IFS = 40 symbol(s) when S > 18 B and
IFS = 12 symbol(s), otherwise. The constants of 34 symbol(s) and 54 symbol(s)
include the overhead of the physical layer header, the size of an ACK packet, and
the minimum and maximum ACK wait duration, respectively. Scheduling algorithms
must take the transmission of multiple packets per GTS into account by estimating
the required number of GTS based on the lower bound obtained from Eq. (6.1).

6.1.2.2 Influence of Payload Length and SO

Tbl. 6.1 shows that the maximum number of packets per GTS increases exponentially
for an increasing SO regardless of S. That is because by enlarging SO, the duration
of GTS doubles (see Sect. 2.4.4.4). However, this can lead to more than twice as
many transmitted packets, e.g., two packets can be transmitted for S = 127 B and
SO = 4, while up to five packets can be transmitted for SO = 5. The reason is that
the duration of frame transmissions, including acknowledgments, does not exactly
match the duration of a GTS. The unused time at the end of a GTS increases with
increasing SO until it is large enough to transmit an extra packet. Consequently, the
potential throughput of the network increases by transmitting multiple packets per
GTS with larger SO.

Since PGTS increases exponentially with increasing SO, the number of CAP mes-
sages is assumed to decrease exponentially as well, especially because fewer collisions
and hence fewer retransmissions occur. On the other hand, this can result in longer
GTS queues and higher packets delays since packets cannot be immediately trans-

103



6 PRIMARY TRAFFIC IN DSME

mitted upon arrival or generation. Instead, they are transmitted in chunks of packets
in a few GTS. Also, the probability of overprovisioning increases for higher SO be-
cause PGTS is larger, and sending M additional packets could result in the allocation
of a new GTS and overprovisioning for up to PGTS − (M mod PGTS) additional
transmissions. This overprovisioning reduces delays and avoids queue drops because
packets are transmitted immediately when a burst happens, and queued packets can
be transmitted faster.

6.1.3 Simulative Evaluation

The following sections evaluate sending multiple packets per GTS through simulation
in OMNeT++ to verify the theoretical results obtained in Sects. 6.1.2.1 and 6.1.2.2 and
to provide further insights into potential benefits and drawbacks. For this, Sect. 6.1.3.1
first describes the scenario. Afterward, Sect. 6.1.3.2 verifies the results of the theoret-
ical model, Sect. 6.1.3.3 describes the influence on secondary traffic, and Sect. 6.1.3.4
analyzes additional metrics such as reliability, delay, and energy consumption.

6.1.3.1 Scenario Description

A grid topology with 4 x 4 nodes is considered to evaluate the performance of sending
multiple packets per GTS under bursty traffic. It utilizes a static shortest path routing
which guarantees that all outer nodes of the grid communicate with unique and fixed
partners and that the path length between these nodes is at least two. Inner nodes act
as relays, i.e., they receive and forward packets. Thus, six communication pairs (i.e.,
six routes) are active per run: Two routes with length three and four routes with length
two. This setup creates constantly shifting, highly variable traffic characteristics,
especially for inner nodes.

Tbl. 6.2 summarizes the simulation setup. The full configuration is given in
Tbl. A.4. In this scenario, we set the queue length to QCAP = QCFP = 40 to ensure
that DSME can cope with large bursts of up to ϵ = 32 packet(s). The MAC payload
is 127 B. MO and BO are fixed to nine because they do not influence the performance
of the presented scenario, resulting in an DMSF and BI of 7.8464 s. The packet
generation interval γ follows a normal distribution with mean µ = 16 s and standard
deviation σ = 0.5 s. Hence, γ is at least twice as long as DMSF to allow for the
(de)allocation of GTS.

104



6.1 SENDING MULTIPLE PACKETS PER GTS

scenario |V| SO MO BO traffic δ

grid 16 3,..,6 9 9 Normal 2,..,40 packet(s) s−1

■■ Table 6.2: Parameter for the evaluation of multiple packets per GTS through simu-
lation.

6.1.3.2 Transmissions per GTS

As predicted in Sect. 6.1.2.1, simulations yield an exponentially increasing number of
transmitted packets per GTS for an increasing SO. However, the actual number of
packets transmitted in a GTS can be highly unbalanced, e.g., with ϵ = 16 packet(s),
SO = 6 and two allocated GTS, eleven packets are transmitted in the first GTS and
five in the second GTS on average, resulting in an average of eight transmissions per
GTS.

Fig. 6.1 shows the average number of allocated GTS for transmitting nodes and
different values of ϵ and SO. The larger the SO, the more packets can be sent per GTS
and the fewer GTS must be allocated. On the other hand, a too large SO results in
overprovisioning. For example, SO = 5 is optimal for ϵ = 4 since SO = 4 requires
two more allocated GTS and SO = 6 implies overprovisioning of six to seven packets.
Moreover, the average number of allocated GTS is higher than expected, e.g., for
SO = 3 and ϵ = 8, one would expect an average of four allocated GTS instead of
about 5.7 GTS since the number of required GTS is either zero or eight. However,
TPS keeps one remaining GTS per established link, increasing the average number of
allocated GTS. For large bursts with SO = 3 and ϵ ≥ 32, GTS cannot be allocated
fast enough anymore so that its performance is about equal to SO = 4. For the
evaluated scenario, this limit is not reached for configurations with SO > 3.

6.1.3.3 Influence on Secondary Traffic

As fewer GTS are allocated, fewer CAP messages have to be transmitted for SO ≥ 4
when compared to a single packet transmission per GTS (SO = 3), as illustrated
in Fig. 6.2. TPS further emphasizes this effect by deallocating GTS cautiously. For
example, only one GTS is required for SO = 6 and ϵ = 10 so that there is almost no
CAP traffic. It may seem counter-intuitive at first that the number of CAP messages
decreases for SO = 3 with an increasing ϵ, while it increases with for higher values
of SO. The reason is that for SO = 3 contention increases with increasing ϵ as
more nodes try to (de)allocate GTS. Therefore, nodes go into backoff more often and
as long as not all required GTS are (de)allocated according to the incoming traffic
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■■ Figure 6.1: Average number of allocated GTS per node for different slot lengths
(SO) and packets per burst (ϵ).
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■■ Figure 6.2: Total number of transmitted CAP messages for different slot lengths
(SO) and packets per burst (ϵ).

rate, queues overflow and the number of GTS handshakes during the CAP decreases,
resulting in a lower PDR. SO = 6 performs best for all ϵ. For example, in the case of
ϵ = 10, the CAP traffic is reduced by 99 % in comparison to SO = 3.

6.1.3.4 Delay, Reliability, and Energy

The queue drops mentioned in Sect. 6.1.3.3 are also reflected in the PDR, depicted in
Fig. 6.3. For transmissions of a single packet per GTS (SO = 3), the PDR decreases
exponentially for an increasing ϵ down to 33.6 % at ϵ = 40. Contrary, higher values
of SO result in a PDR above 80 % for ϵ ≤ 40, with SO = 6 performing best. That is
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■■ Figure 6.3: Average PDR for different slot lengths (SO) and packets per burst (ϵ).

because fewer GTS are required, and it is more likely that all GTS negotiations can
be performed and no packets are dropped due to a full queue. Therefore, it is possible
to transmit about 30 packet(s) more per burst while maintaining the same PDR by
choosing SO = 3 instead of SO = 6. Additionally, one should note that lost packets
are expected for ϵ = 40 for any SO because it exactly matches the capacity of the
GTS queue. For ϵ < 8, no packet loss is observed.

As mentioned in Sect. 6.1.2.2, the transmission delay is expected to increase for
an increasing SO as packets are delayed and sent in a single slot. That, however, is
disproved by the results shown in Fig. 6.4. Here, the delay per hop for SO = 3 is
significantly higher than the delay for other SO. That is due to two reasons:

■ More GTS have to be allocated for SO = 3, resulting in a long time until the
schedule is completed and packets can be transmitted.

■ Choosing SO ≥ 4 results in overprovisioning that is potentially larger for
larger SO as indicated in Sect. 6.1.2.2.

For example, for SO = 6 and ϵ = 16, two GTS are allocated so that five extra
packets can be transmitted. This extra GTS reduces the GTS queue length and hence
the delay per hop. With SO = 5, two GTS with PGTS = 5 are allocated while one
GTS with PGTS = 11 is allocated for SO = 6. Although the overprovisioning is
similar in both cases, DMSF is longer for SO = 6, resulting in a higher expected time
until the next allocated GTS and thus increased delay.

At last, Fig. 6.5 shows the average energy consumption per node over the course
of the simulation. The energy consumption is highest for a single packet per GTS
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■■ Figure 6.4: Average delay per hop for different slot lengths (SO) and increasing
numbers of packets per burst (ϵ).
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■■ Figure 6.5: Average total energy consumption per node for different slot lengths
(SO) and increasing numbers of packets per burst (ϵ).

(SO = 3) because more GTS negotiations occur in the CAP, during which the
transceiver is in a high-power state. Additionally, it can be seen that the energy
consumption stays about constant for SO = 6 until ϵ = 16. From this point, nodes
need to allocate two GTS instead of one GTS, resulting in higher energy consumption.
For ϵ = 1, higher values of SO result in higher energy consumption because the
receiver has to stay active during the whole GTS.
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6.1.4 Discussion and Conclusion

Sects. 6.1.3.2 to 6.1.3.4 show that sending multiple packets per GTS reduces the load
for secondary traffic during the CAP and enables higher reliability, shorter delays, and
less energy consumption. Nonetheless, one should note that sending multiple packets
per GTS is not beneficial for all application scenarios. CAPs are longer for larger SO,
potentially resulting in a non-negligible fraction not being utilized. This idle time
can be counterproductive for energy-harvesting devices as nodes have to stay active
during the whole CAP. In data-collection scenarios, this additional time could be used
for secondary traffic or unreliable primary traffic if the application allows it. Still,
CAPs at the end of a MSF are unused most of the time. Therefore, an essential next
step is to find an algorithm that tunes the number of CAPs according to the traffic
demand of the network because DSME only supports using all CAPs or a single CAP
per MSF with CAP-Reduction (CAP-R). Such an algorithm is proposed and further
explored in Chap. 8.

The evaluation assumes that all nodes generate similar amounts of traffic. If the
packet generation rates of individual nodes vary considerably, much time might be
wasted during a GTS for large SO. In that sense, it is necessary to carefully define the
value SO that optimally fits the traffic demand of the network. Energy consumption
during idle time of a GTS can be reduced by making the transmitter announce the end
of the communication to the receiver. Then, both communication partners can turn
off their transceivers for the remaining part of the GTS. This idea was implemented
and verified as part of a student thesis on the basis of Information Elements (IEs) and
produced good results [Die20].

All in all, the transmission of multiple packets per GTS reduces the number of
slot allocations and increases the reactivity of DSME with bursty and dynamically
changing traffic, e.g., in 6LoWPAN applications. A theoretical estimation is given,
and results are verified by simulation. They indicate that at ϵ = 30 packet(s), it is
possible to maintain a PDR of 97 % with SO = 6 in comparison to the transmission
of a single packet per GTS (SO = 3) with a PDR of 40 %. Also, the required number
of management messages is reduced by up to 99 %.
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Group Acknowledgments
Section 6.2

Sect. 6.1 proposes and analyzes sending multiple packets per GTS to minimize the
overhead of required management messages for GTS (de)allocations. Every packet is
acknowledged individually imposing a significant overhead in terms of throughput
and energy consumption.

To stretch the time a GTS can be used for sending application data, the acknowl-
edgment overhead can be reduced. This allows for transmission of more data packets
per GTS and reduces energy consumption. In the simplest form, data packets sent
in a GTS are aggregated and acknowledged in a so-called block acknowledgment at
the end of a GTS. A similar variant is proposed in [BBVC14], where block acknowl-
edgments are only issued on request of the data source. Block acknowledgments
are well researched and have already proven to increase throughput in a trade-off
for memory overhead, e.g., as part of the IEEE 802.11n standard [IEE21a]. They
have yet to be verified in DSME, but their benefits are apparent. Block acknowl-
edgments can, however, be further optimized if data packets from multiple nodes
are confirmed in a single broadcasted Group Acknowledgment (GACK) to free up
even more time for data transmission. The IEEE 802.15.4 DSME 2012 standard
defines such a GACK scheme, but it was removed in later iterations of the stan-
dard [IEE12]. Still, many works deal with GACKs and their optimization in DSME
[BCL+20, SPW17, GAQ+17] as they are relevant in various fields of application
like vehicle-to-vehicle communication [CXQ+18], and have proven to be valuable in
other protocols like LoRa [LKZK21, ZAKP20] and LLDN [IEE12].

Naturally, one question arises which we attempt to answer in the following sections:
Are GACKs worth anything in DSME? More precisely, it shall be assessed whether
GACKs constitute a viable alternative to regular ACKs in data collection scenarios
requiring high reliability. To answer this question, three novel possibilities to broadcast
GACKs are proposed and investigated:

■ In network beacons (GACK-Beacon).

■ As management messages during the CAP (GACK-CAP).

■ In dedicated GTS (GACK-GTS).

[ Partly previously published in "Meyer, F., Malessa, P., Diercks, J., Turau, V.: Are Group Acknowledgements
Worth Anything in IEEE 802.15.4 DSME: A Comparative Analysis. In: 2022 5th Conference on Cloud

and Internet of Things (CIoT’22). Accepted for publication, Marrakech, Morocco (2022)." [MMDT22].
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The following sections provide an overview of the proposed GACK schemes
(Sect. 6.2.2), and state hypotheses about their expected performance (Sect. 6.2.3).
Results from a theoretical (Sect. 6.2.4) and simulative evaluation (Sect. 6.2.5) follow
and all schemes are validated on hardware (Sect. 6.2.6). A discussion concludes this
section (Sect. 6.2.7).

6.2.1 Related Work

Gomes et al. propose a hybrid channel hopping and channel adaptation scheme for
DSME called H-DSME [GAQ+17]. They identify the problem that GACKs are
always transmitted on the same channel, which can potentially exhibit poor quality.
Thus, H-DSME introduces a channel hopping mechanism for GACKs, where channels
are selected using a round-robin mechanism. They compare H-DSME with two other
techniques they propose, but their results do not indicate the performance of GACKs
in comparison to regular ACKs.

DSME’s reliability and end-to-end delay using GACKs according to the IEEE
802.15.4e 2012 standard are compared to TSCH by Alderisi et al. in realistic and
increasingly dense process automation environments [APMB15]. DSME yields a
higher delay than TSCH for networks with less than 30 nodes but outperforms TSCH
at 50 nodes, where GACKs had to be disabled to increase throughput and allow every
node to allocate sufficiently many GTS. Alderisi et al. conclude that DSME’s GACKs,
where packets are retransmitted at the end of superframes, severely increases delay of
regular data transmissions. Their results provide a good indication of the inflexibility
of GACKs according to the IEEE 802.15.4 2012 standard.

Sahoo et al. propose a GACK scheme for DSME where GACKs are transmitted
as parts of regular beacons limiting their use to coordinators [SPW17]. Additionally,
they devise a retransmission scheme where lost packets are retransmitted in the CAP
without using CSMA/CA, thus, reducing delay. The details of their work are further
discussed in Sect. 6.2.1.2.

Similar to [SPW17], Battaglia et al. propose a novel ACK scheme based on the
periodicity of traffic flows to prevent the retransmission overhead of GACKs according
to the IEEE 802.15.4 2012 standard [BCL+20]. In DSME, a GTS is repeated every
MSF even if a flow has a period of n MSFs, resulting in n− 1 unused GTS. Their
idea is to utilize these unused GTS to transmit n− 1 replicas of a data message in the
flow, giving the receiver n− 1 additional opportunities to receive a message correctly.
Obviously, the proposed scheme increases reliability though redundant information
but greatly increases energy-consumption.
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■■ Figure 6.6: DSME’s GACK scheme as defined by IEEE 802.15.4e 2012.

6.2.1.1 GACKs According to IEEE 802.15.4e 2012

In the 2012 amendment to the IEEE 802.15.4 standard [IEE12], GACKs were defined
as part of DSME. Here, every coordinator allocates two GTS for the transmission of
GACKs (GACK 1 and GACK 2) and announces their SF ID, slot ID, and channel
ID in its enhanced beacons. Thereby, all packets received before GACK 1 but after
GACK 2 are acknowledged in GACK 1 while all packets received after GACK 1
but before GACK 2 are acknowledged in GACK 2. As shown in Fig. 6.6, all GTS
before GACK 1 are used for regular data transmission but for every allocated GTS
another so-called GTS for retransmission (GTSR) must be allocated between GACK 1
and GACK 2. These allow for retransmission of lost data packets. IEEE 802.15.4e
specifies the frame format for a GACK, in which the reception status of a packet is
indicated by a single bit in a bitmap. The size of the bitmap can be configured in bytes
using 2 bit, for a maximum size of 4 B, i.e., 32 acknowledgeable packets.

The described GACK scheme has are several shortcomings:

■ Only coordinators can utilize GACKs because information about them is dis-
seminated in their beacons.

■ Many GTSR are unused if data packets are transmitted successfully, reducing
potential throughput [SPW17].

6.2.1.2 GACKs According to Sahoo et al.

Due to the shortcomings of IEEE 802.15.4e’s GACK scheme, Sahoo et al. propose a
scheme where GACKs are transmitted as part of beacon messages [SPW17]. For this,
every beacon is extended with a 7 bit bitmap, where every bit indicates the successful
transmission during a respective CFP slot, of which there are 7 CFP slots without
CAP-R. On reception of a GACK, every node counts the number l of lost packets
which are then retransmitted in the first l CAP slots without using CSMA/CA. During
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■■ Figure 6.7: GACK scheme for DSME according to [SPW17].

this time, no other node is allowed to transmit packets. Afterwards, all nodes utilize
the CAP normally. The operation of the scheme is depicted in Fig. 6.7.

While Sahoo’s scheme significantly increases throughput, it comes with drawbacks,
e.g., a fixed bitmap size of 7 bit only allows for SO = MO = BO, i.e., exactly seven
CFP slots per BI, and CAP-R is unusable. Similar to the IEEE 802.15.4 standard,
GACKs are limited to coordinators only, disallowing upstream traffic. Additionally,
retransmitting packets in the CAP can become a problem in scenarios with fluctuating
traffic where many management messages are transmitted.

6.2.2 Proposed Group Acknowledgement Schemes

In IEEE 802.15.4 DSME 2012, GACKs were defined as part of the official stan-
dard [IEE12]. They were removed in later iterations but their potential to increase
DSME’s throughput and energy-efficiency in reliable environments has yet to be
fully determined. Several works propose new GACK schemes achieving auspicious
results [SPW17, BCL+20]. The following sections provide an overview of the GACK
schemes proposed in this work, i.e., GACK-Beacon, GACK-CAP, and GACK-GTS1

(Sects. 6.2.2.1 to 6.2.2.3), and contrast them with existing schemes from literature.

In general, GACKs avoid the overhead of an acknowledgment and an AIFS for
every data transmission, as illustrated in Fig. 6.8. This allows for more data transmis-
sions within a single GTS and also avoids switching the transceiver from transmitting
to receiving after every data transmission.

6.2.2.1 Transmission through Beacons

Although the scheme by Sahoo et al. (see Sect. 6.2.1.2) significantly increases through-
put, it yet introduces several drawbacks. The fixed bitmap size of seven GTS only
allows for SO = MO = BO, i.e., exactly seven GTS per BI [SPW17]. Consequently,

1P. Malessa and J.N. Diercks provided basic implementations for GACK-GTS and GACK-CAP as part of their
theses, which were extended by the author.
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■■ Figure 6.8: Transmission process using GACKs and regular ACKs within a single
GTS with a MAC payload of S = 1 B.

CAP-R is not usable. Similar to IEEE 802.15.4 2012, GACK transmissions are limited
to coordinators, disallowing upstream traffic to leaves of the network. At last, packet
retransmission in the CAP is problematic in scenarios with fluctuating traffic where
secondary traffic is oversaturated.

Nevertheless, the idea of transmitting GACKs through beacons seems promising, as
it does not restrain throughput in the CFP. Thus, we adopt this idea but combine it with
a more flexible bitmap format, discussed in Sect. 6.2.2.4. In addition, retransmission
are handled through regular GTS instead of utilizing the CAP. This way, SO, MO,
and BO can be selected without any restrictions. In the following, we refer to this
scheme as GACK-Beacon.

6.2.2.2 Transmission during the CAP

DSME’s CAP is primarily utilized for transmitting secondary traffic, i.e., manage-
ment and broadcast messages. Thus, its utilization in a settled network with stable
environmental conditions is usually low. The idea of GACK-CAP is simply to send
GACKs as regular CAP messages. The main advantage is that no acknowledgment
overhead is imposed during the CFP, maximizing potential throughput. On the other
hand, the scheme suffers from the same disadvantages as CSMA/CA, i.e., low relia-
bility and high delays in dense networks with fluctuating traffic conditions and many
hidden-node problems (see Sect. 5.1). Similar to GACK-Beacon, retransmissions of
data packets are performed in regular GTS.

6.2.2.3 Transmission in GTS

The GACK-GTS scheme is not only a generalization but also a simplification of the
GACK-IEEE scheme, discussed in Sect. 6.2.1.1. The main idea is to allocate dedicated
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■■ Figure 6.9: Example of the frame structure using the GACK-GTS scheme.

GTS during the CFP in which GACKs can be broadcasted to nodes in the neighbor-
hood. The frequency of these GACK-GTS, i.e., the GACK interval is determined
by the group acknowledgment order (GAO), where 2MO−GAO gives the number
of GACK-GTS per MSF. An example of the frame structure using GACK-GTS is
shown in Fig. 6.9, where GAO = MO applies at a parent node and GAO− 1 = MO
locally.

Allocation of a GACK-GTS is conducted with DSME’s 3-way handshake using an
additional flag, i.e., when a node sends a GTS request to allocate a regular GTS. The
receiver of the GTS request checks if there is already a GACK-GTS within one GACK
interval of the GTS to be allocated and either selects the next GACK-GTS or allocates
a new GACK-GTS within one GACK interval. The GACK-GTS is communicated
with the requesting node in the GTS response in a designated Information Element
(IE). Thereby, GACK-GTS are randomly allocated from the tail of a SF while regular
GTS are allocated randomly from the beginning to increase the odds of scheduling a
GACK after the data transmission.

One should notice that during the described GACK-GTS allocation procedure,
a node might return a GACK-GTS that conflicts with an already allocated GTS at
the requesting node. There is no way to avoid such collisions as the GACK-GTS is
communicated to several nodes and a change of the GACK-GTS would likely result
in another collision. Thus, in case of a conflict, the requesting node may abort the
handshake and try to allocate the GTS in another SF to retrieve another GACK-GTS.
If this fails, it can relocate the conflicting GTS to make room for the GACK-GTS,
e.g., using a GTS-change command.

6.2.2.4 GACK Bitmap Format

As described in Sect. 6.2.1.1, IEEE 802.15.4e 2012 defines a bitmap structure for
acknowledgments through GACKs, which supports up to 32 ACKs. Especially in
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header payload 1 payload 2 . . .

field # payloads node
addr.

bitmap
length

seq.
number bitmap . . . . . .

octets 1 2 1 1 bitmap
length . . . . . .

■■ Table 6.3: Generalized GACK bitmap structure utilized by GACK-Beacon,
GACK-CAP and GACK-GTS.

scenarios with a large SO, where many packets can be transmitted per GTS (see
Sect. 6.1), a larger and more flexible bitmap format is required.

The proposed bitmap format is shown in Tbl. 6.3. Unlike the GACK formats from
Sects. 6.2.1.1 and 6.2.1.2, the bits in the bitmap do not directly address a GTS but
acknowledge data packets relative to a specified sequence number. This has two
benefits: First, the bitmap does not contain one bit per packet that is potentially sent,
so it is smaller on average. Second, and more importantly, consistency problems
are avoided because each bit is associated with a given sequence number. It would
otherwise be impossible to determine which packet within a GTS failed. The GACK
contains a payload for each node from which a packet was received. This payload
consists of the node address, the bitmap length, the sequence number of the first
packet to acknowledge, and a bitmap indicating the reception status of all packets in
relation to the given sequence number.

Note that the proposed bitmap format is not yet optimal and its size can be further
compressed with additional effort, e.g., by omitting the # payloads field [CXQ+18].
However, the format is flexible and can be easily processed by sensor nodes with
limited resources, making it well suited for the evaluated scenarios.

6.2.3 Comparison and Hypotheses

Several metrics can be utilized to appraise the performance of GACKs in DSME,
as also indicated in Sect. 3.2. However, due to the diversity of the presented GACK
schemes, it is hardly possible to derive general statements about their performance.
Therefore, Tbl. 6.4 tries to provide insights into their expected capacity for selected
metrics.

In general, all GACK schemes are expected to provide higher throughput than
the normal ACK scheme, however, while GACK-CAP and GACK-Beacon achieve
the maximum throughput, GACK-GTS’s throughput is slightly lower because it
requires at least one GTS per coordinator for the transmission of GACKs. Dwell
time is directly correlated to throughput because queues are reduced faster with

117



6 PRIMARY TRAFFIC IN DSME

metric ACK GACK-Beacon GACK-CAP GACK-GTS

throughput

dwell time

ACK delay

energy consumption

memory overhead

■■ Table 6.4: Hypotheses about the performance GACK-Beacon, GACK-CAP, and
GACK-GTS in DSME in relation to regular ACKs.

higher throughput. GACK-Beacon and GACK-GTS exhibit a variable ACK delay
by tuning BO and GAO, respectively. GACK-CAP provides a low expected ACK
delay of half the number of GTS per SF, which also constitutes the lower bound for
GACK-Beacon. GACK-GTS can reach a lower ACK delay for a direct trade-off with
throughput. It should be noted that the ACK delay plays a subordinate role in reliable
environments and is only relevant in case of packet loss. For all GACK schemes, the
energy consumption is inversely proportional, and memory overhead is proportional,
to the ACK delay since more data packets are received and have to be stored in the
GACK-bitmap before a GACK is transmitted. In particular, GACK-CAP requires
the fewest memory while more is required for GACK-CAP and GACK-Beacon in its
default configuration. All GACK schemes are expected to require less energy and
more memory than regular ACKs. Another benefit of GACKs is that a time-critical
task, i.e., the acknowledgment of packets is moved to a less utilized phase, e.g.,
beacon slots.

6.2.4 Theoretical Evaluation

Depending on the scenario, the goal of the MAC layer is to increase the possible
throughput for the application - either in terms of transmittable packets or in terms
of goodput. Thus, the following two sections, Sects. 6.2.4.1 and 6.2.4.2, provide
theoretical estimations of the maximum packet throughput and maximum goodput for
different ACK schemes. Together, they allow assessment of the performance gain of
GACKs over regular ACKs.

6.2.4.1 Maximum Throughput

As mentioned in Sect. 6.2.3, GACKs increase the maximum number of transmittable
packets per GTS. That is due to two reasons: First, there is no need to transmit an ACK
in response to every data packet. Furthermore, the IEEE 802.15.4 standard requires an
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IFS for processing after every received data packet. It includes an aTurnaroundTime
for switching the transceiver from the RX to the TX state and vice versa. However,
this is unnecessary if no ACK is transmitted.

The expected maximum throughput in packets per second with ACKs, TPA, and
with GACKs, TPG , for a given SO and payload S in bytes is given by

TPA =
S sec

SSF
∗ GTSSF ∗ ⌊

SGTS

SA(S)
⌋, (6.2)

TPG =
S sec

SSF
∗ GTSSF ∗ ⌊

SGTS

SG(S)
⌋, (6.3)

where S sec = 62 500 symbol(s) is the constant symbol rate, GTSSF = 7 GTS is the
number of GTS per SF, SGTS = 60 ∗ 2SO symbol(s) is the number of symbols per
GTS and SSF = 16 ∗ SGTS is the number of symbols per SF. Finally, the functions
SA(S) and SG(S) compute the number of symbols per data transmission for a given
S with and without ACK

SA(S) = SH + 2S + SACK + S , (6.4)

SG(S) = SH + 2S + S − aTurnaroundTime. (6.5)

Here, S is the payload length in bytes, SACK = 34 symbol(s) is the overhead for the
ACK packet and an AIFS, and S IFS is either a SIFS with 12 symbol(s) or a LIFS
with 40 symbol(s) if S > 18 B. At last, SH = 34 symbol(s) symbols is the header
overhead for the data packet.

Fig. 6.10 shows the expected maximum throughput of GACKs (TPG) in comparison
to regular ACKs (TPA) for different values of S and MO = 8. As one can see, the
number of transmittable packets can be significantly increased for small S using the
proposed GACK schemes, while for large S no significant increase is achievable.
Over all SO, the expected maximum throughput for a given S is almost constant as
a SF with a shorter length is repeated multiple times per second. As anticipated,
the expected maximum throughput of GACK-IEEE is significantly lower than for
the other techniques because twice as many GTS have to be allocated for every
transmission. GACK-IEEE only outperforms regular ACKs for S = 1 B, i.e., in a
highly unrealistic scenario.
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■■ Figure 6.10: Expected maximum throughput in packet(s) s−1 using GACKs and
regular ACKs for increasing payload lengths S.

6.2.4.2 Maximum Goodput

Contrasting Sect. 6.2.4.1, an application is usually not only interested in the raw
packet throughput but rather in the goodput, i.e., the total application layer payload
the MAC protocol can transmit per second. Thereby, the goodput is adjusted for
header, acknowledgment, and management overhead, as discussed in Sect. 3.2.

The expected maximum goodput per second with ACKs, GPA, and with GACKs,
GPG , in bytes is calculated similarly to Eqs. (6.2) and (6.3) in Sect. 6.2.4.1 as

GPA =
S sec

SSF
∗ GTSSF ∗ GA, (6.6)

GPG =
S sec

SSF
∗ GTSSF ∗ GG , (6.7)

where GA and GG are the goodputs per GTS with and without ACKs, respectively.
They are calculated as

GA = 116 ∗ ⌊ SGTS

SA(116)
⌋+ max{0,

(SGTS mod SA(116))− SA(0)
2

}, (6.8)

GG = 116 ∗ ⌊ SGTS

SG(116)
⌋+ max{0,

(SGTS mod SG(116))− SG(0)
2

}, (6.9)

with the first part calculating the goodput of packets with a maximum payload of
116 B and the second part calculating the maximum payload of a packet that can be
sent in the remaining free symbols of a GTS.

Fig. 6.11 shows the expected maximum goodput of GACKs (GPG) and regular
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■■ Figure 6.11: Expected maximum goodput using regular ACKs and GACKs.

ACKs (GPA) in bytes for different SO and MO = 8. The expected goodput using
the proposed GACK schemes is between 30 % for SO = 3 and 17 % for SO = 8
higher than for regular ACKs. For SO > 8, the performance difference between
both schemes is constant. GACK-IEEE reaches a significantly lower goodput than
the other schemes because two slots have to be allocated for every transmission.
Additionally, the goodput decreases for a decreasing difference between MO and SO
because two GTS are always allocated for GACK 1 and GACK 2, and hence unusable
for regular data transmission.

6.2.5 Simulative Evaluation

To determine whether GACKs are feasible alternative to regular ACKs, the GACK
schemes are compared in three scenarios that are described in Sect. 6.2.5.1. These
constitute a worst-case, best-case, and average-case scenario for the GACKs for which
results are provided in Sects. 6.2.5.2 to 6.2.5.4, respectively. Together, these scenarios
create a holistic picture of the GACKs’ performance and allow to identify promising
application scenarios.

6.2.5.1 Scenario Description

GACKs are designed for dense networks where multiple nodes are acknowledged at
once with a single GACK. Thus, a star topology, as shown in Fig. 6.12, constitutes a
best-case scenario and the opposite, a line topology, constitutes a worst-case scenario
because each node only communicates with its child and parent. Multiple packets of
a single node can still be acknowledged at once. For the best-case scenario, a small
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scenario SO MO BO GAO topology nodes S

worst-case 3 6 8 6 line 10 116 B

best-case 4 7 7 7 star 19 1 B

average-case 4 6 8 6 tree 31 1 – 116 B

■■ Table 6.5: Parameter for the evaluation of GACKs in a worst-case, best-case, and
average case scenario.
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■■ Figure 6.12: Star topology for the best-case analysis of GACKs.

payload of 1 B is chosen and MO and SO are selected in a way that as many packets
as possible are acknowledged using a single GACK. For the worst-case scenario, a
single packet with maximum payload is transmitted per GTS, impeding the usefulness
of GACKs even further. Packets are generated according to a Poisson distribution.

At last, GACKs are evaluated in an average-case scenario, which we exemplary
choose as a binary-tree topology with 31 nodes. Here, packets are generated with
a random payload between 1 B and 116 B to reflect common use cases. It should
be noted that a binary-tree exhibits many hidden-node problems (similar to the line
topology) but also offers the possibility to acknowledge two nodes using a single
GACK. Tbl. 6.5 summarizes the relevant configuration parameters, and Tbls. A.5
to A.7 shows the full configuration.

6.2.5.2 Worst-case Analysis

Fig. 6.13a shows the PDR using different GACK schemes and regular ACKs for
decreasing packet generation intervals γ. As one can see, regular ACKs perform best
while GACK-CAP performs worst. That is because GACKs are transmitted in the
CAP using CSMA/CA which suffers from hidden-node problems so that GACKs are
frequently lost. GACK-Beacon requires BO ≥ 8 to enable sufficiently many beacon
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(b) Best-case scenario.

■■ Figure 6.13: Average PDR for a decreasing packet generation interval γ with
GACK-Beacon, GACK-CAP, GACK-GTS in comparison to regular ACKs.

slots for all nodes to join the network. However, with a maximum queue length of
QCFP = 22 packet(s) in openDSME, many packets are dropped because packets are
not acknowledged fast enough. At last, GACK-GTS requires one GTS for GACKs
per node so that less GTS can be used for regular data packets.

The average data packet delay per hop (see Sect. 3.2) is shown in Fig. 6.14a.
As expected, the delay of GACK-CAP and GACK-Beacon is high because GACKs
frequently collide using the former scheme and the ACK interval is to high using the
latter scheme. GACK-GTS performs slightly worse than regular ACKs due to the
GTS overhead.

Fig. 6.15a shows the average ACK delay, i.e., the time from transmitting a data
packet to receiving the according ACK. GACK-Beacon and GACK-GTS provide the
worst performance due to their large acknowledgment interval, however, the delay
of GACK-GTS is unstable for 0.4 s ≤ γ ≤ 0.9 s. That is because a GACK-GTS is
allocated through the regular GTS-handshake. Due to hidden node problems many of
these handshake messages fail and thus the allocation of GACK-GTS is delayed.

At last, Fig. 6.16a depicts the PDR of the different ACK schemes in a more
realistic scenario, i.e., under external interference of a packet with maximum payload
S = 127 B and varying interference interval. Interference lasts for about 5 ms.
For sake of simplicity, the interference occurs on all channels simultaneously and
γ = 1 s is fixed. The relation between the ACK schemes is similar as before with one
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(b) Best-case scenario.

■■ Figure 6.14: Average end-to-end delay of data packets sent during the CFP for
decreasing γ. The end-to-end delay of each node is normalized by the number of
hops towards the sink.
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■■ Figure 6.15: Average ACK delay, i.e., the time between sending a data packet
and receiving the according acknowledgment, for a decreasing packet generation
interval γ.
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■■ Figure 6.16: PDR of GACK-Beacon, GACK-CAP, GACK-GTS, and regular ACKs
under external interference of a packet with maximum S and decreasing interval.

exception: GACK-Beacon performs slightly better than the other schemes, including
regular ACKs, for an interference interval of 20 ms and lower.

6.2.5.3 Best-case Analysis

Fig. 6.13b shows the PDR in a best-case scenario. Notice the changed axis scaling
compared to the worst-case scenario. The PDR of regular ACKs decreases slightly
faster for decreasing γ than that of the GACK schemes. All GACK schemes perform
similarly, where GACK beacon performs best because the beacon interval is low
and there is no additional overhead during the CFP. The same applies to the average
data packet delay, depicted in Fig. 6.14b. Regular ACKs result in the highest delay
because fewer packets can be transmitted per GTS and hence packets remain in the
queue for longer. GACK-CAP and GACK-Beacon achieve the lowest delay, where
GACK-GTS introduces a slightly higher delay due to the GTS allocation through the
3-way handshake. At last, the acknowledgment delay in Fig. 6.15b behaves similar
to the worst-case scenario. However, one should notice the different scaling of the
y-axis.

Under the influence of external interference, more packets can be transmitted
successfully using GACKs for small γ, as presented in Fig. 6.16b. That is because
more packets can be transmitted per GTS so that a single lost packet has less influence.
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■■ Figure 6.17: PDR for GACK-Beacon, GACK-CAP, GACK-GTS, and regular ACKs
for a decreasing packet generation interval γ in a binary-tree topology.

In general, the performance difference between regular ACKs and GACKs is
smaller than in the worst-case scenario, discussed in Sect. 6.2.5.2, indicating that
GACKs can provide improvements in optimal scenarios but also impose great risks as
their worst-case performance is significantly worse than the performance of regular
ACKs.

6.2.5.4 Average-case Analysis

Fig. 6.17 shows the PDR of the different GACK schemes and regular ACKs for
decreasing γ. Here, regular ACKs achieve the highest PDR while the performance
of the GACK schemes highly depends on γ. GACK-GTS suffers from the initial
overhead of one GTS per node for sending GACKs and hence only achieves a PDR
of about 90 % for 0.4 s < γ ≤ 0.9 s. However, in comparison to GACK-CAP
and GACK-Beacon which for high γ achieve PDRs of 97 % and 98 %, respectively,
GACK-GTS manages to maintain the same PDR for higher γ. The performance of
GACK-CAP and GACK-Beacon falls off because of increased management traffic in
the CAP and a too large acknowledgment interval using beacons. All GACK schemes
perform worse than regular ACKs.

On the other hand, GACK-GTS results in the lowest data delay and even outper-
forms regular ACKs, as shown in Fig. 6.18 because more packets can be transmitted
per GTS. GACK-Beacon and GACK-CAP exhibit the highest delay for lower γ

because less packets are transmitted successfully and the queues start to fill up.
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■■ Figure 6.18: Average end-to-end delay of data packets sent during the CFP for
decreasing γ. The end-to-end delay of each node is normalized by the number of
hops towards the sink.

The acknowledgment delay, depicted in Fig. 6.19, behaves similar to the best-case
and worst-case scenarios, where regular ACKs achieve a minimal acknowledgment
delay while GACK-CAP acknowledges packets after every SF and thus also achieves
a relatively low delay. For the given network a high BO is required so that the
acknowledgment delay of GACK-Beacon is high. However, one should be aware
that the acknowledgment delay is only relevant if packets are lost and retransmitted.
Also, the acknowledgment delay contributes to the data packet delay, i.e., the delay of
retransmitted data packets includes the acknowledgment delay.

6.2.6 Verification on Hardware

To verify the applicability of GACKs in a scenario with physical nodes, we conduct
energy measurements in the Strasbourg testbed of the FIT IoT-LAB [ABF+15].
Sect. 6.2.6.1 explains the setup and Sect. 6.2.6.2 states the results of the energy
measurements.

6.2.6.1 Scenario Description

Experiments are conducted in a tree topology with ten nodes and depth three, as
shown in Fig. 6.20, generated by the tree selection algorithm proposed in [Kau19].
According to [Kau19], transmission power was configured to −3 dBm and transceiver
sensitivity to −60 dbm. Tbl. 6.6 lists the relevant configuration parameter.
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■■ Figure 6.19: Average ACK delay, i.e., the time between sending a data packet
and receiving the according acknowledgment, for a decreasing packet generation
interval γ.

44

46 15

24
39

36

47
48 50

56

■■ Figure 6.20: Tree topology utilized for experiments in the FIT IoT-LAB. The
numbers indicate the node IDs in the Strasbourg testbed.

SO MO BO GAO topology nodes

5 6 8 7 tree 10

S distribution γ packets repetitions

116 B Poisson 0.5 s 1000 10

■■ Table 6.6: Parameter for the evaluation of GACKs on hardware.
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■■ Figure 6.21: Average power consumption for nodes in a tree topology in the Stras-
bourg testbed of the FIT IoT-LAB.

6.2.6.2 Power Consumption

Fig. 6.21 shows the average power consumption of all nodes in the tree topology,
depicted in Fig. 6.20. Opposing our initial hypothesis, there is no significant difference
in the measured power consumption of GACKs and regular ACKs. This is due to two
reasons:

■ In high-traffic scenarios, GACKs are likely to transmit additional data packets
per GTS This, however, offers no benefit over transmitting ACKs because the
switching power consumption is close to the transmission power consumption.

■ In low-traffic scenarios, power consumption is dominated by the CAP which
makes up 56.25 % of a SF. During the CAP, the receiver has to be turned on to
exchange secondary traffic. Therefore, saving only a few ACKs during a GTS
does not constitute significantly to power consumption.

6.2.7 Discussion and Conclusion

In summary, one has to say that GACKs do not provide significant benefits in terms of
throughput, data packet delay, and ACK delay in the tested scenarios to justify their
general usage over regular acknowledgments. They can provide small performance
increases in terms of throughput and reliability in optimal environments, e.g., in star
topologies where many nodes can be acknowledged at once. On the other hand, they
suffer from significant performance loss in comparison to regular ACKs in all but
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optimal scenarios. Regular ACKs prove to be superior in environments with strong
interference because packets have to be buffered longer due to retransmissions using
GACKs. As a consequence, frequent packet drops occur when the queue overflows.
Thus, coming back to the main question from Sect. 6.2, we could not identify GACKs
as a valid alternative to regular ACKs in scenarios other than a star topology. Even
by transmitting GACKs in multiple ways, no solution was able to verify results from
literature [SPW17, APMB15], where GACKs are handled as a valid alternative to
regular ACKs. Nevertheless, one should keep in mind that the proposed schemes
only consider different ways of broadcasting GACKs, which can likely be augmented
with additional techniques to a degree that they are beneficial in specific application
scenarios.

Above statement is reinforced by the high implementation effort for GACKs which
require additional message definitions, alteration of the transmission mechanism, and
adapted GTS and transceiver management, i.e., large deviations from the standard.
Furthermore, GACKs impose a large memory overhead for storing data packets until
they are acknowledged. Consequently, we conclude that the achieved performance
benefits of GACKs are usually not worth the additional implementation effort. At last,
it has been established that GACKs work best in single-hop networks (star topologies)
with many nodes. DSME is explicitly designed for scalable multi-hop networks
and such scenarios keep DSME from performing best by definition, limiting the
effectiveness of GACKs in DSME even further. If a GACK scheme should be used,
GACK-CAP offers the best trade-off between throughput and acknowledgment delay
but heavily suffers from hidden node problems. In scenarios with many hidden node
problems, GACK-GTS offers a valid alternative.

The obtained results and findings from literature [BBVC14], indicate that block
acknowledgments are a more promising alternative to ACKs than GACKs. Thus,
future work can evaluate their feasibility in DSME.
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Scheduling for Primary Traffic
Besides measures to accelerate the slot allocation procedure, as detailed in Chaps. 5
and 6, the design of an efficient distributed scheduler contributes considerably to the
agility of a MAC protocol. Yet the maximum achievable performance of such sched-
ulers is often obscure. Therefore, the following two sections formalize the scheduling
problem for systems with alternating primary and secondary traffic phases through
Mixed-integer Linear Programs (MILPs) (Sect. 7.1) and Quadratic Unconstrained
Binary Optimizations (QUBOs) (Sect. 7.2). One focus is delay-minimal scheduling,
where the resulting schedules can be used as baselines for dynamic schedulers.

Specifically, two dynamic distributed schedulers - TPS and LLSF - are compared
with the formal definition in terms of reliability and delay. The results demonstrate
that both are suitable for scheduling in the IIoT, but still have potential for further
improvement. The computation via ILPs has a high computational complexity, hence
SA is tested as an alternative and achieves promising results with respect to runtime.
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Scheduling through Integer Linear Programming
Section 7.1

For high agility, MAC protocols require powerful distributed schedulers that optimize
a variety of predefined metrics. In this context, it can be expected that distributed
scheduling algorithms exhibit lower performance than centralized scheduling, since
no complete knowledge about the network is available. Incoming traffic is therefore
slightly overestimated by distributed scheduling algorithms to prevent packet loss.
Nevertheless, there is often no baseline for the maximum achievable performance,
which makes it difficult to assess how well a scheduling algorithm performs and
whether a better algorithm can be found.

While sensors in periodic monitoring record data at constant time intervals, data
acquisition in event-based monitoring is triggered by external events. The exact timing
of such events is rarely known, but often an immediate reaction from the application is
required to avoid potential damage. Therefore, the data needs to be transmitted to the
application as reliably as possible and within a given time limit. While scheduling of
time slots is a well-researched topic [ASLM12, CMGL05], so far little attention has
been paid to scheduling for DSME. It requires different scheduling strategies because
it divides time into the CAP for secondary traffic and the CFP for primary traffic, and
makes use of channel diversity.

The rest of this section is structured as follows: After an overview of related work in
Sect. 7.1.1, scheduling requirements are introduced in Sect. 7.1.2, formally describing
the scheduling problem. Next, Sect. 7.1.3 discusses the optimal parameter selection
for DSME, and Sect. 7.1.4 describes the formulation of scheduling strategies and
optimization goals as Linear Programs (LPs). For this, Sect. 7.1.4.1 formulates base
constraints for collision-free communication, and latter subsections introduce different
optimization goals. Sect. 7.1.8 analyzes the schedules and presents the results.

7.1.1 Related Work

A lot of research has been done in the field of time slot scheduling [IGK10, PAD+12,
OGAP19, HGT17], optimizing for a variety of metrics such as throughput [KKT18],
end-to-end delay, energy-consumption [CMGL05], and minimal schedule length

[ Extension and revision of the previously published "Meyer, F., Turau, V.: Delay-Bounded Scheduling in
IEEE 802.15.4e DSME Using Linear Programming. In: 2019 15th International Conference on Distributed

Computing in Sensor Systems (DCOSS). pp. 659–666. IEEE (2019). https://doi.org/10.1109/dcoss.2019.
00119." [MT19].
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[ASLM12]. Cui et al. prove that scheduling outgoing links after incoming links yields
minimal delay under certain conditions in non-periodic data collection scenarios
[CMGL05]. Additionally, they discuss the energy-delay trade-off depending on
the number of scheduled slots. Few works also consider linear programming for
scheduling. Amdouni et al. formulate a LP that minimizes the required schedule
length and delay in multi-hop networks [ASLM12]. They calculate the minimum
schedule length for a selection of topologies and present the Traffic-Aware Time Slot
Assignment (TRASA) algorithm for centralized scheduling with priorities. However,
frequency diversity is not considered in their work.

Recently, the growing popularity of 6TiSCH has led to increased efforts to stan-
dardize scheduling algorithms to enable interoperability and accessibility, resulting
in the standardization drafts SF0/SFX [DGPA17, DGPA18] and SF1 [ALZ+18] -
now combined in 6P-MSF [VVDD21]. The former is based on an approach from
[PWW+16] and describes a distributed algorithm that adapts the number of scheduled
slots to the traffic demands of the nodes. Timeslots are randomly selected. Therefore,
Chang et al. present the LLSF which is based on SF0 and daisy-chains timeslots to
reduce latency [CWWV16]. A similar approach is taken by Daneels et al. which
define the RESF [DSLF18]. The idea is to allocate minimal-delay paths with respect
to the arrival times of periodically generated packets. The exact timings are measured
in a so-called housekeeping period before the schedule is built.

TPS is inspired by SFX and aims for maximum throughput and reliability [KKT18],
as described in Sect. 2.6.1. For this, they filter the number of incoming packets with
an exponentially weighted moving average to predict the future traffic load and apply
a hysteresis for smoothness. Slots are allocated at random slot indices. They evaluate
the performance of TPS in openDSME [KKT19a], and show its effectiveness in
scenarios with strongly fluctuating traffic.

7.1.2 Scheduling Requirements

This section builds on and extends the system model from Sect. 3.1. For network
communication, time is divided into an infinite sequence of frames, each of them
subdivided into K time slots with duration DS. Here, DS is obtained from the
parameter selection in section Sect. 7.1.3. Every node vi ∈ V utilizes a single
half-duplex transceiver and is synchronized to this frame-based structure.

The following criteria have to be met at every node vi ∈ V for a successful
transmission:
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1. In each slot, vi can either send a single packet to its parent N+
i , or receive a

single packet from a child vj ∈ N−i , not both.

2. In a slot, vi can only receive a packet from a single child vj ∈ N−i . Several
packets from different children collide and are corrupted.

3. If vi sends a packet in a slot, none of the nodes vj ∈ Ii can send a packet in the
same slot. In particular, a child and the parent of a node vi cannot transmit a
packet in the same slot.

A schedule is a mapping of the slots of a frame to the nodes vi ∈ V \ {v0}. A
schedule is valid if it satisfies criteria 1 to 3. A valid schedule is called δ-resilient for
data rate δ when all generated packets reach the gateway v0 without buffer overflows.
A necessary condition for a δ-resilient schedule is δ ≤ DS

−1. A schedule has delay
D, if each packet arrives at the root v0 at most D time units after it was generated,
similarly to the definition in Sect. 3.2. The following sections aim to develop δ-
resilient scheduling mechanisms with respect to above requirements.

7.1.3 Parameter Selection

In order to design efficient scheduling mechanisms for DSME, suitable configuration
parameters have to be found based on the routing tree T, packet generation rate δ, and
expected payload length S. Several question have to answered:

1. What is the length of a GTS (parameter SO)?

2. What is the length of a MSF (parameter MO)?

3. Is there secondary traffic, i.e., can CAP-R be used?

4. Which slots and channels are assigned to which links?

Based on S, a suitable value for SO can be found using Tbl. 7.1. If S equals
the maximal packet size given in Tbl. 7.1 then there is only little time to do data
processing between two slots. If this is required, a larger value for SO must be chosen.
Note that with increasing SO, the CAP’s length also increases.

The energy consumption caused by a schedule is minimal if all assigned slots
of the schedule are utilized for transmission. If the number of packets generated
per MSF is not integral then the slots assigned to a leaf will not be used in every
frame. Thus, an δ-resilient schedule requires δ · DS · K to be integer. Such a schedule
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does not necessarily exhibit minimal delay. Moreover, in DSME frame lengths are
restricted to certain values. The choice of parameter MO hence strongly depends on
the optimization target.

A DSME schedule only uses the GTS and not the slots belonging to a CAP. Thus,
the number of CAPs per MSF has a strong influence on the delay of a schedule. If
secondary traffic is low, CAP-R can be used. This increases the number of GTS by a
factor of at least two (except for the cases MO− SO ≤ 1), and can therefore reduce
delay. The answer to the fourth question is answered in the following sections.

7.1.4 Scheduling as Optimization Problem

To formulate the scheduling task as an optimization problem, we assume that time
slots are numbered in ascending order beginning with 0, and form a schedule with K
slots. The CAP and beacon slots of DSME are not part of this schedule. In a first step
we disregard the fact that these slots exist and that GTS are not all side by side. As
a consequence, the schedules from Sects. 7.1.4.1 to 7.1.4.8 are generally applicable
to any TDMA system, e.g., TSCH. Only Sect. 7.1.5 accounts for the CAPs between
slots.

The goal is to find a δ-resilient schedule optimizing a given metric. A schedule is
described by |V| − 1 tuples of K binary variables xik with i ∈ [1, |V|) and k ∈ [0, K)
- one tuple for each node vi ∈ V \ {v0}. The binary variable xik is defined as:

xik =

1, k is a transmission slot from vi to its parent N+
i

0, otherwise.

That means, a node vi can transmit a packet to its parent in slot k if and only if
xik = 1. Also, xik = 0 indicates that vi is in the receiving or idle state in slot k. A
slot can be uniquely identified as a reception slot if (xik = 0) ∧ (∑j∈N−i

xjk = 1)
and as idle slot if xik = ∑j∈N−i

xik = 0. Let x0k = 0 for k ∈ [0, K). Next we show
how the scheduling problem can be formulated as a MILP.

7.1.4.1 Collision-free Communication

All MILPs defined in the upcoming sections rely on some basic constraints to enforce
collision-free communication in TDMA systems. In particular, the optimization
problem can be formulate as an MILP with (|V| − 1) · K binary variables xik .
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∀i,k : xik ∈ 0, 1 (7.1)

∀i,k : xik + xN+
i k + ∑

j∈N−i

xjk ≤ 1 (7.2)

∀i : γi · δ ≤∑
k

xik (7.3)

Thereby, constraint (7.2) ensures that either vi , one of vi’s children, or its parent
N+

i is allowed to send in any given time slot k to guarantee that no packet collisions
can occur. Additionally, constraint (7.3) guarantees that the number of allocated slots
is sufficient for a node’s traffic demand. In other words, it ensures that the number of
allocated slots at node vi is sufficiently large to handle all incoming and self-generated
packets. Here, δ is a constant defined by the application where δ ≤ δmax applies -
with δmax being the maximum feasible packet generation rate per node to ensure that
a valid schedule can be created. The calculation of δmax is covered in Sect. 7.1.4.5.

Obviously, solutions produced by the MILP with constraints (7.1) to (7.3) are not
necessarily valid schedules with respect to criteria 1 to 3, since criteria 3 is not fully
satisfied, i.e., nodes vi ∈ Ii may still collide. This will be dealt with in the next
sections.

7.1.4.2 Frequency Diversity

The basic constraints from Sect. 7.1.4.1 do not take into account that the interference
ranges of nodes that are not neighbors in T can overlap. In a convergecast scenario
it is possible that nodes in the same area, but different branches of T, interfere with
each other, as depicted in Fig. 7.1. For this network, node v4 interferes with nodes
v1 to v7 even though it only transmits packets to v2. Constraints (7.1) to (7.3) may
assign a common sending slot to a pair of such conflicting nodes.

This problem can be solved with frequency diversity, i.e., if two nodes operate on
different channels they can communicate concurrently and collisions are avoided. Let
C be the set of available non-overlapping channels, as defined by the physical layer.
As long as the number of conflicts in each slot is at most |C|, the schedule can be
realized through a careful assignment of channels.

Sect. 7.1.4.1 already considered one such conflict through constraint (7.2) by
disallowing a node to use the same slot as one of its grandchildren. Assuming the
availability of a sufficiently large number of channels, it is possible to increase the
upper bound on the average packet generation rate by relaxing constraint (7.2) in
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routing

interference v0

v2

v1v6
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v7

v4
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v8

■■ Figure 7.1: A network showing potentially interfering nodes, which are not in the
same branch of a routing tree.

v0 v1 v2 v3
0

0
1
1

x
0

■■ Figure 7.2: For a line topology with four nodes and K = 2, all solutions without
frequency diversity are infeasible, i.e., δmax = 0 (above). The relaxed version has a
solution with δmax = 1 (below).

a way that it does not consider this type of conflict. The relaxed constraint can be
expressed as

∀i,k : xik + ∑
j∈N−i

xjk ≤ 1. (7.4)

It replaces constraint (7.2) from Sect. 7.1.4.1. This constraint disallows that a node vi

or any of its children vj ∈ N−i share a common sending slot. The motivation is that vi

cannot receive and transmit a packet in the same time slot. Although the improvement
brought about by this change may seem marginal at first, it can make a big difference
especially for networks with a high load, as exemplified by Fig. 7.2.

7.1.4.3 Frequency Assignment

The constraints from Sect. 7.1.4.1 can be extended to also compute a channel assign-
ment. This requires knowledge about interference. One way to extend the MILP is
to replace variables xik by variables xikc that express whether node vi uses channel
c in slot k and an additional constraint that prevents conflicts between node vi and
nodes in Ii . The LP has (i− 1)K|C|+ 1 variables. It has the disadvantage that it is
more difficult to solve. Fortunately, we can leave the concrete channel assignment to
DSME, since it provides an efficient algorithm for distributed channel negotiation.
This is transparently integrated into the DSME slot allocation handshake. Also, the
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selection of a specific channel has no influence on the performance of the network,
assuming the absence of external interference.

This leads to a much simpler LP. We merely limit the number of simultaneous,
spatially overlapping transmissions in time slot k to |C|, e.g., in DSME |C| = 16.
This is achieved by the following constraint

∀i,k : ∑
j∈Ii

xjk ≤ |C|. (7.5)

The constraint ensures that a maximum of |C| nodes in a neighborhood is allowed to
transmit in slot k.

7.1.4.4 Heterogeneous Packet Generation Rates

So far we assumed that all nodes except the sink generate packets according to a
Poisson distribution with equal mean δ ≤ δmax . In applications, events may also
occur at different rates at different nodes. Also, some nodes may have been introduced
to work as relays only, i.e., they generate no packets themselves. The constraints from
Sect. 7.1.4.1 can be adopted to this situation by changing constraint (7.3) as follows

∀i : ∑
j∈Ti

δj ≤∑
k

xik , (7.6)

where δj ≥ 0 is the fixed average packet generation rate of node vj. The modified
LP will have a solution if δi ≤ δmax for all nodes vi . This is a sufficient, but not a
necessary condition.

7.1.4.5 Optimizing for Throughput

Each routing tree T has a fixed capacity which can be expressed by the maximum
value of δ for which a δ-resilient schedule exists. First, we show how to compute
the maximal value for δ given T and the length K of a schedule. As discussed in
Sect. 7.1.4.1, the optimization problem can be formulated as a MILP with (i− 1)K
binary variables xik. Here, we additionally utilize one real variable δ instead of a
constant δ. This MILP is called LP1. We denote the solution of LP1 by δmax . The
objective function is

O1 : max δ. (7.7)
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An upper bound for δmax can be derived from LP1. Let dT be the height of T, and
δT = max{δi | vi ∈ N−0 }. Furthermore, let

∆T = min{(i− 1)−1, (2δT − 1)−1, (3(dT − 1))−1}. (7.8)

The following lemma is easy to prove (see also [ASLM12]).

Lemma 1. δmax is for any tree T and K > 0 at most ∆T .

It can be shown that δmax = ∆T for K = 1/∆T . Thus, in this case each node
generates one packet per frame. Note that δmax ≥ ∆T for K ≥ 1/∆T .

7.1.4.6 Optimizing for Energy

After calculating the upper bound for the packet generation rate δmax in Sect. 7.1.4.5,
this section provides a way to calculate schedules with minimum energy consumption.
The LP from 7.1.4.1 serves as a basis, where

O2 : min ∑
vi∈V,k

xik (7.9)

is used as an optimization goal. This minimizes the total number of transmission slots
in the network while ensuring that each node has enough slots to handle its traffic.
The solution of this LP is called LP2. Minimizing the number of transmission slots
increases energy efficiency of the network in a trade-off with delay: the more slots
allocated, the lower the delay, but the higher the power consumption. An ideal solution
in terms of delay would therefore be to allocate as many slots as possible at all nodes.
However, this is usually not intended, and so the following sections describe three
approaches for calculating delay-optimized schedules for the minimum number of
slots required. The approaches are listed according to increasing complexity. As input
to the system, an average packet generation rate δi for every node vi ∈ V \ {v0} has
to be provided, as well as the routing tree T and the number of slots in the schedule K.

7.1.4.7 Heuristically Optimizing Delay

To minimize packet delay we need to minimize the dwell time of a packet at each
node. We therefore disallow that two consecutive slots of a node are used as sending
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slots. The rationale of this constraint is to enable a node to transmit a packet received
in slot k in slot k + 1. This is enforced by

∀i,k : xik + xi(k+1)%K ≤ 1. (7.10)

The extension ofLP1 by (7.10) is denotedLP3. Fig. 7.3a depicts a schedule resulting
from this approach. Note that constraint (7.10) often enforces that each reception
slot of a node is immediately followed by a transmission slot, i.e., reception and
transmission slots alternate.

7.1.4.8 Optimizing for Delay

Fig. 7.3a illustrates that constraint (7.10) does not lead to a minimal dwell time at every
node (e.g., at node v4). The reason is that constraint (7.10) does not interrelate the
slots of a node with those of its parent. For non-periodic data collection scenarios, Cui
et al. show that for certain conditions scheduling all incoming links before outgoing
links yields minimal delay [CMGL05] but their solution may result in large queues.

We use a relaxed version of this approach by enforcing that a node must have a
transmission slot directly after a reception slot. This leads to a kind of hot-potato
routing. It can be achieved as follows

∀i,k : xik+1 ≥ ∑
j∈N−i

xjk . (7.11)

LP1 together with constraint (7.11) is called LP4. The next lemma shows that
non-trivial solutions of LP4 are delay optimal. The proof of the lemma is omitted.

Lemma 2. The following holds for all solutions of LP4.

1. All nodes vi ∈ V \ {v0} satisfy constraint (7.11).

2. The delay of a packet is equal to the sum of the initial waiting time before
transmission at the generating node and the product of DS and the depth of the
node in T.

LP4 may have only solutions with very small values of δ or even δ = 0. In order
to find solutions of LP1 that come close to satisfying constraint (7.11), we introduce
binary variables ui for all vi ̸= v0 and use the following constraint

∀i,k : ui + xik+1 ≥ ∑
j∈N−i

xjk . (7.12)
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(b) Solution of LP5 .

■■ Figure 7.3: Schedules for a network with |V| = 8, K = 14, and δi = 1 for all
vi ∈ V. Edges show the absolute transmission slot indices.

Moreover, we replace variable δ by a constant δc ≤ δmax (the solution LP1) and use
the following objective function

O3 : min ∑
i

ui (7.13)

Thus, the goal is to find a schedule for the data generation rate δc minimizing the
number of consecutive slot violations on all paths. We refer to this LP as LP5.
Fig. 7.3b shows a schedule obtained from LP5.

7.1.5 Extension to Interrupted Transmission Phases

In this section, we extend the formulation of LP5 from Sect. 7.1.4.8 to TDMA-based
system with interrupted transmission phases, i.e., with periods where no slots can
be scheduled and hence no packets can be transmitted. These phases could be sleep
phases or, in the case of DSME, the CAP and increase delay if a packet was received
before this phase but can only be transmitted afterwards.

Consider a packet p generated a node vi and forwarded via path ρi to v0. The delay
of packet p along path ρi is given by the sum of dwell times Dtj for vj ∈ ρi . The
dwell time in unit of slots is defined as

Dti = TXi − RXi + θiK. (7.14)

In this expression TXi denotes the absolute slot index of the transmission slot of vi in
which p is sent and RXi is the absolute slot index of the reception slot of v0 in which
p is received. Additionally, it might happen that the transmission slot is scheduled
before the reception slot, and thus p is transmitted in the next frame, as illustrated in
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Fig. 7.4. In this case θi is 1, and 0 otherwise, accounting for the additional delay by
adding the duration of K slots. It remains to express (7.14) as an LP.

For formulation of the objective function according to (7.14), absolute slot indices
are required. Therefore, we define the binary variable xikl as

xikl =

1, if the lth transmission of vi occurs in slot k

0, otherwise
, (7.15)

so that there are K rows with K transmission slots at every node vi . In other words: a
K × K matrix of binary optimization variables is assigned to every node vi , where
each row indicates the position of a single scheduled transmission slot. The variables
xikl are subject to the constraints

∀i,l : ∑
k

xikl ≤ 1, (7.16)

∀i,k : ∑
l

xikl + ∑
j∈N−i ,l

xjkl ≤ 1. (7.17)

Here, constraint (7.16) ensures that at most one slot is allocated per row, while
constraint (7.17) is equivalent to constraint (7.4) and ensures that a node vi and
its children cannot send at the same time. Therefore, the absolute index of the lth

transmission slot at a node vi is given by ∑k xiklk. Similarly to constraint (7.5), the
maximum number concurrent transmissions within interference range of a node vi

can be limited to |C| by

∀i,k : ∑
j∈Ii ,l

xjkl ≤ |C|. (7.18)

At last, one has to ensure that every node schedules sufficiently many slots to
support its traffic, i.e., packets generated by vi and nodes in Ti , which are then
retransmitted by vi . The constraint can be expressed as

∀i ̸=0 : ⌈δγi⌉ = ∑
k,l

xikl . (7.19)

Let P = {ρi | vi ∈ V \ {v0}} be the set of all paths in the network, where the
optimization objective is to minimize dwell time of all nodes on all path ρi ∈ P

only if such path exists. Such conditional statements can be easily expressed using
Quadratic Programs (QPs), e.g., if a node vi schedules a transmission slot in slot 0,
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and its parent vN+
i

forwards the packet in slot 4, the resulting dwell time would be
4 ·∑l xi0l ∑l xN+

i 4l . However, solving QPs is computationally expensive, and thus
we formulate the optimization objective as an ILP using the Big M method:

∀i,l : ∑
k

xikl + (1− αil) = 1, (7.20)

∀i/∈N−0 ,l : ∑
k

xN+
i kl f (k)−∑

k
xikl f (k)− θilK− ϕ(1− αil) ≤ Dtil , (7.21)

∀i/∈N−0 ,l : ∑
k

xN+
i kl f (k)−∑

k
xikl f (k)− θilK + ϕ(1− αil) ≥ Dtil , (7.22)

∀i/∈N−0 ,l : − ϕαil ≤ Dtil , (7.23)

∀i/∈N−0 ,l : ϕαil ≥ Dtil , (7.24)

O4 : minimize ∑
i ̸=0,l

Dtil + θil . (7.25)

Here, f(k) is a mapping of slot indices to the number of elapsed slots since the
start of the MSF, including CAP and beacon slots. For example, without CAP-
R, f (8) = 26 slot(s) and with CAP-R, f (8) = 17 slot(s). ϕ is a large con-
stant, 100 in our case, and αil are slack variables. Consequently, constraints (7.21)
and (7.22) apply when αil = 1, i.e., when node vi transmits at least l packets. In this
case, Dtil = ∑k xN+

i klk− ∑k xiklk− θilK. One the other hand, constraints (7.23)
and (7.24) apply for αil = 0 so that the dwell time Dti = 0. Constraint (7.20)
ensures that αil = 1 if there is a packet is forwarded on the lth path. This formulation
introduces 3K additional variables per node for a total of V(K2 + 3K) optimization
variables in the ILP.

We denote constraints (7.16) to (7.25) as LP6. Fig. 7.4b shows a solution of LP6

where paths are scheduled between the CAPs, which occur after slot 6 and 13.

In addition to LP6, we provide an equivalent, more efficient description of the LP
in Appendix A.3. However, the description is less comprehensible and requires an
algorithm to precalculate transmission paths.

7.1.6 Theoretical Evaluation

This section considers three data collection scenarios, for which Tbl. 7.2 depicts the
configuration parameter. The MO, was chosen so that the number of packets per
MSF is as small as possible, but integer. For evaluation, we utilize the theoretical
multi-hop model proposed in [Kau19]. The scenarios are evaluated with periodic
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■■ Figure 7.4: Illustration of backwards steps on paths (left) and exemplary schedule
for |V| = 8, K = 14, and δc = 1 (right).

scenario sampling rate sampling resolution SO MO K

1 20 Hz 10 B 1 4 56

2 8 Hz 50 B 2 4 28

3 1 Hz 100 B 3 6 56

■■ Table 7.2: Parameter for three scenarios of the theoretical evaluation.

traffic regarding their worst-case end-to-end delay. We assume that packets are
generated at the beginning of a slot so that there is no initial waiting time. The
analysis uses the network depicted in Fig. 7.3. The queue length is considered infinite.
As an example, the schedules in Figs. 7.3a and 7.3b yield a delay of 829.44 ms and
337.92 ms, respectively. The former includes two CAPs for a packet sent on a path
over slot 6 at v7, slot 8 at v4, and slot 0 at v1.

Fig. 7.5 shows that the delay strongly varies based on the scenario and scheduling
strategy. LP6 achieves minimum delay in all scenarios with a path length of 3
slots, varying based on the increasing slot length (SO). In contrast to LP5, LP6

consistently schedules paths between CAPs, which happens for LP5 only by chance
in scenario 3. Therefore, the delay of LP6 is bounded by the maximum number of
hops in the network and includes the duration of a number of CAPs, equal to the
integer quotient of the maximum number of hops and the number of slots in the CFP.
The same applies to LP5 but it may introduce a delay of an additional CAP. For
the other LPs, the maximum delay depends on the scenario. Since the network is
asymmetric, the other strategies assign more slots to the subtree T1 rooted in v1.
Between v2 and v0, few slots are scheduled which may not be next to each other,
resulting in large delays. The delay of LP6 and LP5 is independent of δc, while
it increases for a decreasing δc for the other LPs. Therefore, LP6 always yields
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■■ Figure 7.5: Maximum end-to-end delay for different scheduling strategies and
scenarios.
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■■ Figure 7.6: Maximum packet generation rate δmax for different topologies and
scheduling strategies.

minimal delay for periodic traffic, significantly outperforming the other scheduling
strategies. The number of scheduled transmission slots is the same for all scheduling
strategies with 280 slot(s) s−1, 112 slot(s) s−1, and 14 slot(s) s−1 for scenarios 1, 2, and
3, respectively.

Fig. 7.6 shows δmax for different scheduling strategies for the topology from Fig. 7.3
and binary trees with |V| = 63 and |V| = 31. The scheduling strategies achieve
the same δmax in symmetric networks but vary slightly for asymmetric networks.
Here, LP2 achieves a higher δmax than LP1 because channel diversity is considered.
Thereby, δmax is independent of MO.
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δ topology |V| S SO MO K

0.83 packets s−1 multi-line 56 100 B 3 6 56

■■ Table 7.3: Parameter for the simulative evaluation of the proposed LPs.

7.1.7 Simulative Evaluation

The following sections analyze the presented scheduling strategies in realistic scenar-
ios. In particular, we consider a multi-line topology, where we assess the effectiveness
of the LPs in comparison to LLSF and TPS. The goal is to find out how well the
latter algorithms perform and whether the LPs can act as a baseline in scenarios with
irregular traffic.

7.1.7.1 Scenario Description

We consider scenario three from Sect. 7.1.6 with an altered sampling rate of 5/6 Hz.
Schedules are calculated for a sampling rate of 1 Hz to ensure that no packets are lost
due to queue drops. LLSF and TPS have similar overprovisioning built-in to increase
reliability. We consider a multi-line topology with three lines and an increasing
number of nodes |V|. Sect. 7.1.7.1 summarizes the most important parameters, while
Tbl. A.8 shows the whole configuration.

7.1.7.2 Reliability and Queue Length

Fig. 7.7a shows the PDR of different scheduling strategies. The LPs achieve a lossless
transmission, while the PDR of TPS and LLSF starts to decline at 28 nodes. That is
because they cannot find a fully optimized schedule in a distributed manner, resulting
in frequent slot relocations. Their maximum queue length increases for an increasing
number of nodes, as illustrated in Fig. 7.7b. Over all nodes, about 19 packet(s) are in
the queue at the same time for TPS, increasing up to 22 packet(s) at children of the
sink. For the LPs, it stays between 7 – 10 packet(s), with LP6 and LP5 performing
better than LP3 because packets arrive to an empty queue and are directly forwarded.
Only bursts of self-generated packets increase the queue length.

7.1.7.3 Allocated GTS and Delay

Fig. 7.8a shows the number of scheduled slots. For four nodes, TPS and LLSF
allocate about twice as many slots as the LPs because they dynamically adapt to
changing traffic. During a burst, both protocols allocate many slots while the LPs
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(b) Maximum queue level for all scheduling strategies.

■■ Figure 7.7: PDR and queue length for a multi-line topology with 3 lines and
increasing depth for SO = 3, MO = 6, and K = 56.

always allocate slots according to the optimal delay-energy trade-off. Beyond 28
nodes, TPS and LLSF underestimate the required number of GTS and are unable to
fully meet the traffic requirements of the nodes. This also benefits queue lengths.
Fig. 7.8b shows the resulting maximum delay per hop of all nodes. All LPs perform
best for deep networks. LP6 performs better than the other LPs since it schedules
paths between CAPs, however, the improvement compared to LP5 is not significant
enough to justify its high computational complexity.

7.1.7.4 Influence of CAP-Reduction

At last, Fig. 7.9 shows the influence of CAP-Reduction (CAP-R) on the maximum
delay per hop of the protocols. For this, the multi-line topology with 19 nodes was
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■■ Figure 7.8: Number of allocated GTS and delay for a multi-line topology with 3
lines and increasing depth for SO = 3, MO = 6, and K = 56.

evaluated, since the delay of all scheduling strategies is almost equal here. Using
CAP-R changes K = 56 slot(s) s−1 to K = 112 slot(s) s−1 for MO = 6, and
K = 104 slot(s) s−1 for MO = 5. CAP-R with MO = 6 increases the delay for
all strategies. That is because the number of scheduled slots per node is small in
comparison to K. Therefore, all slots could be scheduled consecutively at the start of
a 6P-MSF, resulting in large delays for packets that arrive afterwards. TPS schedules
time slots randomly, mitigating this effect for a larger number of scheduled slots.
The problem can be counteracted by calculating a schedule for a smaller MO, as
illustrated in Fig. 7.9 for MO = 5. This yields almost the same number of slots
but also decreases the maximum delay because slots are more evenly distributed and
packets are not delayed by the CAP. LP6 already schedules paths between CAPs so
that it does not benefit from CAP-R as much as the other strategies.
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■■ Figure 7.9: Influence of CAP-R on the delay in a multi-line topology with 3 lines
for SO = 3, MO = 6, and K = 56.

7.1.8 Discussion and Conclusion

All in all, the preceding sections have shown that the proposed LPs can be used as a
baseline for delay-minimal and energy-optimized scheduling. However, for scenarios
with dynamically changing traffic, the LPs cannot adapt to changes in traffic so that
they might perform worse when all GTS are allocated. Here, TPS and LLSF have
the advantage of shifting GTS from one node to another when queues impend to
overflow. In terms of energy, both protocols allocate more GTS than required. It
should be noted that the LPs only provide minimal delay for packets with an unknown
random generation time. If the generation times are known, they can be extended
to schedule slots directly after the generation. However, this assumption is highly
unrealistic because it requires the packet generation interval to be an exact multiple of
the aBaseSuper f rameDuration.

It became apparent that the computation time of the LPs overwhelms even more
powerful gateways for K ≥ 56 and V ≥ 20, especially if multiple updates are
required. Consequently, we conceive three use cases for the LPs:

■ As a baseline for dynamic schedulers.

■ As a starting configuration, similar to an Orchestra schedule or a Minimal
6TiSCH Configuration. Dynamic schedulers can adapt these schedules to
variations in traffic.

■ As a fallback configuration to ensure that every node has a minimum number
of slots for communication in case of emergency.
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The high computation time demands for heuristic approaches like Simulated An-
nealing (SA) or Particle Swarm Optimization (PSO) to calculate the schedules. This
approach is considered in Sect. 7.2.

Finally, simulations show that the LPs decrease the maximum delay by up to 80%
for deep networks while also increasing reliability and reducing the required buffer
size. As an example, our analysis shows that for a sampling frequency of 5/6 Hz
and a sampling resolution of 100 B, packets are guaranteed to be delivered within
10.97 s for a multi-line topology with three lines and 46 nodes. This indicates that
TPS and LLSF do not provide near-optimal scheduling and that there is room for the
development of a more powerful dynamic scheduler. We believe that the introduced
techniques are a valuable tool for the practical realization of data collection tasks
requiring delay bounds.
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Scheduling through Quantum-inspired Annealing
Section 7.2

Solving ILPs is a computationally complex task, especially if many optimization
or slack variables are required. For example, this is the case with LP6, defined
in Sect. 7.1.5. A variety of heuristic methods exist that promise a faster, though
often not exact, solution of these combinatorial optimization problems. They include
Genetic Algorithm (GA) [Sar19], Particle Swarm Optimization (PSO) [EAK+19],
and Simulated Annealing (SA) [DCM18]. With the emergence of quantum computers
and hardware that emulates their functionality, SA is a promising solution that can be
directly applied in Quantum Annealing (QA) [RK19].

One should be aware that there is still some way to go before quantum computers
are widely available. However, a few hardware platforms have been presented that
offer quantum-inspired annealing, i.e., a duplication of every computation core per
quantum bit to reflect the parallelism of quantum computing [ARV+19, RK19]. Since
such multiplication entails various physical side effects, the available platforms are
usually limited to only a few (e.g., up to 1024 [ARV+19]) quantum bits. Nevertheless,
they are suitable as hardware accelerators for smaller problems. Additionally, larger
problems can be subdivided into several smaller problems and computed sequentially.

For quantum-inspired annealing, the LPs from Sect. 7.1 must be reformulated as
Quadratic Unconstrained Binary Optimizations (QUBOs) [ARV+19]. The following
sections show this exemplary for LP6, which provides delay-minimal scheduling.
Until the general availability of quantum computers or special hardware for quantum-
inspired annealing, the QUBOs can be used for regular simulated annealing.

7.2.1 Related Work

Quantum-annealing can be applied to various types of combinatorial optimization
problems. In [SLL21], a quantum-inspired Digital Annealer (DA) developed by
Fujitsu [ARV+19] is utilized for solving the vehicle sharing problem in car pooling.
The goal is to minimize the total travel distance for a fleet of vehicles that transports
passengers from starting their starting position to their destinations. Such optimization
minimizes the maintenance cost of the fleet. They compare the DA’s performance
with conventional optimization through the CPLEX optimizer and demonstrate that
it scales better. However, the solution is not as accurate. Suen et al. list the limited
number of available bits as the DA’s biggest drawback.
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Another scheduling problem is analyzed in [INH19], where the working schedule
of nurses is calculated. Similar to the problem stated in Sect. 7.1, working hours are
interrupted by breaks, and collisions in the working schedules must be avoided. They
perform experiments on the D-Wave 2000Q quantum annealer to show the feasibility
of calculating scheduling problems through QA.

7.2.2 Scheduling as QUBO Problem

SA provides a probabilistic method for approximating the global optimum of an
optimization problem. If SA is conducted on binary optimization variables, quantum
computing can be applied, reducing the required solving time from days to a few
seconds.

QA problems can be expressed using QUBOs, where the optimization problem is
given by

QUBO: minimize / maximize xtQx.

Here, Q is a M×M square matrix of constants and x is a vector of binary decision
variables of length M. As discussed by Glover et al., traditional ILP constraints
can be formalized as penalties, which have a negative influence in the optimization
function. An excellent tutorial on how to reformulate these constraints as penalties is
provided by them in [GKD19]. The idea is that a penalty is greater 0 if a constraint is
violated, and equal 0 otherwise. The optimization function is a linear combination of
different penalties and the optimization goal. In the following we provide penalties
corresponding to the constraints and the optimization goal from Sect. 7.1:

(7.16)⇒ ∀i,l : P(
K−2

∑
k=0

K−1

∑
m=k+1

xikl ximl) (7.26)

(7.17)⇒ ∀i,k : P( ∑
h∈N−i ∪{i}

∑
l

∑
j∈N−i ∪{i}

K−1

∑
n=0

l<n,h̄= j̄
OR h̄< j̄

xhkl xjkn) (7.27)

(7.19)⇒ ∀i ̸=0 : P(⟨⌈δTi⌉ −∑
k

∑
l

xikl⟩2) (7.28)
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(7.20)⇒ ∀i,N+
i ̸=0,l : P(∑

k
xikl −∑

k

K−1

∑
m=0

xikl xN+
i ml) (7.29)

(7.21)-(7.24)⇒ ∀i,N+
i ̸=0,l : Q(∑

k

K−1

∑
m=0
m ̸=k

⟨[ f (m)− f (k) + K]%K⟩xikl ximl)

(7.30)

Here h̄ and j̄ denote the index to the set N−i ∪ {vi} of h and j. Additionally, P and Q
represent weight functions for the constraints and the optimization goal respectively,
where the optimization goal is weighted lower than the constraints. More specifically,
we utilize P(x) = 10x and Q(x) = x. The QUBO formulation does not require
additional variables αil , θil , or Dtil as the according constraints can be expressed as
quadratic terms (see Eqs. (7.29) and (7.30)). Thus, VK2 binary decision variables
are required. These penalties can be used to calculate the matrix Q, as described in
Eq. (7.26). Alternatively, they can be directly entered into an optimization framework,
which then generates the according matrix and optimizes for delay.

7.2.3 Theoretical Evaluation

Since the availability and access to quantum annealers or quantum-inspired anneal-
ing hardware is not yet feasible, the following subsection focus on the theoretical
evaluation of the described QUBO through SA. For this, the open-source library
Ocean dimod developed by D-Wave Systems is utilized, which (in theory) also allows
access to their quantum annealer with up to 5000 quantum bits. One should note
that SA ideally attains the same solution as LP6 from Sect. 7.1. Therefore, all of
LP6’s results also apply to the QUBO and simulated annealing, and the following
subsections focus on how reliably the meta-heuristic can find optimal solutions and
how scalable it is compared to the ILPs.

7.2.3.1 Energy Levels

Simulated annealing is a meta-heuristic for solving minimization and maximization
problems with a fixed number of execution steps. If the number of steps is selected too
small, a sub-optimal solution is found; if it is too large, execution time is unnecessarily
prolonged. Fig. 7.10 shows the Cumulative Distribution Function (CDF) for different
numbers of execution steps and the resulting energies of the simulated annealing
process for the example network from Fig. 7.3a. Experiments are repeated 1000 times
per number of steps to ensure sufficient accuracy.
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■■ Figure 7.10: CDFs for different numbers of execution steps of the simulated anneal-
ing process and the resulting energy levels.

As shown in Fig. 7.10, it is difficult to find an optimal solution with low numbers
of steps (e.g. 100 steps). The exact probability for 100 steps is 0.1 % which would
require a high number of repetitions to obtain an optimal solution. With 1000 steps,
however, the optimal solution is found in 29.1 % of the cases so that on average only
about four repetitions are needed. In addition, only solutions with an energy less than
or equal to -73 are found. Overall, a higher number of steps provides an effectively
faster solution.

Above observations raise the question of the quality of schedules with different
energy levels. Therefore, Fig. 7.11 shows schedules for the lowest four resulting
energy levels, where schedules with an energy of -77 are optimal and identical to those
discussed in Sect. 7.1.5. For an energy level of -74 (Fig. 7.11a), no valid schedule is
found as node v4 and v1 both utilize slot nine for transmission. For energy levels -75
and -76 (Figs. 7.11b and 7.11c) feasible schedules are created, and the only difference
is the resulting delay. For the former, v4 allocates slot three which would be required
be v1 to form an optimal path. Additionally, v1 does not forward the packet received
in slot six directly in slot seven but only in slot eight. With an energy level of -76, the
only violation happens at v4 similarly to the one described above. This leads to the
conclusion that schedules of non-optimal energy levels are also suitable (especially
in larger networks) but should be verified before use. That way, execution times can
potentially be considerably reduced.
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■■ Figure 7.11: Schedules created through Simulated Annealing for different resulting
energy levels of the annealing process.

7.2.3.2 Scalability Considerations

At last, we consider the scalability of the QUBO and LP6 concerning the number
of nodes, number of slots, and packet generation rate δ. These are the three key
parameters for the optimization problem. Fig. 7.12a shows the scalability for an
increasing number of nodes in a multi-line topology. We use K = 28 and the
respective δmax . As one can see, the execution time for both methods increases
exponentially with an increasing number of nodes, whereas LP6 shows a significantly
lower execution time for small numbers of nodes since the computation of the QUBO
takes a higher preparatory calculation. From 16 nodes on, LP6 exhibits a higher
execution time. The number of optimization variables grows by K2 for each additional
node.

Similar behavior can be observed for the scaling over an increasing number of slots
in Fig. 7.12b. Here, LP6 performs better, not only for small K but also for large
K. The number of optimization variables increases by (2K− 1)i per additional slot,
so the scaling for the 10-node case shown in Fig. 7.12b is worse than in Fig. 7.12a.
For increasing δ, the execution time remains almost constant for both techniques,
presumably because no additional optimization variables are required.
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■■ Figure 7.12: Scaling behavior of the QUBO and LP6 over an increasing number of
nodes and slots.

7.2.4 Discussion and Conclusion

The Quantum Annealing problem was also evaluated in an optimization framework by
Fujitsu [ARV+19] and provided solutions equivalent to the ILP. One should notice,
that QA can also find sub-optimal solutions if the optimization time is not sufficient
but for the conducted experiments in random tree topologies, an optimal schedule
was found in all cases. One severe limitation of the framework is its restriction to
1024 quantum bits. However, there are specialized quantum annealing hardware
platforms that support up to 8192 quantum bits [SLL21], allowing for large problems
that cannot be calculated by LPs within a reasonable time. Furthermore, generalized
quantum computers with more and more quantum bits are developed at the time of
writing [RK19] so that the provided formulation offers an interesting approach that
promises to achieve remarkable results as soon as the hardware catches up.
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Chapter8Chapter8
Trade-off Between Primary and

Secondary Traffic
The preceding chapters have examined the complex interactions between secondary
(see Chap. 5) and primary traffic (see Chap. 6) regarding their adaptability to scenarios
with dynamically changing traffic. In particular, it became clear that the CAP is heavily
utilized during fluctuations of primary traffic, but hardly used for slot (de)allocations
in stable conditions. This suggests that potential throughput can be further increased.
The objectives of a high degree of adaptability and a high throughput are conflicting. A
high throughput demands that the CFP is larger than the CAP to transmit more primary
traffic, while adaptability requires CAPs to be sufficiently long to accommodate the
necessary (de)allocations of GTS. Hence, the fraction τCFP of CFP’s time slots per
dataframe is a critical value and each application demands its dedicated fraction.

As discussed in Chap. 2, DSME defines two standard operating modes: CAP-
R and no CAP-R (NO-CAP-R) [IEE20]. The fraction τCFP in NO-CAP-R mode
corresponds to 7/16 and in CAP-R mode increases to (15 − 8/(2SO−MO))/16.
From these values, it is clear that the two operating modes offer extremely diverging
fractions. Consequently, they do not allow an optimal use of resources for a wide
spectrum of applications, and time-varying primary traffic is not well supported. To
solve this issue, the following sections present Dynamic CAP-Reduction (D-CAP-R)

[ Excerpt and slight extension of the previously published "Meyer F., Mantilla-González I., Turau V.: New
CAP Reduction Mechanisms for IEEE 802.15.4 DSME to Support Fluctuating Traffic in IoT Systems. In:

Grieco L.A., Boggia G., Piro G., Jararweh Y., Campolo C. (eds) Ad-Hoc, Mobile, and Wireless Networks.
ADHOC-NOW 2020. Lecture Notes in Computer Science, vol 12338. Springer, Cham. https://doi.org/10.
1007/978-3-030-61746-2_13." [MMGT20a]. The author proposed the D-CAP-R algorithm and was further
responsible for the theoretical (especially Sect. 8.3.3) and simulative evaluation.
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- an extension of DSME that changes τCFP with a fine granularity and dynamically,
i.e., after the deployment of the network. The main idea is to gradually reduce CAPs
when primary traffic is stable and utilize the freed slots as GTS.

The following sections first provide an overview of related work in Sect. 8.1 and
then describe D-CAP-R in detail in Sect. 8.2. At last, Sects. 8.3 and 8.4 explicate a
fine-grained theoretical and simulative evaluation, respectively. Here, D-CAP-R is
not only compared to CAP-R and NO-CAP-R but also to Alternating CAP-Reduction
(A-CAP-R), which is described in Sect. 2.4.4.4. It offers increased reliability in
contrast to the other schemes.

8.1 Related Work

A comparative performance analysis of IEEE 802.15.4 and DSME has been carried out
in several works [CMML20, JL12, KSKT17, LJ12]. They show that CAP-R improves
latency and throughput in applications with strict demands. At the same time the
energy consumption is higher than with NO-CAP-R. Furthermore, simulation results
demonstrate an increased network throughput of about 7 % with CAP-R compared to
NO-CAP-R. Therefore, CAP-R raises bandwidth and enhances the scalability of the
system.

A simulative evaluation of DSME in openDSME [KKT19a] is made in [Kau19].
Results evidence the influence of the parameter MO in conjunction with CAP-R on
the overall throughput. It increases with increasing MO. However, higher values of
MO also imply a severe reduction of the CAP so that the network is unable to handle
secondary traffic.

Regarding the impact of CAP-R in DSME, Vallati et al. analyze it from the per-
spective of network formation [VBPA17]. The authors propose an active back-off
mechanism and appropriate selection of configuration parameters that along with
CAP-R reduce setup time up to 60 %. In the same direction, a dynamic MSF tuning
technique (DynaMO) in conjunction with CAP-R is proposed in [KSKT20]. DynaMO
was evaluated in openDSME showing a latency reduction of 15 – 30 % in a large
scale networks.

At last, Lee et al. propose TaCFPext [LKZK21], which shows striking similarities
to the algorithm presented in this chapter and previously published work [MMGT20a].
The main difference is that TaCFPext converts whole CAPs into allocatable GTS
and then requires additional messages for the actual allocation. For this, they do
not utilize regular GTS-handshake messages but introduce additional messages for
allocating GTS during the CAP which slightly lowers memory overhead. Similarly,

160



8.2 DYNAMIC CAP-REDUCTION
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■■ Figure 8.1: Frame structure using A-CAP-R for BO = MO and MO− SO = 1
[MMGT20a].

they introduce an additional SAB and ACT for GTS during the CAP which is a simple
renaming of the extended data structures required by D-CAP-R. TaCFPext is evaluated
in Matlab and indicates similar results to D-CAP-R.

8.1.1 Alternating CAP-Reduction

A-CAP-R is a CAP-R mode proposed in [MMGT20a]. It alternates between NO-
CAP-R and CAP-R every beacon interval, first initialized by a coordinator announcing
A-CAP-R and the current phase in its beacon. Thereafter, no other beacons are
required but nodes alternate autonomously between both modes every BI. In order
to avoid self-interference all nodes start in NO-CAP-R mode until a beacon from a
coordinator is heard and A-CAP-R is started. This allows for higher throughput with
minimum effect on secondary traffic, and requires no additional control messages.

A-CAP-R’s key features are its standards compliance and simple implementation.
The frame structure of A-CAP-R is illustrated in Fig. 8.1 for the case MO = SO + 1
and MO = BO, i.e., a MSF consists of two SFs. A-CAP-R does not increase the
potential GTS bandwidth provided by CAP-R. In fact, the fraction τCFP is incremented
by the factor 2.14 · ((2MO−SO − 1)/(2MO−SO + 1)) compared to the fraction τCFP

of NO-CAP-R. The following sections utilize A-CAP-R for comparison with D-CAP-
R.

8.2 Dynamic CAP-Reduction

D-CAP-R starts in NO-CAP-R mode and is triggered when all GTS in the CFPs are
depleted, i.e., allocated. At this point, D-CAP-R allocates additional GTS during
CAPs through DSME’s standardized 3-way handshake. For this, two allocating nodes,
v0 and v1, negotiate a GTS during the last time slot of a pseudo-random SF’s CAP,
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shrinking it from that moment on. The last slot is chosen because GTS negotiations
are triggered at the start of CAPs in openDSME and thus the first slots of a CAP are
usually busier than the last slots. Choosing a pseudo-random CAP ensures that CAPs
are reduced evenly and about the same time is available for GTS negotiations during
all portions of a MSF. Thereby, D-CAP-R does not affect the first CAP of a MSF.
The channel c, is chosen so that c ̸= cCAP. Therefore, communication during the new
GTS does not interfere with regular CAP traffic.

All nodes, except v0 and v1, can use the CAP normally with the restriction that they
cannot communicate with v0 or v1 during the allocated GTS. This means, D-CAP-R
reduces CAPs locally. After an allocation of D-CAP-R, v0 and v1 have reduced their
CAP by one slot, while a third node v2 can use one less CAP slot for communication
with them but all CAP slots for communication with other nodes. The rest of the
network remains unaffected. Optionally, v2 can hold back messages to v0 and v1

during the allocated GTS and send those during the next CAP to reduce traffic. The
whole allocation process using D-CAP-R is detailed in Alg. 2.

Based on the traffic demand of the network, D-CAP-R continues to allocate addi-
tional GTS during CAPs until CAP-R mode is reached. That means, the first CAP of
every MSF is not affected to ensure that GTS can be deallocated again. This way, up
to 8(2MO−SO − 1) additional GTS can be allocated. The resulting frame structure
of D-CAP-R is illustrated in Fig. 8.2, where the first CAP of a MSF is immutable,
while GTS can be allocated in the other CAPs, starting with the last time slot of a
CAP. The deallocation of GTS works exactly the opposite way until all CAPs are
restored. However, as illustrated in Fig. 8.2, CAPs can become fragmented during
GTS deallocation, e.g., if the first and third GTS allocation was done by one node and
the second GTS allocation was done by another node. Then, the deallocation of the
second GTS results in a split CAP. A solution for this is the relocation of the third
GTS to a later time slot. This behavior is currently not implemented, but also not
mandatory as timers are stopped outside of CAP slots, and therefore no timeouts for
CAP messages occur.

8.2.1 Scheduling Requirements

D-CAP-R provides opportunities for more sophisticated scheduling algorithms. For
example, a scheduler could decide to allocate additional GTS during the CAP if the
traffic demand is high but deallocate GTS again if the PDR of the CAP traffic falls
below a certain threshold, i.e., when primary traffic fluctuations appear. Additionally,
dwell time can be greatly reduced if transmission slots are scheduled on a path as,
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Algorithm 2: Algorithmic description of Dynamic CAP-Reduction.

1 initialize F ← ∅
2 initialize ACT(slot, ms f )← 0 f or 0 ≤ slot < 15, 0 ≤ ms f < SM

3 on GTS allocation do
4 S ← {(slot, ms f ) | ACT(slot, ms f ) ̸= 1 f or 8 ≤ slot < 15,

0 ≤ ms f < SM}
5 T ← {(slot, ms f ) | ACT(slot, ms f ) ̸= 1 f or 0 ≤ slot < 15,

0 ≤ ms f < SM}
6 if S ̸= ∅ then

// allocate a GTS in a CFP
7 slot, ms f ← random (i, j) ∈ S , channel ← random c ∈ C

8 ACT(slot, ms f )← 1
9 return GTS(slot, ms f , channel)

10 else if T ̸= ∅ then
// allocate a GTS in a CAP

11 if F = ∅ then
12 F ← {ms f | 0 ≤ ms f < SM}
13 ms f ← random ms f ∈ F, F ← F \ {ms f }
14 slot← max{slot | ACT(slot, ms f ) ̸= 1}
15 channel ← random c ∈ C \ {cCAP}
16 ACT(slot, ms f )← 1
17 return GTS(slot, ms f , channel)
18 else

// all GTS are allocated
19 return none

CFP CFP CFP CFP

CAP
(fixed)

CAP
(fixed)

multi-superframe multi-superframe

2nd alloc 1st alloc3rd alloc 1st alloc3rd alloc

CAP CAP

■■ Figure 8.2: Frame structure using D-CAP-R for MO− SO = 1. The allocation
order of GTS during the CAP is shown.

described in Sect. 7.1.4.8. D-CAP-R potentially enables longer paths by scheduling
part of them in the CAP.

Generally, a modification of the scheduler has to be done in order for it to work
with D-CAP-R- it has to be ensured that GTS during the CFP and CAP are managed
according to the description above. That means, the scheduler first allocates GTS
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during the CFP until they are depleted and then starts allocating additional GTS during
the CAP.

8.2.2 Specifics in openDSME

It must be mentioned that there is a storage overhead for D-CAP-R because it
requires larger data structures (SAB and ACT) for storing information about the
8 · (2MO−SO − 1) additional GTS. Even if no CAP-R is active, nodes must use the
SAB and the ACT of the CAP-R mode for storing their GTS information. That is
because the size of the structures in openDSME cannot be changed dynamically but
they are determined during network configuration. There is no way to the decision
is purely based on the current traffic demand of the network. At last, it has to be
said that D-CAP-R is not conform with the IEEE 802.15.4 standard and openDSME
requires larger code modifications to allow the allocation of GTS during the CAP.
For example the transceiver cannot be turned on and set to a single frequency for the
duration of the whole CAP anymore but it has to be checked if the next time slot is a
GTS and the frequency has to be adapted accordingly. This changes how GTS are
handled. The default behavior at the end of a GTS is to turn off the transceiver. Now,
if the GTS was inside a CAP, the frequency has to be switched back to cCAP and the
transceiver has to stay on. This does not increase energy-consumption though as the
transceiver of nodes must be turned on during the whole CAP anyways.

8.3 Theoretical Evaluation

The goal of the proposed CAP-R mechanism is to increase throughput while main-
taining adaptability to time varying traffic. We mainly consider two metrics: the
fraction τCFP and the adaptability of DSME expressed by the expected time CM to
send a CAP message. Both metrics strongly depend on the average number, CM, of
CAPs per MSF and the average number of the CAP’s time slots, CTM, per MSF.
For example, CAP-R is characterized by CM = 1 and CTM = 8 - a single CAP per
MSF with eight time slots. Thus, CAP-R heavily sacrifices adaptability for a higher
throughput, which is especially problematic if not all GTS are utilized because they
could have been used for CAP traffic. D-CAP-R attempt to overcome this problem by
modifying CM and CTM in an appropriate manner.
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Fraction of CFP’s time slots per dataframe

MO = 4 MO = 5 MO = 6 MO = 7

NO-CAP-R 43.75 % 43.75 % 43.75 % 43.75 %

CAP-R 68.75 % 81.25 % 87.5 % 90.06 %

A-CAP-R 56.25 % 62.5 % 65.63 % 67.19 %

D-CAP-R 43.75 – 68.75 % 43.75 – 81.25 % 43.75 – 87.5 % 43.75 – 90.06 %

■■ Table 8.1: Values of τCFP , i.e., the fraction of the CFP’s time slots per dataframe,
with NO-CAP-R, CAP-R, A-CAP-R, and D-CAP-R for 4 ≤ MO ≤ 7.

8.3.1 Fraction of CFP’s Time Slots per Dataframe

The parameter τCFP, can be calculated based on CM and CTM as

τCFP = 1− CTM + SM
TM

, (8.1)

where TM = 16SM is the total number of time slots per MSF. Incorporation of SM
is required to account for SM beacon slots per MSF. Therefore, the fraction τCFP

increases for decreasing values of CTM, as illustrated in Tbl. 8.1. NO-CAP-R is
independent of MO, while CAP-R converges towards 93.75 % as MO increases.
A-CAP-R offers a compromise between NO-CAP-R and CAP-R. Similarly, D-CAP-
R dynamically adapts the time for sending packets with the lower bound equal to
NO-CAP-R and the upper bound equal to CAP-R.

8.3.2 Expected Channel Access Time on Slot Level

The adaptability of DSME is characterized by the expected time to allocate a new
GTS, i.e., the expected time until a GTS-handshake can be conducted in a CAP. In
contrast to τCFP, which indicates the maximum throughput of a system, adaptability
expresses how long it would take to allocate all required GTS. Additionally, it provides
an insight into how well the system adapts to dynamically changing traffic. Since
a time slot is a baseline unit in DSME’s frame structure, we consider it to estimate
adaptability in terms of the expected number of time slots that a node must wait to
send a CAP message, i.e., NCAP. This value is calculated per MSF as follows

NCAP(CM, CTM) =
1

TM · CM

TM−CTM
CM

∑
i=1

i (8.2)
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Expected waiting time to send a CAP message [slot(s)]

MO = 4 MO = 5 MO = 6 MO = 7

NO-CAP-R 2.25 slot(s) 2.25 slot(s) 2.25 slot(s) 2.25 slot(s)

CAP-R 9.38 slot(s) 24.94 slot(s) 56.72 slot(s) 120.61 slot(s)

A-CAP-R 5.81 slot(s) 14.10 slot(s) 29.49 slot(s) 61.43 slot(s)

D-CAP-R 2.25 –
9.38 slot(s)

2.25 –
24.94 slot(s)

2.25 –
56.72 slot(s)

2.25 –
120.61 slot(s)

■■ Table 8.2: Expected waiting time to send a CAP message on time slot level with
NO-CAP-R, CAP-R, A-CAP-R, and D-CAP-R for 4 ≤ MO ≤ 7.

The expected number of time slots to send a CAP message in NO-CAP-R is
characterized by NCAP(SM, 8SM), which is independent of MO with a value of
2.25 slot(s). For CAP-R this value is given by NCAP(1, 8). Hence, it depends on the
difference between MO and SO. As shown in Tbl. 8.2, the expected waiting time to
send a CAP message increase exponentially for an increasing MO. For A-CAP-R,
NCAP is calculated as an average of the expected times for CAP-R and NO-CAP-R,
since the first phase of A-CAP-R is CAP-R and the second phase is NO-CAP-R.
The value amounts to 0.5(NCAP(SM, 8SM) + NCAP(1, 8)). D-CAP-R dynamically
adjusts the number of GTS between NO-CAP-R and CAP-R so that the expected
times are bounded by the expected times of these mechanisms.

8.3.3 Expected Channel Access Time on Symbol Level

In the following, a single channel access without contention is considered where the
corresponding packet is generated according to a uniform distribution on the interval
[0, DMSF). Two cases have to be considered:

■ Packet generation during the CAP.

■ Packet generation during the CFP.

For calculation, beacon slots are treated as CFP slots in which no data is sent.

Packet generation during the CAP: The probability for generating a packet during
a CAP, pCAP, is given by

pCAP =
CTM
TM

. (8.3)

The system can be discretized into time steps, SUB, of aUnitBackoffPeriod, the
base duration of the CSMA/CA algorithm. If a packet is generated at the end of the
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CAP, its transmission is more likely to be shifted to the next CAP. Therefore, the
expected CSMA/CA backoff duration, Tb(s), for a packet generated during the kth
CSMA/CA slot is given by

Tb(s) = (2BE − 1)−1
i≤2BE−1

∑
i=0

B(s, i) (8.4)

B(s, i) =



i · SUB if SUB · (s + i) < SCAP

η · SSF − SUB · s

+SUB(i + s) mod SCAP

+η · SSF⌊ SUB(s+i)
SCAP

⌋

otherwise
, (8.5)

where BE is the backoff exponent of the CSMA/CA algorithm, SSF = 16 · 60 · 2SO

is the number of symbols per SF, SCAP = CTM
CM · 60 · 2SO is the number of symbols

per CAP, and η = SM
CM is a stretching factor if CM < SM under the assumption

that CAPs are evenly distributed in the MSF. In other words: Eq. (8.4) calculates the
expected backoff from a given slot for all possible CSMA/CA backoff values. The
total backoff, B(s, i), equals to the CSMA/CA backoff (i · SUB) if there is enough
space in the CAP. Otherwise, it includes the wait duration of the CFPs. In this case
(Eq. (8.5), case otherwise), the first summand is the backoff until the next CAP from
the time of packet generation, the second summand is the remaining backoff time in a
latter CAP, and the third term adds the backoff for multiple SFs if i · SUB spans over
multiple CAPs. The expected channel access time, tChCAP, for a packet generation
during the CAP can then be calculated as

tChCAP =
∑

s<CTM/(SUB ·CM)
s=0 Tb(s)
CTM/(SUB · CM)

. (8.6)

Packet generation during the CFP: When a packet is generated during the
CFP, the expected channel access time is the combination of the expected time
to send a CAP message, i.e. tCAP, and the expected CSMA/CA backoff time from
slot 0. The expected time to send a CAP message on symbol level is given by
tCAP = 0.5 · (tCAPmin + tCAPmax), where tCAPmin = 1 is the minimum time to
send a CAP message and tCAPmax is the maximum time to send a CAP message, and
given by

tCAPmax = η · SSF − SCAP. (8.7)
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■■ Figure 8.3: Expected channel access time of D-CAP-R for different values of CM
and average number of slots per CAP for SO = 3 and MO = 7. The performance
of the static CAP-R mechanisms is marked by the green dots for comparison.

The expected channel access time, tChCFP, for a packet generated during the CFP is
tChCFP = tCAP + Tb(0).

Total Channel Access Time The total expected channel access time, tCh, is given
by

tCh = pCAP · tChCAP + (1− pCAP) · tChCFP. (8.8)

The expected channel excess time for different values of CM and CTM is shown
in Fig. 8.3. Here, one can see that A-CAP-R achieves a much lower expected channel
access time than CAP-R. Therefore, the adaptability with A-CAP-R is higher. It can
be seen that the expected channel access time scales exponentially with a decreasing
CAP frequency. In contrast to that, D-CAP-R reduces the number of slots in individual
CAPs. Therefore, the expected time to send a CAP message is always quite low.
However, in extreme cases all CAP slots might be allocated, and D-CAP-R performs
as CAP-R in terms of expected channel access time.
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SO MO BO QCAP QCFP δ

Values 3 {4, . . . , 7} 7 8 22 {1, . . . , 4}

■■ Table 8.3: Setup parameter for the simulative evaluation of D-CAP-R.

8.4 Simulative Evaluation

The following subsections present a performance assessment of D-CAP-R through
simulation by comparing it with A-CAP-R, NO-CAP-R, and CAP-R. The following
subsection, Sect. 8.4.1, describes the simulation setup. Sect. 8.4.2 first analyses
DSME’s reliability in scenarios with dynamically varying primary traffic, i.e., bursts
with increasing number of packets. Afterward, Sect. 8.4.3 describes results for a
scenario without bursts but decreasing packet generation interval. Here, especially
the adaptability of the system is evaluated, e.g., by means of dwell time for GTS-
negotiation messages in Sect. 8.4.3.1.

8.4.1 Scenario Description

For evaluation, a rooted binary tree with 31 nodes is utilized to reenact common
data-collection scenarios, where data is gathered by all nodes and routed towards the
sink for evaluation. We abstained from using an unbalanced tree to eliminate the
influence of heavily skewed traffic.

Packet generation follows a Poisson distribution, where two scenarios are consid-
ered - the generation of one burst per second with ϵ packets, and the generation of
1 packet(s) in γ second intervals. The second scenario allows the assessment of the
network close to saturation because traffic is stable. In the first scenario, the proposed
CAP-R mechanisms have to (de)allocate GTS continuously and adjust to the current
traffic demand of the network.

As discussed in Sect. 8.3, all CAP-R mechanisms only depend on the difference
MO− SO. Therefore, either SO or MO can remain constant for simulation. We
set SO = 3 so that a single packet with 127 B can be sent per GTS. Furthermore,
it insures that all CAPs have the same length for all configurations. If not stated
otherwise, we also fix BO = 7 to guarantee sufficiently many beacon slots in the
network for all nodes to associate. The scenario is evaluated for 4 ≤ MO ≤ 7. The
configuration parameter relevant for this chapter are summarized in Tbl. 8.3 while
Tbl. A.9 shows the full configuration.
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8.4.2 Varying Burst Sizes

Fig. 8.4 shows the average PDR for an decreasing γ and different values of MO with
one burst per second. For all methods, the PDR decreases for an increasing number of
packets per burst. This is mainly due to the following reason: especially for smaller
values of MO, there are not enough GTS per second to accommodate all packets
generated during a burst, leading to dropped packets as the queues fill up.

For CAP-R, the frequency of CAPs decreases for an increasing MO, resulting
in more contention during the remaining CAPs. Thus, the required GTS cannot be
allocated in time. This is the case for MO = 5, where τCFP = 81.25 %. From this
theoretical value, a high PDR is expected. However, the results show that for an
increasing MO, CAP-R struggles to allocate slots in time.

The performance of NO-CAP-R is independent of MO, as already indicated by the
theoretical analysis in Sect. 8.3.2. Therefore, the choice of CAP-R or NO-CAP-R
depends largely on MO, as CAP-R performs better than NO-CAP-R for MO = 4
and MO = 5, but NO-CAP-R performs better for MO = 6 and MO = 7. If
SO = MO = 3, all mechanisms perform equally well, since there is only a single SF
per MSF, which cannot be reduced by D-CAP-R or CAP-R.

On the other hand, D-CAP-R performs similarly to CAP-R for MO = 4 and
outperforms CAP-R and NO-CAP-R for MO ≥ 5. That is because D-CAP-R starts
with NO-CAP-R mode and therefore allocates GTS as fast as possible (e.g., as fast as
NO-CAP-R) for larger values of MO, where there is only a small number of CAPs
using CAP-R. In addition, it reduces CAPs when all regular GTS are already allocated
so that it converges towards CAP-R. However, the allocation of these additional
resources has a slight time overhead, resulting in the performance gap between D-
CAP-R and CAP-R for MO = 4.

Similarly to CAP-R, the performance of A-CAP-R depends on MO but its influ-
ence is not as strong as for CAP-R. For smaller values of MO, A-CAP-R’s PDR is
about the average between the values for CAP-R and NO-CAP-R. It corresponds to
the theoretical analysis regarding τCFP, with boundaries delimited by CAP-R and
NO-CAP-R (e.g., τCFP = 56.25 % for MO = 4). For larger values of MO (i.e.,
MO ≥ 6), the PDR is less sensible to this parameter, performing better than NO-
CAP-R. This is because of the alternating behavior every BI, which provides enough
CAPs to perform the required GTS negotiations.

All in all, D-CAP-R seems to be an attractive alternative to A-CAP-R and DSME’s
native operation modes under varying primary traffic patterns. It dynamically adapts
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■■ Figure 8.4: PDR for varying numbers of packets per burst (ϵ) and different values
of MO.

to the traffic demands of the network and (de)allocates additional GTS during CAPs
to increase reliability.

8.4.3 Varying Packet Generation Intervals

The following figures show a performance assessment for different packet generation
intervals. Particularly, Fig. 8.5 depicts the PDR for different values of MO. As
explained in Sect. 8.4.2, the choice of CAP-R and NO-CAP-R largely depends on
MO, with CAP-R performing better for MO ≤ 5, and NO-CAP-R performing better
for MO ≥ 6. NO-CAP-R, A-CAP-R and D-CAP-R provide a good performance for
δ ≤ 1 packet(s) s−1 and all values of MO. For δ > 1 packet(s) s−1, NO-CAP-R is
operating beyond the maximum capacity, and A-CAP-R starts to reach the limits of
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■■ Figure 8.5: PDR of D-CAP-R, A-CAP-R, CAP-R, and NO-CAP-R for different
values of MO and δ.

available GTS. Therefore, the performance of NO-CAP-R and A-CAP-R diminishes.
Contrary to NO-CAP-R, A-CAP-R’s PDR is also slightly affected by increasing MO.
D-CAP-R performs significantly better than the other CAP-R mechanisms, especially
for larger values of MO. For example, it achieves a PDR of 95 % for MO = 7 and
δ = 3 packet(s) s−1, while NO-CAP-R achieves only about 48 %, A-CAP-R about
67 % and CAP-R less than 2 %.

The main reason for lost packets are queue drops. This is also reflected in the
average queue length, as shown in Fig. 8.6. Here, nodes with the same distance
from the sink are grouped together, as nodes closer to the sink experience more
traffic than nodes further away from the sink. With a maximum queue capacity
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of QCFP = 22 packet(s), it is clearly visible that NO-CAP-R operates close to
QCFP at nodes close to the sink for all values of MO. That is because the network
is oversaturated for a packet generation interval of δ = 3 packet(s) s−1, and no
more GTS are available for allocation. For A-CAP-R, the network is close to the
maximum capacity and therefore the average queue length for nodes close to the sink
is significantly higher and close to QCFP (i.e., nodes up to two hops away from the
sink node). This funneling effect intensifies for increasing MO, which reduces the
frequency of CAPs per MSF in BIs in which A-CAP-R operates in CAP-R mode. On
the other hand, the average queue length for CAP-R increases with an increasing MO
because there are fewer CAPs per MSF. Consequently, the remaining CAPs are more
congested and the required GTS are not allocated in time. The average queue length
for D-CAP-R is lower than 68 % of the maximum queue capacity for all values of
MO.

8.4.3.1 GTS Utilization

The maximum number of allocated RX- and TX-GTS by the different CAP-R mecha-
nisms for δ = 3 packet(s) s−1 and different values of MO is illustrated in Fig. 8.7.
Nodes with the same distance to the sink are grouped together, as more GTS are
allocated closer to the sink. For MO = 4, less slots need to be allocated because
the MSF - and thus the schedule of allocated GTS - is repeated multiple times per
packet generation interval. Theoretically, for MO = 7 and δ = 3 packet(s) s−1, the
required number of GTS at the sink node to successfully receive all packets generated
in the network is about 180 GTS per BI (i.e., assuming that no packet was dropped
from any queue). For NO-CAP-R and CAP-R, the highest number of available GTS
per BI amounts to 112 GTS and 232 GTS, respectively. For A-CAP-R this value cor-
responds about 172 GTS per BI. However, given the funneling effect that is inherent
to data collection scenarios this assumption does not hold. Many packets are lost at
nodes closer the sink node and therefore the number of allocated GTS is slightly less
than the theoretical value. That is the case for NO-CAP-R, in which nodes one hop
further require about 174 GTS. However, only 112 GTS can be negotiated. Therefore,
about 90 GTS are allocated at the sink node, which supports the obtained PDR with a
value of 47 %.

Although the average number of 172 allocatable GTS using A-CAP-R should be
sufficient to support primary traffic, and almost all slots are allocated, many queue
drops occur at nodes close to the sink. That is because the number of usable GTS
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(d) MO = 7.

■■ Figure 8.6: Average queue length per node for different values of MO and δ = 3.
Nodes with the same number of hops to the root are grouped together.

varies over a BI, i.e., 112 GTS in the first BI and 232 GTS in the other. During the
first BI queues fill up and packets are lost.

For D-CAP-R, the largest number of GTS is allocated. Theoretically, CAP-R could
reach the same performance as D-CAP-R but it fails to allocate the GTS in time,
as already explained. Still, D-CAP-R performs well for MO ≤ 7 because it can
allocate a large number of GTS at the start and then it successively reduces the CAPs
to allocate the last remaining GTS.

8.4.3.2 Dwell Time

Evaluation of the average dwell time, as illustrated in Fig. 8.8, δ = 1 packet(s) s−1

for messages sent during the GTS negotiation, i.e., GTS request, GTS response, and
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■■ Figure 8.7: Maximum number of allocated GTS per node for MO = 4, MO = 7,
and δ = 3. Nodes with the same number of hops to the root are grouped together.

GTS notify show that CAP-R has the highest dwell time. That is because there is
only a single CAP per MSF, and GTS commands have to be queued for a long time.
Dwell time exponentially increases for an increasing MO, as the duration of a MSF
doubles when incrementing MO. Although A-CAP-R’s dwell time is influenced by
the length of the MSF, this effect is diminished during the BIs in which A-CAP-R
operates in NO-CAP-R. It should be noted that A-CAP-R’s waiting time is higher than
D-CAP-R’s and NO-CAP-R’s. The validation of A-CAP-R’s dwell time by simulation
confirms the value estimated theoretically in Sect. 8.3. For MO = 4 it exhibits an
average dwell time of 42.80 ms against 44.64 ms from the theoretical model. In this
case, the difference between both values comes from the way the estimation in the
theoretical model is performed (i.e., average between NO-CAP-R and CAP-R), i.e.,
scheduling is not considered.
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■■ Figure 8.8: Average dwell time for GTS-negotiation messages using CAP-R, NO-
CAP-R, A-CAP-R and D-CAP-R for different values of MO and a packet generation
rate of 1 packet(s) s−1.

D-CAP-R and NO-CAP-R perform equally well with average dwell times of
17.08 ms and 18.06 ms, respectively. For NO-CAP-R this matches with the value
of about 17.28 ms from the theoretical models in 8.3, which do not consider packet
collisions. NO-CAP-R has a higher dwell time than D-CAP-R because nodes are
unable to allocate enough GTS but still can send GTS commands for the required
GTS. This results in more congestion during the CAPs and the nodes backing off more
frequently during the CSMA/CA algorithm. D-CAP-R and A-CAP-R are independent
of MO - with the dwell time only marginally increasing for an increasing MO because
more GTS are required initially for larger values of MO, resulting in more contention.
For MO = 3 all mechanisms perform the same.

8.5 Discussion and Conclusion

It should be mentioned that D-CAP-R is expected to work exceptionally well with
some of the previously described optimizations, in particular QMA (see Sect. 5.2),
sending multiple packets per GTS (see Sect. 6.1), and scheduling through ILPs (see
Sect. 7.1). QMA automatically learns which nodes have allocated GTS in the CAP
through D-CAP-R and avoids transmission to them. At the same time, sending
multiple packets per GTS reduces the number of required management messages,
and thus allows higher adaptability when D-CAP-R is close to CAP-R mode. At last,
longer paths can be scheduled using the proposed LPs decreasing dwell times even
further. The results for all operation modes can be summarized as follows:
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■ NO-CAP-R provides good adaptability for all values of MO− SO. However,
for a high number of packets per second (δ > 2), NO-CAP-R cannot provide a
sufficient number of GTS for sending all packets. This results in a large number
of dropped packets due to full queues.

■ CAP-R performs well for MO− SO ≤ 2. Here, a single CAP per MSF is
sufficient to allocate all required GTS and CAP-R still offers higher throughput,
which increases the overall PDR. For MO− SO ≥ 3, the performance of CAP-
R diminishes since it is unable to allocate all GTS in time, resulting in large
queues and packet loss.

■ A-CAP-R offers a compromise between CAP-R and NO-CAP-R. For MO
− SO ≤ 1, it performs as a middle ground between CAP-R and NO-CAP-
R. For MO − SO ≥ 2, A-CAP-R starts to outperform the standard modes
of DSME because it offers a higher adaptability than CAP-R and a higher
throughput than NO-CAP-R.

■ D-CAP-R achieves the best overall performance in terms of PDR, dwell time,
and queue utilization for all values of MO−SO and different packet generation
rates. That is because D-CAP-R starts in NO-CAP-R mode which offers high
adaptability. Then it gradually and dynamically reduces the CAP to allow
for a higher throughput. Notably, it manages to achieve a PDR of over 80 %
regardless of the value of MO− SO in a scenario without bursts, and therefore
outperforms the standard modes of DSME and A-CAP-R.

Finally, it should be said that D-CAP-R requires a powerful dynamic scheduler to
fully exploit the possibilities it provides. Such scheduler is out of the scope of this work
but a simple adaptation of the default scheduler, i.e., TPS, also provides outstanding
results. We believe that D-CAP-R can be leveraged by future implementation of
schedulers to make DSME more adaptable to bursty and dynamically changing
primary traffic.
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Chapter9Chapter9
Conclusion and Outlook
This dissertation explores and analyses techniques for adaptive multi-hop networks
in the future IIoT with respect to time-varying and dynamically changing traffic. In
this context, wireless communication between network participants is categorized as
either primary or secondary traffic, whereby the former comprises data messages from
the application layer, and the latter is composed of management messages to support
primary traffic, e.g., for slot allocation or routing. Research is conducted from the
perspective of the MAC layer IEEE 802.15.4, and evaluations are performed mostly
through its sub-specification DSME, which offers a solid foundation for high agility
by employing distributed scheduling and slot negotiation, and frequency diversity.
Most of the proposed techniques, however, are easily transferable to other MAC
protocols with alternating phases for primary and secondary traffic, e.g., TSCH.

The obtained results indicate that the adaptability of a network can be increased
significantly by selecting appropriate MAC parameters; yet this is generally not
sufficient to ensure a high reliability of primary traffic in the presence of time-varying
traffic patterns, where transmission slots frequently have to be (de)allocated. This
work demonstrates that additional techniques such as Machine Learning (ML)-based
channel access or sending multiple packets per slot can close this performance gap by
increasing throughput and reliability, and thus help operating networks closer to their
capacity cap - especially with time-varying primary traffic.

In particular, we assess slot negotiation through a distributed 3-way handshake in
the context of irregular primary traffic and identify it as a central bottleneck for high
adaptivity in DSME. That is because slot (de)allocations cannot be performed in a
timely manner when secondary traffic, which is usually realized through contention-
based channel access, is oversaturated. Consequently, queues for primary traffic
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grow and eventually overflow, eventuating in lost data packets and high delays. The
reduction of the management message overhead for slot allocations is thus pivotal for
good adaptability. We conceive three potential options: (de)allocating multiple slots
through a single handshake, sending several packets per slot to attenuate the number
of required slots, and developing a more reliable contention-based multiple access
scheme for secondary traffic. The latter two options are further explored.

For more reliable channel access, QMA is developed - a contention-based multiple
access scheme for secondary traffic relying on ML. Its core idea is to divide the
secondary traffic phase into logical time slots and then dynamically learn at which
times transmission is likely to be successful and when it is expected to lead to a
collision. This way, QMA is capable of solving the hidden-node problem without
additional overhead for RTS / CTS messages. Additionally, we demonstrate its
effectiveness and scalability in comparison to slotted and unslotted CSMA/CA in
topologies with an increasing number of nodes and on hardware, where it significantly
outperforms the other two methods.

We also investigate sending multiple packets per slot with primary traffic, which
proves to significantly reduce the number of conducted 3-way handshakes and hence
contention during secondary traffic. Additionally, it maximizes potential throughput
by minimizing the unutilized time at the end of each transmission slot. We believe
that every DSME application should consider sending multiple packets per slot to
increase adaptability in a simple way. The same should apply to TSCH. To strengthen
this effect we further investigate GACKs and scheduling through ILPs and QUBOs.

Finally, D-CAP-R is proposed that allows using secondary traffic phases for primary
traffic and therefore enables a flexible trade-off between periods of high primary traffic
and high secondary traffic. Secondary traffic of other nodes takes place regularly and
is not affected.

For future work, one can envision various techniques that increase adaptability;
and application scenarios that require such techniques. One particularly interesting
trend potentially constituting the next phase of the IoT is the tactile IoT, where touch
is transmitted instead of text, audio, or video data. For example, it could enable
engineers to intervene in industrial plants remotely using robotics. Obviously, the
tactile IoT demands high reactivity, i.e., low latency and high throughput, and hence
supplies an optimal playground for the techniques proposed in this work.

Another example is fog computing, where short-term tasks are directly performed
on edge devices, i.e., IIoT nodes, and long-term analytics are performed in the cloud.
Communication between both parts exhibits time-varying traffic patterns due to
varying analysis times. It also requires strict timeliness if the results are used in a
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control loop. These concepts will also enable the sustainable use of ML techniques
in the IIoT, which can, e.g., be used for powerful schedulers that quickly react to
changes in the primary traffic and, in the best case, even predict bursts.

In general, also the burgeoning pool of protocols in the 2.4 GHz frequency band
poses novel challenges for existing MAC protocols due to mutual interference. Their
coexistence is a hot topic in research and will presumably accompany us for years to
come.

Overall, we believe that the techniques proposed and analyzed in this dissertation
constitute a vital building block for future IIoT applications that are more resilient to
external interference and time-varying and dynamically changing traffic.
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AppendixAAppendixA
Appendix

A.1 Markov Chain Transition Matrix for Transmitting
Multiple Packets per GTS

The transition matrix Q in canonical form, corresponding to the Markov chain for GTS
negotiation through the 3-way handshake, as introduced in Sect. 5.1.2.1, describes the
probabilities for transitioning from one transient state to another. It is defined as

Q =



0 p 0 1− p 0 0 0 0 0 0 0 0

0 0 p 0 0 0 1− p 0 0 0 0 0

0 0 0 0 0 0 0 0 0 1− p 0 0

0 p 0 0 1− p 0 0 0 0 0 0 0

0 p 0 0 0 1− p 0 0 0 0 0 0

1− p p 0 0 0 0 0 0 0 0 0 0

0 0 p 0 0 0 0 1− p 0 0 0 0

0 0 p 0 0 0 0 0 1− p 0 0 0

1− p 0 p 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 1− p 0

0 0 0 0 0 0 0 0 0 0 0 1− p

1− p 0 0 0 0 0 0 0 0 0 0 0



.

(A.1)
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A.2 Convergence Example for QMA
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■■ Table A.1: Example for the convergence of QMA over 20000 time steps with a
small exploration rate of ρ = 0.01 for two nodes v1 and v2, four subslots, and
actions QBackoff (B), QCCA (C), and QSend (S). The policy for each timestep is
highlighted. QMA finds a feasible policy after 2000 timesteps, albeit finding an
optimal policy requires 7000 timesteps. The Q-values converge to a value of about
31 and do not become higher than 32 even after 100000 timesteps.
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A.3 An Alternative Formulation of LP6

As discussed in Sect. 7.1.5, LP6 yields a delay-minimal schedule for traffic with
random arrival or generation time. However, it requires V(K2 + 3K) binary op-
timization variables and is hence not scalable to high values of K as discussed in
Sect. 7.2. Yet, the number of required optimization variables can be reduced to

∑vi∈V\{v0}⌈δiγi⌉(K + 1) by precalculating paths through the network. We assume
that the binary optimization variables xikl are defined as in Eq. (7.15).

Let P = {ρi | vi ∈ V \ {v0}} be the set of all paths in the network, where each
node vi ∈ V \ {v0} requires τi = ⌈δiγi⌉ transmission slots. The objective function
minimizes the total delay over all paths

O3 : min DS( ∑
ρi∈P

f (RXi)− f (TXi) + K ∑
(vm ,vn)∈ρi

θim), (A.2)

where f(x), RXi , TXi , and θim are defined as in Sect. 7.1.5. That means for each hop
vm | (vm, vn) ∈ ρi ∈ P, θim = 1 indicates that a packet is not forwarded in the same
MSF. Otherwise θim = 0 so that θi = ∑(vm ,vn)∈ρi

θim.

In contrast to Sect. 7.1.5, every node has τ|V| rows with K binary optimization
variables instead of K rows with K binary optimization variables. They are subject to
the constraints

∀i ̸=0,l : ∑
k

xikl = 1, (A.3)

∀i,k : ∑
l

xikl + ∑
j∈N−i ,l

xjkl ≤ 1 (A.4)

Here, Eq. (A.3) ensures that exactly one slots is allocated per row, while Eq. (A.4)
is equivalents to 7.4 and ensures that a node vi and its children cannot transmit at the
same time. Therefore, the absolute index TXi of the lth transmission slot at a node vi

is given by

TXi = ∑
k

xiklk.

This enables the calculation of θim for every vm on the path ρi using the constraint

∀ρi∈P,(vm ,vn)∈ρi
: ∑

k
xmkµ(ρi ,vm)k < θimK + ∑

k
xnkµ(ρi ,vn)k. (A.5)

185



A APPENDIX

Algorithm 3: Round-robin assignment of transmission slot indices µ(ρi , vj)
for all paths and creation of a set of path P for a given routing tree T.

Input: T, δi
Output: P, µ(ρi , vj)

1 initialize T’← T, P← ∅
2 initialize ∀vi∈V : S(vi)← 0
3 initialize ∀vj∈V,ρ : µ(ρi , vj)← 0

4 for 0 ≤ y < |V| − 1 do
5 vj ← random from {vm ∈ V | N−m = ∅ ∧ vm ̸= v0}
6 for 0 ≤ z < ⌈δjγj⌉ do
7 µ(ρj, vj,)← S(vj)

8 S(vj)← (S(vj) + 1) mod ⌈δjγj⌉
9 ρj ← ∅, v ← vj

10 while v ̸= v0 do
11 ρj ← ρj ∪ {(v , N+

v )}
12 µ(ρj, N+

v )← S(N+
v )

13 S(N+
v )← (S(N+

v ) + 1) mod ⌈δN+
v

γN+
v
⌉

14 v ← N+
v

15 end
16 P← P∪ {ρj}
17 end
18 T’← T’ \ {vj}
19 end

Here, µ(ρi , vm) is a mapping from a hop vm on a path ρi to the index of the row
the transmission slot is used in, i.e., the lth transmission slot that is used for the
transmission on that hop. It guarantees that θim = 1 if TXm > TXn for every
(vm, vn) ∈ ρi .

The paths and the mappingµ(ρi , vm) are not formed by the LP but are pre-
calculated, as exemplified in Alg. 3. For this let T’ be a copy of T. Starting with
any leaf vi ∈ T’ | N−i = ∅, paths are created by cyclically selecting a transmission
slot from a list of available transmission slots at every node vm | (vm, vn) ∈ ρi that
retransmits δm on the way to v0. This is repeated for every transmission slot of vi that
is not incorporated in a path yet. Then vi is removed from T’. Next, another leaf is
selected until T’ = {v0}. The solution of this formulation is equivalent to LP6 but
slightly more efficient.
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A.4 Detailed Evaluation Parameter Description

Parameter Value Parameter Value Parameter Value

Network parameters

topology line/grid # nodes (|V|) 2. . . 49 repetitions 20

Traffic parameters

distribution normal # packets 1000 payload (S) 127 B

interval (γ) 7.864 s burst (ϵ) 1. . . 32 start duration 15 s

warmup duration 0 s cooldown duration 100 s

Protocol parameters

SO 3. . . 7 MO 7. . . 9 BO 9

primary queue 8 packet(s) secondary queue 22 packet(s) CAP-R no

CSMA/CA parameters

minBE 3 maxBE 5

■■ Table A.2: Detailed evaluation parameter for the evaluation of DSME’s slot
(de)allocation handshake.

Parameter Value Parameter Value Parameter Value

Network parameters

topology hidden node/concentric # nodes (|V|) 3/7. . . 91 repetitions 15

Traffic parameters

distribution Poisson # packets 1000 payload (S) 127 B

interval (γ) 1. . . 0.01/1 and 0.1 s burst (ϵ) 1 start duration 100. . . 100.2/ s

warmup duration 0/300 s cooldown duration 0/100 s

Protocol parameters

SO 3 MO 6 BO 9

primary queue 8 packet(s) secondary queue 22 packet(s) CAP-R no

CSMA/CA parameters

minBE 3 maxBE 5

■■ Table A.3: Detailed evaluation parameter for the evaluation of QMA.
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Parameter Value Parameter Value Parameter Value

Network parameters

topology grid # nodes (|V|) 16 repetitions 20

Traffic parameters

distribution normal # packets - payload (S) 127 B

interval (γ) 16 s burst (ϵ) 2. . . 40 start duration 300. . . 316 s

warmup duration 0 s cooldown duration 0 s

Protocol parameters

SO 3. . . 6 MO 9 BO 9

primary queue 40 packet(s) secondary queue 40 packet(s) CAP-R no

CSMA/CA parameters

minBE 3 maxBE 5

■■ Table A.4: Detailed evaluation parameters for evaluation of sending multiple packets
per GTS.

Parameter Value Parameter Value Parameter Value

Network parameters

topology star # nodes (|V|) 10 repetitions 20

Traffic parameters

distribution normal # packets 1000 payload (S) 1 B

interval (γ) 1. . . 0.015625 s burst (ϵ) 1 start duration 100 s

warmup duration 100 s cooldown duration 100 s

Protocol parameters

SO 4 MO 7 BO 7

primary queue 8 packet(s) secondary queue 22 packet(s) CAP-R no

CSMA/CA parameters

minBE 3 maxBE 5

Other

GAO 7

■■ Table A.5: Detailed evaluation parameters for best-case evaluation of GACKs.
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Parameter Value Parameter Value Parameter Value

Network parameters

topology binary tree # nodes (|V|) 31 repetitions 20

Traffic parameters

distribution Poisson # packets 1000 payload (S) rand 53. . . 127 B

interval (γ) 0.9. . . 0.05 s burst (ϵ) 1 start duration 100 s

warmup duration 100 s cooldown duration 100 s

Protocol parameters

SO 4 MO 6 BO 8

primary queue 8 packet(s) secondary queue 22 packet(s) CAP-R no

CSMA/CA parameters

minBE 3 maxBE 5

Other

GAO 6

■■ Table A.6: Detailed evaluation parameters for average-case evaluation of GACKs.

Parameter Value Parameter Value Parameter Value

Network parameters

topology line # nodes (|V|) 10 repetitions 20

Traffic parameters

distribution Poisson # packets 1000 payload (S) 127 B

interval (γ) 0.9. . . 0.05 s burst (ϵ) 1 start duration 100 s

warmup duration 100 s cooldown duration 100 s

Protocol parameters

SO 3 MO 6 BO 8

primary queue 8 packet(s) secondary queue 22 packet(s) CAP-R no

CSMA/CA parameters

minBE 3 maxBE 5

Other

GAO 6

■■ Table A.7: Detailed evaluation parameters for worst-case evaluation of GACKs.
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Parameter Value Parameter Value Parameter Value

Network parameters

topology multi-line # nodes (|V|) 4. . . 46 repetitions 20

Traffic parameters

distribution Poisson # packets 1000 payload (S) 127 B

interval (γ) 1 s burst (ϵ) 1 start duration 100 s

warmup duration 100 s cooldown duration 100 s

Protocol parameters

SO 3 MO 6 BO 8

primary queue 8 packet(s) secondary queue 22 packet(s) CAP-R no/yes

CSMA/CA parameters

minBE 3 maxBE 5

Other

GAO 6

■■ Table A.8: Detailed evaluation parameters for scheduling through Integer Linear
Program (ILP).

Parameter Value Parameter Value Parameter Value

Network parameters

topology binary tree # nodes (|V|) 31 repetitions 20

Traffic parameters

distribution Poisson # packets 1000 payload (S) 127 B

interval (γ) 1/2. . . 0.25 s burst (ϵ) 1. . . 4/1 start duration rand. 450. . . 452 s

warmup duration 200 s cooldown duration 200 s

Protocol parameters

SO 3 MO 4. . . 7 BO 7

primary queue 8 packet(s) secondary queue 22 packet(s) CAP-R no/yes

CSMA/CA parameters

minBE 3 maxBE 5

Other

GAO 6

■■ Table A.9: Detailed evaluation parameter for the trade-off of primary and secondary
traffic.
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