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Abstract: Recently, a scalable approach to system analysis and controller synthesis for
homogeneous multi-agent systems with Bernoulli distributed packet loss has been proposed. As
a key result of that line of work, it was shown how to obtain upper bounds on the Hy-norm
that are robust with respect to uncertain interconnection topologies. The main contribution
of the current paper is to show that the same upper bounds hold not only for uncertain but
also time-varying topologies that are superimposed on the stochastic packet loss. Because the
results are formulated in terms of linear matrix inequalities that are independent of the number
of agents, multi-agent systems of any size can be analysed efficiently. The applicability of the
approach is demonstrated on a numerical first-order consensus example, on which the obtained
upper bounds are compared to estimates from Monte-Carlo simulations.
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1. INTRODUCTION

In many cases, approaching large-scale control problems
in a distributed or decentralized manner is desirable if
not unavoidable. Compared to centralized approaches, the
aforementioned ones allow to split a single large-scale
problem into a collection of small ones, which are easier to
solve, both from engineering and computational standpoint
(Massioni and Verhaegen, 2009).

A particular class of distributed control systems are those
in which information is exchanged using some form of
communication network. As outlined by Schenato et al.
(2007), these kinds of networks are inherently unreliable in
transmitting information and are thus subject to stochastic
packet loss. Nonetheless, many existing works on dis-
tributed control systems neglect this source of stochasticity
and consider the information exchange to be ideal and
deterministic. This is notably the case in the decomposable
systems framework as originally proposed by Massioni and
Verhaegen (2009) for linear time-invariant systems. Only
recently, Hespe et al. (2023b) proposed an extension of
the framework to Markov jump linear systems (MJLSs)
allowing to study Bernoulli distributed packet loss with
uniform loss probability while preserving the scalability of
the approach. As part of that work, the authors suggest
treating the system’s interconnection structure as a para-
metric uncertainty. Their existing analysis does however not
cover time-varying interconnection structures, in contrast
to similar results for linear time-invariant systems (see, e.g.,
(Pilz et al., 2009)). The main result of the current paper is
to close this gap and establish that the analysis conditions
proposed by Hespe et al. (2023b) are sufficient not only for
uncertain but also time-varying interconnections.

To capture the effects of the superimposed packet loss
and time-varying graphs, standard MJLSs with a single
stochastic switching law as described by Costa et al. (2005)
are not sufficient. While the packet loss is stochastic, the
switching of the interconnection structure is not, such
that an additional deterministic switching law is required.
Such systems have been considered in the literature before,
termed as switched MJLSs: For example, their stability
properties have been studied by Bolzern et al. (2010); Song
et al. (2016) and Qu et al. (2018), while Zhang et al. (2011)
and Hou et al. (2013) considered system performance
in terms of (stochastic) Iy and Iy — I System norms.
Importantly, we only consider a special kind of switched
MJLSs for which the stochastic switching is independent in
time. As outlined for standard MJLSs by Fioravanti et al.
(2012), it is possible to derive simplified analysis conditions
for these systems, which has not been exploited in any of
the previously mentioned papers on switched MJLSs.

On the other hand, the consensus problem, which the multi-
agent system (MAS) framework of this paper contains as a
special case, on switching graphs — covering deterministic
but not stochastic packet loss — has been studied earlier by,
amongst others, Ren and Beard (2005) and Mesbahi and
Egerstedt (2010). In contrast to the probabilistic statements
made in the current paper, i.e., mean-square stability and
mean output energy, papers along that line of work present
deterministic results. However, these approaches require
stronger assumption on the connectivity of the underlying
graphs, which can be difficult to satisfy in practice.

The main contributions of this paper come in the form
of two theorems: Theorem 6 establishes stability and
performance bounds for general switched MJLSs with
independent stochastic switching and Theorem 7 specializes
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the result to obtain scalable conditions for networked MASs
in the form of linear matrix inequalities (LMI). Both
theorems are presented in Section 3, which is preceded
by problem setup and modelling in Section 2. Section 4
demonstrates the application of the results on a first-order
consensus example and Section 5 concludes the paper.

2. PROBLEM SETUP
2.1 Notation & Definitions

We let Iy denote the N x N identity matrix. M7 ® My
is the Kronecker product of two matrices and M > (>) 0
or M < (=) 0 mean that M is positive or negative (semi-
)definite, respectively. For block-diagonal concatenation,
we use the notation diag(Mi, M, ...). A;(M) denotes the
ith eigenvalue of the matrix M. The Euclidean vector norm
is ||z|| == vaTx and the same symbol is used to denote the
stochastic signal lo-norm [|z||? :== 372 ( E [||z&|?]-

For modelling interconnection structures, we will use graphs
G = V,&), composed of the vertex set V={1,2,...,N}
and the edge set £ C V x V. Defining e;; := (4,1), G is called
undirected if e;; € £ < e;; € € and graphs are assumed to
contain no self loops, i.e., e;; ¢ £. A sequence of vertices
(v1,v2,...,v,) € V" is called path if (v;,v;41) € & for
1<i<n—11If for all : € V, there exists a path to all
other j € V\ {i}, G is said to be connected. Furthermore,

the Laplacian is given element-wise as L(G) = [I;;(G)],
where
-1 ifi;«éjandeijeé’,
1;;(G) = 0 ifi#jande; ¢ &, (1)

—ilal(G) ifi=j.
2.2 Stochastic Packet Loss as Random Graphs

The focus of this paper is on analysing the effect of stochas-
tic packet loss on networked MASs whose interconnection
structure, i.e., which agents are neighbouring each other
and exchanging information, is changing over time. This is
in contrast to earlier work in Hespe et al. (2023b), where the
information exchange is affected by stochastic packet loss,
but the underlying interconnection structure is assumed to
be constant.

First, we describe the uncertainty about the interconnection
structure. As stated above, the neighbouring relations
between the agents in the MAS will be modelled using
graphs, where there is a one-to-one mapping between the
agents and vertices of the graph such that N corresponds
the number of agents in the MAS. The set of agents —
and thus vertices — is assumed to be constant. In the
MAS, an edge e;; is read as agent 7 receiving information
from agent j. However, in contrast to the vertex set, the
edge set is time-varying, reflecting the changes in the
interconnection structure. Given F = {&;,&,...} C
2V*V the family of all admissible edge sets, and the discrete
time index k > 0, the time dependency is described by
the switching sequence v with v, € K = {1,...,|F|}
such that &, is the edge set at time k. Furthermore,
introduce G; = (V,&;) and &° = Usje}‘gjv the union
of all admissible edge sets. We will then make the following
assumption to capture the uncertainty:
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Assumption 1. There exist constants 0 < A < A such that
G; € { G undirected : A < X (L(G)) <A 2<i< N} (2)
for all j € K.

Note that Assumption 1 implies that G,, is connected for
all £ > 0. In practice, A and X can be estimated from the
maximum degree of the admissible graphs and Cheeger’s
inequality (Mesbahi and Egerstedt, 2010, Section 2.4.2).

On top of the changing interconnection structure, the
communication network of the MAS is subject to stochastic
packet loss. For each e;; € £, introduce a stochastic
process {a})} with ;) € {0,1}. A value of o)) =1 is
interpreted as e;; being active at time k, i.e., information
may be transmitted on e;; if it is in &,,, while o/ = 0
means no information is transmitted from agent j to agent ¢
regardless of £, . For this paper, we restrict our analysis
to Bernoulli distributed packet loss that is independent in
time. Additionally, the loss between two distinct pairs of
vertices is assumed to be independent. This is formalized
in the following assumption:

Assumption 2. The stochastic processes {azj } are partially
independent and identically Bernoulli distributed such that,
for all k, k" > 0, e, e,s € EY, we have

Pr(e)f =1)=p Pr(ef =0)=1-p (3)

with p € [0,1] and a,ij and a} are independent random
variables whenever k # k" or (r,s) # (¢,7) A (r,8) # (4,7).

The combination of the interconnection structure switching
and the packet loss enlarges the set of graphs that may
represent the exchange of information. Instead of F, the
family of admissible edge sets under packet loss is described
by

.7:"::{SN:HEE.F,SNQE}:{5~17E~27...}. (4)
Analogously to G; above, define the switched graphs

G; = (V,&;). Note that in contrast to G;, the graphs G; do
not have to be undirected nor connected. We can then take

a function p: % — {1,...,]E°|} that assigns a unique
integer to each e;; € £° and define
op=1+ Y ap2aren)? (5)
€ij; €€y,

such that o € K := {1,...,|F|} and G,, describes the
exchange of information in the MAS at time k.

Because of the random packet loss, {g}k} —and accordingly
{L(G,,)} — are stochastic processes. Defining the two
shorthand notations L; = L(G;) and L; == L(G;), we
have the following lemma:

Lemma 3. Given a communication network that satisfies
Assumptions 1 and 2, the conditional expectations of the
graph Laplacian at time k£ > 0 are given by

E (Lo, |vk = j] = pL;,
E[LL L,, vk = j] = p*L? + 2p(1 — p)L;.

Proof. By the network model outlined above, information
is transmitted via an edge e;; at time k if e;; € &, and

afj = 1. For the graph Laplacian, written element-wise as

Ly, = [lij(or)], this results in
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—Oé;lcj if 4 7éj and €5 € g,,k,
lij(ox) =< 0 ifi#jandey; ¢&,, (7)
—Zl;,éiiil(ak) ifi=3j.
By applying Lemma 4 from Hespe et al. (2023b), we obtain
the expectations as stated above, where we utilized that all

G; are undirected by Assumption 1, which in turn implies
that all L; are symmetric.

2.8 Decomposable Jump Linear Systems

Having introduced the networking model in the previous
subsection, we focus on the dynamic model of the MAS. In
order to obtain scalable analysis conditions later, we build
upon the decomposable systems framework introduced by
Massioni and Verhaegen (2009). In their terms, a matrix M
is called decomposable if it can be split into a decoupled
part M? and a coupled part M€ as M = Iy@M*+S®@M°¢,
where S is termed the pattern matriz. Accordingly, a linear
time-invariant state-space model is called decomposable if
all of its matrices are decomposable with respect to the
same pattern matrix.

This concept was extended to MJLSs by Hespe et al.

(2023b) to obtain scalable performance analysis conditions

for MASs subject to stochastic packet loss (see (Costa et al.,

2005) for a general introduction to MJLSs). Based on that

line of work, we will in this paper consider systems of the
€k+1 = Aok,uké-k + Bo'k,kalm

form

P { 2k = Cok,l/kfk + Dak,ukwlw (8)
where vy and {0} are the switching sequences introduced
above, &, € RV is the dynamic state, and wy, € RVN™»
and z; € RV™: are the performance in- and output of
the system, respectively. Furthermore, the switched system
matrices are given by

Aij=IN®AT+ L;® A°+ L; @ AP (9)
and similarly for B; ;, C; ; and D; ;. This specific structure
with a deterministic (L;) and a stochastic (L;) pattern
matrix is an extension of decomposable MJLSs that was
proposed by Hespe et al. (2023a) to allow for deterministic
performance channels, which are required to prevent the
performance output from vanishing in case of small trans-
mission probabilities p. It is demonstrated in Section 4.1
for a first-order consensus example how a network MAS
can be brought into the form of the MJLS (8) with matrix
structure (9).

Contrasting the previous works (Hespe et al., 2023b,a), P is
scheduled by two switching sequences to accommodate both
the arbitrary switching of the interconnection structure and
the stochastic packet loss. Furthermore, the distribution
of {0} depends on vy through (5). P is therefore not a
classical but a switched MJLS.

3. ROBUST PERFORMANCE ANALYSIS

Based on the stochastic system model introduced above, we
derive conditions in the form of linear matrix inequalities
(LMIs) that can calculate upper bounds on the robust Ho-
norm of the networked MAS in a scalable manner. First, we
derive conditions for the switched MJLS (8), which we then
specialize to the specific MAS considered in this paper.
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3.1 Conditions for Ha-Analysis

Initially, consider the switched MJLS (8) for general system
matrices, i.e., without enforcing (9). Under Assumption 2,
the stochastic processes {a;’} are independent in time. As
such, the distribution of o} does not depend on o,_1 and

is given by
S
i€k
and t{ > 0 for all j € K. This is a special type of MJLS

which allows for deriving simplified analysis conditions
compared to the general case.

Switched MJLS with general {o}} have been considered
in literature before. In Bolzern et al. (2010), stability
properties of continuous-time switched MJLS for which
the distribution of {o}} is independent of v, were studied.
An extension to MJLS for which {04} depends on v
was reported by Song et al. (2016). Zhang et al. (2011)
proposed a bounded real lemma for discrete-time MJLS
with a single (stochastic) switching sequence but time-
varying distribution of {0} and the generalized Ha-norm
was studied for general switched MJLS by Hou et al.
(2013). However, none of the above approaches considers
switching sequences {0} that are independent in time.
In the following, we derive analysis conditions for the Hs-
norm that exploit this property to achieve a computational
advantage similar to the approach proposed by Fioravanti
et al. (2012) for non-switched MJLS.

Pr(o, =i|vy=j) =t  with (10)

There exists a variety of different stability concepts for
stochastic switched systems, amongst which are almost
sure stability, stability in probability and mean-square
stability. In this paper, we focus on the latter because it
implies stability as in the former two definitions (Costa
et al., 2005). The following definition was adapted from
Costa et al. (2005) to encompass the additional switching
sequence v:

Definition 4. The switched MJLS (8) is mean-square stable
if

lim E |[l&]|*] =0

k—o0
for all initial conditions &, initial distributions oy and
switching sequences v.

In addition to studying the stability properties of the
switched MJLS, we will furthermore consider the system
performance in terms of the Hs system norm. For general
non-switched MJLS, this norm was considered by Costa
et al. (1997). As for mean-square stability, the definition
used in that paper is adjusted to encompass switched MJLS
as follows:

Definition 5. The Ho-norm of the switched MJLS (8) is
Nny,

I1PI3, =sup S ||,
v s=1

where z”® is the output obtained from applying a discrete
unit-impulse to the sth input with switching sequence v
and fo = 0.

(11)

Having defined the Hy-norm for switched MJLS, we can
then state a set of LMI conditions to guarantee mean-
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square stability as well as an upper bound on the system
performance in terms of the norm:

Theorem 6. The switched MJLS (8) with switching proba-
bility (10) is mean-square stable and ||P|p, < 7 if there
exist Q = 0 and a symmetric Z with tr(Z) < 42 such that

Y H(ALQA; +CiCy) < Q, (12a)
ek
Zt{ (BI,QB;;+ DI,Di ;) < Z (12b)
ek

hold for all j € K.
Proof. See (Hespe and Werner, 2023b).

As in the conditions proposed by Fioravanti et al. (2012),
the performance test in Theorem 6 consist of two matrix
variables independent of the cardinality of X and K.
However, it is necessary to check the two LMIs (12) for
each j € K, which can lead to tractability issues if the set K
is large. Nonetheless, this results in a sizeable reduction in
computational complexity compared to analysis conditions
for MJLSs without independence in time of {o}}, since
those require to evaluate LMIs for all j € I and i € K
(Costa et al., 2005; Qu et al., 2018).

3.2 Application to Multi-Agent Systems

As the second step, we specialize the conditions for
general switched MJLSs with switching probability (10)
to decomposable MJLSs with system matrix structure (9).
Because of the specific structure of the system matrices, we
can apply Lemma 3 to analytically calculate the conditional
expectations in (12), removing the need to iterate all 4 € K.
Furthermore, by relying on Assumption 1 and convexity
of the LMI conditions with respect to the eigenvalues of
the Laplacian, we can formulate the analysis conditions
independent of the number of agents. Similar conditions
were proposed by Hespe et al. (2023b, Lemma 9), the
latter result does however not cover the case of switching
interconnection structures and is valid only for uncertain
but constant v.

Theorem 7. The switched MAS (8) satisfying Assump-
tions 1 and 2 is mean-square stable and ||P||3;, < 5% +

(N — 1)+2 if there exist Q = 0 and symmetric Z;, Zy with
tr(Z1) < 42 and tr(Z;) < 2 such that

ALQAN+ CYC\+pA(ATQA+ CTCY) < @, (
BYQB\ + DY Dy + pr(BTQB® + DT D°) < 7y, (13b)
ATQAY + ¢ < Q, (13c)
BTQB* + DI DY < Z,, (13d)

hold for A € { A\, A}, where py == 2p(1—p)X and Ay = A%+
A(pA€ + AP) and equally for By, Cy and D,.

13a)

Proof. See (Hespe and Werner, 2023b).

Remark 8. It is important to note that the size of the
variables is drastically reduced. While Q € R"=*"= and
Zy,Zy € R™>*™w in Theorem 7, Theorem 6 requires
Q c Rananm and Z € Rananw_

Remark 9. Although the results presented here are only
concerned with system analysis, the conditions in (13) can
be readily extended to robust controller synthesis along
the lines of (Hespe et al., 2023a).
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Remark 10. The LMI (13c) is only feasible if all eigenvalues
of A are strictly inside the unit circle. However, for many
relevant problems, e.g., formation control, A% will have a
spectral radius of 1 (see also the example in Section 4.1).
As discussed by Hespe et al. (2023b), it is in that case
still possible to analyse the systems by projecting it onto
the disagreement space, i.e., only considering the system
relative to its centre of mass. It is then sufficient to check
(13a) and (13b). This is akin to neglecting the 0 eigenvalue
of the Laplacians, a common technique when analysing
MASSs of linear time-invariant agents (Fax and Murray,
2004).

4. NUMERICAL DEMONSTRATION

To study the properties of the upper bound on the Ho-
norm that can be obtained from Theorem 7, we will in
this section demonstrate its application. The LMIs from
the theorem are implemented in MATLAB using YALMIP
(Lofberg, 2004) and the source code that generates the
figures is available at (Hespe and Werner, 2023a).

4.1 First-Order Consensus with Packet Loss

The example we consider for studying Theorem 7 is that
of first-order consensus with packet loss and time-varying
interconnection structure. Using %, ut, wi € R as the state,
input and disturbance of agent 7, respectively, the dynamics
of the agents are given by

(14)

For each agent, the input u} is determined by exchanging
information in a local neighbourhood. In the current
scenario, we consider this neighbourhood to be time-varying
for two reasons:

i i i i
xkﬂ—xk—}—uk—&—wk.

i) the interconnection topology is switching arbitrarily
amongst graphs that adhere to Assumption 1, and

ii) the transmitted information is randomly lost as
described by Assumption 2.

Overall, this leads to the consensus protocol

uz = nZaZj(zi fx};),

(4,0)€Ey,,

(15)

where k£ > 0 is a gain parameter of the protocol. Details on
the consensus problem with time-invariant interconnection
structure and without packet loss can be found in (Olfati-
Saber et al., 2007).

Stacking up the states as 2z} = [z},2%,...2)], and

analogously for the input u; and disturbance wy, the
consensus problem can be brought into the form of the
switched MAS (8) with

Al =1, B =1, c? =0, D=0,

A¢ = —kg, B =0, Cc° =0, D¢ =0,

AP =0, B? =0, CcP =1, DP =0,
where we use the consensus error zp = L, x; as the

performance output. Note that zj is calculated from the
deterministic Laplacian L,, , not the stochastic L, , such
that a deviation between two agents is penalized even
if the packets transmitted between them are lost. This
ensures that the consensus error is accurately reflected
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Fig. 1. Contour plot of the best upper bound on the Hs-
norm that can be obtained from Theorem 7 for the
consensus example. The second plot shows a slice of
the upper bound on the Hs-norm for fixed A = 5,
indicated by the dashed line in the contour plot.

in the performance measure even for small transmission
probabilities p — 0.

In the following, we will consider only N = 20 and x = 0.1.
Note that, in line with Remark 10, only the LMIs (13a)
and (13b) are checked for Theorem 7 because the spectral
radius of A% is 1.

4.2 Influence of A and \ on the Ho-Norm Bound

The first effect we study is the influence of the size of
the interval [\, A] on the Hsy-norm bound. Because of
Assumption 1, it is sufficient to check intervals adhering
to the constraint 0 < A < A < N. Fixing the transmission
probability to p = 0.5, we obtain for each admissible
interval the minimal v such that there exist @ and Z;
satisfying the conditions in Theorem 7. The contour lines
of v as a function of A and A are shown in the left part of
Figure 1. In addition, the second part of the figure shows
a slice of the function for constant A =5 and 5 < X\ < 20.

For the consensus problem, only the upper bound A is
relevant to the H>-norm bound. Furthermore, as shown in
the second part of the figure, the relationship of v and A is
approximately linear for this value of x. This is, however, a
feature of the particular example considered here. Switching
input and output of the system, i.e., B = C? = 0 and
BP = C4 = 1, the upper bound is instead described by the
contour lines in Figure 2. Enlarging the interval [\, A] does
still increase the bound on the Hs-norm, the relation is
however no longer independent of A\ nor linear.

4.8 Estimating Conservatism

In the second numerical study, we estimate the conservatism
of the conditions in Theorem 7 for the consensus example.
This is done by using Monte-Carlo techniques to obtain a
lower bound on the Hy-norm, which can then be compared
to the upper bound from Theorem 7.

For this scenario, the interconnection structure is switched
between one of seven circular graphs such that every agent
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Fig. 2. Contour plot of the best upper bound on the Hs-
norm that can be obtained from Theorem 7 for the
input/output-switched system.

Fig. 3. Undirected circular graph with 20 vertices and one
(—), two (---), or three (- --) forward links.

has between one and seven forward and — due to graph
symmetry — an equal number of backward neighbours. The
graph structure is visualized in Figure 3 for one up to three
forward neighbours. The eigenvalue bounds for this set of
graphs are A = 2.68 and A = 18.24.

To accurately assess the conservatism of Theorem 7, it
is necessary to find the worst-case switching sequence v
on the given set of graphs. We will instead resort to
finding a lower bound on the H-norm by evaluating the
performance for a variety of switching sequences, amongst
which are the constant sequences for each of the seven
graphs, sequential switching between the graphs, and
random switching. This procedure is repeated for p € (0, 1].
The span of performance measures obtained in this way
is shown together with the upper bound provided by
Theorem 7 in Figure 4. For each switching sequence and
probability, 10 random samples were drawn for the packet
loss to evaluate the Hy-norm empirically.

The figure shows that the upper bound approximates
the worst-case lower bound obtained from Monte-Carlo
simulations reasonably well. A significant widening of the
gap is only observed for probabilities p close to 1. For p — 0,
both bounds exhibit a steep decrease in performance. This
is consistent with p = 0 being the critical probability of the
system at which the disagreement dynamics are no longer
stable (cf. Schenato et al. (2007)).
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Fig. 4. Hy-Performance of the first-order consensus system
with different transmission probabilities. An upper
bound is obtained from Theorem 7 and Monte-Carlo
simulations are used to estimate the norm for different
switching sequences v, indicated by the gray band.

5. CONCLUSIONS

In this paper, we studied the system performance of MASs
with time-varying interconnection structure and stochastic
packet loss in terms of the Ho-norm. In particular, LMI
conditions that are of constant complexity independent
of the number of agents and bound the Hs-norm from
above were derived. Finally, the conservatism of the
LMI conditions was estimated for a first-order consensus
example using Monte-Carlo simulations.
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