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Abstract

Earthen flood protection structures are planned and constructed with an expected service
life of several decades while being exposed to environmental impacts that may lead to
structural or hydraulic failure. Current maintenance procedures involve only repairing
external damage, leaving internal processes contributing to structural damage often un-
detected. Through structural health monitoring (SHM), structural deficits can be detected
before visible damage occurs. To improve maintenance workflows and support predictive
maintenance of dikes, this paper reports on the integration of digital twin concepts with
SHM strategies, referred to as “digital-twin-based SHM”. A digital twin concept, including
a standard-compliant building information model, is proposed and implemented in terms
of a digital twin environment. For integrating monitoring and sensor data into the digital
twin environment, a customized webform is designed. A communication protocol links
preprocessed sensor data stored on a server with the digital twin environment, enabling
model-based visualization and contextualization of the sensor data. As will be shown
in this paper, a digital twin environment is set up and managed in the context of SHM
in compliance with technical standards and using well-established software tools. In
conclusion, digital-twin-based SHM, as proposed in this paper, has proven to advance
predictive maintenance of dikes, contributing to the resilience of critical infrastructure
against environmental impacts.

Keywords: structural health monitoring (SHM); digital twin; dikes; flood protection; OGC
SensorThings API; Internet of Things (IoT); sensor data; communication protocols

1. Introduction
Civil infrastructure is designed and built with an expected service life spanning several

decades, while being exposed to environmental and other external impacts. As infrastruc-
ture ages, it deteriorates, increasing the risk of damage that may cause structural failure [1,2].
Currently, corrective maintenance is the predominant approach usually employed for civil
infrastructure, aiming to detect visible damage through periodic manual inspections [3].
However, corrective maintenance may lead to unplanned availability restrictions due to
short-term maintenance interventions or, in the worst case, unforeseen structural failure
caused by ongoing internal, thus invisible, damage.

To reduce the risk of damage, periodic manual inspections, as part of corrective
maintenance strategies, may be enhanced with sensor-based data on the internal condition
of structures [4]. Continuous access to condition data forms the foundation for structural
health monitoring (SHM) and early-warning systems, aiming to prevent severe damage [5].
The condition data, as well as the corresponding continuous condition assessment, enables
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engineers and authorities to execute predictive maintenance by identifying anomalies,
indicative of structural deficits, before visible damage occurs [6]. To monitor parameters
relevant to the structural health, sensor networks are deployed to civil infrastructure [7,8].
These sensor networks can also be set up as wireless smart sensor networks [9,10]. The
data recorded by the sensor networks is transferred to software environments, where the
infrastructure condition is analyzed in depth [11].

The maintenance phase of civil infrastructure leverages digital twins that are con-
tinuously updated with sensor data. A digital twin is a digital, dynamic representation
of a real-world entity that mirrors and synchronizes bidirectionally with its real-world
counterpart throughout its life cycle [12–15]. As stated by the National Academy of Science
and Engineering, Germany, a digital twin includes data from its real twin, such as geometry,
kinetics, and logic. Simulations of processes connected to a physical twin support control
and optimization of the physical structure [16].

Recent studies have shown the advantages of combining digital twins and SHM in
Civil Engineering [15] and for Disaster Risk Management in particular [17,18]. Integrat-
ing digital twins and SHM is being introduced and tested within pilot projects for civil
infrastructure [19]. Furthermore, concepts and frameworks for developing digital twins
in the construction industry that support generating forecasts and decision-making for
maintenance procedures are proposed [20–22]. Key priorities include developing standards
and workflows across diverse project and structure types, while focusing on the overall
goal to increase the resilience of (critical) infrastructure.

The resilience of critical Infrastructure is increasingly threatened by recurring and
intensifying environmental influences, such as extreme flood events. An important area of
research has therefore been the application of digital twins for emergency and disaster man-
agement as well as early-warning systems [23–27]. Flood events in Germany with severe
consequences, such as the flooding of the Steinbachtalsperre in North Rhine-Westphalia in
2021 [28] or high water levels as in winter 2023, which have been extreme in both height as
well as duration, have revealed deficits in current solutions for flood protection and em-
phasize the urgent need to understand the condition of flood protection structures [29]. To
deepen the understanding of geotechnical failure mechanisms in dikes, the Dutch research
program IjkDijk, launched in 2005, has been aiming to test advanced SHM techniques
under field conditions. To investigate the predictive capabilities of SHM systems across
various dike failure mechanisms, three large-scale tests have been carried out [30]. The
SHM system has included remote sensing technologies as well as surface geophysical
methods and fiber-optic sensors, with the data processed to trigger warnings in case of
imminent failure. By integrating visual inspections with pore water pressure monitoring
results, the program successfully reconstructed piping mechanisms that had developed
within the dike over time [31].

The research project EarlyDike aims to develop a reliable sensor-based early-warning
system for detecting failure mechanisms in dikes [32]. A sensor-based real-time monitoring
system, integrating smart geotextiles and conventional sensors within a dike, has been
established to provide condition-based early warnings. The sensor data has been analyzed
and uploaded to an online monitoring interface, also used for predictions of storm surge
water levels and wave impact simulations. Furthermore, a sensor and geodata infras-
tructure has been developed, integrating results from different sensors and simulations,
implemented to generate and assess condition indicators to facilitate local risk assessment.
The data and information structure adheres to national (MDI-DE [33] and GDI-DE [34])
and international (INSPIRE [35]) standards, ensuring interoperability with existing early-
warning systems and forecasting tools. However, specific digital twin applications for
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earthen flood protection structures currently remain within laboratory environments and
have barely reached practical application.

This paper aims to enhance the maintenance of earthen flood protection structures
through the implementation of digital-twin-based SHM. A data workflow is presented,
which enables the use of commercially available and reliable building information modeling
(BIM) software products for digital twin management. Along with adherence to current
Internet of Things (IoT) standards, the approach proposed in this paper enables model-
based visualizations and analyses of sensor data based on widely available BIM software
products. A digital twin of a dike has been developed to set up a digital-twin-based SHM
environment. The SHM concept includes a sensor network consisting of individual pressure
sensors, devised to measure the water pressure in the dike and to derive internal water
levels. The software environment hosting the digital twin, hereinafter referred to as “digital
twin environment”, is linked to a server hosting the sensor data. The implementation results
demonstrate that sensor data integration is feasible using established technical standards.
Hereby, the possibilities for maintenance are extended regarding predictive maintenance,
which potentially increases the resilience of dikes. The implementation also creates a
precondition to set up a bidirectional link that enables sensor network modifications,
such as adapting the measuring frequency. The approach described in this paper can be
transferred to different structures, sensor types, and SHM configurations.

The remainder of this paper is structured as follows. First, the requirements for
geometric, parametric, and technical aspects essential for designing digital twins for dike
monitoring are discussed. Next, the sectional dike constructed under laboratory conditions
used as a demonstrator in this research, along with the implementation of a digital-twin-
based SHM system, is presented. The setup of the digital twin environment, including
a tailor-made webform for SHM applications, incorporating the requirements identified
beforehand, serves to validate the process of establishing a digital-twin-based SHM system.
Finally, the paper concludes with a summary of the results and suggests potential directions
for future research.

2. Designing a Digital Twin for Monitoring Dikes
The following paragraphs discuss general requirements for incorporating both as-built

and as-is data into digital twins to facilitate model-based, predictive maintenance. In
addition, technical approaches for fulfilling each requirement are proposed, providing a
foundation for implementing digital-twin-based SHM, as detailed in Section 3. The re-
quirements address current issues observed in periodic inspections, where non-digitalized
methods often lead to inaccurate and unstructured data management [36].

By combining site measurements with satellite data and geo-survey methods, dikes
can be digitalized and georeferenced for integration into digital twin environments [37].
Constructions, such as culverts, bridge abutments, or intake structures located within dikes,
must also be represented within a digital twin. For improved orientation, dike sections
as specified in [8] should be represented in the digital twin as well. Modeling technical
equipment, e.g., sensors, pipes, and signage, adds value to a digital twin because additional
object information can be linked accordingly. Also, designated areas, such as grazing areas
or natural reserves, can be represented to improve traceability of anomalies and to classify
unauthorized usage. Conventional data that exists in the form of documents or pictures
is to be manually integrated into digital twins, following the approach of a single source
of truth, which allows linking data from various sources via weblinks, but constrains the
multiple storage of data in different locations [36]. For mapping information about the
construction to a digital twin, dike geometry and construction materials, including as-built
physical and geotechnical parameters, must be integrated [38].
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To qualify as a digital twin, time-related information, which is essential for tracking
changes over time, must be incorporated, assessing damage progression, and understand-
ing current usage specifications [39]. Regarding the complexity of civil engineering projects
and the continuous influx of sensor data, the data input should follow a “right-time”
twinning rather than a “real-time” twinning concept, thereby avoiding performance degra-
dation from sensor data overload [20]. In SHM, time-related information relevant to digital
twins includes any data that reflects the current condition of a dike (as-is data) [24]. As-is
data may be obtained by sensors that monitor structural parameters, indicating structural
changes over time [40]. Within digital twin environments, as-is data must be linked to the
corresponding sensors. Beyond sensor data, information on environmental conditions is
also crucial, as it informs about potentially increasing loads from natural impacts like wind,
waves, and tides [41]. By contextualizing dike parameters with environmental conditions,
dependencies between load variations and structural responses must be identified [39]. The
type and frequency of data input may differ for each digital twin, depending on the overall
use case and availability. It is to be noted that the input of raw, quickly changing data may
decrease the performance of the digital twin and must therefore be avoided [41]. Instead,
sensor data must be aggregated and filtered to display significant developments, such as
customized condition indicators, over time. To integrate heterogeneous data emerging from
the different sources described above, a flexibility regarding data processing is essential [36].
To enable automated condition assessment within a digital twin environment—thereby
reducing manual inspection effort and simplifying decision-making—the integration of
as-is data recorded by sensor networks is essential. Additionally, visible damage must
be represented within the digital twin as an object associated with a specific section or
material. Each damage object is to be parameterized, specifying its type and severity. By
linking damage objects to a corresponding dike element, contextualization and assessment
of potential damage consequences become possible. Recording and managing sensor data
must be automated through smart sensor systems, with each sensor node filtering and
preprocessing raw data on board [42]. Data processing must adhere to boundary conditions
tailored to stakeholder interests and the specific needs of the structure. To ensure clear
data visualization, customization of the user interfaces within a digital twin environment
is required.

Last, but not least, in addition to processing real-time data, time-variant changes
in structural condition must be analyzed and visualized to monitor the structural lifecy-
cle. When internal or external structural damage is detected, the affected area must be
represented in the digital twin environment as an object-oriented reference. The digital
twin environment is then expected to maintain high usability, with significantly reduced
manual documentation effort compared to current inspection workflows. The requirements
described in the previous paragraphs and the implementations in the research underlying
this paper are summarized in Table 1, providing a step-by-step process for building a
digital twin.

Table 1. Recommendations for implementing digital twins guided by requirements for model-based,
predictive maintenance.

Requirement Description Requirement

As-built data
Representation of as-built

geometry and integration of
physical/geotechnical parameters

Modeling based on
documentation, site
measurements, and
geo-survey methods
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Table 1. Cont.

Requirement Description Requirement

As-is data
Integration of as-is condition data

based on sensor
network measurements

Integrating constant sensor
data stream

Localization and
contextualization of damage

Establishing a relationship
between damage and
structural elements

Object-oriented reference of
damage objects in a digital

twin environment

Data acquisition and management
Communication between sensor

networks and a digital
twin environment

Permanent measurements and
automated storage. Effective data

reduction and filtering

Data evaluation

Data analysis regarding
comprehensible condition

indicators adapted to the interests
of stakeholders

Automated data analysis based on
mathematical models

Data visualization Visualization of data for structural
condition assessment

Customizable view with either
continuous or predefined

time frames

Usability Intuitive user interface of the
digital twin environment

Customized user interface
considering the interests of

different stakeholders

Documentation

Effortless documentation of states
and changes to ensure plausibility
and transparency for model-based

decision making

Automated export of documents
based on analyzed sensor data

3. Implementation of the Digital Twin Environment
Drawing from the requirements above, a digital-twin-based SHM concept is imple-

mented on a laboratory-made dike as described in the following section. First, the dike,
including the corresponding BIM model, is presented, followed by the implementation of
the digital twin environment.

3.1. Dike and BIM Model

The dike, incorporating a sensor network of nine pressure sensors, is constructed
within a concrete channel at the Institute of Hydraulic Engineering and Water Resources
Management at RWTH Aachen University in Germany (Figure 1).

 

Figure 1. Dike construction within the experimental concrete channel at RWTH Aachen.

A corresponding BIM model is created, considering the geometry and material specifi-
cations of the dike. The dike consists of a land-facing half, with a vertical wall in place of
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a slope on the water-facing side (Figure 2). To simulate the water-facing side and enable
a uniform flow for seepage testing, an L-shaped, partially open concrete profile with an
attached vertical profile of volcanic rock and permeable geotextile is constructed. The
core of the dike consists of a washed medium sand (0/2 mm) with 0.8% silt. The core
is covered with a geotextile and a filter layer (grit), forming a revetment system with an
interlocked Verkalit pavement layer across the dike slope and crown. An internal, ver-
tical, non-permeable plastic sheet pile serves as a seal, with permeability provided only
through the partially unsealed sheet pile locking system. The dike foot is reinforced by a
concrete support.

Figure 2. BIM model of the dike.

For integration into the digital twin environment, the dike is modeled as a 3D repre-
sentation. Each dike element is modeled as an individual structural proxy element and is
parameterized according to its material and object classification. In addition, cube-shaped
proxy elements with an outer dimension of 0.1 m, representing the pressure sensors (U1-U9)
within the dike, are modeled at their specific location at the base of the dike core (Figure 3).

Figure 3. Cross-section of the dike with pressure sensors.

The functionality of the pressure sensors along the dike is based on the principle
of communicating pipes. At each sensor location, one end of a water-filled polyamide
tube with a 6 mm diameter is fixed in a vertical position. A pneumatic muffler, made
of stainless-steel wire mesh, seals the tube, preventing sediment infiltration. Each tube
runs along a small channel at the bottom level of the dike and is connected to a pressure
calibrator outside the dike. Each sensor generates one data point every two minutes, with
each data point being the calculated average of ten individual measurements recorded at
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3.33 Hz. Upon modeling the geometries and semantics described above, and after assigning
the sensor data, the BIM model is exported to the IFC 4.1 format [43] to make it available
for further processing in the digital twin environment.

3.2. Digital Twin Environment

The digital twin environment is connected to the dike, as shown in Figure 4. The
sensor data generated by the sensor network (pressure sensors U1-U9) is provided via a
data management module implemented in the software Docker Desktop version 4.18.0 [44].
The data management module has been developed by the Chair of Building Informatics and
Geoinformation Systems and the Geodetic Institute at RWTH Aachen University. Within
the data management module, a real-time simulation runs, repeating and randomizing
past data streams, enabling the availability of new data points at a specified frequency. This
technical solution is chosen to decouple any processes from time-consuming dike construc-
tion and risks arising from the uncertain reliability of an untested sensor network. When
activating the real-time simulation, data streams are generated and are accessible from
within the digital twin environment via an HTTP request or an MQTT subscription [45].

Figure 4. Architecture of the digital twin environment.

The digital twin environment used in the context of this paper is set up in the thinkpro-
ject software DESITE md 3.2 [46]. The proprietary DESITE md application programming
interface (API) used for communicating with the data management module enables the
implementation of HTTP or MQTT communication through webforms that consist of
JavaScript code embedded within an HTML interface. Executing either communication
protocol retrieves the requested sensor data from the data management module. Typically,
repetitive HTTP requests with specific filters applied to the sensor data are executed, re-
turning the requested data in JSON format, enabling real-time communication between the
sensor network and the digital twin environment while also providing access to historical
measurements to support the assessment of condition progression.

To store sensor data, an open-source server developed by the Fraunhofer Institute of
Optronics, System Technologies, and Image Exploitation is utilized. This server, known
as the Fraunhofer Open-Source SensorThings API (FROST) Server, provides access to the
OGC SensorThings API [47,48]. To transmit sensor data via the API, data streams must
be structured according to the OGC SensorThings data model (Figure 5). Each individual
sensor is defined as an entity called a Thing, incorporating a list of predefined properties.
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In addition, each Thing is related to further entities describing various properties connected
to a Sensor. The entity named Sensor contains general information about the sensor type of
the individual Thing. The measurements are stored inside the entity Observation in the
property result. For each result value, the resultTime property holds information about the
timestamp when the result was recorded [48]. The sensor data within the data management
module used in the context of this paper is structured according to the OGC SensorThings
data model and is accessible via the OGC SensorThings API.

 

Figure 5. Extract of the structure of the OGC SensorThings API with predefined entities and
properties [48].

4. Validation of the Digital-Twin-Based SHM Approach
This section describes the validation of the digital-twin-based SHM approach, first

illustrating the validation method and procedure, followed by presentation of the results
and a discussion. Specific focus is emphasized on the data returned by the function
managing communication between the digital twin environment and the server hosting the
sensor data. This validation process verifies both the data structure and accuracy, ensuring
compliance with the OGC SensorThings data model and the proper functionality of the
communication pathways.

4.1. Validation Method and Procedure

The sensor data is accessible via a localhost address that can be requested via the
DESITE md API. The DESITE md API allows the implementation of communication
protocols such as HTTP or MQTT via individual webforms that are integrated into the
digital twin environment. The execution of either communication protocol results in the
provision of the sensor data as a JSON object. An HTTP request, containing filters that
apply to the OGC SensorThings data model, is executed once and provides the requested
data (Listing 1). By calling the asynchronous function getLatestData with corresponding
values for the parameters Datastream and numDataPoints, an HTTP request is initiated.
Identifying the requested Datastream entity within the OGC SensorThings data model, the
property values resultTime and result belonging to the entity Observation are returned. The
Observations to be fetched are defined via the parameter numDataPoints. The obtained
data stream is provided as a JSON object for further processing.

The function shown in Listing 1 provides the property values for the requested prop-
erties, resultTime and result, from the latest available data. The accuracy of the returned
data is validated by comparing the returned data with the live data stream on the server.
The structure of the sensor data is validated by verifying that each Observation is assigned
to one distinct Datastream and Thing and therefore meets the requirements of the OGC
SensorThings data model.
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Listing 1. Asynchronous function within the DESITE md webform that requests the property values belo-
nging to the resultTime and result properties from Observations of a defined Datastream within the OGC
SensorThings data model.

async function getLatestData(datastream, numDataPoints)    { 

    var data = []; 

    await fetch('https://bauwerksmonitoring.gia.rwth-aachen.de:4002/FROST-

Server/v1.1/Datastreams(' + datastream + ')/Observations?$orderby=@iot.id%20desc&$top=' + 

numDataPoints + '&$select=phenomenonTime,result') 

        .then(response => response.json()) 

        .then(json => data = json.value); 

    return data 

} 

4.2. Results of the Validation

The sensor data requested via the function shown in Listing 1 is integrated into the
digital twin environment. DESITE md allows the integration of individual webforms,
designed to access the DESITE md API and enable functions beyond the standard scope
of the software. Figure 6 provides an overview of the “Real-time Monitoring” webform
embedded in DESITE md. The primary purpose of this webform is to display and contex-
tualize sensor data within the digital twin environment. However, it should be noted that
additional functionalities for validation, as described in Section 4.1, can be implemented
if required.

 

Figure 6. Visual representation of the digital twin environment.

The sensor data visualization within the webform comprises two sections. The upper
section displays real-time sensor data from each pressure sensor, interpreted as seepage
level in mmWS (millimeters water column), in a table. The table is displayed in more
detail in Figure 7. Upon loading the webform, an HTTP request is sent to retrieve the
latest data from each sensor. Once the data is transmitted, the most recent data points
are displayed. Each sensor name listed in the first column of the table in Figure 7 is
linked to a corresponding sensor object within the digital twin, allowing each seepage level
measurement to be contextualized based on its specific location. Activating the Start Live
Update button triggers periodic updates of the table content whenever new sensor data is
available within the data management module presented in Section 3.2.
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Figure 7. Section of the webform in DESITE md containing the latest sensor data from each pressure
sensor located in the dike.

Below the table, a section for monitoring historical measurements is displayed
(Figure 8). The graph in Figure 8 illustrates sensor data from pressure sensors U1, U2, U6,
U7, and U9. For each timestamp on the horizontal axis, the height of the water column
above the sensor is displayed in mmWS, reflecting the internal seepage level. Depending
on changes in the seepage level, the box above the line graph signals a critical development
(red background) or a normal development (green background), based on the exceedance
of a predefined threshold.

Figure 8. Optimized line graph in DESITE md containing sensor data uploaded to the server in
one hour.

Specifically, the requirements for enhancing maintenance through digital-twin-based
SHM, as outlined in Section 2, are implemented via the webform solution in DESITE md.
Sensor data from the nine pressure sensors belonging to the sensor network considered in
this research is accessed through the Desite md API. The data transfer follows existing IoT
standards by structuring the sensor data according to the OGC SensorThings data model
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and using standardized communication protocols. Within the digital twin environment,
sensor data is linked to sensor objects to localize each data point, thereby enabling object-
oriented data analysis.

4.3. Discussion of the Results

The validation shows that the digital-twin-based SHM approach is successfully im-
plemented and can advantageously be used in a commercially available BIM software
product. For example, using real-time sensor data, the as-is condition is monitored. By
visualizing sensor data over specified timeframes, trends and condition changes that may
indicate potential damage become apparent within the digital twin environment. In addi-
tion, condition assessment of the dike, such as damage developing over time, can be both
detected and directly associated with a specific location within the structure. Focusing
on a proof of concept for digital-twin-based SHM, a quantitative analysis of sensor data
is not further discussed in this context. Considering the validation of communication
paths and the integration of sensor data structured according to the OGC SensorThings
data model, it could be shown that establishing communication between a digital twin
environment and a sensor network is feasible with existing IoT standards. Executing on-
demand requests or automated requests at predefined time intervals has proven to fulfill
the requirements of right-time monitoring, in contrast to permanently receiving sensor data,
which leads to performance issues in the digital twin environment. To further preserve the
overall performance of the digital twin environment, eliminating the need for local stor-
age capacity by linking sensor data from the external server is feasible, enhancing digital
twin use cases, e.g., for government authorities, which frequently utilize commercial BIM
management software.

Despite the success encountered in this study, room for future improvements has
been identified. For example, automated early warnings for probable failure are limited.
Nevertheless, model-based visualizations and linked sensor data provide a basis for im-
proved decision-making regarding predictive maintenance. The data management concept
developed in this study aims to enable a digitalized and automatically updated condition
assessment, enhancing the currently used manual, non-digital damage documentation.
To transfer the data management concept, currently proven on a demonstrator scale, into
real-world applications, certain technical requirements must be considered. With a com-
prehensive monitoring strategy defined for a specific structure, the types and locations of
sensors need to be predetermined. Furthermore, to minimize raw data volume, using smart
sensor nodes connected to server systems through base stations—integrating multiple
sensor types into a single unit and processing data on board—is advantageous. The need to
reduce the amount of transferred data per single request also arises regarding the possible
scope of sensor data that can be provided within a single request. In cases of very large
dike structures, a reduction in data may be feasible using edge computing or automatic
adjustments of data requests. For deployment in remote, outdoor locations, each node
requires an alternative power source to ensure autonomous operation. Additionally, the
sensor nodes need to be low-power and resilient to environmental impacts.

5. Summary and Conclusions
This research has been focusing on improving current maintenance for dikes using

digital-twin-based SHM. The physical structure used to validate the proposed concept has
been a sectional dike constructed under laboratory conditions. By measuring the internal
pore water pressure via a sensor network, the internal seepage level has been derived. The
sensor data has been successfully integrated into DESITE md, employed for setting up the
digital twin environment via a tailor-made webform. The webform accesses the DESITE
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md API and establishes communication between the digital twin environment and the local
data management module. The processed and aggregated sensor data is then linked to and
visualized in the digital twin environment. The development of the measurements over
time is displayed in a user-defined manner in the digital twin environment. The results of
the validation corroborate that by including sensor data into a digital twin environment,
the condition of the dike is assessable at any time, considering the initial status as well
as changes over time. By designing and implementing the digital twin environment
based on technical standards and well-established software tools, which enables condition
assessment using sensor data, the workload required for conventional inspection processes
is minimized, and decision-making regarding maintenance procedures is objectified. Also,
anomalies and critical progression of sensor data that indicate damage are recognized at an
early stage, facilitating predictive maintenance.

In conclusion, to bring digital-twin-based SHM into practice, pilot projects using dikes
along coast or river lines are required. In future work, sensor networks implemented into
geotextiles could be deployed to dikes within the scope of regular dike reinforcements.
Digital twins created in such scenarios may include sensor data and be enriched with
information stemming from manual, periodic inspections, or visual data collected from
on-site cameras or satellite images. The potential of digital twins may be enhanced by
establishing virtual interconnections between interdependent structures within a digital
twin environment [41]. The interoperability enables the setup of a network of digital twins,
which allows risk management considering dependencies with other flood protection
structures or any twinned infrastructure. By creating digital twin environments with
integrated sensor data, effective and predictive maintenance management is possible.
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