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ARTICLE INFO ABSTRACT
Keywords: Mobile robots have become more and more common in public space. This increases the importance of meeting
Mobile robots

safety requirements of autonomous robots. Simple mechanisms, such as emergency braking, alone do not suffice
Safety in these highly dynamic situations. Moreover, actual robotic control approaches in literature and practice
Software architecture do not take safety particularly into account. A more sophisticated situational approach for assessment and
State machine L . . -
Microservices planning is needed as part of the high-level process control. This paper presents the concept of a safety-critical

Robot Control Architecture for mobile robots based on microservices and a Hierarchical Finite State Machine.
It expands already existing architectures by drastically reducing the amount of centralized logic and thus
increasing the overall system’s level of concurrency, interruptibility and fail-safety. Furthermore, it introduces
new potential for code reuse that allows for straightforward implementation of safety mechanisms such as
internal diagnostics systems. In doing so, this concept presents the template of a new type of state machine
implementation. It is demonstrated with the application of a delivery robot, which was implemented and
operated in real public during a broader research project.

1. Introduction

The operation of mobile robots in public spaces has become more
common in recent years. An instance is the utilization of mobile robots
for the automated last-mile delivery of goods. Prominent examples are
the delivery robots from Starship Technologies' or Yandex?.

When operating robots in public spaces, the aspect of safety is
particularly important [1]. Here, robots are being confronted with
more unforeseeable situations, dynamically changing environments and
people inexperienced in the interaction with such machines [2]. To
navigate these situations without posing a risk to itself or its surround-
ings, the robot has to meet strict safety requirements. This is especially
relevant when an official permit is required for the operation. The
necessity of such a permission can originate from local traffic rules, reg-
ulations, norms and cyber security guidelines [3]. They demand special
considerations in the design and development of robotic hardware and
software.

The overall level of safety of a robot can be derived from its func-
tional safety and its safety of the intended functionality [3]. Functional
safety refers to the systems proneness to internal errors as well as its
capabilities to react and resolve these. On the software side, functional
safety can be addressed by increasing the systems stability by testing

* Corresponding author.

E-mail address: manuel.schrick@tuhh.de (M. Schrick).
1 https://www.starship.xyz
2 https://sdg.yandex.com/

https://doi.org/10.1016/j.robot.2024.104795

Available online 24 August 2024

thoroughly and reusing its code base as well as internal monitoring
systems at runtime.

Safety of the intended functionality on the other hand refers to
the system’s ability to react safely to unforeseen situations. The most
fundamental requirement for this is to allow the robot to interrupt
its current behaviour at any point in time. This demands a certain
degree of concurrency to run safety checks while progressing the main
task. Furthermore, simple mechanisms in lower control layers such as
instantly stopping the robot do not suffice. The robot needs to be able
to assess the situation, select a series of next steps and act accordingly.
It follows that the robot’s behaviour in such situations must be part of
the high-level process control, or Robot Control Architecture (RCA) [4].

An RCA orchestrates a robot’s set of base functionalities, for ex-
ample autonomous driving or obstacle detection, such that the robot
executes a predefined high-level task. It usually also suggests a software
architecture pattern to be used in the development process. RCAs differ
from robotic middlewares such as ROS [5] and Nvidia Isaac [6] in that
they implement the logic that controls the robot whereas middlewares
provide an infrastructure that allows RCAs and other software to run
and communicate with another.

As shown in the following, current RCAs adopt a centralized,
monolithic approach that does not fully make use of the distributed,
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microservice-based architecture that current middlewares employ and
promote. They do not sufficiently consider aspects such as fail-safety,
concurrency, interruptibility and code reusability to support the imple-
mentation of safety mechanisms. We arrive at this conclusion in the
following Section 2 after presenting and discussing the most popular
RCA implementations from literature and practice. To address the
shortcomings of the current implementations a new concept of RCA
for mobile robots is introduced, which allows for a straightforward
integration of safety features. This approach improves on current
implementations by moving logic that is required to execute each step
of the robotic process into a microservice architecture, thus reducing
the amount of centralized logic and making better use of current
robotic middlewares. The objective of this paper is to present this
novel concept and its main mechanisms and discuss its benefits and
drawbacks (Section 3). For functional validation, the concept has been
implemented in a case study in a real-world public space delivery robot
within the scope of a German research project. The project and its main
findings are presented in Section 4. Finally, Section 5 concludes this
paper and presents the potential for further developments.

This paper extends our previous publication® “A Novel Control
Architecture for Mobile Robots in Safety-Critical Applications” [7]. We
substantially extend that paper by providing an in-depth discussion
of requirements for RCAs in safety-critical applications and a detailed
assessment of the state of the art regarding these requirements. In
addition, we extend the chapter on our case study with an in-depth real-
world application example that details the functionality and benefits of
our approach.

2. Related work

This section presents an overview of the currently most adopted
approaches of RCAs and show to what extent these are suited for safety-
critical applications. The underlying concepts that are employed the
most in RCA implementations are Hierarchical Finite State Machines
(HFSM) and Behaviour Trees (BT) [8]. According to [9], the adoption of
HFSMs outweighs BTs by a factor of roughly four, although the number
of robotic projects using BTs has been increasing sharply within recent
years.

In the following, we will first briefly introduce these two RCA
concepts. Secondly, we will give an overview of microservices and
show that, even though rarely mentioned by that name, this concept
is already currently used in robotics development. Finally, we identify
key requirements for mobile robots in safety-critical applications based
on our previous research and evaluate the currently most prominent
RCA implementations with regards to these requirements.

2.1. Hierarchical finite state machines

Historically speaking, Finite State Machines (FSM) describe a finite
set of configurations or states that a system may assume during oper-
ation as well as a set of transitions initiated by an input that cause the
system to move from one state to another. This concept was initially
meant and is still in use for syntax checking and compiling of formal
languages where the input is a string of symbols to be checked and the
state represents solely a description of the current checking progress
indicating whether the input’s syntax is correct [10]. The overall logic
and structure of the system is defined by the transitions. This concept
is often also referred to as protocol state machine [11].

In 1987, David Harel introduced statecharts as a tool to visually
describe a systems functionality in a state-transition-like fashion [12].
He introduced hierarchy to address the most common critique to FSMs,
namely, their proneness to high complexity with a growing number

3 Copyright © 2022, IEEE. Reprinted with permission from IEEE
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of states and transitions. For this reason, statecharts are nowadays
mostly referred to as Hierarchical Finite State Machines (HFSM). In
contrast to FSMs, HFSMs allow for nested states or states that are
made up of a number of child states. Depending on the details of the
respective implementation, child states can inherit characteristics such
as functionality or transitions. Nested states typically require an initial
child state to be defined that the system assumes when transitioning to
its parent.

To address an increasing level of complexity, the concept of orthog-
onals have been added. These allow states to not only be made up of
more than one child state but also a number of child state machines
where the system assumes one state in each of these simultaneously.
Harel suggested to model these according to existing hardware compo-
nents. An event may trigger a transition in any number of orthogonals
and the overall state is then defined by the set of assumed state in all
orthogonals.

Harel also introduced the concepts of actions and activities as a way
to add functionality to states. Actions refer to pieces of functionality
that are executed instantaneously when entering or when exiting a
state. In contrast, activities denote functionality that is executed over
an extended period of time, for example as long as the system assumes
a certain state. Nowadays, this concept is referred to as behaviour state
machines [11]. It is important to note that Harel introduced a visual
representation of such systems and more specifically did not elaborate
on how this might translate to the systems software architecture or im-
plementation. We will discuss the current implementation approaches
in the separate Section 2.5.

The concept of HFSMs is widely adopted in RCAs. A variety of
RCA implementations based on HFSMs can be found in the literature
including FlexBE [13], SMACC [14], SMACH [15] and RSM [16].
According to a study conducted in [9], a majority of robotic projects
use HFSM-based RCA implementation.

2.2. Behaviour trees

Behaviour Trees have been developed by the video game industry
for the control of non-player characters [8,17,18] and have recently
found their way into robotics applications [8,19]. Much like HFSMs,
architectures based on BTs divide the overall system’s process into
smaller steps. However, in BTs these are arranged in a tree structure
in which the leave nodes or execution nodes represent the execution of
a specific subtask and non-leaf nodes or control flow nodes determine
the order in which their child nodes are executed [8]. The system is
executed in discrete steps using a tick signal that is propagated through
the tree. Execution nodes pass their progress to their parent nodes by
returning either a success, failure or running.

Behaviour Trees (BT) can be considered the most prominent alter-
native to HFSMs. One reason for that is that their tree structure is
superior to the highly connected graph structure of HFSMs in terms
of scalability and modularity. This is achieved by limiting the outcome
of a subtask to be either success or failure. However, this limitation can
render BTs less suitable for safety-critical applications in which a more
fine-grained distinction of outcomes is required. For this reason, BTs are
not considered in the approach presented in this paper. See Section 3
for further elaboration. For the sake of correctness and completeness,
it should be stated that it has been shown in [8] that any FSM can
be translated into a BT using a global state variable that acts as a
GOTO statement. Though we would argue that this would sacrifice all
its scalability and modularity benefits.

2.3. Microservices
Microservices have been introduced in the discipline of server devel-

opment to address shortcomings of the then predominant approach of
monolithic software architectures. With increasing complexity, existing
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architectures struggled to meet the required levels of scalability, mod-
ularity and maintainability [20]. In microservice-based architectures
(MSA), the system is divided into a set of subsystems, each with
a well-defined and concise functionality. Microservices communicate
using publish-subscribe or request-response patterns to realize the
overall system’s functionality. To form more complex workflows in such
architectures, sequences of microservices are formed either through
central orchestration or decentralized choreography [20]. Having a set
of small loosely coupled subsystems instead of a monolithic structure
increases the overall systems modularity and adaptability. In doing so,
it reduces the required effort to keep the subsystems functionality con-
cise and testable. However, it comes with the same challenges of other
distributed systems, for example an increased complexity of the system
as a whole and possible inconsistencies in distributed storage [21].

The most prominent robotics discipline in which microservices can
be found in the literature is cloud robotics. In these applications, the
computations required to carry out the robot’s process are partially
offset to remote computing units to reduce the overall computational
load on the robots hardware [22]. In [23], for example, the mapping
and parking process of an autonomous robot is planned in the cloud
and only executed by the robot. In [24], such an architecture is used
for mission planning and routing for unmanned aerial vehicles. Further
examples of microservice based cloud robotics include [25-27].

Disagreeing with [28], we would argue that, without considering
cloud robotics, the microservices architecture still has made its way
into robotics software development even though one does not come
across that name in the literature very often. We base that assumption
on the fact that most prominent robotics middleware such as the
Robot Operating System (ROS) or Nvidia Isaac follow an approach
of distributed software nodes that communicate through network in-
terfaces [5,6] and can be orchestrated through a central unit using
HFSMs or BTs. However, we agree with [28] that further guidelines or
conventions as to how larger projects should be structured are required.
Moreover, RCAs employing the single-method approach negate some of
the benefits of the decentralized architecture by forcing developers to
implement most of the systems functionality within the orchestration
node.

2.4. Requirements for safety-critical applications

We have compiled a comprehensive list of general requirements
for a delivery robot developed in a previous research project [29] to
be granted permit for operation in German public space. We have
extracted the following requirements that address safety demands that
fall into the scope of RCAs:

Overridability The robot has to provide the functionality for an oper-
ator to override the robot’s autonomous behaviour.

Error Indications The robot has to monitor the correctness of its
functionality continuously and notify the operator if an error has
been detected.

Battery Monitoring The robot has to monitor its battery level contin-
uously and raise an error if the battery is critically low.

Reactiveness The robot has to react to detected hardware and soft-
ware faults by assuming a dedicated error mode.

Gentle Stop The robot has be able to come to a stop safely at any point
in time, most notably in case of a major system failure.

The full list of requirements can be found in [29]. Based on these
general requirements, we have derived the following RCA-specific re-
quirements for such robots:
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Fail-Safety The reactiveness and gentle stop requirements above both
imply that the robot must be capable of reacting to internal
hardware and software faults such that it assumes a fault-specific
error mode and comes to a stop if needed. This capability is
referred to as fail-safety [30]. It follows that the system needs
to continue functioning to a certain degree even after hardware
or software faults have occurred.

Concurrency A system’s level of concurrency refers to its ability to
do multiple computations in parallel or, on a broader scale, to
execute multiple pieces of functionality at the same time. In
real-live robotics applications with strict safety requirements,
it is often not feasible to separate the robot’s task into strictly
sequential subtasks. Considering the requirements above, error
indications and battery monitoring both imply background func-
tionality that is executed to some degree independent of the
overall process. For example while the battery monitoring is
required during the whole runtime of the process, certain error
monitoring functionality might only be needed in a subset of
steps of the process. It follows that the system is required to
execute a certain amount of background functionality to ensure
its own safety as well as the safety of its surroundings without
blocking the overall task’s progression.

Interruptibility This directly follows from the reactiveness and overrid-
ability requirements mentioned above. In order to properly react
to malfunctions, a robot has to be able to interrupt its process
at any point in time. The same holds for a manual override of
the autonomous functionality. Interrupting the current activity
is one of the fundamental capabilities required to implement
such mechanisms.

In addition to these requirements directed specifically for control
architectures in robotic applications, certain well established goals of
general software architecture rise in significance, when deploying a
robot in safety-critical applications. These are particularly the ones that
increase the efficacy of a priori tests:

Testablility A very common approach to ensure a system’s correctness
and stability as well as to cope with its susceptibility to human
error during the implementation process is to cover the codebase
with unit tests [31]. A higher degree of testability reduces the
effort required to test the system and increases their efficacy. In
addition, unit test protocols can be used in technical assessments
as part of the system’s proof of reliability.

Reusability One way to increase a systems testability is to ensure code
reusability or to allow developers to reuse parts of their imple-
mented functionality. Reusing thoroughly tested code wherever
possible can drastically reduce the overall implementation ef-
fort and thus the system’s susceptibility to human error in the
implementation process. In robotics applications it is common
to see a system executing certain pieces of functionality, such
as manoeuvring, object detection or interacting with its envi-
ronment multiple times along the overall process. Additionally,
other functions such as internal diagnostics are required to run
continuously across the whole span of the process.

Loose coupling A system is considered loosely coupled if its individ-
ual components have few direct references to one another. A
loosely coupled code base increases the system’s testability by
allowing tests to be targeted at smaller, less complex function-
ality. It can also lessen the impact of internal errors on other
subsystems and the RCA itself.
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Fig. 1. A flowchart showing how Mission Control and feature nodes communicate through transition and event messages.

2.5. Current RCA implementations

According to the study conducted by Ghzouli at al. in [9], the
most adopted RCA implementations are FlexBE [13], SMACC [14],
SMACH [15] and RSM [16]. These approaches employ, in essence, a
centralized, monolithic and object-oriented approach with one class
per state containing a dedicated method in which the functionality of
this state is implemented. Based on the return value of this method,
the state machine determines which transition to execute next. We
will refer to this approach as the single-method approach. These im-
plementations do not claim to be safety relevant and promote safety
considerations solely on lower control layers such as motor control or
navigation. However, our reasoning above shows that RCAs should be
part of the safety considerations for mobile robots in more complex
environments. In the following, we will therefore evaluate the RCA
implementations mentioned above with regards to the requirements
compiled in Section 2.4.

When it comes to fail-safety with regards to hardware faults, all
of these RCA implementations run in the same process and thus on
the same computing unit. Without adding an extra architectural layer,
a fault in this unit could render the RCA and all state functionality
inoperative. The robot would be unable to assume a safe state in a
controlled fashion. It follows that none of these implementations allow
to ensure fail-safety in case of hardware faults. Looking at software
faults, all implementations show a strong coupling of the state machine
functionality and the implementation of states. The state machine
class maintains a reference to its current state instance and calls the
method to execute its behaviour directly. SMACC does provide APIs
for exception handling. In the other approaches, exceptions raised in
state logic would propagate to the state machine if uncaught in the
state itself. It follows that FlexBE, SMACH and RSM do not provide
fail-safety with regards to software faults.

With the exception of RSM, all of the considered RCA implementa-
tions provide APIs to introduce concurrency into the process. SMACC
employs orthogonals, whereas FlexBE and SMACH use synchronization
states that can be integrated into the process definition. That means that
these approaches do provide the infrastructure to execute functionality
concurrently, though it requires a certain degree of implementation
effort and added complexity to do so.

The degree of interruptibility of these systems is directly linked the
degree of concurrency in the defined process. Each state that is required
to be interruptible, has to be implemented as orthogonal (in the case of

SMACC) or contained in a synchronization state (FlexBE, SMACH). It
follows that FlexBE, SMACC and SMACH allow for interruptible states,
provided the defined process makes use of the respective concurrency
APIL As mentioned above, this requires extra implementation effort and
adds complexity to the overall system.

By employing the single-method approach, all of the considered
RCAs encourage developers to join all functionality required in one
state into a single method and thus promote a strong coupling of in-
herently independent functionality. This increases the implementation
effort required to cover the codebase with unit tests (i.e. its testability)
as well as the error proneness of the system and the tests themselves.
This results in the fact that a majority of robotics code bases seem to
be untested [28]. In addition, as mentioned above, all evaluated RCAs
show a strong coupling of the states and the state machine itself.

RCAs adopting the single-method approach offer a convenient way
to reuse functionality on state level, in that single states can easily
be duplicated and inserted at a different part of the process. On a
broader scale, they also allow for the reuse of behaviour on a subsystem
level, meaning the reuse of a set of connected states, even though
this arguably requires some refactoring effort depending on the state
machine’s interconnectedness [8]. However, their reusability is limited
in that they do not provide a convenient way to divide states into more
atomic functions that run concurrently and to reuse this sub-state-level
functionality.

Our conclusion is, that requirements arising in safety-critical ap-
plications have not yet been sufficiently met by current RCA imple-
mentations. Most notably, fail-safety with regards to hardware faults
cannot be ensured in any approach and only SMACC provides the
infrastructure to provide fail-safety with regards to software faults.
When it comes to concurrency and interruptibility — with the exception
of RSM - these implementations do provide APIs to achieve that,
although they require extra implementation effort and increase the
overall complexity of the system. Finally, the RCAs considered here pro-
mote strong coupling of atomic functions that are required in the same
state, ultimately decreasing the code base’s testability and reusability.

3. The architecture

This section will introduce a new RCA approach, which addresses
safety requirements by allowing a higher degree of concurrency, code
reusability and testability by combining a HFSM with microservices.
In this approach, instead of having a single method for each state,
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Fig. 2. A reduced UML class diagram of a system with Mission Control and one exemplary feature node for Apriltag detection. There are no dependencies of Mission Control

node and feature nodes.

the functionality of one state is defined as a set of smaller functions
or features. Each feature is implemented by a dedicated microservice
or feature node and executed in a separate process. Feature nodes are
activated and deactivated by a separate node called Mission Control,
which is responsible for the execution of the state machine functional-
ity itself. Nodes communicate with one another using a one-to-many
publisher/subscriber communication pattern. To do so, messages are
being posted on dedicated topics and nodes can subscribe to a topic
to receive the respective messages. To carry out the defined process,
Mission Control uses one topic to broadcast state transitions, another
one to receive events that trigger these transitions. This is shown in
Fig. 1.

In addition, this approach further decouples the state machine’s
functionality and its State Machine Definition (SMD). Here, SMD refers
the set of states and transitions that make up the representation of
one specific process. It is written and stored in a dedicated file. The
state machine’s functionality, implemented by Mission Control, in-
cludes loading the SMD file and based on its contents storing the
system’s current state and executing transitions according to incoming
events. Fig. 2 shows a UML class diagram of a small system with
Mission Control and one feature node. The diagram displays the re-
lationships among the different nodes of the system. The exemplary
feature node contains some kind of visual sensor functionality to detect
Apriltags. This functionality was chosen for a better illustration of the
example and a variety of other kinds of nodes would be also possible.
One can see that, while Mission Control and the feature node inherit
from the same base node class, there are no direct dependencies of
Mission Control and the feature node.

The following sections will use the SMD file to discuss the concepts
of states and transitions (Section 3.1) and error handling (Section 3.2)
in further detail. Mission Control and feature nodes will be introduced
in Sections 3.3 and 3.4. Finally, Section 3.5 will discuss the benefits
and limitations of this approach.

3.1. States and transitions

The implementation of a state consists of two parts: the list of
features required in this state and the actual implementation of these
features. This section will focus on the first aspect, the latter one will
be discussed in Section 3.4.

The list of required or active features is part of the state defi-
nition in the SMD file. Listing 1 shows an exemplary definition of
the state drive_to_coordinates. A state definition contains the
active_features array (lines 5 to 10) in which each feature is refer-
enced by its unique identifier. In this example, these are
autonomous_ride, horn, localization and teleoperation.
Note that no actual implementation is done at this point. As this
approach is based on a HFSM, it allows states to be made up of one or
more child states. These can be introduced by adding further attributes
of the same structure to the parent state JSON object. The name of the
attribute then determines the name of the child state. If a state is nested,
one child state has to be identified as initial_state (line 3) to be
assumed on first entry. The transitions array (line 4) contains all
transitions that originate from one of the children. Child states inherit
the active_features from their parent state, which allows for a
structured and concise definition of each state.

Listing 1: The state definition is made up of the list of active features
and optional hierarchy definitions

1| {

2 "drive_to_coordinates": {
3 "initial_state": "",
4 "transitions": [],

5 "active_features": [
6 "autonomous_ride"
7 "horn"

8 "localization"

9 "teleoperation"

10

11 }

12|}
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A transition is defined by its source and its target state as well as the
event by which it is initiated. An optional data field allows developers
to add static data to the transition that will be passed to the target state.
Listing 2 shows a definition going from state autonomous_ride
(line 4) to state wait_for_loading (line 5). When executing this
transition, a data field timeout_in_s is passed to the target state
(lines 6 to 8).

Listing 2: The transition definition contains the source and target state
as well as optional static data

1 {

2 "transitions": [

3 {

4 "start": "autonomous_ride",
5 "dest": "wait_for_loading",
6 "data": {

7 "timeout_in_s": 60

8 ¥

9 }

10 ]

nl}

3.2. Error scenarios

To allow the robot to react instantly and reliably in critical situa-
tions, this architecture introduces a global error state and error scenarios.
One can think of an error scenario as an event that requires the robot
to react immediately in a certain way, regardless of its current state.
Listing 3 shows a definition of an error state with one error scenario in
the SMD file.

Listing 3: The definition of the global error state consists of a list of
active features as well as the list of error scenarios

1] {

2 "active_features": [

3 "horn",

4 "localization",

5 "teleoperation"

6 15

7 "scenarios": [

8

9 "name": "controller_connection_lost",
10 "trigger": "controller_disconnected",
11 "resolve_trigger": "controller_connected",
12 "inactive_features": [

13 "teleoperation"

14

15 }

16 ]

17|}

Consequently, an error scenario is comparable to a transition in
that it is initiated through the same event and trigger mechanism
as transitions (line 10) and it will force the system to assume a new
state, namely the error state. It differs from standard transitions in
that its definition does not require a source state. Instead, implicit
transitions are created going from each non-error state into the error
state, using the error scenario’s trigger. This leads to a reduced amount
of implementation effort and a more readable SMD file. It further differs
from standard transition in that it requires a resolve_trigger (line
11). An event containing the resolve_trigger of an error scenario
indicates that the respective error is resolved and that the robot can
resume its previous state.

The global error state is the state the system assumes as soon
as one of the defined error scenarios occurred. After assuming this
state the system will collect additional error scenarios that occur and
will only leave the error state once all error scenarios have been
resolved. This allows the robot to automatically run the appropriate
error recovery procedures. Much like other states, the definition of
the error state contains a list of required features (lines 2 to 6). In
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the definition of error scenarios, developers can then state features
to be removed from that list in case said scenario occurs (lines 12 to
14). This allows the system to deactivate certain functionality once
an error has been detected. In the example in Listing 3.2, when a
controller_disconnected event will cause the system to assume
the error state with the features horn and localization activated
and teleoperation deactivated due to the error caused by that
feature.

3.3. Mission control

The Mission Control node is the central orchestration unit of all
feature nodes. It is responsible for loading the SMD file and checking
its content for syntactic correctness and semantic integrity. After that,
the purpose of Mission Control is to keep track of the system’s current
state, execute transitions based on incoming events and communicate
state changes to the feature nodes. Fig. 3 shows how this interaction
of Mission Control and feature nodes is realized through the following
topics:

The topic mission_control/state_event allows feature
nodes (see Section 3.4) to post event messages that are used to initiate
state transitions. Examples of such events are the arrival at a certain
destination, a detected internal malfunction or user input. These mes-
sages contain a trigger that is matched with the transition triggers
mentioned in Section 3.1 to determine the transition to be executed.
These messages may also contain optional data in a key-value structure
that allows feature nodes to pass on computational results to upcoming
states.

The mission_control/state_change topic is used to broad-
cast state change messages of the system. These contain identifiers of
the new and previous states as well as the list of features required in
the new state and data that has been attached through previous state
events.

3.4. Feature nodes

A feature node is a node that is responsible for executing the
functionality of one or more features. Feature nodes subscribe to the
mission_control/state_change topic and use the contents of
these messages to determine whether or not their functionality is
required. They use the mission_control/state_event topic to
publish events that represent the results of their computation and
internal sanity checks. Additional data that is required to execute a
node’s functionality will be passed in the respective message received
through the mission_control/state_change topic.

The functionality of a feature node is typically either a one-time
computation, such as a network request, or a continuous process based
on one or more data streams such as object detection (see Fig. 4).

Nodes of the former nature use the received state change messages
to trigger their functionality once and finish their computation by
informing Mission Control about their success or failure by publishing
an event message. Nodes of the latter kind simply store the information
passed in state change messages and use it with each incoming data
message to check whether their feature is currently required or not
or unsubscribe and resubscribe the respective data stream altogether.
These nodes may publish multiple state events, one for each time their
computations yielded a desired result.

3.5. Benefits and limitations

In this section we will evaluate the presented approach with respect
to the requirements compiled in Section 2.4 and show its advantages
as well as limitations that still need to be addressed.

In contrast to existing RCAs, this approach has no state implemen-
tation logic in the central control unit. There are no references in
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Fig. 3. The Mission Control node and feature nodes communicate through state event and state change messages.
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Fig. 4. Feature nodes implement either a one-time computation (left) or a continuous
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the presented architecture between state machine and state implemen-
tations. The communication of Mission Control and feature nodes is

realized solely using network communication. The result of this is that

internal errors in state logic (i.e. feature nodes) cannot propagate to
Mission Control and thus the RCA provides fail-safety with regards
to software faults in feature nodes without extra computational effort.
In addition, the distributed nature of this architecture allows to exe-
cute feature notes on separate computing units and thus to provide
fail-safety with respect to hardware faults. However, like other RCA
implementations, this approach uses a central control unit that can still
act as a single point of failure. Software faults in the RCA as well as
hardware faults in the computing unit executing the RCA can render
the whole system inoperable. An update of the RCA shown here that is
fail-safe with regards to these faults is subject of our current research
and will be presented in an upcoming publication.

Our approach introduces concurrency at the core of its architecture
without requiring extra implementation overhead by implementing
each feature in a dedicated microservice and executing it in a sep-
arate process. As a result, it provides a fundamental infrastructure
for the implementation of runtime fault detection mechanisms. The
extent to which this high degree of concurrency introduces additional
computational load is still subject of ongoing research.

Since all feature nodes are executed concurrently by default and
Mission Control and feature nodes are fully decoupled, state transitions
can be initiated at any point in time and by any part of the system.
It follows that the process is interruptible by default at any time.
This property introduces new ways to implement safety features and
complex recovery routines into the high-level process.

The explicit separation of feature implementations allows for an
easier implementation of unit tests compared to the single-method ap-
proach and thus leads to an increased testability of the code base. The
decoupling of Mission Control and feature nodes allows to conveniently
replace feature nodes with mocks for the implementation of integration
tests. Additionally, the separation of SMD and its implementation al-
lows for an integration of a priori SMD syntax and semantics validation
and thus introduces an infrastructure for fault prevention methods
on process level. Conveniently, it also drastically reduces the effort
to exchange SMDs and thus to switch from one use case to another.
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Fig. 5. An excerpt from the SMD used in the TaBuLa-LOG research project showing how the autonomous ride can be interrupted by an operator.

However, the text-base definition can lead to long and complex files.
Different approaches such as graphical interfaces or SMD generation
should be investigated.

Separating state behaviour into features that are activated and deac-
tivated on demand introduces a new degree of reusability by allowing
to reuse functionality not only on state level but also on sub-state level.
It allows for a full exploitation of the distributed architecture current
robotics middlewares such as ROS [5] or ISAAC [6] promote. With the
presented approach, functionality can easily be shared across multiple
states without requiring any extra implementation effort.

The interpretation of a state as a set of features allows to fully
decouple the robot’s pieces of functionality, even when being used in
the same state. As stated above, Mission Control and feature nodes are
fully decoupled as well.

In conclusion, the RCA presented above is better suited to meet the
increased requirements for mobile robots in safety-critical applications.
Most notably when it comes to fail-safety, this is the first approach that
allows the development of systems that are fail-safe with regards to
software faults as well as hardware failures. Since all robot functionality
is executed concurrently this approach provides interruptibility without
extra implementation effort. As opposed to the current state of the art,
this RCA promotes a loose coupling throughout the whole code base,
which increases its overall testability and code reusability.

4. Case study

The RCA concept introduced in this paper has been successfully
implemented in the TaBuLa-LOG research project. This section gives
an overview of the project and outlines how the RCA was used to meet
its safety requirements. In doing so, it demonstrates and validates the
functionality of and the advances through the new RCA concept.

In the scope of the TaBuLa-LOG project, an autonomous delivery
robot is developed and operated on public roads and sidewalks in the
district Duchy of Lauenburg, Germany. The robot delivers internal mail
between different branches of the local administration. To cover farther
distances, it makes use of an autonomous passenger shuttle that has

been implemented in the public transport in a previous project. The
results from this actual project are summarized in [29,32].

The implementation of the robot is based on ROS. The presented
RCA is implemented in a dedicated ROS node and controls a total of 18
feature ROS nodes providing the functionality of 22 features. The code
base was covered by a total of 345 unit tests. The final SMD is made up
of 13 states, 21 transitions and 2 error scenarios. In the defined process,
10 features are reused at least once, 4 safety-related features were used
in the majority of the process. A teleoperated intervention feature for
example is used in 12 states and another internal diagnostics system in
all 13 states.

Fig. 5 shows an excerpt of the implemented SMD. It shows the
state autonomous_ride, in which the robot drives autonomously
to a set of given coordinates and how this autonomous ride can be
stopped by an operator at any point in time. In the figure, the name
of each state is printed in bold and below that the graphic shows the
features active in that state. For example in autonomous_ride and
all of its child states, the features internal_monitoring, horn,
localization and teleoperation are active. Its initial child
state is drive_to_coordinates. Fig. 6 shows the corresponding
flowchart of the messages that are passed among Mission Control
and the most relevant feature nodes Drive Command Mux, Teleop and
Delay. The node Drive Command Mux implements the two features
autonomous_ride and remote_navigation by forwarding drive
commands from either the autonomous navigation system or the re-
mote control to the motor control unit. The Teleop node generates
drive commands and events based on input by the operator and the
Delay node allows the system to wait for a given time in order to
make certain processes more predictable and controllable. To increase
readability, the autonomous navigation system as well as the drive
commands that are sent to the Drive Command Mux are omitted. In
Fig. 6, the background colours and labels on the left indicate the state
of Mission Control at any given time.

When the operator presses the button to take control of the robot,
an event with the trigger operator_took_control is sent, caus-
ing Mission Control to transition to autonomous_ride_paused
and thus deactivating the feature autonomous_navigation and
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Fig. 6. A flowchart of the execution of the SMD shown in 5 in which the autonomous ride is interrupted by the operator.

activating remote_navigation. When receiving the corresponding
transition message, the Drive Command Mux node stops forwarding the
autonomous drive commands and starts forwarding the ones generated
by the remote control. When the operator yields the control of the
robot, an event with the trigger operator_gave_up_control is
published causing Mission Control to transition to the state wait and
again broadcasting that transition to all feature nodes. In this state nei-
ther autonomous_navigation nor remote_navigation is ac-
tive so the Drive Command Mux node does not forward any drive com-
mands to the motor control unit. The active delay feature causes the
Delay node to start a time and send an Event to Mission Control once
the timer expires. This event causes Mission Control to transition to
drive_to_coordinates, activating the
autonomous_navigation feature and causing the Drive Command
Mux to return to forwarding the autonomous drive commands.

For the robot to be allowed to operate legally and safely in public
space in Germany it must comply with the respective laws and regu-
lations and be granted permission by the local authorities. Naturally,
safety considerations play the main role in the assessment process.
During the life span of the TaBuLa-LOG project, German traffic law did
not provide a legal framework for fully autonomous driving. Instead,
it required an operator to monitor the robot and to be able to take
control of it or stop it altogether at any point in time. In addition, a
comprehensive safety concept that covers functional safety [33], safety
of the intended functionality [34] and cybersecurity [35] is mandatory.
A key component of the robot’s safety concept is the internal diagnos-
tics system that continuously supervises each of the robot’s subsystems.

It monitors all components required to carry out the current step of
the process and triggers error scenarios and thus safety or recovery
protocols in case of failures or malfunctions. The highly concurrent
and event-based nature of the proposed RCA allows the system to be
interruptible at any step of the process not only by the operator but
also by the internal diagnostics system and other safety features.

The final mandatory assessment of the robot and its safety concept
was conducted by the German technical inspection agency TUV Nord.
The assessment was carried out in two steps. The first step focused
on the robot’s hardware design with its range of functions being re-
duced to teleoperation and internal diagnostics such as monitoring of
the connection to the controller. The second step of the assessment
covered the automated ride itself and other safety-critical functionality
such as object avoidance or right-hand driving. The developed robot
passed both steps of the assessment. This demonstrates and validates
the fulfilment of the necessary safety requirements of this novel RCA
concept.

5. Conclusion

In this paper, a new approach to robot control architectures is
presented for addressing safety concerns when operating in public
space. These includes fail-safety, interruptibility, concurrency as well as
code reusability and testability of the code base. The approach is based
on microservices orchestrated by a Hierarchical Finite State Machine
building upon the fundamental idea of statecharts from [12]. It is
shown that current robot control architecture implementations share
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characteristics which we refer to as single-method-approach that render
these approaches not suited to meet the above mentioned requirements.

In the novel approach presented in this paper, the functionality of
states is defined as a set of atomic features that are implemented in sep-
arate, concurrent software nodes. The orchestration of these nodes into
states is done in a separate State Machine Definition file which is parsed
and executed in a dedicated node. This allows for straight forward ways
to reuse functionality on a sub-state level as well as an integration
of a priori validation of the defined process. With the functionality of
any state being fully decoupled from the implementation of the robot
control architecture and no unnecessary coupling of the state’s features,
this architecture promotes a concise code base that is easier to test
and thus ultimately more stable. Additionally, running all pieces of
software in separate processes allows the process to not be blocked
by a long running functionality. Instead, it can be interrupted at any
point in time and by any part of the system and thus provides a vital
infrastructure for implementing safety features and complex recovery
routines. With this new approach, this paper presents a template for
other robot developers, who are confronted with designing a control
architecture for robots in safety-critical environments.

The proposed architecture was implemented, evaluated and demon-
strated on a mobile robot in a real-live application in the scope of a
German research project. The developed robot successfully underwent
and passed the technical assessments required to be granted a permit
for operation in public space.

Future work will include an intuitive tool to design State Machine
Definitions, as the current textual approach can lead to large and hard
to comprehend files. In addition, much like other robot control archi-
tecture implementations, this approach uses a central unit responsible
for the execution of the State Machine which can act as a single point
of failure and thus poses a threat to the overall system’s stability. This
is subject of ongoing research.
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