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Abstract

The rise of Foundation Models (FM) starts to revolutionize different aspects of machine vision in industrial applications. Increased generalizabil-
ity, robustness, reliability, and the capacity for few-shot learning make vision systems adaptable and flexible to an unprecedented degree. Yet,
the development and deployment of fine-tuned models in the industrial domain face unique legal challenges in Europe that arise from stringent
regulations, including Copyright Law, the General Data Protection Regulation (GDPR), and the recently enacted Al Act. In this work, we inves-
tigate the legal implications of pre-training (1), fine-tuning (2), and utilizing VFMs (3) in industrial contexts in Europe, with a specific focus on
manufacturing. With this contribution, we aim to raise awareness on how various regulations will impact the use of VLFMs in industrial settings.
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1. Introduction

Foundation Models (FM) fundamentally shifted Machine
Learning (ML) from single-task and single-modality towards
multi-task and multi-modality learners. Using model architec-
tures that scale the training process efficiently as well as self-
supervised learning methods, which allowed for non-human an-
notated training data, the capabilities of neural networks were
significantly extended [1]. Following the success of Large Lan-
guage Models (LLM), Vision and Vision-Language Foundation
Models (VFM/VLFM) are trained solely on images or image-
text pairs and enable a variety of different tasks related to vi-
sual perception. As an example in machine vision, traditional
methods depended on explicit handmade rules, while learning-
based methods, at first, made the description of how a task is
solved redundant; it is implicitly induced rather than explicitly
stated (s. Fig. 1). Afterwards, deep learning architectures also
abstracted feature engineering by directly learning higher-level
representations from samples. Following the ML paradigm that
more trainable weights and broader training data increase a
model’s generalizability and performance, FMs are pre-trained
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at scale on massive amounts of training samples. Subsequently,
they only need to be adapted with a few training samples for
a specific domain and task or even provide sufficient zero-shot
performance (i.e., do not need extra samples).

Machine vision-enabled visual perception in industrial ap-
plications is often used to increase automation and, therefore,
productivity [2]. Specific tasks include assessing a product’s or
resource’s position and orientation, shapes, dimensions, prop-
erties, and other qualitative or quantitative characteristics. In
all these tasks, a vision system’s adaptability and flexibility are
challenged when facing decreasing lot sizes, increased uncer-
tainty (e.g., human involvement), or increased process, prod-
uct, or resource variants [3]. Most FMs meet these challenges
well due to their increased generalizability and data-efficient
adaption strategies, e.g., fine-tuning'. This results in improved
robustness, reliability, and decreased engineering expense of vi-
sion systems. The core of self-supervised pre-training at scale
is the amount, variety, and broadness of the training data as well

! We define fine-tuning as the process of (1) (partly) further training a pre-
trained model‘s parameters or (2) adding additional trainable parameters while
freezing the pre-trained model, e.g., adapter-tuning.
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Fig. 1. Levels of intelligent systems and the enabling paradigm.

as the increased necessary computational resources. While the
first is often addressed via web-crawled data, the second de-
mands increased investment costs, which is only economically
reasonable for models that can be later utilized in a consider-
able amount of downstream tasks across companies and even
domains. Yet, pre-training on vast amounts of data and shar-
ing pre-trained models with other parties raises various legal
questions. In this work, we cumulatively elaborate on the legal
implications of VFM and VLFM in industrial applications:

e We explore the permissibility of compiling large multi-
modal datasets for pre-training “from scratch” within Eu-
rope, examining key legal issues surrounding data acqui-
sition from web crawling and other sources (> Sec. 3.1).

e We investigate the legal considerations necessary when
fine-tuning existing models for specific industrial tasks
(> Sec. 3.2).

o We assess the use of pre-trained models in industrial ap-
plications, analyzing how the AI Act influences the legal
landscape for deploying these models (> Sec. 3.3).

This work focuses explicitly on FMs rather than deep learning
techniques. The key characteristics that differentiate them from
previous advances are the task-open large-scale pre-training and
the necessity of fine-tuning — adapting it to the particular task
and domain. In Section 3, even if we only explicitly address
VLFMs, the implications usually also account for VFMs. Also,
we limit our scope to the text-image modalities and do not con-
sider other modalities, e.g., speech or music. From our perspec-
tive, they are of the highest relevance for industrial applications,
even though the findings are at least partially transferable.

2. Fundamentals
2.1. Vision-Language Foundation Models (VLFM)

Machine vision tasks have significantly evolved over the past
few years from simple classification, e.g., in the form of num-

ber or character recognition, to tasks that span over seman-
tic, instance, and panoptic segmentation, object recognition,
pose estimation, or sentiment analysis. With self-supervised
training came the inclusion of broader language, which led to
more capable caption generation and also multi-modal tasks
like image-to-text and image-text-to-text models for Visual
Question Answering (VQA) or Document Question Answer-
ing (DQA). Meanwhile, all major Al companies are offering
pre-trained VLFMs, among them ChatGPT-V [4] and Llama-
3.2-Vision [5]. While the weights of most models are publicly
accessible, the pre-training datasets are often kept secret. With
so many VLFMs available on various platforms, selecting a
suitable model for a specific application becomes challenging
- not only because details about pre-training datasets are typ-
ically sparse but also because benchmarks often cover only a
limited range of real-world applications.

2.2. VLFMs in Industrial Applications

Industrial activities aim to output, maintain, and dispose of
goods as well as tangible and intangible assets, which, in the
case of tangible ones, can include processes from initial plan-
ning, design, production control, manufacturing, assembly, dis-
tribution, maintenance, retrofit, disassembly, and disposal.

Starting with the rise of FMs for Natural Language Process-
ing (NLP), multiple works discuss the capabilities of off-the-
shelf LLMs for industrial applications. Especially in robotics
[6] and design engineering [7], promising areas arise by includ-
ing text-to-text models. Here, adapting to the specific domain
and task can be done inexpensively through in-context learn-
ing, compared to fine-tuning. However, current use cases often
focus on assisting humans in engineering tasks rather than em-
ploying models as autonomous agents.

As of now, few works describe specific applications or sur-
vey the use of VLEMs in industrial contexts. This is probably
due to the more recent developments in the vision-text area.
Nevertheless, different industrial activities can involve vision-
related tasks and can fully or semi-automate processes or be
involved in more human-centric applications, e.g., design en-
gineering. [3, 8] present and evaluate particular use cases of
deploying a VEM while [9, 10] explore model types that in-
clude language modality. The papers do not account for legal
implications, which can alter real-world use cases in the EU.

2.3. European Union (EU): Types of Legislation

All actions undertaken by the EU are based on treaties
among its member states. These treaties outline the Union’s
goals, establish the rules governing EU institutions, define
the decision-making processes, and clarify the relationship be-
tween the EU and its members. In the context of EU law, treaties
represent the foundation and are referred to as primary law. The
legal framework derived from the principles and objectives set
forth in these treaties is known as secondary law. Legislation
within the field of secondary law can be classified into several
distinct categories that affect different levels of a member state’s
legal system. The most fundamental types are regulations and
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directives, some of which are highly relevent for the develop-
ment and application of VLFMs in the industry (s. Fig. 2).
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Fig. 2. Relevant directives, regulations, and laws in the scope of this work.

Regulations are legislative acts that are applicable directly
in all EU member states, eliminating the need for national im-
plementations. They are typically employed in legal areas that
require consistent handling across the EU. Particularly relevant
in the context of VLFMs are the recently enacted Al Act (Reg-
ulation 2024/1689) [11] and the GDPR (Regulation 2016/679)
[12].

Directives have to be implemented into national laws by the
member states. The vertical procedure allows for national dis-
cretion while harmonizing legal standards across the EU. Typi-
cally, directives only address particular issues in one area of the
law. For the training of VLFMs, the Directive on Copyright in
the Digital Single Market (Directive 2019/790) [13] is of inter-
est.

Application. When national courts apply regulations or na-
tional laws affected by directives, they can ask the European
Court of Justice (ECJ) for a ruling on matters of interpretation
or validity. To ensure uniform application, courts against whose
decisions there is no judicial remedy generally must do so.

2.4. Al Act

The AI Act imposes obligations on Al providers and organi-
zations using Al systems professionally. It follows a risk-based
approach, where the obligations depend on the abstract risks
emanating from the product (s. Fig. 3). Unacceptable-risk Al,
like social scoring or manipulative systems, is banned (Art. 5).
Most responsibilities fall on providers of high-risk AI systems
(Art. 6 et seq.) if they are based in the EU or their system is used
within the EU. Professionals deploying high-risk Al have fewer
obligations but must still comply with certain regulations if they
use respective systems within the EU. Minimal-risk Al (Art. 4,
95), such as spam filters, remains mostly unregulated. Further-
more, there are product-specific regulations. If an Al system is
intended to interact with humans, for instance, providers must
ensure that users are aware of the Al (Art. 50 (1)). For sys-
tems that generate content, they have to ensure that output is
marked as generated in a machine-readable format (Art. 50 (2)).

Providers of general-purpose AI (GPAI) must provide technical
documentation, implement a policy to respect copyright rules,
and provide a summary about the training data (Art. 51 et seq.).
GPAI models with an open license only need to meet copyright
and data disclosure requirements unless they pose a systemic
risk. A systemic risks is presumed when the cumulative amount
of compute used for training is greater than 10>> FLOPs. Any
GPAI considered a systemic risk, open or closed, must undergo
testing, report incidents, and ensure cybersecurity measures.
Non-compliance with the obligations of the Al Act can result
in fines up to 7% of global turnover or €35 million (Art. 99).

4 Unacceptable-risk Al Systems
Prohibited

Examples: Manipulative systems, social scoring,
some biometric identification systems

High-risk Al Systems
Conformity assessment
Examples: Safety-critical systems, consumer credit-

i

3 worthiness, employment, workers’ management
=
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§ Examples: Video games, spam filters /4
+ “Social” Al Systems
Transparency obligations
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Technical documentation and information {{\ng
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(2) displays significant generality, 2

(3) can be used for a variety of downstream tasks

Fig. 3. Risk-based classification of Al systems and certain Al systems, which
we characterize as “’social” (Art. 50) and General-purpose Al (GPAI).

2.5. General Data Protection Regulation (GDPR)

The GDPR governs the processing of personal data. It ap-
plies to companies with a presence in the EU and outside the
EU that operate in the European market and process the per-
sonal data of EU citizens (Art. 2, 3). Personal data refers to
”any information relating to an identified or identifiable natural
person” (Art. 4 (1)), including names, e-mail addresses, pho-
tographs, and online behavior. Processing means every opera-
tion that is performed on personal data (Art. 4 (2)), most notably
in its collection, storage, and sharing. Personal data must only
be processed on a legal basis, which can be explicit, informed
consent, contractual necessity (the processing required to ful-
fill a contract with the individual), legal obligations (there is a
legal requirement to process the data), or legitimate interests
(where the processing has to be appropriate, necessary, and bal-
anced against the rights of the individual), among others (Art.
6). Non-compliance can be sanctioned with fines up to 4% of
global turnover or €20 million (Art. 83).
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2.6. Directive on Copyright in the Digital Single Market

In contrast to Al safety and data protection law, which are
governed directly by EU regulations, copyright law is a matter
of the member states. However, the Directive on Copyright in
the Digital Single Market has harmonized certain aspects. Most
importantly, it mandates member states to implement copyright
exceptions for text and data mining, defined as “any automated
analytical technique aimed at analyzing text and data in digital
form in order to generate information which includes but is not
limited to patterns, trends, and correlations” (Art. 2 (2)). Repro-
ductions and extractions of lawfully accessible works have to be
made legal as long as the right to do so has not been expressly
reserved by their rightsholders in an appropriate manner, such
as machine-readable means” (Art. 4 (3)). In the case of research
organizations, however, such a reservation shall not preclude
the copyright exception (cf. Art. 3).

3. Legal Implications

Concerning the legal requirements for VLFMs in the EU,
a distinction can be made between developing and deploy-
ing models. During development, which typically involves the
compilation of large multi-modal datasets for model training,
data protection law (GDPR) and copyright law are of inter-
est (s. Sec. 3.1). According to the current state of the debate,
they also come into play when pre-trained models are used
(s. Sec. 3.2). While copyright law is directly relevant during
web crawling, crawling internal databases, which often include
customers’ data, can be directly prohibited through initial con-
tracts on the job that produced the respective data. Regarding
the practical use of the trained models in industrial applications,
product safety law (AI Act) has to be considered (s. Sec. 3.3).

3.1. Compilation of Multi-modal Datasets

Datasets have to be compiled both for training VLFMs en-
tirely “from scratch” and fine-tuning them. If data is collected
internally, data protection law becomes relevant (s. Sec. 3.1.1).
In industrial applications, contractual obligations may also limit
the usability of internal data; this, however, is a question of in-
dividual contractual relationships. If publicly available data is
crawled from the internet, which is typically done for the task-
independent pre-training of VLFMs, copyright law can impose
additional limitations (s. Sec. 3.1.2). The data-related obliga-
tions imposed on providers of GPAI models by the Al Act have
already been pointed out (s. Sec. 2.4). GPAI refers to a model
“that displays significant generality and is capable of compe-
tently performing a wide range of distinct tasks [...] and that
can be integrated into a variety of downstream systems”. Con-
sequently, VLFMs will generally constitute GPAIL It should,
however, be kept in mind that the definition in Art. 3 (63) ex-
cludes Al models that are used for research, development or
prototyping activities before they are placed on the market.”

3.1.1. GDPR

The GDPR comes into play once personal data is processed
(s. Sec. 2.5). This can easily be the case if massive amounts
of textual data are crawled for general pre-training and, e.g.,
e-mail addresses are unintentionally stored in the process. Re-
garding fine-tuning, images taken inside a company’s premise,
e.g., for an action recognition task, may contain employees’
faces or specific body characteristics. Although most data
points will typically represent non-personal data, the GDPR
applies to the whole dataset as long it is not possible to make a
clear distinction between both and process them separately.

The legal basis (Art. 6 (1)) for data processing in the context
of the training of VLFMs may, in particular, be consent (lit.
a) or the necessity to process personal data “for the purposes
of the legitimate interests pursued by the [data] controller or
by a third party, except where such interests are overridden
by the interests or fundamental rights and freedoms of the
data subject” (lit. f). While getting consent is not practical in
the case of personal data gathered via web crawling, it may
constitute a viable option regarding internal data. However,
if employees’ personal data is going to be used, the workers*
representatives typically negotiate strict rules on its processing.
Additionally, the possibility of withdrawing consent at any time
(Art. 7 (3)) creates considerable legal uncertainty. Therefore,
relying on (lit. f) seems advisable in both cases. Accordingly,
the processing must be necessary to serve a legitimate interest,
and the interests or fundamental rights and freedoms of the
data subjects must not outweigh the legitimate interests of the
controller or a third party on a case-by-case basis.

The legitimate interests of the controller can include non-
commercial and commercial interests. If the pre-trained VLFM
is made available to the general public, as it is often the case
with FMs, an interest in the information and education of the
general public may constitute an additional legitimate interest.
The necessity of data processing presupposes that legitimate in-
terests cannot be achieved with less intrusive measures. In ad-
dition to questions of possible anonymization of training data,
the processing of personal data must thus be reduced to the ex-
tent necessary for effective training. Factors to be considered in
the case-based balancing of interests include the type and scope
of processing, the type of data, the degree of transparency vis-
a-vis the data subjects or the implementation of technical and
organizational measures by the controller to uphold the prin-
ciples laid out in Art. 5 (1). Here, it must be kept in mind
that data collection via crawling, e.g., vast amounts of non-
structured internal documents or the web, is neither transparent
(lit. a) nor does including such data in a potentially distributed
dataset preserve confidentiality (lit. f). Furthermore, the training
of VLFMs, which are initially open in terms of their application
scope, may also conflict with the principle of data collection for
specified and explicit purposes (lit. b). Since those points relate
to all FMs, the advice given by legal scholars in the broader
context of FMs is relevant. They put particular emphasis on a
robust data governance process, which should also take into ac-
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count the requirements for training, validation, and test data of
high-risk Al systems, as laid out in the Al Act (Art. 10 (2)), if
applicable [14]. How such a process should look like in practice
to reliably outweigh the data subjects’ rights remains, however,
an open question.

3.1.2. Directive on Copyright in the Digital Single Market
Since copyright law is determined by the legislation of
the EU’s member states, regulations diverge. Nevertheless, a
shared key objective is to ensure that authors receive appropri-
ate compensation for the commercial use of their work. This
requires provisions that determine the eligibility of a work for
protection, its attribution to an author, and rights that protect
the author against unauthorized exploitation. The lawful use of
copyrighted work is typically achieved via authorization, often
in exchange for money. However, statutory exceptions may
permit the use of copyrighted work even without the author’s
authorization. For the training of VLFMs, an exception for
data mining is of interest. Conveniently, such an exception is
the subject of the Directive on Copyright in the Digital Single
Market and, therefore, must be adopted by all member states.

Art. 2 (2) defines “’text and data mining” as “any automated
analytical technique aimed at analyzing text and data in digital
form in order to generate information which includes but is not
limited to patterns, trends, and correlations”. Art. 4 (3) states
that ”’[t]he exception [...] shall apply on condition that the use of
works [...] has not been expressly reserved by their rightholders
in an appropriate manner, such as machine-readable means
in the case of content made publicly available online”. Art. 3
provides a similar exception for “research organisations and
cultural heritage institutions” (defined in Art. 2 (1, 3)), which,
notably, does not contain a condition like the one of Art. 4
(3). Broadly speaking, it can thus be stated that text and data
mining is generally permitted for commercial purposes as
long as the copyright holder does not opt-out. In the case of
collection for scientific research, opt-outs are not possible.

The EU’s first major court case dealing with data mining for
the purpose of Al training recently took place in Germany. A
photographer filed a lawsuit against a nonprofit organization fo-
cused on advancing Al research by providing open datasets for
model training, including billions of image-text pairs. Among
the images was one that belonged to the claimant. He had used
a website for distribution which explicitly prohibited the use
of “automated programs”. The court had to decide whether the
exceptions for text and data mining, adopted in § 44b (— Art.
4) and § 60d (— Art. 3) of the German ’Urheberrechtsgesetz’
(UrhG), protected the nonprofit of copyright infringement. It
denied a copyright infringement based on § 60d UrhG (— Art.
3), as it deemed the compilation of a dataset for the subsequent
generation of new knowledge to classify as scientific research.
More interestingly, however, the court advocated for a broad
interpretation of “machine-readable” (§ 44 (3) — Art. 4 (3)).
It hinted that, depending on the circumstances of the case and
the technical development at the time, opt-outs formulated in

natural language and placed on a website can be sufficient.

As national laws based on the directive are supposed to be
interpreted uniformly within the EU, the ruling is of great im-
portance. Nevertheless, as the German court did not refer any
of the issues raised to the ECJ, other courts may diverge from
its assessments. Regarding the collection of data for the training
of VLFMs in Europe by commercial providers who cannot rely
on the broader exception based on Art. 3, it suggests that crawl-
ing in compliance with “robots.txt” files can become problem-
atic. Rather, the text of the web pages should be checked for
exclusions using NLP methods currently deemed SOTA. This
significantly slows down the collection of training data.

3.2. Problem: Pre-Trained Models

We have stated that pre-training is problematic from a legal
point of view because the reliance on heavy web crawling can
easily lead to the inclusion of protected works and/or personal
data. Consequently, one could assume that responsibility for
data protection and copyright law can be eliminated if models
are not pre-trained in-house, but existing models are only fine-
tuned on smaller, task-specific datasets. However, even if those
datasets are carefully compiled and do not include protected
works nor personal data, the sole usage of a model that was
trained on problematic data might result in legal responsibil-
ities. Since overparametrized neural networks like VLFMs are
able to reproduce training data (which was highlighted by train-
ing data extraction attacks, see [15]) and must therefore, albeit
often in compressed form, store it. Legal scholars and data pro-
tection authorities have argued that both copyright law [16] and
the GDPR [17] have to be considered when pre-trained mod-
els are distributed, copied, or used. In both legal areas, these
assessments are contested [18, 19]. Given the absence of court
rulings, this, nevertheless, adds legal uncertainty even if previ-
ously pre-trained (or fully fine-tuned) models are employed.

3.3. Practical Application of VLFMs

When fine-tuned VLFMs are employed for practical appli-
cations, providers and deployers should pay attention to the Al
Act. Since VLFMs can be adapted towards various downstream
tasks, the individual risk level must be determined in light of
the use case (s. Sec. 3.3.1). While certain systems are generally
prohibited (Art. 5), high-risk Al forms the centerpiece of the
regulation (s. Sec. 3.3.2). Since VLFMs may be used to interact
with workers directly and can generate artificial content, they
are also subject to the requirements of Art. 50 (s. Sec. 2.4).

3.3.1. Risk Level Assessment

As per to Art. 6 (1), a high-risk Al system exists if two con-
ditions are met. Firstly, the Al system must be used as a safety
component of a product listed in Annex I or be such a prod-
uct itself. Secondly, the relevant EU product safety regulations
must stipulate that a third-party conformity assessment must be
carried out for the product. In the scope of tangible manufactur-
ing steps, vision-based safety systems are of particular concern,
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rather than VLFMs assisting in in-tangible processes, e.g., de-
sign engineering. The second category of high-risk Al systems
(Art. 6 (2)) refers to stand-alone Al systems that pose a high
risk to health, safety, or fundamental rights. If Al systems are
intended to be used in an area listed in Annex III of the AI Act,
which includes critical infrastructure, they are also considered
to be high-risk.

3.3.2. High-Risk Al

The core safety requirements of the AI Act are imposed on
high-risk Al They include risk management, data governance,
technical documentation, record-keeping, transparency, human
oversight, as well as general accuracy, robustness, and cyberse-
curity (Art. 8—15). As per Art. 16, these primarily address the
providers, who are to ensure compliance with the requirements
by means of a quality management system, documentation, and
logs (Art. 16-19). However, the Al Act also obligates importers,
distributors, and deployers. As per Art. 26, deployers must
ensure that the systems are used as intended and with sufficient
human supervision, that input data is relevant and sufficiently
representative given the purpose, and that logs are kept. Very
relevant for industrial applications is Art. 26 (6): before using
high-risk Al at the workplace, “deployers who are employers
shall inform workers’ representatives and the affected workers
that they will be subject to the use of the high-risk Al system.”

For the enforcement of the requirements, the Al Actrelies on
a decentralized approach. The providers generally subject their
systems to a conformity assessment based on internal control
in accordance with Art. 43 (1) (lit. a) in conjunction with An-
nex VI. For VLFMs in industrial applications, the internal con-
trol and documentation obligations may be included into pre-
existing quality management systems. Optionally, providers
can also choose the external conformity assessment procedure
with the involvement of a notified body described in Art. 43 (1)
(lit. b) in conjunction with Annex VII of the AI Act. The latter
is currently only mandatory for systems operating with biomet-
ric data (Annex III No. 1). Deployers establish and document a
post-market monitoring system (Art. 72) and, according to Art.
26 (5), inform the provider/distributor and surveillance author-
ity when necessary.

4. Conclusion and Outlook

The EU’s legal framework imposes relatively strict copyright
and data protection guardrails for the training of VLFMs. Web
crawling, which becomes necessary if models are trained ’from
scratch,” is especially problematic. However, fine-tuning may
also raise concerns regarding the GDPR. Greater legal certainty
is urgently needed and will hopefully be provided by upcoming
court decisions. As of now, developers should use NLP to scan
for opt-outs during crawling (1) and limit the use of personal
data via data governance policies (2).

Since VLFMs are GPAI models, the requirements laid out
in Art. 51-56 of the AI Act have to be taken into account.
Given that fined-tuned models will often be intended to inter-
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act with humans and can generate content, the transparency re-
quirements of Art. 50 (1, 2) are relevant as well. Depending on
the specific use case, VLFMs may constitute high-risk Al If so,
this results in extensive safety requirements (Art. 8—15).

Larger corporations often possess organizational frame-
works to ensure compliance with various regulations. These
existing structures can be extended to monitor and enforce the
regulatory compliance for high-risk Al In contrast, small and
medium-sized enterprises are more reliant on clear standards
and guidelines that set out concrete compliance measures for
the practical use of Al. These are currently lacking.
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