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Abstract

Missing interoperability is one of the major challenges limiting the applica-
tion and innovation of blockchain technology. Many blockchain networks
operate in isolation and cannot seamlessly interact with other blockchains.
Consequently, users and applications are bound to a single blockchain ecosys-
tem and cannot benefit from the recent advancements of the consistently
evolving blockchain landscape. Unfortunately, existing blockchain interoper-
ability solutions are resource-intensive or require tailored solutions for specific
blockchains. Hence, there is a strong need to bridge the gaps between differ-
ent blockchains by establishing lightweight and flexible solutions for cross-
blockchain communication and creating application-level cross-blockchain
protocols to foster a more connected and efficient blockchain landscape.

Therefore, this thesis presents our recent advances in blockchain interop-
erability, including novel approaches for cross-blockchain communication,
token transfers, and smart contract calls. We propose two cross-blockchain
oracles with different off-chain aggregation mechanisms based on thresh-
old signatures and Zero-Knowledge Succinct Non-interactive Arguments of
Knowledge (zk-SNARKs). Additionally, we integrate blockchain technology
directly into a Distributed Key Generation (DKG) protocol to improve trans-
parency and add accountability and crypto-economic incentives to encourage
honest behavior. Further, we present two cross-blockchain token transfer pro-
tocols operating on different blockchain layers and introduce a framework for
asynchronous cross-blockchain smart contract calls providing the foundation
for cross-blockchain Decentralized Applications (DApps).
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1
Introduction

Over the past decade, blockchain technology has emerged as the key driver
of Web 3.0 due to its decentralized nature [HJM+23]. A blockchain acts as a
decentralized ledger that records transactions across a peer-to-peer network
of nodes, ensuring integrity, decentralization, immutability, pseudonymity,
and other key features. While blockchains still primarily form the back-
bone of many cryptocurrencies, e.g., Bitcoin [Nak08], recent advancements
in blockchain technology have increased interest in other application areas
such as healthcare [HKG+20], supply chain management [KFP19], the Internet
of Things (IoT) [FF18], and others [SHM+22]. These advancements include,
amongst others, the introduction of smart contracts in the second generation
of blockchains, such as Ethereum [Woo14]. Smart contracts are determin-
istic programs stored on a blockchain and provide the means for creating
Decentralized Applications (DApps). These applications do not depend on a
centralized server but on a blockchain network.

While the rapid progress and constant development in blockchain technol-
ogy have led to novel solutions that offer additional functionalities and other
useful properties, they also resulted in a fragmented ecosystem [SSFB19]. Each
application area has specific requirements that a single blockchain often cannot
fulfill. Therefore, research and industry tend to create new blockchains tailored
to specific use cases and requirements. Unfortunately, interoperability is often
not considered when designing or implementing new blockchains [BVGC21;
WWC23]. While some blockchains provide interoperability [Woo16; KB20;
Fou22], most are closed systems that can not interact with external systems,
e.g., web applications or other blockchains. Therefore, users who use a par-
ticular blockchain face considerable obstacles in using multiple or migrating
to other blockchains, often resulting in vendor lock-ins, where a user is stuck
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1 Introduction

in its initially selected blockchain. However, using different blockchains that
offer new, unique capabilities, security guarantees, or applications is often de-
sirable. Additionally, smart contracts deployed on a blockchain can only alter
the state of its hosting blockchain and can not interact with smart contracts on
other blockchains, limiting innovation, cooperation, and functionality since
applications built on top of different blockchains are hard to integrate with
each other.

Establishing interoperability between different blockchains allows for the
creation of cross-blockchain DApps, facilitating the reuse of existing projects
and collaboration [WWC23]. Additionally, interoperable blockchains enable
users and developers to select from various blockchain platforms, choosing the
one that best suits their specific needs. Multiple organizations using different
blockchains can seamlessly integrate their systems, building upon intercon-
nected blockchains to cooperate. Further, connecting different blockchains
allows users to freely transfer their tokens to other blockchains without com-
mitting to a specific blockchain to use novel features and applications of
multiple blockchains.

While research and development have already led to better interoperabil-
ity between blockchains, there are problems that still need to be solved.
Current blockchain interoperability solutions most prominently include no-
tary schemes, blockchain relays, and blockchains of blockchains [BVGC21;
WWC23]. A notary scheme or oracle is a trusted entity or group of entities
that acts as a bridge between two blockchains. The oracle retrieves data
from a source blockchain, attests to the data’s correctness, and submits it to
a target blockchain [SSSS21]. Blockchain relays are usually smart contracts
that act as light clients to verify the rules of the source blockchain within the
target blockchain [FSS+20; WD22]. Blockchains of blockchains, such as Polka-
dot [Woo16] and Cosmos [KB20], form a network where a main blockchain
connects multiple blockchains, which can access the main chain to verify the
connected blockchains. While these solutions provide the means to enable
interoperability between heterogeneous and homogenous blockchains, they
exhibit different advantages and disadvantages.

Blockchain relays and blockchains of blockchains often require tailored
solutions for each blockchain since many blockchains use different consen-
sus mechanisms, governance, tokenomics, security, and programmability.
These restrict the flexibility of many blockchain interoperability solutions,
making them hard to maintain. Further, these solutions are usually very
heavyweight, i.e., the resource overhead associated with their usage is very
high and constitutes a major obstacle to applying these solutions in real-world
settings. Cross-blockchain oracles, on the other hand, are more flexible and
lightweight but less decentralized. While cross-blockchain oracles already
provide more flexibility and have less resource overhead, there is still potential
to improve the cost-efficiency of aggregation mechanisms by using verifiable
off-chain computations. Therefore, there is a strong need to create lightweight
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cross-blockchain protocols, including cross-blockchain communication and
higher-level protocols built on top, including protocols for cross-blockchain
token transfers and smart contract calls.

For that, it is necessary to move computation and storage off-chain using
various cryptography constructions. More specifically, applying threshold
cryptosystems [Des94] and Zero-Knowledge Proofs (ZKPs) [GMR19] is a
promising approach to creating more efficient cross-blockchain protocols. By
moving computation and storage off-chain, the protocols consume fewer
blockchain resources, leading to lower transaction fees [KSF+21]. More specif-
ically, ZKPs allow for verifying arbitrary computations [GMW91; PHGR16].
Hence, it is possible to execute certain parts of cross-blockchain protocols
off-chain, while a smart contract only needs to verify a small proof to verify
the computations’ correctness. These mechanisms are commonly utilized in
Layer 2 blockchain scaling solutions. These solutions are constructed on top
of Layer 1 blockchains, i.e., the core protocol, to reduce the network load,
enable faster transaction processing, and lower costs. Additionally, thresh-
old cryptosystems allow for distributing trust among a group of entities to
create digital signatures, e.g., threshold signatures, while the verification com-
plexity does not increase with the group size. This property is particularly
useful when the verifier is a smart contract to decrease the costs of transaction
execution.

In this thesis, we present our contributions to advancing blockchain inter-
operability. More specifically, we present cross-blockchain communication
mechanisms using oracles. A cross-blockchain oracle enables two blockchains
to exchange arbitrary data. A committee of oracle nodes attests to the integrity
of the exchanged data by executing a voting mechanism and aggregating the
results. We propose two different aggregation mechanisms for the oracles
using threshold signatures and Zero-Knowledge Succinct Non-interactive
Arguments of Knowledge (zk-SNARKs) to move most of the computations
off-chain, which reduces the costs of executing the smart contracts. After that,
we present two cross-blockchain token transfer protocols that rely on the afore-
mentioned cross-blockchain communication mechanisms. First, we define the
requirements of cross-blockchain token transfers and design a protocol using
Layer 1. Second, we design another cross-blockchain token transfer protocol
that can execute the same steps on Layer 2, which is more cost-efficient. We
also present a framework for asynchronous cross-blockchain smart contract
calls that allows two smart contracts deployed on different blockchains to call
each other’s functions and retrieve the results. Finally, we explore blockchain-
based Distributed Key Generation (DKG) to improve the integration of a DKG
protocol in our first oracle solution, which uses threshold signatures. For each
contribution, we provide the respective research paper in this thesis.
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1 Introduction

Structure

The remainder of this thesis is structured as follows:

Part 1: Introduction. The remainder of Part I provides an introduction to
blockchains and blockchain interoperability. Further, we give an overview of
the research directions, underlining the importance of this field.

Part 2: Contributions. In Part II, we delve into the novel contributions of this
work. Moreover, we provide a comprehensive overview of the state-of-the-art
and highlight the distinctive aspects of our research findings.

Part 3: Blockchain Interoperability. In the final Part III, we present our
original research papers. These papers cover cross-blockchain communication
with oracles, token transfers, smart contract calls, and blockchain-based DKG.
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2
Preliminaries

This section presents the general concept of blockchain technology, includ-
ing blockchain basics, types, consensus mechanisms, and smart contracts.
Additionally, we discuss blockchain interoperability.

2.1 Blockchain Technology

This section provides a general introduction to blockchain technology and
lays the foundation for understanding the background for the included re-
search papers. Initially, we explain blockchain basics and the categorization
of blockchains. Afterward, we discuss consensus mechanisms and smart
contracts.

2.1.1 Blockchain Basics

Blockchain technology is an emerging technology that allows for creating a
decentralized online ecosystem, moving the Internet closer to Web 3.0. The
first blockchain application was Bitcoin [Nak08], a cryptocurrency that does
not rely on a trusted third party. A blockchain is a distributed ledger of
transactions managed by a peer-to-peer network of nodes maintaining a
shared state. Additionally, the term blockchain refers to the underlying data
structure used to store the ledger. Each node in the network stores a copy of
the ledger and runs a consensus mechanism to reach an agreement on the
network’s current state. The nodes store the ledger’s state using a linked list of

7



2 Preliminaries

Block n-1 Block n Block n+1

Header

Body

Tx 2

Prev. Hash

Merkle Root

Timestamp

Tx 1

...

...

Header

Body

Tx 2

Prev. Hash

Merkle Root

Timestamp

Tx 1

...

...

Header

Body

Tx 2

Prev. Hash

Merkle Root

Timestamp

Tx 1

...

...

Figure 2.1: Basic blockchain structure.

blocks connected by hash pointers, which connect each block to its predecessor
until the genesis block, i.e., the first block of the blockchain.

A block consists of a block header and body (see Fig. 2.1). The block header
usually includes crucial information for the network’s operation and security,
such as the previous block hash, Merkle root of transactions, timestamp, and
consensus-specific parameters. The body of a block contains the transactions
selected by the block proposer during block creation. The transactions describe
specific actions to advance the state of the blockchain and generally consist of
a sender, receiver, amount of cryptocurrency, and additional data depending
on the underlying blockchain. Each transaction included in a block is stored in
a Merkle tree where the corresponding Merkle root is part of the block header.
The application of Merkle trees for storing transactions enables the efficient
inclusion verification of transactions in a block.

Blockchains exhibit many valuable properties, including immutability,
pseudonymity, transparency, decentralization, and security [GY22]. The hash
pointers ensure that altering the data stored in a blockchain is infeasible as
long as the cryptographic hash functions remain secure and sufficient network
participants follow the consensus protocol. Changing the data in a block
requires altering all subsequent blocks since a slight change in data already
results in a completely different hash value.

Further, participants in the network can generate new identities simply by
creating new public-private key pairs under which the participants operate,
not directly tied to real-world identities. Privacy-preserving blockchains even
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2.1Blockchain Technology

allow for complete anonymity by breaking the link between senders and
receivers of transactions, preserving the users’ privacy [BCR+19].

Further, every participant in the network can view the whole state of the
blockchain, allowing everyone to audit transactions and increasing trust in the
system. Most blockchains are also decentralized, whereby the degree of decen-
tralization varies depending on the blockchain. This decentralization removes
the necessity of a trusted third party, removing the potential risks of a single
point of failure and increasing the resilience against specific attacks. Finally,
blockchains apply multiple cryptographic primitives, such as cryptographic
hash functions and digital signatures, which ensure the system’s security by
preventing tampering with and ensuring the stored data’s integrity.

2.1.2 Blockchain Types

Blockchains constantly evolve due to the demands of various stakeholders
in different application domains [BKN+21]. Currently, blockchains can be
roughly categorized into the following categories: public, private, consortium,
and hybrid blockchains. These categories mainly differentiate blockchains
based on who is allowed to participate in the system.

Public blockchains such as Bitcoin and Ethereum allow anyone to join the
network and participate in executing the protocol. They usually exhibit a high
degree of decentralization and enable everyone to view the current state of the
blockchain. On the other hand, private blockchains are managed by a central
authority and often used by organizations where trust, privacy, and confi-
dentiality are important [ABB+18]. Private blockchains are not decentralized
but provide better performance. Consortium blockchains are similar to pri-
vate blockchains but are used by multiple mutually distrustful organizations
that want to distribute trust. Only a group of pre-selected participants are
authorized to create new blocks and view the state of the blockchain. Finally,
hybrid blockchains combine public, private, or consortium blockchains, where
organizations can set up a private or consortium blockchain alongside a public
blockchain to profit from the advantages of both networks.

While this rough categorization of blockchains is a starting point, they
also differ in other aspects, such as consensus mechanism, governance, pro-
grammability, speed, and cost-effectiveness [ASZ22]. Each of these properties
holds varying degrees of relevance across industries and application areas.
In this work, our primary focus is on blockchain interoperability solutions
for public blockchains. This choice is driven by the complexity of preserving
properties like decentralization and security in such environments.

2.1.3 Consensus

An integral part of blockchains is the applied consensus mechanism. The
participants must reach a consistent shared state, i.e., maintain the canonical
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2 Preliminaries

blockchain in the peer-to-peer network [WHH+19] under the condition of
Byzantine failures [CL02]. The two major consensus mechanisms applied
nowadays are Proof of Work (PoW) and Proof of Stake (PoS), which are used
by Bitcoin [Nak08] and Ethereum [Woo14], respectively.

In PoW, the participants must spend considerable computational power
to append new blocks to the blockchain [Nak08]. A participant who creates
a new block and wants to append it to the blockchain must solve a cryp-
tographic puzzle. The process of solving this puzzle is also called mining.
Mining requires participants, also called miners, to repeatedly compute a
block’s hash value until it falls below a particular target value defined by the
network’s difficulty parameter. For that, miners change the so-called nonce of
a block to find a hash value that falls below the target. Since cryptographic
hash functions exhibit specific properties [RS04] such as preimage resistance,
second-preimage resistance, collision resistance, and puzzle-friendliness, the
only way to solve this puzzle is by iteratively computing the hash values,
which is computationally very expensive and often requires specialized hard-
ware consuming a high amount of electricity [De 20]. However, miners receive
a monetary reward in exchange for mining new blocks. Hence, the chance of
appending a specific block to the blockchain depends on the miner’s available
computation power. This also means that if a participant can control more
than 51% of the network’s computational power, it has control over the whole
network [GKW+16]. It allows the miner to double-spend, censor transactions,
and reorganize the blockchain. However, executing such attacks is challeng-
ing and expensive, making it hard to execute on well-established blockchain
networks such as Bitcoin due to the high network hash rate.

PoS follows a different approach, which does not rely on the computation
power but on the amount of cryptocurrency a participant locks up as col-
lateral [Sal21]. The amount of staked cryptocurrency is proportional to the
probability of being selected as a block proposer and provides the right to act
as a validator. The block proposer verifies transactions, creates new blocks,
and adds them to the blockchain. In exchange, the block proposer receives
the transaction fees as a reward for creating the block. This process is called
minting or forging new blocks rather than mining since it involves consider-
ably less computational power and electricity. Further, the protocol can hold
misbehaving validators accountable and slash the locked collateral.

The consensus mechanisms used by different blockchain networks play a
crucial role in blockchain interoperability since the applied interoperability
mechanisms depend on the underlying blockchains. Blockchains communicat-
ing with each other must be able to verify each other’s state to determine the
integrity of the transferred data. For that, blockchain interoperability solutions
need to be able to verify the consensus rules of the connected blockchains
to determine if specific data is included and confirmed with overwhelming
probability in the respective blockchains. Hence, it is an essential factor to
consider when designing cross-blockchain protocols.
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2.1Blockchain Technology

2.1.4 Smart Contracts

The second generation of blockchains allows for value transfers between dif-
ferent participants and the execution of smart contracts. Nick Szabo [Sza97]
introduced the concept of smart contracts to create a computerized transac-
tion protocol to execute the terms of a contract automatically. In blockchain
technology, smart contracts are programs stored on the blockchain. The intro-
duction of smart contracts enables the creation of DApps for finance [CB20],
healthcare [HKG+20], the IoT [RMC+18], and others [WOY+19]. With the
help of protocols for cross-blockchain smart contract calls [SSS+23], it is also
possible to create DApps that utilize smart contracts communicating through
the boundaries of multiple blockchains [WWC23].

Participants create transactions to call specific smart contract functions by
providing the necessary call data specifying which function to call and the
parameters. These transactions result in the execution of a smart contract by ev-
ery network node, which needs to reach a consensus on the execution’s result.
Therefore, smart contracts must be deterministic to ensure the consistency of
the ledger’s state among all nodes. Further, different blockchains can provide
various levels of programmability. For example, Bitcoin only provides a stack-
based scripting system [Wik24], while Ethereum offers quasi-Turing-complete
smart contracts [Woo14].

For the execution of smart contracts, Ethereum uses the Ethereum Virtual
Machine (EVM), a stack machine that processes and executes transactions,
including the execution of smart contracts [Woo14]. Developers can write
Ethereum smart contracts using Solidity or Vyper, programming languages
specifically designed for smart contracts. The source code is compiled to EVM
bytecode, i.e., the native code for execution by the EVM. The EVM bytecode
can also be expressed as opcodes, predefined instructions supported by the
EVM.

Executing smart contracts and transactions requires resources from the
participants who execute them. Hence, many blockchains require a fee for
executing transactions to compensate the participants and protect the network
from misuse. The incentive mechanisms and fee structures of blockchains
depend on the underlying blockchains. Ethereum applies the concept of Gas,
which assigns each opcode a specific amount of Gas to measure the computa-
tional power necessary to execute the operation [Woo14]. The transaction’s
sender must pay a fee, considering the computational power required to
execute the transaction.

11
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Legal Interoperability
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G
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Figure 2.2: Interoperability layers according to the European Interoperability
Framework [Com17].

2.2 Blockchain Interoperability

Interoperability refers to a system, device, or application’s ability to interact
seamlessly without further involvement from the user’s side. This ability
has several advantages: increased efficiency, scalability, cost savings, flexibil-
ity, and adaptability. Interoperability encompasses multiple levels, each of
which considers different aspects [Com17]. These four layers include technical,
semantic, legal, and organizational interoperability (see Fig. 2.2). Technical in-
teroperability describes interoperability on the hardware and software levels,
enabling systems to interoperate through a precise specification of standard
interfaces and data formats. Semantic interoperability extends this notion
such that the system must also support the same data structures and schemas.
Further, the system must also understand the meaning of the exchanged data.
Legal interoperability considers the usage of the systems across different ju-
risdictions, e.g., adhering to different regulations regarding the usage and
storage of data. Finally, organizational interoperability ensures that organi-
zations can effectively use a system in different contexts. Our work mainly
focuses on the technical and semantic levels of blockchain interoperability.

Unfortunately, there is no clear definition of blockchain interoperabil-
ity [BVGC21; WWC23]. Hence, we define blockchain interoperability as the
ability of heterogeneous or homogenous blockchain networks to interact and
exchange data through a cross-blockchain communication protocol. This
protocol facilitates direct interactions and verifies the other blockchain’s state,
ensuring integrity, consistency, and security. While existing blockchains, e.g.,
Cosmos [KB20] and Polkadot [Woo16], already provide interoperability with
other blockchains, this is relatively rare when looking at the whole blockchain
landscape. Hence, there is a strong need for blockchain interoperability solu-
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tions to bridge the gaps between different blockchains to enable an Internet
of blockchains [SSFB19]. There is a lack of cross-blockchain communication
protocols that allow for arbitrary data exchange and the protocols built on
top. These protocols include, amongst others, cross-blockchain token transfer
protocols and protocols for executing cross-blockchain smart contract calls.
While the first allows for the transfer of tokens between distinct blockchains,
the latter enables smart contracts deployed on different blockchains to call
each other’s functions directly. Hence, this work follows up on creating
protocols to advance blockchain interoperability while paying attention to
their applicability in the real world.
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3
Research Directions

In this section, we discuss the research directions based on the previously
mentioned shortcomings regarding blockchain interoperability in today’s
blockchain landscape. Initially, we discuss cross-blockchain communication
and follow with a discussion of the higher-level protocols building on top of
it, including cross-blockchain token transfers and smart contract calls. Finally,
we discuss blockchain-based DKG.

3.1 Cross-Blockchain Communication

The foundation of blockchain interoperability lies in the capability to exchange
arbitrary data across different blockchains and coordinate the execution of
transactions using a cross-blockchain communication protocol [BVGC21;
ZAZ+21]. These protocols enable the development of higher-level cross-
blockchain protocols for cross-blockchain token transfers [SSF+23; SLS24]
and smart contract calls [SSS+23]. For that, the involved blockchains rely
on the ability to verify each other’s state to ensure integrity and consistency.
However, since most blockchains operate as closed systems with access
limited to their own states, verifying the state of another blockchain requires a
trusted third party [ZAZ+21]. The trusted third party allows the verification
of the state of the communicating blockchains and attests to the correctness
of the transferred data or execution of transactions. While cross-blockchain
communication requires a trusted third party, it can be decentralized to align
with the decentralized nature of blockchains.

The importance of cross-blockchain communication for enabling blockchain
interoperability led to multiple approaches, including blockchain relays, no-
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tary schemes, blockchains of blockchains, and others [BVGC21]. A major
challenge lies in creating a decentralized, secure, and cost-efficient solution
applicable to real-world scenarios. Unfortunately, many solutions are very
heavyweight and are tailored to specific blockchains since every blockchain
exhibits different consensus mechanisms, tokenomics, governance, and other
properties. An essential factor for cross-blockchain communication is the ap-
plied consensus mechanism since cross-blockchain communication protocols
must be able to verify the state of the other blockchains, including checking
that specific data is included and confirmed with overwhelming probability.
Hence, it is very costly if cross-blockchain communication protocols need to
conduct these checks on-chain, e.g., a blockchain relay that uses a smart con-
tract acting as a light client. While there has already been some effort to create
more lightweight and cost-efficient solutions [FSS+20; WE20; XZC+22], there
is still potential for further improvements in cost-efficiency and flexibility.

This thesis focuses on oracle-based solutions to cross-blockchain commu-
nication since these are less dependent on the underlying blockchains. A
cross-blockchain oracle can act as a bridge between blockchains to transfer
and attest to the correctness of data. These oracles can even be decentralized
to distribute trust among multiple participants and preserve a certain degree
of decentralization concerning the underlying blockchains. Compared to other
solutions, an oracle only needs to conduct the above-mentioned checks off-
chain and create an aggregated result, resulting in a flexible and lightweight
approach to cross-blockchain communication.

3.2 Cross-Blockchain Token Transfers

Cross-blockchain token transfers are a particular aspect of blockchain inter-
operability, allowing users to transfer tokens to another blockchain [SSF+23].
Currently, users are, for the most part, only able to use their tokens on one
particular blockchain, i.e., users can only exchange value on the blockchain
hosting the token contract and not use any Decentralized Finance (DeFi) ap-
plications based on other blockchains. While atomic swaps [Her18] allow the
decentralized exchange of tokens between blockchains, this approach does
not constitute actual cross-blockchain token transfers since atomic swaps only
exchange tokens in an atomic and trustless manner while the respective to-
kens remain on their blockchains. Further, atomic swaps always require a
counterparty willing to exchange tokens. Another way to exchange tokens is
through centralized exchanges. However, these contradict the main design
philosophy of blockchains, which is complete decentralization. Hence, there
is a strong need for cross-blockchain token transfer protocols to enhance liq-
uidity, improve efficiency, and provide users access to diverse ecosystems.
While there are already some attempts by research and industry to realize
cross-blockchain token transfers [ZHL+19; PBHM20], there is still potential
for improvement.
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Ideally, cross-blockchain token transfers enable users to freely choose which
blockchain they want to hold and use their assets. Users should not be tied
to particular blockchains and should be able to hold different denominations
of their tokens on multiple blockchains at the same time. If a new blockchain
technology emerges and offers novel features, users should be able to transfer
their tokens to this new blockchain, taking advantage of the novel capabil-
ities. Several aspects play a critical role when transferring tokens between
blockchains, such as consistency, security, decentralization, and cost-efficiency.
Within this work, we explore different approaches to transferring tokens be-
tween blockchains while also preserving decentralization. Hereby, we focus
on creating cross-blockchain token transfer protocols based on our previously
mentioned cross-blockchain oracles. Additionally, we investigate the applica-
tion of Layer 2 scaling solutions, such as rollups, to enhance the cost-efficiency
of these transfers.

3.3 Cross-Blockchain Smart Contract Calls

Most blockchains are closed worlds with no capability to interact with external
systems, including other blockchains. This restriction prevents more complex
interactions between smart contracts deployed on different blockchains, e.g.,
cross-blockchain smart contract calls, since a smart contract can only modify
its state on the hosting blockchain. Further, a smart contract can only be
called by other smart contracts on the same hosting blockchain. The lack of
possibilities to coordinate and ensure the consistency of smart contract calls
across blockchains is a major problem. A cross-blockchain smart contract call
protocol enables smart contracts hosted on different blockchains to call each
other’s functions and retrieve the execution result [SSS+23]. These protocols
enable the creation of cross-blockchain DApps, which can utilize different
smart contracts across multiple blockchains. Further, it allows developers
to use the best blockchain for specific requirements and fosters code reuse.
Cross-blockchain smart contract calls require further attention by research to
improve on the shortcomings of already existing protocols. Many protocols
rely on several trusted intermediaries to allow synchronous cross-blockchain
smart contract calls [NSSB21; RR21]. Unfortunately, these protocols do not
provide the necessary abstractions and only allow conducting synchronous
cross-blockchain smart contract calls.

Therefore, we rely on blockchain relays for communication between
blockchains to realize a framework for cross-blockchain smart contract calls.
For that, we explore concepts from computer networks, such as Remote
Procedure Calls (RPCs) for the application within blockchains. The smart
contracts can call each other through stub contracts which abstract cross-
blockchain communication and a standard message format for exchanging
call and reply messages. Such a framework allows developers to create
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cross-blockchain DApps without focusing on the underlying mechanisms to
execute cross-blockchain smart contract calls.

3.4 Distributed Key Generation with Smart Contracts

DKG protocols allow multiple participants to generate a shared secret key,
which can be used for threshold cryptosystems [Ped91]. Threshold cryptosys-
tems play a very important role in blockchain technology as these systems
divide the ability to, e.g., create digital signatures or encrypt and decrypt
messages among a group of participants. A predetermined threshold number
of participants need to collaborate to execute cryptographic operations. Dis-
tributing trust among multiple participants reduces the risks of relying on a
central authority. Hence, threshold cryptosystems exhibit great potential in the
application within blockchain networks, e.g., voting in consensus mechanisms
where a threshold number of participants need to collaborate to verify and
sign a new block [KMS20].

Naturally, these properties are also beneficial in cross-blockchain communi-
cation protocols using oracles where multiple participants must aggregate the
retrieved data and attest to its correctness. A DKG protocol allows a committee
of oracle nodes to generate a shared private key to create threshold signatures
attesting to the data’s integrity and submit it to the blockchain [SSSS21]. A
smart contract on the blockchain can then verify the threshold signature to
check that a threshold number of participants agree on the transferred data.
However, a major problem is the execution of the DKG as the resulting public
key must be available to the smart contract verifying the signature. Since
the participants execute the DKG protocol off-chain, this requires additional
measures to make the public key available to the smart contract. Hence,
there is a need for a DKG protocol based on smart contracts where the smart
contract has direct access to the resulting public key on-chain while simul-
taneously augmenting the DKG with crypto-economic incentives to ensure
honest behavior. There are few attempts to create DKG protocols based on
blockchains [SJSW19; SRMH21], introducing a considerable overhead through
smart contracts. Therefore, exploring blockchain-based DKG protocols that
use verifiable off-chain computations, e.g., through the application of ZKPs, is
promising to reduce the costs.
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3.5 Research Questions

Following the previously discussed research directions, we summarize the
following research questions answered in this thesis:

RQ1: How can we utilize blockchain oracles to communicate arbitrary data
between different blockchains to provide a foundation for higher-level
cross-blockchain protocols while preserving decentralization?

RQ2: How can we transfer tokens between different blockchains in a decen-
tralized and cost-efficient way?

RQ3: How can we realize smart contract calls across the boundaries of different
blockchains to create decentralized cross-blockchain applications?

RQ4: How can we integrate existing DKG protocols with blockchains to ease
the application in cross-blockchain protocols?
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4
Cross-Blockchain Protocols

This chapter introduces various cross-blockchain protocols. Initially, we
present our contributions to cross-blockchain communication. Then, we dis-
cuss higher-level protocols allowing for cross-blockchain token transfers and
smart contract calls.

4.1 Cross-Blockchain Communication

There are several solutions available for facilitating cross-blockchain com-
munication. These solutions, for the most part, consist of blockchain re-
lays, notary schemes, and blockchains of blockchains. Blockchain relays
use a smart contract as a light client deployed on a target blockchain. The
smart contract verifies the consensus of the source blockchain to verify that
specific data is included and confirmed with overwhelming probability in
the source blockchain. Currently, multiple relays, e.g., ETH Relay [FSS+20]
or Verilay [WD22], which are relay solutions for Ethereum PoW and PoS,
or relays using zk-SNARKs [WE20; XZC+22] are available. Further, some
blockchains of blockchains including Cosmos and Polkadot, employ their
own cross-blockchain communication protocols. Cosmos uses the Inter-
Blockchain Communication (IBC) protocol [Goe20], and Polkadot uses the
Cross-Consensus Message Format (XCM) with a message-passing protocol.
Additionally, there are also cross-blockchain communication approaches based
on oracles, i.e., notary schemes, including Chainlink [BCC+21] with its Cross-
Chain Interoperability Protocol (CCIP) [Cha21] or other blockchain interoper-
ability frameworks [AAA22]. Furthermore, there are various general oracle
solutions [ABV+18; ARSS20] that connect blockchains with external systems.

23



4 Cross-Blockchain Protocols

These oracles usually distribute trust among a group of oracle nodes, which
execute an aggregation mechanism to submit data to the target blockchain.
The aggregation mechanism can be very costly to execute for a smart contract.
Hence, optimizing the costs of executing the aggregation mechanism by mov-
ing the aggregation mechanism off-chain is essential for creating cost-efficient
cross-blockchain oracles.

In our work [SSSS21], we present a cross-blockchain oracle that bridges
different blockchains using an off-chain aggregation mechanism. The oracle
retrieves arbitrary data from a source blockchain and submits it to a target
blockchain. The oracle follows a decentralized design where a committee
of oracle nodes consisting of an aggregator and multiple validators needs to
collaborate and attest to the integrity of the transferred data.

More specifically, we define that a threshold number of oracle nodes must
agree on whether the data is included and confirmed with overwhelming prob-
ability in the target blockchain before submitting it to the source blockchain.
For that, the oracle nodes execute an off-chain aggregation mechanism based
on threshold signatures to aggregate the different results and only submit
the final result and a threshold signature to the target blockchain. The smart
contract only needs to verify a single signature to verify the correctness of the
submitted results. For that, the oracle nodes need to execute a DKG protocol
to generate a distributed private key such that a threshold number of oracle
nodes need to collaborate to use the private key. Each oracle node only has
its private key share and shared public key to partially sign the retrieved
data from the source blockchain. The validators retrieve the requested data
from the source blockchain, verify that it is confirmed with overwhelming
probability, sign it with their private key share, and send the partial signature
and data to the current aggregator, which rotates based on a round-robin
mechanism. Upon receiving a threshold number of responses with the same
results from validators, the aggregator reconstructs the threshold signature
and submits the result and the signature to the smart contract.

Further, we apply an incentive mechanism to ensure that aggregators and
validators behave honestly, i.e., follow the protocol rules and receive a reward
for contributing since they need to spend a certain amount of resources to
execute the protocol. Therefore, a client needs to pay a fee consisting of a
validator reward and an aggregator reward. However, only the aggregator
submitting the result is rewarded since the threshold signatures do not disclose
which validators contributed to the result. Further, since it is untrusted, the
aggregator can not provide the list of validators. Therefore, an aggregator
gets the aggregator reward and only has a chance of getting the validation
reward. If an aggregator does not get the validation reward, the smart contract
retains the reward, automatically increasing the possible validation reward for
the next submission. Our results show that the oracle can submit data with
almost constant costs independent of the number of oracle nodes and is more
cost-efficient than relay solutions, depending on the request rate. However,
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applying threshold signatures increases complexity by executing a DKG every
time the committee of oracle nodes changes. Further, the anonymity of the
validators that produce partial signatures hinders accountability.

Therefore, we present another cross-blockchain oracle, which strives for
the same functionality of bridging different blockchains but with a different
aggregation mechanism based on zk-SNARKs [SSS24]. Similar to our pre-
vious approach, the oracle relies on a committee of oracle nodes, including
an aggregator and multiple validators. However, instead of storing the com-
mittee’s account data on-chain, the smart contract stores the accounts in a
Merkle tree and only stores the Merkle root. Further, instead of relying on
threshold signatures to ensure that the oracle provides a correct answer, we
apply zk-SNARKs to execute the complete aggregation mechanism, including
signature verification and reward distribution off-chain.

During aggregation, the validators still retrieve the data from the source
blockchain but only create a signature using the Edwards-curve Digital Sig-
nature Algorithm (EdDSA) before sending both to the current aggregator.
After receiving enough responses from validators, an aggregator verifies the
signatures, distributes rewards to each contributing validator, and creates
a zk-SNARK to prove the correctness of these computations. After that, an
aggregator only submits the result, the updated state root, and the proof to
the smart contract. The smart contract verifies the constant-sized proof and, if
it is valid, stores the new state root and data. Otherwise, it does not accept the
submission.

Additionally, the added accountability enables the punishment of misbe-
having validators. An aggregator can create a zk-SNARK proving that a
validator returned a response that deviates from the majority answer to slash
its stake. This mechanism further incentivizes honest behavior. While this
approach does not require executing a complex DKG protocol and enables the
accountability of validators, it requires substantial resources by the aggregator
to generate the proof. Similar to our previous solution, it also requires only
constant submission costs.

4.2 Cross-Blockchain Token Transfers

In the past years multiple cross-blockchain token transfer protocols have
already been proposed. Many of these protocols involve two steps: burn-
ing tokens on the source blockchain and recreating tokens on the target
blockchain. The major difference is how these protocols verify the burn
step on the target blockchains. There are cross-blockchain token transfer
protocols applying notary schemes [NKJ+23], blockchain relays [ZHL+19;
SFS+21], Non-interactive Proofs of Proof of Work (NiPoPoWs) [KKZ20], or
sidechain constructions using zk-SNARKs [GKO20]. Further, many proto-
cols directly change the core blockchain to enable cross-blockchain token
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transfers [VKD23]. Other approaches rely on synchronizing balances across
multiple blockchains rather than burning and recreating the tokens [BSF+19]
or using an auction model [LWM+21]. Many blockchains of blockchains
approaches, e.g., Cosmos [KB20] and Polkadot [Woo16], also support cross-
blockchain token transfers through their underlying cross-blockchain com-
munication protocols. Additionally, atomic swaps [Her18; DH20] also allow
for exchanging tokens across multiple blockchains. However, the tokens
never leave the original blockchains. Unfortunately, many of these works do
not cover all important parts, including the requirements, specification, and
implementation of a cross-blockchain token transfer protocol. Further, explor-
ing Layer 2 blockchain scaling solutions for cross-blockchain token transfers
remains an unexplored approach with the potential to improve cost efficiency.

In [SSF+23], we present a protocol for cross-blockchain token transfers,
which extends our base protocol presented in [SFS+21] by adding transfer
confirmations. The presented protocol allows for transferring digital assets or
tokens, i.e., a representation of value on a blockchain, from a source blockchain
to a target blockchain. For that, we specify the basic requirements of a cross-
blockchain token transfer protocol, including the corresponding design of
such a protocol. The protocol requires two main steps: burning tokens on the
source blockchain and claiming tokens on the target blockchain.

Initially, a user issues a burn transaction, including the recipient, target
blockchain, and token amount, to the source blockchain, which results in the
user’s tokens being burned. After that, a user must submit the corresponding
claim transaction to the target blockchain, including the receiver and the burn
transaction. During the execution of the claim transaction, the token contract
on the target blockchain needs to verify if the burn transaction is included in
the source blockchain and confirmed with overwhelming probability before
recreating the tokens. The protocol relies on a cross-blockchain communication
mechanism to retrieve the block with the respective burn transaction from
the source blockchain. For that, the protocol relies on blockchain relays and
cross-blockchain oracles.

Additionally, the protocol foresees an optional third step where users submit
a confirm transaction on the source blockchain to indicate the successful
recreation of the tokens on the target blockchain, which also requires verifying
that the claim transaction is included in the source blockchain and confirmed
with overwhelming probability. Further, the protocol applies an incentive
mechanism to ensure users execute cross-blockchain transfers completely.
Users finishing orphaned cross-blockchain token transfers receive a share of
the transferred amount of tokens as a reward. While this solution already
provides a lightweight solution to cross-blockchain token transfers, there is
still further potential to reduce the cost overhead from executing the protocol
on Layer 1.

Hence, we propose another cross-blockchain token transfer protocol that
follows similar mechanisms but operates primarily on Layer 2 instead of
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Layer 1 [SLS24]. The protocol applies the concept of zk rollups to move
transaction execution and storage off-chain. Users send transactions to an
operator that executes the transactions locally and only submits a validity
proof, i.e., a zk-SNARK, the updated state root, and transaction data to the
token contract on the source blockchain. After that, the source operator uses a
cross-blockchain communication mechanism to transfer the state information
of the source rollup to the target rollup. An operator of the target rollup
executes the same bundle of transactions, creates a validity proof, and submits
the zk-SNARK, updated state root, and transaction data to the token contract
on the target blockchain.

Additionally, this protocol relies on a different incentive mechanism where
each transaction requires a dynamic fee selected by the user to reward the op-
erators. However, to ensure that operators execute cross-blockchain transfers
completely, both operators can only receive the transaction fees on the target
blockchain. Therefore, the source operator is incentivized only to include
transactions with transaction fees that are high enough to cover the costs
of cross-blockchain communication and the execution of the transactions on
both blockchains. This approach enables dynamic transaction fees without
requiring collaterals or minimal transfer values. Additionally, since the to-
ken contracts deployed on both blockchains only store a single Merkle root
representing the state of the token contract, the protocol supports rollback
mechanisms in the case of possible inconsistencies due to forks. Further, by
conducting most of the computations on Layer 2, we achieve a cost reduction
of 88% for burning and 97% for claiming tokens compared to our previous
solution operating on Layer 1.

4.3 Cross-Blockchain Smart Contract Calls

Although not many works address cross-blockchain smart contract calls, some
do exist. These works include, e.g., solutions based on trusted validators to
enable synchronous cross-blockchain smart contract calls [NSSB21; RR21].
Another solution relies on synchronizing smart contracts across multiple
blockchains using state proofs to create remote counterparts that allow in-
stant read-only cross-blockchain smart contract calls [WK23]. Further, other
approaches offer complete platforms for executing cross-blockchain smart
contract calls, such as HyperService [LXS+19] or appXChain [MSJ+21]. Un-
like these approaches, our solution avoids multiple trusted intermediaries
or additional blockchains, providing necessary abstractions and enabling
asynchronous cross-blockchain smart contract calls while maintaining a high
degree of decentralization.

Therefore, in [SSS+23], we present a novel framework to enable cross-
blockchain smart contract calls inspired by RPC, a well-known concept for
communication between nodes in computer networks. The protocol allows
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smart contracts to asynchronously call functions of other smart contracts
across the boundaries of EVM-based blockchains and receive the execution
results. Further, the framework allows for creating stub contracts that abstract
cross-blockchain communication details. The framework relies on blockchain
relays to communicate the request and reply to messages regarding the stub
contracts. A client contract can seamlessly interact with a server contract
on another blockchain while the transaction sender provides the necessary
information to verify the exchanged messages.

Initially, a user issues a normal transaction to execute the client contract on
the target blockchain. After that, the client contract calls the client stub to call a
function of the server contract on the target blockchain. The client stub creates
the request message and stores it on the source blockchain. Then, relayers
transfer the request message by submitting the respective block headers to
the relay contract on the target blockchain. Then, the transaction sender can
trigger the execution of the cross-blockchain smart contract call on the target
blockchain and the proof. The server stub on the target blockchain calls the
relay contract to verify the request message, calls the server contract, and
stores the response message with the result. Finally, the transaction sender
calls the client stub on the source blockchain, providing the response message
with the respective proof. The client stub verifies the response message using
the relay contract and calls the callback function. Further, the protocol applies
an incentive mechanism to ensure the complete execution of a smart contract
call. Each user wanting to issue transactions resulting in cross-blockchain
smart contract calls must place collateral. Other users can finish orphaned
cross-blockchain smart contract calls and receive part of the collateral as a
reward. Our results show that using blockchain relays for cross-blockchain
smart contract calls introduces a considerable cost overhead. Nevertheless,
applying blockchain relays leads to a high degree of decentralization.
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DKG is at the core of threshold cryptosystems. Therefore, there is a continu-
ous effort to advance DKG protocols. From the introduction of the first DKG
protocol in 1991 by Pedersen [Ped91] until today, many different protocols
have been proposed. These protocols improve on Pedersen’s DKG protocol to
ensure a uniform distribution of the shared secret [GJKR99; GJKR03], create
DKG protocols working in an asynchronous network setting [KG09; DYX+22]
and others. More recent works also explore the application of blockchain tech-
nology to enhance DKG protocols. However, the number of works exploring
this option is still relatively low. Schindler et al. [SJSW19] propose a DKG
protocol based on Ethereum with dynamic participation and cryptoeconomic-
incentives. In [SRMH21], the authors extend and simplify the DKG protocol
by Schindler et al. to make it more efficient but restrict the applicability to only
specific use cases. Another work uses the Bitcoin blockchain with a pegged
sidechain to share secrets [DLD+21]. The authors of [ZQHK22] propose a
publicly verifiable DKG protocol using different cryptographic techniques.
Unfortunately, these works are very costly or add more complexity. There-
fore, exploring more cost-efficient solutions is necessary. In particular, the
application of zk-SNARKs to move the heavy computations of DKG protocols
off-chain, such as the dispute mechanism and derivation of the public key, can
help to reduce the overhead of introducing smart contracts to DKG protocols.

In [SKS+23], we present a blockchain-based DKG protocol based on zk-
SNARKs. The protocol uses smart contracts to execute the different steps of
the DKG protocol, including Share Distribution, Dispute, and Key Derivation.
Further, the blockchain acts as a broadcast channel, so the participants do
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not need to establish point-to-point connections. Initially, each participant
acts as a dealer in n parallel executions of Feldman’s Verifiable Secret Sharing
(VSS) protocol [Fel87] and broadcasts the necessary information through the
blockchain. Afterward, the protocol enables each participant to issue a dispute
against malicious dealers. For that, a participant challenges the dealer to
prove the shared information is correct. The dealer has to submit a zk-SNARK
proving that it behaved honestly. Finally, to derive the shared public key,
a participant computes the public key off-chain, generates a zk-SNARK to
prove the correct computation of the public key, and submits it to the smart
contract. The smart contract only accepts and stores the public key if the proof
is valid. Afterward, the participants can use the generated private key to
collaboratively execute cryptographic operations, while smart contracts can
use the public key for verification.

The ability of smart contracts to directly access the public key is beneficial
for applications that require the verification of threshold signatures by a
smart contract, e.g., the cross-blockchain oracle in [SSSS21]. Otherwise, the
public key is not directly available to the smart contract, which requires
an additional mechanism to submit the public key. Further, adding crypto-
economic incentives for the members of the oracle committee can ensure
the correct execution of the DKG protocol. Additionally, our results show a
considerable cost reduction of up to 66% for disputes and 46% for submitting
the master public key compared to the related work [SJSW19] due to moving
heavy computations off-chain.
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Interoperability is one of the major obstacles to the mass adoption of
blockchain technology in various use cases. While multiple solutions exist for
creating interoperable blockchains, many have considerable overhead com-
pared to regular intra-blockchain communication. Hence, we present different
lightweight blockchain interoperability solutions, including cross-blockchain
communication to enable the exchange of arbitrary data on a low level and
cross-blockchain token transfer and smart contract call protocols on a higher
level to enable application-based interoperability.

For cross-blockchain communication, we present two different cross-
blockchain oracle solutions that enable the transfer of arbitrary data between
two distinct blockchains. Both solutions apply well-known cryptographic
techniques such as threshold signatures and ZKPs to reduce the cost overhead
of the aggregation mechanism executed by the committee of oracle nodes.
Our results show that both solutions incur lower costs than naive oracle
approaches, which execute most computations directly on the blockchain.
Further, we show that our oracle solutions can compete with other blockchain
interoperability solutions while allowing for more flexibility.

Additionally, we present two cross-blockchain token transfer protocols that
allow users to transfer their tokens freely between blockchains. The first
protocol lays the groundwork for conducting cross-blockchain token transfers,
and the second protocol enables more efficient transfers and rollbacks by
moving computations and storage off-chain. The evaluation of both protocols
shows their practical applicability through considerable cost reductions.

We also present a framework for asynchronous cross-blockchain smart con-
tract calls to allow different smart contracts to interact with each other on

31



6 Conclusion

different blockchains, enabling the ability to create cross-blockchain DApps.
Our work analyzes the cost overhead of conducting cross-blockchain smart
contract calls and the average execution time. Our results show that conduct-
ing cross-blockchain smart contract calls with blockchain relays requires a
considerable overhead in costs and execution time. However, it preserves a
high degree of decentralization and does not require an additional blockchain.

Finally, we present a blockchain-based DKG protocol with crypto-economic
incentives to ensure accountability, transparency, and the correct execution of
the protocol. Our work analyzes the additional overhead of introducing smart
contracts to a DKG protocol, lowering the costs compared to similar protocols.
Further, we analyze the required resources for generating the proofs, showing
the feasibility of running the protocol with consumer-grade hardware.

Open Problems

Cross-Blockchain Communication. In the past years, many different
solutions for cross-blockchain communication were presented, including
blockchain relays, notary schemes, and blockchains of blockchains to establish
the ability to transfer arbitrary data between different blockchains. These
protocols establish a link between two or more blockchains, resulting in a
network of blockchains that can interact with each other. However, creating a
fully connected network of blockchains seems infeasible. Therefore, looking
into routing algorithms for cross-blockchain messaging across a network of
blockchains is necessary to establish efficient cross-blockchain communication
over a whole network of blockchains.

Cross-Blockchain Token Transfers. Most works focus on establishing a
minimal viable protocol for cross-blockchain token transfers. Our work also
revolves around the basics of cross-blockchain token transfers and making
them cost-efficient to ensure their applicability in real-world scenarios. How-
ever, little effort is spent on the privacy aspect of cross-blockchain token
transfers [Sto21; SSS22]. Introducing privacy to cross-blockchain token trans-
fer protocols would protect users’ privacy, e.g., identity and transaction details,
which is essential for users who attach great importance to confidentiality.
Therefore, there is a strong need to explore privacy in cross-blockchain token
transfers. Especially, the application of zk-SNARKs, which we mostly use due
to their succinctness, promises to be interesting to introduce privacy.

Cross-Blockchain Smart Contract Calls. Current protocols for cross-
blockchain smart contract calls focus mainly on simple smart contract calls
between two blockchains. However, more complex interactions, including
nested calls, recursion, and exception handling, are mostly unexplored.
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Therefore, it is necessary to improve upon existing protocols to enable the
same capabilities as regular intra-blockchain smart contract calls while
ensuring atomicity.

Distributed Key Generation with Smart Contracts. Our solution for DKG
with smart contracts is based upon Pedersen’s DKG protocol [Ped91], which is
widely recognized for enabling secure and decentralized key generation. How-
ever, there is great potential to introduce blockchain technology into novel
DKG protocols, which, e.g., provide better security guarantees or improve
computational costs or communication complexity. Therefore, exploring if
these protocols enable seamless integration with smart contracts is an interest-
ing direction for future work.
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Abstract. Today’s blockchain landscape is severely fragmented as more and
more heterogeneous blockchain platforms have been developed in recent years.
These blockchain platforms are not able to interact with each other or with
the outside world since only little emphasis is placed on the interoperability
between them. Already proposed solutions for blockchain interoperability
such as naive relay or oracle solutions are usually not broadly applicable since
they are either too expensive to operate or very resource-intensive.

For that reason, we propose a blockchain interoperability oracle that fol-
lows a voting-based approach based on threshold signatures. The oracle
nodes generate a distributed private key to execute an off-chain aggregation
mechanism to collectively respond to requests. Compared to state-of-the-art
relay schemes, our approach does not incur any ongoing costs and since the
on-chain component only needs to verify a single signature, we can achieve
remarkable cost savings compared to conventional oracle solutions.
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Abstract—Today’s blockchain landscape is severely fragmented
as more and more heterogeneous blockchain platforms have been
developed in recent years. These blockchain platforms are not
able to interact with each other or with the outside world since
only little emphasis is placed on the interoperability between
them. Already proposed solutions for blockchain interoperability
such as naive relay or oracle solutions are usually not broadly
applicable since they are either too expensive to operate or very
resource-intensive.

For that reason, we propose a blockchain interoperability
oracle that follows a voting-based approach based on threshold
signatures. The oracle nodes generate a distributed private key
to execute an off-chain aggregation mechanism to collectively
respond to requests. Compared to state-of-the-art relay schemes,
our approach does not incur any ongoing costs and since the
on-chain component only needs to verify a single signature, we
can achieve remarkable cost savings compared to conventional
oracle solutions.

Index Terms—blockchain interoperability, blockchain oracles,
threshold signature, smart contracts

I. INTRODUCTION

In recent years, blockchain technology has become increas-
ingly important not only as the underlying technology for
cryptocurrencies [1] but also in many other application areas
including supply chain management [2], healthcare [3], and
others. This has led to the development of more and more
heterogeneous blockchain platforms [4], [5]. These are often
tailored to specific requirements, as there is not one blockchain
that is capable of fulfilling the (often) disjunctive needs of
different application areas.

Research and industry tend to not consider the interoper-
ability between different blockchain platforms, turning these
platforms into self-contained systems [4]. As a result, these
platforms are not able to collaborate to benefit from novel
features and properties of other or newly developed blockchain
platforms. The problem of weak interoperability does not only
exist within the world of blockchains but generally with sys-
tems that are outside the blockchain platform’s boundaries. As
an example, we can use the smart contract and decentralized
application platform Ethereum [6]. Smart contracts running
in the Ethereum Virtual Machine (EVM) cannot interact with
the outside world, which means that a smart contract is only
able to read and modify the state of the hosting blockchain.
For many applications, however, it is important to be able

to obtain data from the outside world. One can imagine, for
example, a decentralized application that needs flight data from
an airline to determine if a user has the right to compensation
in case a flight is delayed or a cross-chain token transfer that
requires the knowledge of whether the tokens were burned on
the original blockchain. This problem is also known as the
blockchain oracle problem [7].

Many attempts have been made to achieve interoperability
between different blockchain platforms [5] and to solve the
oracle problem [7], [8]. One possible approach to achieve
interoperability between two blockchain platforms is the use
of blockchain relays [9]. Such relays are usually provided
as smart contracts running on a “target blockchain”, i.e., the
blockchain which needs data from a “source blockchain”. With
blockchain relays, the state of one blockchain is replicated
within another blockchain, which enables callers of the relay
contract to verify the existence of a transaction on the source
blockchain.

Bitcoin and Ethereum use Merkle trees to store transactions
in a block, whereby the root of the Merkle tree is stored in the
block header. Therefore, a relay contract can use Simplified
Payment Verification (SPV) which utilizes Merkle proofs to
check whether a transaction is included in a block of a source
blockchain [9]. Since block header validation is done by a
smart contract on-chain, no trusted intermediary is needed to
relay the block headers. However, this has the disadvantage
that such relays also have considerable costs, since on-chain
verification is very expensive and blocks have to be relayed
continuously, even if they are perhaps not needed at all.

Another approach is to make use of blockchain oracles to
get information from the outside world. Blockchain oracles
are bridges between blockchain platforms and external data
sources. The task of a blockchain oracle is to query data from
external data sources and then to pass the data items to a smart
contract. The problem here is to ensure the authenticity and
integrity of the data because we have to trust the oracle that
it behaves honestly [8].

One can differentiate between oracles that are based on a
centralized or a decentralized approach [7]. Centralized oracles
represent a single point of failure since trust in a single oracle
node is required. Following the decentralized model, there is
no single point of failure and the trust assumption moves from
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one oracle node to multiple oracle nodes. Many decentralized
oracles follow a voting-based approach to provide data, i.e.,
the votes are aggregated to determine the overall result.
Unfortunately, the aggregation mechanism can become very
expensive, if carried out on-chain.

To make a step towards blockchain interoperability and
overcome the issues of current relay schemes and oracle solu-
tions, we investigate the application of Boneh-Lynn-Shacham
(BLS) threshold signatures to create an off-chain aggrega-
tion mechanism to reduce the operating costs of the oracle.
Further, we examine the use of Distributed Key Generation
(DKG) protocols to generate distributed private keys which
are necessary for the creation of the threshold signatures while
also preserving the decentralized nature of the blockchain.
We provide the system design of a voting-based blockchain
interoperability oracle that makes use of the aforementioned
concepts and enables clients to verify that a transaction is
included in another blockchain. Further, we deliver a prototyp-
ical implementation and show the applicability of our proposed
solution by conducting a security and cost analysis.

The remainder of this paper is organized as follows: In
Section II, we introduce some basic concepts needed in our
approach. Subsequently, we present the design of the oracle in
Section III. We follow up with implementation details of the
prototype in Section IV and evaluate our solution in Section V.
Afterward, we discuss related work in Section VI. Finally,
Section VII concludes the paper.

II. BACKGROUND

In the course of this section, we explain the basics of
BLS signatures, followed by a short description of Verifiable
Secret Sharing (VSS) which leads us to a discussion of DKG
protocols.

A. BLS Signatures

The BLS signature scheme [10] is based on elliptic curve
pairings (e : G1 × G2 → GT ) respectively bilinear maps.
Using BLS, a public key PK is generated by multiplying
the selected private key SK with the generator G of a cyclic
group. To create a signature σ one has to hash the message
m on the curve H(m). This can be accomplished by using
a hashing algorithm like the Secure Hash Algorithm (SHA)-
256, whereby the resulting hash is used as the x-coordinate of
a point on the curve.

If it is not possible to find such a point using this x-
coordinate, it can simply be incremented until a valid point
is found. This is an essential difference from other signature
schemes in which the hash can be used directly. After that, the
signature can be calculated by multiplying the point with the
private key. To verify the signature, it comes down to checking
the bilinear pairings as can be seen in Eq. 1.

e(σ,G) = e(H(m), PK) (1)

This signature scheme has the advantage that it allows
to generate particularly short signatures. Another very im-
portant aspect especially for this work is that it is possible

to create threshold signatures [11] using a secret sharing
scheme (see Section II-B), whereby multiple participants share
a distributed private key and t out of n signature shares are
required to create a valid signature.

Also, it enables the aggregation of multiple signatures [12],
whereby we only need to verify two elliptic curve pairings to
verify the aggregate signature. This is particularly interesting
in the area of blockchain technology. For example, one could
instead of verifying every single signature of the transactions
in a block, only verify a single aggregate signature.

B. Verifiable Secret Sharing

With the help of a secret sharing scheme, it is possible to
divide a secret S into n shares whereby each party gets a
different share of S, but at least t shares need to be known to
recover S. Otherwise, it is not possible to get any knowledge
about S. These schemes are also known as (t, n) threshold
schemes.

One of the first secret sharing schemes has been proposed
by Shamir [13] in 1979. Using Shamir’s scheme, a dealer picks
a polynomial f(x) (see Eq. 2) of degree t − 1 whereby the
constant term a0 of the polynomial is equal to S and the
coefficients are chosen randomly.

f(x) = a0 + a1x+ · · ·+ at−1x
t−1 (2)

The secret can be shared with n different parties by evaluat-
ing the polynomial at the positions xn = 1..n and distributing
the values for f(xn) along with xn to the respective parties.
Since every polynomial of degree t−1 is defined by exactly t
points, we can make use of polynomial interpolation (e.g.,
using the Lagrange interpolation formula) to recover the
original polynomial and to evaluate it at position 0 to get the
secret.

One problem with this, however, is that Shamir’s scheme
does not take into account that a dealer could distribute
incorrect or inconsistent shares. Furthermore, the shareholders
could also return incorrect shares. We cannot assume that
the dealer and the shareholders are trustworthy, which is
why we need secret sharing schemes that also take this
kind of behavior into consideration, as is the case with VSS
schemes. By using such schemes, each party can verify that
it has received the correct information from the dealer and
that shareholders submitted the correct shares. Hereby, we
limit ourselves mainly to non-interactive VSS schemes, in
which only the dealer sends messages and no communication
between the other participants is necessary. This reduces the
communication overhead.

One commonly used example of such a scheme is Feldman’s
VSS [14]. Feldman’s VSS is based on Shamir’s secret sharing
scheme but additionally makes use of homomorphic encryp-
tion to commit to the secret and coefficients of the random
polynomial. The commitments are broadcast while the shares
are distributed through private channels. Each party can use
the commitments to verify the validity of its share, due to the
homomorphic property of the used encryption scheme.
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A problem with this approach is that the commitment to
the secret also leaks information about the secret. This is
where Pedersen’s VSS [15], another very well-known scheme,
constitutes a more secure solution. Like Feldman’s VSS, it is
also based on Shamir’s secret sharing scheme, but it makes
use of a different commitment scheme that ensures that no
information about the secret is leaked unless one can find a
solution to the discrete logarithm problem.

C. Distributed Key Generation

In the previous section, we discussed VSS, whereby such
schemes ensure that a dealer distributes the secret correctly
and the shareholders cannot provide incorrect shares of the
secret. However, the dealer yet has to be trusted as it still
knows the secret. This is, among other things, a big concern
in the area of threshold cryptography, where we want that
only certain subsets of t ≤ n participants can jointly encrypt
data or create a signature. Since the dealer knows about the
distributed private key, it has the opportunity to encrypt data
or to create signatures without the consent of at least t out of
n participants.

To avoid this, a DKG protocol that allows the generation
of distributed private keys without the dependency on any
trusted third party can be used. In such protocols, no party
owns the private key and the private key is never reconstructed.
Many such protocols have been proposed over time [16]–[19],
whereby we limit ourselves to the first proposed DKG protocol
by Pedersen [16] to describe the basic concept.

In Pedersen’s DKG protocol, every participant acts as a
dealer during one of the n parallel executions of Feldman’s
VSS scheme to share a randomly picked secret. Each partic-
ipant publishes its commitments using a broadcast channel,
such as a blockchain. After that, every participant sends the
signed private shares to the other participants through private
channels. When receiving a share, each participant verifies the
share by using the previously published commitments. If it
is an invalid share, a complaint including the share and the
signature is broadcast. Each participant computes its private
share by summing up all shares received from the other parties
which shared their secret correctly and computes the public
key through the published commitments.

III. SYSTEM DESIGN

In this section, we propose the design of a voting-based
blockchain interoperability oracle. Initially, we give a brief
overview of the basic concept. We follow up with a descrip-
tion of the architecture and finally provide a comprehensive
definition of the functionality.

A. Overview

The proposed design for a voting-based blockchain inter-
operability oracle (see Figure 1) allows clients to verify that
a transaction is included in another blockchain. It uses an
off-chain aggregation mechanism (see Section III-E) based on
BLS threshold signatures. The oracle nodes are divided into
one aggregator and multiple validators which can collectively

A V

V

V

Signature

SigShare1

SigShare2

SigShare3

Oracle

Fig. 1. Overview of the System

respond to requests issued by clients (i.e., parties which are
interested in the verification of a transaction from another
blockchain). For this, the oracle nodes use a DKG protocol
to generate a distributed private key (see Section III-D),
whereby each node only knows its private key share and the
shared public key. Validators obtain the data from the other
blockchain and sign it with their private key share, while the
aggregator collects the data and the signature shares from the
validators to recover the final signature to submit it along with
the data to the smart contract. If the aggregator is not able
to collect at least the threshold of signature shares with the
same result, it cannot generate a valid signature. To ensure
reliability, the aggregator changes over time so that each oracle
node takes over the task of the aggregator at some point.

As an integral part of the system, we also apply an incentive
mechanism (see Section III-F) to encourage oracle nodes to
engage as part of the decentralized oracle and to behave
honestly. For this, the client must provide compensation for
the transaction fees that arise from submitting the result using
the oracle contract and also offer two additional rewards. These
additional rewards consist of the aggregation reward and the
validation reward. Without these rewards, the aggregator, as
well as the validators, would have no interest in participating
as they would only be providing their resources without getting
anything back.

B. Architecture

In our architecture, we can differentiate between the com-
ponents that are on the blockchain, i.e., the smart contracts,
and the components that are off-chain, i.e., the oracle nodes.

For the on-chain components, we make use of three different
smart contracts. The first of these is a registry contract, which
is responsible for managing all oracle nodes (see Section III-C)
and selecting the current aggregator (see Section III-E). Via
this smart contract, an oracle node discovers the other oracle
nodes and checks if they got selected as the current aggregator.

The next component is the oracle contract, which receives
requests from clients and sends them to all oracle nodes. Fur-
thermore, the oracle contract is also responsible for receiving
and verifying the responses from the aggregator (see Sec-
tion III-E) and transferring the rewards. Further, it also stores
all responses and makes them available to the clients.

The last smart contract is the key contract, which is respon-
sible for managing the public key and initiating the generation

51



Aggregator: A0 Aggregator: A1 Aggregator: An

. . .

. . .

Fig. 2. Aggregator selection mechanism

of new keys (see Section III-D). The off-chain component
consists of oracle nodes that can take on the tasks of the
aggregator as well as the validator.

C. Oracle Registration

The first step of an oracle node to join the decentralized
oracle is to register using the registry contract. During regis-
tration, the oracle nodes must provide their host address and
BLS public key. Furthermore, a stake must be deposited which
is used as a measure against Sybil attacks (see Section V-A3).
After an oracle node has registered, it is eligible to take part
in the run of the DKG protocol.

Another important point is that oracle nodes must also
be able to deregister. Furthermore, oracle nodes can also be
kicked out through a majority vote if they behave incorrectly
and lose their stake.

Particular care is taken to ensure that the system remains
fully operational. A distinction is made between the signature
threshold and the threshold of qualified validators. The valida-
tor threshold is required to ensure that the system continues to
work even if several validators fail or are misbehaving. Should
the number of validators fall below the validator threshold, a
new key generation process is triggered.

D. Distributed Key Generation

Each time a new oracle node registers, the registry contract
checks whether a new run of the DKG protocol should be
initiated. For this, we set a certain number, which indicates
how many new registrations are necessary. Should the number
be reached, the registry contract calls the key contract to
trigger the start of the DKG protocol. The key contract then
broadcasts a generation event containing the threshold which
should be used.

On receiving the generation event, oracle nodes need to wait
a certain amount of time (e.g., measured in blocks) to ensure
that every oracle node had a chance to receive the event since it
can take some time for a block to get propagated through the
network. Then, the oracle nodes execute the DKG protocol
with all currently registered oracle nodes. In our approach,
we make use of Pedersen’s DKG protocol (see Section II-C).
However, other DKG protocols could also be used, as long as
the run of the protocol is made transparent through the usage
of blockchain technology.

The entire run of the DKG protocol takes place off-chain,
which means that we need to get the generated public key as
well as the number of qualified validators into the blockchain,

i.e., we already have the oracle problem in our proposed
solution. One possibility of getting the public key into the
blockchain is to use an on-chain aggregation mechanism.
However, this approach has the disadvantage that it gets more
expensive the higher the number of oracle nodes becomes.
These costs could be neglected if the frequency of generating
new keys is very low. The same applies to the possibility of
using a dispute mechanism, which is used by our prototype
whereby only one oracle node submits the shared public key
and the other oracle nodes can dispute the key. Finally, one
could also assume that several other oracles already exist
that can be used for this task. These could be oracles that
may be pursuing a completely different approach, or it is
already another instance of the proposed oracle solution. With
the latter, however, we have a bootstrapping problem where
the first instance cannot call an existing oracle. Therefore,
one would have to use one of the first two approaches or
a centralized solution and change it later on.

E. Off-chain Aggregation

The task of aggregating the results and the signature shares
is taken over by an aggregator, which is one of the oracle
nodes. The aggregator changes in a cycle of n blocks based
on a round-robin mechanism (see Figure 2). This has several
advantages over an approach in which anyone can aggregate
and submit the voting results: It prevents multiple simul-
taneous submissions of which only the first one would be
successful, while all the other oracle nodes which also try
to submit an aggregation result have to pay the costs for the
failed transaction without getting compensated. This would
lead to the problem that oracle nodes are not incentivized
to submit a result for which it is not certain whether the
submission would be successful or not. Since this is relatively
difficult to determine, nodes could become reluctant to act as
an aggregator.

Another benefit is that this approach also consumes less
bandwidth since not all oracle nodes try to aggregate a result,
which reduces the number of exchanged messages. The fact
that the aggregator changes over time, still ensures that if an
aggregator should fail, the next aggregator will take its place
and normal operation can be continued.

The aggregation mechanism (see Figure 3) starts when
a client sends a request to the oracle contract. After that,
all oracle nodes are notified about the request (Step 1).
Subsequently, the aggregator begins to collect results from
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the validators (Step 2), whereby the request only needs to
contain the request number so that the validators know which
request should be fulfilled. On receiving a request from the
aggregator, a validator retrieves the transaction from the target
blockchain (Step 3 and 4), verifies the transaction (Step 5), and
returns the response consisting of the response to the request
and the signature share (Step 6).

The aggregator collects results until it has at least threshold
t identical results with valid signature shares. If the aggregator
does not receive at least t results with valid signature shares, it
will not be able to recover the signature. This can happen, as
there can be temporary inconsistencies in blockchain systems,
validators fail or behave incorrectly.

Regarding the first problem, however, one can assume that
consistency will be achieved at some point (depending on the
source blockchain) and that the threshold of the validators
will agree. This is one of the advantages that is given by the
fact that this oracle is limited to providing data from other
blockchains. In this case, the aggregator can try again after a
while, or if the aggregator changes in the meantime, the new
aggregator will take over the request and repeat the voting.

If the aggregator has received enough shares, it recovers
the full BLS signature using Lagrange interpolation (Step 7).
After recovering the full BLS signature, the aggregator can
submit the result to the oracle contract by providing the result
and the signature (Step 8). The oracle contract then hashes
the result to a point on the curve and checks the elliptic curve
pairing (Step 9). If the elliptic curve pairing is successful,
the smart contract calculates the reward (see Section III-F)
and transfers it to the aggregator. Finally, the oracle contract
notifies the client that the result is available. Here, however,
one could also pursue a different approach in which the client
also defines a callback function which is to be called when
the result gets submitted. In this case, other problems would
have to be considered, such as the costs caused by the callback
function. Furthermore, the result is then not easy to obtain for
other clients.

F. Incentive Mechanism
Since the aggregator only submits a response including the

data and the threshold signature, the oracle contract does not
have any information about the validators who were contacted,
which makes it difficult to reward validators directly. We can-
not rely on the aggregator to provide us with this information
either, as it cannot be verified whether it is correct, as the entire
DKG protocol is carried out off-chain. Furthermore, it is not
particularly practical to reward each validator individually, as

this would result in very high fees for the client, not only
because the client has to pay each validator individually but
also because each transfer causes additional costs during the
execution of the smart contract.

Therefore, we propose to only reward the aggregator for
submitting the result. The aggregator gets compensated for
the transaction costs, receives an aggregation reward, and
additionally has the chance to win the validation reward with
a certain probability. The probability is scaled super-linearly
based on the deposited stake to encourage the creation of only
one identity [20]. If the aggregator is not lucky and does not
win the validation reward, the reward is maintained by the
oracle contract until an aggregator gets lucky enough to win
the accumulated validation rewards.

It is particularly important to ensure that the validators
are not able to predict whether the aggregator will win the
validation reward. Otherwise, validators would benefit from
not providing the aggregator with an answer to be able to
increase their own chances of winning when they become
aggregators themselves (see Section III-E). Therefore, we
leverage the unpredictable randomness provided by the signa-
ture which is recovered by the aggregator to decide whether
the aggregator receives the validation reward. In the case
of the aggregator, it does not matter whether it knows if it
will receive the validation reward before submitting, since the
aggregator is still encouraged to submit the result, as to at
least receive the aggregation reward. As for the validators, they
are still incentivized to answer the current aggregator with the
assumption that it will not receive the reward and thus increase
their winnable reward when it is their turn to be an aggregator.

Since a round-robin mechanism is used for aggregator
selection, care should be taken that the chance of winning the
validation reward is not too high. Validators who were recently
selected as the aggregator have a reason to assume that another
aggregator will win the validation reward during the time they
will have to wait to be selected again. They may be tempted
to stop validating until they believe otherwise. Therefore, the
chance should be small enough such that the validators can
still assume that no one will win the reward in the current
aggregation round.

IV. IMPLEMENTATION

After defining the system design of our solution, we cre-
ated a prototypical implementation. Our prototype enables
Ethereum-based blockchains to exchange data with each other.
However, the solution can be implemented to work with other
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blockchains. For this, the target blockchain needs to have smart
contract capabilities and enable elliptic curve pairing checks.
In this section, we discuss the used technologies as well as
the implementation of the smart contracts and the oracle node
which is available as open-source software on GitHub1.

A. Smart Contracts

For the implementation of the prototype, we decided in favor
of Ethereum because it is one of the most popular second-
generation blockchains and accordingly a wide range of tools
is available. Another important factor was that Ethereum
already provides a precompiled contract that enables elliptic
curve pairing checks on the alt bn128 curve.

The registry contract stores all oracle nodes in an iterable
mapping and provides clients with the necessary functions to
retrieve them. For the aggregator selection mechanism, we
defined a threshold of six blocks after which the aggregator
will be switched. Further, after every third registration, the
registry contract calls the key contract to trigger a new
execution of the DKG protocol.

On receiving the call from the registry contract, the key
contract calculates the threshold based on the number of
currently registered oracle nodes and emits the key generation
event. For the threshold, we defined that the majority of all
registered nodes is necessary to produce a valid signature. For
submitting the key, we provide a function in the prototype via
which the public key can be set by one of the oracle nodes.
The public key can be disputed if the majority of oracle nodes
agree.

When implementing the oracle contract, we especially paid
attention to implementing the contract in a gas-efficient way.
Since storage operations are among the most expensive, we
have tried to keep the number of these low. If a client sends a
request to the oracle contract, the request is only emitted as an
event and not saved in storage. This is possible because only
oracle nodes need to be able to read the requests. However,
this approach involves more work for the oracle nodes since
they have to filter the blockchain for past events in case they
missed some of them.

As has already been mentioned before, we use a precom-
piled contract that allows pairing checks for the alt bn128
curve to verify the BLS signatures submitted by the aggregator.
These precompiled contracts are already existing contracts
that run outside the EVM and perform more complex tasks.
One of the advantages of these contracts is that they are
usually cheaper. Further, we make use of the try and increment
approach (see Section II) to hash the response on the curve.

B. Oracle Node

The oracle node is implemented in the Go programming
language. For the implementation, we used the advanced
crypto library Kyber2. We adapted the library to work with
the alt bn128 curve used by Ethereum. The library provides
the necessary packages for threshold BLS signatures and the

1https://github.com/pantos-io/ioporacle
2https://github.com/dedis/kyber

implementation of a DKG protocol which is based on the
protocol proposed by Pedersen (see Section II-C). For the
DKG protocol, we needed a broadcast channel, for which
we opted for the IOTA tangle [21], as it enables fee-less
and publicly verifiable data exchange. Other broadcast chan-
nels (e.g., Ethereum) can also be used, but they may incur
additional costs. The oracle nodes use a Go client to create
transactions and send them to an IOTA node. These are zero-
value transactions that are only used to exchange messages
which are necessary to execute the DKG protocol.

Furthermore, the oracle nodes must be able to communicate
directly with one another. The aggregator must be able to
collect the results from the validators and all oracle nodes
need a private channel to each other to distribute the private
shares during the execution of the DKG protocol. Therefore,
we make use of gRPC Remote Procedure Calls (gRPC) to
connect the oracle nodes.

To interact with the smart contracts and retrieve data from
an Ethereum blockchain, the oracle nodes need access to an
Ethereum node whereby we make use of the Go Ethereum
client to connect to the Remote Procedure Call (RPC) server.
Further, we use a Go binding generator to create the coun-
terparts of the smart contracts in Go to produce as little
boilerplate code as possible.

V. EVALUATION

In this section, we analyze the security and the costs of the
proposed solution. This provides insight into if the solution
is applicable, what problems can arise and what needs to be
considered.

A. Security Analysis

To analyze the security of the oracle, we look at various
attack scenarios and the consequences that can result from
them. In particular, we are looking at lazy voting, free loading,
Sybil attacks, and the key submission.

We can categorize the oracle nodes based on the Byzantine-
Altruistic-Rational (BAR) model proposed in [22], which has
already found application in other works for security analysis
in the area of blockchain technology, e.g., [23]: Rational
oracle nodes deviate from the protocol as long as they will be
able to increase their benefits by doing so. Byzantine oracle
nodes, however, can unexpectedly deviate from the protocol
for unknown reasons, whereby it does not matter if it is
intentional or unintentional misbehavior and whether they gain
a benefit from it. Altruistic oracle nodes will always adhere
to the protocol no matter if the rational choice would provide
them with additional benefits.

The proposed oracle solution applies an incentive mecha-
nism (see Section III-F) to encourage all oracle nodes to follow
the protocol. However, it should be mentioned that even if
all incentives are aligned properly, rational oracle nodes may
deviate from the protocol. The reason for this is that also
actors outside the oracle have to be taken into account. Hence,
it may seem rational for oracle nodes to follow the protocol
solely based on the applied incentive mechanism, but external
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factors can influence their decision by providing better benefits
for arbitrary reasons.

1) Lazy Voting: In the lazy voting problem, rational oracle
nodes do not deliver the correct result but always provide
the same response to maximize their benefits. If e.g., it is
the case that a certain result occurs particularly often, it can
be more beneficial to always return the same result directly
instead of executing the request. This could lead to an incorrect
result being successfully submitted. In our proposed solution,
this would mean that a lazy validator would always respond
to the request “Is transaction tx included in blockchain B
and confirmed by at least n blocks?” with true. Since it is
more important for many use cases that a certain transaction
is included and confirmed, it can be assumed that requests
will be answered more frequently with true than with false.
However, this problem can be circumvented by modifying
the request. We expand the usual request and ask “In which
block on blockchain B is transaction tx included and is it
confirmed by at least n blocks?” instead. This question forces
lazy validators to read from blockchain B since otherwise, they
cannot know in which block the transaction is contained. The
lazy voting problem is also discussed in related work (see Sec-
tion VI-C) about decentralized oracles.

2) Free Loading: For the creation of a valid signature, the
aggregator only needs to collect as many valid signature shares
as the threshold t specifies. This means that in the best case
only t validators have to execute the request. However, all
other validators who have not contributed to the creation of
the signature also have the chance to win the validation reward,
when selected as an aggregator.

The problem here is that some validators may never respond
for the aforementioned reason. Even though rational oracle
nodes may be able to increase their benefits by not responding,
they should still be encouraged to respond. The reason for
this is that they minimize the risk of the aggregator not
being able to get enough responses, which leads to a lower
possible validation reward. Even if more than t validators
behave altruistically, it may be the case that no signature
can be created due to possible inconsistencies. This indicates
that it is more beneficial for the validators to always respond
to requests. Above all, validators do not have to perform
any particularly resource-intensive tasks, which means that
possible resource savings are low.

3) Sybil Attacks: Another important aspect that must be
considered is to what extent Sybil attacks are possible and
what the consequences are. A Sybil attack describes the threat
that single faulty participants can control multiple identities,
which enables them to compromise larger parts of a system.
Douceur [24] has shown that it is not possible to prevent such
attacks without a central authority except for conditions that
are not practicable for large-scale distributed systems. Since
we are in the area of blockchain technology where we usually
do not have a central authority, we have to consider such
attacks. Further, in permissionless blockchains, everyone is
allowed to join the system, whereby it is an easy task to create
new identities by simply generating a new key pair. The same

applies to the proposed oracle solution where any number of
oracle nodes can register.

We have already mentioned in Section III that oracle nodes
have to deposit a stake to make Sybil attacks more difficult.
The intention is to make the creation of new identities expen-
sive so that it becomes more difficult to control larger parts of
the oracle. On the other hand, we also make it more difficult
for honest oracle nodes to join the oracle. Therefore, the trade-
off for a more Sybil-resistant oracle is less decentralization
considering only oracle nodes that can provide the stake can
participate. Nevertheless, an attacker is still able to register
multiple oracle nodes to be able to create more signature
shares, which enables the attacker to gain more voting power.

In the worst case, an attacker could register threshold t or
more oracle nodes and decide on the result alone if it can
provide the necessary stake. To provide better Sybil resistance,
we further encourage the creation of only one identity, by
increasing the chance of winning the validation reward super-
linearly based on the deposited stake. As a result, it is more
beneficial for oracle nodes to create a single identity with a
higher stake than to split the stake between multiple identities,
as this gives them a greater chance of winning the validation
reward. Therefore, if one is only interested in gaining more
benefits, this approach resembles the rational choice.

4) Key Submission: The selected key submission mecha-
nism also imposes some security risks. As has already been
discussed, the public key can be submitted by using an on-
chain aggregation mechanism, dispute mechanism, or another
oracle solution for the key submission (see Section III-D).
While the use of an oracle solution appears to be more cost-
effective, we must be aware of the security risks that arise
from this approach.

A central oracle solution represents a single point of failure,
which can submit arbitrary public keys to then be able to create
valid signatures. As a result, a single participant could gain full
control over the oracle. However, if one uses a decentralized
approach, the risk is lower.

It must be ensured that both oracles, i.e., the oracle used
for the key submission and the interoperability oracle, are as
independent of each other as possible. Otherwise, oracle nodes
that participate in both oracles would be able to change the
result in their favor. In the worst case, this would mean that
a certain subset of oracle nodes could have complete control
over the oracle used for key submission and can thus select
the public key. This means that even if the attacker is unable
to create more than threshold t oracle nodes in the interoper-
ability oracle, it can get control over the interoperability oracle
if it can control the oracle for key submission.

B. Cost Analysis

We analyze the costs of the proposed solution by comparing
the implemented prototype with two alternative approaches
which do not make use of BLS threshold signatures. Ac-
cordingly, we implement two additional oracle contracts (On-
chain Oracle, ECDSA Oracle) which follow different aggre-
gation mechanisms. Furthermore, we compare the costs of
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our approach with the costs incurred by ETH Relay [23], a
novel relay scheme (see Section VI-C), to examine how well
our approach performs compared to state-of-the-art schemes.
To ensure repeatability, the implementations, as well as the
evaluation scripts, are also included in the open-source project
on GitHub (see Section IV).

The On-chain Oracle implements an on-chain aggregation
mechanism whereas each oracle node calls the oracle contract
to submit a result. The ECDSA Oracle makes use of Elliptic
Curve Digital Signature Algorithm (ECDSA) signatures to
verify the result. In contrast to our proposed scheme, an
aggregator does not submit a single BLS signature but rather
submits several ECDSA signatures that are verified by the
oracle contract. Since there is no reasonable source of ran-
domness for either of these variants, the reward is paid out to
each oracle node that is part of the majority.

For the experiment, we use a private Ethereum blockchain
based on the Muir Glacier hard fork, on which we deploy all
smart contracts. In this experiment, we request the verification
of a transaction with every type of the aforementioned aggre-
gation mechanisms. Besides, we are changing the number of
participating oracle nodes to be able to determine how the
costs develop with an increasing amount of oracle nodes.

By comparing the different mechanisms (see Figure 4),
it can be seen that the costs for the on-chain aggregation
mechanism are considerably higher than those of the other
two. This is due to the reason that for the on-chain mechanism
more storage space is needed and each participant has to
create a transaction to submit its vote. In comparison, the
other mechanism in which an aggregator only submits several
ECDSA signatures, is more cost-efficient. The problem here,
however, is that the costs continue to rise with the number
of oracle nodes, even though the verification of ECDSA
signatures is a relatively cheap operation on the Ethereum
platform.

Our proposed solution based on BLS threshold signatures,
on the other hand, causes almost constant costs that are
independent of the number of oracle nodes, since only one
signature has to be verified. The costs are only almost constant
as the try and increment approach is used for hashing. As
can be seen in Figure 5, submitting the result consumes on
average 257,607 gas with a standard deviation of 21,671 gas.
Verifying a BLS signature is an expensive operation, but it is
considerably more cost-efficient as the number of oracle nodes
increases. With more than three oracle nodes, it is already
cheaper than the on-chain mechanism and with more than
15 nodes, it is also cheaper than the ECDSA mechanism.
Therefore, by using this approach we can achieve a higher
degree of decentralization without increasing the costs.

Now that we have compared our approach with two dif-
ferent oracle solutions, we examine how the costs differ
compared to a relay solution. To conduct this analysis, we
choose ETH Relay because it is an advanced relay solution
that is specifically designed to be more cost-effective. For
the comparison, we assume a period of 100 blocks. Every
block header submission in ETH Relay consumes 284,041
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gas with a standard deviation of 3,679 gas. As a result,
submitting 100 block headers consumes around 28,404,100
gas. Using our presented approach, we can submit 110 results
that incur roughly the same gas costs as the 100 block header
submissions of ETH Relay. The costs for the actual request
must also be taken into account. In the case of ETH Relay,
the relay contract needs to carry out a SPV and check the
membership of the block in the longest chain, which means
that the costs increase as the search depth increases. In the
case of our oracle-based relay, however, a request only ever
consists of an event being emitted, whereby the result can
simply be accessed directly, which results in constant costs.

At the moment, the application of interoperability solutions
is a rather infrequent occurrence, which presumably suggests
that not many requests are made. In the worst case, this could
mean that not a single transaction has to be verified for 100
blocks. With ETH Relay, the blocks still have to be submitted
and thus the costs must be sustained. Hence, keeping the relay
alive is a huge burden since these submitted block headers do
not yield any profit for the submitter. In contrast, our presented
oracle-based solution does not incur any costs in this scenario,
as every request is fulfilled on demand. However, if the number
of requests increases drastically such that it is more than
110, ETH Relay would be the more cost-efficient solution.
One must also note that in this case further adjustments can
be made to the oracle such that every request enables the
verification of all the transactions within a block, rather than
a single one, by providing the Merkle root of such a block.
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VI. RELATED WORK

So far, different blockchain interoperability solutions have
been proposed. These include hash-locks, relay solutions, and
oracles. In the course of this section, we examine solutions
that are related to our work.

A. Hash-Locks

Hash-locks are a well-known technique to enable a basic
form of blockchain interoperability without oracles and relays,
e.g., to realize atomic cross-chain swaps [25]. Atomic swaps
allow multiple parties to exchange their assets across mul-
tiple blockchains. The involved parties make use of Hashed
Timelock Contracts (HTLCs) to escrow their assets with a
hashlock h and timelock t. Ownership of the asset is only
transferred if the receiver can provide the secret s such that
h(s) = h before t expires. However, attention must be
paid to specify the right timelock values and use the correct
deployment order of the contracts.

B. Relays

Frauenthaler et al. [23] propose ETH Relay, a novel relay
scheme for Ethereum-based blockchains. A validation-on-
demand pattern is used to keep the operating costs low by re-
ducing the number of expensive full block header validations.
Instead of validating every block header when it is submitted,
off-chain clients have a certain time frame in which they can
dispute submitted block headers. To make SPVs more efficient,
the authors also optimize the traversal of the blockchain, by
jumping from branching point to branching point instead of
iterating over the whole data structure. While the authors
achieve a remarkable cost reduction over traditional relay
solutions, the costs remain quite high.

In [26], the authors present zkRelay, which is a relay
solution that utilizes off-chain computations to validate batches
of block headers through the usage of Zero-Knowledge Suc-
cinct Non-Interactive Argument of Knowledge (zkSNARK)
proofs. Since these proofs are generated off-chain, the smart
contract only needs to be able to verify the proof, removing
the necessity of storing and validating every submitted block
header, whereby only the last block header of a batch is stored.
Although the solution offers improvements in the form of
scalability and cost optimization, there are tradeoffs in terms
of delay and hardware resources. Our solution, however, can
immediately retrieve data from the source blockchain and has
no excessive RAM consumption since no complex proofs are
generated.

C. Oracles

Provable [27] (formerly known as Oraclize) is a centralized
oracle service for various blockchain platforms, e.g., Ethereum
and EOS. The Provable blockchain oracle utilizes TLSnotary
authenticity proofs [28] to attest the authenticity of the data
retrieved from the originating source. Within TLSnotary, an
auditee can prove to an auditor the authenticity of information
retrieved from a Web server that is using the Hypertext
Transfer Protocol Secure (HTTPS) protocol, by utilizing the

features of the underlying Transport Layer Security (TLS)
protocols 1.0 and 1.1.

With Town Crier, the authors of [29] propose another
centralized blockchain oracle, which uses the HTTPS/TLS
protocol and additionally utilizes trusted hardware to ensure
the authenticity of the data. The implementation uses Intel’s
Software Guard Extensions (SGX) which allows the execution
of a process in a protected address space which guards the
process against malicious software running outside of the
enclave but also from various hardware attacks. While both
of the aforementioned oracle services offer a solution to the
oracle problem, the high level of centralization poses a major
problem regarding scalability and single points of failure.

In [30], the authors present ChainLink, a decentralized
oracle network. ChainLink offers a reputation-based voting
system whereby users can issue queries to the ChainLink smart
contracts. Queries are executed by the selected oracle nodes
which retrieve the results from different or overlapping sets of
data sources. These results are aggregated by a smart contract
which is also responsible for the calculation of the outcome.
Breidenbach et al. [31] further introduce a new off-chain
reporting protocol for ChainLink, which however follows a
different approach compared to our solution.

Peterson et al. [32] propose a decentralized oracle and
prediction market platform called Augur. Within Augur, users
can create prediction markets to get information that is
external to the system. Market participants trade shares of
those markets and reporters can vote by staking their REP
tokens (Augur’s native token) on one possible outcome. The
reached consensus of reporters is considered as the outcome.
Depending on the result, reporters receive a reporting fee
from the markets. Augur’s incentive mechanism encourages
participants to behave honestly to maximize their profits, while
misbehaving participants get penalized.

The authors of [33] propose ASTRAEA, another decentral-
ized voting-based blockchain oracle. Submitters, voters, and
certifiers play a voting game to decide on the truth value
of boolean propositions. These propositions are added to the
system by submitters, who pay fees to receive an answer to
the submitted proposition. Voters play a low-risk/low-reward
game by depositing a stake to answer a random proposition.
Certifiers on the other hand play a high-risk/high-reward game
whereby they can choose a proposition to certify but have to
place a high stake.

Merlini et al. [34] propose an extension to this protocol to
solve the lazy equilibrium problem, whereby all voters report
the same answer on all propositions. The authors describe a
paired-question protocol, in which submitters add queries with
two antithetic questions, whereby the oracle additionally needs
to check if both answers converge to different outcomes. With
this approach, the protocol ensures that honest voters receive
higher rewards than lazy voters.

While the approaches discussed above are interesting solu-
tions to the oracle problem, they are not specifically aiming
at providing blockchain interoperability and also implement
their mechanisms on-chain, which results in high costs.
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VII. CONCLUSION

Research on closing the gaps between different blockchains
has already led to several concepts and solutions. However,
these are usually too expensive or very resource-intensive.

To overcome these issues, we propose a voting-based
blockchain interoperability oracle that uses an off-chain ag-
gregation mechanism based on BLS threshold signatures. The
oracle nodes are divided into one aggregator and multiple
validators and generate a distributed private key to collectively
decide on the result of a request. Validators read the data from
the other blockchain and sign it with their private key share.
The selected aggregator collects the results and the signature
shares from the validators to create a valid signature which is
submitted to and verified by the oracle contract. Our evaluation
shows that the proposed solution is more cost-efficient than
other oracle solutions and also incurs lower costs than state-
of-the-art relay schemes depending on the request rate.

In future work, we will investigate how we can improve
Sybil resistance and the submission of the shared public key.
We will also examine if there is still potential to further reduce
the costs by applying other signature schemes and enabling
requests such that multiple transactions can be verified.
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ABSTRACT
Distributed Key Generation (DKG) is an extensively researched
topic as it is fundamental to threshold cryptosystems. Emerging
technologies such as blockchains benefit massively from applying
threshold cryptography in consensus protocols, randomness bea-
cons, and threshold signatures. However, blockchains and smart
contracts also enable further improvements of DKG protocols by
providing a decentralized computation and communication plat-
form. For that reason, we propose a DKG protocol that uses smart
contracts to ensure the correct execution of the protocol, allow
dynamic participation, and provide crypto-economic incentives
to encourage honest behavior. The DKG protocol uses a dispute
and key derivation mechanism based on Zero-Knowledge Succinct
Non-interactive Arguments of Knowledge (zk-SNARKs) to reduce
the costs of applying smart contracts by moving the computations
off-chain, where the smart contract only verifies the correctness of
the computation.
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1 INTRODUCTION
Threshold cryptography allows for the shared usage of cryptosys-
tems with no central authority [16]. A threshold cryptosystem dis-
tributes trust among all participants, while conventional cryptosys-
tems often involve a trusted third party. Fundamental to threshold
cryptosystems is the ability to generate distributed private keys
by executing a Distributed Key Generation (DKG) protocol. Such
a protocol allows a group of participants to generate a distributed
private key where each party only possesses a share of the private
key while not having any knowledge about the private key itself.
DKG protocols have been subject to ongoing research over the last
two decades (see Section 2). Notably, the latest spike of interest
in blockchain technology paved the way for new applications and
improvements.

Blockchain technology is not only the underlying technology of
cryptocurrencies like Bitcoin [35] but has also found applications in
various other fields [13, 34]. A blockchain is a tamper-resistant dis-
tributed ledger of transactions managed by a peer-to-peer network
of nodes. The second generation of blockchains, e.g., Ethereum [47],
allows the execution of so-called smart contracts, which are de-
terministic programs stored on the blockchain. The decentralized
nature of blockchains makes them an excellent application for
threshold cryptosystems, e.g., for consensus, public randomness,
or threshold signatures using a DKG protocol [31].

DKG protocols are important not only for applications in the field
of blockchain technology but also the blockchain, especially smart
contracts, can help to improve DKG protocols [41, 45]. Usually, in
DKG protocols, misbehaving participants are excluded from the
protocol’s further execution and not held accountable for their
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actions. Thus, trying to attack the protocol may seem beneficial
as it does not entail serious consequences. As we will discuss in
the paper at hand, a smart contract can augment a DKG protocol
with crypto-economic incentives and the possibility for dynamic
participation such that participants are encouraged to execute the
protocol and behave honestly.

Further, external parties need to verify that a given public key
was generated according to the DKG protocol’s specification and
belongs to a specific group of participants that generated the key.
While it is immediately apparent to the participants, this verifica-
tion process is more difficult for parties external to the protocol.
Therefore, we discuss the utilization of smart contracts to ensure
the correct execution of the DKG protocol and provide a transparent
view of the actions taken by each participant.

While the application of smart contracts introduces additional
overhead, there are mechanisms to keep it as low as possible. These
include Verifiable Off-Chain Computations (VOCs) with the help of
Zero-Knowledge Proofs (ZKPs), where a smart contract only needs
to verify a short proof and does not need to perform all calculations
on the blockchain [32].

Therefore, we propose a DKG protocol based on smart contracts.
The smart contract allows the participants to execute the different
phases of the protocol by facilitating the execution. The underlying
blockchain constitutes the communication channel, whereby no di-
rect connection between the participants is necessary. Further, the
smart contract offers a lightweight dispute mechanism by enabling
VOC with Zero-Knowledge Succinct Non-interactive Arguments
of Knowledge (zk-SNARKs). This mechanism allows for the pun-
ishment of misbehavior such as slashing provided collateral, thus
making the participants accountable for their actions. Accordingly,
we provide the protocol’s specification and create a prototypical
implementation for Ethereum Virtual Machine (EVM)-based block-
chains. Further, we evaluate the costs of using the smart contract
as well as the performance and memory usage for generating the
proofs.

The rest of this paper is structured as follows: in Section 2, we
present some background information and the underlying concepts.
Then, we propose the protocol in Section 3 and describe its imple-
mentation in Section 4. We evaluate the protocol in Section 5 and
discuss the related work in Section 6. Finally, we conclude the paper
in Section 7.

2 BACKGROUND
In this section, we present the concepts behind the proposed pro-
tocol. For this, we briefly describe the most important aspects of
Secret Sharing, Distributed Key Generation, and Zero-Knowledge
Proofs.

2.1 Secret Sharing
Secret Sharing was introduced by Shamir [43] to divide a secret
𝑆 into 𝑛 pieces such that 𝑘 pieces or more are required to recover
𝑆 . Providing only 𝑘 − 1 parts, it is not possible to recover 𝑆 and
does not leak any information about 𝑆 . Initially, a dealer picks a
polynomial 𝑓 (𝑥) = 𝑐0 + 𝑐1𝑥 + · · · + 𝑐𝑘−1𝑥𝑘−1 of degree 𝑘 − 1 in
which 𝑐0 = 𝑆 and chooses the remaining coefficients 𝑐1 . . . 𝑐𝑘−1
randomly [29].

After that, a dealer evaluates 𝑓 (𝑥𝑖 ) with 𝑥𝑖 = 1 . . . 𝑛 over a finite
field F𝑝 and sends the points (𝑥𝑖 , 𝑓 (𝑥𝑖 )) to the participants through
a private channel. For 𝑘 distinct points, there is only one polynomial
that passes through all of these points. Therefore, it is possible to
use polynomial interpolation, e.g., Lagrange interpolation, to re-
construct the polynomial. With the collaboration of 𝑘 shareholders,
the shareholders can reconstruct the polynomial and evaluate 𝑓 (0)
to recover 𝑆 .

Shamir’s scheme has the disadvantage that the dealer is a trusted
party that can distribute incorrect shares. Further, shareholders
can provide invalid shares during the reconstruction of the secret.
This issue led to the emergence of Verifiable Secret Sharing (VSS)
schemes. Ever since VSS first has beenmentioned by Chor et al. [12],
many different VSS schemes followed, e.g., [19, 38, 40, 42, 44], which
exhibit distinct characteristics. In the following discussion, we limit
ourselves to non-interactive VSS schemes, more specifically to Feld-
man’s VSS scheme, as no additional communication between the
dealer and the other participants is necessary.

In Feldman’s VSS scheme, only the dealer sends messages, while
all shareholders can verify if the received share is correct without
sending any messages. In addition to sending the shares to each
participant, the dealer broadcasts public commitments 𝑐𝑖𝐺 for 0 ≤
𝑖 ≤ 𝑘 − 1 to the coefficients of the random polynomial, where
𝐺 is a generator of a cyclic group of elliptic curve points. Every
shareholder has access to the public polynomial 𝐹 (𝑥) defined as

𝐹 (𝑥) = 𝑐0𝐺 + 𝑐1𝐺𝑥 + · · · + 𝑐𝑘−1𝐺𝑥𝑘−1 .
A shareholder can use this public polynomial to verify that the
received share is correct by evaluating 𝑓 (𝑥𝑖 )𝐺 = 𝐹 (𝑥𝑖 ).

2.2 Distributed Key Generation
In threshold cryptography, no single party possesses all the nec-
essary information to encrypt, decrypt or sign a message. Instead,
a threshold cryptosystem requires that a certain subset of size at
least 𝑡 out of 𝑛 parties need to collaborate on these actions. Unfortu-
nately, with VSS schemes, there is still the problem that a dealer is
a central authority that knows the shared secret. A dealer can still
act without collaborating with other parties if it does not discard
the secret, thus leading to some centralization of trust.

DKG enables multiple parties to collectively generate a dis-
tributed private key with no central point of trust. Each party only
has a secret share of the private key, but neither party knows the
complete private key, which is also never recovered. While many
different DKG protocols already exist [1, 14, 15, 20, 27, 28, 31, 39],
we limit ourselves to Pedersen’s DKG [39] as it has been widely
used to create threshold cryptosystems. Further, it forms the basis
of our proposed protocol (see Section 3.5).

Pedersen’s DKG protocol allows a set of participants 𝑃 =
{𝑃1, . . . , 𝑃𝑛} to generate a distributed private key where at least 𝑡
participants need to collaborate to use the private key. For that,
every party 𝑃𝑖 executing the DKG protocol shares a signed secret
𝑠𝑖 𝑗 = 𝑓𝑖 ( 𝑗) with all the other parties 𝑃 𝑗 ∈ 𝑃 \ 𝑃𝑖 using Feldman’s
VSS scheme. Upon receiving an invalid share 𝑠𝑖 𝑗 from any other
participant, a participant can issue a complaint by publishing
𝑠𝑖 𝑗 and the signature. More than 𝑡 complaints against a specific
participant ensure its disqualification, i.e., the exclusion from the
protocol’s execution. A participant 𝑃 𝑗 can compute its share of the
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distributed private key by calculating 𝑠 𝑗 =
∑𝑖=𝑛
𝑖=1 𝑠𝑖 𝑗 . Finally, the

participants can compute the shared public key via the previously
published commitments to the random polynomials by calculating
𝐻 (𝑥) = ∑𝑖=𝑛

𝑖=1 𝐹𝑖 and evaluating 𝐻 (0).

2.3 Zero-Knowledge Proofs
A ZKP allows a prover to convince a verifier that a statement is
true without revealing any information, i.e., the verifier has zero
knowledge besides the validity of the statement [23]. Many distinct
blockchains utilize ZKPs to enhance privacy or scalability [7, 26].
Today the most popular ZKP systems comprise zk-SNARKs [6],
Zero-Knowledge Succinct (Scalable) Transparent Arguments of
Knowledge (zk-STARKs) [5], and Bulletproofs [11].With the help of
these proof systems, it is possible to verify computational integrity,
i.e., whether the output of a program given some public and private
inputs is correct according to its specification without re-executing
the whole program to verify the given output. Instead, a verifier
only needs to verify a small proof [33].

The verification complexity and proof size of zk-STARKs and
Bulletproofs depend on the computational complexity of the pro-
gram, while for zk-SNARKs, it is constant. A disadvantage is that
zk-SNARKs depend on a trusted setup, whereas this dependency
is non-existent for zk-STARKs and Bulletproofs. However, the
short proof size and the constant verification complexity make
zk-SNARKs an excellent candidate for the application within
smart contracts. Therefore, in the following, we only focus on
zk-SNARKs.

The first practical implementation of zk-SNARKs was the
Pinocchio protocol [37], followed by Groth16 [25], which uses
pairing-friendly elliptic curves to validate the proofs. For the
protocol, a program is transformed into an arithmetic circuit,
then a Rank-1 Constraint-System (R1CS), and finally encoded as a
Quadratic Arithmetic Program (QAP). The output of a program
is correct if the respective solution to the QAP is also valid. The
succinctness and zero-knowledge aspect of such proofs come from
using random sampling and homomorphic encryption.

As discussed in Section 4.2, the proposed DKG protocol requires
executing elliptic curve operations within a circuit. Therefore, we
need to clarify possible limitations which affect our solution. The
limiting factor to implementing elliptic curve cryptographywithin a
circuit is that a circuit uses modular arithmetic over a finite field F𝑟 .
Therefore, only elliptic curves defined over F𝑟 are usable within a
circuit. These curves can then enable the implementation of specific
cryptographic protocols [3]. Another possibility is to create a cycle
of elliptic curves where the proof is generated using another curve
and verify this proof in a circuit using F𝑟 .

3 SYSTEM
In this section, we propose a DKG protocol that uses smart contracts
for decentralized computation and communication in combination
with zk-SNARKs to reduce its costs. We start with a brief overview
and continue with an explanation of the communication model, cost
model, smart contracts, and dynamic participation. After that, we
explain the design of the protocol and provide an exact specification,
including the different phases: Share Distribution, Dispute, and Key
Derivation.

The execution of the protocol starts with the Share Distribution
phase. Each participant generates a secret and distributes the shares
among the other participants using Feldman’s VSS and a smart
contract. Afterward, the protocol reaches the Dispute phase, during
which the participants verify the received shares and issue disputes
against dealers who distributed invalid shares. The accused dealer
can generate a zk-SNARK to justify that the distributed share is
correct and the dispute is unjustified. Not resolving a dispute leads
to exclusion from the protocol and crypto-economic punishments.
Finally, the protocol reaches the Key Derivation phase, in which
every participant uses the correctly distributed shares to derive
the shared public key. For submitting the public key to the smart
contract, any participant can generate a zk-SNARK to prove that
the derived public key is correct.

3.1 Communication Model
We assume a synchronous communication model in which all mes-
sages are delivered within a fixed time bound Δ and consider the
blockchain a public broadcast channel where parties can send and
receive messages.

Further, instead of establishing point-to-point connections be-
tween participants, the participants use the public broadcast chan-
nel to exchange direct messages. For that, the participants generate
a public/private key pair and disclose the public key to all other par-
ticipants using the blockchain. The participants use the public key
and some unique round-specific information to generate a shared
key with its counterparts. This shared key is then used as part of a
symmetric key encryption procedure to encrypt communication
over the public channel.

3.2 Cost Model
Additionally, we assume that a public blockchain requires trans-
action fees to be paid with the blockchain’s native currency. The
transaction fees incentivize miners to spend their computational
resources to create new blocks and execute transactions. Further,
the transaction fees help to protect the platform from misuse since
wasting resources also entails considerable costs.

The transaction fees depend on the actual computation steps
and required storage space. As such, transactions which only trans-
fer value between different accounts incur lower transaction fees
than transactions that trigger the execution of a smart contract
performing complex calculations or require a lot of storage [10]. Es-
pecially, elliptic curve operations are very cost intensive. Therefore,
our DKG protocol uses zk-SNARKs to move these computations
off-chain.

3.3 Smart Contracts
Initially, the protocol requires a trusted setup ceremony, which is
necessary for using zk-SNARKs (see Section 2.3). This procedure
generates the proving and verification keys for the circuits of Alg. 1
and 2 (see Section 3.5) to off-chain the computations for justification
and key derivation. The execution of the trusted setup generates a
simulation trapdoor referred to as toxic waste, which needs to be
discarded because it would enable the generation of fake proofs [8].
Therefore, it is recommended to useMultiparty Computation (MPC)
to distribute the trust among multiple parties [9]. This approach
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ensures that as long as one honest party discards its part of the
secret, it prevents the possibility of recovering the overall secret.

After executing the trusted setup ceremony, the smart contracts
are deployed on the blockchain. The protocol requires three differ-
ent smart contracts: the Justification, Key Derivation, and zkDKG
contracts. The Justification and Key Derivation contracts provide the
same functionality as both contracts only have to verify zk-SNARKs
for the different circuits used during the Dispute and Key Derivation
phases of the protocol. They only differ with respect to the inputs
and verification keys. The zkDKG contract manages the whole ex-
ecution of the DKG protocol. The participants use it to distribute
the shares, issue disputes, justify their actions during disputes, and
derive the public key. As justification and key derivation are based
on zk-SNARKs (see Sections 3.5.2 and 3.5.3), the zkDKG contract in-
teracts with the Justification and Key Derivation contracts to verify
the validity of the proofs.

Further, the zkDKG contract requires the configuration of differ-
ent parameters, including the addresses of the verification contracts,
threshold, time limits of the different phases, curve parameters, and
others that might be necessary to dynamically form the set of par-
ticipants.

3.4 Dynamic Participation
Finally, after finishing the deployment of the smart contracts, differ-
ent parties can start the formation process to qualify as participants.
In contrast to conventional DKG protocols, which do not use a
blockchain, several options are available to dynamically form the
set of participants, where we do not want to limit ourselves to a
specific one. Here, the zkDKG contract defines and strictly enforces
who is allowed to participate in the execution of the protocol.

Among other things, one can imagine a permissioned setting in
which the zkDKG contract defines that only its owner can decide
who is allowed to join. The owner only has to provide a predefined
list of the selected parties to the smart contract. The zkDKG con-
tract checks if the potential party is allowed to join and only after
successful authentication adds it to the current set of participants.
The problem here is that the owner represents a central authority.

However, other permissionless mechanisms potentially allow
everyone to join without having a central authority. The zkDKG
contract could implement a naive mechanism to allow everyone to
join until reaching a certain number of participants as long as they
deposit some tokens as collateral. However, this approach is imprac-
tical in most cases since it does not provide any Sybil resistance,
which would allow anyone to register with multiple identities [17].
In the worst case, a single party could register enough identities to
gain sole control and knowledge of the generated key.

An alternative solution is to let the potential participants stake
tokens not only as collateral but also to let the number of tokens
decide who is allowed to participate, as is done in systems based on
Proof of Stake (PoS) [30]. Following this direction, the zkDKG con-
tract specifies, e.g., that only the𝑛 parties with the highest deposited
stake may participate. Should participants misbehave during the
execution of the protocol, they might get penalized by slashing their
stake. This approach encourages participants to behave honestly
and improves Sybil resistance by encouraging the creation of only
one identity staking enough tokens. Another modification of this

approach would also allow regular token holders to delegate their
tokens to potential candidates to elect them as participants.

3.5 Protocol
After clarifying the necessary steps prior to the execution of the
protocol, we continue with its description and specification (see Pro-
tocol 1). For that, we examine the Share Distribution, Dispute, and
Key Derivation phases and describe the different execution steps
sequentially.

3.5.1 Share Distribution. After determining the participants, the
actual execution of the protocol starts with the Share Distribu-
tion phase (see Step 1 of Protocol 1) in which every participant
acts as a dealer in one of 𝑛 parallel executions of Feldman’s VSS.
For that, a participant 𝑃𝑖 has to retrieve the targeted threshold 𝑡
from the zkDKG contract. The next step is to generate the random
polynomial 𝑓𝑖 (𝑥) of degree 𝑡 − 1 and commit to the polynomial’s
coefficients to create its public counterpart 𝐹𝑖 (𝑥) with coefficients
𝐶𝑖 = {𝑐𝑖0𝐺, ..., 𝑐𝑖𝑡−1𝐺}. After that, a participant generates its shares
𝑆𝑖 by computing 𝑓𝑖 ( 𝑗) for every other participant 𝑃 𝑗 ∈ 𝑃 \ 𝑃𝑖 .
Each share 𝑠𝑖 𝑗 ∈ 𝑆𝑖 gets encrypted using a symmetric encryption
scheme (e.g., the One-Time-Pad [41]). For that, a participant re-
trieves the public keys of the other participants from the zkDKG
contract to compute a shared key with each participant using the
Diffie-Hellman key exchange. Additionally, to ensure that each
shared key is unique, as it is necessary for the One-Time-Pad, we
concatenate it with 𝑐𝑖0𝐺 and take its hash as the shared key.

Following, a participant only has to broadcast its key shares 𝑆𝑖
and the coefficients 𝐶𝑖 using the blockchain. For that, the zkDKG
contract offers a distributeShares function which is only callable for
registered participants during the Share Distribution phase of the
protocol. The zkDKG contract also ensures that the participants can
only submit the right number of shares and commitments. After
these checks, the zkDKG contract stores 𝑐𝑖0𝐺 and only the hashes
of 𝑆𝑖 and 𝐶𝑖 to save storage costs. Further, the zkDKG contract
either notifies the participants, or the participants have to poll the
zkDKG contract to check the current status. After that, a receiving
participant 𝑃 𝑗 can query the blockchain to get their share 𝑠𝑖 𝑗 ∈ 𝑆𝑖 ,
decrypt it, and verify that 𝐹𝑖 ( 𝑗) = 𝑓𝑖 ( 𝑗)𝐺 = 𝑠𝑖 𝑗𝐺 . The Share Distri-
bution phase ends after reaching the timeout or if all participants
distributed their shares.

3.5.2 Dispute. After the distribution of the shares, the zkDKG
contract reaches the Dispute phase (see Step 2 of Protocol 1) of the
protocol. If a participant receives an invalid share, it can issue a
dispute against the dealer, which then has to justify by proving the
correctness of the distributed share. A participant issues disputes
by calling the zkDKG contract’s dispute function and providing the
index of the dealer and the shares. The zkDKG contract verifies
that it reached the Dispute phase, checks if the hash of the provided
shares matches the stored hash and that no dispute concerning this
dealer is ongoing. Afterward, the zkDKG contract notifies the dealer
or respectively the dealer has to check if there are any ongoing
disputes to resolve within a certain time limit. This time limit is
extended with every dispute to provide the dealer enough time to
justify.
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Protocol 1 Distributed Key Generation Protocol
A set of participants 𝑃 = {𝑃1, . . . , 𝑃𝑛} generates a distributed
private key with threshold 𝑡 using a 𝑧𝑘𝐷𝐾𝐺 smart contract.
(1) Share Distribution
(a) A participant 𝑃𝑖 ∈ 𝑃 retrieves the threshold computed by

the 𝑧𝑘𝐷𝐾𝐺 contract.
(b) 𝑃𝑖 generates a random polynomial 𝑓𝑖 (𝑥) of degree 𝑡 − 1

and its corresponding public polynomial 𝐹𝑖 (𝑥) with coef-
ficients 𝐶𝑖 = {𝑐𝑖0𝐺, ..., 𝑐𝑖𝑡−1𝐺}.

(c) 𝑃𝑖 computes the set of shares 𝑆𝑖 = {𝑓𝑖 ( 𝑗) | 0 < 𝑗 < 𝑛, 𝑗 ≠ 𝑖}
and encrypts each share 𝑠𝑖 𝑗 ∈ 𝑆𝑖 .

(d) 𝑃𝑖 calls the distribute function of the 𝑧𝑘𝐷𝐾𝐺 contract and
provides𝐶𝑖 and 𝑆𝑖 . The 𝑧𝑘𝐷𝐾𝐺 contract then verifies that:
(i) the distribution phase is ongoing,
(ii) 𝑃𝑖 has not already distributed 𝑆𝑖 ,
(iii) provided |𝑆𝑖 | = |𝑃 \ 𝑃𝑖 | shares,
(iv) |𝐶𝑖 | = 𝑡 − 1 coefficients
and otherwise reverts.

(e) The 𝑧𝑘𝐷𝐾𝐺 contract stores 𝑐𝑖0𝐺 , ℎ𝑎𝑠ℎ(𝐶𝑖 ), and ℎ𝑎𝑠ℎ(𝑆𝑖 )
and notifies 𝑃 that 𝑃𝑖 submitted a share.

(f) A participant 𝑃 𝑗 ∈ 𝑃 verifies the received share 𝑠𝑖 𝑗 by
checking that 𝐹𝑖 ( 𝑗) = 𝑓𝑖 ( 𝑗)𝐺 = 𝑠𝑖 𝑗𝐺 . If the share is invalid,
𝑃 𝑗 continues with Step 2 and otherwise with Step 3.

(2) Dispute (optional)
(a) 𝑃 𝑗 calls the dispute function of the 𝑧𝑘𝐷𝐾𝐺 contract pro-

viding the index 𝑖 of the disputee 𝑃𝑖 and 𝑆𝑖 . The 𝑧𝑘𝐷𝐾𝐺
contract then verifies that:
(i) the dispute phase is ongoing,
(ii) 𝑃𝑖 has not already been disputed,
(iii) 𝑆𝑖 matches the stored ℎ𝑎𝑠ℎ(𝑆𝑖 )
and otherwise reverts.

(b) The 𝑧𝑘𝐷𝐾𝐺 contract notifies 𝑃𝑖 about the dispute includ-
ing 𝑖 , 𝑗 , 𝑆𝑖 , and the time limit 𝜏 to justify.

(c) 𝑃𝑖 generates a zk-SNARK 𝜋 𝐽 for the execution of Alg. 1
and uses the justify function of the 𝑧𝑘𝐷𝐾𝐺 contract to
submit 𝜋 𝐽 .

(d) The 𝑧𝑘𝐷𝐾𝐺 contract validates 𝜋 𝐽 and if 𝜋 𝐽 is valid resolves
the dispute. In case 𝜋 𝐽 is invalid, the dispute remains un-
resolved.

(3) Key Derivation
(a) The 𝑧𝑘𝐷𝐾𝐺 contract verifies that the key derivation phase

is ongoing.
(b) The 𝑧𝑘𝐷𝐾𝐺 contract checks for expired disputes and sets

the coefficients of excluded participants to zero.
(c) 𝑃𝑖 derives the public key 𝑝𝑘 by calculating 𝐻 (𝑥) =∑𝑗=𝑛

𝑗=1 𝐹 𝑗 and evaluating 𝐻 (0).
(d) Any participant generates a zk-SNARK 𝜋𝐷 for the execu-

tion of Alg. 2 and uses the derive function of the 𝑧𝑘𝐷𝐾𝐺
contract to submit 𝑝𝑘 and 𝜋𝐷 .

(e) The 𝑧𝑘𝐷𝐾𝐺 contract verifies 𝜋𝐷 , notifies 𝑃 about the suc-
cessful submission, and stores 𝑝𝑘 . If 𝜋𝐷 is invalid the
zkDKG contract reverts.

(f) The 𝑧𝑘𝐷𝐾𝐺 contract slashes disqualified participants.

This approach requires an additional interaction as the disputer
first issues a dispute, and the respective dealer then has to justify its
actions. By having the disputer generate a zk-SNARK and proving
that the share is invalid, it is possible to avoid additional interactions
with the dealer. However, the smart contract then needs to verify
the inputs by the dealer during the Share Distribution phase to
ensure that the receiver can generate a zk-SNARK which is only
possible with correct input values. Therefore, it is better to leave
it to the dealer, who has the incentive to provide correct inputs,
because otherwise, the dealer cannot generate a valid zk-SNARK.
This decreases the costs since there is no need for the smart contract
to verify the inputs.

The dealer continues with the generation of the zk-SNARK for
Alg. 1 to prove the correctness of the disputed share. For that, the
dealer has to provide its commitments 𝑐 , secret key 𝑠𝑘 , public key
𝑝𝑘 , the public key of the disputer 𝑝𝑘𝑑 , index 𝑖 , encrypted share 𝑠𝑒𝑛𝑐 ,
and the hash of the public parameters ℎ. The costs of verifying the
zk-SNARK increase with the number of public input parameters.
Therefore, we declare all public parameters as private and only pass
ℎ to verify themwithin the circuit by comparing the hashes. Further,
the dealer has to provide the commitments as uncompressed points
as decompressing is too complex within the circuit.

The program (see Alg. 1) for the justification of a disputed share
starts by checking whether the dealer knows the secret key to
the provided public key. After that, the program needs to verify
that the dealer provided the correct public input parameters. For
that, it hashes the commitments and subsequently hashes the result
again with the remaining public input parameters. The hash is then
compared with the hash provided by the dealer and only if both
hashes match, it is possible to continue with the computation. Since
the input parameters are correct, the program can derive the shared
key from 𝑠𝑘 , 𝑝𝑘𝑑 , and 𝑐 , to get the decrypted share 𝑠𝑑𝑒𝑐 . Finally, it
checks if the public polynomial evaluates to 𝑠𝑑𝑒𝑐𝐺 and returns the
result.

After computing the proof, the dealer calls the justify function
of the zkDKG contract providing the previously computed proof.
Initially, the zkDKG contract checks if there is a dispute to resolve.
After that, the zkDKG contract computes the hash of the public
input parameters and calls the Justification contract. The zkDKG
contract reverts if the proof is invalid, and otherwise, it deletes the
dispute and excludes the disputer for the unjustified dispute.

3.5.3 Key Derivation. After reaching the time limit and allowing
all participants to verify their received shares and file a dispute,
the final Key Derivation phase (see Step 3 of Protocol 1) of the
protocol begins. A participant computes its overall share of the
distributed private key by summing up the shares received from
qualified participants, i.e., participants with no unresolved disputes.
The derivation of the public key is very cost-intensive using a smart
contract. Therefore, any participant can generate a zk-SNARK for
Alg. 2 to derive the public key off-chain and only submit the public
key with the proof to the zkDKG contract. A participant can derive
the public key by computing 𝑝𝑘 =

∑𝑗=𝑛
𝑗=1 𝑐

𝑗
0𝐺 . However, generating

a proof of this computation also requires the hash of the public
input parameters, i.e., the first public coefficients, to verify that a
participant uses the correct input parameters.
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Algorithm 1 Compute the justification that a distributed share is
correct and was wrongly disputed
1: function justify(𝑐 , 𝑠𝑘 , 𝑝𝑘 , 𝑝𝑘𝑑 , 𝑖 , 𝑠𝑒𝑛𝑐 , ℎ)
2: 𝑎𝑠𝑠𝑒𝑟𝑡 (𝑚𝑢𝑙𝑡 (𝑠𝑘,𝐺) == 𝑝𝑘)
3: ℎ𝑐 ← ℎ𝑎𝑠ℎ(𝑐𝑜𝑚𝑝𝑟𝑒𝑠𝑠 (𝑐))
4: ℎ𝑐 ← ℎ𝑎𝑠ℎ(ℎ𝑐 , 𝑝𝑘, 𝑝𝑘𝑑 , 𝑖, 𝑠𝑒𝑛𝑐 )
5: 𝑎𝑠𝑠𝑒𝑟𝑡 (ℎ == ℎ𝑐 )
6: 𝑠𝑑𝑒𝑐 ← 𝑠𝑒𝑛𝑐 − 𝑠ℎ𝑎𝑟𝑒𝑑𝐾𝑒𝑦 (𝑠𝑘, 𝑝𝑘𝑑 , 𝑐)
7: 𝑎𝑐𝑡𝑢𝑎𝑙 ←𝑚𝑢𝑙𝑡 (𝑠𝑑𝑒𝑐 ,𝐺)
8: 𝑒𝑥𝑝𝑒𝑐𝑡𝑒𝑑 ← 𝑒𝑣𝑎𝑙𝑃𝑢𝑏𝑃𝑜𝑙𝑦 (𝑖, 𝑐)
9: return 𝑎𝑐𝑡𝑢𝑎𝑙 == 𝑒𝑥𝑝𝑒𝑐𝑡𝑒𝑑
10: end function
11: function sharedkey(sk, pk, c)
12: 𝑘 ← 𝑠𝑐𝑎𝑙𝑎𝑟𝑀𝑢𝑙𝑡 (𝑠𝑘, 𝑝𝑘)
13: return ℎ𝑎𝑠ℎ(𝑘, 𝑐 [0])
14: end function
15: function evalpubpoly(i, c)
16: 𝑟𝑒𝑠𝑢𝑙𝑡 ← 𝐼𝑛𝑓 𝑖𝑛𝑖𝑡𝑦
17: for 𝑘 ← 1 to 𝑙𝑒𝑛(𝑐) do
18: 𝑟𝑒𝑠𝑢𝑙𝑡 ←𝑚𝑢𝑙𝑡 (𝑟𝑒𝑠𝑢𝑙𝑡, 𝑖)
19: 𝑟𝑒𝑠𝑢𝑙𝑡 ← 𝑎𝑑𝑑 (𝑐 [𝑙𝑒𝑛(𝑐) − 1 − 𝑘]
20: end for
21: return 𝑟𝑒𝑠𝑢𝑙𝑡
22: end function

After generating the proof, a participant calls the derive function
of the zkDKG contract providing the public key and the proof.
The zkDKG contract checks if it is in the Key Derivation phase
and if participants have any unresolved disputes. If a participant
has unresolved disputes, it is excluded by setting its first public
coefficient to 0, i.e., the point at infinity. Further, the zkDKG contract
aborts the execution of the protocol if the number of excluded
participants exceeds the limit specified during deployment. In the
worst case, the number of participants and the threshold are equal,
meaning that a single failure is enough to make the distributed
private key unusable. This case requires a restart of the protocol
with an updated set of participants, i.e., misbehaving participants
get replaced and lose their collateral.

After that, the zkDKG contract computes the hash of all the
stored first coefficients and the submitted public key. Here also,
only providing the hash of the public inputs reduces the verifi-
cation costs. Then, the zkDKG contract calls the Key Derivation
contract, providing the previously computed hash and the public
key. The zkDKG contract stores the public key if the proof is valid
and otherwise reverts. Another possibility is to let the zkDKG con-
tract optimistically accept the public key and introduce another
dispute round after the submission. This approach reduces the costs
of submitting the public key and the necessary resources since the
generation and verification of the proof are only required if the
submitted public key is invalid. However, another dispute round
introduces further complexity.

Finally, the zkDKG contract allows multiple runs such that only
a single deployment is necessary to reduce the overall costs. It is
up to the creator of the zkDKG contract to specify when to execute
a reset.

Algorithm 2 Derive the distributed public key
1: function derive(𝑐𝑜𝑒 𝑓 , ℎ)
2: ℎ𝑐 ← ℎ𝑎𝑠ℎ(𝑐𝑜𝑚𝑝𝑟𝑒𝑠𝑠 (𝑐𝑜𝑒 𝑓 ))
3: 𝑎𝑠𝑠𝑒𝑟𝑡 (ℎ == ℎ𝑐 )
4: 𝑝𝑘 ← 𝐼𝑛𝑓 𝑖𝑛𝑖𝑡𝑦
5: for 𝑘 ← 1 to 𝑙𝑒𝑛(𝑐𝑜𝑒 𝑓 ) do
6: 𝑝𝑘 ←𝑚𝑢𝑙𝑡 (𝑝𝑘, 𝑐𝑜𝑒 𝑓 [𝑖])
7: end for
8: return 𝑝𝑘
9: end function

4 IMPLEMENTATION
In this section, we describe the implementation of the client soft-
ware and the smart contracts available as open-source software on
GitHub1.

4.1 Smart Contracts
We implemented the smart contracts in Solidity for the Ethereum
smart contract and decentralized application platform, as it is today
the most popular smart contract platform with a wide range of tools
and support [4]. Further, Ethereum offers precompiled contracts for
elliptic curve addition, scalar multiplication, and pairing checks on
the alt_bn128 curve, which is necessary to verify the zk-SNARKs.
Since the implemented prototype works for Ethereum, it also sup-
ports other Ethereum-based blockchains out of the box. However,
the solution can also be implemented for other blockchains as long
as these platforms provide the necessary smart contract capabilities
and verification of zk-SNARKs.

We decided to implement the naive registration mechanism,
which has already been discussed in Section 3.4, as it is sufficient
for the first prototypical implementation and allowed us to focus
on the more important parts of the protocol. The zkDKG contract
only allows participants to join until reaching a certain number and
requires them to provide collateral. The participants can withdraw
their placed collateral from the zkDKG contract after the execution
of the protocol if they behave honestly.

The used threshold depends on the number of registered partici-
pants 𝑛. The zkDKG contract computes ⌈(𝑛 + 1)/2⌉, specifying that
the reconstruction of the distributed private key requires more than
half of the registered participants. Further, we define that at least
⌈(2𝑛 + 1)/3⌉ need to successfully share their secrets to enable the
submission of the public key to ensure that the system continues
to work if participants misbehave. These are usually the minimum
requirements considering the related work (see Section 6).

The zkDKG contract has to store the distributed shares and com-
mitments of the participants. Storage space on the blockchain is
one of the biggest cost factors. Therefore, the zkDKG contract keeps
the storage as low as possible. For that, the zkDKG contract only
stores the first coefficients of each participant directly in the smart
contract’s storage while leaving the shares and commitments as
part of the calldata and only storing the Keccak256 hash, which is
considerably cheaper. Unfortunately, Ethereum does not provide
a cost-efficient implementation of arithmetization-oriented hash
functions such as MiMC [2], Poseidon [24], or Rescue-Prime [46],
1https://github.com/soberm/zkDKG
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which would make computing the hash inside a circuit more effi-
cient. The zkDKG contract emits an event to notify all participants
about the recent distribution from a specific participant.

The Justification and Key Derivation contracts required no man-
ual implementation. For these functionalities, the ZoKrates tool-
box (see Section 4.2) provides the possibility to generate the verifica-
tion contracts for the respective circuits. These generated contracts
use the precompiled contracts provided by Ethereum to ensure the
cost-efficient verification of the proofs.

4.2 Client
In addition to the smart contracts, we also provide a prototypical
implementation of the client software written in the Go program-
ming language. The client software is the off-chain component that
uses the zkDKG contract to generate the distributed private key.
For generating the zk-SNARKs, we use the ZoKrates [18] toolbox,
which enables zk-SNARKs on Ethereum. ZoKrates offers a Domain-
Specific Language (DSL) to create off-chain programs and compile
them to arithmetic circuits. After that, a client can use ZoKrates
to compute the witness for a specific circuit and generate a proof
of computation using the selected proving scheme. We selected
Groth16 as the proofs only consist of three elliptic curve points,
which makes the verification on the blockchain cheaper.

We used the DSL provided by ZoKrates to implement Alg. 1 and
2. The standard library of ZoKrates already provides the implemen-
tation of elliptic curve operations over the Baby Jubjub curve [3].
Hence, our prototype uses this curve for elliptic curve cryptography.
However, the protocol supports any other curve as long as its base
field matches the scalar field of the curve used for the zk-SNARKs.

The client software uses Go language bindings for Ethereum
smart contracts to avoid boilerplate code and directly interact
with the smart contracts through their interfaces. Unfortunately,
ZoKrates does not provide Go bindings. Therefore, the client uses
Docker to spin up new containers using the ZoKrates Docker image
and execute the respective commands to compute the witness and
generate the proofs for Alg. 1 and 2 within a container. The client
retrieves the result from the container to submit the proof to the
zkDKG contract when executing the justify or derive functions.

5 EVALUATION
After describing the implementation of the protocol, we use this
section to evaluate the protocol concerning costs, performance, and
memory. The results give insight into the overhead introduced by
smart contracts and the necessary resources needed to generate
the proofs for justification and key derivation.

We execute the protocol ten times each before doubling the
number of participants until we reach 256 participants resulting
in 70 protocol runs. During the executions, we measure the gas
consumption, proof generation time, and memory usage. We per-
form the experiments on an Amazon EC2 instance equipped with
an Intel(R) Xeon(R) Platinum 8259CL running Ubuntu 22.04 using
eight cores with a clock speed of 2.50GHz. The machine has access
to 32GB DDR4 RAM with a frequency of 3200MHz and an SSD
with a throughput of 128 MB/s max. Further, we spin up a local
blockchain instance using Hardhat network 2.11.1 to deploy and
run the smart contracts.
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Figure 1: Gas consumption of the different phases

5.1 Costs
The execution of smart contracts on the Ethereum platform re-
quires gas to protect the platform by preventing the unnecessary
consumption of resources. Further, it serves as a reward for miners
and incentivizes them to provide their resources. However, this is
not only an inherent characteristic of the Ethereum platform but
also of other smart contract platforms that need to compensate
miners. Therefore, we examine the costs incurred by the protocol
through executing smart contracts. We specifically look at the gas
consumption of the share, dispute, justify and derive functions.

The results (see Fig. 1) show that the share and dispute functions
consume the least amount of gas. The gas consumption of the share
function averages 117 kGas for 4 participants reaching 505 kGas
for 256 participants. These costs are relatively low since the shares
and commitments are part of the calldata, while the zkDKG con-
tract only stores the respective hash values. The dispute function
consumes even less gas since only the number of shares impacts
its gas consumption. Here we get 137 kGas for 4 participants and
269 kGas for 256 participants. However, the gas consumption of
both functions increases linearly with the number of participants
that execute the protocol.

Further, we can see that the gas consumption of the justify func-
tion is constant at 343 kGas respecting the number of participants.
The reason is that the justify function only expects the zk-SNARK
consisting of three elliptic curve points as input. The zkDKG con-
tract does not execute any operations based on the number of
participants and removes the dispute upon successful proof verifi-
cation. However, the gas consumption increases slightly if multiple
disputes are stored since the smart contract needs to loop over all
inputs to find the respective index.

On the contrary, executing the derive function consumes more
gas with an increasing number of participants since the zkDKG
contract needs to compute the hash of all first coefficients to verify
the zk-SNARK. The results show that executing the derive func-
tion consumes 290 kGas for 4 participants up to 932 kGas for 256
participants. The number of expired disputed also increases the
gas consumption since the smart contract has to exclude the nodes

237

67



SAC ’23, March 27-31, 2023, Tallinn, Estonia Sober et al.

4 8 16 32 64 128 256

8

16

32

64

128

256

512

# of Participants

Pr
oo

fG
en
er
at
io
n
Ti
m
e
in

Se
co
nd

s

justify
derive

Figure 2: Time to generate the proofs

before deriving the public key. However, since disputes are an ex-
ception, the impact on gas consumption is low.

5.2 Performance
Not only do the smart contracts introduce additional overhead
but also the generation of zk-SNARKs for executing the justify
and derive functions. Although this approach saves costs when
executing the smart contracts, all participants have to use more of
their local resources to generate the proofs. An interesting aspect
here is how much time a participant spends on generating these
proofs with an increasing number of participants.

The results of the executed experiments (see Fig. 2) show that
proof generation time for justification and key derivation linearly
depends on the number of participants. The proof generation time
for key derivation gets higher and grows faster than for justification.
The difference is that the former directly depends on the number
of participants, while the latter depends on the threshold. The
generation of the proofs with 4 participants takes 17 and 6 seconds,
respectively. However, it already takes 292 and 451 seconds with
256 participants.

The proof generation time is usually not a large concern since
blockchains are not suitable for time-critical applications. However,
configuring the timeouts of the zkDKG contract requires attention
to ensure that each participant has enough time to generate the
proofs, which is particularly important for justification. Further,
there is also a lot of optimization potential to reduce the proof
generation time by using arithmetization-oriented hash functions
and enabling multi-threading for ZoKrates.

5.3 Memory
Additionally, we investigate memory consumption during proof
generation. Memory consumption is usually a bigger concern than
proof generation time since memory consumption tends to be very
high, considering that certain computations (e.g., keccak256) are
not very efficient with zk-SNARKs. Here, we also examine how the
number of participants influences memory consumption.
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Figure 3: Memory usage during proof generation

The measurements of memory consumption (see Fig. 3) show
that it also increases linearly with the number of participants. The
memory consumption behaves the same as the proof generation
time. The generation of the proof for justification consumes 1.39 GB
for 4 participants up to 21.2 GB for 256 participants. For key deriva-
tion, we get a memory consumption of 452 MB for 4 participants
and 27.7 GB for 256 participants. Therefore, we get a higher entry
barrier for the participants since they need the resources to ensure
they can generate the proofs. However, there is also potential to
optimize memory consumption by using arithmetization-oriented
hash functions.

6 RELATEDWORK
DKG protocols have always received a lot of attention in research,
as they constitute the primary building block of threshold cryp-
tosystems. Although blockchain technology already benefits from
the application of threshold cryptography, only a few works, to the
best of our knowledge, explore the application of smart contracts
to enhance the protocols themselves.

In 1991, Pedersen [39] introduced the first DKG protocol, which
allows multiple participants to generate a shared secret, where each
party only possesses a share of the secret and has no further infor-
mation about the shared secret. Every participant acts as a dealer
in one of 𝑛 parallel executions of Feldman’s VSS scheme (see Sec-
tion 2). In later work, Gennaro et al. [20] propose the Joint-Feldman
DKG protocol, which builds upon Pedersen’s DKG protocol but also
ensures the uniform distribution of the shared secret. Pedersen’s
DKG protocol provides the foundation for our proposed protocol.
While it does not guarantee uniform randomness of the shared
secret, it remains secure, and only specific use cases require this
property [21, 22].

Kate and Goldberg [27] propose the first DKG protocol, which
works in an asynchronous network setting. For that, the authors
define an asynchronous VSS scheme adopting a hybrid model for a
network with𝑛 > 3𝑡+2𝑓 +1 nodes, where an adversary may control
𝑡 nodes, and 𝑓 nodes can fail. The VSS protocol includes a sharing
and reconstruction protocol and a recovery mechanism. The work
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shows that asynchronous DKG protocols require a Byzantine agree-
ment scheme. Therefore, the authors use a leader-based agreement
protocol in combination with the previously specified VSS scheme
to create a DKG protocol. In subsequent work, Kate et al. [28] pro-
vide another protocol version to guarantee uniform randomness of
the shared secret. Further, they provide an implementation of the
protocol and analyze its performance.

In [31], the authors present another asynchronous DKG protocol.
However, the protocol enables the generation of a shared secret
with a dual (𝑓 , 2𝑓 + 1) threshold with 𝑓 faulty participants. The
authors introduce an asynchronous high-threshold VSS scheme
that separates the reconstruction and recovery thresholds using an
asymmetric bivariate polynomial. This VSS scheme forms the basis
for a weak DKG protocol which eventually leads to a common key.
By adding another mechanism to produce common randomness
and implementing an agreement protocol, the authors were able to
create the final asynchronous DKG protocol. Following a different
approach, Abraham et al. [1] present a more efficient solution im-
proving on the results presented in [31]. Further, a work by Das et
al. [14] also promises improvements while providing compatibility
with current threshold cryptosystems.

Schindler et al. [41] present a DKG protocol that uses Ethereum
as its communication and verification platform. The protocol is
based on the Joint-Feldman DKG protocol [20] and incorporates
further improvements from [36] to address biasing attacks. The ap-
plication of blockchain technology allows for the dynamic selection
of participants and the augmentation of the protocol with crypto-
economic incentives. Similar to our protocol (see Section 3.5), it
uses Feldman’s VSS to create and distribute the shares through the
blockchain. However, there are some differences regarding the man-
agement of disputes. The authors describe a dispute mechanism
where shareholders have to publish an invalid share and the key
to decrypt the share. A disputer has to provide a Non-interactive
Zero-Knowledge Proof (NIZK) to show the equality of two discrete
logarithms to ensure the correctness of the published key. After
that, a smart contract can then decrypt and verify the share. In
our protocol, we stick to the notion that a dealer needs to prove
that it behaved correctly instead of letting the shareholder prove
that the dealer violated the protocol. Further, our protocol requires
that the dealer submits a zk-SNARK to prove that it behaved cor-
rectly, which reduces the on-chain computations to a bareminimum.
Despite these differences, the approach by Schindler et al. comes
closest to the work at hand.

In [45], the authors present a smart contract for Threshold Infor-
mation Disclosure (TID) based upon the work in [41]. This approach
allows users to disclose certain pieces of information simultane-
ously such that all or no users disclose their information. The main
building block of the TID mechanism is a DKG protocol that allows
for the scheduled reconstruction of the private key. The authors
extended and simplified the DKG protocol by Schindler et al. [41]
to generate a threshold ElGamal key pair for encryption and de-
cryption, ultimately making it more gas-efficient for the TID use
case. After 𝑡 or more participants have contributed to restoring the
private key, any participant can submit it to the smart contract.
The smart contract enables the disclosure of the information to the
public by providing the information and the submitted private key.

While the authors were able to optimize the DKG protocol, it is
only applicable to specific use cases.

The authors of [15] propose a blockchain-based DKG protocol
that ensures privacy and traceability. The protocol utilizes a block-
chain, e.g., Bitcoin, with a pegged sidechain to improve scalability.
Here, the main blockchain only acts as the coordinator and enables
the anonymization of participants through a coin mixing service.
The participants lock their coins on the main blockchain, generate
the shares using the protocol from [22] and execute the sharing
phase on the pegged sidechain. Participants can also issue dispute
claims on the sidechain in case another participant violates the rules
of the protocol. Finally, the participants can unlock their coins after
successfully executing the protocol. While this solution provides
better scalability through the pegged sidechain, it also introduces
additional complexity.

Zhang et al. [48] present a publicly verifiable DKG protocol
that uses Ethereum for trustless computation and communication.
The authors explore the application of Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) instead of Publicly Verifiable Secret
Sharing (PVSS) to lower the communication and computation over-
head. Similar to PVSS, CP-ABE also enables the participants to
create a shared publicly verifiable secret. The protocol only needs a
single round as the smart contracts directly verify the proofs, thus
removing the dispute phase. Unfortunately, the protocol incurs very
high verification costs.

While our solution also entails a cost, time, and memory over-
head, it is more cost-efficient than the current solutions based on
blockchain technology since we move the expensive computations
off-chain. Further, the availability of additional precompiled con-
tracts to enable complex cryptographic operations besides the veri-
fication of the proof does not restrict our solution since there is no
need for the smart contract to execute these complex calculations
on the blockchain.

7 CONCLUSION
Threshold cryptography is an essential building block for creating
threshold cryptosystems used by various applications, especially
in the blockchain field. In this work, we showed that blockchains
also open new possibilities which help to advance threshold cryp-
tosystems by offering a platform for decentralized computation and
communication.

For this, we introduced a DKG generation protocol that uses the
potential of integrating blockchain technology into the protocol.
Smart contracts enable the dynamic participation of participants,
augment the protocol with crypto-economic incentives to establish
accountability, ensure the correct execution of the protocol and
provide a public broadcast channel through the blockchain. The
protocol enables participants to use zk-SNARKs for justification
and key derivation to execute heavy computations off-chain to
save gas costs. We implemented the proposed protocol for the
Ethereum smart contract platform and evaluated it regarding costs,
performance, and memory to demonstrate its applicability.

In future work, we want to examine if there is potential to reduce
the overhead of using smart contracts even further and integrate
improvements from other protocols.
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Abstract. Missing interoperability is a prevalent issue in today’s blockchain
landscape. Due to this lack of interoperability, only smart contracts deployed
on the same blockchain can call each other. Smart contract interactions across
the boundaries of blockchains would, however, provide an opportunity to
create cross-blockchain applications. Hence, an additional mechanism for the
execution of cross-blockchain smart contract calls is desirable. Unfortunately,
already proposed solutions usually require one or more trusted intermediaries,
which eventually leads to a lower degree of decentralization.

Therefore, we propose a novel framework to enable smart contract interop-
erability across different blockchains. The framework enables the execution
of asynchronous cross-blockchain smart contract calls. It uses blockchain
relays to maintain a high degree of decentralization while placing only mi-
nor trust in intermediaries. We provide a prototypical implementation for
Ethereum-based blockchains and evaluate it regarding costs and execution
time.
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Abstract—Missing interoperability is a prevalent issue in to-
day’s blockchain landscape. Due to this lack of interoperability,
only smart contracts deployed on the same blockchain can call
each other. Smart contract interactions across the boundaries of
blockchains would, however, provide an opportunity to create
cross-blockchain applications. Hence, an additional mechanism
for the execution of cross-blockchain smart contract calls is desir-
able. Unfortunately, already proposed solutions usually require
one or more trusted intermediaries, which eventually leads to a
lower degree of decentralization.

Therefore, we propose a novel framework to enable smart
contract interoperability across different blockchains. The frame-
work enables the execution of asynchronous cross-blockchain
smart contract calls. It uses blockchain relays to maintain a
high degree of decentralization while placing only minor trust
in intermediaries. We provide a prototypical implementation for
Ethereum-based blockchains and evaluate it regarding costs and
execution time.

Index Terms—blockchain interoperability, smart contracts,
cross-blockchain communication

I. INTRODUCTION

With Bitcoin [1], blockchain technology found its first
application in the design of a payment system that does not
rely on a third party. After that, the advent of the second
generation of blockchains, such as Ethereum [2], introduced
smart contracts. Smart Contracts are deterministic programs
stored on the blockchain and executed by multiple or all nodes
of the underlying peer-to-peer network. With this and further
recent advancements in research and development, blockchains
have also found applications in many other areas besides
cryptocurrencies [3]–[5].

However, this development has also led to high fragmen-
tation in the blockchain space [6], [7]. Blockchains are, for
the most part, closed worlds that are not interoperable with
external systems. This lack of interoperability means that users
depend on the initially selected blockchain platform. Switching
to a new platform with other characteristics is usually not
possible, resulting in so-called vendor lock-ins. Thus, users
cannot fully benefit from other blockchain platforms’ new
features or properties.

The lack of interoperability is particularly noticeable when
using smart contracts. A smart contract can only modify its
state on the hosting blockchain while having no access to
other blockchains or external systems. Often, however, it is

the case that smart contracts need data from outside its hosting
blockchain.

Allowing interactions of smart contracts running on differ-
ent blockchains takes the hassle out of choosing a single right
platform for users and allows them to collaborate even though
different blockchains are used. However, users are not the only
beneficiaries of improved blockchain interoperability. These
also include the developers of decentralized applications since
they no longer have to limit themselves to one blockchain.
Developers can choose the right tool for the job and also
benefit from code reuse by using smart contracts running on
different blockchains. This leads to shorter development times,
resource savings, and less code redundancy, enabling the
development of higher-quality (cross-blockchain) applications.

For that reason, we present a framework inspired by the
Remote Procedure Call (RPC) protocol to enable interaction
between smart contracts residing on different blockchains that
use the Ethereum Virtual Machine (EVM). The smart contracts
can call each other’s functions and return the result to the
caller. The framework provides the opportunity to create stub
contracts which serve as an abstraction layer to hide the back-
ground details of cross-blockchain communication. By using
blockchain relays, the stubs can transfer information to other
blockchains while only requiring one honest intermediary for
the correct execution of the relays. A client contract can
conveniently call a stub contract to call a smart contract on
another blockchain, as the transaction sender facilitates the
communication between the stubs by forwarding the necessary
information with the respective proof data.

Additionally, we implement a prototype for two popular
EVM-based blockchains in Solidity. We discuss possible ex-
tensions of the framework to support other blockchains and
evaluate the costs and execution time of asynchronous cross-
blockchain smart contract calls.

The rest of this paper is structured as follows: In Sec-
tion II, we discuss related work. Afterward, we describe the
background concepts applied in our solution in Section III.
Following, we present the enabling framework for cross-
blockchain smart contract calls in Section IV and deliver the
evaluation in Section V. After that, we discuss security and
possible extensions in Section VI and conclude the paper in
Section VII.
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II. RELATED WORK

To the best of our knowledge, cross-blockchain smart
contract calls are not covered extensively in recent research.
Nevertheless, we discuss some existing concepts and solutions.

Nissl et al. [8] propose a framework that enables smart
contract invocations across multiple blockchains. Initially, a
caller registers a call on the source blockchain, for which in-
termediaries can place offers. After the caller accepts an offer,
the intermediary forwards the request to the target blockchain
and returns the result. Then, the validators determine the
correctness and finalize the call. While the authors offer
an interesting solution to enable cross-chain smart contract
calls, it relies on multiple trusted validators and entails a
considerable time and cost overhead.

Robinson and Ramesh [9] describe a general-purpose
atomic cross-chain transaction protocol for Ethereum in which
events transfer the information between the participating
blockchains. A threshold number of trusted validators must
sign these events and execute a simulation of a call graph.
On each blockchain, a Cross-blockchain Control Contract
offers the necessary functions to execute the cross-chain calls
in an atomic and synchronous way. Similar to our frame-
work (see Section IV), this solution also uses Ethereum events
to transfer information. However, it relies on a trusted set
of signers and offers synchronous function calls. In [10],
Robinson further discusses the performance implications of
atomic cross-chain transactions.

Westerkamp and Küpper present a solution to enable the
synchronization of smart contracts initially deployed on a
specific blockchain with their respective counterparts on other
blockchains [11]. These client contracts mirror the logic and
state of the original smart contract and provide instant read-
only access to the target blockchain. Instead of replaying all
transactions on the target blockchain, the solution uses state
proofs and transition confirmations to synchronize contract
states. While this solution allows smart contracts on the target
blockchain to retrieve information from a remotely hosted
smart contract, it is not possible to execute write operations.

The Ion Interoperability Framework [12] emerged as a part
of the Clearmatics Ion project to provide an interface to create
cross-blockchain smart contracts. The execution of these smart
contracts is dependent on state transitions that have already
occurred on another blockchain. In the case of Ethereum,
information is passed as events that are part of the transaction
receipt. The framework provides a mechanism to check the
stored state from another blockchain. Based on these checks,
the execution of a smart contract is triggered. This solution
differs from our framework in that smart contracts never call
each other directly.

HyperService [13] is a platform for creating cross-
blockchain applications. For this, a programming framework
provides the necessary abstractions, including a high-level
programming language and a unified state model. Further, the
authors describe a protocol that enables the correct execu-
tion of decentralized applications, requiring multiple transac-

tions to be posted on different blockchains. A blockchain of
blockchains provides a transparent view of the execution of
the decentralized applications while misbehaving parties are
being held accountable for their actions. On the other hand, our
approach does not require an additional blockchain. Further,
developers can still use existing programming languages.

Cosmos [14] is a multi-blockchain network that aims,
among other things, to improve blockchain interoperability.
For communication, Cosmos makes use of the Interblockchain
Communication (IBC) protocol proposed in [15]. The IBC
protocol allows multiple ledgers to establish connections with
each other to create channels via which packages can be
transmitted to different smart contracts. Merkle proofs provide
the necessary evidence that packages were sent and received.
Unfortunately, Cosmos does not support already existing
blockchains out of the box. The integration requires peg zones
that act as adaptors.

Polkadot [16] is another multi-blockchain framework. A
central relay blockchain is responsible for the system’s coordi-
nation and connects multiple parachains to enable interchain
transactions. Cross-chain communication is enabled through
the Cross-chain Message Passing (XCMP) protocol which uses
a queuing mechanism based on Merkle trees. Like Cosmos,
Polkadot has the disadvantage that existing blockchains cannot
be integrated directly but only through bridges.

In [17], the authors present appXChain, an application-
based solution for blockchain interoperability. A cross-chain
hub enables cross-chain transactions using blockchain-specific
APIs with an additional translation layer between the different
blockchains. Verifiers on each blockchain offer light client
services and additionally enable off-chain data access and
communication. To showcase the approach, the authors adapt
their approach to a use case in the healthcare industry. Here
too, several trusted intermediaries are required.

In contrast to the approaches discussed above, our solution
does not rely on multiple trusted intermediaries or requires an
additional blockchain. Nevertheless, it provides the necessary
abstractions and enables the execution of asynchronous cross-
blockchain smart contract calls while also retaining a high
degree of decentralization.

III. BACKGROUND

Cross-blockchain communication refers to the ability to
transfer arbitrary information between blockchains [6] and
is, therefore, a prerequisite to achieving interaction between
smart contracts running on different blockchains. Preferably,
this information transfer is secure, decentralized, and trustless.

Blockchain relays are a technique to transfer state in-
formation between different blockchains [18]. A blockchain
relay is a smart contract on the target blockchain which can
receive block headers and verify them according to the source
blockchain’s consensus mechanism to replicate a chain of
block headers. Instead of trusted intermediaries, blockchain
relays depend on off-chain clients. These off-chain clients
continuously relay block headers from the source blockchain
to the target blockchain. A smart contract on the target
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blockchain can use the blockchain relay’s light client function-
ality to verify state information about the source blockchain.

Blockchain relays make use of a technique called Simplified
Payment Verification (SPV) [1] to verify that a transaction is
part of a specific block. Transactions in Bitcoin or Ethereum
are stored using Merkle trees, whereby the block header
includes the Merkle root [19]. The smart contract on the
target blockchain can verify submitted Merkle proofs by
recalculating the root of the Merkle tree and verifying that
it matches the root hash stored in the block header. Further,
for blockchains with probabilistic finality, the relay contract
checks that the block is considered final. For Bitcoin and
Ethereum, this requires that the block is part of the main chain
and confirmed by at least six, respectively twelve blocks.

The advantage of relays is that they do not need any
trusted intermediaries, as the smart contract validates the block
headers directly on-chain. Nevertheless, blocks need to be
forwarded continuously to keep the blockchain relay up-to-
date, and the on-chain block header validation is quite costly.
However, novel relay schemes already offer more-cost efficient
solutions [20], [21]. Therefore, we use blockchain relays to
implement cross-blockchain smart contract calls.

IV. FRAMEWORK

In this section, we present a framework for asynchronous
cross-blockchain smart contract calls. First, we provide a high-
level overview of the framework and then give a detailed
description of the functionality.

A. Overview

We propose a framework that allows smart contracts resid-
ing on two different blockchains to call each other. The frame-
work (see Figure 1) is inspired by the RPC protocol, which
enables client-server communication in computer networks.
Similar to RPC, where a local computer calls a procedure on
a remote computer, a smart contract on a source blockchain
calls a function of a smart contract on a target blockchain.
On both blockchains, stub contracts must be deployed. The
stubs completely hide the complexity of executing cross-
blockchain calls from the clients. They provide the respective
interface to the called smart contract, encode/decode the sent
messages, and verify the state of the blockchain from which
the transmitted messages originated.

Since blockchains cannot communicate directly with each
other, the framework needs a mechanism for cross-blockchain
communication to enable the transmission of the mes-
sages (see Section IV-B). The framework relies on blockchain
relays, through which it can preserve a high degree of de-
centralization. Relayers continuously transfer block headers
from the source blockchain to the target blockchain and vice
versa. These block headers contain the necessary information
to verify the exchanged messages between the stubs.

A cross-blockchain smart contract call always requires
actions by an external user. This external user is usually the
account’s owner that sent the transaction that resulted in the

Client Client

Stub

Relay
Source

Blockchain

External User

Server

Stub Server

Relay
Target

Blockchain

Relayer

Fig. 1. High-level overview of the framework

initialization of a cross-blockchain call and is therefore respon-
sible for its further execution. It also has to prepare, execute
and finally acknowledge the call. However, any external user
can continue other cross-blockchain calls not initiated by them.
Therefore, to guarantee that external users will perform this
task, the framework applies an incentive mechanism (see Sec-
tion IV-C) to ensure that calls are not orphaned.

B. Information Transfer

An essential part of the framework is the information
transfer between stubs. A transaction in Ethereum consists of
a type, the nonce, the gas price, the gas limit, the recipient,
the value, and the signature composed of the r and s values.
Specific transaction types may contain additional fields but
are not relevant to this approach. Further, each transaction
has a corresponding transaction receipt containing the type
of the transaction, the status code indicating if the transaction
failed, the cumulative gas used, all logs generated during the
execution of the transaction, and a Bloom filter for the logs.

The framework uses two important mechanisms for infor-
mation transfer: Ethereum events and blockchain relays. Smart
contracts can emit Ethereum events to store log data on the
blockchain. The log data consists of multiple (max. 4) topics
and additional data. The topics include an identifier and data
to describe the event, while the additional data includes the
event parameters. Since the transaction receipt includes all logs
generated during the execution of a transaction, stubs can emit
events to log data on the blockchain, which can be verified on
another blockchain by using blockchain relays.

Because the framework uses blockchain relays, it has the
advantage that it does not depend on multiple trusted in-
termediaries to work. Other solutions would require that a
certain number of intermediaries attest to the correctness of
the transferred information. A blockchain relay, on the other
hand, only requires at least one honest intermediary while
being fully decentralized and secure [20]. It is much easier
to ensure that there is one honest intermediary than, e.g., the
majority of multiple intermediaries like in [8].

External users provide the stubs with the necessary block
header, transaction, and transaction receipt, along with the
respective Merkle proofs for the execution and acknowledg-
ment of a cross-blockchain call. The stubs then call the relay
contracts to verify the validity of the provided information.
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Initially, the relay contract verifies the main chain membership
and if the block has enough confirmations. After that, it verifies
the Merkle proofs for the transaction and the transaction
receipt. If these checks are successful, the stubs can be sure
that the information is correct.

Then, the stubs can extract the call and reply message
from the transaction and receipt data for the execution or
acknowledgment of a cross-blockchain call. Ethereum uses
Recursive Length Prefix (RLP)-encoding to serialize objects,
which is why the stubs have to decode the transactions and the
transaction receipts to retrieve the original data. The stubs also
have to filter out the event with the correct identifier for the
cross-blockchain call since a transaction can include multiple
events. For that, the stubs can examine the first topic of an
event. This topic stores the event’s identifier, which is the hash
of the event’s signature. The stubs can then directly extract the
respective event knowing the identifier.

C. Incentive Mechanism

External users can always deviate from the protocol for
arbitrary reasons, i.e., delivering incomplete or fake data
resulting in partially or not executed calls. The incomplete
execution of a cross-blockchain call can lead to undesirable
inconsistencies in the involved blockchains as not all necessary
state changes are made. Therefore, to avoid such problems,
the framework applies an incentive mechanism that ensures
that external users fully execute and finalize already initiated
cross-blockchain calls.

In the presented framework, a client stub requires that
an external user deposits enough collateral before it can
execute cross-blockchain calls. If it does not deposit enough
collateral or no collateral, the transaction that results in a cross-
blockchain call is reverted. The amount of collateral depends
on how many calls the external user should be able to execute
in parallel. The external user must deposit enough funds
for each call to incentivize other external users to continue
with the execution if it misbehaves. The collateral must be
high enough such that it always covers the execution cost.
Otherwise, there would be no incentive for other external users
to continue with the execution, as the execution cost would be
greater than the reward.

There are several ways to ensure that the originator placed
enough collateral in the client stub. A naive approach is to set
the collateral extraordinarily high, such that it is not possible to
exceed it even when the transactions reach the block gas limit.
However, every cross-blockchain call would require a large
deposit, which is then no longer accessible to the external user.
Furthermore, it poses a higher barrier to entry since only users
who deposit the appropriate sum can execute cross-blockchain
calls. On the other hand, the external user then has more to
lose and is encouraged to make the call.

Another option is to calculate the amount of collateral
needed to cover the expenses of the cross-blockchain call
and reward. However, to compute the fees paid on the target
blockchain, the client stub needs the gas price, consumed gas,
and the current exchange rate between the blockchain’s native

currencies. For this, the client can use a liquidity pool on the
source blockchain to get the current exchange rate, use the
gas limit as it is the maximum amount of consumed gas, and
get the average gas price from the relay contract. While this
approach keeps the required collateral as low as possible, it is
more complex and expensive.

During the initialization of a cross-blockchain call, the client
stub locks the required collateral until the acknowledgment.
Every call specifies a timeout to determine when other external
users can acknowledge the call to retrieve the collateral as a
reward. Should an external user acknowledge the call before
reaching the timeout, the collateral is unlocked and still
belongs to its original owner.

D. Cross-Blockchain Smart Contract Calls

The execution of a cross-blockchain smart contract call
consists of four phases (see Figure 2): the Initiate, Prepare,
Execute, and Acknowledge phases. An external user submits a
single transaction in each phase, resulting in four transactions
required to execute a cross-blockchain call. In the following,
we explain the different phases in more detail:

a) Initiate: The originator of a cross-blockchain smart
contract call is always an external user, which calls a
client contract deployed on a source blockchain (Step 1)
that uses a client stub to call a smart contract on a target
blockchain (Step 2). The client stub offers the client contract
an asynchronous version of the server contract’s interface.
Thus, the caller has to provide an additional parameter that
specifies the options for the cross-blockchain call besides the
parameters for the function call. In these options, the client
specifies the (i) gas limit, (ii) timeout, (iii) callback contract,
(iv) callback function, and (v) callback gas limit. The gas limit
specifies the maximum amount of gas allowed for the call
on the target blockchain, and the timeout specifies how long
the call may last. Further, the callback options define how
the call should be continued on the source blockchain, i.e.,
which contract to call, what function of this contract, and the
maximum amount of gas allowed to execute this function.

After that, the client stub creates the call data for the smart
contract call on the target blockchain. In Ethereum, a smart
contract has access to special variables (e.g., the sender of the
message), which is no longer the case with a cross-blockchain
call. These special variables are, among other things, necessary
when the server contract has to authorize the caller. The
server stub provides the same functions as the server contract,
whereby the function signature also includes the origin and
the sender. Therefore, these variables are passed as additional
function parameters included in the call data and accessible
by the server stub on the target blockchain.

Then, the client stub continues with the initialization of the
cross-blockchain call. During the initialization, the client stub
checks that the external user has placed enough collateral to
execute a cross-blockchain call and assigns the call a unique
identifier. The client stub also stores the metadata for each
cross-blockchain call. The metadata includes the following
information: id, origin, gas, callData, callback, callbackTo,
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Fig. 2. Sequence of operations executed during a cross-blockchain smart contract call

callBackGas, and timeout. Since the direct storage of the
metadata in the client stub would result in considerable costs,
the client stub only hashes the data and stores the hash. Finally,
the client stub emits an event to notify external users (Step 3)
about the initialization of a new cross-blockchain call. Here
the event must contain the necessary metadata, as the users
have to provide the metadata in the next phases, where the
hash is then recomputed and checked.

b) Prepare: After the initialization of the cross-
blockchain call, an external user has to prepare it. This phase
has the sole purpose of creating a transaction that addresses
the client stub directly because a transaction does not include
information about the entire call chain but only the address
of the first contract. As a result, the transaction created in
the Initiate phase does not include the address of the client
stub. However, the server stub needs to verify that the client
stub is the call message’s creator, which is only possible if
the transaction data includes the address of the client stub.
Otherwise, it would be possible to create another client stub
that sends invalid requests to the server stub.

An external user calls the client stub (Step 4) providing
the call’s metadata to prepare the cross-blockchain call. The
client stub then hashes the data and verifies that it matches
the stored hash. After that, the client stub emits an event
to include the call id, the gas limit, and the calldata in the
transaction receipt and notify external users (Step 5). There-
fore, the transaction and transaction receipt of the Prepare
phase include the necessary information to extract the call
message on the target blockchain. The call message contains
the call id, gas limit, sender, call data, and status. The call id
uniquely identifies a cross-blockchain call, and the gas limit
specifies the maximum amount of gas allowed for the call on
the target blockchain. The sender specifies the origin of the
cross-blockchain call, i.e., the address of the client stub, and
the calldata represents the function, including its parameters to
call the server contract. Finally, the status provides information
on whether the Prepare transaction was successful.

c) Execute: Before the execution phase can begin, the
external user must wait until the Prepare transaction, which
includes the call message stored by the client stub, is included

and confirmed in the relay on the target blockchain. How
long this takes depends on the replicated blockchain and its
consensus mechanism. During this time, the external user
generates the Merkle proofs for the transaction and the receipt
submitted in the Prepare phase.

As soon as the transaction is included, the user calls the
server stub (Step 6), providing the transaction, transaction
receipt, Merkle proofs, and the corresponding block header.
The first task of the server stub is to decode the provided
transaction and receipt and extract the call message from the
client stub. After that, the server stub has to perform multiple
checks before executing the smart contract call. Initially, the
server stub checks that the receiver of the transaction is the
client stub. It also verifies the successful execution of the
transaction on the source blockchain by examining the status
of the receipt. Further, to avoid replay attacks, the server stub
stores and checks the identifier of each call.

After that, the server stub uses the blockchain relay (Step 7)
to verify the transaction and the receipt. Before the server
executes the call, it also checks whether there is enough gas
left, as specified in the message by the client stub. Finally, if
all checks are successful, the server stub executes the call and
returns the result (Step 8) by emitting an event. This event
includes the call id, a flag indicating the status of the call, and
the actual result of the call. Similar to the call message, the
transaction and transaction receipt include the information for
the client stub to extract the reply message. The reply message
consists of the call id, the flag indicating the status of the call,
the result from the server contract, the status of the Execute
transaction, and the address of the server stub. Therefore, both
the Prepare and Execute transactions carry the information to
exchange messages between the client and the server stub.

d) Acknowledge: Once the server stub has executed
the cross-block-chain call, the external user waits for the
Execute transaction, encompassing the reply message, to be
included and confirmed by the blockchain relay on the source
blockchain. Then, it calls the client stub (Step 10) and provides
the transaction, transaction receipt, Merkle proofs, the block
header, and the metadata of the call.

After decoding the transaction and the receipt to retrieve the
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reply message, the client stub checks if the cross-blockchain
call exists by checking the metadata. Like the server stub, it
also checks the status of the transaction receipt and if the
call timed out. In the event of a timeout, the client stub
transfers the collateral to the external user acknowledging the
call. Otherwise, the collateral is unlocked, and the owner can
withdraw it. The client stub also uses the blockchain relay to
verify the transaction and the receipt (Step 11). The proxy also
checks whether there is still enough gas left for the callback
function. After that, it continues with the execution of the
callback function (Step 12) and deletes the cross-blockchain
call so that it cannot be acknowledged multiple times.

V. EVALUATION

After describing our framework, we analyze the costs and
the execution time of cross-blockchain smart contract calls.
For this purpose, we provide a prototypical implementation of
the framework, which is available as an open-source project
on GitHub1.

A. Setup

For the evaluation, we perform cross-blockchain smart
contract calls between Ethereum and the BNB Smart Chain
(BSC). There are several reasons for this technical setup. First,
both of these platforms are among the largest and most widely-
used smart contract platforms. Second, they apply different
consensus mechanisms and have distinct block times. While
Ethereum uses Proof of Work (PoW) (recently Proof of Stake
(PoS)) with a block time of approximately 15 seconds, BSC
applies Proof of Staked Authority (PoSA) with a block time of
roughly 5 seconds. Therefore, we can also examine whether
this affects the presented approach.

Consequently, we need to operate relay solutions for both
blockchains. For Ethereum, we make use of ETH-Relay [20],
which is a relay scheme for Ethereum-based blockchains that
adopts a validation-on-demand pattern to reduce operating
costs. We set ETH-Relay’s verification fee and lock time
to zero. The framework also supports Ethereum with PoS
consensus by applying relay solutions such as Verilay [22].

For BSC, we implemented a relay solution that directly
verifies the block headers on-chain by verifying the signature
and checking that the current validator set includes the signer.
For both relays, we run relayers, which continuously submit
the new blocks to the corresponding relay contract.

We implemented a cross-blockchain caller listening for
newly initialized cross-blockchain calls to execute them au-
tomatically. Furthermore, we implemented a general client
and server stub, which can be used to create the stubs for
specific smart contracts. We created the stubs for a simple
storage contract that require external users to deposit fixed
collateral and offers a function to save and update a number
and another function to retrieve it. Additionally, we created a
client contract, which only calls the storage contract through
the client stub and offers the necessary callback functions to

1https://github.com/soberm/ccsc
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Fig. 3. Average gas consumption of the different execution steps

process the result. Even though this is a simple example, it
contains the most important features, like reading from and
writing to another blockchain.

We deploy the smart contracts on the respective public test
networks, i.e., the Ropsten testnet and the BSC testnet. By that,
we can test the approach under near real-world conditions on
networks similar to the Ethereum and BSC main networks.

B. Cost Analysis

We analyze the costs by executing 110 cross-blockchain
smart contract calls and examining the gas consumption of the
four execution steps (see Figure 3). The costs for initializing
and preparing a cross-blockchain smart contract call remain
mostly constant for a specific function. These only change with
the size of the call data. In our experiment, where we only had
to pass two addresses and an integer for the server contract
call, the initialization consumed on average 80,420 gas and
the preparation 36,102 gas. These costs are relatively low, as
hardly any data is stored on the blockchain, and only events
are emitted. For larger payloads, the price is expected to rise
in line with the gas costs for storing and hashing operations.

Most of the costs arise during the execute and acknowledge
phase. The costs of the execute phase also include the costs
of the server contract call. Therefore, the costs rise and fall
accordingly. The same applies to the execution of the callback
function in the acknowledge phase. Thus, it makes a big
difference in which smart contract the client calls and how
the client proceeds with the execution. In our example, these
costs represent only a small part, as there is almost no logic
behind the client and server contracts.

The other tasks, however, consume a considerable amount of
gas. These tasks include, among other things, the verification
by the relay contract and the decoding of the transaction and
receipt. The gas consumption increases with the size of the
Merkle proofs and the number of blocks that follow the corre-
sponding block since the relays also have to verify main chain
membership. Our results show that the execution of the call
on the target blockchain consumes on average 398,520 gas,
and the acknowledgment on the source blockchain consumes
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406,771 gas. Adding up all the costs, we get an average
gas consumption of 921,815 gas per cross-blockchain smart
contract call with a standard deviation of 28,615 gas.

In addition to the costs that arise from executing the
cross-blockchain smart contract calls, there are also indirect
costs from operating the blockchain relays. The operation of
blockchain relays causes substantial costs since the relayers
have to submit blocks continuously. Therefore, the relays
charge a verification fee to incentivize relayers which varies
for different relays.

C. Execution Time Analysis

This section analyzes the execution time of cross-blockchain
smart contract calls. The execution time of a smart contract
call depends on the execution of a single transaction. A
cross-blockchain smart contract call, however, consists of
several transactions. How quickly the individual transactions
are executed depends to a large extent on the current network
status and the selected gas price. To take this into account,
we conducted our experiments on different days at different
times. We also estimate the gas price automatically to ensure
that miners include the transactions in the following blocks
with a high probability.

Further, the execution time depends on the blockchain
relays to include and confirm the necessary blocks. For our
experiments, the off-chain clients continuously update the
blockchain relays. We consider a block to be confirmed in
Ethereum only if it is followed by at least six other blocks,
with twelve being the optimum. For BSC, we require that
2/3× n+ 1 out of n validators from the current validator set
have sealed the block by building new blocks upon it. We also
assume that external users execute cross-blockchain calls at the
earliest possible point in time, i.e., the external user continues
with the execution as soon as the respective transactions are
included and confirmed in the relays.

To analyze the execution time, we also measure the elapsed
time of the executed cross-blockchain smart contract calls
between their initialization and acknowledgment. The re-
sults (see Figure 4) show that the average execution time
is 242 seconds with a standard deviation of 55 seconds. A
considerable part of this is the waiting time until the corre-
sponding blocks are included in the relays and confirmed. The
waiting time averages 170 seconds with a standard deviation

of 46 seconds. Thus, the execution of cross-blockchain smart
contract calls would be much faster with blockchains that
provide immediate block finality. As we removed the lock time
of ETH-Relay for the sake of simplicity, this would need to be
added on top, increasing the waiting time substantially as the
original implementation foresees a lock time of 5 minutes.

VI. DISCUSSION

To take a closer look at some important aspects of the
presented approach, we use the following section to discuss
its security, potential improvements, or extensions.

A. Security

The security of the presented approach depends primarily
on the involved blockchains and the applied relay schemes.
While the execution of a smart contract call is only dependent
on the security of its hosting blockchain, the security of a
cross-blockchain smart contract call depends on the security
of all involved blockchains. This dependency is especially an
issue when a cross-blockchain smart contract call is executed
between blockchains that do not have the same security level.
The blockchain with a weaker security level represents an
additional attack vector. An attacker could, e.g., easier revert
transactions executed during a cross-blockchain smart contract
call on the blockchain with weaker security than on the other
blockchain. If both blockchains have approximately the same
security level, it is equally difficult to attack both blockchains,
but overall they offer a broader field of attack. Therefore, this
is an important factor to be considered.

The applied relay scheme profoundly influences security as
it enables cross-blockchain communication. The blockchain
relays ensure the authenticity and integrity of the transferred
information, such that attackers cannot tamper with or provide
wrong information. Should a malicious actor still manage to
include invalid blocks in the relay, it could also manipulate
cross-blockchain calls. Each blockchain relay can follow a
different approach and therefore has other security risks.

Furthermore, external users making cross-blockchain smart
contract calls have limited possibilities of misbehaving. The
placed collateral ensures that users are always required to
complete a cross-chain call. However, this only works if the
execution cost does not exceed the amount of the placed collat-
eral. Without a reward, other users would have no incentive to
finish the execution of calls not initiated by them. Additionally,
users have to provide Merkle proofs, and the stubs call the
relay contracts to verify that the information from the other
blockchain is correct. Hence, users also cannot manipulate the
execution of cross-blockchain calls unless they can sabotage
the blockchain relays or the originating blockchains.

B. Extensions

While the framework already provides the necessary func-
tionalities for cross-blockchain smart contract calls, it still
leaves some room for improvements and extensions. Currently,
the smart contracts’ stubs have to be manually implemented
by the developers. With traditional RPC, on the other hand,
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developers can usually generate the stubs automatically. For
that purpose, the developers define the interface with an In-
terface Definition Language (IDL). Likewise, the Application
Binary Interface (ABI) of the server contract could be used to
generate the corresponding stubs to support developers in the
creation of cross-blockchain applications.

Another issue is value transfer between the different
blockchains. A smart contract can also send and receive
the blockchain’s native currency. The values of the native
currencies are different for each blockchain. Therefore, the
transferred amount would have to be adjusted using the current
exchange rate. However, the receiving smart contract cannot
query the exchange rate without an oracle and consequently
cannot verify whether the exchange rate is correct. Another
way to transfer value without this problem would be to use a
cross-blockchain token.

Further, the execution of nested calls may require the
possibility of pausing the execution of the cross-blockchain
smart contract call until the result of the nested call is ready.
This waiting operation is necessary if the result depends on the
result of the nested call. Otherwise, the server can return the
result immediately. For this purpose, additional events could
be used, which indicate to wait and which result to return.

While Ethereum-based blockchains already provide a broad
field of application, it is nonetheless desirable to make the
framework applicable to different blockchain protocols. A
prerequisite that these blockchains have to provide is basic
smart contract capabilities. In Ethereum, a smart contract
can emit events that are recorded in the blockchain. These
events provide the means to communicate information to other
blockchains since they are part of the transaction receipt.
To support another blockchain, it also must provide a way
to include additional information in the transaction data. A
blockchain relay or another light client solution is also needed
to verify the information on the other blockchains.

VII. CONCLUSION

Cross-blockchain smart contract calls represent an essential
mechanism that enables the concept of cross-blockchain ap-
plications. However, already existing solutions usually require
several trusted intermediaries.

Therefore, to improve blockchain interoperability, we in-
troduced an RPC-inspired framework for asynchronous cross-
blockchain smart contract calls using blockchain relays. We
created a prototypical implementation of the framework for
two popular EVM-based blockchains and evaluated the de-
scribed approach concerning cost and execution time. Our
experiments show that cross-blockchain calls cause a con-
siderable overhead compared to regular smart contract calls.
In future work, we will investigate the support of other
blockchains and the extension of the framework with the
automatic generation of the stub contracts, value transfers, and
the ability to wait for calls, thus allowing nested calls.
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1 Introduction

With its ability to store data and perform computations in a

decentralized and immutable manner, blockchain technol-

ogy shows potential in application areas such as finance

[1], supply chain management [2], healthcare [3], business

process management [4], smart cities [5], the Internet of

Things [6, 7] and others [8]. Multiple independent and

unconnected blockchains have been developed [9] to

address the diverse requirements of these areas. As it is

unlikely that a single blockchain caters to the requirements

of all different areas [10], there is a strong need for inter-

operability between distinct blockchains.

Especially in scenarios where assets, i.e., digital repre-

sentations of value, are managed on-chain, the lack of

interoperability leads to a vendor lock-in as assets cannot

leave the blockchain platform on which they were issued.

Users would have to continue using the blockchain they

initially chose since switching to another blockchain would

only be possible with considerable effort or not at all. This

vendor lock-in exposes projects to significant risks such as

limited scalability [11], the danger that the underlying

blockchain sinks into insignificance, and the inability to

& Michael Sober

michael.sober@tuhh.de

Marten Sigwart

m.sigwart@dsg.tuwien.ac.at

Philipp Frauenthaler

p.frauenthaler@dsg.tuwien.ac.at

Christof Spanring

christof.spanring@bitpanda.com

Max Kobelt

max.kobelt@tuhh.de

Stefan Schulte

stefan.schulte@tuhh.de

1 TU Hamburg, Hamburg, Germany

2 TU Wien, Vienna, Austria

3 Pantos GmbH, Vienna, Austria

4 Christian Doppler Laboratory for Blockchain Technologies

for the Internet of Things, Hamburg, Germany

123

Cluster Computing (2023) 26:2129–2146
https://doi.org/10.1007/s10586-022-03737-6(0123456789().,-volV)(0123456789().,- volV)

83



take advantage of new features offered by novel block-

chains [9]. Of course, a centralized entity can be deployed

to migrate assets from one blockchain to another. However,

this contradicts the blockchain’s original idea of decen-

tralization [12].

The ability to transfer assets to arbitrary blockchains in a

decentralized way would remove the need to commit to a

particular blockchain. Instead, assets could be migrated to

new blockchains offering novel functionality or better

security at any time [9]. Another potential use case of cross-

blockchain asset transfers arises in the context of sidechains

[13, 14]. The idea is that an asset can be transferred to and

processed on multiple ‘‘side’’ blockchains, thus reducing the

workload of the original blockchain.

One way to exchange assets between independent

blockchains is via atomic swaps [15]. With atomic swaps,

multiple parties can atomically exchange assets, whereby no

party ends upworse off if one of themmisbehaves. However,

atomic swaps do not constitute actual cross-blockchain asset

transfers. The different assets are not leaving their respective

blockchain but rather ownership of assets changes in an

atomic fashion. Cross-blockchain asset transfers, on the

contrary, achieve that an asset moves from one blockchain to

the other, enabling users to hold different denominations of

the same asset type on multiple blockchains.

While schemes for cross-blockchain asset transfers have

been proposed before, most of these solutions are designed

with specific assets in mind and neglect important

requirements for cross-blockchain asset transfers, such as

finality to prevent assets from getting lost in transit.

Thus, in this paper, we formally define a set of general

requirements that need to be fulfilled by cross-blockchain

asset transfers and then propose a protocol that complies

with the defined requirements.

This paper extends our previous work [16] by (i) pro-

viding more background information about cross-block-

chain communication, (ii) adding additional functionality

to the protocol, (iii) conducting a more detailed evaluation

of the extended protocol while using different cross-

blockchain communication mechanisms, and (iv) updating

the related work.

The contributions of this paper can be summedup as follows:

• We formally define functional requirements for cross-

blockchain asset transfers.

• We define a protocol specification for enabling cross-

blockchain asset transfers that are decentralized, secure,

and not tailored to specific assets.

• We evaluate the protocol on public Ethereum test networks

using a proof-of-concept implementation for blockchains

based on the Ethereum Virtual Machine (EVM).

To this end, Sect. 2 provides important background infor-

mation. In Sect. 3, we formally define the requirements and

specify the protocol for cross-blockchain asset transfers.

Section 4 evaluates the proposed protocol concerning costs,

duration, security, and features using a proof-of-concept

implementation. Section 5 provides an overview of the

related work. Finally, Sect. 6 concludes the paper.

2 Background

This section introduces some notations and definitions

necessary for describing the requirements and specifica-

tions of the proposed cross-blockchain asset transfer pro-

tocol. Further, we look into different means of cross-

blockchain communication, which is an essential building

block of the protocol proposed in Sect. 3.

2.1 Notations and definitions

As has already been mentioned in Sect. 1, cross-blockchain

asset transfers ideally enable users to hold different

denominations of the same asset on multiple blockchains

simultaneously. By that, users are free to choose on which

blockchain they want to keep their assets. An asset can be

seen as anything holding some value with a corresponding

representation on a blockchain.

Assets can generally be divided into fungible and non-

fungible assets [17]. Fungibility implies that two entities of

the same asset are interchangeable. Cryptocurrencies like

Bitcoin or Ether are fungible assets. Another example of

fungible assets is Ethereum tokens following the ERC20

standard [18]. In contrast, non-fungible assets are uniquely

identifiable, i.e., one entity cannot be substituted by another

entity. For instance, ERC721 tokens (e.g., Cryptokitties)

are non-fungible assets [19].

One can further distinguish between native and user-de-

fined assets [17]. Native assets are inherently part of a partic-

ular blockchain. One cannot exist without the other, e.g., the

Bitcoin and Ether cryptocurrencies and the Bitcoin and

Ethereumblockchains, respectively.On theother hand, certain

blockchains allow the implementation of use case-specific

assets with their own set of rules, e.g., the already mentioned

ERC20 or ERC721 tokens. Contrary to native assets, these

user-defined assets are not bound to specific blockchains.

Instead, they are implemented using smart contracts and can

thus be potentially deployed on any blockchain with the nec-

essary scripting capabilities to express the asset’s rules.

This work concentrates on user-defined assets since the

goal is to provide an asset that allows users to hold different

amounts of the same asset on multiple blockchains at the

same time. We formally define an asset A as a set where the

set’s members represent the asset’s smallest indivisible

entities (asset entities). For instance, the smallest indivisible

entity of a fungible asset like Bitcoin is a Satoshi (i.e.,
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0.00000001 BTC). For a non-fungible asset like Cryptokit-

ties, the smallest indivisible entity is a single ‘‘cryptokitty’’.

We define the set of blockchains between which asset

transfers can take place by the finite set B (also referred to as

the cross-blockchain ecosystem). Each blockchain b 2 B can

host multiple smart contracts. Out of these smart contracts,

one contract is responsible for managing asset A on b. We

denote this particular smart contract as cb for each b 2 B.

We assume blockchains to roughly follow the model

devised by Satoshi Nakatomo [1]: The state of the block-

chain is updated through transactions that can be used to

transfer the native asset of the blockchain, store arbitrary

data, or trigger the execution of smart contracts. In the

latter case, the transaction’s payload contains parameters

based on which the smart contracts may change their

associated state. For instance, a transaction payload con-

taining a sender, a recipient, and an amount could trigger a

smart contract causing the transfer of some user-defined

asset from the sender to the recipient.

We specify transactions as a tuple containing the elements

of the payload, which serve as parameters for the invoked

contract. In particular, we use tx :¼ hparam1; . . .; paramni to
denote a transaction tx with a payload containing n param-

eters. Further, we define the function calledContractðtxÞ to
return the address of the smart contract that was triggered by

transaction tx. The execution of transactions may fail, for

instance, if a user does not have enough funds for a transfer.

For this, we define the function isSuccessfulðtxÞ to return true
or false depending on whether the transaction has been

executed successfully or not.

Every transaction is signed by some off-chain

user u 2 U before being submitted to the blockchain. The

function submitterðtxÞ denotes the user that signed tx. Users
can be the owners of a subset of asset A on each partici-

pating blockchain b 2 B. Subsequently, the set Ab
u � A

defines the entities of asset A that are owned by a particular

user u 2 U on blockchain b.

Finally, for two blockchains src; dest 2 B, and two users

sender, recipient 2 U, we define a cross-blockchain asset

transfer as the transfer of some X � A from user sender on

source blockchain src to user recipient on destination

blockchain dest.

2.2 Cross-blockchain communication

Fundamental to the protocol proposed in Sect. 3 is the

ability to communicate state information between block-

chains. In particular, the protocol relies on the ability to

verify the inclusion of transactions across blockchains, i.e.,

the destination blockchain dest must be able to verify that

certain transactions are included in the source blockchain

src. Ideally, this cross-blockchain communication is

decentralized such that no trust in a centralized party is

required to ensure the validity of the information.

2.2.1 Oracles

Oracles, or more generally, data on-chaining solutions [20],

offer one way to realize cross-blockchain communication.

An oracle acts as a bridge between a blockchain and

external data sources. The task of the oracle is to retrieve

the data from the external data source (e.g., another

blockchain) and submit it to a smart contract. While dif-

ferent oracle solutions exist, one approach to verify the

inclusion of transactions is voting-based oracles. Several

concepts and solutions for voting-based oracles have

already been proposed [21–25].

A voting-based oracle requires a special oracle contract

on the destination blockchain. Clients can call the oracle

contract to get state information about the source block-

chain src, e.g., to check for the inclusion of a specific

transaction. The oracle contract starts a voting period

during which other users can post their votes (‘‘yes’’ or

‘‘no’’). The answer which reaches a previously defined

threshold (e.g., the majority) wins. Users are encouraged to

participate in the voting process through crypto-economic

incentives. Unfortunately, the votingmechanism incurs high

costs if the aggregation of the votes is done on-chain.

However, there are already oracle solutions, e.g. [25], that

use an off-chain aggregationmechanism and only submit the

aggregated result to the oracle contract. The oracle contract

then only has to verify the validity of the aggregated result,

which is cheaper since it requires only a single transaction.

2.2.2 Blockchain relays

Another technique for realizing transaction inclusion veri-

fications is using blockchain relays [26]. Blockchain relays

operate by having a set of off-chain clients relay block

headers (see Fig. 1) from a source blockchain to a desti-

nation blockchain, replicating the source blockchain within

the destination blockchain. Each relayed block header is

validated on the destination blockchain according to the

validation rules of the source blockchain. As block headers

do not contain any transactions, only a small fraction of the

space needed to store full blocks is consumed on the des-

tination blockchain.

With the block headers of the source blockchain repli-

cated, clients can query state information about the source

blockchain on the destination blockchain, e.g., the current

longest branch of the source blockchain, or if a certain block

header is confirmed by at least x succeeding block headers.

Further, transactions in a blockchain (i.e., in a block) are

stored in a special data structure called Merkle tree [27], or

variants thereof. Since the root hash of the Merkle tree is
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also stored in the block header, it becomes possible on the

destination blockchain to verify whether some transaction

is included within a particular block of the source block-

chain. For that, users construct a so-called Merkle proof of

membership [27]. The proof is submitted to the destination

blockchain, on which the proof is used to recalculate the

root hash of the corresponding Merkle tree. If the calcu-

lated root hash matches the root hash of the stored block

header, the destination blockchain can be certain that the

transaction is included within the corresponding block of

the source blockchain. This technique is also known as

Simplified Payment Verification (SPV) [1].

Blockchain relays provide an on-chain answer to whe-

ther a certain transaction is included in the source block-

chain. Contrary to voting-based oracles where multiple

clients have to act honestly, blockchain relays only require

one honest participating client [28]. However, blockchain

relays cause higher costs since relayers have to continu-

ously submit block headers to keep the relay up to date. In

the following section, we use blockchain relays and oracles

to realize the proposed asset transfer protocol.

3 Cross-blockchain asset transfers

In this section, we define the requirements for cross-

blockchain asset transfers. Then, we use these requirements

as the foundation to define a decentralized cross-block-

chain asset transfer protocol.

3.1 Requirements

As defined in Sect. 2, a cross-blockchain asset transfer for an

asset A constitutes the transfer of ownership of some subset

X � A from some user sender on a source blockchain src to

another user recipient on a destination blockchain dest.

Before the transfer, X must only exist on blockchain src,

and after the transfer, the asset must only exist on block-

chain dest. At no point should X exist on both blockchains

in parallel since the accidental duplication of asset entities

can potentially lead to a deflation of the asset’s value.

Hence, a cross-blockchain asset transfer should only be

successful, i.e., X is created on dest, if X has been burned

(i.e., destroyed) before by its owner on src.

Therefore, before X can be recreated on dest, dest needs

somekindof evidence thatXhas alreadybeenburnedon src. If

we assume that it is possible to provide such evidence guar-

anteeing that X has been burned on src and that this evidence

can be used to recreate X on dest, two further requirements

emerge. First, faking the evidence needs to be prevented at all

costs. Users should not be able to counterfeit evidence certi-

fying thatX has been burned on srcwithout it havingoccurred.

Second, if the evidence is correct, it should only be used once

to recreateXonadifferent blockchain, i.e., onblockchaindest.

Hence, evidence of X having been burned on src cannot be

used multiple times to recreate X on other blockchains.

Essentially, disregard of any of these requirements would

enable users to illegally create new entities of asset A out of

nothing—again potentially deflating the value of the asset and

decreasing trust in this particular asset.

A further requirement comes up when trying to prevent

the opposite, accidental inflation of the asset’s value.

Accidental inflation could take place if X is burned on src

without ever being recreated on dest. This reduces the total

supply of A. Hence, cross-blockchain asset transfers need

to be eventually finalized to not decrease the total supply of

A over time. That is, either the transfer is executed com-

pletely or it fails with no intermediate state persisting.

Finally, the source blockchain src possibly needs to perform

some action if a certain cross-blockchain asset transfer has been

executed successfully (i.e.,Xhasbeen successfully recreatedon

destination blockchain dest). For instance, imagine a business

deal where some user buyerwants to buy asset entities Y � A0,

with A0 \ A ¼ ;, from another user seller. While asset A0 lives
exclusively on the source blockchain src, user buyer aims to

buy Y with cross-blockchain asset A, transferring X from

themselves on blockchain src to user seller on blockchain dest.

Therefore, ownership of Y can change on src if it is ensured that

the transfer of X was successful, i.e., blockchain src must

retrieve a confirmation of the successful transfer.

To sum up, we define the general requirements for a

cross-blockchain asset transfer as follows:

Requirement 1 When a user sender wants to burn X on

blockchain src, X should only be burned if X � Asrc
sender .

Requirement 2 When transferring some X � A from the

source blockchain src to the destination blockchain dest,

X should only be recreated on dest if it can be proven that

X has already been burned on src. That is, it should not be

possible to counterfeit the burning of asset entities.

Requirement 3 Double spending must be prevented at all

times. That is, if X is burned on one blockchain, X can only

be recreated once on one other blockchain.

Requirement 4 If X is burned on one blockchain, X is

always recreated on another blockchain within a certain

Relay
Contract

Source Blockchain Destination Blockchain

Relayer

Fig. 1 Blockchain relay
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time limit t. Further, finality should not be dependent on a

single actor (i.e., not be centralized).

Requirement 5 After burningX on source blockchain src, src

will eventually receive a confirmation that X has been suc-

cessfully recreated on another blockchain. Analogous to

decentralized finality, any user should be able to submit con-

firmations. This requirement is optional since not every use

case requires that the source blockchain knowswhether a cross-

blockchain asset transfer has been completed successfully.

In the next subsection, we define a cross-blockchain asset

transfer protocol that fulfills these requirements. To this end,

we first define a base protocol that fulfills Requirements 1 to

4 (Sect. 3.2). We then provide an extension of the protocol

to also account for Requirement 5 (Sect. 3.3).

3.2 Base protocol

Protocol 1 Protocol for cross-blockchain asset transfers
Goal: For two blockchains src, dest ∈ B and two users sender, recipient ∈ U , transfer X ⊆ A from src to
dest and change ownership of X from sender to recipient.

1. Burn. User sender creates a new burn transaction txburn := 〈recipient, dest, X〉.
(a) User sender signs and submits txburn to source blockchain src invoking contract csrc, i.e., the

contract managing asset A on src.
(b) When being invoked, contract csrc performs the following operations.

i. Verify dest ∈ B to make sure that the specified blockchain dest is part of the cross-
blockchain ecosystem.

ii. Verify X ⊆ Asrc
sender to make sure that user sender owns the asset entities it wants to transfer

on blockchain src.
iii. When all checks are successful, the asset entities to be transferred are burned, i.e., Asrc

sender =
Asrc

sender \ X.
2. Claim. Once txburn is included in blockchain src, any user u ∈ U can construct the claim transaction

txclaim := 〈txburn, prooftxburn
〉. Variable prooftxburn

contains the Merkle proof of membership of txburn

certifying the inclusion of txburn in blockchain src.
(a) User u signs and submits txclaim to blockchain b ∈ B invoking contract cb, i.e., the contract

managing asset A on b.
(b) When being invoked, contract cb utilizes the verifier contract cverifier to ver-

ify the inclusion and confirmation of txburn in blockchain src, i.e., cb calls
cverifier.verifyInclusion(txburn, prooftxburn

, src).
(c) If cverifier confirms the inclusion of txburn, contract cb performs the following steps.

i. Verify b = dest to ensure that the executing blockchain b is the intended destination
blockchain dest. Note that dest, recipient, and X are available within cb as these variables
are contained within the payload of txburn.

ii. Verify txburn /∈ Tburn where Tburn is the set of burn transactions that have already been
used to claim entities of asset A on dest. This ensures that burn transactions cannot be
used multiple times for claiming.

iii. Verify calledContract(txburn) = csrc to make sure that the contract that has been invoked
by txburn is a contract authorized for managing asset A on blockchain src.

iv. Verify that isSuccessful(txburn) returns true to ensure that the execution of csrc has been
completed without error.

v. If cverifier.confirmations(txburn, src) > t, user recipient has not submitted txclaim within
time t. Hence, the user u = submitter(txclaim) that submitted txclaim receives a transfer fee
Xfee ⊆ X as reward for finalizing the transfer, i.e., Adest

u = Adest
u ∪ Xfee. Otherwise, no fee

will be paid to u (i.e., Xfee = ∅), resulting in all asset entities being transferred to recipient.
vi. (Re-)create the asset entities and assign ownership to user recipient, i.e., Adest

recipient =

Adest
recipient ∪ (X \ Xfee).

vii. Add txburn to the set of already used burn transactions, i.e., Tburn = Tburn ∪ {txburn}.
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As mentioned above, a cross-blockchain asset transfer

should only be successful if the asset is first burned on the

source blockchain and then recreated on the destination

blockchain ( Requirement 2). Therefore, the transfer

requires at least two steps: one ‘‘burn’’ step on the source

blockchain and one ‘‘claim’’ step on the destination

blockchain. The protocol uses oracles or blockchain relays

for decentralized cross-blockchain communication to ver-

ify the ‘‘burn’’ step. In particular, these provide an on-chain

answer to whether a specific transaction is included in the

source blockchain via SPV [1]. With this in mind, we can

outline a minimal protocol for cross-blockchain asset

transfers (see Fig. 2).

The protocol consists of a BURN transaction txburn sub-

mitted to source blockchain src and a CLAIM transaction

txclaim submitted to destination blockchain dest. Further, a

verifier contract allows the asset contract on blockchain

dest to verify the inclusion of BURN transactions in block-

chain src. The exact specification is outlined in Protocol 1.

Initially, some user sender creates transaction txburn. The

payload of txburn contains the user intended as the recipient

of the transfer (recipient), an identifier representing the

desired destination blockchain (dest), and the asset entities

to be transferred (X). It may also be that additional data is

required, as is the case with ERC721 tokens, which have a

tokenID or tokenURI. These must also be part of txburn or

an additional data structure (e.g., the transaction receipt)

that can be verified on the destination blockchain.

User sender then signs and submits txburn to the source

blockchain src invoking smart contract csrc, which manages

asset A on blockchain src (Step 1a). The smart contract

then verifies that the specified destination blockchain dest

is part of the cross-blockchain ecosystem (Step 1(b)i).

Second, the contract ensures that the user sender is the

current owner of X on blockchain src (Step 1(b)ii). If both

checks are successful, X is burned on src (Step 1(b)iii).

Once txburn is included in blockchain src, any user u 2
U can construct the CLAIM transaction txclaim. The payload

of txclaim consists of transaction txburn and a Merkle proof of

membership of txburn (proof txburn ). The verifier contract

cverifier on blockchain dest uses the proof to verify the

inclusion of txburn in blockchain src. Note that if only the

sender or only the recipient of the transfer were allowed to

submit txclaim, the finality of the transfer (Requirement 4)

would be entirely dependent on that particular user, e.g.,

the user could decide not to submit txclaim.

User u then signs and submits txclaim to some blockchain

b 2 B invoking the contract cb managing A on

blockchain b (Step 2a).

By invoking the verifier contract cverifier, the contract cb
checks whether txburn is included and confirmed in block-

chain src (Step 2b). If the verifier contract does not confirm the

inclusion of txburn, the claim request is rejected. Otherwise,

contract cb performs the following steps: First, it verifies that b

is the intendeddestinationblockchaindest (Step 2(c)i). Second,

it is verified that txburn has not been used to claim X on b

before (Step 2(c)ii). Third, if both checks are successful, con-

tract cb verifies that the contract that burned X on src is a valid

contract authorized for managingA on src (Step 2(c)iii). If this

is the case, contract cb further checks that txburn was successful,

i.e., the execution of contract csrc has been completed without

any error, e.g., constraint violations (Step 2(c)iv). This check

covers the case inwhich some blockchains transactionsmay be

included even if the triggered smart contract execution was not

successful. While Ethereum also includes failed transactions,

other blockchains may not include such transactions at all.

The above checks ensure that txclaim is only successful if

the corresponding txburn was also executed successfully. To

further account for Requirement 4 (transfer finality), the

protocol must ensure that when transaction txburn takes

place on blockchain src, the corresponding txclaim is even-

tually submitted to destination blockchain dest.

Usually, the incentive for transfer finalization lies with

the recipient of the transfer since the recipient wants to

receive the transferred asset entities. However, in case the

recipient is indisposed to submit txclaim for some reason, the

protocol offers an incentive in the form of a transfer fee to

other users. That is, any user u that successfully submits

txclaim gets assigned a subset Xfee � X as a reward (-

Step 2(c)v). However, to provide the user recipient with

the chance to receive all entities of X, other users are only

eligible to receive the fee if they submit txclaim after a

certain time t has elapsed.

Time t is defined by the number of blocks that succeed

the block containing txburn on source blockchain src.

Hence, when being invoked by txclaim, cb additionally

queries the verifier contract cverifier whether the block

containing txburn is confirmed by more than t succeeding

blocks. If this is the case, the time t is considered elapsed,

and the user that submitted txclaim receives the transfer fee

Alice

Relay
Contract

Asset
Contract

Asset
Contract

1. Burn 2. Claim

Source Blockchain Destination Blockchain

Bob

Fig. 2 Base protocol for cross-blockchain asset transfers leveraging a

blockchain relay
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Xfee, while user recipient receives the rest X n Xfee. If not,

the user recipient always receives the entire set X (i.e.,

Xfee ¼ ;), even if another user submitted

txclaim (Step 2(c)vi). Asset entities are (re-)created on

blockchain b (¼ dest) by incrementing the balance of the

recipient (in case of fungible assets) or by copying the

transferred asset’s data structure from txburn into the storage

of contract cb (in case of non-fungible assets).

Finally, to ensure that txburn cannot be used to claim X

on b again, txburn is added to the set of already used BURN

transactions Tburn (Step 2(c)vii).

3.3 Protocol extension for transfer
confirmations

Protocol 2 Extension for transfer confirmations on the source blockchain
Goal: For two blockchains src, dest ∈ B and two users sender, recipient ∈ U , transfer X ⊆ A from src to
dest and change ownership of X from sender to recipient. Confirm finalization of transfer on src.

1. Burn. Contrary to Protocol 1, txburn contains an additional variable Y ⊆ A representing the stake
that will act as reward for users submitting a confirmation transaction to src once the transfer has
been completed on dest.
(a) User sender signs and submits txburn to source blockchain src invoking contract csrc.
(b) When being invoked, contract csrc performs the following steps.

i. Perform all verification steps from Step 1b of Protocol 1.
ii. Verify Y ⊆ Asrc

sender to make sure that user sender owns the asset entities she wants to use
as stake on blockchain src.

iii. Verify Y ∩ X = ∅, i.e., X and Y are disjoint, to ensure that the asset entities intended to
be transferred are not used as stake and vice versa.

iv. When all checks are successful, the asset entities to be transferred are burned and the stake
is locked, i.e., Asrc

sender = Asrc
sender \ (X ∪ Y ).

2. Claim. To claim the entities of asset A on destination blockchain dest, the same steps as for txclaim

in Protocol 1 are performed.
3. Confirm. Once txclaim is included in blockchain dest, any user u ∈ U can construct the con-

firm transaction txconfirm := 〈txclaim, prooftxclaim
〉. Variable prooftxclaim

contains the Merkle proof of
membership of txclaim certifying the inclusion of txclaim in blockchain dest.
(a) User u signs and submits txconfirm to the source blockchain src invoking csrc.
(b) When being invoked, contract csrc utilizes the verifier contract cverifier to ver-

ify the inclusion and confirmation of txclaim in blockchain dest, i.e., csrc calls
cverifier.verifyInclusion(txclaim, prooftxclaim

, dest).
(c) If cverifier confirms the inclusion of txclaim, contract csrc performs the following steps.

i. Verify txclaim /∈ Tclaim where Tclaim is the set of claim transactions that have already
been used for confirming transfer finalization on src. This ensures that claim transactions
cannot be used multiple times.

ii. Verify calledContract(txburn) = csrc to ensure that txconfirm invokes the same contract that
has been invoked by txburn.

iii. Verify calledContract(txclaim) = cdest to make sure that the contract that has been invoked
by txclaim is the contract managing asset A on dest as intended by txburn.

iv. Verify that isSuccessful(txclaim) returns true to ensure that the execution of cdest has been
completed without any error.

v. Check if timeout for submitting txconfirm is reached. If so, user sender has not submitted
txconfirm in time. Hence, the user u = submitter(txconfirm) that submitted txconfirm receives
the locked stake from txburn as reward for providing the confirmation of the corresponding
claim, i.e., Asrc

u = Asrc
u ∪ Y . If not, user sender gets back control of the locked stake, i.e.,

Asrc
sender = Asrc

sender ∪ Y , regardless of which user submitted txconfirm.
vi. Add txclaim to the set of already used claim transactions, i.e., Tclaim = Tclaim ∪ {txclaim}.
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Protocol 1 provides finality by incentivizing users to sub-

mit txclaim for each txburn. However, only the destination

blockchain dest knows whether a cross-blockchain asset

transfer has been completed successfully. Source block-

chain src never actually learns about the finalization of the

transfer. To circumvent this, we can augment Protocol 1 by

adding a third kind of transaction (CONFIRM) to confirm the

successful cross-blockchain asset transfer on src, as dis-

played in Fig. 3.

The extension of the protocol is specified in Protocol 2.

At first, transaction txburn is submitted to the source

blockchain src. The payload of txburn is the same as pre-

sented in Protocol 1—except for one additional field

defined as Y. Y is a subset of asset A and represents a

certain amount of stake that will act as a reward for users

submitting a CONFIRM transaction to src.

When user sender submits txburn to src (Step 1a), csrc
first performs the same verifications as in Protocol

1 (Step 1(b)i). Additionally, a couple of checks concerning

the stake Y are performed. First, it is verified that user

sender is the owner of Y on blockchain src (Step 1(b)ii).

Second, it is verified that the sets X and Y are dis-

joint (Step 1(b)iii). That is, the asset entities intended to be

transferred should not be used as a stake and vice versa. If

all verifications are successful, X is burned on src, and Y is

locked (Step 1(b)iv).

Once txburn is included in src, any user can create and

submit transaction txclaim containing txburn and a corre-

sponding proof data proof txburn to the destination blockchain

dest. The steps performed when the corresponding smart

contract cdest is invoked are identical to those in Protocol 1

(Step 2).

With txclaim being successfully executed and included in

blockchain dest, the successful transfer is reported back to

source blockchain src. For that, any user can submit a

CONFIRM transaction txconfirm to src (Step 3a).

When being invoked by txconfirm, contract csrc verifies

that txclaim is included in dest using transaction inclusion

verification (Step 3b). If the verifier contract does not

confirm the inclusion of txclaim, the confirm request is

rejected. Otherwise, contract csrc performs the following

steps. First, it verifies that txclaim has not already been used

for confirming transfer finalization (Step 3(c)i). Second, it

checks that contract csrc is the contract that has burned X,

i.e., whether csrc has been invoked by txburn (Step 3(c)ii).

This check ensures that contract csrc is the intended

receiver of the confirmation. Third, csrc verifies that the

contract invoked by txclaim is the correct contract managing

asset A on the intended destination blockchain dest

(Step 3(c)iii). dest can be extracted from txburn included in

the payload of the provided txclaim. Fourth, contract csrc
checks that txclaim was successful, i.e., the execution of

contract cdest has been completed without any

error (Step 3(c)vi).

If all checks are successful, contract csrc not only has the

information about the successful execution of txburn but

also that the corresponding txclaim finalized the transfer on

blockchain dest. To reward user u for submitting txconfirm to

src, the locked stake Y from txburn is assigned to

u (Step 3(c)v). This provides an incentive for users to

submit txconfirm to src for finalized cross-blockchain asset

transfers.

The protocol uses a similar approach for the locked

stake as for the transfer fee. The initiator of the transfer can

withdraw its locked stake with certain conditions. A

timeout determines who is eligible to retrieve the locked

stake Y when txconfirm is submitted. Before the timeout, only

sender is eligible for the stake. After the timeout, anyone

submitting txconfirm earns Y as a reward. As contract csrc
executes both the burning of entities and confirmations, it

can track the time difference between the two events.

Finally, to ensure that txclaim cannot be used several

times, txclaim is added to the set of already used CLAIM

transactions Tclaim (Step 3(c)vi).

4 Evaluation

In this section, we evaluate the proposed cross-blockchain

asset transfer protocol and its extension with regard to the

defined requirements and conduct a quantitative analysis

evaluating transfer costs and duration. For the evaluation,

we provide a proof-of-concept implementation for EVM-

based blockchains such as Ethereum and Ethereum Classic.

The prototype, as well as the evaluation scripts used for

obtaining the results presented in Sect. 4.3, are available as

an open-source project on GitHub1.

Alice

Relay 
Contract

Asset
Contract

Asset
Contract

1. Burn 2. Claim

Source Blockchain Destination Blockchain

Bob

3. Confirm

Relay 
Contract

Fig. 3 Protocol extension to provide transfer confirmations leveraging

blockchain relays

1 https://github.com/soberm/x-chain-protocols/
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4.1 Prototype

As mentioned above, the prototype is implemented for

EVM-based blockchains. The advantages of targeting

EVM-based blockchains in a first proof-of-concept are

twofold. First, EVM-based blockchains such as Ethereum

are among the most popular blockchains concerning

decentralized applications (DApps) and digital assets

[11, 29]. Cross-blockchain transfer capabilities for EVM-

based blockchains can thus enhance the utility of a majority

of available assets. The second reason is rather practical.

As quite a few EVM-based blockchains exist, multiple

blockchains can be targeted with a single implementation.

However, as long as a blockchain provides sufficient

scripting capabilities to implement the concepts of the

protocol, as well as some means of transaction inclusion

verification (e.g., via oracles or relays), the solution can be

adopted beyond EVM-based blockchains.

For our analysis, we use the ERC20 token standard as

asset representation. For transaction inclusion verification,

we use two different means of cross-blockchain commu-

nication. Initially, we implemented the prototype to work

with ETH Relay, a blockchain relay specifically targeting

EVM-based blockchains [28]. ETH Relay follows a vali-

dation-on-demand pattern where relayers can issue a dis-

pute during a certain lock time to trigger the validation of a

block header. This approach saves costs since not every

block has to be validated. For simplicity, we set the lock

time to 0 as it would only lengthen the experiments and add

a constant value to the transfer duration.

Additionally, we apply the oracle solution proposed in

[25], which uses an off-chain aggregation mechanism

based on threshold signatures. We extended the oracle to

return block headers instead of single transactions such that

it implements the same interface as ETH Relay. We run

three oracle nodes, the majority of which have to agree on

the same outcome to construct the threshold signature.

With the application of both mechanisms, we can also

observe how the asset transfer protocol works with dif-

ferent approaches to cross-blockchain communication.

A transaction in Ethereum consists of the fields nonce,

gasPrice, gasLimit, to, value, data, and a signature (v, r, s)

[30]. The field data contains the payload (e.g., the

parameters for a smart contract invocation) of the trans-

action. The field to contains the address of the smart con-

tract that has been invoked by the transaction (i.e., function

calledContractðtxÞ in our protocol). The submitter

submitterðtxÞ of the transaction can be calculated out of the

signature fields v, r, and s.

It should be noted that the transaction data does not

contain information about the transaction status, i.e.,

whether the execution succeeded or failed. In Ethereum,

this information is stored in another data structure, the so-

called transaction receipt. For each transaction, there exists

a corresponding receipt. The receipt contains all events that

were emitted during the execution of the transaction. Fur-

ther, a status flag indicates the successful execution of the

transaction. Thus, when evaluating the function

isSuccessfulðtxÞ in our protocol, the asset contract must

have access to the receipt of tx as well.

In Ethereum, a block’s transactions and receipts are kept

in separate Merkle trees, which do not contain references to

each other. However, transaction and receipt are logically

linked together as their position in their respective trees is

identical. Both the inclusion of the transaction and the

receipt can be verified via Merkle proofs of membership

using the respective Merkle trees.

Both Merkle proofs must be evaluated along the same

path to ensure that a transaction and receipt belong toge-

ther. Hence, in our prototype, the proof data certifying the

inclusion of a transaction (e.g., proof txburn ) contains a

Merkle proof for the transaction and the transaction receipt.

Further, it includes the path for the evaluation of the

Merkle proofs.

4.2 Requirements analysis

This section evaluates the protocol with regard to the

requirements defined in Sect. 3.1.

4.2.1 Requirement 1 (ownership)

When user sender submits a BURN transaction txburn
invoking contract csrc, the contract verifies that

X � Asrc
sender (see Step 1(b)ii of Protocol 1), thus making

sure that user sender is the owner of X on src. Hence, we

consider Requirement 1 as fulfilled.

4.2.2 Requirement 2 (no claim without burn)

To claim X on dest, a user u submits a CLAIM transaction

txclaim. As defined by the protocol, the user provides txburn
as well as some proof data in the payload of txclaim. Before

recreating X, the asset contract cdest on blockchain dest

performs several checks.

First, it is verified that txburn is included in the source

blockchain src and confirmed by enough blocks (Step 2b).

Second, the protocol checks that txburn indeed invoked asset

contract csrc on the source blockchain src (Step 2(c)iii).

Third, contract cdest verifies that the execution of txburn was

successful (Step 2(c)iv).

These three checks ensure that assets are created on the

destination blockchain dest if they have been successfully

burned by the contract csrc on the source blockchain src.
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Notably, the fulfillment of this requirement strongly

depends on the security of the used transaction inclusion

verification mechanism. A security analysis of the block-

chain relay (ETH Relay), as well as the oracle used in our

proof-of-concept implementation, can be found in [25, 28],

respectively.

4.2.3 Requirement 3 (double spend prevention)

To ensure that burned assets can not be claimed multiple

times, all BURN transactions that have already been used

within CLAIM transactions are stored in a set TBURN within

asset contract cdest. When cdest is invoked by a new CLAIM

transaction txclaim, it only executes the claim if the provided

BURN transaction txburn is not yet included in

TBURN (Step 2(c)ii).

Further, by encoding an identifier of the desired desti-

nation blockchain dest within BURN transactions, a burned

asset can not be claimed on multiple different blockchains.

When an asset contract cb on some blockchain b is invoked

by a CLAIM transaction containing txburn, cb can verify

whether it is the intended destination contract by compar-

ing b ¼ dest (Step 2(c)i). If not, the claim is rejected.

Therefore, Requirement 3 can be considered fulfilled as

well.

4.2.4 Requirement 4 (decentralized finality)

For the analysis of finality, we make use of the BAR

(Byzantine, Altruistic, Rational) model [31], which has

found application in security analysis for blockchain pro-

tocols and extensions before, e.g., [28, 32, 33]. Under this

model, Byzantine users may depart arbitrarily from the

protocol for any reason; altruistic users always adhere to

the protocol rules, and rational users will deviate from the

protocol to maximize their profit.

The protocol in this paper offers a reward to users

submitting the CLAIM transaction. As the reward is at least

as high as the submission costs of CLAIM transac-

tions (see Sect. 4.3), rational users have an economic

incentive to finalize transfers. However, in any protocol,

rational users according to the BAR model, cannot be fully

trusted to act rationally in the sense of the protocol’s

incentive structure since seemingly irrational behavior

might be perfectly rational in the context of a larger

ecosystem with the protocol being part of it [34]. For

instance, rational users might aim at yielding profit in the

larger ecosystem by finding ways to bet against the pro-

tocol or the value of the asset.

Therefore, rational users are not guaranteed to comply

with the protocol rules even with perfectly aligned incen-

tives. Building an open and permissionless system that

withstands all participants potentially deviating from the

protocol rules appears fundamentally impossible [34].

Thus, in our protocol, not only the users directly involved

in a transfer are allowed to post the CLAIM transaction, but

rather any user of the system can do it. This provides

stronger finalization guarantees as finalization does not

depend on a single user acting honestly. It is sufficient if

one user out of all users is altruistic to ensure finalization.

Notably, the protocol only relies on an altruistic user in

case rational users see an incentive in deviating from the

proposed protocol.

4.2.5 Requirement 5 (transfer confirmation)

With Requirements 1to 4 fulfilled, cross-blockchain asset

transfers with decentralized finality can be realized. How-

ever, in Protocol 1, only the destination blockchain dest

knows when a transfer is finalized. The source blockchain

src has no way of knowing about the finalization. We have

thus proposed Protocol 2 as an extension of Protocol 1 to

fulfill the additional requirement of providing src with a

finalization confirmation. The confirmation takes place in

the form of an additional transaction txconfirm being sub-

mitted to src.

The CONFIRM transaction also has to comply with

Requirements 2 to 4. The execution of txconfirm should only

be successful if there exists a corresponding CLAIM trans-

action txclaim successfully executed on dest (Requirement

2). Further, it should not be possible to confirm txclaim
multiple times (Requirement 3). Additionally, after the

successful execution of a CLAIM transaction txclaim on dest,

the corresponding CONFIRM transaction txconfirm is eventually

submitted to src (Requirement 4).

The requirements are fulfilled by Protocol 2 using the

same approach that is used for CLAIM transactions. That is,

similar to how a CLAIM transaction’s payload contains a

BURN transaction and corresponding proof data, txconfirm
consists of a CLAIM transaction txclaim and corresponding

proof data proof txclaim .

The asset contract csrc performs the following checks

when being invoked by a CONFIRM transaction txconfirm to

fulfill Requirement 2: First, csrc verifies that txclaim is

included in blockchain dest and confirmed by enough

blocks (see Step 3b of Protocol 2). Second, the contract

verifies that the provided CLAIM transaction txclaim has

invoked asset contract cdest on blockchain dest (see

Step 3(c)iii of Protocol 2). Third, csrc checks that txclaim has

been successfully executed on blockchain dest (see

Step 3(c)iv of Protocol 2). With these checks in place,

Requirement 2 also holds for CONFIRM transactions.

It should not be possible to reuse the same CLAIM

transaction txclaim on blockchain src to fulfill Requirement

3. Further, it should not be possible to use txclaim on any
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blockchain other than src for confirming transfer finaliza-

tion. The first condition is ensured by adding each con-

firmed CLAIM transaction txclaim to a set TCLAIM (see

Step 3(c)vi of Protocol 2). Whenever csrc is invoked, it

checks whether txclaim provided within txconfirm is included

in TCLAIM (see Step 3(c)i of Protocol 2). If so, the request is

rejected. To ensure the second condition, the asset contract

that has been invoked by the BURN transaction contained

within txclaim is compared to csrc (see Step 3(c)ii of Pro-

tocol 2). If they match, csrc is the intended receiver of the

confirmation.

The applied incentive structure ensures the confirmation

of each transfer finalization on src (Requirement 4).

Essentially, whenever some user sender submits a BURN

transaction txburn to blockchain src, it has to provide some

stake Y. If user sender does not submit txconfirm before a

timeout, any user can redeem Y by submitting txconfirm to

src. Hence, there is an economic incentive to confirm

transfer finalizations on src. Applying the same chain of

reasoning for analyzing eventual finality reveals that as

long as at least one altruistic user is participating, each

transfer finalization on blockchain dest is eventually con-

firmed on blockchain src.

As the CONFIRM transaction txconfirm complies with

Requirements 2 to 4, we consider the requirement for

transfer confirmations fulfilled by Protocol 2.

4.3 Quantitative analysis

This section analyzes transfer costs and duration using the

proof-of-concept implementation. We conduct cross-

blockchain asset transfers between the public Ethereum test

networks Rinkeby and Ropsten. Rinkeby and Ropsten are

identical concerning the underlying EVM and the applied

inter-block time (about 15 seconds). The main difference is

the used consensus algorithm. Rinkeby uses Proof of

Authority (PoA), while Ropsten uses Proof of Work

(PoW). However, the execution of smart contracts is

independent of the consensus algorithm. Therefore, eval-

uating transfers in one direction provides a sufficient esti-

mation of transfer costs and duration.

Our evaluation consists of conducting 100 transfers of 1

ERC20 token from Rinkeby to Ropsten, i.e., BURN (CON-

FIRM) transactions are submitted to Rinkeby, whereas CLAIM

transactions are executed on Ropsten. We repeat the

experiment for both means of transaction inclusion

verification, i.e., the oracle and the blockchain relay.

Additionally, we also repeat the experiment without

transaction inclusion verification to measure the overhead

of the respective mechanisms. These mechanisms usually

charge a fee to reward the relayers or the oracle nodes. For

simplicity, we set the fee to zero. Further, as the protocol

extension also includes the steps of Protocol 1, we only use

the implementation of Protocol 2 for our experiment.

4.3.1 Transfer costs

For every performed transfer, we measure the gas con-

sumption of all three transaction types, i.e., BURN, CONFIRM,

and CLAIM. The obtained results (see Table 1) are outlined

in Figs. 4 and 5. Note that the respective figures contain the

gas consumption for the protocol and transaction inclusion

verification.

First, we examine the gas consumption of the protocol

while using the blockchain relay. Here, we get a total gas

consumption of 450.02 kGas (standard deviation of 17.16

kGas) for Protocol 1, calculated as the sum of txburn and

txclaim. The total gas consumption of Protocol 2 is about

1018.09 kGas (standard deviation of 34.8 kGas) and

includes the gas consumption of txconfirm, which accounts

for the higher overall costs. With an exemplary exchange

rate of about 3030.68 EUR per ETH (as of March 2022)

and a gas price of 10 GWei, the transfer costs amount to

13.64 EUR for Protocol 1 and 30.86 EUR for Protocol 2.

After examining the gas consumption with the block-

chain relay, we look at the gas consumption with the ora-

cle. Here, we get a total gas consumption of 427.31 kGas

(standard deviation of 8.75 kGas) for Protocol 1 and

976.35 kGas (standard deviation of 21.21 kGas) for Pro-

tocol 2. Using the same exchange rate and gas price leads

to transfer costs of 12.95 EUR for Protocol 1 and 29.6 EUR

for Protocol 2.

The execution of txburn is the cheapest, followed by

txclaim and by txconfirm. The differences can be explained by

the different payloads of each transaction type. As the

payload of txburn does not consist of any other transaction

and proof data, less data needs to be passed to and pro-

cessed by the asset contract leading to lower gas con-

sumption. On the contrary, txclaim contains txburn, as well as

proof data for txburn, and txconfirm contains txclaim together

with the corresponding proof data, which leads to higher

gas consumption.

Table 1 Average gas

consumption of the different

operations in kGas

Burn Claim Confirm Protocol 1 Protocol 2

Relay 39:39� 0:00 410:62� 17:16 568:07� 28:52 450:02� 17:16 1; 018:09� 34:80

Oracle 39:39� 0:00 364:19� 8:75 525:30� 14:86 427:31� 8:75 976:35� 21:21
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The gas consumption of transaction inclusion verifica-

tion depends on the concrete means of cross-blockchain

communication. The oracle checks off-chain if the block

header is part of the main chain, thus resulting in lower gas

costs than the blockchain relay. Nevertheless, the client has

to issue the requests to the oracle separately to provide the

hashes of the block headers needed for the proofs. These

requests additionally consume 23.4 kGas per request as

there are no independent relayers that continuously provide

the data. However, an oracle is much cheaper to operate

than a blockchain relay since it does not cause any ongoing

costs [25]. These operating costs heavily influence the fees

charged by the relay or the oracle.

4.3.2 Transfer duration

In this subsection, we analyze the duration of asset trans-

fers, which depends on a few core factors. The current

network status and the selected gas price greatly influence

the inclusion and confirmation time of a transaction.

Therefore, we conduct the experiments at different times

over a period of 3 days, while the gas price is estimated

automatically to ensure the inclusion of a transaction with a

high probability in the next block.

Further, after submitting a BURN transaction, the sub-

mitter may wait before posting the corresponding CLAIM

transaction. The same applies to a CLAIM transaction, after

which the submitter can wait to submit the following

CONFIRM transaction. Hence, the overall transfer duration

depends on the user executing the transfer. However,

despite this uncertainty, we can measure the lowest pos-

sible transfer duration by submitting each transaction at the

earliest possible time, i.e., as soon as the previous trans-

action is included in the blockchain and confirmed by

enough blocks. In our experiment, we require each trans-

action on Rinkeby as well as on Ropsten to be confirmed

by at least five succeeding blocks.

Finally, the transfer duration also depends on the used

transaction inclusion verification mechanism. Therefore,

we examine the influence of different transaction inclusion

verification mechanisms by measuring the transfer duration

using a blockchain relay and an oracle.

As described above, in our experiment, assets are

transferred from Rinkeby to Ropsten. Therefore, BURN and

CONFIRM transactions are submitted to Rinkeby while CLAIM

transactions are submitted to Ropsten. Hence, durations for

BURN and CONFIRM transactions were measured on Rinkeby,

whereas for CLAIM transactions on Ropsten.

Essentially, CLAIM (CONFIRM) transactions are submitted

to Ropsten (Rinkeby) as soon as the corresponding BURN

(CLAIM) transactions are included and confirmed on Rin-

keby (Ropsten). However, users need to wait until the relay

running on Ropsten (Rinkeby) has been brought up to date

or the oracle has submitted the data before they can submit

the corresponding CLAIM (CONFIRM) transactions. Otherwise,

the transactions would not be successful as the transaction

inclusion verifier does not have enough information to

verify the inclusion of transactions.

To this end, DInclusion denotes the duration from the

moment a transaction is submitted to Rinkeby (Ropsten)

until it is included in some block. DConfirmation specifies the

time it takes for an already included transaction to be

confirmed by enough succeeding blocks. Further, DRelay

denotes the time it takes for the relay to collect enough

information to verify the inclusion of transactions.
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Alternatively, DOracle specifies the time the oracle takes to

query the other blockchain and submit the result.

Figure 6 shows the average transfer duration for each

transaction type for both protocols while leveraging a

blockchain relay. With an average duration of 55 seconds

(standard deviation of 19 seconds), BURN transactions

achieve the lowest duration, followed by CONFIRM transac-

tions (average duration of 134 seconds, standard deviation

of 49 seconds), and CLAIM transactions (average duration of

210 seconds, standard deviation of 138 seconds). The total

duration of Protocol 1 is calculated by summing up the

duration of BURN and CLAIM transactions, while the total

duration of Protocol 2 also contains the duration of CONFIRM

transactions. This calculation leads to an average transfer

duration of 265 seconds (standard deviation of 145 sec-

onds) for Protocol 1 and an average duration of 400 sec-

onds (standard deviation of 160 seconds) for Protocol 2.

Transfers with Protocol 2 take longer since an additional

transaction is required.

The results depicted in Fig. 7 also show the average

duration for each transaction type for both protocols.

However, an oracle instead of a blockchain relay is used

for transaction inclusion verification. Here also, BURN

transactions show the lowest transfer duration with 89

seconds (standard deviation of 3 seconds). CLAIM transac-

tions consume on average 248 seconds (standard deviation

of 137 seconds), and the execution of CONFIRM transactions

averages 117 seconds (standard deviation of 12 seconds).

The total duration for Protocol 1 averages 337 seconds

(standard deviation of 138 seconds) and 454 seconds (s-

tandard deviation of 137 seconds) for Protocol 2.

The results (see Table 2) initially indicate that using a

relay leads to a shorter transfer duration. However, looking

at the different durations for the inclusion and confirmation

of the transactions and the time it takes for the relay and the

oracle to include the data, we can discover different results.

Further, we also have to consider the lock time, which was

set to 0 for the experiments.

Although the inclusion and confirmation times are

higher due to the network status, the time it takes for the

oracle to provide the necessary data is less than the time it

takes for the blockchain relay. This difference is due to the

fact that the relay has to be kept up-to-date through the

continuous submission of new block headers, which can

lead to delays. With the oracle, on the other hand, only two

transactions are needed to get the necessary data into the

blockchain.
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The original implementation of ETH Relay foresees a

lock time of 5 minutes to allow relayers to dispute invalid

block headers. This mechanism causes another delay of at

least 5 minutes for Protocol 1 and 10 minutes for Protocol

2. Therefore, using an oracle results in a considerably

shorter transfer duration. Overall, the oracle is cheaper and

faster, but the blockchain relay provides a higher degree of

decentralization. Therefore, it depends on the use case

which solution is more viable. In any case, the protocol can

support both types of cross-blockchain communication.

5 Related work

Several solutions for cross-blockchain asset transfers have

been proposed in the literature [12]. Evaluating the most

important existing solutions against the requirements

defined in Sect. 3.1 reveals that solutions generally fulfill

Requirements 1 to 3. However, they lack with regards to

decentralized finality (Requirement 4) or do not provide

implementations of the proposed protocols. A summary of

the different cross-blockchain asset transfer solutions is

provided in Table 3.

In XClaim [35], cross-blockchain asset transfers are

realized by first locking assets with a client called ‘‘vault’’

on a ‘‘backing’’ blockchain and reissuing the assets on

another ‘‘issuing’’ blockchain. Locking of the assets on the

backing blockchain is verified on the issuing blockchain

via blockchain relays. However, the locked assets remain

with the vault on the backing blockchain. While malicious

vaults are penalized, transfer finality still depends on this

single actor. In contrast, our protocol enables any client—

whether directly involved in the transfer or not—to finalize

transfers. Further, transfer confirmations are not foreseen

by the XClaim protocol.

Metronome [36] implements cross-blockchain asset

transfers for their MET token. Token holders can export

MET from one blockchain and then import them on

another blockchain via receipts where validators vote on

the validity of receipts. While this can prevent illegal

transfers, at the time of writing, Metronome cannot be

considered decentralized since only authorized nodes can

participate as validators. Further, Metronome does not

provide concepts for transfer finality and confirmations.

In [37], the authors define a proof-of-burn protocol. The

protocol consists of two functions: GenBurnAddr and

BurnVerify. With the former, users can generate new burn

addresses with an encoded tag, while the latter allows users

to verify the tagged burn. For the verification of the proof-

Table 2 Average durations for the different operations in seconds

Relay Oracle

Inclusion time Burn 12:84� 2:25 14:27� 2:83

Claim 24:26� 25:72 47:06� 46:87

Confirm 11:36� 4:02 12:57� 4:84

Confirmation time Burn 42:35� 19:20 75:16� 2:0

Claim 77:68� 83:40 123:18� 87:68

Confirm 57:84� 19:37 73:68� 2:42

Verification time Burn 108:04� 73:5 77:71� 68:98

Claim 65:14� 44:31 30:27� 10:30

Protocol 1 265:16� 145:05 337:37� 137:69

Protocol 2 399:49� 160:24 453:88� 136:87

Table 3 Comparison of different cross-blockchain asset transfer protocols

Reference Ownership No claim without

burn

Double spend

prevention

Decentralized

finality

Transfer

confirmation

Implementation

XCLAIM [35] 4 4 4 4

Metronome [36] 4 4 4 4

Karantias et al. [37] 4 4 4 4

Pillai et al. [38] 4 4 4 4

Liu et al. [39] 4 4 4 4

Kiayias and Zindros

[40]

4 4

Gazi et al. [41] 4 4

Zendoo [43] 4 4 4

van Glabbeek et al.

[44]

4 4 4 4

DeXTT [46] 4 4 4 4

Protocol 1 4 4 4 4 4

Protocol 2 4 4 4 4 4 4
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of-burn, the protocol foresees the usage of Noninteractive

Proofs of Proof of Work (NiPoPoWs), oracles, or direct

observation of the source blockchain by the miners. In the

course of this, the authors show how users can acquire

target cryptocurrency (e.g., ERC-20 tokens) by burning the

source cryptocurrency. However, the protocol does not

provide decentralized finality and transfer confirmations.

Pillai et al. [38] propose a burn-to-claim asset transfer

protocol. Also, similar to the protocol presented in Sect. 3,

it comprises a burn operation on the source blockchain and

a claim operation on the target blockchain. However, to

access the transaction on the source blockchain to verify

the correct execution of the burn transaction, the protocol

requires nodes that can mine in multiple networks and act

as gateways. Furthermore, the protocol does not take

decentralized finality and transfer confirmations into

account.

In [39], the authors present AucSwap, a cross-block-

chain token transfer protocol modeled as an auction pro-

cess. More specifically, the authors leverage the Vickery

auction process and atomic swap technology to enable

cross-blockchain asset transfers. The protocol consists of

two parts: bidding collection and asset exchange. Initially,

the seller broadcasts the bidding information and waits for

the buyers to return their bids. After receiving all bids, the

seller provides the buyers with a list of all bids. Having this

information, the buyers can determine who won the auc-

tion. After that, the parties use Hash Time-Locked Con-

tracts (HTLCs) to perform the actual exchange of the

assets. Compared to our protocol, this solution has more

similarities with asset exchanges than asset transfers.

The authors of [40, 41] propose approaches for realizing

cross-blockchain transfers between PoW and Proof of

Stake (PoS) blockchains, respectively. While [40] verifies

transaction inclusions via NiPoPoWs [41, 42] enables

transaction inclusion verifications via a novel crypto-

graphic construction called ad-hoc threshold multisigna-

tures (ATMS) ATMS. As such, NiPoPoW and ATMS are

used to prove events (e.g., BURN transactions) that occurred

on the source blockchain to the destination blockchain.

While this satisfies Requirements 1 and 2, Requirements 3

and4 are generally not covered by the protocol. Further,

NiPoPoWs currently cannot be implemented in existing

PoW blockchains like Bitcoin or Ethereum without intro-

ducing a so-called velvet fork, which requires adoption

from at least a subset of miners.

Similarly, Zendoo [43] provides a protocol for cross-

blockchain asset transfers focussing on zero-knowledge

proofs as a method for transaction inclusion verification.

However, requirements such as transfer finality are not

discussed. Further, the protocol relies on a special side-

chain construction and can thus not be easily implemented

on existing blockchains.

An approach that takes transfer finality into account is

presented by van Glabbeck et al. [44]. The paper proposes

a generic protocol for payments across blockchains similar

to how multi-hop payment channels operate [45]. The work

has a strong focus on finality. Requirements such as double

spend prevention are mentioned though not further speci-

fied. Also, the protocol has not been implemented and

evaluated yet. It does not become clear whether the pro-

tocol allows cross-blockchain asset transfers as defined in

Sect. 3.1, or only value transfers similar to atomic swaps.

An alternative approach for cross-blockchain asset

transfers is introduced in DeXTT [46]. DeXTT describes

an asset that can exist on different blockchains at the same

time. However, users cannot keep different denominations

of the asset on each blockchain. Rather, balances are syn-

chronized across all participating blockchains. While the

synchronization process itself is decentralized, the protocol

uses a concept called claim-first transactions, where assets

are claimed on the other blockchains before being burned

on the blockchain on which the transfer was initiated. This

clearly violates Requirement 2. Transfer confirmations

(Requirement 5) are also not foreseen.

Other works [15, 32, 47] focus on the transfer of value

across different blockchains. However, these solutions

rather focus on atomic swaps where two different assets are

exchanged and do not constitute true cross-blockchain

asset transfers as defined by our requirements in Sect. 3.1.

Finally, projects such as Polkadot [48] and Cosmos [49]

also aim for generic cross-blockchain interactions. Polka-

dot implements a Cross-chain Message Passing (XCMP)

protocol that enables two separate parachains to commu-

nicate with each other. To accomplish this, it makes use of

a simple queuing mechanism based on Merkle trees. Cos-

mos implements the Interblockchain Communication (IBC)

protocol proposed in [50]. The IBC protocol is inspired by

the TCP/IP protocol and enables the communication

between separate ledgers which implement the same

interface. Multiple ledgers can establish a connection with

each other to create channels over which packages can be

transmitted to modules (e.g., smart contracts) on the other

ledger. Both protocols have already been implemented by

the respective projects. While cross-blockchain asset

transfers are mentioned as example use cases, the docu-

mentation does not mention specifics on how these trans-

fers are implemented. Further, these projects aim to

provide interoperability primarily between specialized

blockchains that adhere to certain structures and consensus

protocols.

To the best of our knowledge, this work is the first to

provide requirements, a specification, and a proof-of-con-

cept implementation of a cross-blockchain asset transfer

protocol that also takes transfer finality and transfer con-

firmations into account.
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6 Conclusion

Decentralized cross-blockchain asset transfers are one way

to provide interoperability between blockchains. In par-

ticular, they prevent vendor lock-ins by allowing block-

chain assets to be moved away from the blockchains on

which they were originally issued in a completely decen-

tralized way. While a number of solutions for enabling

cross-blockchain asset transfers have been proposed, these

solutions often focus on specific assets and neglect the

fundamental functionality that cross-blockchain asset

transfers should offer. In this work, we defined general

requirements and specifications for cross-blockchain asset

transfer protocols. Providing a proof-of-concept imple-

mentation of the proposed protocol, we have shown that

requirements such as decentralized finality and transfer

confirmations can be fulfilled.

In future work, we will investigate how the concepts of

this work can be extended to provide interoperability

beyond cross-blockchain asset transfers, e.g., generic

message passing between blockchains.
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practical applicability of Distributed Ledger Technologies (DLTs). However,
several cross-blockchain protocols already exist, allowing, e.g., the transfer
of tokens between heterogenous blockchains. Unfortunately, executing these
protocols is expensive and often does not consider eventual inconsistencies,
which can occur if the involved blockchains fork.

Therefore, we propose a cross-blockchain token transfer protocol operat-
ing on Layer 2 to decrease transaction costs and enable the ability to revert
transactions. The protocol uses the approach of zk-rollups to move storage
and computation off-chain and only stores state commitments on Layer 1.
Hence, the states of the involved token contracts can quickly revert to an older
state root to account for possible forks of the involved blockchains and ensure
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Abstract—Blockchain interoperability still poses a significant
challenge to the practical applicability of Distributed Ledger
Technologies (DLTs). However, several cross-blockchain protocols
already exist, allowing, e.g., the transfer of tokens between het-
erogenous blockchains. Unfortunately, executing these protocols
is expensive and often does not consider eventual inconsistencies,
which can occur if the involved blockchains fork.

Therefore, we propose a cross-blockchain token transfer proto-
col operating on Layer 2 to decrease transaction costs and enable
the ability to revert transactions. The protocol uses the approach
of zk rollups to move storage and computation off-chain and only
stores state commitments on Layer 1. Hence, the states of the
involved token contracts can quickly revert to an older state root
to account for possible forks of the involved blockchains and
ensure consistency.

Index Terms—blockchain interoperability, decentralized asset
transfers, cross-blockchain communication, digital assets, roll-
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I. INTRODUCTION

Blockchains, or more generally Distributed Ledger Tech-
nologies (DLTs), enable a peer-to-peer network of nodes to
manage a distributed ledger of transactions without a trusted
third party. The network of nodes follows specific rules to
reach a consensus about the state of the distributed ledger and
ensure its integrity, consistency, and security. Initially, DLTs
only formed the backbone of cryptocurrencies like Bitcoin [1]
and Ethereum [2]. However, the rapid development of DLTs
over the past years led to major improvements and the appli-
cation of DLTs in other areas, such as supply chain manage-
ment [3], healthcare [4], the Internet of Things [5], and others.
These improvements include, amongst others, the ability to
create decentralized applications with smart contracts [2],
better scalability through Layer 2 protocols [6], and privacy-
preserving mechanisms to ensure user privacy [7]. However,
there are still open problems that hinder the widespread
adoption and applicability of DLTs in real-world use cases.

Blockchain interoperability is one of the major issues that
hinder the adoption of blockchain technology [8]. In the past
years, many different blockchains emerged due to the evolving
needs of various stakeholders. These blockchains are tailored
to specific use cases or provide unique features, as a single
general-purpose blockchain can not fulfill all requirements
imposed in different application areas. Unfortunately, the
interaction between these blockchains is usually not foreseen,
through which blockchains become isolated systems that can-
not interact with other blockchains or external systems [9].

Different accounts cannot inflict state changes across multiple
blockchains or retrieve data from external systems. These
limitations result in users being bound to specific blockchains
without the ability to migrate to novel blockchains easily.
However, blockchain interoperability would enable users to
use their tokens on different blockchains, utilizing blockchain-
specific applications, features, or security guarantees. There-
fore, there is a strong need for solutions that help to establish
interoperability between different blockchains and allow, e.g.,
the transfer of tokens between different blockchains.

Transferring value in the form of tokens between different
blockchains is a desired mechanism that allows users to freely
decide which blockchain they want to transfer and use their
funds. The transfer usually occurs by burning (destroying) the
tokens on the source blockchain and minting (recreating) the
tokens on the target blockchain [10]. However, this requires a
mechanism for cross-blockchain communication as the target
blockchain must be able to verify that the tokens got destroyed
on the source blockchain before the recreation on the target
blockchain. A problem that many of these protocols have
is the high cost of transferring a token directly on Layer 1
of the involved blockchains. Further, current mechanisms do
not support rollbacks in the case of forks, which can lead to
inconsistencies in the state of the token contracts.

Therefore, we propose a cross-blockchain token transfer
protocol operating on Layer 2. By moving storage and com-
putation of the token contract off-chain, we can considerably
reduce the transaction costs since the blockchain only needs
to verify the correctness of the computation through Zero-
Knowledge Proofs (ZKPs). Further, since the blockchain only
needs to store the state root of the token contract, rollbacks
are easy to execute since they only require reverting to an
older state root instead of reverting each account individually.
The protocol applies a cross-blockchain communication mech-
anism, such as oracles and blockchain relays, to transfer the
state of the rollup contract on the source blockchain to the
rollup contract on the target blockchain. Further, we provide a
prototypical implementation and conduct several experiments
to evaluate the costs, performance, and memory usage.

The remainder of this paper is structured as follows: Sec-
tion II introduces background information. Then, we propose
the protocol for cross-blockchain token transfers in Section III.
We evaluate the protocol in Section IV and discuss related
work in Section V. Finally, Section VI concludes the paper.
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II. BACKGROUND

In this section, we provide the necessary background in-
formation about the applied concepts. For that, we describe
cross-blockchain communication and rollups.

A. Cross-Blockchain Communication

Cross-blockchain communication is a fundamental building
block for interoperable blockchain systems [8]. A cross-
blockchain communication mechanism allows two blockchains
to exchange arbitrary data and synchronize transaction execu-
tion to reach a consistent state. With the ability to transfer
arbitrary data between different blockchains, it is possible to
build cross-blockchain protocols to transfer assets or conduct
smart contract calls across the boundaries of blockchains.
Unfortunately, cross-blockchain communication always re-
quires a trusted third party [11] since most blockchains can-
not directly interact with each other, as these blockchains
have their specific consensus mechanism, governance, and
tokenomics. Many different cross-blockchain communication
mechanisms exist with different advantages and trade-offs. In
the following, we describe the three major mechanisms for
cross-blockchain communication: notary schemes, blockchain
relays, and blockchains of blockchains.

The simplest form of cross-blockchain communication is
the usage of notary schemes. A notary is a trusted entity or
group that acts as an oracle [12], i.e., a system that bridges
blockchains with external systems. The oracle retrieves data
from the source blockchain to transfer the data to the target
blockchain. Further, the notary ensures the correctness and
integrity of the transmitted data. The oracle usually consists of
a smart contract on the target blockchain, which receives data
from an off-chain component composed of several parties that
vote on the correctness of the data [13]. The oracle contract
only has to verify the validity of the attestation from the
notary. Therefore, a notary scheme is a flexible and lightweight
solution since the on-chain component does not require a
tailored solution for different blockchains. Unfortunately, the
degree of decentralization is lower than other solutions for
cross-blockchain communication since it depends on a trusted
group. Notary schemes, therefore, present a balance between
ease of implementation and the degree of trust required in the
involved parties.

Blockchain relays constitute another mechanism for cross-
blockchain communication [14], [15]. A blockchain relay is
a smart contract deployed on the target blockchain, which
acts as a light client for the source blockchain. For that, a
third party must usually transfer information from the source
blockchain to the target blockchain, e.g., relay block headers or
update the current validator set. The relay contract verifies the
consensus of the source blockchain and ensures the correctness
of transferred data. Therefore, the third party does not need to
be trusted. A single honest relayer is sufficient for the system’s
operation and security. The major advantage of blockchain
relays is the high degree of decentralization compared to other
cross-blockchain communication mechanisms. Unfortunately,

the operation of blockchain relays is very resource-intensive,
depending on the source blockchain’s consensus mechanism.

Another major mechanism for cross-blockchain commu-
nication is the blockchains of blockchains approach ap-
plied in Cosmos [16] and Polkadot [17]. Blockchains of
blockchains form a network of blockchains using a central
blockchain for communication between different blockchains.
The blockchains include block headers in the central relay
chain to communicate state information to the other chains.
A major disadvantage is the big overhead of operating an
additional blockchain.

B. Rollups

Blockchains suffer from a significant scalability issue that
limits the number of Transactions per Second (TPS) a
blockchain can process [18], e.g., Bitcoin can only process
7 TPS [19]. Ethereum experiences the same problem and can
only process around 20 TPS [20], while modern payment
systems like Visa can handle almost 6000 TPS [21]. Further,
the storage space required to store the blockchain grows
steadily over time, which makes it harder for nodes to store an
entire copy of the distributed ledger. Hence, there is a strong
need for scalability solutions.

Currently, there are two basic approaches to improve the
scalability of blockchains [18]. Layer 1 solutions strive to
improve the core protocol of the blockchain directly, and
Layer 2 solutions create additional solutions on top of Layer 1,
which increase the scalability of a blockchain without making
any changes to the core protocol. Since Layer 2 solutions do
not require any changes to Layer 1 and allow for customization
of specific applications, they constitute a potential candidate
to improve current cross-blockchain token transfer protocols.

Rollups, which move state storage and computation off-
chain [22], are especially interesting. A rollup usually requires
a rollup contract managing the state of the rollup stored as a
Merkle tree. Further, a rollup requires off-chain components
called operators, which advance the state of the rollup. These
operators are responsible for bundling and executing trans-
actions off-chain and computing the new state of the rollup.
Instead of executing each transaction on Layer 1, an operator
only submits the updated state root and compressed transaction
data to the rollup contract.

Rollups must ensure data availability by submitting trans-
action data to Layer 1. The availability of transaction data on
Layer 1 ensures that anyone can recompute and verify the state
of the rollup and act as an operator. Further, users must be able
to query their account data for withdrawals and deposits. Other
solutions exist that store transaction data off-chain [23] using
a data availability committee [24]. However, these solutions
do not achieve the same security as Layer 1, as the committee
needs to be trusted.

Further, rollups need to ensure the correctness of the state
changes for which two major approaches exist: optimistic
rollups and zk rollups [25]. Optimistic rollups assume that the
state changes by an operator are correct and only check their
correctness if there is an invalid state change [26]. Therefore,
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users must monitor state changes and submit fraud proofs to
trigger dispute resolutions. The rollup gives users a specific
time window to submit fraud proofs, meaning that transactions
are only final once this time window passes. Zk rollups, on
the other hand, require an operator to submit a validity proof,
e.g., a Zero-Knowledge Succinct Non-interactive Argument
of Knowledge (zk-SNARK) [27], [28]. These proofs enable
verifying arbitrary computations represented as algebraic cir-
cuits. An operator submits the validity proof, the compressed
transaction data, and the updated state root to the rollup
contract. The rollup contract immediately verifies the proof
and only accepts the new state root if the proof is valid.
The immediate finality of zk rollups makes them an excellent
candidate to realize cross-blockchain token transfers through
rollups.

III. CROSS-BLOCKCHAIN TOKEN TRANSFERS

In this section, we define the requirements of a cross-
blockchain token transfer protocol. Further, we provide an
overview of the protocol and a detailed description. Finally, we
discuss the applied incentive mechanism and rollback support.

A. Requirements

Many works have already defined the requirements for
cross-blockchain token transfer (see Section V). Hence, we
base the requirements on previous work [29] and modify
or add requirements to mitigate the drawbacks of existing
protocols, which operate mostly on Layer 1.

Requirement 1 - Ownership: Only the owner of a token can
transfer its tokens to another user.

Requirement 2 - No Claim without Burn: The claim of
tokens on the target blockchain requires a valid burn with the
same amount on the source blockchain.

Requirement 3 - Double Spend Prevention: The cross-
blockchain token transfer protocol should prevent double
spending by only allowing the claim of tokens on one target
blockchain.

Requirement 4 - Decentralized Finality: The burn of tokens
for a cross-blockchain token transfer always follows a claim.

Requirement 5 - Rollback Support: The blockchains in-
volved in a cross-blockchain token transfer can revert to an
older state due to forks if they do not provide immediate
finality. In this case, the protocol must ensure the token
contracts’ consistency and revert the state of all token contracts
that depend on the reverted blockchain.

Requirement 6 - Cost Efficiency: A cross-blockchain token
transfer is more expensive than a regular token transfer since
it incurs additional costs using a cross-blockchain communi-
cation mechanism and multiple blockchains. Hence, a cross-
blockchain token transfer protocol should strive to keep the
costs as low as possible.

B. Overview

The protocol requires several on-chain and off-chain com-
ponents (see Fig. 1). The on-chain components include the
smart contracts for the rollup and cross-blockchain commu-
nication mechanism. The off-chain components comprise the

BCSource

3. submit

4. transfer

Source
Operator

RollupContract

2. burn
1. send tx

BCTarget

RollupContract

Cross-Blockchain Communication

6. submit

Target
Operator 5. claim

Fig. 1. Abstract overview of the protocol’s execution steps.

operators of the rollups and components for cross-blockchain
communication, such as relayers, oracles, or blockchains of
blockchains.

Initially, users create transactions and send them to an
operator of the source rollup (Step 1). The system allows
two different transaction types: regular transactions and cross-
blockchain transactions. A regular transaction is a normal
value transfer between two accounts on the same blockchain,
and cross-blockchain transactions allow burning tokens on
the source blockchain and recreating tokens on the target
blockchain.

An operator of the source rollup collects cross-blockchain
transactions in its mempool until it has enough transactions
with high enough transaction fees. Afterward, the source oper-
ator bundles and executes the transactions to update the rollup
contract on the source blockchain. For that, it executes the
cross-blockchain transactions locally and computes the new
state root. During the execution of the transactions, the source
operator burns the tokens of the involved accounts (Step 2).
Further, the source operator generates a zk-SNARK to prove
the correctness of the state transition. Finally, the source
operator submits the transaction data, new state root, and proof
to the rollup contract on the source blockchain (Step 3).

After that, the source operator uses a cross-blockchain
communication mechanism to transfer the state information of
the source rollup contract to the target blockchain and provides
the state information and cross-blockchain transaction data
to an operator of the target blockchain (Step 4). Then, the
target operator follows the same steps as the source operator
and executes the same cross-blockchain transactions, which,
however, recreates the tokens for the involved accounts and
distributes the transaction fees (Step 5). Finally, the target
operator submits the new state root and the proof to the target
rollup contract (Step 6). An incentive mechanism ensures
that the involved operators execute the protocol and receive
compensation for the resources they use. In the following
section, we explain each protocol step in more detail.

C. Protocol

Initially, a user creates a cross-blockchain transaction txx =
⟨nonce, amount, sender, receiver, fee, dest, sig⟩. These pa-

105



Algorithm 1 Burn circuit
1: function UPDATESTATE(preStateRoot, postStateRoot,

transactionsRoot, transactions, senders,
senderMerkleProofs, blockchains)

2: leaves← []
3: intermediateRoot← preStateRoot
4: for i = 0 to len(transactions) do
5: leaves[i]← hash(tx[i])
6: containsBlockchain(blockchains, tx[i].dest)
7: verifySignature(tx[i].sig, senders[i], tx[i])
8: intermediateRoot← burn(intermediateRoot,

tx[i], senders[i], senderMerkleProofs[i])
9: end for

10: actTransactionsRoot← computeRoot(leaves)
11: assert(transactionsRoot = actTransactionsRoot)
12: assert(intermediateRoot = postStateRoot)
13: end function
14: function BURN(root, tx, sender, merkleProof )
15: assert(merkleProof.RootHash = root)
16: assert(merkleProof.Path[0] = hash(sender))
17: verifyMerkleProof(merkleProof , sender.index)
18: assert(sender.nonce = tx.nonce)
19: assert(sender.pubKey = tx.sender)
20: assert(sender.balance ≥ tx.amount+ tx.fee)
21: sender.nonce← sender.nonce+ 1
22: sender.balance← sender.balance− tx.amount

−tx.fee
23: merkleProof.Path[0]← hash(sender)
24: return ComputeRootFromPath(merkleProof )
25: end function

rameters are already known and do not differ from regular
blockchain transactions except dest where dest ∈ B and B is
the set of possible destination blockchains. Upon signing txx,
a user sends txx to an operator of the rollup contract of the
source blockchain.

1) Burn: An operator of a source rollup contract receives
transactions from users and stores these transactions in the
operator’s mempool until enough transactions are available
for execution. The source operator verifies each transaction
by checking the following: the nonce is equal to the sender’s
nonce, the sender is part of the state tree of the rollup on
the source blockchain, the sender owns enough funds to cover
the amount and the transaction fee, the destination blockchain
is part of the supported blockchains, and that the signature
is valid. After receiving enough valid transactions, a source
operator creates a bundle of valid transactions. Then, the
source operator applies each transaction locally to compute
the new state root of the source rollup contract to compute the
witness for the Burn circuit, which proves the correct execution
of the bundle of transactions.

The Burn circuit (see Alg. 1) takes the preStateRoot,
postStateRoot, transactionsRoot, transactions, senders, sen-
derMerkleProofs, and blockchains as input. The preStateRoot
is the current state root stored by the rollup contract, while the

postStateRoot is the new state root after applying the provided
transactions. Further, the circuit requires the transactions with
the corresponding root of the transaction Merkle tree. The
Burn circuit also needs the account data of the senders with
the respective Merkle proofs. Finally, the Burn circuit requires
a set of supported blockchains.

The Burn circuit verifies and applies all transactions in a
loop (Lines 4 to 9). Initially, the circuit adds the transaction’s
hash to the leaves (Line 5) and verifies if the set of supported
blockchains contains the transaction’s destination (Line 6) to
ensure that a transfer to the defined blockchain is possible.
After that, it verifies the transaction’s signature (Line 7) and
invokes the Burn function (Line 8) to update the state.

The Burn function (Line 14) updates the senders’ account
and computes an intermediary state root. Initially, the circuit
verifies the inclusion of the sender in the state tree by verifying
the Merkle proof (Lines 15 to 17). After that, the circuit
verifies if the nonce and public key of the sender match
the transaction data and if the sender has enough funds by
checking that it is higher than the transaction amount and
fees (Lines 18 to 20). If these checks are successful, the circuit
increments the nonce (Line 21) and updates the balance by
deducting the transaction amount and fees (Line 22). This
account update also requires an update of the Merkle proof
to reflect the state changes (Line 23). The last step requires
computing the new intermediate root from the sender’s updated
Merkle path (Line 24).

After processing all transactions, the circuit computes the
transaction root (Line 10). Finally, the circuit verifies that
the actual computed transactions root equals the transactions-
Root (Line 11) and the final intermediaryRoot equals the
postStateRoot (Line 12).

After generating the proof, the source operator submits the
proof, the updated state root, and the transactions to the rollup
contract on the source blockchain. The rollup contract verifies
the proof and, if the proof is valid, stores the new state root.

2) Information Transfer: After executing the burn on the
source blockchain, the information is still not readily available
on the target blockchain. For that, the protocol applies a
cross-blockchain communication mechanism such as oracles
or blockchain relays. The information required on the target
blockchain is the transaction root of the executed transactions
on the source blockchain, which burned the tokens. Further,
the target blockchain requires information about the source
operator that submitted the state update, which is required for
the incentive mechanism. In the following, we describe the
previously mentioned possibilities to transfer this information.

A source operator uses a cross-blockchain oracle to re-
quest information about the latest state change. Therefore,
a source operator has to issue and pay for the request to
a cross-blockchain oracle. Upon receiving the request, the
cross-blockchain oracle queries the source blockchain for the
specified data and, after reaching an agreement about the
validity of the data, attests to the correctness of the data and
submits it to the target blockchain. Here, the cross-blockchain
oracle can directly submit the required data or the transaction
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corresponding to the state change of the rollup contract on the
source blockchain.

Another approach is to use a blockchain relay, i.e., a light
client deployed as a smart contract on the target blockchain.
In this case, a target operator must provide the block which
includes the transaction and the respective Merkle proof.
Hence, the rollup contract can call the relay contract to check
the validity and inclusion of the block in the source blockchain.
After that, the rollup contract can execute Simplified Payment
Verification (SPV) to prove the inclusion of the transferred
data. After the transfer, the data is available for the rollup
contract.

In addition to the information transfer between the source
blockchain and the target blockchain, the operators also need
to exchange the same information off-chain. While the target
operator could also read the source blockchain, it is more
convenient if the source operator directly sends the data to
the target operator.

3) Claim: After the information transfer, an operator of
the target rollup can query the transactions from the source
blockchain or receive it from the source operator. Initially,
the target operator checks whether the receivers are included
in the state tree of the rollup on the destination blockchain
and verifies that the transactions’ destination is indeed the
destination blockchain. After that, the target operator applies
each transaction off-chain to compute the new state root of the
rollup contract on the destination blockchain and the witness
for the Claim circuit, which proves the correct execution of
the transactions.

The Claim circuit, as outlined in Alg. 2, necessitates
the input of the preStateRoot, postStateRoot, transactions-
Root, transactions, receivers, srcOp, targetOp, receiver-
MerkleProofs, sourceOpMerkleProof, targetOpMerkleProof,
and blockchain. Compared to the Burn circuit, the Claim
circuit requires receivers instead of senders and the operators
to transfer the reward. Additionally, the blockchain identifier
is required to verify the destination of the transactions.

Similar to the Burn circuit, the Claim circuit verifies and
applies all transactions in a loop (Lines 5 to 10). Initially,
the Claim circuit also adds the transaction’s hash to the
leaves (Line 6) and checks if the transaction’s destination is the
target blockchain (Line 7). This check ensures that the claim is
only possible on the specified blockchain. After that, analog to
the Burn circuit, the Claim circuit invokes the Claim function
to update the state (Line 8) and adds half of the transaction
fee to the current operator reward (Line 9).

The Claim function (Line 17) checks if the state
tree includes the receiver by checking the Merkle
proof (Lines 18 to 20). In the next step, the Claim circuit
verifies that the provided receiver matches the transaction’s
receiver, adds the number of tokens to the receiver’s balance,
and updates the corresponding Merkle proof (Lines 21 to 23).
After that, the circuit computes an intermediateRoot from the
receiver’s updated Merkle proof (Line 24).

After processing the claims, the circuit uses the reward
function (Line 26) to distribute the rewards to the opera-

Algorithm 2 Claim circuit
1: function UPDATESTATE(preStateRoot, postStateRoot,

transactionsRoot, transactions, receivers,
srcOp, targetOp, receiverMerkleProofs,
srcOpMerkleProof , targetOpMerkleProof ,
blockchain)

2: leaves← []
3: operatorReward← 0
4: intermediateRoot← preStateRoot
5: for i = 0 to len(transactions) do
6: leaves[i]← hash(tx[i])
7: assert(blockchain, tx[i].dest)
8: intermediateRoot← claim(intermediateRoot,

tx[i], receivers[i],
receiverMerkleProofs[i])

9: opReward← opReward+ (tx[i].F ee/2)
10: end for
11: intermediateRoot← reward(intermediateRoot,

operatorReward, srcOp,
srcOpMerkleProof )

12: intermediateRoot← reward(intermediateRoot,
operatorReward, targetOp,
targetOpMerkleProof )

13: aTransactionsRoot← computeRoot(leaves)
14: assert(transactionsRoot = aTransactionsRoot)
15: assert(intermediateRoot = postStateRoot)
16: end function
17: function CLAIM(root, tx, receiver, merkleProof )
18: assert(merkleProof.RootHash = root)
19: assert(merkleProof.Path[0] = hash(receiver))
20: verifyMerkleProof(merkleProof , receiver.index)
21: assert(receiver.pubKey = tx.receiver)
22: receiver.balance← receiver.balance+ tx.amount
23: merkleProof.Path[0]← hash(receiver)
24: return ComputeRootFromPath(merkleProof)
25: end function
26: function REWARD(root, reward, operator,

merkleProof )
27: assert(merkleProof.RootHash = root)
28: assert(merkleProof.Path[0] = hash(operator))
29: verifyMerkleProof(merkleProof, operator.index)
30: operator.balance← operator.balance+ reward
31: merkleProof.Path[0]← hash(operator)
32: return ComputeRootFromPath(merkleProof)
33: end function

tors (Lines 11 and 12). Initially, it checks the operator’s
inclusion in the state tree (Lines 27 to 29). Then, the circuit
updates the operator’s balance by adding half of the overall
transaction fees, and updates the respective Merkle proof
(Lines 30 and 31). After this update, the circuit recomputes
the intermediateRoot again (Line 32). Finally, after processing
all transactions, the Claim circuit computes and verifies the
transactionsRoot (Lines 13 and 14) and checks that the final
intermediateRoot matches the postStateRoot (Line 15).

107



After successfully generating the proof, the operator submits
the proof, transaction data, and the postStateRoot to the rollup
contract on the target blockchain. Upon submission, the rollup
contract again verifies the proof and, if the proof is valid,
stores the new state root. Further, the rollup contract marks the
transactionsRoot as already used to prevent double-spending.

D. Incentive Mechanism

The alignment of incentives is essential to decentralized
cross-blockchain token transfer protocols. An incentive mech-
anism encourages participants to use their resources to execute
the protocol, encourages honesty, and discourages malicious
behavior. Without correctly aligned incentives, nodes may not
use the system or deviate from the protocol. Hence, the pro-
posed solution uses crypto-economic incentives to compensate
and motivate operators to enforce the protocol’s rules.

An operator must spend many resources executing state
changes, generating the zk-SNARK, perform cross-blockchain
communication, and submitting the data to the blockchain. The
former incurs costs for the necessary infrastructure, while the
latter requires the operator to pay fees for cross-blockchain
communication and transaction fees. Therefore, each user has
to pay a transaction fee for executing a cross-blockchain token
transfer, as is already done by most blockchains and rollups.
For that, a user specifies the fee in the transaction, which needs
to be greater than zero. An operator can then decide whether
to process the transaction or not.

Further, an additional incentive is necessary to ensure the
complete execution of a cross-blockchain token transfer. A
cross-blockchain token transfer should ensure that for each
execution of a cross-blockchain transaction on the source
blockchain, there is a corresponding execution of this transac-
tion on the target blockchain. Other protocols offer a subset of
the transferred tokens as a fee if the original user does not issue
the transaction to the target blockchain within a specified time
window [10]. However, this incentive mechanism only works
if the transferred value is high enough, which would require a
minimal transaction value to ensure that users finalize cross-
blockchain token transfers. Another possibility requires users
to lock a high collateral for the compensation of other users
finalizing the transfer. Unfortunately, this solution resembles a
higher entry barrier and makes the users’ funds unusable for
extended periods.

Therefore, we propose to use the transaction fees already
applied for the operators’ compensation to incentivize the
operators to execute cross-blockchain transactions and submit
the state updates to the involved blockchains. For that, the pro-
tocol does not reward the source operator with the transaction
fees of cross-blockchain transactions on the source blockchain.
Instead, the source operator can only receive the transaction
fees of cross-blockchain transactions on the target blockchain.
This approach ensures dynamic transaction fees that can adapt
to the costs of using the involved blockchains and do not
require users to lock collateral. Further, the source operator
only includes cross-blockchain transactions if the transaction
fees are high enough to cover the costs for cross-blockchain

communication and execution on both blockchains. Otherwise,
the source operator can not ensure to get a reward. Both
operators receive their share of the transaction fees on the
target blockchain during the claim step.

E. Rollback Support

The design of previous cross-blockchain token trans-
fer protocols always required storage and computation on
Layer 1 (see Section V), making state changes in the token
contract especially expensive. This issue is problematic in
the context of possible inconsistencies in a cross-blockchain
ecosystem where some blockchains only provide probabilistic
finality, and forks can sometimes occur. In a cross-blockchain
protocol, the state changes must be consistent over all involved
blockchains, which is hard to ensure. Therefore, a mechanism
that allows for reverting the state of the token contract in case
of forks on other blockchains is necessary. Thus, the design of
a cross-blockchain asset transfer protocol must allow for easy
rollbacks.

The proposed protocol uses rollups to move state storage
and computation for the token contracts off-chain. As pre-
viously mentioned, the rollup contract manages the state of
the rollup and only stores the corresponding state root. This
approach makes reverting to older states easy since it only
requires reverting a single variable in the rollup contract.
Hence, if there is a fork on another blockchain, the rollup
contract allows a reset of the state root with proof that there
was a fork on another blockchain. Several possibilities exist for
generating such proof: a light client of the target blockchain
as a smart contract, an oracle monitoring the other blockchain
for forks, etc. Upon receiving such proof, the rollup contract
reverts to a state that does not involve any transaction on
blocks part of this fork.

IV. EVALUATION

In this section, we evaluate the protocol regarding different
aspects. Initially, we describe the experimental setup. After-
ward, we discuss the results of our experiments, where we
examine the costs, performance, and memory usage.

A. Experimental Setup

For our experiments, we implement the smart contracts in
Solidity and the necessary circuits for burning and claiming
tokens in Go using the gnark zk-SNARK library [30]. We
execute our experiments on a machine equipped with an
Intel Core i7-10510U CPU running Ubuntu 20.04.6 using
8 cores with a clock speed of 1.80 GHz. The machine has
16GB LPDDR3 RAM with a frequency of 2133 MHz and a
2 TB SSD. Further, we deploy the smart contracts on a local
blockchain using Ganache 2.7.1. We provide the source code
of the implemented smart contracts and circuits on GitHub1.

We simulate an operator executing transactions to measure
the proof generation time and memory usage. We fix the
number of accounts in the rollup to 65,536 and, therefore,
the depth of the state tree to 17 due to the machine’s resource

1https://github.com/soberm/l2 x chain transfer
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constraints. We execute batches of transactions with different
sizes and repeat the experiment for each batch size ten times.
Further, we submit the generated proofs and transaction data
to the rollup contract to measure the gas consumption.

B. Costs

Initially, we examine the costs of burning and claiming
tokens. The Ethereum network uses Gas as a unit of mea-
surement for computational work to prevent network abuse
and as an economic incentive. Each transaction requires a
specific amount of Gas, which the transaction sender pays for
in the blockchain’s native currency. If the Gas costs are ex-
cessive, utilizing the protocol may not be economically viable.
Therefore, reducing Gas consumption correlates with lowering
the associated costs and improving the protocol’s applicability
in real-world scenarios. In our experiments, we measure the
Gas consumption of submitting a batch of transactions along
with the validity proof to update the current state root of the
rollup contract and verify that the state changes are correct
concerning the submitted proof.

The results (see Fig. 2) show that submitting an update for
batch size 4 consumes 269,992 Gas on the source blockchain
and 300,911 Gas on the target blockchain. Increasing the
batch size to 128 results in a Gas consumption of 589,615
Gas on the source blockchain and 620,582 Gas on the target
blockchain. Therefore, the total Gas consumption amounts to
1,210,197 Gas without cross-blockchain communication. The
Gas consumption for verifying the proof is constant, while the
increasing batch size increases the Gas consumption linearly
for storing the transaction data. Further, we compare our
protocol to an already existing solution using the protocol
described in [10], which serves as an effective benchmark
for our comparison. It requires 39,394 Gas for burning the
tokens and 169,242 Gas for claiming the tokens, excluding
the costs associated with cross-blockchain communication.
In comparison, our protocol requires 4,606 Gas for burning
tokens and 4,848 Gas for claiming tokens if the batch size is
128. These results represent a reduction in Gas consumption
of 88% for burning tokens and 97% for claiming tokens.
Further reductions are possible by increasing the batch size
and compressing the transaction data. However, this leads to
higher resource consumption by the operator when carrying
out state changes and creating proof.

C. Performance

The proving time is essential as it influences the system’s
throughput. The primary factor that impacts the proving time
is the complexity of the circuits. The complexity of a circuit
depends on the underlying program that it represents. The
more complex the calculations are, the larger the circuit.
Hence, we examine the proving time for different batch sizes.

The results (see Fig. 3) show that generating a proof for the
Burn circuit with batch size 4 takes, on average, 2076±22 ms,
while for the Claim circuit, it takes 2246±7 ms. For batch size
128, the proof generation time for the Burn circuit is already
57, 318 ± 50 ms and 38, 898 ± 31 ms for the Claim circuit.
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Fig. 3. Proving time for both circuits.

As expected, the proof generation time increases linearly with
the batch size, and the Burn circuit has a higher proving time
than the Claim circuit due to the increased circuit size from
verifying the transaction signatures.

D. Memory

Memory usage is another critical factor when relying on off-
chain computations. Generating zk-SNARKs requires many
resources from the operator. As with the proving time, the
memory consumption also depends on the complexity of the
circuits. For that, we include the total allocated memory for
the constraint system, proving and verification keys, witness
generation, and generating the proof.

The results (see Fig. 4) show that generating a proof for
the Burn circuit requires 413 MB and 465 MB for the Claim
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Fig. 4. Memory usage during proof generation for both circuits.

circuit, considering a batch size of 4 and increasing the batch
size to 128 results in memory usage of 11, 731 MB for the
Burn circuit and 9, 362 MB for the Claim circuit. These
results are analog to the results of measuring the proving time.
Therefore, it is also expected that generating the proof for
the Burn circuit requires more memory due to the circuit’s
increased complexity compared to the Claim circuit. Further,
the results show that operators need many resources to execute
transactions and generate the proofs. Hence, resource usage
constitutes a high entry barrier to running an operator, which
results in lower decentralization as many rollups only use a
single operator.

V. RELATED WORK

In this section, we discuss other cross-blockchain token
transfer protocols together with the differences to the proposed
protocol.

The authors of [29] propose a decentralized cross-
blockchain asset transfer protocol for arbitrary assets that
guarantees finality. An asset transfer requires a burn step on the
source blockchain and a claim step on the target blockchain.
A user issues a burn transaction, including the recipient, the
target blockchain, and the amount to the asset contract on the
source blockchain, which burns the token. The protocol relies
on a blockchain relay for cross-blockchain communication to
enable the asset contract on the target blockchain to verify
the burn transaction. After submitting a claim transaction
to the target blockchain, the asset contract verifies the burn
transaction and recreates the tokens. Additionally, the protocol
applies an incentive mechanism to reward users for completing
transfers to ensure finality. Sober et al. [10] extend the protocol
with transfer confirmations on the source blockchain and
apply notary schemes for cross-blockchain communication.
Our novel protocol presented in the work at hand follows
a similar mechanism but on Layer 2 instead of Layer 1,

which reduces the Gas consumption at the cost of additional
computational resources.

Similar to Sober et al. [10], the authors of [31] propose a
cross-blockchain asset transfer protocol that follows a burn-to-
claim approach. The protocol consists of an exitTransaction,
which locks and destroys the tokens on the source blockchain,
and an entryTransaction, which verifies the burn and recreates
the tokens. However, blockchains must incorporate the proto-
col directly and operate gateway nodes to verify state proofs of
the source blockchain. This characteristic requires blockchains
to adopt their consensus mechanism and lowers the degree of
decentralization since only a few nodes act as gateways. In
comparison, our presented protocol does not require changes
to the core protocol.

Karantias et al. [32] propose Proof-of-Burn as a primitive to
allow the verification of destroying cryptocurrency. This prim-
itive allows the transfer of tokens from a source blockchain
to a target blockchain. In contrast to similar works [10], [29],
[31], the authors provide a cryptographic definition and prove
the scheme in the random oracle model. The protocol consists
of two algorithms: GenBurnAddr and BurnVerify. The first
creates a burn address with a specific tag, while the latter can
verify if a given burn address encodes a particular tag. The
tag usually encodes the target address of the token transfer.
To verify the burn transaction, the authors suggest that miners
monitor the source blockchain, use Non-Interactive Proofs-of-
Proof-of-Work (NIPoPoWs), or apply notary schemes. Com-
pared to our work, the authors focus more on defining a
primitive and proving its security, not a full-fledged protocol.

Zendoo [33] is a sidechain construction that allows the
creation of different sidechains to communicate with each
other through a verifiable transfer mechanism based on zk-
SNARKs. The system consists of a mainchain receiving cryp-
tographic proofs from sidechains that are directly following the
mainchain. A cross-chain transfer protocol enables transferring
coins over multiple chains with two basic operations: forward
and backward transfer. A forward transfer destroys tokens on
the mainchain to send the tokens to a sidechain. Backward
transfers allow batched transfers of tokens from a sidechain to
the main chain by providing a withdrawal certificate using zk-
SNARKs. Unfortunately, this solution only works for Bitcoin-
like blockchains.

The authors of [34] propose a framework named XClaim
for trustless cross-blockchain asset transfers. XClaim uses four
different protocols for an asset transfer: Issue, Transfer, Swap,
and Redeem. During the execution of these protocols, the
assets are managed by a smart contract and locked by a
vault on a backing blockchain to transfer and recreate the
tokens on an issuing blockchain. Finally, the smart contract
destroys the tokens on the backing blockchains after the re-
ceiver redeems the tokens. The framework applies blockchain
relays for cross-chain state verification to provide data from
the backing blockchain to the issuing blockchain. Further,
XClaim uses collateral to incentivize honest behavior and
punish misbehaving participants. Compared to our proposed
protocol, XClaim operates on Layer 1.
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In [35], the authors propose a cross-chain payment protocol
with finality guarantees. The cross-chain payment protocol is
formalized using Asynchronous Networks of Timed Automata
(ANTA). Further, the authors show that it is impossible to
solve this problem without synchrony. The authors demon-
strate a solution to this problem in a partially synchronous
setting, even with Byzantine failures. However, this protocol
does not ensure atomicity by providing the ability to complete
or roll back transactions in the case of misbehaving parties.

Niu et al. [36] propose a cross-blockchain Non-Fungible
Token (NFT) transfer protocol based on a notary scheme. Ini-
tially, a sender sends an NFT to a notary smart contract. After
that, the sender triggers the execution of a cross-blockchain
transfer by calling the notary smart contract, which notifies the
notary group. The notary group elects a leader who submits
a transaction to the target blockchain to mint the NFT. After
successfully minting the NFT on the target blockchain, the
notary group calls the smart contract on the source blockchain
to burn the locked NFT. Additionally, the notary group uses
a reputation mechanism to ensure the election of a reliable
leader and ensure the security of the approach. Compared to
our protocol, this approach works on Layer 1 and focuses on
NFTs.

The work by Borkowski et al. [37] proposes a deterministic
cross-blockchain asset transfer protocol with eventual con-
sistency. The sender and receiver of a token transfer need
to create a proof of intent, which contains the necessary
information to prove to the involved blockchains that the
transfer is valid. The receiver issues a claim transaction
containing the proof to publish the proof. Other participants
can enter a witness contest to propagate this information
to the remaining blockchains to earn a reward. The witness
with the lowest signature value is considered the winner and
receives the reward for propagating the information. Further,
participants also need to veto conflicting proofs to prevent
double-spending. Compared to our solution, this work requires
replicating the same state across multiple blockchains.

The authors of [38] propose CrossLedger, a cross-
blockchain asset transfer protocol for heterogenous
blockchains. For that, the protocol selects an asset forwarder
based on the blockchain’s consensus mechanism, e.g., by
selecting the previous miner. The asset forwarders are
responsible for the execution and confirmation of the asset
transfer. Each node of the respective blockchain network
must verify the asset forwarder by creating a ring signature.
Finally, the asset forwarders transfer and include the assets in
the latest block of the target blockchain. Again, this approach
requires changes to already existing blockchains.

In [39], the authors present AucSwap, a cross-blockchain
asset transfer protocol based on the Vickrey auction model.
The protocol consists of two parts: Bidding Collection and
Asset Exchange. Initially, a sender wishing to transfer tokens
publishes bidding information. After that, the sender collects
from and distributes the bids to all participants to determine
the receiver. After executing the auction, the sender and
receiver execute an atomic swap to exchange the assets. While

this approach allows for swapping assets, it does not enable
transfers without a counterparty.

Further, there is a standardization effort from the Internet
Engineering Task Force (IETF) creating the Secure Asset
Transfer Protocol (SATP) for transferring digital assets be-
tween blockchains [40]. Marstein et al. [41] describe an
implementation of SATP and the corresponding challenges.
The protocol relies on gateway nodes that transfer assets
between the different blockchains. An asset transfer consists of
several steps: identity and asset verification, transfer initiation,
lock assertion, and commitment preparation. The protocol also
enables rollbacks in case of failures. However, the protocol
mainly addresses private blockchains, while our proposed
protocol targets arbitrary blockchains.

Additionally, blockchains of blockchains such as Cos-
mos [42] and Polkadot [43], designed with blockchain inter-
operability in mind, connect multiple blockchains through a
central relay chain to ensure that different blockchains can
communicate. Cosmos uses the Inter-Blockchain Communi-
cation Protocol (IBC) for cross-blockchain communication,
while Polkadot uses the Cross-Consensus Message Format
(XCM). These cross-blockchain communication protocols en-
able the implementation of cross-blockchain asset transfers in
the respective networks.

As can be seen from the discussion, many different cross-
blockchain asset transfer protocols exist. However, most proto-
cols mentioned above heavily rely on Layer 1 of the involved
blockchains, which incurs high costs. Further, these protocols
usually neglect that the involved blockchains can fork, leading
to possible inconsistencies they cannot resolve efficiently. The
proposed solution, on the other hand, moves computation and
state storage off-chain by using a rollup, which also allows
for rollbacks to ensure consistency.

VI. CONCLUSION

While blockchain interoperability receives more attention
from research and industry, it remains a significant issue in
today’s blockchain landscape. The efficient transfer of tokens
from a source blockchain to a target blockchain can help
bridge the gaps between different blockchain ecosystems.
Unfortunately, current solutions still rely on Layer 1, which is
not very cost-efficient.

Therefore, we propose a cross-blockchain token transfer
protocol operating on Layer 2 based on rollups. By moving
the burn and claim step of the cross-blockchain token transfer
protocol off-chain, we can reduce the gas costs of executing
transfers considerably while enabling the possibility of im-
plementing rollbacks to account for possible forks. In future
work, we want to adapt the protocol to include support for
non-fungible tokens, explore different rollback mechanisms,
and further optimize the costs.
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Abstract. The closed architecture of prevailing blockchain systems renders
the usage of this technology mostly infeasible for a wide range of real-world
problems. Most blockchains trap users and applications in their isolated
space without the possibility of cooperating or switching to other blockchains.
Therefore, blockchains need additional mechanisms for seamless communi-
cation and arbitrary data exchange between each other and external systems.
Unfortunately, current approaches for cross-blockchain communication are
resource-intensive or require additional blockchains or tailored solutions de-
pending on the applied consensus mechanisms of the connected blockchains.
Therefore, we propose an oracle with an off-chain aggregation mechanism
based on Zero-Knowledge Succinct Non-interactive Arguments of Knowledge
(zk-SNARKs) to facilitate cross-blockchain communication. The oracle queries
data from another blockchain and applies a rollup-like mechanism to move
state and computation off-chain. The zkOracle contract only expects the trans-
ferred data, an updated state root, and proof of the correct execution of the
aggregation mechanism. The proposed solution only requires constant 378
kgas to submit data on the Ethereum blockchain and is primarily independent
of the underlying technology of the queried blockchains. 113
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1 Introduction
Blockchains provide a distributed ledger of transactions while ensuring the integrity, consistency, and immutability
of the transactions. Blockchain technology has been first introduced with Bitcoin [50] and is now considered the
main backing technology of cryptocurrencies. However, it also found application in various other application
areas like healthcare [2], supply chain management [55], and others [26, 27, 67]. The second generation of
blockchains, like Ethereum [65], provides smart contracts, which are deterministic programs stored on the
blockchain executed by every node of the network. The application of smart contracts allows the creation of
Decentralized Applications (dApps) [23], opening an even wider range of possible application areas.

Different application domains of blockchain technology come with different challenges and requirements.
A single blockchain can only fulfill some criteria, which results in a wide range of solutions tailored to particular
application domains. These development efforts lead to a highly fragmented and heterogeneous blockchain space
[58], as different blockchains often have unique consensus mechanisms, token standards, or smart contract
capabilities. These broad differences make it difficult for different blockchains to work together and require
special attention during development to ensure an interoperable blockchain landscape. Unfortunately, blockchain
interoperability is a major issue often overseen and hinders blockchain technology from developing its full
potential. Blockchains are usually considered closed systems that cannot interact with external systems. While
exceptions exist, e.g., Hyperledger Cacti [30], Cosmos [45], Polkadot [66], and others [29], missing interoperability
is still a widespread problem. Amongst other things, missing interoperability between blockchains leads to vendor
lock-in, i.e., users cannot easily migrate to other blockchains [7].

Further, smart contracts can only manipulate their state on the hosting blockchain and cannot interact with
smart contracts deployed on other blockchains or external systems.Therefore, there is a strong need for blockchain
interoperability solutions to break the barrier between heterogeneous blockchain systems and enable cross-
blockchain communication to securely transfer arbitrary state information between blockchains in a decentralized
way. The possibility to transfer arbitrary information between blockchains enables the creation of decentralized
cross-blockchain applications and protocols [51, 54, 57].

There is an ongoing effort in research and industry to create blockchain interoperability solutions [8, 62].
However, current solutions, like blockchain relays, are often very complex to implement since they depend on
the source blockchains’ consensus mechanism. A blockchain of blockchains solution has even more technical
complexity, requiring an additional blockchain for cross-blockchain communication. On the other hand, notary
schemes offer great flexibility and are mostly independent of the connected blockchains. Unfortunately, notary
schemes exhibit a lower degree of decentralization [62]. Many notary schemes follow a decentralized approach
where = out< parties must collaborate to distribute trust among multiple parties and reach an agreement, e.g.,
by applying a voting mechanism. These voting mechanisms require costly on-chain interactions since the smart
contract has to process many votes to determine the outcome. More cost-efficient solutions use complex off-chain
voting mechanisms, e.g., by applying threshold signatures, to submit an aggregated result [60]. However, these
solutions require the additional execution of Distributed Key Generation (DKG) protocols, which introduce
additional complexity and security risks [59].

Therefore, we propose a solution for cross-blockchain communication by using a decentralized oracle, i.e., a
bridge to an external data source, with an off-chain aggregation mechanism based on Zero-Knowledge Succinct
Non-interactive Arguments of Knowledges (zk-SNARKs). The oracle allows its clients to query arbitrary
information from other blockchains independent of the inner workings of the source blockchain. A committee
of oracle nodes, divided into a single aggregator and multiple validators, executes an off-chain aggregation
mechanism to attest to the correctness of the retrieved information. The validators query the source blockchain
for the requested information and send the signed result to the current aggregator. The aggregator combines the
results by generating a zk-SNARK to verify the signatures and distribute the rewards off-chain. Afterward, the
aggregator submits the proof, the updated state, and the queried information to the smart contract. The smart
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contract must only verify the proof, update the state, and store the retrieved data. Further, we provide a prototypical
implementation for Ethereum-based blockchains and evaluate it concerning costs, memory, and performance. The
results show that our oracle only requires 378 kgas to submit data on Ethereum-based blockchains. Furthermore,
oracle nodes without many resources can also use the system and efficiently support a committee size of 256.

The remainder of this paper is structured as follows: Section 2 provides general information about the applied
concepts. Afterward, Section 3 introduces the design of the oracle with its off-chain aggregation mechanism, and
Section 4 follows with a security analysis. Section 5 provides implementation details, and Section 6 evaluates the
proposed solution concerning costs, memory, and performance. After that, Section 7 follows with a discussion of
related work. Finally, Section 8 concludes the paper.

2 Background
This section discusses the underlying concepts of the proposed solution. We provide the basics of cross-blockchain
communication and follow with an explanation of Zero-Knowledge Proofs (ZKPs) and rollups.

2.1 Cross-Blockchain Communication
Cross-blockchain communication refers to the ability of two blockchains to reach a consistent state across both
blockchains by synchronizing transaction execution [62]. Hence, cross-blockchain communication allows distinct
blockchains to transfer arbitrary information, query the state of another blockchain [60] or allow more specific use
cases such as atomic swaps [42] and cross-blockchain smart contract calls [51]. Unfortunately, cross-blockchain
communication requires a trusted third party [70] since it is otherwise infeasible for two blockchains to verify
each other’s state. However, the ability to verify the state of other blockchains is a requirement to allow for
interoperable blockchains to exist [46]. The trusted third party must attest to the correct execution of a transaction
to another blockchain, allowing the interdependent execution of transactions on multiple blockchains. These
trusted third parties can both be centralized or decentralized and most prominently include blockchain relays,
notary schemes, and blockchains of blockchains [8].

A blockchain relay is a smart contract deployed on a target blockchain to replicate the source blockchain [8].
Off-chain clients continuously relay block headers from the source blockchain to the target blockchain while
the smart contract enforces the consensus rules of the source blockchain to rebuild the chain. The off-chain
clients relaying the block headers do not need to be trusted since the smart contract enforces the correct behavior.
Further, the smart contract offers light client functionalities on the target blockchain, allowing smart contracts to
query the state of the source blockchain. Typically, blockchains store a Merkle root of a block’s transactions in the
block header. Hence, the smart contract allows the execution of Simplified Payment Verification (SPV), which
allows checking if a particular transaction is part of a block while only having the block header. For that, clients
submit a Merkle proof of inclusion to the relay contract to show that a transaction is part of a specific block.
Further, the relay contract checks that the block containing the transaction is included in the source blockchain
and considered final. Blockchain relays have a high degree of decentralization but are costly since on-chain block
header verification and storage consume many resources. Additionally, off-chain clients must always keep the
relay in sync with the source blockchain, which requires considerable maintenance effort. However, novel relay
solutions already apply techniques to move computation off-chain by either optimistically accepting new block
headers [31] or using ZKPs [64, 68] to achieve better cost efficiency.

Another technique for cross-blockchain communication is through the application of notary schemes [21].
A notary is a trusted entity or group responsible for executing certain operations across the boundaries of
blockchains. The notary can monitor the involved blockchains, read the blockchains’ state, and publish new
transactions.Therefore, the notary can function as an oracle to query state information or publish new transactions
on behalf of another blockchain. The blockchains interacting with the notary must only authenticate the notary to
verify the integrity and authenticity of the executed operations. Notary schemes are a relatively simple solution
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for cross-blockchain communication since they are independent of the underlying blockchains and offer great
flexibility. However, notary schemes exhibit a lower degree of decentralization. Trusting only a single entity leads
to a single point of failure, which can compromise the whole system. Therefore, many solutions require that =
out of< entities agree by executing a voting mechanism, either on-chain or off-chain, to distribute the trust
among multiple entities [60]. Further, these approaches require additional mechanisms to form a committee of
trustworthy entities and reach an agreement.

Multiple blockchains can also communicate by following a blockchain of blockchains approach [62]. A
blockchain of blockchains provides a platform of independent subchains to communicate with each other
through a central relay chain. The main chain is responsible for recording the connected subchains’ actions. Every
subchain can access the main chain to verify the activities of other subchains to implement cross-blockchain
communication.The subchains can work independently of the main chain [45] or adopt a shared security approach
where validators of the main chain also validate the subchains [66]. The main chain is, to a certain extent, a notary
scheme with the properties of a blockchain, as it attests to the actions of the subchains. However, in many cases,
it also fulfills other purposes besides cross-blockchain communication. Unfortunately, there is also a considerable
overhead to using an additional blockchain to keep track of all connected chains.

2.2 Zero-Knowledge Proofs
ZKPs were first introduced by Goldwasser et al. [37] to enable a prover to convince a verifier that the prover
knows a witness to a particular statement without revealing any additional knowledge. For that, a ZKP system
has to satisfy the following three properties [39]:

(1) Completeness: An honest prover can always convince an honest verifier that the prover knows a witness to
a true statement.

(2) Soundness: A malicious prover cannot convince an honest verifier about the knowledge of a witness to a
false statement.

(3) Zero-knowledge: A verifier does not learn additional information besides the statement’s validity.

However, these proof systems require multiple interactions between the prover and the verifier to commu-
nicate the proof and convince the verifier. Therefore, Blum et al. [15] introduced non-interactive ZKP systems
as an alternative to interactive proof systems. These non-interactive proof systems require an initial setup
phase in which a prover and a verifier generate and share a CRS that replaces the previously necessary interac-
tions. After that, a prover can generate a Non-interactive Zero-Knowledge Proof to convince the verifier, while
the verifier does not have to send any messages to the prover. Further, Goldreich et al. [36] showed that all state-
ments in NP have ZKPs, enabling the possibility of verifying arbitrary computations. Verifying computational
integrity allows a verifier to check whether the output of a given program, given its inputs, is correct without
re-executing the program itself [34, 53]. These properties are particularly advantageous in decentralized systems
(e.g., blockchains) where provers cannot directly communicate with verifiers (e.g., smart contracts) or want to
convince several verifiers.

Nowadays, ZKPs are heavily applied in blockchain technology to create scalable [61] and privacy-aware
solutions [6]. Blockchains require every node in the network to execute and verify transactions which constitutes
a major scalability issue. However, applying ZKPs makes it possible to move computations off-chain such that
nodes only need to verify small proofs, reducing the overall network load and increasing throughput (see
Section 2.3). Further, most blockchains only provide pseudonymity instead of anonymity, allowing anyone to link
multiple addresses to the same identity by applying heuristics for address clustering [71]. With the application of
ZKPs, it is possible to break the link between multiple addresses and create privacy-preserving blockchains [12, 43].

The main ZKP proof systems applied are zk-SNARKs [13], Zero-Knowledge Succinct (Scalable) Transparent
Arguments of Knowledge (zk-STARKs) [11], and Bulletproofs [20]. These proof systems differ in their

Distributed Ledger Technologies: Research and Practice, Vol. 3, No. 4, Article 27. Publication date: December 2024.

118



Cross-Blockchain Communication Using Oracles • 27:5

underlying cryptographic assumptions, complexity, and the necessity of a trusted setup. The basic cryptographic
assumptions behind zk-SNARKs are the hardness assumption of the elliptic curve discrete logarithm problem
and the existence of secure bi-linear pairings. While the proving complexity of zk-SNARKs is quasi-linear, the
verification and communication complexity is constant. Unfortunately, zk-SNARKs require a trusted setup phase
to generate a Common Reference String (CRS). The construction of zk-STARKs, on the other hand, is based
upon collision-resistant hash functions, requiring no trusted setup and having quasi-linear proving complexity
but a poly-logarithmic verification and communication complexity. Finally, Bulletproofs rely on the discrete log
assumption and require no trusted setup but have quasi-linear proving complexity, linear verification complexity,
and logarithmic communication complexity. In the work at hand, we use zk-SNARKs to take advantage of the
constant verification and communication complexity, which is particularly beneficial for verifying proofs with
smart contracts.

The first protocol enabling efficient zk-SNARK constructions was the Pinocchio protocol [13, 52]. After that,
protocols like Gepetto [25] and Groth16 [39] further improved the efficiency of zk-SNARKs, and recent works
introduced zk-SNARKs with a universal setup [24, 32, 49]. However, Groth16 is still heavily used in blockchain
technology due to its small proof size and low verification complexity. Hence, we apply Groth16 to create the
off-chain aggregation mechanism. The protocol allows the creation of zk-SNARKs for arithmetic circuits. For
that, a program is translated into an arithmetic circuit, which is converted to a Rank-1 Constraint-System
(R1CS). Finally, the R1CS is converted to a Quadratic Arithmetic Program (QAP), representing the program
in a different format to generate the proof. The input to the program also yields the corresponding witness to
the QAP. After that, the setup produces a CRS and a simulation trapdoor. The simulation trapdoor needs to be
forgotten because it allows the creation of fake proofs. However, by using Multiparty Computation, it is possible
to distribute the trust among multiple parties [17]. Finally, the algorithm can use the CRS to create pairing-based
zk-SNARKs for the witness to the QAP.

2.3 Rollups
Blockchain technology faces a considerable scalability issue since blockchains cannot cope with the growing
amount of work [72]. Research has already come up with various solutions, including improvements to Layer-1,
i.e., the base layer of the protocol, and Layer-2 protocols, which build on top of a blockchain [40]. Rollups are a
Layer-2 blockchain scaling solution to increase the throughput of blockchains by moving transaction computation
and state off-chain [61]. Aggregators execute multiple transactions off-chain and only submit state changes and
a bundle of compressed transaction data to the blockchain, i.e., the nodes on Layer-1 solely need to execute a
single transaction. A smart contract manages the state root of the rollup and allows anyone to submit a bundle of
compressed transactions, the previous and the new state root. The corresponding Merkle tree to the state root
contains the account data (e.g., balance, nonce) of the different accounts that are part of the rollup. Users can
deposit and withdraw funds directly by interacting with the smart contract.

Rollups have to enact specific rules to determine the validity of the submitted transaction data and the according
state changes. Currently, two main types of rollups exist: optimistic and zk-rollups [22]. Optimistic rollups [44]
assume that transactions are valid and allow users to submit fraud proofs [3] during a dispute period to prove
a transaction is invalid. The smart contract verifies the proof and reverts the rollup to its previous state. With
zk-rollups, on the other hand, users submit validity proofs (e.g., zk-SNARKs) to prove the correctness of the new
state root resulting from the execution of the transactions in the bundle. Therefore, zk-rollups do not require a
dispute period and enable instant transaction finality.

The availability of the compressed transaction data on Layer-1 ensures that anyone can recompute and verify
the state of the rollup. While zk-rollups only require minimal transaction data on Layer-1 to ensure that anyone
can recompute and verify the state, optimistic rollups require additional data to enable the verification of fraud
proofs. Therefore, even with malicious actors in the system, rollups can provide censorship resistance and liveness.
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Fig. 1. Overview of the system.

Moving transaction computation and state off-chain is a promising approach to improve aggregation mecha-
nisms that require many interactions with a smart contract or other tools (e.g., threshold signatures) to reduce
on-chain computation. Hence, in the following, we apply the concept behind zk-rollups to create an off-chain
aggregation mechanism.

3 System Design
In this section, we propose a cross-blockchain communication mechanism using oracles with an off-chain
aggregation mechanism based on zk-SNARKs. Initially, we provide a short overview of the system. Afterward, we
discuss dynamic participation and the applied incentive mechanism. Finally, we define the off-chain aggregation
mechanism.

3.1 Overview
An oracle is a bridge between a blockchain and an external data source. The typical architecture for an oracle
system consists of an on-chain component, e.g., a smart contract, and an off-chain component. The off-chain
component retrieves data from external data sources, e.g., another blockchain, ensures the data’s integrity, and
submits the data to the oracle contract [41]. The oracle contract receives the data and serves it to data consumers.
There are different types of oracles based on the data source, trust level, communication direction, and data
type [4]. However, this work focuses on cross-chain oracles to enable blockchain interoperability and data transfer
between distinct blockchains. These oracles represent a flexible and lightweight solution for cross-blockchain
communication as they do not depend on the source blockchain’s consensus mechanism and require no additional
blockchain. Hence, the proposed oracle solution is compatible with different blockchains, assuming the connected
blockchains support smart contracts.

The oracle (see Figure 1) allows arbitrary data transfer between two blockchains by enabling the oracle’s clients
to issue requests to query data from another blockchain. The system consists of the zkOracle contract deployed on
a target blockchain and off-chain oracle nodes, which query data from a source blockchain and attest to the data’s
integrity. The zkOracle contract offers a mechanism for dynamic participation (see Section 3.2) that allows anyone
to register and join a committee of oracle nodes. This committee collectively responds to requests by querying
another blockchain and executing an off-chain aggregation mechanism (see Section 3.4) before returning the data.
The oracle selects a single aggregator responsible for aggregating the results from the committee members. The
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other committee members act as validators by querying the data from the source blockchain and attesting to the
correctness. The aggregator collects a majority of answers with the same result and creates an aggregated result
in a rollup-like fashion. For that, the aggregator generates a zk-SNARK proving that the majority voted for a
specific answer and that the rewards are distributed correctly. By generating this proof, the oracle can execute
the voting mechanism and reward distribution off-chain, while the smart contract only needs to verify the proof
to ensure the correctness of these computations.

Additionally, the oracle applies an incentive mechanism (see Section 3.3) to reward honest behavior and
punish misbehavior. While honest nodes participating in the aggregation protocol receive a constant reward
to compensate them for providing resources, misbehaving nodes may get slashed and lose part or all of their
deposited collateral. The aggregator slashes misbehaving oracle nodes by generating a zk-SNARK that the oracle
node in question provided an answer that differs from the majority. Upon receiving the aggregated result, the
zkOracle contract only verifies the zk-SNARK, stores the result, and updates the Merkle root containing the state
of all oracle nodes. Afterward, any other smart contract can access the data retrieved from the source blockchain
by calling the zkOracle contract.

3.2 Dynamic Participation
The oracle relies on a committee of oracle nodes with a maximum size of = nodes to collectively return the result
to a query. However, the oracle can already operate with less than = nodes as long as =

2 + 1 nodes are honest. For
that, the system provides a mechanism for dynamic participation, allowing anyone to register oracle nodes and
participate in transferring data between two blockchains. The mechanism enables any oracle node to join or leave
the system by calling the zkOracle contract deployed on the target blockchain. Further, the mechanism provides
high Sybil resistance by following a Proof of Stake (PoS) mechanism to select the committee. While other
mechanisms like using a pre-defined set of participants or a first come, first served approach are also possible,
they suffer from Sybil attacks [28] and a lower degree of decentralization.

Initially, the zkOracle contract has no registered oracle nodes. Anyone can call the zkOracle contract and
register an oracle node providing a public key, IP address, and stake in the blockchain’s native currency. The
zkOracle contract uses a Merkle Tree to store the accounts of registered oracle nodes consisting of an address,
index, public key, and the stake balance. Therefore, the zkOracle contract does not store raw account data, and
the off-chain aggregation protocol can update the Merkle root to apply state changes, resulting in considerable
cost savings. The zkOracle contract only allows up to = oracle nodes providing a minimum stake to register. After
the registration of = oracle nodes, it is only possible for a new oracle node to join if it provides a higher stake
than the oracle node it wishes to replace. The zkOracle contract enables anyone to provide a public key, a higher
stake than a specific oracle node, and the respective Merkle proof to replace the node. With this approach, the
zkOracle contract ensures that the committee of oracle nodes always consists of the = nodes with the highest
deposited stake.

Additionally, registered oracle nodes can also leave the system. Leaving the system requires two steps: exit
and withdraw. First, an oracle node calls the zkOracle contract to announce that it wants to exit the system by
providing the necessary account details with the respective Merkle proof. The zkOracle contract ensures that the
caller is the rightful owner of the account, the validity of the Merkle proof, and computes the time an oracle node
has to wait until it is allowed to withdraw. The exit time ensures that users with a high enough stake cannot
repeatedly remove other oracle nodes with a lower stake from the system by replacing the node and immediately
leaving the system to replace other nodes. Without the exit time, anyone with a high enough stake could remove
all nodes with a lower stake and replace these oracle nodes with new oracle nodes that do not require a high
stake. After reaching the exit time, an oracle node can provide its account details with the corresponding Merkle
proof to withdraw its stake from the zkOracle contract. Finally, the zkOracle contract transfers the stake and
replaces the account in the Merkle tree with an empty account.
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3.3 Incentive Mechanism
The proposed oracle solution is a public system allowing anyone to register oracle nodes cooperating to transfer
data between blockchains. However, without an incentive, there is no reason for anyone to participate in the system
since participation requires resources. Therefore, the oracle applies an incentive mechanism that encourages
participation and honest behavior and discourages malicious behavior. For that, every oracle node, whether acting
as an aggregator or a validator, receives a monetary reward for submitting a result to the zkOracle contract. On
the other hand, the zkOracle contract punishes misbehaving nodes by slashing the deposited stake.

The aggregator and validators receive a monetary reward for each submission. This reward can be constant, or
the zkOracle contract can dynamically define the amount. However, dynamically determining the reward requires
additional public inputs to the aggregation circuit, which increases the verification costs. The oracle distributes
these rewards during the off-chain aggregation mechanism. The aggregator increases its balance and the balance
of every validator submitting a valid result and signature by the defined reward. The rewards of the aggregator
need to be higher than the validator rewards since the aggregator has to provide a lot more computational power
to generate the zk-SNARK during the execution of the off-chain aggregation mechanism and also has to pay the
transaction fees for submitting the final result to the zkOracle contract.

The aggregator assigns the rewards during off-chain aggregation and proves that it assigned the correct rewards
to the involved participants with the generated zk-SNARK. The zkOracle contract only needs to verify the proof
and store the updated Merkle root, which contains the account information with the updated balances. Therefore,
the system provides a fair and cost-efficient approach to reward every participant without relying on multiple
on-chain interactions or relying on game theoretical approaches to distribute the rewards.

An aggregator selects only a majority of responses to create aggregated results. This selection process allows it
to potentially exclude a minority of validators from receiving rewards. As a result, resources are wasted even
though the validators’ tasks are not very resource-intensive. Nevertheless, the oracle eventually appoints each
validator as an aggregator, enabling them to earn rewards. This mechanism results in a tradeoff between the fees
clients pay to use the oracle and the fair distribution of rewards among validators since clients must pay for each
validator submitting an answer.

3.4 Off-Chain Aggregation
The off-chain aggregation mechanism (see Figure 2) allows the oracle nodes to return aggregated results to the
zkOracle contract while reducing the number of on-chain operations to a minimum. During the execution of
this mechanism, a majority of oracle nodes query data from another blockchain and have to agree on the result.
The system follows the same principle as blockchain rollups by moving computation and state storage off-chain.
However, instead of rolling up transactions, the system bundles votes on queried data from another blockchain.
The aggregator verifies the votes and changes the balances of committee members based on their participation
during the execution of the aggregation mechanism. The aggregator only submits a zk-SNARK, the query result,
and the updated Merkle tree with the account information to the zkOracle contract. Hence, the aggregation
mechanism requires only minimal computational and storage resources from the blockchain, reducing the overall
costs while maintaining decentralization.

Initially, a client of the zkOracle contract has to issue a request by calling the getBlockByNumber function
of the zkOracle contract (Step 1) providing the block number of a requested block and the necessary rewards
for the oracle nodes executing this request. The zkOracle contract assigns the request a unique ID and stores it.
Depending on the blockchain, the oracle nodes have to query the blockchain to check for any pending requests
continuously, or the blockchain emits an event to notify the oracle nodes (Step 2).

After getting the information about a pending request, the oracle nodes use the getAggregator function of
the zkOracle contract to determine their current role. The zkOracle contract supports different approaches for
selecting the current aggregator. An efficient strategy is to adopt a round-robin method for organizing each
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Fig. 2. Sequence of interactions for retrieving data.

oracle node to serve as an aggregator for a specific time interval until switching to the next aggregator. This
approach prevents races between multiple aggregators for aggregating results, which wastes resources and incurs
additional costs for interacting with the zkOracle contract since only one submission would be successful. Another
possibility would be for the zkOracle contract to randomly choose the next aggregator, making it harder for
adversaries to attack specific aggregators upfront. However, this approach requires the computation of a random
seed using an additional secret input for the aggregation mechanism and a timeout to account for malicious
aggregators not providing an answer. In this case, the aggregator rotates after every block submission or after
reaching the timeout.

The validators query the source blockchain (Steps 3 and 4) to retrieve the block with the specified number
and check if the block is final. Therefore, the validators need to check that such a block exists and that at least =
blocks confirm it in the case of blockchains with probabilistic finality. For blockchains with immediate finality,
waiting for = confirmations is unnecessary. Ignoring the finality of blocks can result in validators returning a
wrong result due to possible forks in the source blockchain. If a validator determines that such a block does not
exist or is not final, it responds with a zero value as the block hash. A validator creates a vote consisting of the
validator’s ID, the request number, and the hash of the retrieved block. After that, a validator signs the vote using
its private key and retrieves the current aggregator’s IP address from the zkOracle contract. Hence, an aggregator
cannot forge an invalid vote. A validator establishes a direct channel with the aggregator and sends the vote with
the according signature to the aggregator (Step 5).
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Algorithm 1: Aggregation Circuit
1: function aggregate(?A4(C0C4'>>C , ?>BC(C0C4'>>C , 1;>2:�0Bℎ, A4@D4BC , E0;830C>A�8CB , 0, E0;830C>AB)
2: for 8 < =D<�22>D=CB do
3: for 9 < =D<�22>D=CB do
4: if 8 = 9 then
5: continue
6: end if
7: 0BB4AC (E0;830C>AB [8] .8=34G ≠ E0;830C>AB [ 9] .8=34G)
8: end for
9: end for

10: E4A8 5 ~"4A:;4%A>> 5 (?A4(C0C4'>>C, 0."4A:;4%A>> 5 )
11: 0.10;0=24 ← 0.10;0=24 + A4F0A3
12: 0."4A:;4%A>> 5 [0] ← ℎ0Bℎ(0.8=34G, 0.?D1;82 4~-, 0.?D1;82 4~., 0.10;0=24)
13: 8=C4A<4380C4'>>C ← 2><?DC4'>>C�A><%0Cℎ(0."4A:;4%A>> 5 )
14: 02CD0;+0;830C>A�8CB ← 0
15: for all E ∈ E0;830C>AB do
16: E4A8 5 ~"4A:;4%A>> 5 (8=C4A<4380C4'>>C, E ."4A:;4%A>> 5 )
17: <B6← ℎ0Bℎ(E .8=34G, A4@D4BC, 1;>2:�0Bℎ)
18: E4A8 5 ~(86=0CDA4 (E .B86=0CDA4, E .?D1;82 4~,<B6)
19: 0BB4AC (E .1;>2:�0Bℎ == 1;>2:�0Bℎ)
20: E .10;0=24 ← E .10;0=24 + A4F0A3
21: 02CD0;+0;830C>A�8CB ← 02CD0;+0;830C>A�8CB + 2E.8=34G
22: E ."4A:;4%A>> 5 [0] ← ℎ0Bℎ(E .8=34G, E .?D1;82 4~-, E .?D1;82 4~., E .10;0=24)
23: 8=C4A<4380C4'>>C ← 2><?DC4'>>C�A><%0Cℎ(E ."4A:;4%A>> 5 )
24: end for
25: 0BB4AC (02CD0;+0;830C>A�8CB = E0;830C>A�8CB)
26: 0BB4AC (8=C4A<4380C4'>>C = ?>BC(C0C4'>>C)
27: end function

Upon receiving a vote from a validator, the aggregator verifies the vote and stores it in the aggregator’s
mempool. The aggregator considers a vote to be valid if the signature is valid. After receiving a majority of valid
votes with the same result for a specific request, the aggregator starts the aggregation process. During this process,
the aggregator has to execute the aggregation mechanism locally and construct the witness for the aggregation
circuit to generate the zk-SNARK, proving that the submitted result and applied state changes are correct (Step 6).
The zk-SNARK ensures that an aggregator can only perform the correct aggregation algorithm based on the votes
received from the validators and submit the majority answer.

The aggregator executes a program (see Algorithm 1) compiled into an arithmetic circuit for zk-SNARK con-
struction to aggregate the votes.The aggregation circuit expects the previous state root, the resulting state root, the
expected block hash, the request number, and the validator bit vector as public inputs. The aggregation circuit also
requires private inputs, including the account information of the aggregator and validators with the respec-
tive Merkle proofs. Additionally, the private inputs contain the signatures and returned block hashes from the
validators.

Initially, the aggregator must ensure no multiple votes from the same validator. For each request, a validator
only has one vote. For that, the aggregator iterates over all submitted votes and checks that the validator index
does not match another vote’s validator index (Lines 2–9). After that, the aggregator checks that the Merkle
tree includes the account of the aggregator (Line 10) and increases its balance by the specified reward (Line 11).
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After increasing the balance, the aggregator computes an intermediate state root reflecting the change in the
aggregator’s balance (Lines 12–13). Subsequently, the aggregator processes the submitted votes from the validators.
For each vote, the aggregator checks if the Merkle tree includes the validator’s account (Line 16) and hashes the
vote to construct the message (Line 17). Then, the aggregator verifies the signature provided by the validator by
using the validator’s public key and the message (Line 18). After verifying that the validator is part of the system
and provided an authenticated vote, the aggregator checks if the block hash provided by the validator matches
the expected block hash provided by the majority of validators (Line 19).

The aggregator also adds the reward to the validator’s balance (Line 20) and updates a bit vector indicating
which validators voted for the result to ensure data availability. A bit value of 1 at a specific position shows that
the validator with this index contributed to the result. In contrast, a bit value of 0 shows that the respective
validator did not participate. The aggregator flips the bits at the respective position by adding 2E.8=34G to the
validatorBits (Line 21). Otherwise, the other oracle nodes cannot synchronize the state without knowing which
state changes are necessary since the aggregator only submits the updated Merkle root. Then, the aggregator
computes a new intermediate root reflecting the state changes for the validator’s account (Lines 22–23). Finally,
after repeating this process for each validator, the aggregator checks if the validatorBits match the provided
validatorBits (Line 25) and if the intermediate root equals the provided post-state root (Line 26).

After creating the witness and the public inputs for the aggregation circuit, the aggregator generates the
zk-SNARK to submit the aggregated result. The aggregator calls the BD1<8C�;>2: function of the zkOracle contract
(Step 7), providing the request number, block hash, validators bit vector, updated state root, and zk-SNARK.
Initially, the zkOracle contract verifies that the transaction sender is the current aggregator, and the request is
still pending. After that, the zkOracle contract verifies the submitted zk-SNARK (Step 8), updates the state root,
and stores the block hash. Finally, the zkOracle contract notifies the client about the submission (Step 9), and
clients can query the zkOracle contract for the block hash to use it for SPV.

After successfully submitting an aggregated result to the zkOracle contract, the aggregator executes a program
(see Algorithm 2) to process invalid votes and slash misbehaving validators (Step 10). The aggregator considers a
vote invalid if the hash of the retrieved block differs from the majority answer to a certain request of the other
validators. The slashing circuit expects the same inputs as the aggregation circuit, except that the slashing circuit
only expects a single validator account with the submitted signature and block hash. Further, the indices of the
aggregator and the validator must be public inputs to ensure data availability.

Initially, the aggregator verifies the inclusion of the validator’s account in the Merkle tree (Line 2). After that,
the aggregator computes the message (Line 3) and verifies the signature provided by the validator (Line 4). In the
next step, the aggregator sets the validator’s balance to 0 (Line 5) and computes the new state root (Lines 6–7). The
aggregator verifies the inclusion of the aggregator’s account in the Merkle tree (Line 8), adds the deducted balance
to its account (Line 9), and also computes the new state root (Lines 10–11). Further, the aggregator checks that
the block hash provided by the validator is different from the block hash provided by the majority of validators
(Line 12) and that the computed state root matches the provided post-state root (Line 13). Finally, the aggregator
calls the B;0Bℎ function of the zkOracle contract (Step 11) and provides the proof, the aggregator and validator
indices, the request number, and the post-state root. The zkOracle contract verifies that the request is not pending,
verifies the proof, and stores the updated state root (Step 12).

4 Security Analysis
This section provides a security analysis of our oracle solution. Initially, we clarify assumptions and the adversarial
model. Then, we define the required security properties and show that our solution fulfills all these properties.
Finally, we discuss Sybil-resistance and the adversarial bound.
Cryptographic Assumptions. We assume that zk-SNARKs have perfect completeness, soundness, and zero-

knowledge [39]. Further, we consider hash functions modeled as random oracles [9] and digital signature schemes
having Existential Unforgeability under Chosen Message Attack security [38].
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Algorithm 2: Slashing Circuit
1: function slash(?A4(C0C4'>>C , ?>BC(C0C4'>>C , 1;>2:�0Bℎ, A4@D4BC , 0, E)
2: E4A8 5 ~"4A:;4%A>> 5 (?A4(C0C4'>>C, E ."4A:;4%A>> 5 )
3: <B6← ℎ0Bℎ(E .8=34G, A4@D4BC, 1;>2:�0Bℎ)
4: E4A8 5 ~(86=0CDA4 (E .B86=0CDA4, E .?D1;82 4~,<B6)
5: E .10;0=24 ← 0
6: E ."4A:;4%A>> 5 [0] ← ℎ0Bℎ(E .8=34G, E .?D1;82 4~-, E .?D1;82 4~., E .10;0=24)
7: 8=C4A<4380C4'>>C ← 2><?DC4'>>C�A><%0Cℎ(E ."4A:;4%A>> 5 )
8: E4A8 5 ~"4A:;4%A>> 5 (8=C4A<4380C4'>>C, 0."4A:;4%A>> 5 )
9: 0.10;0=24 ← 0.10;0=24 + E .10;0=24

10: 0."4A:;4%A>> 5 [0] ← ℎ0Bℎ(0.8=34G, 0.?D1;82 4~-, 0.?D1;82 4~., 0.10;0=24)
11: 8=C4A<4380C4'>>C ← 2><?DC4'>>C�A><%0Cℎ(0."4A:;4%A>> 5 )
12: 0BB4AC (1;>2:�0Bℎ ≠ E .1;>2:�0Bℎ)
13: 0BB4AC (?>BC(C0C4'>>C = 8=C4A<4380C4'>>C)
14: end function

System Assumptions. We assume that, at any point in time, there is an honest majority of oracle nodes. Further,
we assume that the communicating blockchains provide safety and liveness guarantees.

Adversarial Model and Security Properties. We assume a computationally-bound static adversary A that can
corrupt a fixed number of oracle nodes prior to the execution of the protocol. However, depending on the
committee’s maximum size, A can only corrupt a minority of oracle nodes. The oracle possesses the following
security properties:

Definition 1 (Oracle Safety). An oracle is safe if, for any request made on a destination chain 1234BC by a client 2
with respect to a source chain 12BA2 , it provides a correct answer to 1234BC . A correct answer to 1234BC includes the
requested data included and confirmed with overwhelming probability in 12BA2 .

Definition 2 (Oracle Liveness). An oracle is live if, for any request made on a destination chain 1234BC by a client
2 with respect to a source chain 12BA2 , it eventually provides an answer to 1234BC .

Theorem 4.1. Our zkOracle is secure, i.e., it is safe and live.

Proof. Toward contradiction, suppose our zkOracle is not secure. For this to happen, it means that there was
a point in time where (i) the oracle provided 1234BC with an incorrect answer, or (ii) the oracle did not provide an
answer to a request.

In case (i), for the oracle to provide an incorrect answer, it means that either a majority of nodes were adversarial,
i.e., they voted on an incorrect answer, or that the properties of the cryptographic primitives used by the oracle
have been broken, i.e., the aggregator successfully forged an invalid proof or validator signatures, or that either
12BA2 or 1234BC are not secure. This contradicts our cryptographic and system assumptions.

In case (ii), for the oracle to not provide an answer, it means that either none of the aggregators ever submits a
valid answer, not enough signatures are produced by the nodes in the committee, or that either 12BA2 or 1234BC are
not secure. This contradicts our system assumptions. �

Sybil-Resistance and Adversarial Bound. We note that the staking requirement for nodes joining the oracle
provides sybil-resistance as well as the lower bound on the stake for the adversary to pull an attack against the
oracle successfully.

The oracle requires each oracle node >8 joining the committee � with a maximum size of = nodes to deposit
a stake B8 ≥ B<8= where B<8= is the configurable minimum stake required to join � . The amount depends on
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the number of registered oracle nodes |� |. Hence, if |� | < =, the committee is not full and B8 ≥ B<8= . However,
if |� | = =, i.e., the committee is already full, >8 can only join � by replacing another node > 9 ∈ � if B8 > B 9 .
For the oracle to submit an answer, it requires a majority C = =

2 + 1 of oracle nodes to attest to the correctness
of the transferred data and generate a valid proof. Hence, an adversary A needs to have more stake than the
majority of registered oracle nodes with the lowest deposited stake �% =<8=C (�) which have a cumulative stake
B% =

∑
>8 ∈�%

B8 . Therefore, B% is a lower bound on the required adversary’s stake BA , i.e., BA > B% to break the
oracle’s security successfully.

The requirement for oracle nodes to deposit a substantial stake not only increases their investment in the
system’s integrity but also elevates the economic cost of attempting to join � with multiple identities. This
requirement ensures nodes are incentivized to maintain their position within the committee, as losing their place
means forfeiting potential future rewards. Hence, this mechanism effectively raises the barriers against Sybil
attacks, safeguarding the system’s decentralization and security.

5 Implementation
In this section, we discuss the implementation details of the different smart contracts and the node software.
Further, we provide the prototypical implementation as open-source software directly available on GitHub.1

5.1 Smart Contracts
We implemented the smart contracts for the Ethereum smart contract and dApp platform using Solidity. There are
several reasons for using Ethereum to host the smart contracts of the proposed solution. Ethereum is currently the
largest smart contract platform and, therefore, also comes with a rich ecosystem and huge community. Further,
Ethereum provides the necessary smart contract capabilities and pre-compiled contracts, i.e., more efficient
contracts, since they do not incur additional overhead using the Ethereum Virtual Machine (EVM). These
pre-compiled contracts are part of the Ethereum client software and allow, among other things, the efficient
verification of zk-SNARKs using the altbn128 curve, which is a necessary prerequisite to implement the proposed
solution. Many blockchains also use the EVM and support the implemented smart contracts without requiring
changes. These reasons render Ethereum the most viable solution for implementing the prototype. Further,
porting or implementing the solution to other smart contract platforms that do not use the EVM is also possible.
However, these platforms must bring the necessary smart contract capabilities and allow efficient elliptic curve
pairing checks.

The zkOracle contract inherits an additional smart contract implementing a sparse Merkle tree to store the
accounts since inserting new data are easier. The zkOracle contract applies MiMC [5] for hashing the data,
an arithmetization-friendly hash function optimized for modular arithmetic in a finite field. Therefore, the
oracle nodes can efficiently compute all operations regarding the Merkle tree inside an arithmetic circuit. Using
arithmetization-friendly hash functions is necessary to minimize resource consumption during proof generation.
Further, the oracle randomly chooses the next aggregator by adding a random elliptic curve point as an additional
public input to the aggregation circuit. The aggregator computes the next seed during the aggregation mechanism
by multiplying the seed with its private key. The zkOracle contract uses an exit time of seven days to ensure
misbehaving clients cannot arbitrarily remove other oracle nodes from the committee. For that, the zkOracle
contract retrieves the current block timestamp and adds a seven-day delay. For the verification of the zk-SNARKs,
we use two additional verifier contracts, which are automatically generated with the help of the gnark zk-SNARK
library [16], also used by the provided client software. These generated contracts use a pre-compiled contract by
Ethereum to compute elliptic curve pairings to verify the submitted proofs.

1https://github.com/soberm/zkOracle
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5.2 Client
We implemented the client software for the oracle nodes using the Go2 programming language.The client software
uses automatically generated contract bindings to interact with the smart contracts to avoid boilerplate code
and to enable seamless interaction. For communication, the oracle nodes use gRPC3 to establish point-to-point
channels, with the current aggregator offering an RPC API for validators to submit their votes. The client software
allows each oracle node to act as an aggregator and a validator.

Each oracle node has to store and continuously synchronize the state of the zkOracle contract. For that, an
oracle node stores the raw state in memory and listens to all events that indicate state changes, i.e., changes to
the accounts stored in the Merkle tree. These events include registering, replacing, and withdrawing oracle nodes
and submitting results or validator slashing. The oracle node needs to execute the state changes in the correct
order and to update its locally stored state. Newly joined oracle nodes synchronize their state by starting from
the beginning, i.e., the deployment time of the zkOracle contract and executing all state changes based on the
persisted events. Further, oracle nodes that went offline must synchronize their state from the last known state
change. Optimizations are still possible, whereby oracle nodes download the state of already synchronized oracle
nodes and verify that the root matches the root of the zkOracle contract.

The validators listen for BlockRequested events on the target blockchain to start the validation process. These
events include a request number and the corresponding block number. After receiving a BlockRequested event, a
validator uses the JSON-RPC client to connect to an Ethereum node and retrieve the block with the given block
number. Then, a validator uses a predefined threshold to determine the finality of the retrieved block. Afterward,
a validator creates the vote and signs it using Edwards-curve Digital Signature Algorithm (EdDSA). The
applied EdDSA does not use Curve25519 [14] as the aggregator verifies the signature in an arithmetic circuit
using modular arithmetic over a different field. Therefore, the validator uses EdDSA with a twisted Edwards curve
defined over the same field as the arithmetic circuit [10]. Further, a validator uses the MiMC hash function to
create the message to be signed. Finally, the validator calls the zkOracle contract to retrieve the current aggregator
with its IP address and sends the signed vote to the current aggregator using gRPC. While this implementation
only supports Ethereum-based source blockchains, it is easily possible to support other blockchains by simply
switching the client of the source blockchain and defining a new strategy to determine the finality of a block.

The aggregator receives votes from the validators and stores the votes in its in-memory mempool until reaching
a majority of votes with the same result. Afterward, the aggregator fetches the state and constructs the witness
for the aggregation circuit created with the gnark zk-SNARKs library. To generate the proof, the aggregator uses
the Groth16 proving scheme and transforms the proof into the respective format for the verifier contract.

6 Evaluation
After providing the implementation details, we use the prototypical implementation to evaluate the proposed
solution. Initially, we conduct several experiments to measure the costs of using smart contracts. Afterward, we
examine the performance and memory requirements for generating the proofs.

6.1 Experimental Setup
We perform the experiments on a machine equipped with an Intel Core i7-10510U CPU running Ubuntu 20.04.6
using 8 cores with a clock speed of 1.80 GHz. The machine has 16GB LPDDR3 RAM with a frequency of 2,133
MHz and a 2 TB SSD. We deploy the smart contracts on a local Ethereum blockchain using HardHat Network
2.11.1. After deploying the smart contracts, we execute each function of the zkOracle contract to measure the gas
costs. To measure the proof generation time and memory consumption, we simulate a committee of oracle nodes
responding to requests. After every 50th measurement, we double the committee size and repeat the experiment

2https://go.dev/
3https://grpc.io/

Distributed Ledger Technologies: Research and Practice, Vol. 3, No. 4, Article 27. Publication date: December 2024.

128



Cross-Blockchain Communication Using Oracles • 27:15

Fig. 3. Gas consumption of the zkOracle contract’s functions.

until the committee size is 256. The program’s source code for simulating the oracle nodes and measuring the
proof generation time and memory consumption is again available on GitHub.

6.2 Costs
The Ethereum network uses gas as a unit of measurement to quantify the computational effort and storage space
for executing transactions. Every user issuing a transaction has to pay transaction fees using Ether (ETH) based
on the amount of gas spent to execute the transaction. This mechanism serves as the basis for incentivizing block
producers and validators to spend resources on operating and securing the network. It also helps to manage and
protect the network’s resources from misuse. The costs are an essential aspect to pay attention to when designing
and developing dApps since the costs determine a considerable part of the practical applicability of a solution
since users have to pay for every interaction and reason whether the benefits outweigh the costs. Therefore, we
examine the gas consumption of the register, replace, exit, withdraw, getBlockByNumber, submitBlock, and slash
functions implemented by the zkOracle contract.

The results of our experiments (see Figure 3) show that the getBlockByNumber, submitBlock, and slash functions
have a constant gas consumption. The getBlockByNumber function consumes 70,914 gas, the submitBlock function
377,673 gas, and the slash function 305,024 gas. The submitBlock function has low and constant gas consumption
since its only task is to store the request and notify the oracle nodes. The submitBlock and slash functions consume
more gas since these functions need to verify zk-SNARKs, including the computation of elliptic curve pairings.
However, due to the application of zk-SNARKs, the gas consumption for verifying the correct execution of the
off-chain aggregation and slashing mechanisms is low and independent of the committee size.

The remaining functions of the zkOracle contract to manage the committee of oracle nodes exhibit an increasing
gas consumption depending on the height of the Merkle tree storing the accounts. The gas consumption for these
functions remains nearly constant, with negligible variations due to the EVM’s memory and storage management,
until the height of the Merkle tree increases. The register function consumes 285,008 gas, the replace function
522,704 gas, the exit function 233,602 gas, and the withdraw function 524,883 gas considering a committee size of 4.
Increasing the committee size to 256 leads to a gas consumption of 553,940 gas for the register function, 1,278,273
gas for the replace function, 485,572 gas for the exit function, and 1,277,974 gas for the withdraw function. The
replace and withdraw functions have nearly the same gas consumption, as withdrawing is a replacement with an
empty account and an additional transfer of funds to the account owner. The gas consumption of these operations
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can get quite high since the number of expensive hash operations increases. However, these operations are rarely
executed and only needed to change the committee of oracle nodes.

Compared to another oracle solution, e.g., the oracle in [60], which consumes 257,602 gas ± 21,671 gas for block
submissions, the proposed solution consumes more gas. However, it does not require executing a DKG protocol
and enables equal reward distribution. Further, the proposed solution incurs fewer costs than a relay solution,
e.g., ETH relay [31], which consumes 284,041 gas for each block header submission. The submission costs of
ETH relay may be lower, but the relay requires off-chain clients to relay each block of the source blockchain,
while the proposed oracle solution only retrieves blocks on-demand. The Off-Chain Reporting (OCR) protocol
[19] used by Chainlink’s price feed oracles consumes around 291 kgas for the first submission using 31 oracle
nodes. However, these costs increase with the number of oracle nodes, while our solution provides constant
submission costs. Another comparison with zkBridge [68] shows that while zkBridge only consumes 220 kgas for
on-chain verification, it requires tailored solutions based on the connected blockchains, while our solution is
mostly blockchain agnostic. Further, there is still the potential to reduce gas consumption by changing the public
inputs to private inputs and only providing a hash of the previously public inputs to the circuits to check if the
inputs are correct. However, this comes at the cost of higher resource consumption for generating the proofs
since most blockchains do not support arithmetization-friendly hash functions.

6.3 Performance
As has already been discussed before, the execution of smart contracts introduces additional costs for clients and
oracle nodes. Therefore, the oracle nodes move as much computation and storage off-chain as possible to reduce
costs. The aggregator executes the aggregation and slashing mechanisms locally and generates zk-SNARKs to
allow the zkOracle contract to verify these computations on the blockchain. However, in exchange, the current
aggregator must spend a lot of computational resources to generate a zk-SNARK. The aggregator’s time to
generate the proofs is a critical aspect affecting the system’s throughput. The proof generation time depends
mainly on the complexity of the computations, i.e., the aggregation and slashing algorithms. The more complex
the calculation, the larger the arithmetic circuit and the longer it takes to generate the proof. Therefore, we
examine the influence of the committee size on the proof generation time.

The results (see Figure 4) show that the proof generation time for the aggregation algorithm increases linearly
with the committee size. The proof generation time for the slashing algorithm, on the other hand, is constant in
intervals depending on the height of the Merkle tree. However, the proof generation time for the aggregation
algorithm increases considerably faster since a bigger committee size requires more votes from the validators
and, therefore, more Merkle proofs, signatures, and value transfers, leading to a bigger circuit. Generating the
proof for the aggregation algorithm takes 787 ms ± 14 ms with a committee size of 4 up to 35.4 s ± 137 ms with a
committee size of 256. The proof generation time for the slashing algorithm is 369 ms ± 12 ms for a committee
of size 4 and 428 ms ± 2 ms for a committee of size 256. The measured proof generation time allows for the
practical application of the proposed solution since blockchains exhibit block times in the range of multiple
seconds, limiting the overall throughput.

6.4 Memory
Memory consumption is another critical aspect to consider for the applicability of the proposed solution in a
real-world scenario. The reason for this is a higher entry barrier for oracle nodes and, consequently, a possibly
lower degree of decentralization, as oracle nodes require more memory to execute the aggregation mechanism.
Therefore, after examining the proof generation time, we also inspect the memory consumption. As with the
proof generation time, the memory consumption also depends on the complexity of the algorithms due to the
corresponding larger size of the arithmetic circuit. Therefore, we also inspect the memory consumption during
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Fig. 4. Time to generate the proofs.

Fig. 5. Memory usage during proof generation.

proof generation for a varying committee size. For that, we consider the allocated memory for building the
constraint system, the proving key, creating the witness, and generating the proof.

The results (see Figure 5) show that memory consumption follows the same behavior as the proof generation
time. The memory consumption increases linearly for the aggregation algorithm and stepwise for the slashing
algorithm. As with the proving time, the increasing complexity of the aggregation circuit makes the memory
consumption higher and faster growing than for the slashing circuit. The generation of the aggregation proof
requires 147 MB with a committee size of 4 and 8.5 GB with a committee size of 256. The generation of the slashing
proof, on the other hand, only requires 51 MB for a committee size of 4 and 82 MB for a committee size of 256.
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Therefore, oracle nodes, which do not have extensive resources, can still join the system and support fairly large
committee sizes.

7 Related Work
In the course of this section, we discuss related work concerning cross-blockchain communication mechanisms
and protocols. Among other things, we examine blockchain relays, notary schemes, blockchains of blockchains,
and others.

7.1 Blockchain Relays
The authors of [31] propose ETH relay, a relay scheme for Ethereum-based blockchains which use the Proof of
Work (PoW) consensus mechanism. ETH relay applies a validation-on-demand pattern where the relay contract
optimistically accepts new block headers from the source blockchain. Off-chain clients continuously relay block
headers from the source blockchain to the target blockchain but also monitor the relay contract to detect invalid
block headers. Any off-chain client can trigger the validation of a submitted block header during a dispute period.
If the block is invalid, the relay contract removes the invalid and all subsequent block headers. The relay considers
a block valid if there is no dispute and the dispute period has ended. Additionally, the relay applies an incentive
mechanism to encourage honest behavior and reward off-chain clients for block header submissions. While the
solution achieves considerable improvements concerning cost efficiency, the cost overhead of relaying all block
headers remains high.

Scaffino et al. [56] propose a cross-blockchain communication mechanism that retrieves on-demand state
information about a PoW source blockchain on a target blockchain. A contract on the target blockchain can verify
constant-sized proofs consisting of = confirmation block headers showing that certain transactions are part of the
source blockchain. The proof construction is similar to stateless SPV but uses additional mechanisms to prevent
upfront mining attacks and does not require Turing-complete smart contracts. Further, the authors prove the
protocol’s security and show how it enables several cross-chain applications such as lending, Proofs-of-Burn, and
off-chain betting hubs.

Westerkamp and Eberhardt [64] propose zkRelay, another relay solution for PoW blockchains. The relay uses
zk-SNARKs to validate block headers off-chain to reduce the costs of block header submissions. Off-chain clients
generate a zk-SNARK for an off-chain validation program which takes a block header as input and returns a
Boolean value indicating if the block is valid. Further, zkRelay supports batch verification of block headers, while
the relay contract only needs to store the last block of a batch. The validation program builds a Merkle tree for the
intermediary block headers and returns the root along with the validation result. After that, the relay allows the
submission of intermediary block headers, which only requires a Merkle proof to show the inclusion of the block.
The application of zk-SNARKs to verify the blocks off-chain leads to better cost-efficiency. However, off-chain
clients need more computing power and memory to generate the proofs.

Another protocol for cross-blockchain communication based on zk-SNARKs is Zendoo [33]. Zendoo allows
sidechain constructions for Bitcoin-like blockchains where sidechains directly monitor their respective mainchain.
However, the mainchain only receives zk-SNARKs to verify the state of the sidechain. Sidechains can have
different internal structures and follow distinct approaches to create certificates for communicating with the
mainchain as long as they follow the basic verifier interface. Unfortunately, Zendoo only allows the transfer of
assets and not arbitrary data.

Similar to [33] and [64], the authors of [68] propose a trustless blockchain bridge that uses zk-SNARKs to
reduce on-chain costs. The generation of zk-SNARKs requires expressing the validation rules of the connected
blockchains in an arithmetic circuit, which can be too inefficient for certain operations. Therefore, the authors
propose a two-layer recursive proof system. The first layer applies the proposed proof system deVirgo, which
allows for the parallel generation of the proof to achieve better performance. The second layer uses Groth16
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to recursively verify proofs of the first layer and reduce the on-chain verification costs of the proof. The smart
contract checks if the block is included and verifies the submitted proof against the current state and the block
header given. Further, zkBridge also supports batch submissions of block headers.

Westerkamp and Diez [63] propose Verilay, a blockchain relay for PoS blockchains. The relay contract on the
target blockchain starts from a trusted state containing the starting block and the corresponding validator set.
After that, any user can update the relay state by retrieving a specific block, the current and next validator set, and
submitting it to the relay contract on the target blockchain. The relay contract validates a block by checking the
signatures and replaces the currently stored block if the signatures are valid. Further, the relay checks whether
to transition to a new validator set. Verilay only requires a single update for each validator set period since
every block contains the history of the whole chain. The authors implement Verilay for the Ethereum 2.0 beacon
chain and show that Verilay is more cost-efficient than PoW relays. However, the relay only ensures accountable
safety during a trusting period when the validators cannot withdraw the bonded stake. Otherwise, validators can
misbehave without consequences. Further, the complexity of validator set changes can pose a challenge if they
are not efficiently verifiable by the relay contract.

The discussed relay schemes enable cross-blockchain communication with a high degree of decentralization.
However, these solutions heavily depend on the applied consensus mechanism of the source blockchain, as a
smart contract or arithmetic circuit must be able to express the source blockchain’s consensus mechanism. As a
result, the solutions have a high complexity level and require many resources. On the other hand, the proposed
oracle solution requires little to no changes depending on the connected blockchains. Therefore, the complexity
is also correspondingly lower, leading to considerable resource savings. However, the degree of decentralization
is lower as the oracle relies on a fixed-size committee.

7.2 Notary Schemes
In [60], the authors propose a voting-based oracle solution for cross-blockchain communication. The oracle
applies an off-chain voting mechanism based on threshold signatures to allow a committee to collaboratively
return information queried from another blockchain while keeping on-chain computation at a bare minimum.
For that, the oracle divides its participants into an aggregator and multiple validators. The validators query the
source blockchain for the requested data and sign the result with their private key shares. The aggregator collects
results and the corresponding signature shares from the validators until the aggregator can create the threshold
signature. After that, the aggregator returns the data and the threshold signature to an oracle contract, which
only has to verify the threshold signature to verify the authenticity and integrity of the data. Further, the oracle
applies a crypto-economic incentive mechanism to give aggregators a fixed reward and the chance to win an
additional reward, increasing over time until an aggregator wins.

The decentralized oracle network Chainlink [18] has recently introduced the Cross-Chain Interoperability
Protocol to allow cross-chain messages and token transfers. For that, Chainlink extends the application of its
OCR protocol [19] to the domain of cross-blockchain communication. The OCR protocol allows multiple oracle
nodes to aggregate their results in a single report and only to submit an aggregated transaction. The protocol’s
main purpose is to retrieve data from external systems. However, it also allows for efficient and secure off-chain
computations, enabling cross-chain messaging capabilities. A smart contract can invoke a Chainlink message
router on the source blockchain, which uses the decentralized oracle network to transport the message to a
message router on the target blockchain. The message router on the target blockchain verifies the message and
forwards the message to another smart contract.

The authors of [1] propose Chain-net, a blockchain interoperability framework for cross-blockchain communi-
cation. The solution uses additional gateway nodes for each blockchain network. The gateway nodes establish the
connection between different blockchains and forward cross-chain transactions. Further, the gateway ensures
the atomicity of cross-chain transactions by waiting for the necessary transaction confirmations of the involved

Distributed Ledger Technologies: Research and Practice, Vol. 3, No. 4, Article 27. Publication date: December 2024.

133



27:20 • M. Sober et al.

blockchains. The authors present a possible application in the healthcare domain and evaluate it against certain
criteria. Unfortunately, the gateway nodes constitute a central entity in the system, contrary to blockchains’
decentralized nature.

Madine et al. [48] propose appXchain, a blockchain interoperability solution based on a dApp that manages
the execution of cross-blockchain transactions. The dApp communicates with the default APIs of the underlying
blockchain networks and acts as a translation layer between blockchain networks. The system requires verifier
nodes for each blockchain to retrieve and verify the state from other blockchains and applies a reputation system
to encourage honest behavior. Further, the authors explain the proposed solution using an example in healthcare
to manage patient data.

Robinson and Ramesh [54] propose a general-purpose atomic cross-chain transaction protocol. The protocol
allows synchronous cross-blockchain smart contract calls for Ethereum-based blockchains. For executing a
function call involving multiple blockchains, the application needs to simulate the execution of a call graph on
all chains to determine the respective input parameters to the function calls. After that, a cross-chain control
contract manages the execution on each blockchain. Further, each blockchain requires a registrar contract to
determine a set of signers that attest to the emitted event’s correctness during function calls.

In [51], the authors propose a framework for asynchronous cross-blockchain smart contract calls.The framework
requires intermediaries that broker information between the source blockchain and the target blockchain, i.e.,
relay specific smart contract calls and return the results. For that, the intermediaries offer to execute cross-
blockchain smart contracts calls for a reward. The framework applies crypto-economic incentives and relies on a
trusted set of validators that vote on the validity of smart contract invocations. More specifically, the validators
check that intermediaries execute the correct function, return the correct results, and use the right amount of
computation steps.

The above-mentioned solutions allow for cross-blockchain smart contract calls and general cross-blockchain
communication. Unfortunately, some of these solutions require many on-chain resources, are centralized, or need
more details on the design and implementation. The approach presented in [60] comes closest to the work at
hand, whereby our proposed solution does not require a DKG protocol or a lottery-like mechanism for reward
distribution. Our solution does not require any additional protocols, probably jeopardizing security. Further, the
proposed oracle allows for the equal splitting of rewards between the participating entities without incurring
additional costs.

7.3 Blockchain of Blockchains
The Cosmos [45] network connects multiple independent blockchains, also called zones, which can seamlessly
interoperate with each other. Cosmos uses an Inter-blockchain Communication (IBC) Protocol [35] to transfer
arbitrary data between blockchains. The IBC protocol follows the basic concepts of TCP/IP. IBC allows modules
on different blockchains to establish channels to transmit packets containing arbitrary data, e.g., information
about a token transfer. The connected blockchains verify the transferred data packets by checking the inclusion
of the data packet in the respective blockchain state. Further, off-chain clients with access to both blockchains
handle the actual transmission of the packets between the ledgers.

Another blockchain network aiming for blockchain interoperability is Polkadot [66]. Polkadot connects
multiple so-called parachains through a relay chain, providing shared security and the possibility of trustless
communication between all connected parachains. The main actors of the system are nominators, validators, and
collators. The validators are randomly divided into subsets for each parachain and add new blocks to the relay
chain. Polkadot uses the Cross-Consensus Message Format for cross-blockchain communication, which defines
a communication language for parachains. During cross-blockchain communication, nodes place cross-chain
messages in message queues and continuously ping other nodes to retrieve new messages. When assembling a
new block, nodes process cross-chain messages and transactions.
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In [47], the authors propose HyperService, a platform for blockchain interoperability that allows the execution
of cross-blockchain smart contracts. The platform introduces a new programming language to develop cross-
blockchain applications under a universal state model that abstracts state transitions across multiple blockchains.
HyperService uses a universal inter-blockchain protocol to ensure the atomic and trustless execution of the
transactions submitted to the underlying blockchains. A blockchain of blockchains provides a unified view of
cross-blockchain applications by recording the transaction’s status. At the same time, insurance smart contracts
determine the correctness of the execution and revert transactions in case of exceptions.

Yeh et al. [69] propose a cross-blockchain communication mechanism based on a relay chain and certificateless
signatures. The relay chain connects two heterogeneous blockchains and applies a Delegated POS consensus
mechanism independent of the consensus mechanism of the connected blockchains. During the execution of a
cross-blockchain call, one party on each of the connected blockchains and a block producer collaborate to execute
a cross-blockchain transaction and create the respective block in the relay chain. The authors implement the pro-
posed solution for two private Ethereum-based blockchains and evaluate the solution’s performance and security.

The systems based on the blockchain of blockchains approach enable cross-blockchain communication through
a central relay chain, which records cross-blockchain transactions and attests to the correctness of the transferred
data between the connected blockchains. However, this approach also entails considerable overhead, requiring an
additional blockchain network to manage the relay chain with its consensus rules. Therefore, the proposed oracle
solution represents a far more lightweight solution since the oracle builds upon already existing blockchains.

8 Conclusion
Cross-blockchain communication is one of the most pressing problems in enabling blockchain interoperability
and connecting heterogenous blockchains to form a unified landscape of blockchain systems. Research has
led to different solutions for achieving blockchain interoperability by proposing different cross-blockchain
communication mechanisms. However, these solutions are primarily complex based on the connected blockchains,
require additional blockchains, or are very resource-intensive.

Therefore, we propose an off-chain communication mechanism based on oracles. The oracle comprises a
committee of oracle nodes that query the source blockchain for specific data. The zkOracle contract only stores
the root of a Merkle tree, storing the account data of the oracle nodes to move state and computation off-chain.
For each request, the oracle nodes need to execute an off-chain aggregation mechanism to aggregate the retrieved
data from the oracle nodes and reach a consensus on the returned result. The oracle schedules one oracle node
as an aggregator while the remaining nodes act as validators. The validators query the source blockchain to
retrieve the data and send the signed result to the aggregator. Then, the aggregator verifies that the majority
returned the same data and distributes the rewards. For this computation, the aggregator generates a zk-SNARK
and only submits the new state root, result, and proof to the zkOracle contract. The contract must only verify the
proof’s correctness and store the updated state root and result. Additionally, the aggregator can slash misbehaving
validators to ensure accountability and incentivize honest behavior. The proposed oracle solution requires minimal
computation and storage on the blockchain and offers the necessary functionality to enable the decentralized
transfer of arbitrary data between blockchains.

In future work, we want to explore possible optimizations through batch submissions to reduce the costs of the
aggregator for submitting an aggregated result. Further, we want to explore possibilities to move the remaining
state of the zkOracle contract off-chain.
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