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Abstract
Across academia, industry, and government, “AI” has become central in research and 
development, regulatory debates, and promises of ever faster and more capable deci-
sion-making and action. In numerous domains, especially safety-critical ones, there are 
significant concerns over how “AI” may affect decision-making, responsibility, or the 
likelihood of mistakes (to name only a few categories of critique). However, for most 
critiques, the target is generally “AI”, a broad term admitting many (types of) systems 
used for a variety of tasks and each coming with its own set of limitations, challenges, 
and potential use cases. In this article, we focus on the military domain as a case 
study and present both a loose enumerative taxonomy of systems captured under the 
umbrella term “military AI”, as well as discussion of the challenges of each. In doing 
so, we highlight that critiques of one (type of) system will not always transfer to other 
(types of) systems. Building on this, we argue that in order for debates to move for-
ward fruitfully, it is imperative that the discussions be made more precise and that “AI” 
be excised from debates to the extent possible, especially as discussions move more 
toward discrete systems and use cases. Researchers, developers, and policy-makers 
should make clear exactly what systems they have in mind and what possible benefits 
and risks attend the deployment of those particular systems. While we focus on AI in 
the military as an exemplar for the overall trends in discussions of “AI”, the argument’s 
conclusions are broad and have import for discussions of AI across a host of domains.

Keywords  AI · Artificial intelligence · Decision support systems · Military · 
Autonomous weapon systems

1  Introduction

“Artificial intelligence” is currently a household topic, with academia, industry, 
governments, and civil society at large all weighing in. Some tout all that may be 
achieved by using “AI”, but there are many worries, critiques, and objections to its 
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widespread use in certain domains or for certain (types of) tasks. Regardless of one’s 
own level of optimism or pessimism about AI, a common element in the debates 
is for discussion to center around “artificial intelligence” or “AI” in some general 
sense, and few discussions pay heed to the extraordinary breadth of systems that are 
or contain “AI” in them and are used in various domains.1 More than this, “AI” is 
often used as a shorthand to indicate either one very specific (type of) system under 
question (e.g., Chubb et al. (2021); Guest et al. (2025); Suzuki (2025)) or is used 
in a diffuse and imprecise way (e.g., Schuller (2019); Schwarz (2020); Black et al. 
(2024); Davidovic (2025)), often with it being left unclear which situation one is in.

In this article, we focus on the military domain and provide a loose enumerative tax-
onomy of various different types of AI systems that can or may soon be found in militar-
ies, examining what those systems might be used for and what challenges attend their 
use. This loose taxonomy is not exhaustive, but rather provides a broad sketch of various 
forms of “military AI”, along with an accounting of the potential issues they may raise. 
The main purpose of this article is to make clear that in general we should not be discuss-
ing, critiquing, or attempting to regulate “AI” as such, be it AI in the military, medical, 
or any other field, as there falls under this umbrella such a wide breadth of systems, even 
when the discussion has been restricted to a specific domain. Rather, academic, policy, 
and regulatory debates ought to focus on discrete (types of) AI systems and the applica-
tions they are designed and used for. We close by highlighting what has been succinctly 
stated by Paul Scharre, that “AI is not a discrete technology, like railroads or airplanes. 
It is a general-purpose enabling technology, like electricity, computers, or the internal 
combustion engine, with many applications” (Scharre, 2023, p. 3). This view of AI not as 
a discrete technology but rather an enabling technology is critical to bear in mind, as the 
question is then not whether AI, in all its potential instantiations, is acceptable in the mili-
tary, medical, or any other domain, but rather whether discrete particular instantiations are.

The article is structured as follows. We begin by examining AI systems used in 
decision support roles (Section 2), looking to what sorts of AI systems or capabili-
ties contribute to this task and how they may be used. We also highlight distinct 
challenges attending AI-enabled decision support systems (AI-DSS)2 used for intelli-
gence processing (Section 2.1) and for target nominations or recommendations (Sec-
tion 2.2). We then move to an examination of AI in weapon systems (Section 3), 
focusing on autonomous weapon systems (AWS) and the potential different roles of 
AI in so-called “last mile targeting” for systems which have only limited autonomy 
or which lose connection to human operators (Section 3.1), for controlling systems 
which are wholly autonomous throughout an engagement (Section 3.2), and for con-
trolling swarms of systems or munitions acting in concert (Section 3.3). Pulling back 
from autonomous systems, we then examine how AI may be used in support of opera-
tions and engagements involving both manned and unmanned systems (Section 4), 
exploring AI systems’ potential use and attendant challenges for improving main-
tenance (Section 4.1), in support of missions (Section 4.2), and in the development 
of new tactics and doctrine (Section 4.3). Continuing further back from the line of 

1 Notable exceptions to this are (Meerveld et al., 2023, 2025; Boulanin, 2024; Barrett-Taylor and Karner, 
2025; Goncharuk, 2025; Knack et al., 2025; Voloshchuk et al., 2025).

2 For a full list of abbreviated terms, see “List of Abbreviations” at end of article.
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contact, we explore how AI may be used in support functions or in streamlining the 
bureaucratic elements of military operations (Section 5), looking to how systems may 
be designed to improve institutional or doctrinal functions and understandings (Sec-
tion 5.1) and how it may affect mundane aspects of the military as a corporate body 
(Section 5.2). Finally, we summarize our findings and argue for the need for specific-
ity going forward in the debates on “military AI” and “AI” more generally, and we 
close by providing a schematic template to aid in the writing of policy about “AI” and 
to help avoid over-generalized statements going forward (Section 6).

However, before moving onto the core discussion, it is necessary to clarify certain 
key terms and limits. First, with the article’s focus on “AI”, it will be useful to have a 
working definition of the concept to avoid misunderstanding. This is especially relevant 
given the recent generalized hype around “AI” and the use of the term for virtually any 
and every system using algorithmic processes or automation of complex tasks.3

In defining “artificial intelligence”, one may set a high bar, demanding “the same 
scope of intelligence as we see in human action” (Newell and Simon, 1976, p. 116). 
Alternatively, one may present a more general view, holding that an “AI” system 
must possess “methods of achieving goals in situations in which the information 
available has a certain complex character” (Mccarthy, 1988, p. 308) or must have a 
capacity “to adapt to its environment while operating with insufficient knowledge and 
resources” (Wang, 2019, p. 19).4 More colloquially, we may follow Timnit Gebru, 
founder and executive director of the Distributed AI Research Institute and former 
co-lead of the Ethical AI research team at Google, who stated that her “understanding 
of the field is that you try to create machines or things that can do more than what’s 
been programmed into them” (Marx and Gebru, 2023). Taking all these points into 
consideration, in what follows, we use Luciano Floridi’s definition which itself fol-
lows the European Union and United States views, that

Artificial Intelligence (AI) refers to an engineered system that can, for a given 
set of human-defined objectives, generate outputs – such as content, predic-
tions, recommendations, or decisions – learn from data, improve its own behav-
iour, and influence people and environments. (Floridi, 2023, p. 9)5

3 Tucker (2022) provides useful and succinct discussion of some of these trends, along with concrete 
policy responses that may be taken to combat these. For further discussion of AI hype across numerous 
domains, see the 2024 special issue of AI and Ethics on “The Ethical Implications of AI Hype: Examining 
the overinflation and misrepresentation of AI capabilities and performance”.

4 See also Wang (1995), the 2020 special issue of the Journal of Artificial General Intelligence dedicated 
to discussing Wang’s view (Volume 11, Issue 2), and the EU AI Act, esp. p. 39.

5 Note that Floridi’s definition “is not a scientific definition but a legal one” (ibid), but given that most 
critical debates around AI are focused on ethical and legal concerns and not scientific ones, Floridi’s 
conception is fitting. An alternative but influential conception (especially in computer science and robot-
ics communities) is Stuart Russell and Peter Norvig’s view which, according to them, has become “so 
pervasive that we might call it the standard model”, namely that AI is “the study and construction of 
agents that do the right thing”, where “[w]hat counts as the right thing is defined by the objective that we 
provide to the agent” (Russell and Norvig, 2021, p. 22 , emphasis in original). Despite its widespread use 
in technical disciplines, Russell and Norvig’s use of “right thing” is apt to confuse discussions of ethical 
or legal aspects of AI development and use, and is moreover arguably over-inclusive, in that a toaster 
“does the right thing” when it properly toasts bread, though that system is clearly nothing like an artificial 
intelligence. For these reasons, among others, we defer to Floridi’s conception.
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Floridi’s definition brings forward an important caveat to our core claim – that we 
should stop saying “AI” – as it highlights that at some level there will be a need for a 
broad umbrella term such as “AI”. Thus, in governance and international humanitar-
ian law (IHL), terms which set the scope or coverage of regulation are often needed. 
Even if imperfect, “AI” may thus be necessary at that level. However, in normative 
arguments and when discussing operational and technical aspects of AI use in vari-
ous domains, the term very rapidly becomes unhelpful and indeed often harmful, as it 
confuses what exact systems and capabilities are under discussion, what technological 
realities ought to ground normative debate, or what design, testing, assurance, account-
ability, etc. mechanisms are fitting for some problem(s). In short, while at the highest 
level of law and governance “AI” may be unavoidable – and possibly even useful as 
a catch-all umbrella term – it should be avoided the moment one begins speaking of a 
particular type of system, domain of application, or discrete problem in use.

The second point worth clarifying is that, for reasons of article length, our focus 
here is on systems in particular, with less emphasis on specific deployments of those 
systems or the significant impact that context can have on the ethical and legal use of 
systems. This is worth making explicit, as rarely will a system itself indicate anything 
about its potential to be permissibly used, with context and parameters or limita-
tions of use usually holding far more sway. For purposes of this article, we must 
unfortunately set aside such more practical “system + context” examinations. The 
conclusions here establish core baselines for pursuing such further work though, and 
complement recent research looking more closely at how contexts impact on deploy-
ment decisions (esp. Meerveld et al. (2025); see also Boulanin et al. (2020); Kwik 
(2024); Global Commission on Responsible Artificial Intelligence in the Military 
Domain (2025); Trabucco (2025a, 2025b)). In any event, the added precision we 
advocate for here should include not only reference to techniques or families of AI 
systems, but also the decision locus impacted on by a particular AI system – advi-
sory vs. recommendatory vs. executory – and how that decision locus fits into a 
larger human-machine arrangement. Only by looking at precise systems and precise 
domains of deployment can normative questions be adequately answered.

To forestall certain objections, we also stipulate already that this article will not 
develop a complete or proper taxonomy, in terms of developing general principles of 
classification for AI-enabled systems in the military (or any other domain) (Merriam-
Webster, 2025). Rather, due to the sheer number of systems which may incorporate 
AI and the fact that many systems will incorporate a variety of AI-enabled processes 
or (sub-)systems, often with overlap, we focus on a loose enumerative categorization 
of relevantly similar systems. This approach is in keeping with our aim to provide a 
pragmatic examination of systems and their challenges, rather than to develop a rig-
orous classificatory schema for AI-enabled systems and their envisioned missions.6

It is also important to stress that for any cutting-edge technology, and especially 
those in the military domain, many aspects of system design and development may 
be classified or only partially publicized. As such, discussion of some AI techniques, 
capabilities, and systems will require educated guesswork or deduction from existing 
knowledge about needs and capabilities. Throughout this article, we have prioritized 

6 For examples of such classificatory work, see, e.g., Samoili et al. (2020); Gill et al. (2025).
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examples of systems where more information is available, but inevitably, some sys-
tems which are shrouded in more secrecy required discussion. For those, we have 
extrapolated from existing information the most likely uses of AI, drawing out the 
potential challenges associated with these.

Finally, we would highlight that while we focus here on AI-enabled systems in the 
military domain specifically, our general findings bear relevance for virtually all dis-
cussions of AI. Moreover, that there is such a breadth of systems and potential deploy-
ments in just this one domain – the military – indicates just how widely AI may be 
used, with attendantly broad (sets of) challenges. Thus, as we will show, specificity is 
crucial for debates and discussions to be fruitful, and this is not limited to departments 
of defense. Across every domain where AI is being explored, touted, or marketed, 
we must be more specific about what we are talking about, as the challenges are not 
germane to “AI” as such, but rather to specific systems, their design, their limitations, 
and what we (can) do about those limitations. With that in mind, let us examine some 
of the very many ways “AI” is or soon may be used in the military, remembering that 
the military represents only one of many domains where AI may be deployed.

2  Decision Support

A central use of AI in the military is for supporting intelligence, planning, and deci-
sion-making. Decision support systems (DSS) – model-based platforms that process 
data to assist decision-makers – have been in use since the 1970s, with early DSS rely-
ing heavily on intricate decision trees which were gradually enhanced by embedding 
additional domain knowledge within their structures (Liao, 2000; Davis et al., 2005). 
The value and impact of DSS may be illustrated by examining the Observe-Orient-
Decide-Act loop (OODA loop), a decision-making framework introduced by Colonel 
John Boyd (Enck, 2012). Within the OODA loop, DSS contribute primarily by parsing 
and analyzing raw intelligence, building coherent operational pictures from disparate 
data to support the observe and orient phases. Subsequently, DSS can generate, evalu-
ate, and rank alternative courses of action to streamline the decide phase, offering 
decision-makers a structured set of options aligning with the assessed context.7

Recent advances in artificial intelligence – particularly machine-learning tech-
niques – have shifted DSS development from manual crafting of rule sets toward 
data-driven training. By exposing systems to large volumes of relevant data, devel-
opers allow DSS to “learn” patterns that can be used to generate insights and recom-
mendations, thereby improving the quality and relevance of the support provided 
to decision-makers. AI’s broad applicability also means that it may be incorporated 
into DSS in various ways: deep-learning models for visual perception can be used to 
recognize objects such as weapons, soldiers, tanks, aircraft, and other critical assets 
in real-time sensor feeds; deep-learning models can enhance signal analysis across a 
range of data types such as imagery, video, audio, thermal, seismic, radar, and other 
communications – including social-media posts, telephone calls, radio broadcasts, 

7 DSS are also deployed in numerous other domains, most notably in medicine. See, e.g., Sim et al. (2001); 
Castaneda et al. (2015).
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and emails – to compile actionable intelligence; and large language models (LLMs) 
are advertised to generate clear and concise briefings, draft reports, or produce nar-
rative explanations, giving analysts automated text-generation tools that adapt to 
evolving operational pictures. AI-enabled DSS (AI-DSS)8 thus promise to greatly 
expand the capabilities of traditional decision support systems, and do so in a way 
that can potentially allow for re-training as needed in fluid environments.9

However (AI-)DSS also raise a number of critical challenges. Fundamentally, the 
impact of framing effects means (AI-)DSS may undermine judgment and careful con-
sideration of variables when making decisions (Tversky and Kahneman, 1981), and 
basic cognitive limitations in humans can make (AI-)DSS potentially dangerous to 
deploy in certain settings (Phillips-Wren and Adya, 2020). A more common objection 
is that (AI-)DSS may exacerbate the effects of numerous cognitive biases humans 
have (notably, automation bias and action bias), leading to misuse or poor use of 
such systems (Walrath, 1989; Arnott, 2006; Cummings, 2017; Phillips-Wren et al., 
2019). Within the defense domain specifically, there are concerns that, among other 
things, (AI-)DSS may cause more civilians to be harmed than would otherwise be the 
case (Stewart and Hinds, 2023), they may undermine humans’ ability to “meaning-
fully control” military systems (e.g., Binns et al. (2018); Schwarz (2021); Robbins 
(2023, 2025a); see also Wood (2026a)) for a related critique of (AI-)DSS) and they 
may even create command challenges and potentially undermine strategic thinking.10 
Some of these problems have seen proposed solutions,11 but there remain many open 
questions regarding the responsible, ethical, and legal use of AI-DSS in the military 
domain. To highlight these challenges, we will briefly present a few concrete exam-
ples of AI-DSS currently in development or in use for both intelligence processing 
and advisement purposes and for target nominations and recommendations.

2.1  Intelligence Processing

Modern intelligence, surveillance, and reconnaissance (ISR) systems can capture 
immense amounts of data, and for the wealth of information coming from satellites, 

8 As per the clarification of the preceding section, “AI-DSS” should, in nearly all cases, be specified with 
regards to the precise AI systems incorporated into a particular DSS, especially as DSS can be designed 
to take inputs from highly divergent information sources, and process those inputs in different ways. 
Here, we resort to the broader term to indicate the breadth of systems which we will be presenting, but 
specification should be added as soon as appropriate in all discussions.

9 For explication of core aspects of AI-DSS, as well as both critical and optimistic views of AI-DSS, 
see, e.g., Dear (2019); Klonowska (2020); Ivanov (2023); Boulanin (2024); Nadibaidze et al. (2024); 
Blanchard and Bruun (2025); Reynolds (2025). In line with note 7 above, AI-DSS are also becoming 
relevant for domains outside the military, especially in medicine. See Antoniadi et al. (2021); Shiang et 
al. (2022); Asiri et al. (2024).

10 See Hunter and Bowen (2023); Johnson (2023); Barrett-Taylor and Karner (2025) for exploration of 
(AI-)DSS and command challenges, especially at the strategic level. Johnson (2020) examines uses of 
AI-DSS which may be destabilizing and therefore potentially highly dangerous. See also Lushenko (2026) 
for recent empirical analysis of the impact of AI on strategic-level decision-making in the United States 
military.
11 E.g., Allik et al. (2024); Dorsch and Moll (2024) provide both design-oriented and institutional 
approaches. See also Fritz (2024) for a general defense of the view that we should defer to (AI-)DSS under 
certain conditions.
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drones, sensors, radar, etc. to be useful, it must be processed and turned into action-
able guidance. Traditionally, human analysts did this work, and with the advent of 
modern computing, some information could be pre-parsed or processed with the aid 
of automated systems. AI-enabled systems are now aiding with this as well, allowing 
for more sophisticated and incisive processing to be done at scale, a point which is 
becoming increasingly unavoidable given the scale of modern information gather-
ing. Some AI-enabled systems are able to integrate data from numerous sources and 
fuse them into concrete intelligence products, while other systems may be tailored to 
highly specific use cases, with each raising distinct challenges.

Palantir’s MetaConstellation is a data-integration platform that brings together 
information from a range of sensors, e.g., satellites, radars, acoustic detectors, mari-
time automatic identification systems, or even social media posts. Using this data, 
machine-learning (ML) models, for example, neural networks (NN), then extract 
usable signals: computer-vision models analyze visual inputs to detect and track 
objects (vehicles, structures, terrain changes); natural-language processing systems 
parse textual feeds for usable intelligence on hostile actors, locations, intent, etc.; and 
other ML-based systems operate on the various data streams being fed into Meta-
Constellation. Palantir claims that using the processed data, MetaConstellation can 
also provide automatic notifications when certain user-defined rule-based triggers 
are satisfied, allowing for human operators to tailor the system to distinct operational 
and tactical needs. Palantir adds this is further underpinned by a built-in natural-
language query interface within MetaConstellation which allows users to pose ques-
tions in plain English (or any other supported language) in order to extract further 
information on recommendations, elicit further guidance, or gain clarification on 
system outputs.12 As such, it brings together a variety of AI capabilities, from ML-
based systems used to analyze, classify, and generate advisement from various data 
sources to natural-language processing (NLP) which is used for both user interface 
and textual queries as well as for analysis of open-source intelligence and intercepted 
communications.

AI-DSS can come in narrower forms as well. One such system is provided by 
Clearview AI, which claims to have compiled 2 billion images of faces collected from 
Russian social media (and 10 billion images overall), and using these, has developed 
an AI-based facial recognition system.13 In developing their system, Clearview AI 
relied on scraping images from the internet, a practice of uncertain legality (Hill, 
2024), and the system’s overall reliability also remains unclear (Clayton and Derico, 
2023). Despite these points, Clearview AI has offered its services to Ukraine, and 
though the exact use cases of this system have not been specified, it would likely be 
used for identifying the dead or potential enemy combatants, aiding with checkpoint 
screenings, and debunking misinformation on social media.

12 See https://www​.palantir.c​om/offering​s/metaco​nstellation/. Note also that though Palantir (and its vari-
ous products) are regular features in news stories, journalists often seem to echo the marketing of Palantir 
without further scrutiny. See, e.g., Maçães (2023).
13 https://clearview.ai.

https://www.palantir.com/offerings/metaconstellation/
https://clearview.ai
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A similarly narrow AI system used to aid intelligence processing and decision-
making is the audio analysis system developed and marketed by Primer.14 Accord-
ing to company marketing, Primer uses “analytical machine learning” (likely natural 
language processing) to analyze audio signals intelligence, with the system being 
able to scan for, for example, Russian language, place names, people, weapons, etc., 
and then summarize the information into succinct bullet points (Gourley, 2022). The 
system is also claimed to be able to filter out music, non-Russian audio, and other 
interference, taking the isolated speech and automatically translating it into English 
and providing a summary of the translation (ibid.).

All of the above systems use “AI” in some fashion, but each system makes use 
of AI in (sometimes radically) different ways, drawing out distinct potential chal-
lenges. Issues of bias and false positives, which are common in the general discourse 
around AI, are highly relevant and potentially prevalent for a system like Clearview 
AI’s facial recognition platform. However, Primer’s audio analysis system brings 
forward very few concerns around potential ethnic biases related to how one looks, 
instead raising possible issues relating to system reliability or how well the system 
has been trained on local speech mannerisms or expressions; some local dialects may 
admit expressions which are anodyne in the region, but could be flagged as suspect 
by those unfamiliar with the local culture, and a poorly trained system thus may 
make mistakes with such manners of speech. Similar concerns hold for virtually all 
languages. A much more extensive system like Palantir’s MetaConstellation brings 
forward a host of other distinct issues, ranging from how reliable the system is at 
base to how the user interface may tap into and exacerbate cognitive biases such as 
automation and action bias. MetaConstellation’s incorporation of a variety of ML-
based systems also makes it liable to numerous distinct challenges rooted in these 
varying applications of AI. MetaConstellation’s ability to provide recommendations 
and notifications on potential tactical or operational threats also makes it liable to be 
a core contributor to kinetic strikes, a fact which makes any challenges or limitations 
to the system all the more critical.

2.2  Target Nomination/Recommendation

Considering how brittle AI systems can be (Heaven, 2019), their use for recommen-
dation or nomination of potential targets in kinetic strikes is apt to raise particularly 
significant ethical and legal challenges. Even so, there are numerous systems cur-
rently in use or under development precisely for this task.

One of the most notable and widely reported AI-DSS used for target nominations 
or recommendations is the Lavender system utilized by the Israel Defense Forces 
(IDF). Essentially a database cataloging human subjects, entries in Lavender are cre-
ated and prioritized by analyzing behavioral “features” drawn from open-source and 
signals-intelligence sources: patterns of phone calls and messaging metadata, social 
media connections, and frequent changes of residence are combined to generate a 
risk score for each person. The system then produces targeting recommendations that 

14 https://primer.ai/primer-command/.

https://primer.ai/primer-command/
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rank individuals according to the inferred likelihood that they pose a threat, with the 
highest-scored entries flagged for possible lethal action.15

Complementing Lavender is Gospel, another Israeli AI-based system focused 
on locating and evaluating non-human targets such as buildings, bridges, tunnels, 
power installations, and other critical infrastructure. Gospel achieves this by pro-
cessing “drone footage, intercepted communications, surveillance data and informa-
tion drawn from monitoring the movements and behavior patterns of individuals and 
large groups” (Davies et al., 2023). Israel claims that a human operator must always 
approve any lethal or destructive action, after which the targeting coordinates are 
transmitted to appropriate weapon platforms, and in defending their use of the sys-
tem, Israel has downplayed it, likening it to a glorified Excel sheet (Serhan, 2024).

The aforementioned Palantir also offers an AI-enabled system for targeting sup-
port: Titan, a military truck equipped with hardware and software to enable AI target-
ing without requiring access to the cloud. Described as a “mobile ground station”, 
Titan is advertised as improving strike targeting and accuracy by taking in informa-
tion from “multiple domains”.16 Though little is known about Titan’s precise func-
tionality – other than that it is AI-enabled and used for targeting – two Titan vehicles 
were recently delivered to the United States Army (Subin, 2025).

The above AI-DSS used for target recommendations or nominations bring for-
ward some challenges already sketched, in particular, potential issues related to AI’s 
brittleness, to bias in data and system training, and the likelihood of false positives 
leading to mistaken and potentially illegal strikes being carried out. A distinct further 
challenge of AI-DSS used for targeting support is that, where systems used for intel-
ligence processing may allow for some offloading of intellectual and analytical work 
during military planning, these systems would not necessarily radically supplant 
human judgment for the most significant decisions, like those over strikes and the 
potential killing of humans (cf. though Talbert (2026)). But AI-DSS used for target 
recommendations or nominations may do precisely this, allowing humans to offload 
the morally and legally weighty task of deciding upon targets, on who might live or 
die.17 Even when the entirety of the actual decision-making rests with humans, the 
impact of framing effects (Tversky and Kahneman, 1981; Nelson et al., 1997; Druck-
man, 2001a, b) and how recommendations are presented may also lead humans to 
be predisposed to taking an AI’s assessments for granted or accepting them without 
due credulity. For such AI-DSS, cognitive biases and design choices about how the 
human-machine interface functions can be highly impactful (Arnott, 2006; Phillips-
Wren et al., 2019; Jimenez et al., 2024; Minotra and Feigh, 2024), making these 
systems much more fraught with regards to potential consequences than mere intel-
ligence processing AI-DSS might be.18

15 Information on Lavender is primarily available from reporters interviewing Israeli intelligence analysts. 
See, e.g., Abraham (2024); Mckernan and Davies (2024).
16 https://www.palantir.com/titan/.
17 See Wood (2026a) for further discussion of the issues of “will-offloading” systems.
18 Note though that both purely intelligence-oriented and target-nominating systems may make the exact 
same mistakes, with the same severity and level of inaccuracy. The difference in scale of the problem is 
due only to the significance of outputs (intelligence analysis vs. target nomination).

https://www.palantir.com/titan/
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All in all, the precise manner and use of AI-DSS will greatly impact on what chal-
lenges they face, whether those challenges can be addressed, mitigated, or avoided, 
and whether they undermine the potential to use systems in accordance with ethical, 
legal, and operational norms. Moreover, as AI-DSS may be used for such varied 
tasks as intelligence processing or advisement or for target nominations and recom-
mendations, they present a broad swath of potential distinct issues which are highly 
system- and context-specific.

3  Autonomous Targeting/Engagement

In addition to AI systems used to augment, complement, or potentially offset ele-
ments of human analysis and decision-making, certain AI-enabled systems are also 
being developed with an eye toward full system autonomy for certain tasks or mis-
sions. So-called “autonomous weapon systems” (AWS), that is, systems which can 
select and engage targets without contemporaneous human input ((International 
Committee of the Red Cross, 2021b, p. 1); (US Department of Defense, 2023, p. 21); 
(International Committee of the Red Cross, 2014, p. 5); Wood (2023a)) have existed 
for decades, fulfilling numerous roles (Boulanin et al., 2020; International Commit-
tee of the Red Cross, 2021a; Heller, 2023; Wood, 2023a, b). Examples of such sys-
tems include aerial and naval one-way attack drones which can select targets without 
human oversight, loitering munitions such as the Israeli Harpy or Russian Lancet, 
self-targeting anti-radar or anti-ship missiles, and even mines (as these engage with-
out contemporaneous human input). However, where early AWS were comparatively 
simple and constrained, the incorporation of AI into these systems opens possibilities 
for ever more sophisticated, open-ended, and lengthy deployments.

In general, AI-enabled autonomous weapon systems (AI-AWS)19 may be less apt 
to raise certain of the challenges sketched above – notably, those relating to offload-
ing decision-making (Wood, 2026a) – but their ability to execute processes indepen-
dent of human input and sometimes even without oversight brings other potential 
significant risks.20 For example, some scholars argue that AWS may increase the 
likelihood of wars breaking out ((Asaro, 2008, pp. 56–58); (Altmann, 2009); (Shar-
key, 2012, p. 122); (Heyns, 2013, pp. 11–12); (Gubrud, 2014, p. 39); (Rickli, 2015)); 
(Human Rights Watch, 2018, p. 6); (Masood and Baig, 2023),21 create risks of mis-
targeting of civilians (Sharkey, 2010; Guarini and Bello, 2012; Human Rights Watch, 
2012, 2016; Sparrow, 2015, 2016; Winter, 2020; Stop Killer Robots, 2022c) and 
combatants surrendering or otherwise hors de combat (Sharkey, 2008, 2012; Human 
Rights Watch, 2012; Lieblich and Benvenisti, 2014; Chengeta, 2016b),22 or con-
tribute to responsibility gaps (Asaro, 2006; Sparrow, 2007; Sharkey, 2007; Pagallo, 

19 The same point as that made in note 8 applies here; we use the broad term “AI-AWS” here to cover all 
systems about to be discussed, but specificity should be added as soon as feasible for clarity.
20 For an overview, see Rashid et al. (2023).
21 Cf. Meier (2017); Leys (2018, 2020); Horowitz (2019); Sechser et al. (2019) for cautious assessments of 
this line of argument and Wood (2022; Zając, 2022, Ch. 9); Wood forthcoming) for more strident rebuttal.
22 Cf. Pacholska (2023); Wood (2026b).
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2011; Wagner, 2014; Chengeta, 2016a; Crootof, 2016).23 Perhaps the most funda-
mental objection is that use of AWS may be seen to undermine the dignity of both 
those targeted in war and those deploying AWS (Asaro, 2012; Human Rights Watch, 
2012; Heyns, 2014, 2016a, b; Human Rights Watch, 2018; Rosert and Sauer, 2019; 
Saxon, 2021).24 The severity and exact nature of these risks will depend, however, on 
how AI-AWS are developed and deployed.

3.1  Limited or “Last Mile” Autonomy

The most constrained form of AI-AWS are those used for limited or what some call 
“last mile” autonomous engagement.25 There are two broad classes of AI use in “last 
mile” autonomous systems, with constrained autonomy embedded to meet discrete 
operational and tactical needs. The first is AI-AWS where the system performs final 
target selection and engagement, but does so in line with highly specific parameters 
and deployment choices human operators have already made. These systems are thus 
utilizing AI and autonomy to optimize targeting, extend human operators’ reach, or 
offset other tactical and strategic needs, but they are not covering vast unbounded 
areas searching for targets. The second type of AI use is for giving systems autono-
mous capabilities in the event that communications or connections to operators are 
lost. Such systems utilize AI and autonomy as a fail-safe to ensure missions may still 
be accomplished even if interference or electronic warfare interrupt control of the 
system. These systems are apt to have limits to how much autonomy may be embed-
ded and under what conditions it may kick in, but in general, they allow for humans 
to create contingencies in deployments of AI-AWS, in line with mission goals and the 
requirements of ethics and international law.

Numerous AWS already in use fit the mold of the first type of AI-AWS sketched 
above, systems which make final target selections and engagements based on param-
eters and deployment constraints set by designers or operators in advance. From anti-
radar and anti-tank systems to long-range anti-ship missiles (LRASM) capable of 
selecting specific targets among groups of surface vessels, autonomous target selec-
tion and engagement is not a new capability.26 Some firms have begun incorporating 
AI into such standoff weapons as well, with, for example, the South Korean firm 
Hanwha Aerospace producing the Cheongeom anti-tank guided missile (ATGM) 
which is “equipped with an artificial intelligence (AI) algorithm, which can automati-
cally capture fixed targets in case of emergency without operator intervention through 
deep learning of target images of more than 800,000 frames” ((Yeon-Hee, 2022); see 
also (Udoshi, 2022); Defense Acquisition Program Administration (DAPA), 2025)).

23 Cf. Königs (2022); Hindriks and Veluwenkamp (2023); Wood (2023b).
24 Cf. (Sharkey (2019); Navon (2023); Matsumoto and Arai (2024); Wood and del Valle (forthcoming)).
25 https://bal​ticviper.co​m/viper-las​t-mile-t​racking/; https://thefourthlaw.ai/; https://taf-ua.com/en/products/
last-mile-en/. Another central application of “last mile” autonomy in military operations is for front-line 
logistical support. For reasons of space, we omit discussion of this use case, but the interested reader may 
consult, e.g., Thornton and Gallasch (2018); Sander (2024); Ergozi (2025).
26 E.g., respectively, the U.S.-made AGM-45 Shrike or Israeli Harpy anti-radiation missiles; the Brimstone 
anti-tank system; and the LRASM developed by the United States Defense Advanced Research Projects 
Agency (DARPA) and manufactured by Lockheed Martin.

https://balticviper.com/viper-last-mile-tracking/
https://thefourthlaw.ai/
https://taf-ua.com/en/products/last-mile-en/
https://taf-ua.com/en/products/last-mile-en/
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Other companies and countries have looked to (limited) autonomy as a means of 
responding to electronic warfare (EW) which interferes with human control of sys-
tems. In particular, Ukrainian firms have identified last mile autonomy as a critical 
capability for countering Russian EW, with one manufacturer, TAF Drones, offering 
a “Last Mile module” which “enables precise targeting even if communication is 
lost, the system is exposed to electronic warfare, or the target is in motion” (Poko-
tylo, 2025; Taf Industries, 2025).27 Such uses of AI are not properly to allow for 
fully autonomous weapon systems or platforms, but rather to create a possibility for 
autonomy when direct control breaks down, becomes less reliable, or is expected 
to become difficult. Such AI-AWS are thus often not going to be properly “autono-
mous” weapon systems in many instances, but will retain that capability to address 
emerging tactical needs.

The challenges and potential issues of systems with last mile autonomy will gener-
ally be limited to concerns of reliability, predictability, and likelihood of mistakes in 
targeting.28 Thus, while AI-DSS raise numerous and varied concerns germane to the 
precise nature of the AI-DSS or its context of use, many of the problems of AI-AWS 
will be limited to base worries about how brittle the system is or how well it can be 
relied upon. For example, while the South Korean Cheongeom ATGM may be touted 
as using an algorithm trained on over 800,000 frames, it is important to be clear about 
just how much training this entails; standard cinema films use 24 frames per second 
and high-motion computer programs often have a default of 60 frames per second. 
While it is likely that training of the algorithm involves still frames chosen with care, 
putting those frames together and playing them at cinema/computer speed still only 
amounts to between 222–556 minutes of footage time (3.7–9.25 hours). For a system 
which may be critical to national defense and which is intended to destroy vehicles 
and likely kill their occupants, one may reasonably question whether less than ten 
hours of footage is sufficient for an algorithm used for targeting to be reliable.

3.2  Full Mission Autonomy

While most AWS fulfill narrow roles or are designed and deployed to achieve dis-
crete limited tasks, advanced AI-AWS may allow for full mission autonomy, where 
a system is given a broad goal and, relying on its training and internal algorithms, 
allowed to develop and execute a plan of attack of its own determination. While full 
mission autonomy may be pursued for virtually any type of AWS and any mission 
profile or domain of operations, a central area of current research and development 
for such systems is in air-to-air combat and in the support of manned aircraft.

Currently, there are numerous aerial systems under development which are 
intended to have full autonomy across a range of tasks, such as Boeing’s MQ-28 
Ghost Bat (Boeing, 2026b; Gordon, 2025) and the Turkish Bayraktar Kizilelma 
(Baykar, 2026; Naval News Staff, 2025). For most of these so-called “collaborative 

27 See also Hrazhdan (2025), reporting on a similar offering from Ukrainian firm The Fourth Law.
28 See, e.g., Sharkey (2010); Guarini and Bello (2012); Human Rights Watch (2012); Sparrow (2015); 
Winter (2020). Cf. Schmitt (2012); Wood (2026b) for response to some of these concerns. See also Wood 
(2024) for deeper discussion of reliability, predictability, and AWS.
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combat aircraft” (CCA) (Dimascio, 2025), the aim is generally not for them to be 
sent alone on missions, but rather to be sophisticated enough to act as subordinate 
“wingmen” of human air combatants who would direct wings of such AI-AWS in an 
area. For any CCA, and indeed any fully autonomous platform in general, AI may be 
incorporated into various tasks or roles such as, e.g., navigation, fuel use optimiza-
tion, target identification, selection, engagement, weapons release optimization, post-
strike battle-damage assessment, and post-mission analysis, with each task raising 
discrete ethical, legal, and potentially tactical and operational challenges. The precise 
nature of a fully autonomous system’s challenges will, however, depend on the pre-
cise nature of the system itself, the AI(s) it incorporates, and how any algorithmic 
systems have been trained.

In addition to wholly new platforms, some companies have begun developing 
software solutions for embedding fully autonomous AI systems into existing air-
frames. For example, the German firm Helsing recently tested its Centaur system on 
a Saab Gripen-E, with the AI system being given full control of flight and air-to-air 
combat against a separate piloted Gripen. Though the Centaur-controlled system had 
a human on board supervising the test, the AI software is reported to have been act-
ing fully autonomously, relying on a Reinforcement Learning algorithm and able to 
“learn, in only 24 hours, decades of virtual air combat experience” (Helsing, 2025, 
translated by the authors).

Fully autonomous systems raise numerous potential issues, especially in how these 
may be incorporated into human-machine teams. This point is especially acute for 
the range of collaborative combat aircraft intended to act as force multipliers for air 
groups which centrally feature a human acting as a wing commander for increasingly 
AI-enabled and autonomous combat wings. As the number of systems potentially 
under a commander’s control and the sophistication of them increase, this may create 
ever increasing cognitive demands on human commanders of AI-AWS. The increased 
tempo of AI-enabled combat may also cut against demands for tight human-machine 
teaming, as the human may begin to be viewed as a temporal bottleneck to combat 
decision-making and engagement. The pressure to reduce human input or constrain 
a human’s potential impact on combat tempo is apt to exacerbate existing ethical and 
legal challenges though, making AI-AWS of this type potentially fraught.

3.3  Swarms

In addition to AI being incorporated to augment individual platforms or make plat-
forms able to act as (relatively) independent subordinates of a human commander 
giving broader orders – rather than operators giving explicit inputs – AI may also 
serve to enable numerous platforms to act in concert with one another. AI-enabled 
small- or micro-drone swarms are gaining increasing attention, especially given the 
small-drone-intensive and EW-saturated battlefields in Ukraine (VGI-9, 2025). And 
as any future conflict between peer adversaries seems almost certain to involve use 
of drones and EW, the ability of AI systems to coordinate numerous platforms makes 
this an area of rich further study. Building on ongoing development (e.g., Quantum 
Systems (2024a, 2024b)), it also seems possible AI-enabled drone swarms may not 
be far over the horizon.
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Swarmed autonomous systems raise all of the challenges of individual AI-AWS, 
but may also elevate additional potential issues relating to, for example, system con-
nectivity and how individual drones may behave when connection to the swarm or 
swarm leader is lost, a problem of increasing concern given recent advancements in 
EW; for swarms with strike capabilities, the precise behaviors of weapon-carrying 
drones is apt to be of core concern. The “reasoning” of swarms may also be fully 
alien to humans, undermining possibilities for contemporaneous oversight and com-
plicating after-action revision of deployments.29 Due to the relative newness of these 
systems, it is difficult to say with certainty precisely what array of additional worries 
may arise, as the technology and its use cases are apt to develop in unforeseeable 
ways, but suffice to say, AI-enabled swarms will raise, at the least, any concerns relat-
ing to AI as such and any concerns relating to AI-AWS, in addition to swarm-specific 
ethical, legal, and operational challenges.

4  Process Optimization

Beyond advisory and direct applications for kinetic strikes, AI may also support 
broader operations and missions, playing a vital role and helping build the backbone 
of an effective military (Nato, 2025). These applications may include the optimiza-
tion of logistic chains (Lacroix, 2023), acquisition (U.S. Army Public Affairs, 2024), 
predictive maintenance (Hardin, 2023), aerial refueling path planning or automation 
(Jann et al., 2024), and, potentially even more significantly, for the development of 
new strategies and doctrine (Kim et al., 2026; Payne and Alloui-Cros, 2025); cf. 
Hunter and Bowen (2023); Talbert (2026). Yet even for non-kinetic or merely sup-
porting roles, integration of AI can still bring risks and challenges, as evident when 
one considers just a few of the non-kinetic uses of AI in support of military operations.

4.1  (Predictive) Maintenance

Maintenance is a critical determinant of the effectiveness, reliability, and longevity 
of systems. This is especially true in the military sector, where equipment failure can 
be the deciding factor between mission success and failure, between life and death. 
Maintenance is also a highly personnel-demanding enterprise (Nussbaum, 1978; 
United States Army, 2025), representing a significant running cost for modern mili-
taries, and one which generally increases as platforms become more complex (Wolfe, 
2022; Tirpak, 2018).

Modern systems which generate and save diverse high-fidelity data from numerous 
components, sub-systems, and sensors, can, however, improve maintenance sched-
ules. With data streams covering a wide range of variables such as, e.g., propulsion 
thermodynamics, structural g-loads, and meteorological exposure, when synthesized 
with manufacturer specifications, historical maintenance logs, and field expertise, 
this massive volume of data can enable predictive, preventive, proactive, and reactive 

29 See discussion of MARL systems in Section 4.3
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maintenance strategies and optimization (Ollila and Malmipuro, 1999; Gackowiec, 
2019; Molęda et al., 2023; Yazdi, 2024).

Following techniques already adopted in the civilian aviation sector – such as 
Lufthansa Technik’s Digital Twin initiative – sensor fusion and precise log data can 
be used to plan preventive, predictive, and scheduled maintenance (Monroy, 2023; 
Lufthansa Systems, 2023). Such efforts can also lead to maintenance which is not just 
responsive to needs but also proactive in preventing problems. Capitalizing on their 
ability to process massive amounts of data, machine learning algorithms and other 
AI techniques may further improve and streamline these processes by improving the 
accuracy of predictions and problem identification (Carvalho et al., 2019), an effort 
already being undertaken by, e.g., the United States Air Force through their Pre-
dictive Analytics and Decision Assistant (PANDA) (United States Air Force, 2025). 
Data analysis AI systems developed through machine learning thus open possibilities 
for improving maintenance while also potentially reducing its costs overall.

Despite their potential benefits, there are also risks to relying on AI-enabled or 
assisted (predictive) maintenance which are worth bearing in mind. For one, machine 
learning systems may have a naturally learned survivor bias, where failures of sys-
tems which prove catastrophic may not be as well anchored in the algorithm’s recom-
mendations, because catastrophic failures may often lead to complete losses of data 
(and platforms) creating blind spots in the machine’s training regimen.30 An algo-
rithm trained on historical data may also “lack imagination”, making it less capable 
of handling novel shifts to maintenance or operational realities. In war – or any other 
adversarial environment – adversaries are apt to alter circumstances in unforeseen 
and sometimes unforeseeable ways, and a maintenance schedule trained only on what 
has happened in the past or been thought of previously will be ill-equipped to deal 
with shifting tactical, operational, and strategic realities without it first seeing at least 
some retraining efforts. The necessary scale of that retraining could also impact run-
ning operations. Finally, AI systems are apt to be incapable of considering certain 
strategic options and facts that may impinge on a maintenance schedule. For instance, 
in an attrition-centric conflict, some platforms may be determined unworthy of all but 
the most basic maintenance to keep them minimally combat-ready – as they may be 
expected to be lost soon – and a sophisticated and subtle algorithm might not respond 
well to such a radical change to its basic characteristics (potentially raising “out of 
distribution” or “concept drift”problems).

4.2  Mission Support

In addition to maintenance and logistics, AI may also be incorporated into more 
direct aspects of mission support, such as, e.g., aerial refueling. For modern militar-
ies engaged in long-range air campaigns or utilizing air forces for power projection, 
aerial refueling is a core capability providing numerous tactical and strategic benefits 
(United States Air Force, 2024), and one where AI might be fruitfully engaged.

30 For fuller explication of survivor bias, see, e.g., Wald (1980); Mangel and Samaniego (1984); Lockwood 
(2021).
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The execution of aerial refueling (encompassing formation flight, approach, 
coupling, and precise station-keeping) constitutes a highly critical and cognitively 
demanding operation (Mao and Eke, 2008), with success necessitating tight coor-
dination between the tanker aircrew, the refueling operator, and the receiver pilot 
(Nato, 2013). This procedural complexity is further compounded by environmental 
variables, visual degradation during night operations, and physiological factors such 
as fatigue during extended duration sorties (Jha and Mathur, 2005).

To mitigate these challenges, states and industry partners have explored ways 
to automate (parts of) the refueling process, introducing concepts such as autopi-
lots and visual tracking as early as the 2000s (Valasek et al., 2005). More recently, 
unmanned aerial vehicles have been proposed for taking over the role of tankers, with 
manned-unmanned refueling (Boeing, 2024) being facilitated through the deploy-
ment of systems like the Boeing MQ-25 Stingray (Boeing, 2026a)31 or fully autono-
mous refueling seeing operation through systems like the Airbus Auto’Mate (Airbus, 
2023b). Using AI for navigation and cooperative control (Airbus, 2023a), Airbus has 
demonstrated a capability for autonomous refueling of multiple autonomous aircraft 
in a single operation, and Boeing seems intent on replicating similar capabilities for 
the United States defense establishment (Boeing, 2025).

AI-enabled and autonomous systems developed for mission support roles such as 
these will generally not raise many ethical or legal challenges, with the majority of 
concerns being of a strongly technical nature; essentially, “Can the system do what 
is required of it?”. However, if algorithmic systems are developing flight plans and 
coordinating groups of aircraft operating in close proximity, there will be concerns 
about how well these systems take into account potential dangers to civilian aircraft 
or civilians on the ground. This might be addressed by simple operational limits or 
deployment parameters. However, it is critical to be clear that this is a real poten-
tial concern, and one which would need to be addressed through either technical or 
deployment solutions.

4.3  Research and Development

Numerous companies tout the potential ability of AI to transform and improve aca-
demic and engineering research and development.32 While there are good grounds to 
be wary of this claim outside of reference to very narrow AI systems (Roose et al. 
2025), within the military, AI systems have shown promise as a means to conduct 
wargames and derive actionable information from them.

While once restricted to simple scripted behaviors, wargames and military sim-
ulations have evolved to include complex adaptive systems (The Zaptech Group, 
2025). In the use of AI for wargaming, the United States is the global leader, with the 
Defense Advanced Research Projects Agency (DARPA) and the Air Force pushing 

31 Such efforts are also in line with the European Union’s (EU) intent to develop a more resilient air-to-air 
refueling capability for EU member states (Permanent Structured Cooperation (PESCO), 2026).
32 E.g., https://elicit.com/; https://consensus.app/; https://www​.perplexity​.ai/encyclo​pedia/re​searchers; 
https://scite.ai/; (Bellan, 2025). See also ​G​r​o​s​s​m​a​n​n et al. (2023); Van Noorden and Perkel (2023). Cf. 
Chubb et al. (2021) for a more balanced assessment.

https://elicit.com/
https://consensus.app/
https://www.perplexity.ai/encyclopedia/researchers
https://scite.ai/
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“Game Theory” AI. For example, the DARPA “Gamebreaker” Program, launched 
in 2020, focused on using AI to “break” simulations (Moss, 2020); rather than just 
playing a game, AIs were tasked with finding imbalances or exploiting rule sets, with 
the goal being to discover unconventional strategies human commanders might over-
look. Using commercial games (like StarCraft II or Command: Modern Operations) 
as testbeds to train AIs to exploit strategic flaws (Cyber Security Intelligence, 2022), 
the program has led to follow-up work with industry partners (Mckeon, 2025).

Across the Atlantic, the Digitalization and Technology Research Center of the 
German Bundeswehr has backed Ghostplay, a multi-institutional project which aims 
to create high-performance synthetic environments to simulate tactical decision-mak-
ing, specifically for air defense and the suppression of enemy air defenses (SEAD) 
(Ghostplay, 2026). Using AI to control swarms of assets (dtec.bw, 2024), the enemy 
AI might simulate a drone swarm attack, while the friendly AI attempts to optimize 
air defense responses in real-time, focusing on “fight-at-machine-speed” capabilities.

Focusing on interoperability between partners, NATO has also ramped up its 
wargaming via the WIN conference series, using tools like WISDOM (Wargaming 
Interactive Scenario Digital Overlay Model) (NATO Allied Command Transforma-
tion, 2025a). NATO is also experimenting with generative AI (GenAI) to assist in red 
teaming – using AI to generate realistic diplomatic or hybrid warfare injections dur-
ing a game to test how alliance members react to political ambiguity (NATO Allied 
Command Transformation, 2025b).

The shift from scripted behavior to adaptive AI in projects like GhostPlay and 
Gamebreaker relies on Deep Reinforcement Learning (DRL) (dtec.bw, 2024) and 
likely also Multi-Agent Reinforcement Learning (MARL) (Borchert et al., 2022, esp. 
p. 17). These emerging techniques bring promises of better analysis and decision-
making, but they also raise potential risks as well. DRL systems do not just fol-
low rules, they “learn” strategies and approaches by playing millions of simulated 
games and optimizing moves across those simulations. This allows such systems 
to discover strategies a human may never consider, if only because a human does 
not have the time to play millions of iterations of a game in order to discover such 
novel approaches. However, that very ability to discover and develop novel moves, 
coupled with their stochastic nature, makes these systems potentially unexplainable 
and unpredictable, which, while being part of their allure, also represents a lurking 
danger.

MARL systems can suffer from the same type of benefit and risk, namely of 
being potentially unpredictable due to how they are trained. This might also be com-
pounded by multiple systems acting in concert as a swarm, making behaviors not 
just unpredictable to humans due to the training regimen, but also because swarm 
behavior may be alien to human reasoning. By focusing on cooperative distributed 
decision-making, these systems may be optimized for modern drone warfare but also 
fully and fundamentally opaque to humans, raising basic ethical, legal, and military 
challenges to utilizing these systems responsibly.33

33 See Section 3.3 above, as well as e.g., Miller (2019); Robbins (2019, 2025b); Langer et al. (2021); 
Maclure (2021); Vredenburgh (2021); Peters (2022) for various challenges related to opacity. For a 
response to some such challenges, see, e.g., Ross (2024).
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Finally, utilization of generative AI, which is apt to imply at least some use of 
LLMs, potentially raises numerous and significant concerns relating to privacy, secu-
rity of operations, reliability of outputs, and repeatability of any tests or strategies. 
Any use of GenAI, and especially LLMs, is thus apt to raise a host of concerns related 
not just to ethics (e.g., privacy) and law (e.g., illegal use of data for model training), 
but also basic security concerns about the risks of deploying these systems at scale in 
domains where information can be the difference between life and death.

5  Military Bureaucracy

When thinking about militaries, it is easy to focus on the “sharp” end of the institu-
tion and lose sight of just how much seemingly mundane effort is necessary for the 
fighting arm of a military to function. But all of the less “flashy” work is necessary, 
and an effective bureaucracy is a core component of an effective military (or any 
other institution). Militaries must also navigate complex interconnected systems of 
law, policy, and doctrine, discerning what they may and must do by examining vol-
umes of code and regulation. For both the navigation of policy and for streamlining 
the everyday bureaucratic elements of military planning and decision-making, AI 
tools have been developed and marketed to improve efficiency and outcomes across 
military institutions. However, all of these raise potential challenges as well.

5.1  Policy Guidelines, Human Resources, and Acquisitions

At a minimum, virtually every state’s military will be subject to international law, its 
own national laws, and potentially local laws where bases are operated, as well as 
policy and doctrine from the state’s central government and from the precise military 
institution making decisions at any given moment (e.g., the army, navy, or air force), 
and all of these rules impact on operations, human resources management, acquisi-
tions, and more. In response to such a dizzying array of rules, the United States 
Department of Defense (US DoD)34 developed the GAMECHANGER application, 
a tool for searching and filtering through the various documents guiding US DoD 
operations. GAMECHANGER also includes tools to identify policy gaps, duplica-
tions, and conflicts (Baily et al., 2025),35 critical tasks given that “if you read all the 
Department of Defense’s policies, it would be the equivalent of reading through ‘War 
and Peace’ more than 100 times” (DIA Public Affairs, 2022). Some have maligned 
that the U.S. military needs an AI to “make sense of its own ‘byzantine’ and ‘tedious’ 
bureaucracy” (Klippenstein, 2023), but, even granting there are too many rules and 
regulations, the simple fact is that militaries by their nature must navigate numerous 
and potentially competing bases of governance.

34 Until and unless the name is changed by statute by the United States Congress, the authors will not use 
a different name for the United States Department of Defense.
35 See also https:​​​//w​ww.​dla​.mil/Po​rta​ls/104/Do​c​ume​nts/DL​​MS/Summit​​/Resources/​​GAMECHA​NGER_S​
lick​%20Sheet_2024.pdf.

https://www.dla.mil/Portals/104/Documents/DLMS/Summit/Resources/GAMECHANGER_Slick%20Sheet_2024.pdf
https://www.dla.mil/Portals/104/Documents/DLMS/Summit/Resources/GAMECHANGER_Slick%20Sheet_2024.pdf
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GAMECHANGER provides a solution to this challenge, allowing personnel not 
just to utilize an AI tool, “a large language model-based application” (Baily et al., 
2025), to search for relevant documents, but also to see what other documents might 
impact on their current tasks. This can improve efficiency greatly by simply shorten-
ing the amount of time needed for searching for policy, as well as by quickly present-
ing personnel with competing policy which may require their judgment in resolving 
conflicts. These bureaucratic improvements can lead to improvements in managing 
human and other resources, in streamlining acquisitions, and in ensuring that opera-
tions are done in accordance with all relevant ethical, legal, and doctrinal guide-
lines. As GAMECHANGER utilizes an LLM-based system primarily for queries and 
retrievals, and less for production of texts, it also avoids many of the pressing issues 
relating to LLMs and their inability to track truth. Thus, GAMECHANGER, by pro-
viding a very narrow use case for a specific AI system, is able to meet a real need 
without raising many concerns.

That being said, use of AI, in particular LLMs, in relation to policy guidelines 
can introduce risks, especially if done without care. As policy guidelines encapsulate 
legal and other requirements, it can be incredibly important to have them exactly 
right, but many LLMs and other AI systems may flatten guidelines, omit key terms, 
or alter key terms which have import. For example, consider how carefully any legal 
document is written and how much may hang on individual terms, each of which may 
track to whole swaths of statutory, treaty, and case law. If such terms are changed to 
semantically – but not legally – similar terms by an AI system, this could result in 
illegal and potentially even dangerous actions. GAMECHANGER appears to avoid 
these risks by careful limitations to how it is deployed in the US DoD and across 
partner institutions, and given the complexity of rules governing singular national 
militaries, and the fact that many national militaries are entrenched members of over-
lapping alliance structures potentially with their own additional guidelines, such an 
AI tool makes much sense. However, any development and deployment of such tools 
must be undertaken with an eye to the risks in doing so without due care.

5.2  LLMs, Emails, and the Military as a Corporate Body

In addition to navigation of policy, the military, like any corporate body, must carry 
out a vast number of everyday tasks such as reading and responding to emails, 
finding information requested by internal and external partners, creating reports 
for internal use and for dissemination to outside offices, and much more. For such 
everyday bureaucratic and corporate tasks, numerous companies have offered AI-
powered solutions. In the United States, the Ask Sage platform was launched to help 
US DoD and other government employees in a range of tasks where generative AI 
may prove useful. Utilizing various AI systems, Ask Sage lists coding, acquisition, 
compliance, data analysis, and automation as potential use cases for the system. Ask 
Sage is claimed to be able to provide all these capabilities by leveraging numer-
ous different AI capabilities, in particular, LLMs and agent-based systems that can 
act independently to carry out tasks. Users need only to, “through a conversational 
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interface, ask a question or submit a task to be completed”,36 and Ask Sage begins 
to help. In Germany, the iFinder system fills a similar role, taking on some of the 
capabilities of GAMECHANGER (search and highlighting of relevant documents) 
and combining them with the GenAI tools offered by platforms like Ask Sage. The 
German Bundeswehr already uses this tool (Intrafind Software, 2025), and Intrafind, 
the company offering iFinder, claims that because the system is “fed” with validated 
data – a central point of iFinder is that organization-internal data is central to the plat-
form – the LLM chatbot cannot “hallucinate” (fabricate) like ChatGPT and related 
public offerings are known to do (Intrafind Software, 2026, translated by the authors).

However, while streamlining the everyday bureaucratic elements of a military’s 
functions surely represents a boon, these systems raise numerous and, in some cases, 
insurmountable issues. First, all of the general issues of LLMs are implicated for 
these systems, from deskilling to hallucinations, from faulty analysis to unpredictable 
outputs.37 Intrafind’s statement that iFinder presents no risk of hallucinations should 
also be viewed with deep skepticism, as LLMs do not have models of the world 
and are not tethered to truth conditions, instead only generating most plausible next 
tokens in response to a query (Hicks et al., 2024). Thus, ungrounded or fabricated 
outputs are a structural risk of these systems, and use of “validated data” does not 
eliminate this risk, especially as the base models are in almost every case built atop 
metaphorical mountains of unvalidated data (usually scraped from the internet). To 
be sure, it happens to be that many fabrications output by LLMs are also true, but 
this is because probable next tokens will often be probabilistically aligned with what 
is the case (ibid.). If iFinder is entirely trained and operated using only verified and 
validated data, this would go some way to improving the security of the system and 
potentially also the veracity of its outputs, but outputs will still be approximations of 
most likely next tokens in response to a request, and certainly not anchored to truth 
and possibly not even to the contents of organization documents.

LLMs, due to the ways they are trained – and likely must be trained – also present 
potentially significant security risks (see, e.g, Biddle (2024); Kwik (2025); Reddy 
and (2025); Schulz and Yeung (2025); Souly et al. (2025)). Given the volume of data 
needed to train these systems, virtually all rely, to some extent, on scraping the public 
internet for data. But the internet may be populated with vast quantities of poisoned 
data, where adversarial actors have inserted data into text, images, audio, or other 
files which may compromise the effectiveness of a system or potentially even create 
backdoors into a system when certain triggers are met. Moreover, recent research 
shows that as few as 250 instances of poisoned data can be enough to compromise a 
system (Souly et al., 2025), making virtually all LLMs likely at risk. Using LLMs, 
even for seemingly mundane back-office tasks, is thus highly risky, as everyday 
bureaucracy is massively impactful for military planning and decision-making.

36 https://www.asksage.ai/platform/.
37 For discussion of some of these problems and others, see, e.g., Hadi et al. (2023); Biddle (2024); Cap-
pelli et al. (2024); Hicks et al. (2024); Wierda (2024); Coveney and Succi (2025); Guest et al. (2025); 
Karbasi et al. (2025); Kosmyna et al. (2025); Kwik (2025); Maiberg (2025); Suzuki (2025); Voinea et al. 
(2025); Robbins and Blundell (2026)

https://www.asksage.ai/platform/
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6  Improving the Debates Going Forward: Specificity

AI is used in natural language processing, object identification, pattern recognition, 
route planning, search engine optimization, and many other applications. This is 
because, as noted at the outset of this article, “AI is not a discrete technology, like 
railroads or airplanes. It is a general-purpose enabling technology, like electricity, 
computers, or the internal combustion engine, with many applications” (Scharre, 
2023, p. 3). Yet despite this, many ongoing debates center around “AI” as though this 
were a single technology, with “military AI” being similarly invoked without further 
specification.38

The above survey of AI technologies in use across the military (summarized in 
Table 1 below) demonstrates the folly of such a unitary view. Our survey should not 
be taken to be exhaustive or to provide a fully-fledged demarcation of different types 
of systems and the taxonomic lines that may separate them.39 The attendant discus-
sion of risks, challenges, and issues related to these various AI(-enabled) systems 
should likewise not be treated as necessarily complete. Further, our intent has not 
been to show that any specific AI or AI-enabled system ought (not) be used within 
the military or any other domain. Rather, we hope to have shown just how many uses 
of AI there are, how varied AI and AI-enabled systems may be, and how distinct the 
ethical, legal, and operational challenges may be due to the exact nature of some 
AI(-enabled) system and its intended use. The central finding of this article is thus a 
higher level point relevant for the ongoing debates around “military AI” – and indeed 
AI in numerous domains – namely that the debates ought, as much as possible, to 
eschew the increasingly unhelpful and radically imprecise talk of “AI” as such.

While certain aspects of AI development and training may be germane to numer-
ous overlapping AI approaches, these also will not necessarily hold across the board, 
as ML systems will not be developed in the same way, offer the same opportunities, 
or present the same challenges as, say, classical symbolic AI (sometimes referred to 
as “good old-fashioned AI”, or GOFAI). Furthermore, many “artificial intelligence” 
systems do not possess “intelligence” of any sort – at least, intelligence as tradition-
ally understood – and the term invites anthropomorphism and moral displacement. 
Imprecise talk of “AI” not only blurs deep differences in engineering and system 
design, but can also lead to category errors about what these systems are, leading 
humans to misattribute agency to systems devoid of any or to treat machines as peers 
in judgment. Yet human judgment and machine outputs are wholly incommensurable, 
with machines lacking the intentionality and reflection necessary for human-level 
judgment (O’Hara and Umbrello, 2026). Put simply, AI outputs are not judgments, 
but rather outputs (Wood, 2026a). Treating them as the former is a conceptual error 
liable to lead to governance mistakes, and the umbrella label “AI” makes such errors 
easier to make and thus more likely. For these reasons, we should speak of large 

38 Even in research focusing on the importance of communicating the realities of AI-enabled systems – 
e.g., Davidovic (2025) – one can find imprecise language of “AI tools” or “AI weapons”.
39 This is an important task which has a potential for significant impact on how we approach the engineer-
ing, regulation, and ethical and effective use of such technologies. However, such taxonomic work will 
necessitate involved scientific and philosophical treatment which is outside the scope of the arguments 
being presented here.
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Capability Core AI Functions Example Systems / 
Providers

Technical 
Challenges

Ethical / Legal 
/ Governance 
Challenges

Decision 
Support

NLP; Pattern-Match-
ing; NN-Computer 

Vision

MetaConstellation; 
Maven

LLM Vulner-
abilities; Data Bias; 

Data Integrity; 
Robustness

Article 36 
Review; Target 
Mis-Identifica-
tion; Privacy

Intelligence 
Processing

NLP; Pattern-Match-
ing; NN-Computer 

Vision; Audio/Video 
Parsing

Maven; Clearview; 
Primer

Data Bias; Data In-
tegrity; Reliability; 
Output Trustwor-
thiness; Sensor 

Quality

Faulty 
Analysis; Mis-
Identification; 
Mis-Targeting; 
Framing Effects

Target 
Nomination

NN-Computer 
Vision; Pattern-
Matching; NLP

Gospel; Lavender; 
TITAN

Data Bias; Data 
Integrity; System 

Reliability; Output 
Trustworthiness

Faulty 
Analysis; Mis-
Identification; 
Mis-Targeting; 
Framing Effects

Autonomous 
Targeting

NN-Computer Vi-
sion; Pattern-Match-
ing; Sensor Fusion

ATGM; LRASM; 
Harpy

Data Bias; 
Robustness; 

Trustworthiness

Mis-Targeting; 
IHL Com-
pliance; 
Compromised 
Responsibil-
ity; Dignity 
Violations

Full Mission 
Autonomy

Mission Planning; 
Sensor Fusion; 

Pattern-Matching

Ghost Bat; Kizilelma Robustness; System 
Transparency; Sys-
tem Auditability; 
Trustworthiness

Mis-Targeting; 
IHL Com-
pliance; 
Compromised 
Responsibil-
ity; Dignity 
Violations

Swarming Sensor Fusion; Con-
troller Optimization; 

Communication; 
Counter-EW

Quantum Systems (in 
development)

Robustness; 
Communication 

Integrity

Human Con-
trol/Human 
Oversight 
Challenges; 
Deployment/
Task-Specific 
Challenges (see 
other rows)

Predictive 
Maintenance

Pattern-Matching Lufthansa Technik; 
PANDA

Data Bias; Survivor 
Bias; Reliability; 

Robustness

N/a

(Frontline) 
Logistics

Pattern-Matching; 
Optimization; Adap-
tive Path Planning; 
Object Avoidance

Israel Aerospace 
Industries; Rafael

Reliability; Com-
munication Integ-
rity; Counter-EW

Safety of Pro-
tected Persons/
Objects (Path 
Planning)

Strategy 
Development

NLP; Pattern-Match-
ing; Testing/Identify-
ing Vulnerabilities; 

Simulation

Gamebreaker; Ghost-
play; WISDOM

Transparency; 
Traceability; Reli-

ability; Trustworthi-
ness; Robustness

Framing 
Effects; 
De-Skilling; 
Degradation 
of Operational 
Art; Metriciza-
tion of Strategy

Table 1  Loose non-exhaustive enumerative taxonomy of AI systems by capability, core AI functions, and 
selected challenges
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language models, natural language processing systems, computer vision systems, big 
data analytics, and the like, rather than leaning on the familiar but less useful “AI”.

More practically speaking, the potential problems and challenges of a decision-
support system used to process and analyze data are entirely distinct from those 
related to a large language model deployed to streamline back-office bureaucracy.40 
Likewise, the ethical, legal, and operational worries attending AI systems used in 
mission support and research and development will be different still. More starkly, 
an entire range of AI processes may be embedded into autonomous weapon systems, 
raising a veritable host of distinct concerns relating partly to AI and partly to the 
autonomous nature of AI-AWS. Going forward, it is thus critical that discussions 
be clear about whether they concern, e.g., AI analysis tools for AI-DSS, AI-enabled 
object identification used for autonomous targeting, or AI in the form of LLMs used 
to provide advisement or bureaucratic streamlining or simplification/transmission of 
orders – each of which itself raises distinct problems. Artificial intelligence is not a 
technology but rather a class of technologies (Cloud, 2025; Corea, 2019; Metcalfe et 
al., 2021; Shaw, 2025) and treating the problems of this whole class as co-extensive 
with each particular system is almost certain to generate confusion, failures in com-
munication, and, in the worst case, regulations and governance structures which are 
unworkable or downright foolish. To help operationalize our recommendations, we 
recommend the following template for policy writing, and which can also be used to 
guide research around responsible use of AI:

In this report, “AI” refers to [core design or training characteristic] systems. 
Our core focus is systems with [capability family] used for [workflow step] 
with [control arrangements].

Finally, while we have focused on AI within the military as a case study, it should 
be stressed that the same holds true for AI deployment across virtually every other 
domain. And it is instructive to see just how broad “AI” is within the military alone, 

40 Note though that a non-LLM system might include an LLM within it for distinct functions, complicating 
the operational, ethical, and legal picture.

Capability Core AI Functions Example Systems / 
Providers

Technical 
Challenges

Ethical / Legal 
/ Governance 
Challenges

Policy 
Navigation

NLP; Intel-
ligent Search; 

Pattern-Matching

GAMECHANGER LLM Vulnerabili-
ties/Hallucinations; 
Traceability; Data 
Bias; Reliability

Framing 
Effects; De-
Skilling; Nega-
tive Effects on 
Responsibility

Streamlining 
Bureaucracy

NLP; Process Opti-
mization; Intelligent 

Search

Ask Sage; iFinder LLM Vulnerabili-
ties/Hallucinations; 
Traceability; Reli-

ability; Robustness; 
Data Bias; Data 

Integrity

De-Skilling; 
Undermined 
Responsibility; 
Reduced Criti-
cal Engagement

Table 1  (continued) 
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as it highlights that issues must be tackled in a piecemeal and specific fashion, and 
not with an eye to “AI issues” as some broad call to arms. Each system brings its 
own challenges, just as each domain has its own challenging sub-areas, and by seek-
ing to lump together all systems under the (very wide) umbrella of “AI”, we are apt 
to miss domain- and system-specific challenges and opportunities. At a time when 
everything is hailed as being or having “AI”, it is critical that we drop the act and be 
precise about what exactly we have in mind, that we set definitional and argumenta-
tive baselines that “will support intellectual discipline” (Tucker, 2022). Because the 
challenges, ethical and legal hazards, operational risks, and potential solutions will 
not be found by looking to some amorphous notion of artificial intelligence. Instead, 
they will be found by examining the nuts and bolts of real systems in real environ-
ments, designed and used by real people.

List of abbreviations

Abbreviation Meaning
AI	� Artificial Intelligence
AI-DSS 	� AI-Enabled Decision Support Systems
AI-AWS	� AI-Enabled Autonomous Weapon Systems
ATGM	� Anti-Tank Guided Missile
AWS	� Autonomous Weapon Systems
CCA	� Collaborative Combat Aircraft
DARPA	� Defense Advanced Research Projects Agency
DRL	� Deep Reinforcement Learning
DSS	� Decision Support Systems
EU	� European Union
EW	� Electronic warfare
GenAI	� Generative Artificial Intelligence
GOFAI 	� Good Old-Fashioned AI (also known as “symbolic AI”)
IDF	� Israel Defense Forces
IHL	� International Humanitarian Law
ISR systems	� Intelligence, Surveillance, and Reconnaissance systems
LLMs	� Large Language Models
LRASM	� Long-Range Anti-Ship Missile
MARL	� Multi-Agent Reinforcement Learning
ML	� Machine-Learning
NATO	� North Atlantic Treaty Organization
NLP	� Natural-Language Processing
NN	� Neural Network
OODA loop	� Observe-Orient-Decide-Act loop
PANDA	� Predictive Analytics and Decision Assistant
SEAD	� Suppression of Enemy Air Defenses
US DoD	� United States Department of Defense
WISDOM	� Wargaming Interactive Scenario Digital Overlay Model
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