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the present are digital. In fact, AI and digital computing 
are often so closely linked that many are surprised to learn 
that there is an alternative: so called “analog” AI. Unlike 
digital AI, analog AI processes continuous (and not binary) 
signals and holds the promise of two key advantages over 
the digital paradigm. First, it demonstrates higher energy 
efficiency, which can help significantly reduce energy con-
sumption and deliver considerable sustainability benefits. 
Second, analog AI resembles the brain’s information pro-
cessing more closely, thus presenting the prospect of devel-
oping machines with more human-like intelligence. Thus, 
although analog AI’s potential is only barely realized today, 
it offers the promise of more sustainable and “intelligent” 
AI. For this reason, it has recently been suggested that “[c]
omputing today is digital, but analog has a future” [26] p. 
354), with some even going so far as to claim that “[t]he 
future of AI is analogue” [37].

However, despite this compelling vision for the future 
of AI, the ethical implications of analog AI are practi-
cally unexplored. Since current AI ethics frameworks were 
designed for digital AI, they are insufficient for addressing 
the distinct ethical challenges emerging from analog AI’s 
unique information processing features that vary substan-
tially from those of digital AI. Thus, the aim of this paper 
is to lay the foundation for an important but hitherto unrec-
ognized subfield within AI ethics: the ethics of analog AI. 

1  Introduction

Over the past decade, AI ethics has evolved into a distinct 
field at the intersection of philosophy, technology, and the 
social sciences. However, discussions have largely con-
centrated on digital AI, that is, systems that rely on binary 
computation (0s and 1 s). This is mainly because the vast 
majority of AI systems shaping our world in the past and 

	
 Maximilian Kiener
maximilian.kiener@tuhh.de

Jonas Bozenhard
jonas.bozenhard@tuhh.de

Gitta Kutyniok
kutyniok@math.lmu.de

Sven Nyholm
S.Nyholm@lrz.uni-muenchen.de

1	 Hamburg University of Technology, Hamburg, Germany
2	 Ludwig-Maximilians-Universität München, Munich, 

Germany
3	 Munich Center for Machine Learning (MCML), Munich , 

Germany
4	 University of Tromsø, Tromsø, Germany
5	 DLR-German Aerospace Center, Cologne, Germany

Abstract
AI ethics has matured as a field, yet its concepts and tools have been developed almost entirely with digital AI in mind. 
Emerging “analog” AI approaches, that is, systems that compute over continuous, rather than binary, signals, challenge 
this digital default. Analog AI promises substantial energy savings and alternative modes of information processing. How-
ever, it also departs in ethically significant ways from the widely discussed digital AI systems such that its differences 
from digital AI could mean that current ethical frameworks may not address analog AI’s unique challenges. This paper 
highlights how the distinctive characteristics of analog AI raise new ethical questions that require careful consideration. 
We examine four key areas of AI ethics, namely fairness, privacy, explainability, and safety, and propose a roadmap for 
the ethical examination of analog AI. Our aim is to lay the foundation for an important but hitherto unrecognized subfield 
within AI ethics: the ethics of analog AI.

Keywords  Artificial Intelligence · Analog · Fairness · Privacy · Explainability · Safety 

Received: 8 May 2025 / Accepted: 25 September 2025
© The Author(s) 2025

The ethics of analog AI

Maximilian Kiener1 · Jonas Bozenhard1 · Gitta Kutyniok2,3,4,5 · Sven Nyholm2,3

1 3

https://doi.org/10.1007/s43681-025-00884-5
http://crossmark.crossref.org/dialog/?doi=10.1007/s43681-025-00884-5&domain=pdf&date_stamp=2025-11-30


AI and Ethics            (2026) 6:27 

This new ethics deals with the novel ethical questions that 
arise from the distinctive characteristics of analog AI. The 
ethics of analog AI identifies the ethical risks posed by this 
emerging form of AI and guides its responsible design and 
adoption.

This paper proposes a roadmap for the ethical examina-
tion of analog AI. To that end, we attend to four key areas of 
AI ethics and explore how analog AI might impact each of 
them: fairness, privacy, explainability, and safety. Our anal-
ysis focuses on these four topics, as they span a wide range 
of concerns in AI ethics and represent the areas where the 
potential benefits and risks of analog AI are arguably most 
pronounced and socially impactful. We assess the extent to 
which analog AI presents advantages and disadvantages rel-
ative to digital systems in each of these areas. These inves-
tigations aim to provide the basis for further exploration of 
the ethical dimensions of analog AI. But before we do so, 
we shall lay out the key features of analog AI and the current 
state of research.

2  What is analog AI?

The success of artificial intelligence (AI) and its broad soci-
etal impact have led many to call it the Fourth Industrial 
Revolution. However, concerns about reliability such as 
missing security, robustness issues, biased decisions, and 
AI’s black box behavior as well as the enormous energy 
consumption of AI-computing have lately raised the ques-
tion to which extent those problems are of a more funda-
mental nature than previously thought [7]. Digital systems, 
which rely on 0 s and 1 s, sometimes struggle to accurately 
represent real-world problems that are continuous by nature. 
This mismatch could lead to inaccuracies and stability 
issues, particularly for AI tasks like classification problems, 
inverse problems, and solving partial differential equations. 
These challenges highlight the need for next-generation AI 
to be developed alongside advanced computing technolo-
gies. Recent research suggests that analog computing, when 
analyzed through the theoretical framework of a Blum-
Shub-Smale (BSS) machine, offers insights into addressing 
various challenges. However, since BSS machines are an 
abstract model that cannot be physically realized, the extent 
to which practical analog computing can approximate this 
model remains an open question [6, 9].

Advances in analog computing have started to drive 
the development of neuromorphic computing, a technol-
ogy designed to mimic the brain’s processing methods. 
Neuromorphic chips can use analog components to pro-
cess real-world data through electrical signals like currents 
and voltages [23]. This brain-inspired design enables more 
efficient and natural information processing compared to 

traditional digital methods. By harnessing analog compu-
tation, neuromorphic systems offer significantly higher 
energy efficiency and better performance for AI tasks [3]. 
To unlock their full potential, however, specialized software 
models are essential. For example, spiking neural networks, 
which mimic the way neurons transmit signals in the brain, 
are well-suited for implementation on neuromorphic hard-
ware. One particularly promising application is neuromor-
phic robotics, where extremely low energy consumption 
and minimal latency are critical, for example, in autono-
mous robots searching for survivors in collapsed tunnels or 
operating in deep-sea environments for extended periods. 
Another key area is neuromorphic vision for automotive, 
consumer, medical, and security systems. Here, capabilities 
such as on-chip learning and online adaptation offer enor-
mous advantages, enabling devices to become more adapt-
able, responsive, and self-optimizing over time [36].

Neuromorphic chips are not the only innovation in the 
realm of analog computing. Certain quantum systems can 
also meet similar demands [28]. Another active line of 
research is biocomputing, which uses biological systems or 
components, such as single neurons, either in place of, or in 
combination with, traditional silicon-based electronics [25, 
42].

Despite its potential and advantages, however, analog AI 
also comes with limitations that warrant careful consider-
ation. Both its strengths and weaknesses are crucial for an 
ethical analysis of analog AI. Interestingly, what initially 
seems like technical limitations could be, as we shall discuss 
below, ethical advantages under the right circumstances. 
For the purposes of this paper, the following four features 
of analog computing are particularly relevant (cf. [31,33]):

(a)	 Processing Method: Analog AI processes continuous 
data through physical properties like voltage, current, 
and resistance, whereas digital AI processes discrete 
data using binary digits. Because of this, analog AI 
can process (analog) data directly without conversion, 
reducing bottlenecks and increasing speed, whereas 
digital AI, particularly in traditional von Neumann 
architectures, faces memory bottlenecks due to the need 
to convert incoming data into binary digits.

(b)	 Power Consumption: Analog AI typically consumes 
less power, which is often discussed in the promising 
field of neuromorphic systems that aim to mimic the 
brain’s efficiency. Digital AI, however, often requires 
more power, though optimizations can improve effi-
ciency in specific applications. This difference is partly 
due to the computational efficiency that results from 
analog AI’s method of processing information.

(c)	 Precision: In theory, analog AI is very precise because 
it works with real numbers directly. Digital AI, on the 
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other hand, can only approximate real numbers using 
fractions, even though it is more accurate when work-
ing with exact values. However, in practice, analog AI 
is limited by noise, environmental factors, and physical 
component imperfections. Physical variations impact 
the operation of analog computers in ways that do not 
affect digital computers.

(d)	 Flexibility: Analog AI is less flexible as hardware must 
often be reconfigured physically for different tasks, 
while digital AI is highly flexible as software-based 
reprogramming allows dynamic adaptability. This also 
affects the scalability: while analog circuits can scale 
well for specialized tasks, they are harder to reconfigure 
dynamically. By contrast, digital computing is highly 
scalable for general purpose systems.

2.1  Analog AI ethics

Currently, there is no dedicated research on the ethics of 
analog AI that asks, head-on, if the ethical questions pertain-
ing to analog AI differ in relevant ways from those pertain-
ing to digital AI.

What we do have, however, are the following contribu-
tions relevant in the context of our paper:

	● Technical analog AI papers on aspects that ethicists can 
build on. Although the do not themselves provide any 
normative assessment of analog versus digital comput-
ing, they highlight important technical aspects for an 
ethical analysis [14, 30, 38].

	● Research on how the choice of hardware can affect 
outcomes and hence, indirectly, questions of fairness, 
though this is not framed as an “ethics of analog AI” 
[34].

	● Shorter opinion pieces, blogs, and research articles [1] 
that gesture at analog AI’s energy benefits [20]; IBM-
Research [21, 22] and thus also motivate further ethical 
sustainability-related research.

	● Genuine ethics work appears under adjacent labels, neu-
romorphic or brain-inspired AI, and neurotechnology, 
and that’s where the substantive ethical analysis arises, 
but more on topics like privacy and neurorights, identity 
and agency, or equity [15, 41, 46]. But here it is im-
portant to distinguish neuromorphic AI (a brain-inspired 
computational paradigm, often spiking/event-driven) 
from analog AI (implementations that compute with 
continuous physical signals). Neuromorphic systems 
can be implemented digitally, analog, or mixed-signal, 
whereas many analog-AI devices accelerate conven-
tional non-spiking networks and are not “neuromor-
phic” per se.

	● Within this general lack of systematic exploration of 
analog AI ethics, [8] are an exception and explicitly con-
nect legal‑ethical requirements, especially algorithmic 
transparency, to the computing model itself and com-
pare digital (Turing) vs. analog (Blum–Shub–Smale, 
BSS) computation. They formalize algorithmic trans-
parency as a precondition for trustworthiness and show 
that whether it can be achieved may depend on comput-
ability in the chosen model [8].

These strands of work indicate the need of a deeper analy-
sis of the ethics of analog AI. To provide such an analysis, 
we selected four core ethical aspects for our discussion of 
of analog AI, namely fairness, privacy, explainability, and 
safety, and we decided to focus on these for two reasons. 
First, these four aspects are central to AI ethics more gen-
erally. So, if there is anything distinctive about analog AI 
from an ethical perspective, it should surface here. Second, 
as we shall show in the following sections, each of these 
aspects has specific links to what is characteristic of analog 
AI and provides therefore a needed component in motivat-
ing this new field of analog AI ethics. Yet, the field of analog 
AI ethics, which we want to introduce in this paper, will 
eventually have to go beyond this scope and include further 
considerations too.

1.	 Fairness

In digital AI ethics, fairness is a key topic, particularly 
regarding algorithmic bias and discrimination. Researchers 
have examined how biases in data or model design can pro-
duce unequal outcomes for groups defined by race, gender, 
or socioeconomic status. To address this, various fairness 
metrics assess whether AI systems perform equitably across 
groups [18, 19]. For example, fairness can be evaluated by 
comparing accuracy rates or ensuring consistent false posi-
tive and false negative ratios across populations. Challenges 
arise when multiple fairness metrics conflict due to inher-
ent trade-offs. Optimizing for equal accuracy across groups 
may clash with minimizing disparities in false positives or 
false negatives. These conflicts have sparked debates over 
which fairness criteria to prioritize and how to make prin-
cipled decisions when trade-offs are unavoidable [19].

With analog AI, two key differences complicate fairness 
evaluation. Its sometimes imprecise outputs as well as its 
continuous data processing challenges traditional fairness 
metrics, which rely on the discrete computations of digi-
tal AI. Analog AI’s variability makes it difficult to measure 
outcomes like accuracy, false positives, or false negatives, 
necessitating new assessment approaches. This raises sev-
eral important questions: How does imprecision in practice 
affect the reliability of fairness audits, and what strategies 
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potential for data to be repurposed for unintended uses. 
Moreover, the ability to process data locally and in real-time 
means, at least for certain applications, that analog AI does 
not rely on storing large datasets over long periods. Instead, 
it operates with transient data, reducing the need for exten-
sive data retention [23]. This approach aligns with storage 
limitation principles, addressing privacy concerns associ-
ated with the long-term storage of sensitive information.

The striking point here is that what may seem like techni-
cal limitations at first, i.e. less data, lack of transferability 
to another purpose, and storage limitation, can be recast 
as ethical strengths in the protection of data. To support 
this hypothesis further, consider the theory of privacy as 
Contextual Integrity proposed by Helen Nissenbaum [35]. 
Contextual integrity posits that privacy is maintained when 
personal information flows appropriately according to the 
norms of the specific context. It emphasizes the importance 
of context-specific norms and the roles of data subjects and 
data recipients. Contextual integrity could therefore favor 
using analog AI rather than digital AI in many contexts 
because of analog AI’s ability to process data locally and 
only for specific, well-defined purposes.

However, analog AI also poses unique challenges that 
may not apply, or apply differently, to digital AI. Rights such 
as the right to erasure under the EU’s GDPR [4], the right 
to delete personal information under California’s Consumer 
Privacy Act (CCPA) [2], or similar data protection laws in 
other jurisdictions, such as Brazil’s LGPD [16], become 
harder to exercise due to analog AI’s rigidity. While digital 
systems in large language models (LLMs) also face difficul-
ties in removing individual data points - sometimes requir-
ing costly retraining of the entire system - analog AI adds a 
distinct layer of complexity with its hardware components. 
Analog hardware is often physically rigid and challenging 
to reprogram once programmed, making data extraction or 
erasure even more impractical. This rigidity reinforces pur-
pose limitation but significantly limits individuals’ control 
over their data post-processing. This raises several ques-
tions: To what extent can individuals assert the right to era-
sure with analog AI? Would this require complete hardware 
reprogramming, and what costs are reasonable to facilitate 
this? How should these costs be balanced against data sub-
jects’ rights? If withdrawal of consent is impractical, should 
consent protocols be stricter upfront? How do these con-
straints affect data controllers’ obligations and liabilities, 
and what safeguards or policies should be in place when 
using analog AI?

Moreover, another challenge involves security and pri-
vacy in analog AI systems. Since analog AI systems rely 
heavily on physical hardware (cf. [31, 33]), this makes 
them vulnerable to tampering, theft, and damage, leading to 
risks of unauthorized access, data manipulation, or system 

can address this? How might output variability skew audit 
results, leading to over- or underestimation of bias? In real-
time applications like surveillance or hiring, how can we 
ethically mitigate the risk of parallel processing amplify-
ing biases? Finally, what new fairness metrics or evaluation 
methods are needed to accommodate analog AI’s practical 
imprecision and noise-related variability?

Second, analog AI raises fairness questions that go way 
beyond fairness metrics and have to do with analog AI’s 
potential to be significantly more environmentally sustain-
able than digital AI [44]. This matters because the unsus-
tainable nature of current digital AI exacerbates global 
inequities: while some people develop and benefit from 
these technologies, others bear the environmental harms 
they create [43]. Specifically, individuals and organisations 
in the Global North - particularly wealthy tech companies 
and consumers - reap the advantages of AI systems, while 
these technologies often rely on unsustainable practices that 
exploit natural resources and damage the environment. In 
contrast, communities in the Global South typically have 
less access to the benefits of AI, yet they disproportion-
ately suffer the environmental consequences and negative 
externalities [13]. Analog AI, with its potential for greater 
sustainability, offers an opportunity to mitigate this form 
of injustice. By reducing the environmental footprint of AI 
technologies, analog AI could help distribute both the ben-
efits and burdens of AI development more equitably.

Analog AI’s potential for greater sustainability introduces 
key ethical considerations. Do its environmental benefits 
justify its use over digital AI, even when digital systems 
sometimes offer greater precision? How should sustain-
ability and precision be balanced in different contexts? Can 
deploying more sustainable analog AI reduce the unfair dis-
tribution of environmental harms, where communities in the 
Global South disproportionately suffer the costs of digital 
AI systems? Addressing these questions requires attention 
to the specifics of analog AI beyond the current framework 
in digital AI ethics.

2.	 Privacy

Analog AI introduces several technical features that can 
support privacy principles such as data minimization, pur-
pose limitation, and storage limitation. Since analog AI 
improves speed and reduces latency in certain situations, it 
can eliminate the need to transfer large amounts of data to 
centralized servers (cf. [31, 33]). This supports data minimi-
zation by processing only the data necessary for immediate 
decision-making. Additionally, analog in-memory comput-
ing (AiMC) can reduce the volume of data required for 
computations. As analog AI is designed for specific tasks, 
it naturally supports purpose limitation by minimizing the 
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[11]. By contrast, digital AI systems, with their reliance on 
discrete and well-defined states, offer a higher degree of 
explainability at the information processing level.

However, when paired with specific architectures, there 
is potential to enhance the practical explainability of analog 
AI systems in the future. Analog computing shows distinc-
tive advantages for “truly” neuromorphic AI, as it aligns 
more closely with the way biological neurons process sig-
nals [24]. The human brain is a highly modular system, con-
sisting of specialized regions that handle different functions, 
such as vision, memory, and decision-making, while still 
working as a whole [27]. Therefore, to mimic the human 
brain as accurately as possible, an advanced neuromorphic 
AI demands not only analog computing, but also a high 
degree of modularity. In fact, increased modularity might 
be necessary to mitigate the inherent limitations of analog 
computing, such as signal variability and noise sensitivity, 
making practical implementation more viable. Greater mod-
ularity can improve the explainability of an AI system by 
allowing for easier localization of specific functions. Such 
modularity offers what we might call systemic explainabil-
ity, i.e., a better understanding of how the system, with its 
various modules, works as a whole and generates specific 
outcomes.

In summary, analog AI’s direct processing of real num-
bers offers theoretical transparency and an intuitive con-
nection to real-world phenomena. Yet, practical limitations 
such as noise sensitivity and challenges in information pro-
cessing-level explainability temper these advantages. Mod-
ular neuromorphic architectures may enhance the systemic 
explainability of analog AI systems. However, this raises the 
question of whether systemic explainability can compen-
sate for analog AI’s lack of explainability at the information 
processing level. In contrast, digital deep neural networks, 
characterized by their “black box” nature and highly inter-
connected structures, lack systemic explainability, but offer 
superior explainability at the information processing level 
compared to analog systems. In conclusion, unlike digi-
tal AI, which excels in precision, repeatability, and robust 
error correction, analog AI’s performance is highly context-
dependent: Its strengths may shine in controlled settings and 
specific architectures, while its weaknesses become more 
pronounced in unpredictable, dynamic environments and 
most practically feasible architectural implementations.

This has implications for questions about responsibility 
too, in particular with respect to how easily human agents 
can satisfy the so-called epistemic condition of responsi-
bility when deploying analog AI. The epistemic condition 
refers to the idea that for someone to be responsible for an 
outcome, they must have had the ability to (reasonably) 
foresee the consequences or outcomes of their action [39]. 
The reflections above add new layers to the responsibility 

compromise. Additionally, analog AI’s susceptibility to 
noise and imprecision can corrupt data, causing privacy 
breaches through unintended data leakage or misinterpreta-
tion. Such inaccuracies can result in misidentifications, pro-
ducing false positives or negatives that improperly disclose 
personal data. These challenges necessitate tailored secu-
rity protocols and raise questions about the distribution of 
responsibility between data controllers and subjects. What 
safeguards should controllers implement to mitigate these 
risks, and how should liability be shared when hardware or 
environmental vulnerabilities cause privacy breaches?

3.	 Explainability

Explainability can be defined as the “level of understanding 
[of] how the AI-based system […] came up with a given 
result” (ISO/IEC TR 29119-11:2020(en), 3.1.31). Analog 
computing introduces both distinctive opportunities and 
challenges in this context. One theoretical advantage lies 
in its ability to process real numbers directly. While digital 
systems approximate real numbers through binary states, 
analog computation operates on continuous values and thus 
avoids the need for discretization. Analog computing is 
like measuring a curved line with a flexible tape, whereas 
digital computing is like using a rigid ruler for the task. As 
shown by theoretical models like Blum-Shub-Smale (BSS) 
Machines, digital computing can, in certain cases, produce 
false computations that the analog BSS model can avoid [8]. 
So, in theory, analog AI holds promise for explainability. 
It has the potential to align more closely with real-world 
phenomena and allows for a more intuitive understanding 
of how inputs are transformed into outputs.

However, there are challenges in realizing these theoreti-
cal advantages in practice. As mentioned before, real-world 
analog systems are susceptible to noise, hardware imperfec-
tions, and environmental interference, which compromise 
the precision that theoretical models promise. These physi-
cal limitations introduce variability, making analog systems 
less reliable and repeatable than their digital counterparts, 
which rely on error correction and standardized binary pro-
cessing to maintain precision [14, 30]. Thus, while analog 
systems can be very accurate and explainable in theory, 
practical constraints undermine their ability to deliver eas-
ily foreseeable results in noisy environments.

Relatedly, a significant challenge for analog AI is what 
might be termed explainability at the information process-
ing level [5]. The fact that analog systems process informa-
tion continuously makes it difficult to pinpoint exact states 
or transitions that lead to specific outcomes. This problem is 
exacerbated by the non-repeatability of analog systems, as 
their sensitivity to noise and environmental factors makes it 
harder to trace and verify their decision-making processes 
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digital AI offers). This is because the emergence of new 
capacities is a systemic phenomenon, not one that occurs at 
the level of information processing. Moreover, misbehav-
ior is to be attributed to the system (or at least individual 
modules), rather than to single computations within the sys-
tem. Hence, highly modular neuromorphic analog AI might 
not only enhance systemic explainability but also improve 
safety.

However, analog AI also exhibits limitations related 
to safety. Due to its non-repeatability, context-dependent 
imprecision, and the limitations in signal transmission and 
storage, analog computing seems less controllable when 
attempting to ensure AI reliably adheres to specific values 
or points of compliance. Considering these points, we can 
identify two concerns related to AI safety: one focuses on 
preventing or mitigating emergent and potentially danger-
ous capabilities, while the other concentrates on ensuring 
that AI systems reliably align with specific values we want 
them to comply with. With its limitations in scalability, 
information sharing, and model integration and its advan-
tages in capacity control, boxing, and potentially in systemic 
explainability, analog AI reduces the risk of developing AI 
with dangerous emergent capacities. In contrast, digital AI 
is better suited for aligning systems with specific values due 
to its higher reliability, efficient learning capabilities, and 
greater explainability at the information processing level. 
Therefore, in contexts, in which high precision and reliable 
system behavior are essential, digital AI seems favorable.

At this point, it is worth noting the EU AI Act, which 
embeds a safety-centred, risk-based scheme: uses that can 
significantly affect health, safety, or fundamental rights are 
classed as high-risk (Annex III) and must satisfy, among 
other things, risk management across the lifecycle (Art. 
9), human oversight (Art. 14), and appropriate accuracy, 
robustness, and cybersecurity (Art. 15). Our analysis of 
the ethics of analog AI in terms of safety can inform these 
assessments. To highlight a few relevant aspects:

Art. 9 (Risk management): High-risk systems must iden-
tify hazards, set operating limits, and verify controls over 
time. In these critical domains, digital AI can be prima facie 
preferable for its greater reliability and precision, which 
typically makes it easier to keep the system behaving as 
expected and to manage updates safely. Analog AI, by con-
trast, can introduce too much variability in specific environ-
ments, so safety measures have to be stricter: more frequent 
checks and recalibration, and clear limits on where and how 
the system may be used. That said, analog architectures can 
reduce hazards tied to capability escalation and easy replica-
tion, as mentioned earlier, which matters where containment 
is the overriding safety goal.

Art. 14 (Human oversight): Oversight must be “effec-
tive” during use. At present, digital AI systems offer more 

debate by introducing new distinctions - such as theoretical 
versus practical explainability and systemic versus infor-
mation processing-level explainability - that enable more 
nuanced discussions of the epistemic condition as it relates 
to AI and responsibility.

4.	 Safety

Over the past decades, AI has grown increasingly power-
ful, autonomous, and capable. The recent success of large 
language models highlights the challenges of predicting 
the development, performance, and emerging capacities of 
AI. This raises the question of how to control increasingly 
powerful and autonomous AI systems and align them with 
ethical values to ensure AI safety [12, 17]. Analog AI holds 
significant potential to enhance AI safety in several ways.

First, one approach in trying to retain control over 
advanced AI systems is known as capacity control, which 
involves limiting a machine’s capabilities to ensure human 
oversight, even as the AI becomes more powerful. An intui-
tive strategy is equipping the system with an off-switch, but 
if the AI is highly advanced, it may perceive the switch as 
a threat to fulfilling its objectives and preemptively repli-
cate itself across multiple systems [10, 40]. This could make 
it effectively indestructible and uncontrollable. Analog AI 
presents a much lower risk in this regard, as its unique hard-
ware characteristics make copying model weights between 
systems far more difficult [29].

Second, another capacity control strategy, known as box-
ing [45], proposes to isolate AI by limiting its input and 
output channels, restricting it to specific tasks and environ-
ments. Notably, analog AI naturally shares this characteris-
tic due to its lack of digital computing’s flexibility. Analog 
systems are confined to specialized applications and their 
“programs” are fixed to the hardware. This inherent limi-
tation reduces the risk of unintended interactions with the 
wider world, making analog AI easier to contain and control.

Third, potentially dangerous AI capabilities may arise 
not only from training a single model but from integrating 
various AI systems. However, due to the distinctiveness of 
analog hardware, merging multiple analog AI systems is 
considerably harder than merging digital ones. Moreover, 
unlike digital neural networks, analog neural networks 
cannot use data parallelism, meaning they cannot process 
multiple data streams simultaneously across identical units, 
because the hardware of each analog neural network is dif-
ferent, making it difficult to share information directly [32].

Fourth, when it comes to preventing advanced AI sys-
tems from developing unexpected, misaligned capacities, 
explainability at the systemic level (which highly modular 
neuromorphic analog AI may offer) is more relevant than 
explainability at the information processing level (which 
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	● Fairness: Analog AI can help advance group-level fair-
ness for collective or even global questions, while digi-
tal AI is more appropriate in the context of individual 
fairness for personalized outcomes or metrics.

	● Privacy: Analog AI suits fixed tasks where purpose 
limitation is needed to prevent illegitimate repurposing, 
while digital AI excels in adaptable tasks needing fre-
quent updates.

	● Explainability: Analog AI shows significant potential in 
low-noise, controlled environments and future modular 
neuromorphic architectures, while digital AI remains 
the better choice for noisy, unpredictable settings or ap-
plications requiring greater explainability at the infor-
mation processing level.

	● Safety: Analog AI is favorable in areas in which pre-
venting or mitigating emergent and potentially danger-
ous capabilities is paramount, while digital AI is better 
suited for ensuring conformity with specific values or 
points of compliance.

4  Conclusion

Doing justice to the issues mentioned throughout the paper 
requires the development of a new subfield: analog AI eth-
ics. We hope to have laid the foundation for this new area 
of inquiry.

By calling for “analog AI ethics” we name a domain 
where ethical appraisal is sensitive to how computation is 
realized, so that the central normative question becomes: 
when is it ethically better to implement a given capability 
analog rather than digital (and vice versa), as well as which 
further normative questions follow from our decision in this 
regard? This is not reducible to engineering performance. It 
concerns distinct risk profiles and duties that attach to dif-
ferent compute models. Which duties hinge on the compu-
tation we choose (analog vs. digital)? For which tasks does 
a given computation make key ethical aims, like transpar-
ency, stable behavior, or robust privacy, realistically attain-
able? And what tests must a system pass before and during 
deployment? These are all questions that the future of this 
field will include.

To be clear, however, we do not claim that analog AI 
ethics has to reinvent the wheel, that it needs novel moral 
theories from the ground up, or that it rejects or discon-
nects from prior AI ethics. Our claim is more about agenda-
setting: as with autonomous vehicles or generative AI, the 
novelty lies in a targeted problem list that can adapt already 
familiar methods or approaches from existing debates while 
adding analog-specific questions and challenges. Hence, 
the next step is to treat analog computing architectures not 
as curiosities but as live options whose shape matters for 

explainable decision-making and easier human oversight 
due to their higher reliability and precision. Insofar as effec-
tive oversight presupposes that operators can understand 
what the system is doing well enough to predict when to 
trust, slow, or stop it, this speaks in favour of digital AI: 
reproducible behaviour, consistent logs, and stable inter-
faces make it easier to detect out-of-scope operation and to 
intervene in time. Analog AI can be harder to oversee today 
if behaviour varies across devices or degrades with condi-
tions; operators then need simple tolerances, on-the-spot 
checks, and clear escalation paths. However, when com-
bined with neuromorphic architectures, future analog AI 
systems might - thanks to greater systemic explainability - 
provide clearer, more intuitive pictures of module roles and 
interactions, thereby supporting more meaningful oversight 
than current digital pipelines. 

Art. 15 (Accuracy, robustness, cybersecurity): Digi-
tal systems typically make it easier to demonstrate stable 
accuracy under stress tests. Analog systems must evidence 
stability under environmental conditions and aging, and 
resilience to physical-layer interference. Cybersecurity 
measures for analog AI must therefore address both digital 
attack surfaces and vulnerabilities inherent in physical sig-
nal behavior.

Overall, in areas in which the emergence of dangerous 
AI capacities is likely or may have catastrophic effects, 
analog AI seems to be the safer option - for example, in 
highly advanced robotics, biotechnology, simulation-heavy 
research, and general-AI/AGI-oriented work - because lim-
iting integration and replication is itself a safety control. 
At the same time, digital AI still leads in terms of current 
performance, and this raises further trade-off questions in 
the context of safety when analog AI is an alternative. For 
example, would we be willing to compromise not only com-
pliance reliability but also performance in these areas to pre-
vent the potential emergence of harmful AI capabilities?

3  Summary of comparing digital and analog 
AI

Digital AI is the current default. But with analog AI becom-
ing a more viable option in the not-too-distant future, we 
need to ask when to use analog rather than digital AI. Build-
ing on our discussion, several ethically significant contrasts 
ought to be considered:

	● Sustainability: Analog AI is energy-efficient for low-
power applications, while digital AI can achieve sus-
tainability only if there are data centers powered by re-
newable energy.
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ethics: when does that computational paradigm help us keep 
the promises we owe about fairness, privacy, explainability, 
and safety and when doesn’t it? In the near term, progress 
could look practical and human-facing. Before we build, we 
should ask: What is this system for? What will it not be used 
for? What kind of stability or adaptability does this task 
actually need? How will we explain what the system can 
and cannot do? Finally, longer term, the field may create the 
expectation that we justify, not just what we compute, but 
also how we compute. If we can normalize that stance, then 
“analog AI ethics” will mark a way of designing systems 
that keeps people’s interests in view, and leaves room for 
revision as our understanding deepens.
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