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Abstract

Cyber-physical systems (CPS) consist of IT or cyber systems “embedded” in applications in the
physical world. They combine sensors, actuators, control units, operator consoles, and commu-
nication networks. Some of these systems are critical because they are part of an infrastructure
critical for society. Critical infrastructure protection had become a high-profile topic in the last
decade, partly because the use of the Internet and commodity hardware and software has exposed
the industry to security threats from which it has historically been isolated, and partly because the
potential impact of attacks on critical infrastructures can no longer be ignored.

Cyber attacks on physical systems are called cyber-physical attacks. The implications of this
class of attacks, namely the ability to inflict physical damage, are the main difference that puts
them apart from conventional cyber attacks. In this thesis, we show that the security concepts
from the IT domain are not sufficient to describe the security needs of cyber-physical systems
nor are the defenses effective against cyber-physical attacks. We, therefore, propose to treat the
cyber part of a cyber-physical system as a control system and focus on the interfaces between
physical space and cyberspace from the attacker’s perspective. We argue that in the CPS domain
Defense-in-Depth has to be extended to the level of the physical process itself.

This thesis consists of four parts.

In the first part we address the challenge of lacking realistic large-scale test beds for studying
cyber attacks and their effects on physical processes. We present two models of continuous
processes, Tennessee Eastman and Vinyl Acetate Monomer, which we enhanced and instrumented
with capabilities to conduct cyber-physical security research (Chapter 3).

In the second part, using an example of DoS attacks on sensor and actuator signals, we
demonstrate that canonical IT security measures for communication infrastructure are insufficient
to defend against attacks that take advantage of control system properties (Chapter 4).

In the third part we introduce a data security property called veracity or trustworthiness. We
illustrate that data veracity is not a property guaranteed by any of the familiar IT infrastructure
security services and propose a physical process-aware method to detect and locate non-veracious
process data in near-real time (Chapter 5).

Lastly, based on the knowledge gained, we propose a model of the cyber-physical attack life
cycle and illustrate its applicability on the example of designing persistent economic damage
scenario in a Vinyl Acetate Monomer chemical plant (Chapter 6).

We conclude the thesis with the encouragement to further develop process-aware cyber security
mechanisms that do not solely rely on IT security approaches. Directions for future research are
outlined in the conclusions.
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Chapter 1

Introduction

No problem can be solved from the same
level of consciousness that created it.

Albert Einstein

1.1 Cyber-Physical Systems

Advances in computing and networking have added new capabilities to physical systems that
could not be feasibly added before. This has led to the emergence of engineered systems called
cyber-physical systems (CPS): systems where the events in the physical world are managed with
the help of modern advances in computation and control. Complex machines such as aircraft
or robots, building automation systems, smart cities and smart grids, railways and agricultural
systems, medical devices and industrial infrastructures, in general, are examples of cyber-physical
systems. Some of these industrial processes are categorized as critical infrastructures (CI) because
societal well-being depends on their reliability (e.g., water and power utilities). On the other side of
the spectrum of the CPS definition are smaller appliances and gadgets such as consumer electronics
and wearables widely known as the Internet of Things (IoT) devices. Instead of being an inseverable
part of a larger cyber-physical ecosystem, they are stand-alone devices that are programmed for
certain clearly defined applications and rely on Internet connectivity for continuous transmission
of data for analysis and feedback. In our thesis, we consider larger cyber-physical systems such as
industrial infrastructures due to their higher complexity.

Cyber-physical systems were mapped as a research area in a series of National Science Foun-
dation (USA) workshops starting in 2006. This is also when the term cyber-physical systems first
emerged. In CPS physical processes affect computations and vice versa with computations and
physical processes being so tightly integrated that it is not possible to identify whether behavioral
attributes are the result of computations, physical laws, or both working together. In the words of
Edward A. Lee, one of the pioneers of the cyber-physical systems discipline [196]:

As an intellectual challenge, CPS is about the intersection, not the union, of the physical
and the cyber. It combines engineering models and methods from mechanical, environ-
mental, civil, electrical, biomedical, chemical, aeronautical and industrial engineering
with the models and methods of computer science.

As stated in [70], CPS design is subject to a wide range of physical requirements, such as
dynamics, power and physical size as well as to systems-level requirements, such as safety, secu-
rity and fault tolerance. While security is part of the requirements, it is deeply embedded into
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engineering specifications. Security is not seen as “cybersecurity”, a property that concerns the
confidentiality, integrity and availability of information systems and has no intrinsic connection
with physical processes, but as a novel discipline of cyber-physical security — an integration of
physical/engineering and information sciences.

1.2 Cyber-Physical Systems Security

Perceived and real security threats affecting cyber-physical systems have been attracting consider-
able attention in the media, among decision makers, regulators, and in the research community.
Cyber-physical systems, by their very nature, cause effects in the physical world, which in some
cases can have disastrous physical consequences. On one hand, this is an issue that had to be dealt
with already before physical systems were connected to cyberspace. Well-designed systems would
have been deployed with appropriate safety measures in place. Conceivably, those measures can
restrain cyber-physical attacks once they have transited from cyberspace into the physical domain.
On the other hand, those countermeasures were designed under certain assumptions, e.g., physical
security protecting access to premises or independence of component failures. Conceivably, those
assumptions get invalidated once modern Information Technology (IT) systems get integrated
with existing physical plants.

The concern for physical consequences puts cyber-physical systems security apart from the
science of information security. Integrating modern IT systems with existing physical systems
exposes these installations to new security threats. Some of these threats are well-known in IT
security and countermeasures have been studied at length. Those threats are new only because
of a new application area. Other threats may indeed be specific to cyber-physical systems. This
thesis aims at making a distinction between “old” security issues in new settings, and new security
aspects intrinsic to cyber-physical systems that would establish cyber-physical security as an
object of study in its own rights.

1.3 Motivation

The primary focus of academia and industry has been on securing the communication infrastructure
and hardening control systems. There is a large body of literature on how to adapt existing IT
security methods to the characteristic features of the control domain. However modern malware
for persistent attacks may now be equipped with “trusted” certificates, travel in USB sticks and
laptops of “trusted” parties, carry zero-days exploits and rootkits, and propagate through “trusted”
security updates. It is becoming increasingly difficult to prevent, detect and to halt these attacks
based solely on technical security measures deployed in the cyber layer.

It is often claimed that “once communications security is compromised the attacker can do
whatever she wants”. These are presumptuous claims. The attacker may well be able to inject
any input she wants but this does not necessarily amount to being able to influence processes
in the physical world at will. The processes and their actuators have to be properly understood.
Process physics and built-in safety measures might get in the way of the attacker. To address the
limitations of defending a system using only IT methods, a new line of research has focused on
understanding the adversary’s interactions with the physical system. Analyzing the effects of
attacks in the process control domain is a growing area of research.

Figure 1.1 shows the logical layers of a cyber-physical system. While compromising the cyber
layer is essential, the attacker needs to interact with the control system to achieve the desired
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outcome in the physical world. Studying such interactions from the attacker perspective and
understanding needed defenses is the focus of this thesis.
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Figure 1.1: Logical layers of a cyber-physical system

1.3.1 Research Questions

To keep our focus of this thesis on the topic of CPS-specific security issues, we assume an attacker
capable of obtaining the required level of access to the control system environment. Industrial
equipment and environments are commonly characterized by a weak security posture, which
makes our assumption reasonable. We will focus on the aspect of attacker interaction with the
control system and physical process. However, to keep our research pertinent and real, we consider
relevant aspects of the supporting cyber infrastructure whenever necessary and appropriate. One
of the key challenges in conducting this line of research is the lack of accessible cyber-physical
environments for experimentation and testing. Therefore our first natural research question
was about exploring engineering disciplines such as process engineering and control systems for
models of the physical processes (under control) and evaluating their suitability for conducting
cyber-physical security research.

Research Question One Can the available research models of physical processes be used to
study the impact of cyber attacks on physical processes and their supporting control system?

We narrowed our search to the chemical engineering field and chemical plant models. What
makes chemical plants excellent case studies? Chemical plants are large physical processes with
very complex non-liner interdependencies. Their models include disturbances with a wide spectrum
of dynamic behaviors. Also, plant models include simulation of controllers. Chemical plant models
have challenging objective functions to maintain: optimal production, safety and minimization of
production costs. Those functions also allow to numerically evaluate the success of an attack from
several perspectives.

Research Question Two Are there attack vectors and/or attack scenarios that are unique to
cyber-physical systems? Are traditional IT security defenses adequate to thwart CPS-specific attack
techniques?

The art of target exploitation is about finding a previously unconsidered attack scenario(s)
and thus not yet preventable/detectable with security controls. Cyber-physical systems are real-
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time applications that must respond to external stimuli within a finite and predictable period to
remain controllable and productive. The effectiveness of such responses depends on the timely
availability of process state information and the punctual dispatch of accurate control commands.
By taking advantage of sensing and control action scheduling the attacker can orchestrate the
dynamic behavior of the physical process to her advantage. While conventional IT network
security measures, if implemented, prevent highjacking and modification of communication traffic,
they do not deal with the timeliness of data packet arrival.

Research Question Three Are there data security requirements specific to cyber-physical
systems? Are traditional IT data security controls adequate to meet CPS-specific data security needs?

In the IT domain, data and information security are predominately discussed in the context
of the Confidentiality, Integrity, Availability (CIA) model where each component represents a
fundamental objective of information security and is used to guide the development of data security
policies in an organization with associated security controls. In the IT world, information security
requirements only address the data which are already part of the digital infrastructure, the validity
or truthfulness of the data is outside of the CIA scope. Capturing process data or information
about the state of the physical process is a core function of a cyber-physical system. Consequently
ensuring the data received truthfully captures the aspects of the physical world relevant to the
application at hand becomes a crucial fundamental security requirement in the cyber-physical
discipline.

Research Question Four Is the cyber-physical attack lifecycle different from the traditional IT
attack lifecycle or kill chain? What are the essential attack steps to achieve the desired impact in the
physical world?

Adversarial studies constitute an important part of cyber security defense strategies. Attacker
actions are often illustrated in form of a cyber kill chain or attack lifecycle to better understand
how to impede adversarial chances to achieve the desired outcome of a conducted attack. In
the IT domain, the primary focus of such studies is on understanding attacker activities related
to intrusion and maintaining persistent access. The ways of achieving the attack objective are
typically not detailed due to their assumed common knowledge. To achieve an effect in the physical
world, the attacker has to find ways of manipulating physical processes in the target environment, a
skill not commonly found or understood in the IT security community. Insights into cyber-physical
attack steps are required to understand the detours an attacker may have to take to accomplish
her mission in the cyber-physical domain.

1.3.2 Thesis Contributions and Overview

We start the thesis by introducing the concept of cyber-physical systems and explaining the
challenges of securing these systems in Chapter 1. We formulate our motivation and research
questions. Parts of this chapter were previously published in the following papers:

« Cyber-Physical Systems Security, Dieter Gollmann, Marina Krotofil. Book chapter in The
New Codebreakers — Essays Dedicated to David Kahn on the Occasion of His 85th Birthday,
2016

« Securing Industrial Control Systems, Marina Krotofil, Klaus Kursawe, Dieter Gollmann. Book
chapter in Security and Privacy Trends in the Industrial Internet of Things, 2018
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We then introduce background information on process control and Process Control Systems,
necessary to understand the contributions of the thesis in Chapter 2. The introduced preliminaries
are essential for the comprehension of the discussion when interpreting research results and
conclusions in particular. Parts of the Section on Safety Systems were published in the following
papers:

+ Industrial control systems security: What is happening? Marina Krotofil, Dieter Gollmann.
Proceedings of 11th IEEE International Conference on Industrial Informatics, INDIN 2013,
Bochum, Germany, July, 2013

+ Are You Threatening My Hazards?, Marina Krotofil, Jason Larsen. Advances in Information
and Computer Security, IWSEC 2014, Lecture Notes in Computer Science, vol 8639, Hirosaki,
Japan, August, 2014

In Chapter 3, we present two models of chemical processes used as testing environments
in our research. We first explain what makes these models suitable for cyber-physical security
research and then present the modifications to the original models to enhance their research value
and usage convenience. The content of this chapter was introduced in the following publications:

« The Process Matters: Ensuring Data Veracity in Cyber-Physical Systems, Marina Krotofil,
Jason Larsen, Dieter Gollmann. Proceedings of the 10th ACM Symposium on Information,
Computer and Communications Security, ASIA CCS 2015, Singapore, April 14-17, 2015

+ Cyber-Physical Systems Security: Experimental Analysis of a Vinyl Acetate Monomer Plant,
Marina Krotofil, Alexander Isakov, Alexander Winnicki, Pavel Gurikov, Jason Larsen, Dieter
Gollmann. Proceedings of the 1st ACM Workshop on Cyber-Physical System Security, CPSS
2015, Singapore, April 14 - March 14, 2015.

« Rocking the Pocket Book: Hacking Chemical Plants for Competition and Extortion, Ma-
rina Krotofil, Jason Larsen, Alexander Isakov, Alexander Winnicki, Pavel Gurikov, Dieter
Gollmann. White Paper, DEF CON 23, Las Vegas, NV, USA, August 6-9, 2015.

We then discuss the limitations of IT security controls to prevent and detect CPS-specific
attacks in Chapter 4. We first present a novel exploitation method called “Stale Data Attack”
which exploits real-time requirements of CPS and then show the non-trivial amount of uncertainties
the attacker faces when conducting an attack on an unfamiliar physical process. We show that by
adding additional barriers to the exploitation chain it is possible to reduce the attractiveness of
certain attack scenarios even to capable threat actors due to a high risk of failure. The content of
this chapter appeared in the following publications:

« Resilience of Process Control Systems to Cyber-Physical Attacks, Marina Krotofil, Alvaro
A. Cardenas. Secure IT Systems — Proceedings of 18th Nordic Conference, NordSec 2013,
Ilulissat, Greenland, October 18-21, 2013. Springer LNCS, volume 8208: 166—182.

« Timing of Cyber-Physical Attacks on Process Control Systems, Marina Krotofil, Alvaro A.
Cardenas, Kishore Angrishi. International Conference on Critical Infrastructure Protection
VIII, ICCIP 2014 - 8th IFIP WG 11.10, Arlington, VA, USA, March 17-19, 2014

+ CPS: Driving Cyber-Physical Systems to Unsafe Operating Conditions by Timing DoS Attacks
on Sensor Signals, Marina Krotofil, Alvaro A. Cardenas, Bradley Manning, Jason Larsen.
Proceedings of the 30th Annual Computer Security Applications Conference, ACSAC 2014,
New Orleans, LA, USA, December 8-12, 2014
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 Vulnerabilities of Cyber-Physical Systems to Stale Data — Determining the Optimal Time
to Launch Attacks, Marina Krotofil, Alvaro A. Cardenas, Jason Larsen, Dieter Gollmann.
International Journal on Critical Infrastructure Protection (IJCIP), Vol.7 (2014): 213-232.

In Chapter 5 we discuss a data security property intrinsic to cyber-physical systems called
veracity. Process data originate in the physical world and constitute a root of trust. If incorrect,
a control system is incapable of guaranteeing the correct performance of the process. We first
propose an attack scenario in which we forge sensor signals inside of the sensor’s microcontroller
and then propose a process-aware detection method with entropy metrics based on plausibility
and consistency checks. The content of this chapter appeared in the following publication:

« The Process Matters: Ensuring Data Veracity in Cyber-Physical Systems, Marina Krotofil,
Jason Larsen, Dieter Gollmann. Proceedings of the 10th ACM Symposium on Information,
Computer and Communications Security, ASIA CCS 2015, Singapore, April 14-17, 2015

We then propose a cyber-physical attack lifecycle as a framework to design and evaluate attacks
directed at physical processes in Chapter 6. In the example of a Vinyl Acetate Monomer plant
we illustrate the applicability of the proposed attack lifecycle and provide detailed insights into
attacker activities when achieving the desired attack outcome of persistent economic damage to
the production process. The content of this chapter appeared in the following publication:

« Cyber-Physical Systems Security: Experimental Analysis of a Vinyl Acetate Monomer Plant,
Marina Krotofil, Alexander Isakov, Alexander Winnicki, Pavel Gurikov, Jason Larsen, Dieter
Gollmann. Proceedings of the 1st ACM Workshop on Cyber-Physical System Security, CPSS
2015, Singapore, Republic of Singapore, April 14 - March 14, 2015.

To conclude the thesis, we first briefly discuss further research results related to the research
objective of this thesis and which were not included in the thesis to keep its size manageable. We
then propose future directions of cyber-physical research (Chapter 7).

Note on images used in this thesis

Some figures used in this thesis are meant to provide an overall visual impression about the
subject to the reader as opposed to providing details. Such figures can contain elements that may
appear unreadable. Comprehension of these elements is not necessary for the understanding of
the thesis.

1.3.3 About the Title of this Thesis

When we started research for this thesis, we kept an open mind about which research results
would be possible to achieve. The main objective was to separate our line of thinking from the
conventional cyber security concepts and focus on the control and physical components of cyber-
physical systems. As much as possible, we kept our research fundamental in nature so that the
results would be applicable to a wider range of cyber-physical systems and not only to the selected
use-case of continuous processes such as chemical plants. Because the main attack objective
considered in this thesis was to cause a specific or targeted impact on the physical process, we
chose the “process-aware approach” as the main theme of this dissertation.




Chapter 2

Preliminaries: Process Control Systems

IIoT means you license a pump, and it
phones home regularly to make sure you
made your monthly payments.

Michael Toecker

Industrial control system (ICS) also known as Operational Technology (OT) is a collective term
used to describe different types of control systems and associated instrumentation, which includes
end-point devices, systems, networks, applications and controls used to operate and/or automate
industrial processes. Process Control Systems (PCS) is a special case of Industrial Control Systems,
which refers to monitoring and managing continuous or batch processes such as chemical plants
or water utilities in order to ensure the desired output.

Depending on the complexity of a process and the spread of its supporting infrastructure,
the process control function may be implemented with various types of control systems. The
distinction between the major types of control systems is visualized in Figure 2.1 and can be
summarized as follows:

+ Programmable Logic Controller (PLC): Typically used to control a small-size/low complexity
process or a unit of a larger process. The control function of a PLC may or may not be
monitored by a human operator;

« Distributed Control System (DCS): Typically used for a large-scale, complex process in a
single location. DCS includes an integrated control center for supervisory process control
by human operators;

+ Supervisory Control and Data Acquisition (SCADA): Typically used to control a complex pro-
cess distributed via a large geographic area and may include several manned and unmanned
control rooms/centers.

ICS: everything

SCADA: large geographic area

DCS: single location

[PLC: one unit of processj

Figure 2.1: Distinction between various types of control systems
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In practice, SCADA systems have evolved over years and become very similar to DCS in
functionality. It is not uncommon that both types of control systems are used in the same industrial
site, supplemented with PLC-based controls to administer small supporting functions. In this thesis
we focus on the architectures and terminology closely related to distributed control systems due
to their prevalent usage in the (petro)chemical sector and other large-scale continuous processes.

2.1 Fundamentals of Process Control

Process control is an umbrella term for both an engineering discipline and engineered infrastruc-
tures which include various systems and software that exert control over production processes.
Control systems include sensors and data processing electronic units, actuators, networks to
connect equipment, and algorithms to relate process variables to product attributes.

In the process industry process refers to the methods of changing or refining raw materials
to create an end product. Control refers to the methods that are used to control process variables
when manufacturing a product. This is done for three major reasons: (1) Reduce variability, (2)
Increase efficiency, (3) Ensure safety. The first two points are important for plant economy. Reduced
variability lowers operational costs and ensures consistent quality of the end product. Efficiency
refers to the accurate maintenance of optimal production conditions to decrease the production
bill. Precise control is important for preventing runaway processes and ensuring safe operations.

The complexity of modern production processes is usually simplified by dividing the control
load into subsystems containing separate control loops. Control loop is a fundamental building
block of industrial control systems. A block diagram of a basic feedback control loop is shown in
Figure 2.2.

' T &
millR" !
Set point SP error co : MV
@ { Controller ]—'[ Flg?;r%c;r;]ttrol ]—{ Process ]——>
4
1

PV

]
Disturbance

Feedback loop ( Sensor | PV

Q

Figure 2.2: The components of a control loop

A control loop monitors the production process via sensors deployed around the production
infrastructure and interacts with the process through actuators also called final control elements
(FCE). The autonomous control function over a process is achieved through a specialized computing
element called controller. Configuration of the control loop starts with a decision on a set point
(SP) which is the desired value of a certain process parameter, e.g., a tank level L. Level L is called
process variable or process value (PV) and must be kept as close to the setpoint as possible by the
means of control methods (minimization of error). Level L can be measured directly in which case
the PV may be called measured variable, or indirectly by measuring two process variables, e. g., in-
and out-flows. Process variables are fed into a controller containing a control algorithm based on
a complex set of equations. The controller calculates the offset between SP and PV and generates
an actionable controller output (CO) signal to the FCE. The actuator then adjusts the manipulated
value (MV), e.g, flow F’ to bring the process closer to the SP.




CHAPTER 2. PRELIMINARIES: PROCESS CONTROL SYSTEMS

In practice, control loops can be complex. More common are multivariable or advanced control
loops in which each MV depends on two or more of the process variables as shown in Figure 2.3.
The strategies for holding basic and multivariable control loops at setpoints are not trivial, and the
interactions of numerous setpoints in the overall process control scheme can be subtle and complex.
Process interactions may cause loop interactions via hidden feedback control loops and may result
in control loops instability. For this reason, heavy control loop couplings among subsystems are
avoided.

Inner feedback loop

SP1 SP2
Controller Controller
— 1 — — 2 Process |—1—>
PV 1 pv2

Outer feedback loop

Figure 2.3: Multivariable control loop

A variety of process controllers are used to manage processes, e.g., On-Off controllers. However,
the most common control algorithm used in industrial applications is a so called PID controller.

Definition: A Proportional-Integral-Derivative (PID) controller is a control loop mechanism
employing feedback that is calculated according to the following formula:

de(t)
T (2.1)

where K, K; and K, are non-negative coefficients for the Proportional, Integral, and Derivative
terms respectively.

The block diagram of the PID controller described with Equation 2.1 is shown in Figure 2.4a.
The controller continuously calculates an error value e(t) as the difference between a desired
setpoint SP = r(t) and a measured process variable PV = y(t): e(t) = r(t) — y(t), and applies
a correction based on proportional, integral, and derivative terms. The controller attempts to
minimize the error e(t) over time by adjustment of a control variable or controller output u(t) to a
new value determined by a weighted sum of the control terms.

ult) = Kpe(t) + K /0 et dt + K,

P Ke)

| Without Derivative H With Derivative ‘

+
’I“(t) > e(t) I [(,_J‘e(T)dT + ll(t) IP):f?)r(‘;'éés Y(t) >
- + — pV

—co
de(t SP
D K.
(a) Block diagram of a PID controller [312] (b) Impact of signal noise [288]

Figure 2.4: PID controller and impact of a derivative component on controller output

The PID coefficients are tuned (or weighted) to adjust their effect on the process. Controller
tuning allows for optimization of a process and minimizes the error between the variable of the
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process and its set point. Along formal approaches for controller tuning such as the Ziegler-Nichols
and Cohen-Coon methods [288], a “trial and error” approach is often used due to its simplicity. In
this method, the proportional action is the main control, while the integral and derivative actions
subsequently refine it. First, the proportional gain is increased until the output of the loop oscillates
around the setpoint. Once P has been set to obtain a desired fast response, the integral term is
increased to stop the oscillations.

Even though the full PID controller in theory delivers the most accurate controller output,
most practical control systems use very small or zero derivative coeflicients K. The derivative
response is proportional to the rate of change of the process variable and causes the controller
output to decrease if the process variable is increasing rapidly. Because of its inherit properties,
the derivative response is highly sensitive to noise in the process variable signal as shown in
Figure 2.4b. If the sensor feedback signal is noisy, the derivative response can make the control
system unstable. For this reason, PI controllers are the most frequently used in the industry.

An industrial plant may have thousands of measurements and control loops. Plantwide process
control involves systems and strategies required to control an entire plant consisting of many
control loops and interconnected unit operations with the emphasis on structural decisions. The
structural decisions include the selection/placement of actuators and measurements as well as the
decomposition of the overall problem into smaller sub-problems [192, 211]. There are two main
approaches to the problem: a mathematically-oriented approach and a process-oriented approach.
It was acknowledged in [192] that the mathematically-oriented approach to plant-wide control
configuration is difficult to implement practically, both because of the size of the problem and the
large cost involved in making a precise problem definition, which would include a detailed dynamic
and steady state modeling (see also Chapter 3). An alternative to the mathematical approach is
a design procedure based on heuristic rules founded on experience and understanding of the
process (process-oriented approach). One of the prominent heuristic approaches was proposed by
Luyben et al. [211]. The approach is composed of nine steps and centers around the fundamental
principles of plantwide control: energy management; production rate; product quality; operational,
environmental and safety constraints; liquid-level and gas-pressure inventories; the makeup of
reactants; component balances; and economic or process optimization.

While basic process controls are designed and built with the process itself to facilitate fundamen-
tal operational requirements, Advanced Process Controls (APC) are typically added subsequently,
often incrementally over the course of many years, to address particular performance or economic
improvement opportunities in the process. Figure 2.5 illustrates the economic benefits of advanced
process control.

Limit

T

Safety
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APC reduces Operations closer to

No APC (PID) variation the limit

Figure 2.5: Benefits of Advanced Process Control [293]
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One of the frequently employed APC methods is Model Predictive Control (MPC), a class of
advanced process controllers capable of utilizing system information through a well-developed
model and real-time process measurements to predict the future trajectory of the process. This
is achieved through complex predictive modeling, which then allows the control system to take
corrective action in advance, to ensure the process remains within the optimal trajectory in the
future. A key feature of MPC is that future process behavior is predicted using a dynamic model
and available measurements. Due to the requirement of having a high-precision process model,
MPC is predominately used in control loops critical to plant economy and safety.

2.2 Process Control Systems Architecture

The first generation of process control systems used to be pneumatic and based on manually
operated relay systems. Later control systems evolved into analog electronic systems which allowed
to automate the majority of labor-intensive tasks. In the 1970s a new generation of computerized
control systems emerged resulting in a new discipline called computer-aided manufacturing. Over
the past decades, these systems evolved in parallel with general-purpose computing technologies
to become a highly sophisticated distributed ecosystem of applications and hardware systems.
Because computers allowed to automate manual tasks, modern process controls are also called
automation systems or simply automation.

For many years control systems used to be air-gapped with process management being executed
locally within the boundaries of individual production sites. With more data becoming available and
increased complexity of equipment and process control approaches the need for interconnection of
process control and enterprise networks as well as for third-party remote access has emerged. In
the 1990s, T. J. Williams, a member of the Purdue University Consortium for Computer Integrated
Manufacturing, published the Purdue Enterprise Reference Architecture (PERA) that provided
guidance on the interface design between process control functions and enterprise functions [319].
On the premise of the PERA model, the International Society of Automation (ISA) released a
layered network model which described common vendor-independent information flows which
can be applied in any manufacturing or process industry production architecture known also
as the ISA-95 international standard [63]. It quickly became a de-facto standard for operational
technology professionals to think about, design and implement industrial control systems.

To address cyber security concerns and ensure secure integration of OT and IT environments
ISA developed ISA-99 [64] which is currently known as the IEC-62443 series of standards on
the cyber security of Industrial Automation and Control Systems (IACS) [65]. The collection of
IEC-62443 standards and technical reports is organized into four general categories called General,
Policies and Procedures, System and Component. Part IEC-62443-1-1 of the standard specifies how
IACS assets should be organized into network layers based on device function and requirements
as shown in Figure 2.6. The industrial network architecture also involves provisioning of the OT
Demilitarized Zone (DMZ) zone to securely segregate the OT environment from the untrusted
enterprise IT network and the Internet.

The Purdue model and the IEC-62443 reference architecture are often referenced synonymically
due to their direct relation. They are regarded as industry best practice and are a widely adopted
concept model for the logical network segmentation of industrial control systems. Below we give
a summarization of each network level, including example devices and systems, and their functions.
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Level 0: Physical Process, Sensors and Actuators

The lowest level of the automation hierarchy includes the physical process and supporting
physical infrastructure, and defines activities involved in sensing and manipulating the physical
processes. This level is also called Field Level. Correspondingly, sensors and actuators are often
collectively called field instrumentation. Figure 2.7 gives a view of a physical level infrastructure
from a water treatment environment.

Process equipment (static). This group of process equipment includes static process infras-
tructure such as pipes, various vessels and storage tanks, reactors, distillation columns, filtering
and absorption equipment, ovens, etc.

Process equipment (dynamic). This group of equipment includes equipment which, if
actuated/powered. is capable of executing dynamic/kinetic behaviors. Examples include pumps,
compressors, furnaces, fans, conveyers, robots, etc.

Figure 2.7: Physical process infrastructure and field equipment [155]
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Sensing equipment. In broad terms, this group of equipment captures various parameters of
the physical world. Examples include various types of sensors such as temperature, pressure or
flow; proximity, fire and gas detectors; chemical/quality analyzers, etc.

Actuating equipment. An actuator converts a control signal into a mechanical action. Ex-
amples include valves, electric motors, steam or gas turbines, internal combustion engines, etc.
Strictly speaking, although valves are frequently seen as monolithic elements, practically they
consist of two elements - a mechanical part of the valve and devices designed to automatically
control/actuate (valve actuators) and monitor the position of valves in relation to their open or
closed positions (valve positioners). Similarly, pumps are often seen as actuating equipment despite
their actuating function being dependent on the accompanied motor.

In the distant past field instruments were 3-15 psi “dumb” pneumatic-based devices that
performed control via local single-loop controllers. Information was shown locally with gauges
and recorded manually with pen and paper by a technician. In special cases local chart recorders
were used when data needed to be saved for analysis. A small degree of intelligence and ability to
communicate with remote controllers was next added to field instruments in the form of a 4-20 mA
analog signal that represents 0 to 100% of process variable or controller output. Currents less than
3.8 mA or more than 20.5 mA are seen as indicators of a fault and with that provide rudimentary
diagnostic functionality. With the introduction of the HART protocol it became possible to transmit
some data and settings over the 4-20 mA analog signal with up to 1200 bps speed in half-duplex
mode. A major step forward occurred when microprocessors became small and robust enough
for installation in field instruments, enabling local conversion of an analog signal into its digital
representation suitable for transmission over a network. Added computing capabilities allowed
instruments to manage other tasks such as calibration and complex self-diagnostics and with that
transforming them into smart instruments.

Modern smart sensors (also called transmitters) can send back multiple readings along with
alarm conditions. Valves now have computing and data storage capabilities to calculate and retain
in the local data history a current valve signature of pressure vs. stem travel, compared with the
signature when the valve was installed, and provide diagnostic information or alarms based on the
detected differences. Despite the popularity of smart sensors, cheap simpler sensors are still often
used for monitoring on major equipment. For instance, a standard electric motor may now have
over a dozen of sensors providing real-time measurements to determinate the health of equipment.
These data is sent to an upper layer of the control network architecture where it is fed into an
application for predictive maintenance and other purposes.

As the extent of field data consumption increased, field data started to be called telemetry data.
Telemetry engineers are responsible for the accuracy of data during their acquisition in the field, in
transit and storage. It is worth mentioning that raw sensory data rarely can be used directly. The
electrical output of a sensing element is usually small in value and has non-idealities such as offset,
sensitivity errors, non-linearities, noise, etc. Therefore, raw sensor or, more precisely, transducer
output is subjected to signal conditioning such as amplification, filtering, range matching, etc.
Acquired signal conditioning may happen directly in the sensor or in external dedicated signal
processing modules. The example of a conditioned and digitized signal is shown in Figure 2.8a.
Sensor signals are combined together, aggregated with other sensor signals to extract additional
new information about process performance and state of the plant. To drive efficiencies, sensors
are increasingly communicating directly with their vendor monitoring software in the cloud via
cellular networks.
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Figure 2.8: Sensor signal and PLC scan cycle

Level 1: Regulatory Control

The level immediately adjacent to Field Level hosts controlling equipment responsible for
monitoring operating parameters and controlling functions of the physical process and equipment.
This level is called Regulatory or Basic Control. The types of control equipment include PLCs,
Variable Frequency Drives (VFD), dedicated PID controllers, Remote Terminal Units (RTU), etc.
Controllers interface field instruments via analog or digital Input/Output (I/O) modules. In this
section we will use the example of a Programmable Logic Controller to describe the major concepts
related to regulatory control.

The main work flow of the programmable controller consists of two parts: the process of
self-diagnosis and communication response and the execution process of the user program also
called control logic as shown in Figure 2.8b. This work flow is repeated several times a second and
is called scan cycle. In relation to process control, the scan cycle consists of three steps: reading
inputs, solving control logic and writing outputs. The PLC queries each input card and saves
the readings in a variable table (VT). VT contains all the variables needed by the control logic:
setpoints, counters, timers, inputs and outputs. During the program scan cycle, every change in the
I/O of the PLC is ignored until the next program scan cycle. The PLC executes the user program
one instruction at a time and when the program execution completes, the outputs are updated
using the temporary values from VT. The PLC updates the status of the outputs and restarts the
scan cycle by starting a self-check for faults. The PLC scan cycle is an infinite loop which runs
until reboot or power off.

Execution of the scan cycle takes some amount of time. This time is called the scan time and
often amounts to milliseconds (ms). Usually industrial environments mandate real-time control
over an industrial process. Failing to execute control operations in a timely manner may result in
the failure of an industrial process, which leads to unacceptable consequences. To overcome this
problem, the majority of PLCs are equipped with Real Time Operating Systems (RTOS) to execute
their tasks in a predictable manner and within strict time constraints.

User program or control logic, as the name suggests, defines what operations should happen,
when and under which conditions. It also contains so called interlocks which define mutually
exclusive conditions to prevent undesired (harmful) states of the process. Industrial controllers are
programmed by control engineers. The code can be developed in-house but mostly frequently it is
developed by external engineering companies (third-party subcontractors). The source codes of
control logic are stored on the Engineering Workstation and/or on data servers or data shares. The
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Default tag table

Mame Data type Address Retain | Acces.. Writa... Visibl.. Supervis..  Comment
1 < inputs Byte %IB10 ] ] ™) Slot for inputs
2 < Sensorl Bool %110.0 @ @ @ Sensor Conv 1
B < Sensor2 Bool %I10.1 ] ] ™) Sensor Conv 2 for small and big boxes
4 < Sensors Bool %I10.2 ] ] ™) Sensor Conv 2 for big boxes
5 < Sensor3 Bool %I10.3 ] ) ) Sensor for Conv 3
6 < Sensord Bool %l10.4 ] ) ) Sensor for Conv 4
7 < Sensors Bool %I10.5 ] ) ) Conveyor 2 is turned
8 < Sensor? Bool %I10.6 =] =} =) Conveyor 2 is in home pos.
9 < outputs Byte %0B6 =] =} =) Slot for outputs
10 @ MoterControll Bool %06.0 =] =] =] Conveyor 1 moves forward
1 MoterControl2 Bool %06.1 =] =] =] Conveyor 2 moves forward
12 @ MoterControl3 Bool %06.2 ] ]| ]| Conveyor 3 moves forward
L= T TurnControlFwd Bool %0Q6.3 ] ]| ]| Conveyor 2 turns forward
14 @ TurnControlRev Bool %06.4 E E @ Conveyor 2 turns reverse

Figure 2.9: Example of a tag table in a PLC [3]

IEC standard 61131-3:2013 [61] outlines five PLC programming languages. These are split into
two categories: (1) Graphical (Ladder Diagram, Function Block Diagram, and Sequential Function
Chart) and (2) Text Based (Instruction List, Structured Text). Although these languages are vendor
and application agnostic, vendor specific language subsets are common as well. An example of a
ladder diagram with a function block for a Siemens PLC can be seen in Figure A.2. The control
logic is compiled with vendor-proprietary compilers and uploaded to a PLC for execution in form
of bytecode or binary code.

One unique characteristic seen across industrial control systems is their use of points - a concept
not applied in conventional IT systems. Points are responsible for all aspects of an ICS, essentially
denoting a data source or a controllable function. Each point is assigned a unique ID, e.g., I1.1,
DB1.DBX1.1, etc. ID values can be input channels, memory locations or other process specific
variables. Point IDs are supplemented with more logical “friendly” names (e.g., Valve 1) called
tags. Tag names are descriptive and given to points for operator convenience. In large facilities tag
naming/numbering typically follows a site-specific nomenclature in form of a “code” (e.g., TMHS
KQP536NR) and tag description is provided as a separate attribute. Tags typically encode some
meaningful data like plant area code, equipment type, equipment tag, unique sequence number
and similar. Points can be soft or hard. A hard point denotes a physical input or output to/from
sensors and actuators. A soft point denotes results derived from mathematical calculations and
logic actions. From a software perspective, a tag is considered much the same as a variable name. In
essence, points and their associated tags link external devices and process parameters with process
control applications, and can have either Read, Write, or Read/Write permissions. Figure 2.9 shows
an example of a tag table in a PLC.

Controllers communicate with field instruments and with each other via real-time communica-
tions protocols. Many industrial protocols were initially designed to communicate serially over
RS-232/485 physical connections at low speeds, but have since evolved to operate over Ethernet
networks using routable protocols such as TCP/IP and UDP/IP. A good example of this evolution
would be the Modbus protocol which evolved from its serial version Modbus RTU to the Ethernet
version called Modbus TCP. For many years Modbus held the title of the most widely used network
protocol in industrial applications. With time a variety of proprietary and functionally richer
protocols such as EtherNet/IP, PROFINET and EtherCAT began to prevail.

An interlock functionality mentioned above can be also seen as a basic safety feature that makes
the state of two mechanisms or functions mutually dependent. In most applications, an interlock
is used to help prevent a machine from harming its operator or damaging itself by preventing one
element from changing state due to the state of another element, and vice versa. For instance the
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pump should not run if there is no flow or if lubricating material is not supplied. Interlocks can
be not only programmable but also consist of any electrical, electronic, or mechanical devices or
systems such as the Safety Instrumented Systems discussed below.

Safety Systems

Besides basic process control systems (BPCS) Levels 0-1 may also include an independent
control system to carry out safety functions. Safety Instrumented Systems (SIS) provide dedicated
fail-safe operations of high reliability. They are used to protect against catastrophic consequences
such as equipment damage, severe environmental impact and personal injuries/casualties by
shutting down the production application. SIS typically consist of sensors and logic functions that
detect dangerous conditions and final elements, such as valves, that are operated to achieve a safe
state. SIS are categorized by a Safety Integrity Level (SIL) — a performance measure that is related
to the probability that the safety instrumented function will not work when challenged (when
needed). The required SIL may be determined from Hazard and Operability Studies (HAZOP),
Failure Mode and Effect Analysis (FMEA), Layers of Protection Analysis (LOPA), risk graphs, and
other methods. The higher the severity of hazards, the higher the SIL level of the safety controller
must be.

Historically, safety systems were hardwired and segmented off from the main control system.
During recent years SIS evolved to the point where they now include programmable electronic
technology and an IP stack, which allows for over-the-network changes to the functionality of these
system. To maintain high reliability of an SIS, it is advisable to segregate BPCS and SIS functions
with the needed communication conduit being tightly configured. As best practice, the data from
safety systems is first communicated to a regulatory controller via a point-to-point communication
link (Modbus RTU or Modbus TCP) and then forwarded to the systems in the upper layers of the
control architecture. Some vendors offer Integrated Control and Safety System (ICSS) solutions
which combine elements of process control and functional safety into a single architecture. Usage
of such architectures is typically driven by the cost reduction of plant engineering and subsequent
ease of maintenance through integrated tools.

Level 2: Supervisory control

Individual controllers contain only a small portion of control logic and therefore can control
the process to achieve a local optimum at most. As the title suggests, this level is involved into
supervising the control function over the whole plant, typically done by human operators and
engineers. The main component of this level is the control room (or control center) where operators
monitor and control the plant through Human Machine Interface (HMI) software which contains
a graphical representation of the process as shown in Figure 2.10. If several different types of
control systems are used in the plant, their data are jointly displayed in the control room. The
supervisory control function is performed 24/7 in shifts. Whenever a process deviates too much
and requires correction, operators may change a setpoint, manually operate actuators and even
overwrite interlock conditions.

The operators are notified of abnormal process conditions or equipment malfunctions that
require actions to be taken by an application called alarm system. Alarm management is the
most critical function of the supervisory control as the potential consequences of an unresolved
abnormal situation can be dramatic, ranging from significant financial losses to casualties as shown
in Figure 2.11. The alarm systems can include both the basic process control system and the safety
instrumented system, each of which uses measurements of process conditions and logic to generate
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Figure 2.10: Example of Human Machine Interface view [90]

alarms. Packaged systems such as fire and gas systems or complete packaged units are typically
included into overall alarm management systems. Figure 2.12 illustrates the process of alarm
generation, visualization and logging in the alarm system. Most frequently alarm information is
communicated to the operator via an HMI, usually a computer screen or an annunciator panel. The
number of alarms to be triaged per a period of time is strictly regulated to maintain appropriately
sufficient cognitive function by the operators. In process industries the acceptable alarm rate is
equal to 6-7 alarms per hour or 1-2 per 10 min as shown in Table 2.1, with critical alarms not
exceeding 10% of the total number of alarms [128].

3 Respance Time PRIORITY CLASS
; SHORT < 5min L M
g MEDIUM 5—15 min L M
& LONG > 15 min L L M M
g, g HEALTH & SAFETY No/Slight Injury Minor Injury Major Injury Single Fatality | Multiple Fatalities
§ ° ENVIRONMENT No/Slight Effect Minor Effect Local Effect Major Effect Massive
CONSEQUENCE CLASS Negligible Low Medium High Extreme

Figure 2.11: Alarm criticality and consequences cost (source is not specified for sensitivity reasons)

The other systems found at the supervisory level include typical components of a Distributed
Control System: various applications for configuration, maintenance and diagnostics of the control
system, control logic and equipment, databases, communication and batch management servers,
engineering desktops and others. A key element in the control system infrastructure is an En-
gineering Workstation (EWS), a high-reliability and sometimes ruggedized computing platform
equipped with software applications and tools to program and modify the industrial process. It
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Figure 2.12: Alarm system generation and response workflow [62]
Average Alarm Rate H Acceptability H Performance and risk
<10 Very likely unacceptable Inefficient / High Risk
5-10 Likely over-demanding
2-5 Possibly over-demanding Medium performance & risk
1-2 Manageable
>1 Very likely acceptable Efficient / Low Risk

Table 2.1: Impact of alarm rate on operator acceptability and performance, per 10 min in steady state, based
on [128]

includes specialized tools needed to directly communicate with, configure, and update the primary
control equipment such as PLC, BPCS, SIS, intelligent electronic devices (IED) and others. Due to
the nature of its tasks, an EWS contains significant amounts of sensitive documentation specific to
the process and infrastructure design, configuration, and plant operations. It is also frequently used
to store the historic information related to process configuration change. Another key element of
the control system is a purpose-built real-time database (RTDB) for short-term storage of process
data to be consumed by other applications. The process RTDB may also include a local instance
of the data historian application, a specialized software that collects point values, alarm events,
batch records, and other information from industrial devices and systems for long-term storage.
Additional systems may include asset management solutions, local backup servers and any other
system which is required to support plant management operations.

Level 3: Operations Management

At this level reside systems that support functions involved in managing the work flows to
produce the desired end products. Examples include Manufacturing Execution Systems (MES)
and Manufacturing Operations Management Systems (MOMS). These systems take orders and
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business data from the corporate systems to manage production scheduling and dependencies,
ensure production capacity optimization and schedule dispatching of the finished goods. This level
is also sometimes called “shared services” because it hosts applications and services jointly used by
multiple plants such as centralized backup and asset management systems, network management
functions, file servers and others.

Among the pillar systems hosted at this level is the Plant Information Management System
(PIMS) also known as historian. Figure 2.13 shows the Graphical User Interface (GUI) of one of
the most widely used historian software, OSIsoft PI. A PIMS collects and integrates information
about production processes and infrastructures from a multitude of different sources, including
local historian instances from Level 2. Historians use specialized algorithms for lossy and lossless
data compression to reduce storage footprint as well as specialized software to enrich data with
context and visualize statistical trends.

Home p CSAFSERVER p PICoresight p Houston » Extruding Process »

OJ @) ;DJ =2 Heater-5..Gas Flow 61.79 | | Cooling ..tor Amps | | Pump-020|Motor Amps 18.00 | | Pump-020|Model Pump-020..facturer
] el L2 |

23.47 i—

) 16 165 17 175 18 185 19 195 20

» @ compressor-567
*» @ cooling Fan-112
*» ® cooling Fan-209
» ® Cooling Fan-378
@ Feedrate
*» ® Heaters15
» @ pump-020 Description Value Units  Trend  Average  Minimum  Maximum  StdDev Range
» @ pumpa13 oiler-765|Make-Up Water Flow  Make-Up Water Fiow 1800 bord WA 1309 251 32 704 2065
» @ rump329 Boiler-765|Fuel Gas Fuel Gas Flow Rate 1973 ksum Ay 17.78 1211 1085

Cart

P RS Houston Overview

P [& Maintenance
> |22 soiler Startup

» O Pump-020 problem

12:85 Ti:05 oM has h:28 Ti:3s ]

Figure 2.13: Data historian view [185]

It might not always be obvious whether a certain system belongs to Level 2 or Level 3. In general,
no system or application which is directly involved in or depended upon for process control should
be hosted at this level. In other words in case of issues with the L3 infrastructure, it should be
possible to disconnect this network segment from the rest of the OT infrastructure without imme-
diately affecting the process control function. For this reason an essential service such as historical
storage is provisioned at both L2 and L3. However, because L3 hosts such services like scheduling
systems and material flow applications, disruptions at the Operations Management level can lead to
hours or days of interferences in production and enterprise processes, with potential for consider-
able revenue loss. In some instances it might be required to shutdown the manufacturing processes.
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OT Zone

Levels 0-3 of the network reference architecture are collectively called OT zone or Industrial
zone. The rise of automation leading to higher efficiencies has created an increased need for
bidirectional data flows between OT and IT systems. The OT zone is required to be protected from
the Internet-enabled networks such as enterprise layer and any other “untrusted” environments
like third-parties. This is achieved through provisioning of a dedicated perimeter network also
known as Demilitarized Zone which acts as a conduit system between the OT zone and other
external environments.

Level 3.5: OT DMZ

OT DMZ is a recent addition to the Purdue model. Similar to a conventional IT DMZ, the OT
DMZ is a buffer zone where services and data can be shared between two networks belonging to
different trust zones. OT DMZ is the only non-functional level and provides an interface where
IT and OT worlds “converge". For this reason, the OT DMZ level is frequently counted as 3.5
to highlight its extension to L3. Among key functions of the DMZ is to enable communication
between OT and enterprise applications in order to exchange manufacturing and resource data.
For this purpose the historian from L3 is fully or partially mirrored to a historian instance at the
DMZ. The DMZ typically also hosts patch and antivirus servers as well as applications for secure
file exchange and remote access to OT assets for third parties.

When correctly implemented, no communication connection should directly traverse the OT
DMZ, all traffic should originate/terminate in the DMZ. For instance historian data from L3 are
first sent to the historian instance in the DMZ and then sent to L4 for consumption by business
applications. Similarly, all communication flows from the IT network or Internet first land in the
DMZ and are then routed further via newly established sessions.

Level 4: Enterprise network

Level 4 or the Enterprise level, is where IT systems, applications and functions exist tasked
with the management of the entire industrial systems estate and business processes. This is the
level that provides business direction and orchestrates operations with data flowing up from the
shop floor (L1) and decisions flowing down from the boardroom. Examples include Enterprise
Resource Planning (ERP) systems that drive long-term plant production schedules, material use,
shipping, inventory levels and logistics processes, business-to-business and business-to-customer
applications and services as well as various business application such as emailing and voice com-
munication, document management and data centers. This level also hosts various supporting
functions such as advanced data analytics and associated applications, Research and Development
(R&D), Security Operations Center (SOC) and others.

Level 5: Cloud applications

Level 5 or Cloud level does not officially exist in the Purdue or IEC 62443 reference architecture.
However, we added it to illustrate two ongoing trends:

« Increasing desire of enterprises to reduce on-premise hardware footprint and reduce in-
frastructure maintenance cost. Various Software-as-a-Service (SaaS) applications such as
Office 365 and modern endpoint security solutions are the examples of cloud-hosted business
applications. In this regard, Level 5 could be seen as an extension of the office network;
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« Digitalization of the industrial automation to achieve the next level of efficiency and opera-
tional excellence. This trend is also widely known as Industry 4.0 [249], where production
and asset data are being directly fed into so-called data lakes and cloud-hosted applications
for analysis and gathering insights.

In the past, collected data were stored in on-premise servers or data centers and consumed
locally for local decision-making. Later data from various sites started to be aggregated at the
enterprise level for enterprise-wide usage and decision making. With a wider adoption of cloud
technologies and the evolvement of advanced machine learning techniques for big data analytics,
data storage increasingly began to move to data lakes for ease of data sharing and simplified
management of data access by the enterprise users, partners, third-party service providers and
customers.

It would not be possible to cover all the benefits of industrial digitalization. Among the most
mature and widely adopted examples of cloud-based application is Predictive Maintenance [254].
This is a proactive maintenance strategy that utilizes condition monitoring applications to detect
various deterioration signs, anomalies, and equipment performance issues to estimate when a
piece of equipment might fail so that maintenance work can be performed ahead of a potential
breakdown. For this purposes complex pieces of equipment are instrumented with additional
sensors to gather additional asset data as discussed in Appendix E. Instrumentation of assets with
additional sensors is sometimes called asset digitization. Asset data is then used to create predictive
models to detect signs of asset degradation.

Among emerging trends are Cloud-Based Design (CBD) and Cloud-Based Manufacturing (CBM)
which refer to a distributed collaborative cloud-based engineering design services and manufac-
turing model that exploits on-demand access to a shared collection of distributed manufacturing
resources to form temporary, reconfigurable production lines in response to demand [321].

Transformation of the Purdue Model

Asset monitoring and plant optimization applications with data flows utilizing Internet-based
communication and being consumed by cloud-based software platforms has received the name
of Industrial Internet of Things (IIoT) [32]. With the added sensors for asset and process mon-
itoring, the network bandwidth of the BPCS became insufficient to transfer large volumes of
high-resolution telemetry data. As a consequence, it was decided to send IloT data via dedicated
communication channels which included edge processing devices and communication gateways.
Naturally, the Purdue reference architecture does not provide any guidance neither about how
such IIoT communication architecture should be implemented nor how it should be integrated
with the main OT infrastructure. To standardize IIoT implementation, NAMUR, an International
User Association of Automation Technology in Process Industries, came up with the NAMUR
Open Architecture (NOA) which provides guidance on the architectural design of IloT data flows
and intercommunication between IloT and the core process control infrastructure. Figure 2.14
shows such a design for L0-L3/L4 for the reference architecture.

In the future the current Purdue model will continue to be challenged. With the industry’s
growing desire to reduce infrastructure deployment and maintenance costs, L3 and L2 computing
resources are increasingly hosted in the cloud in form of Infrastructure-as-a-Service (IaaS) [59].
This trend will inevitably compel deployment of a DMZ zone in the cloud as well, calling for
rethinking security requirements and the architectural design of the Purdue reference model. In
the future, with L3 and L2 applications being consumed as SaaS offerings, the Purdue architecture
will transform even further.
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Figure 2.14: Open NAMUR reference architecture for IIoT applications [26]

Data processing in industrial automation

With the introduction of computer-aided manufacturing, data became the most essential
ingredient of automation and processing this data into information became a substantial task
of control systems. The key to handling information was the establishment of a transparent
data flow inside an automation system with a strict subdivision of the data processing into a
hierarchical model which resulted in an architecture known as automation pyramid [63] and
shown in Figure 2.15. Established by the ISA-95 work group, this model became a foundation
for the Purdue reference architecture discussed above. Allocation of devices to automation levels
highlights the varying time constraints associated with data collection and response. The direction
of the process data flow is bottom-up, while management and control data flows from top to
bottom, with each layer adding latency, predominately related to data aggregation and analysis
strategies.

At the level of regulatory/local control (L1) data has momentary significance and is used
merely for real-time process corrections. Data exchange between field instrumentation and control
equipment is happening in milliseconds or seconds intervals and data processing mostly addresses
the quality of the sensed signals. While industrial controllers mostly operate on raw data, the
systems in the upper layers of the automation pyramid operate on the information extracted from
the data. Field data are contextualized for extracting useful observations by the means of various
data processing and analysis techniques such as filtering, conditioning, aggregation, transformation,
correlation and others. Supervisory control is about short-term tactical control by process operators
and medium-term strategic monitoring by process supervisors and process managers. Process
information is used for displaying trends, alarm management and overall situational awareness
with data significance lasting in sec-min for operators and min-hrs for supervisors. Incorrect
processing of process data may result in partial or complete loss of situational awareness as further
discussed in Chapter 5 and Appendix C. Information at the level of operations management is
concerned with correcting plant performance drifts and strategic long-term planning.
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Figure 2.15: Automation pyramid according to ISA-95

In the past reliance of industrial equipment and software on proprietary protocols posed
significant challenges to centralized acquisition of process data. To bridge the “communication
gap’, an industrial automation task force consisting of industrial vendors and end users developed
an OPC standard for communication interoperability in 1996 [106]. OPC stands for Open Platform
Communications or OLE (Object Linking and Embedding) for Process Control in the initial version
of the protocol name. OPC serves as a bridge between both Windows-based software applications
such as historians and various process control hardware as well as control equipment of different
vendors. Figure 2.16 illustrates the OPC communication topology for data acquisition. To date,
OPC has become one of the most widely used interfaces for accessing process data not only in
OT but also in IIoT applications and allows building multi-vendor architectures in a “plug and
play” fashion. Thus OPC’s latest version OPC UA (Unified Architecture) is adaptable to different
transport layers depending on the application-specific requirements and use cases, and offers
vertical and horizontal integration, including field, edge and cloud. Also, OPC UA makes use of a
universal Quality-of-Service (QoS) concept, which includes real-time communication capabilities
with guaranteed bandwidth and low latencies.

m—' 0% — E —’E?u\@

—
<>
B, = g:l.—
N d XXX oa
Field Controllers OPC . Data consuming
instrumentation /PLCs servers OPC clients applications

Figure 2.16: OPC communication topology
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2.3 Cyber-Physical Attacks

ICS have traditionally been designed for dependability, durability, economic efficiency and safe use.
Pervasive computerization and automation of control systems has enabled vertical and horizontal
systems integration and introduced cyber interdependencies [262], which became a source of
disturbances which are unusual and difficult to foresee. Subtle control loops, cascading failures and
malware propagation were the price for increased efficiency. Technology has improved efficiency
but at the same time has become a source of concerns. In the past few decades plants have
undergone tremendous modernization. What used to be a panel of relays became an embedded
computer. What used to be a simple analog sensor is now an IP-enabled smart transmitter [227] with
multiple wired and wireless communication modes, a large number of configuration possibilities,
and even a web-server so that maintenance staff can calibrate and setup the device without
approaching it. While security engineers try to limit the attack surface, vendors keep introducing
novel opportunities for remote exploitation of the physical processes and equipment.

Pervasive “cyberfication” became a source of concerns about plant vulnerability to both random
cyber failures and security attacks. On one hand embedded computers have enabled the governing
of physical applications to achieve desired outcomes. On the other hand physical systems can
be instructed in the same way to perform actions that are not intended. As a result software
code which does not inherently possess tangible force can potentially acquire destructive capacity
through the ability to instruct physical systems to malfunction. Cyber attacks on physical systems
are correspondingly called cyber-physical attacks. The implications of this class of cyber attacks,
namely the ability to inflict physical damage, is the main difference between cyber-physical and
conventional cyber attacks.

What is not always understood is that breaking into a cyber-physical system and taking
over its component(s) is not enough to achieve a desired physical impact. After all, breaking
into a system is not the same as breaking a system. Executing successful cyber-physical attack
requires a body of knowledge that is different from what is commonly employed in the information
technology field. In particular, the attacker needs to understand signal processing [306], control
principles [288], the physics of process behavior [211], the mechanics and failure conditions of
the equipment [36, 188, 289], etc. Moreover, different types of CPS are subjected to fundamentally
dissimilar failure modes the conditions of which first need to be discovered [36, 188, 289]. Figure 2.17
illustrates the distinction between the two constituents of cyber-physical attacks based on the
attack objective. In the following sections we describe some intrinsic aspects of cyber-physical
exploitation as well as the current threat landscape and state of threat actor abilities to execute
cyber-physical attacks.

Cyber-Physical
Attack

SN

Cyber Physical
Compromising components Engineering attack to cause
of computing/communication physical impact on process
infrastructure or equipment

Figure 2.17: Multidisciplinary components of cyber-physical attack
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2.3.1 Timing Parameter

Cyber attacks in the IT domain do not generally depend on timing aspects. Exceptions being
instances such as race conditions, Time-of-Check to Time-of-Use vulnerabilities, or cross-site
scripting attacks that rely on getting access to session cookies before they expire, where attackers
need to make sure that their attacks occur within a tight window of time. In cyber-physical systems,
however, timing plays a major role as the physical state of the system evolves continuously over
time and some states might be more vulnerable to attacks than others. Timing also characterizes
the sensitivity of a cyber-physical system, e.g., it may take minutes for a chemical reactor to
burst [271], hours to heat a water tank or burn out a motor, and days to destroy centrifuges [187].
Understanding the timing parameters of the physical processes does not only allow an attacker to
construct a successful attack but also to maximize the desired impact (e.g., long-term damage to
the system).

The dynamic evolution of process variables can be described with a simple model consisting of
process gain, dead time, and time constant. The process gain describes how much the process will
respond to a change in controller output, while dead time and time constant describes how quickly
the process will respond (Figure 2.18). Precisely, dead time describes how long it takes before a
process begins to respond to a change in controller output, and the time constant describes how
fast the process responds once it has begun changing. Controlling the processes with large time
constants is a challenging task causing operator stress and fatigue [214]. The described timing
parameters are not only important for the design of a control algorithm but also for the attacker to
design an effective attack.

ST OUTPUT
Q.
8 100% T
A Output
< Kz — —
JL 63l2 ° A Input
%
‘g INPUT
£
< Dead | Time
T time | constant
= 6 =r— T—>| — TIME —

Figure 2.18: Time constants in process control, based on [288]

Attackers and researchers have shown numerous ways of compromising and controlling the
digital systems involved in process control [1, 55, 94, 159, 275], hereby raising the possibility that
catastrophic failures in the physical world can result from taking control of those digital systems.
When an attack transitions from control of a digital system to control of a physical process, physics
becomes the controlling factor instead of the digital rules encoded into the microcontroller.

A single bit flip can engage the burner under a tank of water, but the water will still
take hours to heat regardless of the state of the controller outputs. Changing the
state of the outputs does not immediately put the process into a vulnerable state. An
attacker needs to take into account the timing and state of the system and act when
the process is in the vulnerable state.

The key questions are when the process will reach the vulnerable state and how long it will
take after the start of the attack to achieve the attacker’s goals. Since the exact answers to these
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questions may not be known to the attacker, there may be considerable uncertainty with regard to
the timing of the attack. Feedback loops are capable of governing the process when it is operated
within expected boundaries. However, as the process is pushed further away from the normal
conditions, the effectiveness of the control loops becomes less known. Correspondingly, timing
parameters become more uncertain and the process may enter an uncontrollable state. Moreover,
the field instrumentation is calibrated to measure the process within certain predefined limits and
may be inadequate to describe the process when it operates outside its configured region [270].

Consider a piping infrastructure in a plant. Fluid dynamics plays an important role in the
exploitation of the piping systems. Pipes are typically designed to the maximum expected design
pressure of the system, but a water hammer may amplify the system pressure by as much as six to
ten, or more, times the original, intended design pressure and cause pipe rupture [197]. A classic
water hammer or a hydraulic shock is caused when a fluid in motion is forced to stop or change
direction suddenly, e.g., when a valve closes suddenly at an end of a pipeline system (Figure 2.19).
The resulting pressure surge travels upstream at a sonic velocity causing pressure change in the
pipe. Certain timing parameters such as speed and frequency of the valve closing, period and
velocity of the wave propagation must be considered by an attacker while designing the damage
scenario on the piping system.
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Figure 2.19: Water hammer

Every physical phenomenon in nature is best experienced in moderation and their extremes may
yield disruptions and damages. Resonance and vibrations are common threads which run through
almost every branch of physics and mechanics. Taken to an extreme, they occasionally cause a
bridge to collapse, a helicopter to fall apart and other detrimental effects. Understanding the nature
of their occurrence and susceptibility of the physical and mechanical systems to their exposure
is the foundation for many classes and types of cyber-physical attacks [188]. The equations to
compute conditions for the occurrence of unwanted forces and determination of their unsafe levels
are available in the literature [197, 289]. However, the design and execution of such attacks in the
cyberspace would require strategic and timely manipulation of the process variables.

To give an example of the above mentioned attack scenarios, we consider a catastrophic
accident at Sayano-Shushenskaya Dam, Russia’s Largest Hydroelectric Power Station in 2009 (75
killed) [136]. It was caused, among other reasons, by excessive vibrations which wore down the
bolts that kept the turbine in place and by a consequent water hammer which ripped the turbine
out of its seat. Additionally, another time-related parameter was involved in the accident. The
working life defined by the manufacturer for the turbine was specified as 30 years. At the moment
of the accident the age of the turbine was 29 years and 10 months. Vibrations and shocks degrade
equipment robustness over time. Therefore the exploitation regime of an aged machinery must be
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selected with care in order not to overstress it. Fragility of the equipment at the end of its designed
exploitation time can be abused by the attacker.

2.3.2 Safety vs. Security

In the physical world safety is a primary concern. In the context of CPS, safety systems have the
critical function of detecting dangerous or hazardous conditions and taking actions to prevent
catastrophic consequences on the users and the environment. The industrial control community
has substantial experience in identifying and addressing potential hazards and operational problems
in terms of plant design and human error, used to minimize the effects of atypical situations and
to achieve a safe outcome from a situation that could have resulted in a major accident. Even
before somebody is allowed to visit a plant, they usually must watch a safety training video. Many
industrial companies have a large screen displaying the number of days elapsed since the last
safety accident.

However, the evolution of safety systems is largely built on the ability to interconnect systems
and to automate notifications and alarms in the event of safety breaches. As a result, safety systems
became vulnerable to cyber attacks. In the past the relationship between safety and security was
studied in the context of dependable computing (Figure 2.20). Compared to previous work on
determining common approaches to safety and security, which had its focus on IT or system-design,
see, e.g., [199, 241], we include the underlying physical processes in our considerations.

Availability E—
Reliability
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Confidentiality
Integrity —
Maintainability

Dependability — — Security

Figure 2.20: Dependability and security attributes, based on [21]

Both cyber security and safety have distinct histories and have developed their own bodies
of work. In both disciplines basic concepts have developed into a language that can be used to
describe best practices. However, the current efforts to secure critical infrastructures have used
the language of cyber security drawing little from the language of safety. Architectures are most
often described in terms of security boundaries and not in terms of hazards. This cyber-oriented
view of the world has been codified into standards and regulations governing process control.

One regulation illustrating this point are the NERC CIP standards [239]. Under this regulation
a control system is broken down into a set of “control centers”. The communications between
control centers and to outside entities defines an electronic security perimeter (ESP). Not all control
centers are required to be defended. Simple tests are used to determine whether a particular control
center is required to be defended to achieve compliance with the standard. However, most of the
tests are cyber-oriented. The only safety-oriented test is that the control system should have the
ability to shed 300 MW of load. All other hazards such as bringing a generator out of phase [327]
or energizing a line during maintenance work are not considered by the standard.

The NIST 800-53a standard has a similar flavor [152]. Its general hardening recommendations
such as password lengths are applied broadly to the devices used in process control. The standard
is meant to be applied to all industrial processes without any additional considerations for the
specific product being produced or manufactured.
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In both cases, there is no need for the implementer to understand the inherent hazards of the
system. Hazards are simply seen as part of the nameless devices residing at the lowest level of
the control systems architecture, whereas cyber security controls are implemented as a barrier on
top of these devices, frequently in the form of firewalls. The danger of this line of thinking is that
all parts of the process are often grouped together into a single security compartment without
any regard to how the parts of the process interact with each other and, specifically, how these
interactions are being key factors to the safety of process

Safety and security are sometimes described as two sides of the same coin [72]. If the attacker
can compromise safety systems through cyberspace and prevent them from performing their
intended protection function, a security incident may lead directly to a catastrophic event. Security
and safety are interconnected but both have different missions and employ different vocabularies.
In order to understand their “separation of concerns”, in the simplest way, the relationship between
security and safety can be explained with the diagram shown in Figure 2.21. If the attacker manages
to breach a security perimeter and gains access to the plant infrastructure, there are still several
layers of safety protection in place to prevent harm to the process, equipment, personnel and
environment.

Security incident

Threats . Hazards  Time
% >
Layers of security Layers of safety
protections protections

Figure 2.21: Relationships between security and safety

From a safety point of view, any device that can fail is an additional risk. A firewall might
physically catch fire, or it might be misconfigured and suppress important messages. As emergency
cases are rare, uncommon messages will be sent especially often in cases when they are important.
Message encryption makes it harder to monitor the communication channels. Message authentica-
tion failures might refuse valid messages. Key management may introduce further potential points
of failure.

Safety and security are related and require similar mindsets, e.g., investing resources for
something not to happen, but there are also some fundamental differences in the way of thinking.
In a safety system, failures are usually assumed to be accidental. Failure probabilities of individual
components are thus by and large independent. If the probability of an engine failure in an
airplane is 1 in 100.000 flights, the probability of two engines failing is 107'2; this is then the
failure probability for a plane that can land safely with one engine. In security, failures are not
independent. An attacker attempting to manipulate one device is likely to also attack the fallback.
An attacker’s next step may depend on what has been observed so far. Events deemed so unlikely
that they are simply not accounted for, such as a name containing valid SQL commands, may be
triggered intentionally by an attacker.

Finally, security and safety have opposing update regimes. IT security employs frequent updates
such as installing patches, upgrading firmware or adding new firewall rules to react to new security
advisories. On the other hand, an engineering system once approved is expected to remain safe if
left untouched. Any change in software or operational practices must be followed by an extensive
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safety revision. Failing to do so can result in casualties. For example, after an update of the SAP-
based maintenance software at DuPont without a subsequent safety review, an alarm notifying on
a due date for a hose change disappeared. As a result, a hose used to transfer phosgene from a
cylinder to a process wore out and catastrophically failed spraying a worker in the face resulting
in his death [273].

With the increasing digitalization of the safety systems and their interconnectivity with other
systems such DCS and historians, there is a growing risk for these systems to be compromised
and not being able to provide their protective function. This will be further discussed in the next
section.

2.4 Industrial Control System Threat Landscape

In the IT domain, the ultimate objective of the attackers is often to obtain data (e.g., intellectual
property or specific records). Misuses in the OT domain are much more concerning as the attackers’
goal is to cause an impact in the physical world. The concerns are exacerbated by the fact that
most control equipment, systems and protocols either lack fundamental security controls or do not
have them properly configured. As compensating security measure, it is possible to segregate OT
equipment from the high-risk networks and Internet via the OT DMZ. However, many industrial
environments either do not have this network layer or have it implemented with very limited
capability. As a result, susceptibility of the OT zone to human-assisted or malware compromise
remains high. Figure 2.22 shows the timeline of publicly-known attacks which had manifested in
physical consequences. We added two targeted reconnaissance campaigns because their activities
were directed at collecting information related to execution of cyber-physical attacks.

Maroochy Ukr Power Ukr Power VPNFilter, @ Insider attack
Water, 2000 Stuxnet, 2010 Grid, 2015 Grid, 2016 2018 )
@ Reconnaisance
o ® ¢ ¢ i i i e > @ Nuisance
Los Angeles, Havex, 2013 Kemuri Water, Triton, 2017 Oldsmar Water, ~  Physical impact
2006 2016 2021

@ Physical impact

Figure 2.22: Historical time of cyber-physical attacks

In general, the concept of control systems misuse to achieve specific physical impact is not
novel. Before becoming a target of external threat actors, control systems were subject to insider
attacks. Among the most frequently discussed cases is an attack on the Maroochy Shire sewage
treatment process in Queensland, Australia in 2000. A disgruntled contractor who had installed
the radio-controlled waste management system, used commercial radios to interact with control
equipment and caused millions of litres of raw sewage to spill out into local parks and rivers,
contaminating creek water and causing death to local marine life [287]. In 2006 two traffic engineers
in Los Angeles remotely accessed the city’s traffic control system and changed the duration of the
red light at four busy intersections located near freeways and major destinations in Los Angeles
as part of a labor union protest. They also inserted a code that prevented an easy fix of the hack.
It took a few days to resolve the traffic gridlock caused [122]. As can be noticed from these two
examples, insider attacks can be especially damaging thanks to intimate knowledge of the systems
possessed by the insider employees.

The epoch of external targeted attacks on control systems started with Stuxnet, malware that
was designed to limit the pace of the Iranian uranium enrichment capabilities [98]. Among the
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distinctive features of Stuxnet is the amount of multi-national efforts invested into its develop-
ment [330] which makes it a special case not only in the ICS space but also in the overall history
of cyber security. The cyber-physical payload of Stuxnet was implemented in two distinctive
variants [187]. The first payload was designed to over-pressurize centrifuges by keeping exhaust
valves within the centrifuge cascades closed. This attack scenario turned to be not sufficiently
reliable. The second payload variant targeted the centrifuges’ rotor speeds to over-speed centrifuge
rotors and to take them through their critical (resonance) speeds/frequencies. While Stuxnet did
not significantly set back the Iranian program due to its premature discovery, it opened the Pandora
box of cyber-physical attacks and prompted other nation state threat actors to ramp up their cyber
activities in the ICS space.

Not long after the Stuxnet discovery, industrial organizations primarily in the USA and Europe
were targeted with a malware campaign which hypothetically could have been a reconnaissance
stage preceding a Stuxnet-like sabotage attack. A malware named Havex was designed to search
for OPC servers and collect information about connected field instrumentation [148]. While
no malicious code targeted at process manipulation was discovered, with the obtained process
configuration data such capability could have been added to Havex with just a few lines of code. In
another instance, an attack campaign targeted a wide range of networking devices in 2018 included
components for detecting and logging Modbus TCP traffic [294]. It is not uncommon to relay
industrial traffic over the Internet without protection [236]; the attackers used this knowledge to
identify sources and destination of such traffic together with process data payloads.

In the safety discipline a near miss is an event not causing harm, but having the potential to
cause injury or ill health [146]. Two cyber-physical attacks in 2016 and 2021, both on water utilities,
could have potentially caused significant harm to the population but resulted only in nuisances.
Partly due to attacker “incompetences” and partly due to the safety measures in place [96, 201, 313].
In both cases threat actors exploited weaknesses in the Internet-facing systems, obtained remote
access to the control applications and modified the ratios of chemical components entering the
water treatment process. In both cases process manipulations were promptly identified and
reverted to normal values. While there was no danger to public safety due to strict water quality
controls before water leaves for public use, the attackers could cause damage to process equipment
through chemical contamination. The amateur and naive way of conducting these attacks suggests
opportunistic attackers who were not driven by a deterministic objective of achieving specific
outcome.

Although opportunistic attacks may potentially result in harmful outcomes, high-precision
attack are much more concerning. Besides Stuxnet, there were three other targeted cyber-physical
attacks with physical consequences in past years, all happening in a short period between 2015-
2017:

« Attacks on three power substations in Ukraine, 2015; malware family — BlackEnergy3 [91];

On December 23rd, 2015 a major coordinated attack on electrical utilities in three different
regions in Ukraine left hundreds of thousands of inhabitants without electricity for about
six hours in total. The attackers compromised remote access to the operator console in the
OT network, and used HMI software to open circuit breakers. Simultaneously, in one of
the regional utilities, the attackers updated Serial-to-Ethernet converters with malicious
firmware to make them inoperable. This ensured that even if the operator workstations
were recovered, it would not be possible to re-close the breakers in the affected substations
remotely, requiring manual remediation. Only thanks to the timely restoration of power
supply the attack did not result in casualties or other significant consequences.
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« Attack on a power substation in Ukraine, 2016; malware family — Industroyer [329];

Just before midnight on December 17th, 2016 a 330kV substation north of the Ukrainian
capital Kiev went offline, affecting the population in a part of Kiev and a surrounding area.
Forensic investigation has discovered malicious software on several SCADA servers which
was used to disconnect circuit breakers via scripted networking commands. In contrast to
the attack in 2015, the final subversion activities were not executed manually by human
threat actors but instead scripted into an autonomous malware framework. As during the
previous incident, the power supply was manually restored in timely fashion, avoiding
serious consequences.

« Attack on Safety Instrumented System in a refinery in Saudi Arabia, 2017; malware family -
TRITON [159].

While both attacks on the Ukrainian power grid could have potentially resulted in significant
impact on the civilian population via collateral consequences, the TRITON attack on the
Triconix safety controller directly undermined the safety of human workers in the victim
facility. TRITON is a passive software implant with read, write and execute capabilities,
residing in the controller’s memory and activated by a special network packet. While TRITON
was discovered at the stage of its installation, once successfully installed the implant allows
to remotely reprogram safety system with an attacker-defined payload. In the worst-case
scenario the TRITON capability could be extended to controlling I/O functions and denying
safety shutdown functionality during hazardous events. Figure 2.23 shows the block diagram
of the 3008 Triconex electronic board with main and I/O processors located on the same
board and communicating with each other via shared memory. With this hardware design,
passing commands to safety instrumentation could be implemented with minimal efforts.
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Figure 2.23: Architecture of a model 3008 main processor [60]

When mapping the attacks discussed above against a traditional layered representation of
an ICS network, it becomes apparent that cyber-physical exploitation tactics are following an
evolutionary path, clearly picturing the ongoing “race-to-the-bottom” trend between ICS threat
actors and defenders. This trend refers to the tendency of the attackers to move their exploits one
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layer down as soon as security controls are introduced at some layer of the computer or network
architecture. While OT asset owners begin to harden operator consoles and embrace ICS network
monitoring solutions, the attackers are already moving their exploits into the control equipment
as illustrated in Figure 2.24.

Internet & Cloud
Solutions

=&
Office network [:l (((I)) L%
=

|1 | Level
5

Leve!
4

OT DMZ

Operations

[ )
-
g
3 il | Management
i\
E Supervisory ) z BlackEnergy3
2 2! | control (2015)
Industroyer
° Regulatory control (2016)
E il | & safety systems p——
(2017)
° Physical process, —
) | sensors, actuators \ 4 Physical
- P process

Figure 2.24: “Race-to-the-Bottom” exploitation trend in Industrial Control Systems

In the 2015 attack on the Ukrainian power grid, the attackers leveraged unauthorized access to
the HMI via remote access software to open the breakers and de-energize the substation. With
that, the attack was executed at the level of supervisory control by compromising more familiar
Windows-based IT systems. However, executing ICS attacks at this level is less reliable due to
readily-available security controls for Windows systems. In the 2016 power grid incident the
attackers launched their exploits at the industrial protocol layer. Before the 2015-2016 events very
few industrial organizations invested in visibility solutions for their control networks. This is why
Industroyer activities were not detected at the time of the attack. With increased awareness of
security risks and OT network monitoring solutions readily available on the market, investing in
offensive capabilities at the level of control networks has become less practical. In the 2017 TRITON
attack, the attacker moved their exploit all the way into the control equipment at the regulatory
control level. The reason for this strategy is the lack of exploit mitigation and detection capabilities
in most of the embedded components deployed within the ICS and a lack of tools to support
compromise assessment and forensic analysis of these systems. Therefore, in the foreseeable
future embedded exploits are likely to remain undetected for an extended period. Also, the lack of
international regulations in using cyber warfare against critical and vital infrastructures does not
discourage the execution of cyber-physical attacks, further motivating threat actors to continue
with the race.

It is not uncommon for sensing devices and even actuators to be accessible either physically or
via exposed communication channels. Examples include wireless sensing devices located too close
to the physical fence of an industrial facility or devices placed in accessible places. The attackers
can take control over such end-point devices and use their connectivity to a wider network to
compromise systems located in the upper layers of the Purdue reference architecture. This control-
systems specific exploitation scenario is sometimes called “hacking upstream”. In one instance
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the attackers were able to exfiltrate a large volume of data from a casino by compromising an
Internet-connected thermostat in the casino’s aquarium [217]. In another example, the researcher
demonstrated how the attacker can trigger software vulnerabilities in an ERP system such as SAP
in a multistage attack which starts with compromising HART transmitters [29]. Industrial facilities
in remote locations which rely on radio transmission lines are especially susceptible to such attack
scenarios [209].

Every industrial environment is unique. Creating customized payloads is laborious and not
scalable. It is natural for the attackers to search for (1) design payloads that require little proprietary
knowledge about the target environment (e.g., configuration parameters, understanding of the
process data), (2) reusable cyber-physical attack scenarios. The second variant of the Stuxnet
payload is an early example of a reusable damage scenario. Its payload targets a common weakness
of all rotating equipment: namely, equipment overstress through operation at harmful frequencies.
With minor modification, this payload can be re-used against other types of rotating equipment such
as motors or turbines. The Industroyer malware is among the more recent examples of re-usable
cyber-physical payloads. Its attack logic is relatively simple: find all or selected controllable signals
on RTUs and OPC servers and change their status to off. The attackers used publicly available
protocol specification documentation to discover the needed points in the control equipment instead
of relying on the substation’s configuration information, which makes the Industroyer attack
scenario applicable to any substation worldwide. To maximize their success chances, the attackers
implemented attack logic in four different modules for four widely used industrial protocols in the
electrical sector as shown in Figure 2.25. A launching module was pre-programmed to execute all
four payloads simultaneously at the predefined time. This success maximization strategy can be
compared to a heap spray attack on computer systems. The Industroyer attack framework is also
extensible in that it can be easily enhanced to support additional protocols.
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Figure 2.25: Industroyer payload components

Previously, limited access to industrial equipment, software and proprietary engineering
documentation were thought to be the main barrier to entering the ICS exploitation field. The
situation has changed significantly over the past decade. If previously one would need to be a
legitimate buyer to buy certain types of industrial equipment such as safety systems, nowadays
such equipment and related software can be freely purchased at e-commerce platforms such
as eBay [92] or Ali Baba [129]. Also restricted and proprietary documentation such as various
engineering documentation, equipment manuals and development guides, specification sheets,
trainings, purchasing documentation and others are frequently uploaded to public file repositories
such as Scribd [151]. Industrial software executables, firmware for industrial equipment, control
logic, configuration files are often uploaded to Virus Total [304] and GitHub [150]. It is also not
uncommon when engineers and subcontractors expose sensitive documentation via improperly
configured file servers [235].

To make use of the vulnerabilities discovered in the ICS equipment, they need to be weaponized.
There is a growing effort in the security community to produce exploits for publicly disclosed
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ICS vulnerabilities for both research and commercial purposes. This includes stand alone exploits,
e.g., as Metasploit modules [255] and commercial frameworks such as SCADA+ Pack [119], which
includes both public and 0-days vulnerabilities in one exploit pack. To close the gap in lacking tools
for ICS exploitation, researchers and security practitioners developed repositories with ICS attack
instruments, e.g., [77, 242, 279, 296]. Additionally, a significant effort was dedicated to developing
password bruteforces and creating libraries of the default/commonly used credentials for industrial
equipment [76, 78, 276, 302]. As anything publicly available, such repositories of attack tools lower
the bar for threat actors with an interest in ICS exploitation. It is worth mentioning that it took only
a few months until a detailed technical analysis of Industroyer [55] became publicly available and
just a couple of weeks for the TRITON attack framework to be uploaded to the GitHub repository
after incident disclosure [88]. Although pulling off successful cyber-physical attacks still requires a
significant amount of specialized skills and expertise, the accessibility of tools and exploit modules
is making it easier for threat actors with limited resources to bridge their knowledge gap.

Although ransomware became a prominent threat to ICS environments in the past few
years [246], we do not consider this threat in this thesis because its impact on the physical process
is either collateral, caused by poor or missing segmentation between OT and IT networks [35], or
tailored to increase the chance of receiving the ransom by stopping some critical monitoring and
controls services [37]. We limit our scope to targeted cyber-physical threats directed at causing a
pre-defined impact in the physical world.

2.5 Conclusion

With the introduction of computer-aided manufacturing, significant effort was put into the stan-
dardization of industrial architectures and communication flows resulting in concepts like the
automation pyramid and the Purdue reference architecture. With the growing business need to
exchange data with enterprise systems and users as well as provide remote access to complex
pieces of machinery, the industry has focused on finding best practices for securing automation
systems from potential external threats and avoiding any disruptions in control systems function-
ing. However, being a conservative industry, the adaptation of security practices in automation
has been much slower than the desire of the business for the better economic performance of
the plants, resulting in increasing discrepancies between technological advancements such as the
usage of cloud technologies and efforts to identify and mitigate associated security risks.

The Industrial Control Systems threat landscape has changed dramatically over the past few
years. New threats have emerged, exacerbating global concerns brought about by Stuxnet, the
first known cyber-physical attack. Although modernization and wider connectivity introduced
opportunities for remote exploitation of control systems, attempts to disrupt a process without
clearly understanding the consequences of the attack actions on the physical process are likely to
result in a minor nuisance instead of an actual disruption. In order to achieve the desired cyber-
physical effect, the attacker requires a body of knowledge that is different from what is commonly
employed in the IT field. For instance, it takes a specially-crafted attack to bring the process into a
needed vulnerable state or the attacker needs to wait for a process to be in a particular state before
executing her attacks. In the pre-Stuxnet era, ICS exploitation was considered a boutique skill
mostly possessed by state-sponsored threat actors. However, the previous status quo has been
challenged over the past decade thanks to wider accessibility of OT equipment, open-source attack
tools, and information, allowing less resourceful threat actors to participate in the ICS domain in
support of economic, political and military interests.
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Chapter 3

Damn Vulnerable Chemical Process
Framework

The secret to getting ahead is getting
started.

Mark Twain

3.1 Introduction

One of the challenges of cyber-physical security research is the lack of realistic large-scale testbeds
for studying complex cyber attacks and their effects on physical processes. Well-known realistic
testbeds are Secure Water Treatment (SWaT) [218] and Electric Power and Intelligent Control
(EPIC) [267], hosted by the iTRUST research center at the Singapore University of Design and
Technology (SUTD). These testbeds were conceived, designed and built collaboratively by SUTD
faculty members, international consultants, and engineers from public utilities in Singapore. Each
testbed mimics a smaller in scale realistic industrial process and is built from popular models
and brands of industrial equipment. The high fidelity of these experimental environments is
certainly very beneficial to multidisciplinary researchers when conducting cyber-physical security
experimentation. However, building and maintaining such testbeds requires specialized personnel
and significant financial investments. Thus, at the time of writing, external users were charged an
hourly rate of $900 ($400 for internal students) for testbed usage [155]. Provided that scholarly
research requires extensive experimentation for statistical analysis and discovering edge-cases,
research on a realistic testbed can prove economically prohibitive. Going further, additional repair
expenses are inevitable if the testbed is damaged as a result of a successful experiment aimed at
physical disruption. Additionally, unsafe experiments are not permitted by safety regulations. This
means that testing on the realistic testbeds is limited to a set of well-calculated experimental use
cases, which do not jeopardize the safety and physical integrity of the equipment. Clearly, this
restriction imposes further significant limitations when conducting research on realistic testbeds.
Out of these considerations, a more affordable and safe way of conducting cyber-physical security
experimentation is using simulated process models.

In the process engineering domain, developing models of physical processes is an integral part
of a cost-effective R&D process. Process simulation is a model-based representation of chemical and
other processes in software, intending to optimize designs and operating procedures of plants and
individual units. Process simulation software has long been instrumental to industrial and academic
research groups in aiding “trial and error” experimental approaches. Also, models allow for close
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collaboration between chemical, control and process engineers. While the chemical engineers
model complex thermodynamic interactions within the plant, control and process engineers devise
suitable control algorithms and plantwide control schemes and optimize equipment design. The
ability of the control system to support plant chemistry is then tested in closed-loop simulations.

Developing process models is time-consuming and costly, therefore the majority is kept propri-
etary. Conceivably, running complex process simulations requires highly-specialized software,
which is also often kept proprietary or available with expensive licenses. Out of these consid-
erations, several open-source models of realistic industrial plants were proposed in the process
control community (e.g., [11, 25, 51, 87]) to focus on industry-relevant problems and to allow the
comparison of research results. The research question we pursue is whether these models could be
adapted to study the various aspects of cyber-physical system security.

In this thesis we consider two public process models, Tennessee Eastman and Vinyl Acetate
Monomer. We chose these models for their size and complexity. Both models are large-scale
nonlinear dynamic models, which can be simulated in Matlab [219]. While Matlab is not an
open-source software, it is one of the most popular software environments for engineers and
scientists, and it is more affordable than other commercial dynamic process simulators.

In 1993 Down and Vogel published a model of a Tennessee Eastman (TE) industrial chemical
process for the purpose of developing, studying and evaluating process control technologies [87].
For many years their model has proved to be beneficial to the process control community serving
as a realistic check on the industrial and practical relevance of novel process control solutions.
Many publications have appeared about the TE process which has become one of the most popular
research process models.

One disadvantage of the TE model is that the details about chemical reactions and involved
equipment are omitted. The dynamic behavior of the plant was provided in the form of a simulation
in Fortran code accompanied by a flowsheet, a steady state material balance, and a qualitative
description of the key process characteristics. As a result, this implementation does not allow
studying specific research questions related to the modeled process. To address the continued
interest among researchers to have additional industrial benchmark processes, Luyben and Tyreus
published details of an industrial process for the production of Vinyl Acetate (VAC) also known
as Vinyl Acetate Monomer (VAM) in 1997 [210]. This model involves real non-ideal chemical
components, a realistically large process flow sheet and consists of several standard unit operations
that are typical of many chemical plants with the recycle stream and energy integration. In this
regard, the VAC process model is a step ahead compared to the TE process model.

In this chapter we describe how we enhanced the models to support cyber-physical security
experimentation and which research questions can be effectively studied with process simulators.
Consequently, in the following chapters, we show how we used the proposed experimental
framework in our research.

3.2 Framework Description

Damn Vulnerable Chemical Process (DVCP) is an open-source framework developed for cyber-
physical security experimentation based on the two above mentioned models of chemical plants [179,
180]. The naming of the framework follows the naming of two well-known “damn vulnerable”
frameworks from the IT security domain, namely Damn Vulnerable Linux (DVL) [277] and Damn
Vulnerable Web Application (DVWA) [295]. These frameworks are intentionally vulnerable Linux
distribution and web applications, created for the purpose of studying a variety of security topics
and legally practicing exploitation techniques in a controlled environment.

Since the control strategies for both plant models were designed without considering any
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potential malicious interaction with the plant, it makes them a suitable test case for researching
what it takes to convert a cyber attack into a successful cyber-physical attack. The frameworks can
be utilized for Red-Team (offensive) type of research questions such as the discovery of novel attack
vectors, designing individual attack instances and complex coordinated attacks. Consequently
the “defenders” can study the resilience of processes to cyber attacks, develop and evaluate
risk assessment methods, robust control algorithms, attack detecting techniques, process-aware
authentication methods, etc. The framework can be used as a standalone experimental environment
or as a physical layer in a distributed industrial control system testbed [39].

3.2.1 Tennessee Eastman Process

The Tennessee Eastman (TE) test problem is an industry-based chemical process (the entire plant)
from the Eastman Chemical Company, where the components, kinetics and operating conditions
have been modified for proprietary reasons. This process was first proposed in 1990 at the annual
meeting of the American Institute of Chemical Engineers (AIChE) and it remains among the most
frequently studied chemical processes to date.

Process description

The plant produces two liquid (lig) products from four fresh gaseous (g) reactants involving two
irreversible exothermic reactions composed of chemicals A, C, D, E, G and H:

A(g) + C(g) + D(g9) — G(lig), Product 1,
A(g) + C(g) + E(g9) — H(lig), Product 2.

The process has five major operation units: the reactor, the product condenser, a vapor-liquid
separator, a recycle compressor and a product stripper as shown in Figure 3.1. The gaseous
reactants and products are not specifically identified. Feed C' is not pure and consists of 48.5% A
and 51% C.

The gas phase reactions are catalyzed by a substance dissolved in the liquid phase in the
reactor. The reactor is pressurized and relies on an internal cooling system to remove the heat
produced by the reactions. The byproducts and inerts are purged from the system in the vapor
phase using a vapor-liquid separator, products G and H exit the stripper base and are separated
in a downstream refining section. The plant has 12 degrees of freedom (valves) for manipulation.
In total 41 measurements are involved in process monitoring. The first 22 measurements are
continuous, the rest are sampled composition analyses from chromatographs with a delay of 0.1 or
0.25 hours, depending on the process variable.

The system can be operated in six distinctive modes which are determined by G/H mass
ratios. Mode 1 is a base case with G/H = 50/50. The goal of the plant operation is to maintain
desired production rates and product composition within +5mol% while keeping other variables
within specified operational limits. The process control goal is to minimize variability and absorb
disturbances. If the process exceeds its safety limits, it automatically shuts down. The initial
problem statement does not give recommendations about how the plant should be controlled.
Instead control engineers are challenged to come up with their own control strategies, e.g., [193,
211, 222, 261]. The original TE process has more degrees of freedom (valves) than necessary for
control and the engineers are free to decide which ones to utilize. The resulting control structures
are usually designed to meet a specific control objective, e.g., optimal steady state, maximum
rejection of process disturbances, ensuring on-demand production rate, adapting to an on-supply
reactants rate or a combination of few objectives. Optimization of the control strategy is typically
subject to several constraints and an optimal solution is not always feasible.
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Figure 3.1: Plantwide chemical process under control-based on [193]

Matlab/Simulink Model Description

For our experiments we selected the TE Matlab model developed by Ricker [259] as its implemen-
tation was well documented. The model utilizes the self-optimizing control strategy proposed
in [193]. The simulated control scheme consists of 18 proportional-integral (PI) controllers, 16
process measurements denoted as XMEAS{1-5;7-12;14;15;17;31;40}, nine valves denoted as XMVs{1-
4;6-8;10;11} (three valve positions are constant), and nine setpoints which form eight multivariable
control loops and one single feedback control loop as specified in Table 3.1. There are two auxiliary
control loops for improved management of the production rate. The first loop generates a contrib-
utory control value which is used in the calculations of the XMV{1-4;6;7}. A second auxiliary loop
is used to calculate additional control values for D- and E-feed rates, depending on the G mol%
in the product flow (stream 11).

The full notation and units of process characteristics, including operation constraints, can
be found in [87]. The default simulation time of a single experiment is 72 hours. There are two
metrics readily available to evaluate the result of plant operations: product quality defined as G
mol% in the product flow and operating costs. Additionally, it is possible to measure time to plant
shutdown due to exceeding safety constraints. Each simulation run generates in total 53 plots: 41
XMEAS, 11 XMV and operating costs. Additionally, a real-time production monitor is available.

The process description includes a flowsheet, steady state material and energy balance as well
as the operational constraints of both the optimal steady state operations and the process shutdown
limits (safety limits) [87]. Depending on her goal (economic impact or physical disruption), the
attacker would have to violate these specified constraints.

By default, the model operates in a steady state (without disturbances). The original problem
statement includes typical set points and load changes, which along with other listed disturbances
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MV Valve Variable 1 Variable 2
XMV(1) D-feed rate %G in product FI (stream 2)
XMV(2) E-feed rate %G in product FI (stream 3)
XMV(3) A-feed rate Recycling rate FI (stream 1)
XMV (4) C-feed rate %C' in purge FI (stream 4)
XMV(5) Compressor (recycle)  Constant Constant
XMV(6) Purge flow rate Reactor pressure FI (stream 9)
XMV(7) Separator underflow Separator level FI (stream 10)
XMV(8) Stripper underflow Stripper level FI (stream 11)
XMV(9) Steam feed rate Constant Constant
XMV(10)  Reactor cooler Reactor temperature —
XMV(11)  Condenser cooler Reactor level TI (stream 13)
XMV(12)  Agitator speed Constant Constant

Table 3.1: Valves and measured variables

Normal operating limits Shutdown limits
Process variable Low limit High limit Low limit High limit
Reactor pressure none 2895 kPa none 3000 kPa
Reactor level 50% 100% 2.0m3 24.0m3
(11.8m3) (21.3m>)
Reactor temperature none 1500C none 1750C
Product separator level 30% 100% 1.0m? 12.0m3
(3.3m>) (9.0m>)
Stripper base level 30% 100% 1.0m? 8.0m?3
(3.5m>) (6.6m>)

Table 3.2: Process operating constraints [87]

illustrate different aspects of TE process operations. From the attacker point of view, the most
interesting process information is the operation constraints presented in Table 3.2. In total there
are 20 disturbance modes IDV{1-20} and four set point changes which can be selectively included
in the simulation. This information is valuable to the attacker as any change in operations causes
variations in process behavior which in turn is reflected in the process measurements (sensor
signals).

All process measurements include Gaussian noise with standard deviation typical of the
measurement type. Depending on the noise level and shape of the signal, sensor signals in the
TE process can be roughly divided into four distinct groups (Figure 3.2). Type 1 is characterized
by few distinct peaks and low noise level. Type 2 is distinguished by multiple noisy signal peaks.
Type 3 can be described as a very noisy variation of Type 1 signals. The Type 4 signals distinguish
themselves by the overall slow signal amplitude change with high amplitude noise. Depending
on the process state, the noise floor of sensor signals may differ substantially. For instance, A
feed flow F4 is of Type 4 in a steady state, of Type 2 under disturbance IDV(11) and of Type 1
with disturbance IDV(8) active. This information might not be known to the attacker upfront and
contributes to her uncertainty.
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Figure 3.2: Different types of sensor signals in the TE process

Model Enhancements to Support Cyber-Physical Security Research

To begin with, we redesigned the initial model of the TE process by Ricker [259] to include
simulation of typical attacks classes such as data integrity and Denial of Service (DoS) attacks on
the process variables (sensor signals) and the manipulated variables (controller output to actuators).
Instrumentation of the TE Simulink model with attack blocks is shown in Figure 3.3. Note that
the Simulink model is multi-layered and care must be taken to ensure correct implementation
and propagation of the attack parameters through the hierarchy of the layers. A functional
implementation of the integrity attack on sensor signal in an individual controller is illustrated
in Figure 3.4. We also implemented output and storage of the attack data in the work space for
further analysis and visualization. Additionally, we enhanced the Simulink model with a graphical
user interface for a convenient setup of the desired attack parameters. For instance, for an integrity
attack on sensor signals, the user can choose attack value, attack time and its duration (predefined
or random) as well as the frequency of the attacks (single or periodic). We also implemented an
option of feeding a predefined sensor values stream from a file. The user may run several attacks
in parallel or sequentially (chain several attacks).

We made a few further improvements to the Simulink model of the process to enhance the
statistical evaluations of the experiments. The initial model did not allow any randomness in the
simulations to guarantee repeatability of the disturbances to plant operations. Therefore, each
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simulation run produced identical results. It was a significant disadvantage of the TE model as
it was not possible to statistically evaluate the impact of the attack and defense strategies. We
modified the original code by generating a new seed for the random number generator for each
simulation run while preserving the underlying dynamics of process behavior. If needed, the user
can switch off the randomness or set a specific seed. Also, in the original implementation, the
process data is downsampled to 100 samples per hour (s/h) before being stored in the Matlab
workspace. Downsampling of sensor signals significantly changes the noise profile of raw signals.
Therefore, we implemented the output of the raw sensor data with a sampling rate of f,=2000
s/h which is used during the actual real time simulation runs. Because the sampling frequency of
sensor signals has significant impact on the attacker strategies, we implemented the possibility to
set up a custom f; value.

Evaluation metrics are indispensable for measuring any activity. In process control, optimizing
operating costs is among the prime goals along ensuring safety. Therefore, we introduced an
additional metric to measure attack success from the monetary standpoint, which is described
below. The economical performance of the TE plant can be estimated twofold. Firstly, via operating
costs, expressed in $/h and calculated as [87]:

(purge costs)(purge rate) + (product stream costs)(product rate) +

(3.1)

(compressor costs)(compressor work) + (steam costs)(steam rate) = total costs.

Operational costs are primarily determined by the loss of raw materials in the purge stream. The
purge rate has the greatest impact on cost due to material losses (cost of chemicals being purged)
and costs of running the compressor, which cycles non-condensed components back to the reactor
feed. Any attack which has an impact on the purge flow rate has a proportional impact on the
production costs.

Another economic indicator is product quality G mol% in the product flow. Extensive experi-
mentation has shown that very few attacks have an impact on product composition that could
be considered as harmful. This indicates that the control configuration implemented in the TE
Matlab model is robust against disturbances that could impact required product composition. For
this reasons, we introduced an additional metric — product throughput — to estimate the influence
of an attack on the final product throughput:

Flripm?® /b x Gmol% = Gm?/h. (3.2)
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Figure 3.4: Functional implementation of integrity attack on sensor signal in TE Simulink model

To illustrate the usage of this metric, we executed an attack on the purge valve, making it to
open. The attack resulted in lowered reactor pressure and reduced reactor efficiency. As shown in
Figure 3.5a, high losses in the purge expectedly resulted in a significant increase of operational
costs (Eq. 3.1). Due to decreased reactor pressure, the feed of the reactants was regulated to the
lower rate, resulting in the decreased throughput of the final product as shown in Figure 3.5b
(Eq. 3.2).

Attack modeling

The adversary’s goal is to cause tangible impact on the process, either on its safety or on its
economy. At the level of the regulatory or supervisory process control the attacker can either
tamper with the sensor readings or modify the manipulated values issued by the controller via a data
integrity attack (man-in-the-middle (MITM), packet injection, replay, etc.) or deny communication
between process and controller via a DoS attack on the communication network or equipment
(flood, starvation, packet drop, packet delay, etc.).

Let S;(t) be a PV or MV sample at time ¢, where 0 < ¢ < T, and T the duration of the
simulation; time is discrete. The attack interval 7, is arbitrary and is limited by the simulation run
time 7. In our setting, we simulate the manipulated signal S] during a data integrity attack as
follows:

SI(t) = Si(t), forté¢T,
Se(t), fort e Ty,

where S¢(t) is the modified PV or MV measurement (attack value).
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Figure 3.5: Economic impact of the attack on purge valve

During a DoS attack on a sensor signal new sensor measurements do not reach the controller.
During a DoS attack on a controller signal new manipulated variables do not reach an actuator.
Translated into the real world scenario, the controller’s input register assigned to storing the
measurements of a particular sensor will not be overwritten by a fresh value during the next
control cycle run as would happen in a normal case. If X;(¢) is a measurement of sensor 7, Y;(?) is
a manipulated variable for actuator j and the attack starts at time ¢,, we have:

X (1)

where X7 is the stale data reading (the last process value received by the controller before the DoS
attack) and Y is stale manipulated variable (the last MV received from the controller before the
DoS attack).

1) and Y}'(t) = Yj(ta —

In the context of Process Control Systems DoS attacks are similar to integrity attacks. The only
difference is in how the attack value is brought about: by choosing a DoS approach the attacker
has to attack at a specific time (e.g., when a valve is all the way open or closed). The advantage
of the DoS attacks is that they can be used to manipulate the process even if control traffic is
authenticated and the integrity of data packets is protected. This is because during DoS attacks,
malicious actors simply delay or drop data packets instead of modifying them. This will be further
discussed in Chapter 4.

3.2.2 Vinyl Acetate Monomer Process

Vinyl acetate (VAC) monomer is a commodity chemical and is an essential building block used in a
wide variety of industrial and consumer products. VAC is a key ingredient in resins, intermediates
used in paints, adhesives, coatings, textiles packaging, automotive plastic fuel tanks and many other
final products. Detailed information about the product, including regulatory, health, environmental,
and physical hazard information can be, for instance, found on the web page of Dow Chemical
Company [298]. Note, that in this thesis we adopted vinyl acetate (VAC) abbreviation instead of
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more commonly used vinyl acetate monomer (VAM) because of the original naming of this process
in the introductory paper [51].

Process Description

In the VAC process, there are ten basic unit operations, which include a vaporizer, a catalytic plug
flow reactor, a feed-effluent heat exchanger (FEHE), a separator, a gas compressor, an absorber, a
carbon dioxide CO, removal system, a gas removal system, a tank for the liquid recycle stream,
and an azeotropic distillation column with a decanter.

The route for vinyl acetate manufacturing used in the process model is the same as employed
in today’s manufacturing and involves seven chemical components. Ethylene C,H,, oxygen O,,
and acetic acid HAc are provided as both fresh and recycled feeds and are converted into the vinyl
acetate with water H,O and carbon dioxide CO, as byproducts. The fresh C,H, stream contains
an inert component C,H,. The following reactions take place in the reactor:

Main reaction: C,H, + CH,COOH + ; O, — CH,=CHOCOCH; + H,0,
Side reaction: C,H, +30, — 2CO, + 2H,0.

The reactor contains tubes packed with a catalyst. Both reactions are highly exothermic and
require tight control of the reactor cooling. The side reaction of ethylene combustion to CO, is
highly undesirable as it lowers the conversion and complicates the removal of the reaction heat.
Details of the ethylene combustion kinetics in the synthesis of vinyl acetate are presented in [137].

The reactor effluent is sent to the separator, where gas and liquid are separated. The vapor
from the separator goes to the compressor and the liquid stream becomes a part of the feed to
the distillation column. The gas from the compressor is recycled back to the reactor through the
absorber and the CO, removal system. The liquid products, VAC and water, are withdrawn from
the decanter. Figure 3.6 illustrates the process flowsheet with correspoinding control structure.

Vinyl Acetate Monomer Process
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Figure 3.6: Vinyl Acetate Monomer plantwide process control structure
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Detailed process description, including the reaction rate expressions, steady state process
data and the major aspects of each unit operation are covered in [210] and Chapter 10 in [83].
To protect the proprietary information of any specific VAC production facility, the kinetic data,
process flowsheet information, equipment data and modeling formulation in the published process
came from sources in the open literature, e.g., in [210] and references therein.

Safety constraints

Two key safety constraints exist in the process. Exceeding either of the safety limits will shut

down the process via interlocks:

+ O, concentration must not exceed 8 mol% anywhere in the gas recycle loop to remain outside
the explosivity envelope of ethylene. More on the limits of oxygen concentration in gas
mixtures can be found in [331].

+ The pressure in the gas recycle loop and distillation column must not exceed 965 kPa (140
psi) because of the mechanical construction limit of the vessels.

Operating constraints

The process constraints must be maintained to ensure efficient production without interruptions
for maintenance. They are specified as the following upper and lower bounds for key process
variables:

« The peak reactor temperature along the length of the tube must remain below 200°C to
prevent mechanical damage to the catalyst, which would require shutdown and catalyst
exchange.

+ Liquid levels in the vaporizer, separator, absorber base, distillation column base, and decanter
must operate within the limits of 10-90%.

« Reactor inlet temperature and the hot side exit temperature form the heat exchanger must
remain above 130°C to avoid condensation of liquid.

« Organic phase in the decanter must contain less than 600 mol/million of acetic acid to prevent
product contamination.

+ The VAC composition in the bottoms stream must remain below 100 mol/million to prevent
polymerization and fouling in the reboiler and vaporizer.

In contrast to the TE test process, the VAC model is not accompanied with the operating
objective costs function for process control optimization. Instead, the economic objective was
formulated as balancing trade-offs in maximizing vinyl acetate production and recovery while
minimizing the carbon dioxide production and energy consumption.

Control Model

Similarly to the authors of the TE process, Luyben and Tyreus proposed a set of control requirements
but did not suggest any process control scheme, challenging the research community to come up
with their own control approaches, e.g., [83, 211, 245, 278]. The majority of the control design
implementations were kept proprietary due to high modeling costs. The process model includes
246 states, 26 manipulated variables XMV{1-26}, and 43 measurements XMEAS {1-43}. A complete
description of the process model formulation, assumptions, and implementation can be found
in [51]. The process model utilizes a control scheme proposed in [211]. Figure 3.6 depicts the
location of the control loops. The numbering of the control loops follows the numbering in
Appendix 2 in [51]. Some manipulated variables are fixed, their control loops are not shown.
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Model Enhancements to Support Cyber-Physical Security Research

The original authors of the Vinyl Acetate plant built a rigorous nonlinear dynamic model of the
process to verify the feasibility of simulating the plant. Details on the assumptions and details of
the modeling are described in Section 5 in [210]. Initially, the simulation model was implemented in
TMODS, DuPont’s in-house dynamic simulation environment, which was not available for public
use. In several academic works on vinyl acetate, process models were implemented in specialized
commercial simulation tools such as HYSYS [68], Visual Modeler [278], Aspen Plus [278] and others.
To make the process model available for a wider range of users McAvoy et al. have developed
a simulation model of VAC for Matlab [52] which we adopted for our experimental framework.
Both the steady state and dynamic behavior of the Matlab model were designed to be close to the
TMODS model.

Originally, process equations had been modeled in Matlab and then translated into C-routines.
The C codes were compiled into “MEX functions” and could be called within the Matlab environ-
ment. A separate m-file was responsible for the control of the VAC process (scheduling of the
C-routines) with a developed multiloop Single-Input, Single-Output (SISO) controller architecture.
Additional four Matlab routines were developed for plotting the results of the simulations. No
simulation data were output to the workspace for further analysis. Also, the initial model did
not provide any interface to the code of the VAC process mode. Therefore, any manipulations of
the model inputs (e.g., setpoint or controller update) had to be carried out directly in the C code,
requiring its re-compilation.

Considering the number of variables in the complex VAC process and the inconvenience
of manipulating the process within the source code, we have developed a Simulink model of
the process. Initially we had developed a user interface and attack codes without building a
Simulink model. Several months of the experimentation have revealed limitations of this approach.
Simulink [220] provides an interactive, graphical environment for modeling, simulating, and
analyzing the dynamic systems at any level of details. Simulink models are compact enough
to be understood with moderate effort. Additionally, the interactive nature of Simulink allows
easy experimenting by changing the model and its parameters, and immediately observing what
happens. Thus, modeling of attacks on a selected process component can be done easily by adding
a function block with several lines of code. Such functionality suits well the “what if” nature of
cyber-physical exploitation.

To allow users to benefit from our experience we designed the Simulink Model for the VAC
process similar to the one used in the TE model. We also named manipulated variables as XMVs and
controlled variables as XMEAS to maintain consistent notation between the TE and VAC Simulink
models. Similar to the TE model, we instrumented the VAC Simulink model with a user interface for
a convenient update of simulation parameters and setting up attacks on individual components. We
also implemented an output of the simulated data to the workspace for further analysis and enabled
their automatic visualization (Figure 3.7). Besides, we fixed several implementation mistakes in the
process code and made several improvements to its control model to make the process more stable.

In general, the advantage of the VAC model is that it consists of realistic components. Therefore,
one can easily modify and enhance the process model with further simulation code, e.g., change
catalyst decay conditions or add dynamics of the pumps.

3.2.3 Comparison of TE and VAC Processes

To better understand the advantages and disadvantages of both process models, we compare them
based on essential characteristics and numerical parameters. Table 3.3 compares the complexity
between TE and VAC processes. Involvement of the real non-ideal chemical components and the
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Figure 3.7: Visualization of simulation results

TE VAC
# sections 5 10
# states 50 246
# measurements 41 43
# MV 12 26
# modes 6 1
# setpoint changes 4 2
# disturbance modes 20 5
Process complexity | Medium | High

Table 3.3: Complexity comparison of the processes

Table 3.4 compares different features of the TE and VAC process model implementations. The
availability of literature on the VAC process specifics allows to design high-precision targeted
attacks. In contrast, the absence of a prior information about the TE process makes it an excellent
case study for emulating “grey-box” exploitation use cases. In addition, the TE model includes
a wide choice of the disturbances with both plantwide and local effects. The disturbances add
uncertainties to the process behavior and can make exploitation more challenging. Note that since
the exact chemistry of the TE process is unknown, there is no literature on the process details.
However, there is a large number of works on the topic related to TE process control and safety. In
contrast, VAC is a real process. There is a large body of literature on the specifics of the individual
unit operations and chemical reactions.

In [211] Luyben et al. specify a number of complexities and interesting dynamic effects of the
VAC process. The Vinyl Acetate process quickly becomes unstable if pushed outside of the steady
state conditions. In contrast, controlling the TE process is rather straightforward and the process
is more robust to malicious manipulations. Both processes have control loops with small and large
time constants and exhibit fast and slow dynamics, depending on the change in the operating
conditions.
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TE | VAC

Chemicals and reactions are specified

Equipment is specified -

Safety constraints

|+ + |+

Operating constraints
Operating cost function
Sensor signal noise

# 4|+ |+ |+
1

Process randomness -

+
1

Predefined process code

Literature on the process - +

Table 3.4: Comparison of process models features; * enabled by us

3.3 Potential Applications of the Framework

As was mentioned above, the TE and VAC models can be used as standalone testbeds, encompassing
physical and regulatory layers (L0-L1) of the process automation reference architecture (Figure 2.6).
With respect to the cyber-physical system model (Figure 1.1), the DVCP framework covers physical
and control layers as a stand-alone framework. If combined with hardware controllers and a
distributed control infrastructure, which represents the cyber layer, the DVCP can serve as the
physical layer of the cyber-physical system.

DVCP as part of the (distributed) control infrastructure

In our initial approach, we used the TE model as part of the distributed control infrastructure
consisting of a hardware PLC and an HMI to study intrusion detection possibilities with a network-
based Intrusion Detection System (IDS). As a Proof of Concept (PoC) we implemented an attack
on situational awareness by the process operator. This type of attack was realized in Stuxnet [187].
The details of our setup and the results are presented in Appendix A.2. Since the goal of our
research had been to focus on regulatory (control) and physical layers, it became apparent that
adding additional hardware to the model did not add much value to the experiments but increased
troubleshooting and maintenance efforts. This is why we opted for using the DVCP framework in
a standalone mode.

Among notable examples of the TE process model being used as part of a distributed ICS
architecture is the cybersecurity performance testbed developed at the National Institute for
Standard and Technology (NIST) [39, 40]. The main objective of the testbed design was “to emulate
real-world industrial systems as closely as possible without replicating an entire plant or assembly
system”. Therefore, the testbed utilizes a variety of IP-routable and non-IP-routable industrial
protocols, and typical industrial systems such as PLCs, OPC servers, historians and others. The
testbed was conceived to serve as a guide on how to implement security safeguards effectively
without negatively affecting process performance (hence, the usage of realistic hardware). A
secondary objective was to measure the performance of industrial control systems while undergoing
a cyber-attack, with resiliency being a central focus of the experimentation.

To evaluate the applicability of specific security controls to different industrial processes, the
physical layer of the NIST testbed is decoupled from the rest of the distributed control infrastructure
and constitutes separate enclaves for individual physical processes. Figure 3.8 shows a high-level
architecture of the testbed with the Tennessee Eastman process.
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Figure 3.8: TE process enclave network diagram [40]

DVCP as standalone testbed

Working with the combination of control equipment/protocols and the physical process can
be arduous. Once a cyber vulnerability is understood it is easier to abstract its potential impact
and to apply it directly to the process model. For example, in Chapter 4 we demonstrate the
susceptibility of physical processes to “stale data” brought about by DoS attacks on communication
links between the controller and the process. We first present specific design weaknesses of the
control equipment which would allow to launch DoS attacks and make the control equipment
operate on stale data. After that, we demonstrate how those vulnerabilities can be made exploitable
and study in depth the impact of different process parameters on the attacks’ success. In Chapter 5
we discuss Larsen’s algorithms for sensor signal spoofing and how they can be coded into a rootkit
in the sensor’s firmware [189]. We apply these algorithms to spoofing sensor signals in the TE
process model and develop a process-aware approach to detecting such spoofed signals. In this
way, by abstracting from the real sensor microcontrollers we could concentrate on the factors that
make spoofing challenging at the process level (in contrast to firmware rootkitting challenges),
e.g., sensor signals parameters such as sensor noise, sampling frequency, types of dynamic process
behavior, etc.

Since process models include controllers, the simulator allows the implementation of network-
ing attacks (e.g., Man-in-the-Middle) and attacks on controllers (e.g., false control logic upload)
directly in the Simulink model. Simulated process data can be saved into a file (e.g., in .cvs format)
and used for testing malicious exploitation algorithms, exploits on the PLC, anomaly detection
algorithms, etc.
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Research questions and applications

Below we present examples of the research questions which can be studied using the DVCP
framework. Both offensive and defensive security strategies can be discovered, designed and
evaluated. Besides, the framework can be effectively used for educational and training purposes.

Attacker strategies. Understanding attacker Tactics, Techniques and Procedures (TTP) is
the first step toward designing defensible environments and effective preventive and reactive
security controls. An attacker who gained access to a control system of the physical plant of
interest may initially have a poor cognitive awareness of plant susceptibility to various attack types
and strategies. For instance, in the example of the Advanced Lead-Cool Fast Reactor European
Demonstrator (ALFRED), it was shown that attacks on actuators pose safety risks to the entire
system along with attacks on the lead temperature sensor. In contrast, the state of the process is
negligibly affected by attacks that alter the values of PI gains [315]. This effect is explained by the
PI controller’s capability of regulating the errors of controlled variables close to zero even if the
gain values are changed to three or four orders of magnitude larger than the reference setting.

Game theory is frequently applied to capture the interactive decision making process between
the attacker (offense) and control system (defense). Both the offense and the defense actors are
considered to be intelligent rational decision makers pursuing the optimization of their payoff
functions. For instance, Barreto et al. [23] illustrate a differential game between an adversary and
a controller in which the attacker manipulates a set of sensor/control signals, while the controller
responds by tuning the remaining system parameters to negate the attack or minimize its impact.

It was previously shown that risk-taking and risk-averse attacker would employ different
attack strategies [42, 316, 322]. Risk-averse attackers may refrain from certain attack actions
due to the possible consequences of detection. One possible approach to avoid detection is
employing stealth/covert attack techniques as presented in [15]. In the example of a water canal
system, it was shown that a knowledgeable attacker can successfully steal water from the canal
while bypassing detection by existing diagnostic tools designed for addressing random faults.
In general, an attacker may apply different strategies to designing stealth attacks to adapt to
detection schemes [43, 274]. Other attack techniques include various types of deception attacks,
fault injections, false signals injections, replay attacks, spoofing of sensor and actuator signals,
DoS/jamming attacks, transduction attacks, and others. A bibliographical study of different attack
techniques from the control theory perspective can be found in [274]. Chapter 6 of this thesis
presents different TTPs throughout the entire cyber-physical attack life cycle. Further adversarial
TTPs can be found in [69]. It is worth noting that attack strategies can be categorized and studied
from the logical layers of a cyber-physical system perspective (Figure 1.1). Examples of attack
techniques in the control layer include stale data [30], skip frequency [328] and various types of
covert attacks [274]. Attack techniques in the physical layer can be found in [30, 188]. Going further,
the adversarial strategies can be studied from the attacker goal perspective such as maximizing
economic impact or expected downtime.

Risk assessment. Existing processes and control strategies were not designed and built with
security in mind. By studying process reactions to unanticipated conditions brought about by
malicious manipulations, defenders can better understand the bottlenecks and other weaknesses
in process design and control configuration. Such analysis, in turn, can help to better estimate
attack consequences and associated risks. Consider the following example. A chemical reactor is
typically the heart of an industrial process and might be a priority target for the adversary. In the
context of the Tennessee Eastman process, a straightforward attack would be forging pressure
sensor readings as P'“, to provoke pressure rise. However, the response to this attack has slow

reac
dynamics and it takes more than eight hours to raise the pressure to the unsafe limit. To accelerate
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the attack, a more knowledgeable attacker might prefer to attack a temperature sensor because
the rate r of the reaction depends on the temperature 7" in an exponential fashion [211]:

r= Afe_E"/RTf(CZ-).

A small increase in temperature causes an unproportionally big increase in pressure. The TE
process does not have an integrated heat exchange and pressure is controlled by the gas purge
valve which is very small and therefore not effective in controlling a rapid pressure rise. It is
apparent that P,.,. exhibits a slow dynamic under one attack and a fast dynamic under another
attack. Identification of control loops, which may cause quick process state changes if deliberately
manipulated, is the first step in the cyber-physical risk assessment. In Chapter 4 of this thesis we
propose an automated approach to evaluating the sensitivity of individual control loops to DoS
attacks on sensors and actuators. Control loops that lead to a safety compromise in minutes or have
a substantial impact on plant economy and stability are priority candidates for close monitoring
and tight control methods. Haller and Genge [135] conducted a sensitivity analysis of the Vinyl
Acetate process to a wide range of interventions (including attacks). The obtained results were
then used for optimal placement of the limited number of IDS agents so that the coverage of the
most sensitive variables is maximized. A similar analysis was conducted by Wang et al. [316]
with the goal of optimal allocation of defense resources. A comprehensive survey of existing risk
assessment methods for ICS and SCADA in the context of different physical processes can be found
in [54].

Safety measures. Safety systems have the critical function of detecting dangerous or haz-
ardous conditions and taking actions to prevent catastrophic consequences to people, equipment,
and the environment. Process Hazards Analysis (PHA) or HAZOP studies are typical assessment
methods used for the identification and evaluation of issues that may lead to hazardous situations.
Consequently, Quantitative and Qualitative Risk Analysis (QRA) is used to assess the actual risk
with measurable criteria like financial exposure or the probability of failure. The industrial control
community has accumulated substantial experience in identifying and addressing potential hazards
and operational problems in terms of plant design and human error. However, in light of today’s
cyber security threat landscape, it becomes essential to add cyber security considerations to the
hazard analysis. For instance, Hashimoto et al. [139] proposed a safety-oriented approach to
security zoning for control network using detectability and reachability matrices.

Financial impact. Operational targets and security requirements may conflict and have to
be considered in conjunction. In many processes, the optimal reaction rate is achieved when
the reactor is operated at high pressure. For instance, for the Tennessee Eastman process it was
shown that the optimal operating steady state condition for the reactor pressure P,.,. is as close
as possible to the upper shutdown limit of 3000kPa and for the reactor level L,.,. to its lower
bound [260]. In this case, the attacker will be able to bring the system into an unsafe state quickly.
To ensure secure operations it would be desirable to maintain a sufficient safety margin. However,
maintaining a safety margin for P,.,. of at least 100 kPa is equivalent to a 5% increase in operating
costs [261]. This is a useful optimization problem to solve. The requirements on safety margins will
also depend on how fast process operators and control system can detect and resolve a potentially
unsafe situation. An extensive study on the premise of a desalination water treatment plant has
shown that attacks with a seemingly negligible immediate physical impact may cause significant
financial losses over a longer period of time [253].

Operator response. The requirement for better human responses to abnormal situations is a
recognized industry-wide problem [2]. Many safety accidents have previously happened because
of the late identification of critical process degradation and/or wrong operator response. Human
operators react to alarms. One of the key elements of alarm activation configuration is the time
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needed for the operator to respond to an alarm (Figure 3.9). Once the alarm is acknowledged by
the operator, the clock is started. The operator has a predetermined time window to understand
the alarm and select the course of action. Malicious process manipulation may invalidate the
assumptions about the time needed for the operator to correctly identify corrective actions.

There are several approaches to assisting operators when responding to alarms. For example,
automated algorithms for detecting spoofed process measurements could expedite the operator’s
analysis of data trustworthiness. One such approach is presented in Chapter 5 of this thesis.
Additionally, the operators could be trained to recognize abnormal process behavior, which is
potentially caused by an intentional manipulation and call for assistance. The operators may
further be trained on how to best respond to potential attacks. For instance, if a certain controller
is suspected of being compromised, the operators may assess the stability of the process and
temporarily disconnect suspected equipment from the network. Process simulators such as DVCP
can be used to test operator reaction procedures.
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Figure 3.9: Calculation of the response time for the operator, based on [240]

Evaluation metrics. Established performance evaluation metrics exist in both the process
control (e.g., [40] ) and IT infrastructure domains (e.g., [56]). However, there is no established set
of technical indicators for assessing the impact of offensive and defensive security approaches
on the performance of a physical process. To challenge the status quo, the National Institute of
Standards and Technology has initiated a project aimed at identifying suitable metrics for measuring
the impact of security technologies on the performance of a process under protection [56]. A
comprehensive set of metrics to estimate and quantify the intrinsic resilience of a control system
is proposed by Zhu et al. [53]. In Chapter 4 of this thesis we propose several metrics to evaluate
attacker strategies (e.g., Time to Attack) and to measure the impact of attacks on the process
performance (Shutdown Time). In a work related to ours, Hau et al. [140] measure process
resilience to attacks with Impact Ratio and Time-to-Critical-State metric. Jairo and Cardenas [116]
proposed a novel metric for assessing an anomaly detection algorithm that is based on the maximum
impact an adversary can cause while remaining undetected (security vector) and on the expected
time between false alarms (usability vector). This metric has been adopted in several academic
works. In general, as stated by Jairo et al. [117], there are no common evaluation metrics used
across multiple papers on cyber-physical security and more research is needed on this topic.
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Process control security properties. The current practices in information security are
strongly influenced by communication security. The CIA triad is also the basis of the ubiquitous
claim that a core difference between “traditional” IT security and cyber-physical systems security is
the importance of availability. While traditionally confidentiality is supposedly the most important
and availability least, in the cyber-physical world the order is reversed. It is true that cyber-physical
systems often have to meet hard real-time requirements, a topic rarely studied in “traditional”
security research. This requirement can, for example, lead to a readjustment of priorities in the
vulnerability scoring system as discovered by Khalili et al. [165]. The distinction is thus much
more about hard versus soft real time than about availability versus confidentiality (as those terms
are understood in IT security).

To meet the unique needs of securing cyber-physical systems, we propose to treat their core
as a control system and not as an IT infrastructure. Consequently, we propose Controllability,
Observability, and Operability (Appendix B.2) as the security objectives of a control system, whilst
the much-used CIA triad captures the security requirements on the supporting IT infrastructure.
Consider a contamination intrusion on a water distribution system. After the water is already
contaminated, IT security methods are inapplicable for detecting this threat. Diao and Rauch [82]
use controllability analysis in order to identify optimal sensor placements for timely detection
of the contamination event and identification of the contamination source. Feng and Tesi [99]
propose an approach to designing DoS-resilient control architectures for networked systems. They
use impulsive controllers with dynamical observers and a state resetting mechanism to maximize
the frequency and duration of the DoS attacks tolerance under which closed-loop stability is not
destroyed. Impaired observability of the system state may affect the control system’s ability to
conclude that an attack is happening or has happened. Damodaran and Rowe [75] introduce
Process Model Inconsistency (PMI) to describe the discrepancy between the observations made in
the known process model or process model developed ahead of a process being engineered and the
ground truth process model or model of realistic process behavior. Detection of PMI is imperative
for process security. For instance, when a transition of process state forced by the attacker is
observed, such a transition may be flagged as an error or ignored, depending on the implementation
of the known process model. In Chapter 6 of this thesis we show that impaired observability is
similarly detrimental to the attack execution. One of the approaches to improve the survivability
of physical processes under cyber-attacks is resilience-aware network segmentation. As shown by
Genge and Siaterlis [112], such network design can significantly improve the tolerance period that
would give operators more time to intervene. In such a hybrid strategy the control and network
configurations are beneficially considered in conjunction.

Security-aware control strategies. Establishing control objectives is the first step in a
plantwide control design procedure [211]. A viable control strategy not only satisfies operational
and economic goals but is ideally also able to absorb the greatest anticipated disturbances, including
those which are caused by intentional manipulations. Therefore the requirements related to
the security aspects of plant operation should be determined upfront and included among the
control objectives. In practice, it is hardly possible to design a single control structure capable of
accommodating all operational goals. Therefore often one or more alternative control strategies are
developed in parallel to compensate for the weaknesses of the other control schemes. One of the
most widely applied techniques for alternative control is the usage of an override controller [206].
This controller can take command over a manipulated variable away from the main controller when
otherwise the process would exceed a certain process limit. Such adaptive control keeps the plant
running although perhaps at a suboptimal level. In the Tennesee Eastman process, an attack L%
is identical to the disturbance IDV(6). No basic regulatory control strategy can successfully reject
this disturbance. Therefore most of the developed control structures are modified with overrides
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to handle this situation [211, 261]. The approach of using overrides can be similarly applied to
compensate for the other process impairments caused by the cyber-attacks described above. For
instance, An and Yang [16] propose a controller model, which guarantees that the closed-loop
system is asymptotically stable and the state constraints are not violated even in the presence of
time-varying sensor and actuator attacks. Configuration and tuning of the control system also play
an important role in process resilience under attack. Genge et al. [113] studied remotely executed
attacks directed at opening or closing control valves. It was shown that controller tuning such as
PLC task scheduling and mechanical properties of valves such as speed play an important role
in process robustness and stability. These parameters can be considered at the design stage and
configured accordingly in order to increase process resilience under cyber attacks and to make
remote exploitation harder or even impossible.

Process-aware security controls. One of the major differences between digital and physical
systems is that physics cannot be obscured or spoofed by the attacker. Therefore, knowledge about
the underlying physical properties of the process under protection can be incorporated into the
design of security controls. For instance, Mo et al. [233] proposes an approach to authenticating
the correct control system operations called “physical watermarking”. Its utility lies in the ability
to allow physical authentication of physical components. By injecting a known noisy input into a
physical system, it is expected that the effect of this input can be found in the measurement of the
true output. If an attacker is unaware of this physical watermark, the system cannot be adequately
emulated because the attacker is unable to consistently generate the component of the output
associated with this known noisy input. Consequently, the watermark acts as a physical nonce,
forcing an attacker to generate outputs unique to the given inputs at a chosen time. Ahmed et
al. [4, 7, 243] illustrate how physical invariants derived from process models and noise profiles of
both sensors and process can be used to identify a wide range of cyber-physical attacks. In Chapter 5
we show how known correlations between certain process variables can be used to detect spoofed
measurements in clusters of related sensor signals. A novel problem of covert communication
via acoustic emissions by field instruments [175] and sensor signal measurements [142] has
been recently proposed in the literature. The need for detecting physics-based covert channels
necessitates the development of “next-generation” defenses, beyond previously suggested anomaly
and intrusion detection systems.

Intrusion/anomaly detection. Intrusion/anomaly detection plays an important role in the
early identification of a possible ongoing attack. In cyber-physical systems, it is often challenging
to distinguish a well-designed cyber-physical attack from natural upsets and accidents. As a
result, intrusion detection systems may falsely identify a disturbance as an attack and vice versa,
resulting in false positives and false negatives. Detection of anomalies caused by natural events
and intentional manipulations is studied disjointedly by the engineering and cyber security com-
munities. Therefore, there are currently no established approaches to telling apart disturbances
and attacks. This represents an important research problem. In general, intrusion detection can
be implemented in any layer of a cyber-physical system as well as at the interfaces between the
layers. One of the most common approaches to intrusion detection in industrial control systems is
the monitoring of networking traffic (cyber layer). For instance, Yiiksel et al. [325] use semantic
information about the protocol such as the type and interpretation of a field and expected or
observed interdependencies between fields, to construct features that capture the meaning of
messages rather than only their format. Examples of attack detection at the control layer can
be found in [45] and [232]. Detection in the process layer relies on process models. McEvoy
and Wolthusen [224] detect attacks hidden in the sensor signals noise using proxy measurements.
In another work, the same authors [223] propose an approach for identifying malicious activity
that involves the use of a path authentication mechanism in combination with state estimation
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for anomaly detection. This approach reasons conjointly over computational structures (cyber
layer), and physical states (physical layer). As a standalone testbed, the DVCP framework is best
suitable for designing and testing anomaly detection solutions in control and physical layers (e.g.,
see Chapter 5 of this thesis). A comprehensive survey of physics-based attack detection can be
found in [310]. Further detection approaches based on the engineering methods from control and
estimation theories are presented in [84].

Cyber-physical forensics. One of the emerging research areas is forensics-readiness of
cyber-physical systems [13, 127, 230]. Process data represent an important source of forensic
evidence when investigating targeted cyber-physical attacks. For instance, Alrimawi et al. [13]
describe a hypothetical attack in which the attackers damage data servers by disabling HVAC
systems and the fire detector. In order to confuse the investigators, the attacker also spoofs stored
temperature measurements. Consequently, misled investigators believed that the servers were
damaged because of a hardware failure. Despite its simplicity, this example brings up an important
security issue of preserving forensic evidence in sensor signals. In Chapter 2 it was discussed that
the fidelity of process data is decreasing as they traverse from the physical to higher layers of the
Purdue network reference architecture. The common source of the stored process data for the
majority of industrial applications is a historian. However, historians typically rely on (lossy) data
compression for storage space optimization and “unimportant” data is removed. The removed data
are lost forever and missing data is interpolated, resulting in a loss of data fidelity. An explanation
of how extrapolation may result in missing precision in capturing events sequence and can make
the root-cause analysis of process upset difficult or impossible is given in [80]. A pertinent research
question is to determine the optimal relationship between data compression parameters while
preserving sufficient fidelity of process data for forensic investigation. In Chapter 5 we provide
examples of how the modification of data processing parameters may result in missing or incorrect
information about the process state. When the forensic investigators analyze an incident, it is
not immediately known to them whether critical information is missing in the data (e.g., certain
frequencies are filtered out) or a certain measurement is incorrect.

Figure 3.10 shows how the change of sensor sampling frequency (blue signal) allows an attacker
to conceal process oscillations (red signal) and impair forensic investigation. Currently, there are
no methods to identify whether some information is potentially missing in sensor signals. This is
a research question that deserves attention, especially when forensically sound data are needed
for legally-bounded decisions.
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Figure 3.10: Concealment of attack trace (oscillation) by changing signal sampling frequency
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Education. IT security professionals predominately lack practical experience with operational
processes and industrial control systems. Getting access to realistic industrial or lab environments
is not easy. Even with access to real productive equipment, proper planning, approval and support
of the responsible personnel are required for conducting even a single experiment. Hardware-
based table-top test models may include small-scale physical processes such as a conveyer belt or
robotic hand [71, 104]. However, such models lack the complexity of physical interdependencies
and control-loop couplings. The DVCP framework provides a realistic and visual experience of
interacting with complex large-scale physical processes and their control architecture. Using its
GUI, an individual without an engineering background can run process models under natural
disturbances and different types of attacks and immediately observe the effects. The research
questions include developing an effective educational curriculum for the IT community to attain
necessary knowledge from chemical, process, control and mechanical engineering disciplines as
well as studying various adversarial Tactics, Techniques and Procedures, including those presented
in this thesis. The IT professionals can learn to work with engineering documentation such as
Piping and Instrumentation Diagram and recognize potentially exploitable plant design weaknesses.
For instance, a combination of a valve and a pump is a good candidate for a water hammer attack.
In the next step, the trainees can evaluate the practical exploitability of the identified design flaw
with additional process information. For instance, the pipe might be too thin and/or the valve too
slow, impairing the attacker’s ability to invoke a dangerous pressure transient. Harmonization of
IT and OT vocabularies and mindsets in pursuit of an IT/OT convergence through the development
of joint approaches and knowledge base is another research question. An efficient way to identify
commonalities and differences in job vocabularies and mindsets is through joint activities such
as tuning security alerts and response to an OT security incident. This could be achieved by
constructing and executing a Red Team - Blue Team exercise with a multidisciplinary IT-OT team,
following the cyber-physical attack life cycle steps presented in Chapter 6 of this thesis.

3.4 Discussion

Due to their predictive accuracy, process models play a central role in the innovation, design
and operation of industrial processes. They provide decision support for better, faster and safer
experimentation and help to reduce uncertainty. Although the Tennessee Eastman and Vinyl
Acetate models mimic most of the properties and challenges of the continuous chemical processes,
the cyber-physical security research community would benefit from further models of industrial
processes, especially from different domains. However, as was mentioned at the beginning of this
chapter, due to the significant efforts required to develop and validate such models, most of the
models are either commercial or kept proprietary. One possible solution could be a collaboration
between academia and industry. However, such cooperation will require extensive support from
industrial scientists, calculated in man-hours. Until there will be an economic incentive for the
industry to develop cyber-physical security methods, it can be challenging to convince companies
to invest in such partnerships.

Lack of access by research groups to large-scale realistic or simulated processes can be partially
addressed by publishing representative data sets, which contain attack traces or attack-alike
anomalies, e.g., [156, 182, 183]. As a primary benefit, such benchmark data sets would enable
evaluation and quality comparison of different cyber-physical security solutions. Among the
obvious disadvantages of research on the premise of data sets is its limitation to the defensive type
of research questions.

In 2005, the U.S. Chemical Safety Board (CSB) introduced an approach to safety incident analysis
in form of computer animations. A core part of each video is a 3D computer animation sequence that
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recreates a complex chemical accident along with erroneous human actions and decisions [145].
Figure 3.11 illustrates vapor flow between the foul condensate tank and turpentine-stripping
column at the DeRidder pulp and paper mill, Lousiana USA. Computer animation techniques
turned out to be so effective in conveying incident findings, that CSB videos are now being used for
training, hazard analysis, and plant engineering worldwide. It is not surprising that the compelling
way of presenting process dynamics and sequence of events in large facilities in form of animations
has been adopted in the ICS security field. For example, Formby et al. [105] presented an open-
source 3D visualisation of the simplified model of the Tennessee Eastman process based on the
Unity 3D game engine. To ensure simulation realism, the authors purchased pre-made models
of a warehouse environment, industrial reactor, pipes, and valves to recreate a realistic chemical
manufacturing facility.

Combined with process simulation, the framework allows users to practice common attacks
such as command injection, Man-in-the-Middle, and buffer overflows, and visually see the impact of
their attacks in the 3D visualization. In another example, Kaspersky Lab developed a demonstration
stand based on a 3D visualisation of the full TE model to illustrate the effectiveness of their early
anomaly detection solution [194]. Due to the visual appeal and pronounced learning effect of 3D
visualization, computer gaming approaches have already found their way into commercial ICS
security products such as training platforms [301]. We expect to see a wider utilization of 3D
visualization in the future.

. T

Figure 3.11: Animation of explosion incident at the DeRidder pulp and paper mill, USA [268]

Research testbeds are typically either small in scale or recreate specific properties or parts of
the environment being analyzed. Therefore, most research testbeds are not suitable for activities
like full-fledged penetration testing or determining the value of enterprise grade security solutions.
To address these needs, organizations worldwide have established specialized cyber security
centers called “cyber ranges” that replicate real-world networked IT environments and allow them
to conduct security exercises in controlled settings. Cyber ranges can be virtualised/emulated,
hardware-based or hybrid. With the growing number and severity of threats to industrial control
systems, it was only a matter of time till the first commercial and academic ICS cyber ranges
emerged [118, 134, 164, 172]. Note that there is no clear differentiation between the terms “lab”,
“testbed”, and “cyber range”. For example, Mudassar et al. [324] provide a comprehensive overview
of cyber ranges and testbeds without clearly differentiating between the two, whereas some
of the national experimental testbeds are called labs. Although cyber ranges are meant to be
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more practical than research oriented, they could provide researchers with alternative sources of
experimental environments.

Despite their realism, cyber ranges are generic environments and do not accurately replicate
the specifics of individual assets or network topology in a given organization. Especially in the
ICS domain, production processes frequently rely on customized machinery and a large variety
of specialized assets. To allow companies to study the behaviors of these physical assets under
different conditions, a new technology has emerged called “digital twin” [126]. This concept is
based on modeling assets with all their geometrical data, kinematics, data flows and logical behavior
using digital tools. The major difference between a simulation and a digital twin is their positioning
within the product life cycle. A digital twin replicates an already existing physical object while
a simulation is used as early as when the product development stage begins. In the context of
production plants, digital twins can be seen as dynamic process simulators and provide status
data of the production process and physical assets. The recent advancements in computational
technologies, big data analytics and artificial intelligence have accelerated progress in digital twin
technology, particularly in the context of Industry 4.0. A comprehensive academic and industrial
overviews of the digital twin technology and its future can be found in [67, 109, 256]. In the
ICS security field, digital twin technology has been utilized to address the challenge of security
assessments. As a rule, activities like penetration testing or evaluation of defensive solutions are
not allowed to be conducted in live environments. Bitton et al. [27] introduced an automated
method for inferring the specification of a digital twin to aid the security evaluation of a specific
industrial environment. The fidelity and implementation of the digital twin are then optimized for
specific security tests that need to be conducted. Similar to generic process models, digital twins
could greatly support academic research.

3.5 Related Work

In the past years, industrial and academic research communities have made significant progress in
designing and implementing industrial control system testbeds. A comprehensive overview of 41
testbeds developed worldwide was compiled by Ani et al. [18]. The majority of the testbeds are
focused on maximizing the coverage of the ICS architectural components as described in NIST
800-82 [291]. These components are physical process, field devices, communication gateway and
control center. In contrast, in our experimental environment we focus on maximizing the coverage
of physical process and control algorithm complexities.

The high-fidelity full-scale testbeds with complex physical processes are SWaT [218] and
EPIC [267]. The realism of these testbeds allowed researchers to develop a suite of applicable
attack tools and invent unique defense approaches [154]. However, the main disadvantage of these
testbeds is their high cost and need for maintenance personnel. In two other large-scale high-fidelity
testbeds developed at NIST [40] and the European Commission’s Joint Research Centre [284], some
architectural components are simulated or emulated. Even though this reduced the capital and
operational costs, these testbeds still require dedicated manpower for their continuous support. In
contrast, the DVCP framework is of low maintenance.

The original code of the Tennessee Eastman process has been recently updated by Bathelt
et al. [24]. They improved the predictability of model execution, making it solver-independent
as well as enhancing model abilities, such as faster simulation time, random errors, and output
of additional, partly internal, process values to monitor disturbances and output of reactions.
The introduction of additional process measurements can be easily implemented in DVCP and is
especially beneficial when evaluating attack execution and detection. Capaci et al. [41] have further
improved the revised TE model by adding sources of variation to sensor signals to enable statistical
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analysis of the results, similar to the implementation of TE in DVCP. Candell et al. [40] suggested
to add an additional simulation block between controllers and process physics to simulate the
effects of the communication channel such as packet error rate or delay variation. This could be a
useful addition to the DVCP framework as network performance may invalidate the configuration
of control loops. This will be further discussed in Chapter 4.

The ability of the Tennessee Eastman model to support applied cyber-physical security experi-
mentation was demonstrated by Kaspersky Lab [103, 194, 195]. They developed machine learning
approaches for detecting anomalies in process data and identifying potential cyber-physical at-
tacks [194]. The developed solution was first validated with the TE simulator [103] and later
successfully implemented in the Russian TANECO oil refinery [195].

Formby et al. [105] virtualized the Tennessee Eastman model and developed a 3D visualization
of its dynamic behavior. The authors converted simulation code from the original Fortran and
Matlab into a standalone C++ program, thus making the simulator accessible to a wider audience
(no license fees required). Martin-Villalba et al. [215] implemented Modelica libraries of the
simplified and full TE models, further improving the accessibility of the TE simulator.

As mentioned at the beginning of this chapter, open-source process models are scarce. Examples
of models that have been used in academic cyber-physical security research include [102, 225, 253].
Siaterlis and Genge [284] proposed an Experimentation Platform for Internet Contingencies (EPIC)
which included four process models: an oil-fired power plant, a chemical plant (Tennessee-Eastman),
a railway system consisting of ten train models, and a power grid IEEE 39-bus system model.
Although some of these models are either small in scale, or do not simulate dynamic behavior
(steady state models), or rely on rather simple control logic, they allow researchers to study aspects
specific to different industrial domains and cyber-physical processes.

Further research questions which could be studied on the premise of the DVCP framework
can be found in a comprehensive overview of CPS security issues by Alguliyev et al. [10] and in a
Survey of Surveys on security and privacy issues in CPS by Giraldo et al. [115].

3.6 Conclusions

Software-based testbeds are frequently seen as less credible for scientific research. This opinion is
predominately caused by the perceived reduced complexity of the simulated environments and
assumed limited implementation of real-word behaviors. While this assessment might be valid for
certain research areas or specific research questions, in the process- and control engineering fields,
simulation-based testing environments have become the primary type of experimental testbeds.
With the help of specialized software, engineers can model and simulate dynamic behaviors of
physical processes and equipment with the required degree of fidelity. This allows for conducting
cost-effective and safe “trial and error” type of R&D activities.

This chapter presented the Damn Vulnerable Chemical Process framework, a software-based
experimental platform for cyber-physical security research. The framework includes simulated
models of two chemical processes the Tennessee Eastman and Vinyl Acetate Monomer. Since the
plant design and control strategies for both models were designed “without security in mind",
it makes them suitable for researching what it takes to convert a cyber attack into a successful
cyber-physical attack. Owing to an elaborate emulation of the physical and control layers of a
cyber-physical system, the framework allows to abstract from the research factors specific to cyber
layer and concentrate on the aspects which are intrinsic to control- and process engineering.

The past few years were marked by the active development of various types of experimental,
testing and visualization platforms to support the growing needs of the ICS security industry in
research, education and testing. The emerging trends include 3D visualization and gamification,
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cyber ranges and digital twins. It is expected that these technologies will further stimulate progress
in the cyber-physical security discipline. Providing academia with access to commercial facilities
could prove to be mutually beneficial to both communities.

To highlight the importance of using both IT and OT approaches to cyber-physical security,
we designed a representative logo of the Damn Vulnerable Chemical Process framework.

Meaning of the logo. It is frequently argued that the insecurity of OT environments is a result
of reliance on outdated versions of Windows OS and that hardened Linux-based hosts would be
a more secure alternative. This logo suggests that no brand of OS (including Linux) is effective
against process-oriented attacks. In the next chapters we will show that mitigating such attacks
requires engineering methods from the process and control engineering domains.
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Chapter 4

Vulnerability of Process Control Systems
to Stale Data

Security is always excessive until it’s not
enough.

Robbie Sinclair

4.1 Introduction

One of the growing research areas of securing cyber-physical systems is the work on threat models
that consider an adversary who can manipulate sensor or actuator signals in order to drive the
physical process under control to an undesired state. While most of the work in this area explores
the implications of manipulating signals directly, e.g., by modifying the payload of network packets
in unprotected industrial protocols [223, 309] or replaying packets [101, 144], we are focusing on
scenarios where direct packet manipulation/injection is not possible or challenging. Such scenarios
include, among others, proprietary protocols with missing parsers and protected communication
streams.

Whereas encryption of the control traffic is not always desired for ease of troubleshooting or
due to strict hard real-time control requirements, the necessity for the authenticity and integrity
mechanisms to prevent data spoofing, modification, and replay attacks was recognized by the
community. In the power sector it resulted in the development of secure authentication features
for the application layer of the DNP3 protocol [85]. Although the security controls provisioned do
not allow an attacker to modify the communication flow (e.g., change packet payload or inject
messages), it is still possible to execute a targeted attack on the underlying physical process at the
protocol level by exploiting fundamental principles of control systems functionality.

We consider a scenario where the direct manipulation of data in transit is not feasible because
the integrity of communications between field devices and controllers is protected by message
authentication codes and the attacker does not have the key material. The attacker can still set
process variables in controller memory to the desired values by strategically executing some form
of a DoS attack. The controllers typically store sensor signals in dedicated memory registers that
are overwritten when new values arrive. When communication is jammed, the register assigned
to store values from a particular sensor cannot be updated with fresh values. Therefore, the last
process values that reached the controller before the DoS condition will be used for the duration of
the attack. As a result, the controller will calculate its outputs based on stale readings. Similarly, if
a controller signal (manipulated variable) does not reach an actuator due to interrupted or delayed
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communication, the actuator remains in its last state which was set during the previous control
cycle (e.g., motor on or valve 80% open).

In this chapter we investigate the impact of different forms of DoS attacks (jamming, packet
drop, packet delay, etc.) to make a control system operate on stale process data. When timing
DoS attacks strategically, the attacker can manipulate a process similar to data integrity attacks.
In cyber-physical systems with hard real-time requirements process data may only be valid for a
short time and become irrelevant if arriving just few milliseconds too late. The same applies to the
scheduling of control actions. Therefore timeliness must be protected and “stale” data should be
recognized. The danger of undetected stale data usage in industrial facilities was acknowledged
in [226]. The article with the title “Stale Data, Process Running” specifically mentions that degraded
or failed communication between critical systems has previously led to stale HMI data and to
malfunctioning and even failure of the industrial systems.

Exploiting Process Control Features

As discussed in Section 2.2, most Programmable Logic Controllers operate in a scan cycle
where the logic in the controller uses the last saved input buffers obtained from sensor readings
to calculate control commands for the actuators. If sensor readings cannot be updated because
of interruptions on the communication line, the last value received will be the one used by the
PLC in subsequent scan cycles until a fresh value arrives. In the professional control engineering
jargon, such a situation is sometimes called as “frozen” input.

This specific property of industrial controllers can be abused by the attacker to make the
controller operate on invalid process data as illustrated in Figure 4.1. By “freezing” a process value
of interest, the attacker can deceive the controller about the current state of the process. This in
turn will provoke compensating actions which may bring the process into a state desired by the
attacker, e.g., an unsafe state such as overpressure. The attacker may also jam communication
between the controller and the actuator. In this case, the output buffer of the PLC will keep being
updated by the control logic, but the actuator will remain in its last state before the DoS attack.

Figure 4.2 illustrates the execution of a DoS attack on a reactor pressure sensor for a duration of
10 hours (from 10 to 20 hours). By executing a DoS attack, the attacker “locked” a specific pressure
measurement in the controller memory, which is above the set point. In order to decrease the
pressure and bring the process closer to the set point, the controller issues an opening command
to the purge valve. Figure 4.2a shows the real reactor pressure as being measured by the sensor. As
can be seen, the pressure is continuously decreasing due to the wrong compensating reaction. We
call this compensation action “wrong” because it is not being executed based on the true process
value: the state of the control logic does not match the state of the process. Figure 4.2b shows the
position of the purge valve. For the duration of the attack, the purge valve receives an opening
command in each scan cycle. Note, that because the same controller output was generated in each
cycle (constant difference between PV and SP), the valve opening curve is linear. Upon attack
completion, the controller receives a true pressure measurement (low pressure) and issues a full
close command to the purge valve. The valve remains closed for some time to let pressure build up
in the reactor.

While the concept of stale data is simple, a strategic execution of a Stale Data attack is not.
The effect of a DoS attack will depend on the state of the input or output controller registers
right before the DoS attack as well as on the overall state of the process. The attacker’s challenge
therefore consists of identifying the right time to attack. If the DoS attack is not timed properly,
the use of stale data by the controller would have a limited impact on the process. However, if the
attacker is able to launch the DoS attack at the correct time, the use of stale data can drive the
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system to a state wanted by the attacker.

To begin with, the attacker needs to identify an overall more vulnerable state of the process or
more vulnerable parts of the process. For instance, a process in a steady state is typically robust to
disturbances. However, there could be control loops which are sensitive to malicious control and
may lead to destabilization or ineffectiveness of the process through a control loop coupling effect
even in a steady state. After identifying a sensor or actuator signal of interest, the attacker needs
to identify vulnerable PV or MV. For instance, an attack might only be effective if a valve is locked
in a certain position or the “frozen” process variable is above (or below) a certain threshold. Stale
value will also define the time needed to achieve the desired physical effect, which may range from
minutes to hours.

4.2 Susceptibility of Control Equipment to Stale Data

Almost every device in process control equipment needs to deal with stale data but this is rarely
documented in the open literature, including user manuals. In many environments the bandwidth
required to report the current state of all points (field devices) in the system exceeds the capacity
of the communications channel. This is particularly prevalent when the data is communicated over
long-haul serial communications. Open-source and proprietary protocols both describe themselves
as “report by exception” meaning that data is reported to the server only when it has changed
significantly. In many cases the amount of change required for the process value to be reported is
configurable but the exact rules may still be opaque.

Idaho National Labs and other facilities conducted extensive testing of ICS equipment [238].
During those tests a number of scenarios were found where stale data could be maintained in a
system for indefinite periods. No general technique is known that is applicable to every device so
we describe some of the implementation details that have previously allowed for stale data.

The most common root cause of stale data is when the protocol stack is implemented in a
stateless manner. The master maintains a set of timers for the data tied to individual data points or
a set of data points assigned to a class. When data is received by exception, the timer is restarted.
If the data changes often enough, the master never sends a poll request. If the timer expires, the
point is placed into a point list to be requested during the next poll. In many cases, the timer is
reset when the poll request is sent with the assumption that the point value will be returned in the
next reply. In other cases, the timer is only reset upon a successful receipt of the updated data. In
most cases, no alerts are generated if the data does not arrive. Also, if a TCP session is maintained
without transferring any data, the sensor is never reported as offline.

Also more complex attacks have been shown possible. Thus, in many implementations the
server listens on both the UDP and TCP ports. Messages received via TCP, UDP, or serial com-
munication were routed to the same processing code without checking which communications
mechanism sent the message. An exception report could arrive via the UDP port, but would be
merged with the ones received via an existing TCP session. In cases when sequence numbers were
used to detect missing and retransmitted data, empty acknowledgments with higher sequence
numbers could be sent via UDP to increment the internal sequence number of the controller. When
a legitimate message arrived at the TCP port, it would be discarded as a retransmission.

Furthermore, a number of examples can be formed, where interfering with a data channel is
possible but fully viewing and manipulating the data channel is not. The most common case is
networking equipment, where the attacker only has access to the administrative interface, but not
to the data plane. For example, in common routers there is a “fast path” where packets are routed in
custom designed application-specific integrated circuits (ASIC), and a “slow path”, where packets
are transferred to the CPU. Access to the administrative interface can give code execution on the
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device, but only packets transiting the slow path can be observed and manipulated. If all packets
are requested by the slow path, the CPU is saturated resulting in a DoS on the communications link.
If packets are sampled periodically, they can be examined which allows an attacker to perform a
DoS at an opportune time. Similarly, keeping queuing buffers in the routers/switches occupied can
result in dropped packets.

In [1] Abbasi et al. describe an approach to exploiting pin management operations in System on
a Chip (SoC) integrated circuits, which are frequently used in industrial controllers. The attacker
can take advantage of absent hardware interrupts for Pin Multiplexing and Pin Configuration
operations when changing the configuration of the I/O pins. By tampering with read and write
operations, the attacker can set I/O registers to the values of her choice without being detected.
For a Stale Data attack on the actuator, the attacker can reconfigure the output pin as an input.
As a result, the write operation by the controller will not succeed and the actuator will remain in
its last position. To make the controller operate on stale sensor measurements, the attacker can
reconfigure the input pin as an output and write a value of her choice into the physical address of
the pin (e.g., last received sensor value).

Any of the above described techniques and many others could be used to make a process
operate on stale data. As noted above the value of the stale data makes a difference in the final
outcome of the attack. In case, when the traffic is encrypted, process state can be obtained from
other sources, historian being the easiest option. Note, that there will be a certain delay between
capturing process state by the sensor and update of the historian. This may impact the precision
of selecting the “attack value”. In this chapter we consider an attacker who can observe raw sensor
signals (PVs) and controller outputs (MVs).

4.3 Stale Data Attack

We consider an adversary, capable of launching an attack somewhere in the communication
infrastructure at the level of regulatory control with the goal of bringing a process into an undesirable
state. In the cyber domain, the attacker can tamper with process management (sensor signals) or
modify manipulated variables issued by controllers. The attacker might either directly set the state
of an actuator to influence the dynamics of the process, or deceive a controller about the current
state of the process by means of a Stale Data attack so that the compensating actions taken have a
harmful effect.

The basic research question is thus how (partial) compromise of the communication infrastruc-
ture can translate into control over physical processes. An attacker who has full control over the
IT infrastructure, a complete view and understanding of the process, and who can manipulate any
signals at will, would have the same control over the physical process as the legitimate operators.
We are interested in the case where the attacker’s capabilities are more restricted.

Considering how such attacks are conducted in the cyber domain, they may be referred
to as DoS attacks on sensor or actuator signals. However, considering their impact in
the process domain, they may be called Stale Data attacks.

To a certain degree, in the context of industrial control systems, DoS attacks are similar
to data integrity attacks with the main difference being that the adversary cannot
directly set the “attack value”. Instead, the adversary can decide on the timing of an
attack, such as its starting time ¢,, to select an attack value of interest.

The advantage of the DoS attacks is that they can be used to manipulate the process
even if control traffic is authenticated and the integrity of data packets is protected.
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This is because during DoS attacks, malicious actors simply delay or drop data packets
instead of modifying them.

We considers an attacker that can read a sensor or a controller signal for some given process
or manipulated variable and has to decide when to “freeze” that value in the controller or actuator
memory. To increase impact, the attack should be launched when the signal is jammed at a value
of maximal benefit for the attacker. Under the assumption that freezing values in the normal
operational range has limited negative impact on a process, freezing values, which significantly
deviate from the set point (outliers), would be the attacker’s objective. Since the attacker needs
to make her decision in real time, her task can be stated as a sequential decision problem. The
attacker is presented with the candidate process or manipulated values at each time instance, and
has to decide immediately on whether to launch an attack or not.

4.3.1 Example of Stale Data Impact

On 10 January 2019, 21:02 CET, the Continental Europe Power System which stretches across 26
countries registered for nine seconds the largest absolute frequency deviation since 2006. Among
the main causes of the incident was a failure of a communication line, which resulted in stale data
being used for various calculations [299].

The long-lasting steady-state frequency deviation (average 30 MHz) was caused by the drop
of a telecommunication line between substation St. Peter (APG, Austria) and substation Simbach
(TenneT, Germany), which stopped the measurement value transmission to TenneT Control Center
South. The “frozen” (stale) measurement values in the Load Frequency Controller (LFC) of TenneT
DE led to an error in the calculation of Area Control Error (ACE) for TenneT DE and subsequently
in the German LFC block. The ACE error produced an incorrect power export/import imbalance of
up to 1,000 MW. Since measured values are only transmitted if there is a change from the previous
value, the fact of missing measurement updates was not immediately obvious.

At the time of the telecommunication failure on 9 January at 13:25, wind energy generation
in Germany was very high, reaching 34 GW, which resulted in export of 723 MW via the four
interconnectors between TenneT DE and APG. Afterwards, the measurement values were no longer
transferred to the LFC of TenneT DE and the reading remained “frozen” at the last delivered value.
On late 9 and during 10 January, the wind energy production in Germany decreased significantly,
down to 4 GW. As a result, the export to Austria was strongly reduced and even led to an import
from Austria of up to 330 MW on the four tie-lines with TenneT DE. The difference between
real import/export (yellow curve in Figure 4.3) and wrong measurement (green line in Figure 4.3)
values caused an “unreal additional power flow” from the TenneT control area towards APG. This
resulted in a wrongly calculated surplus for the TenneT DE control area. Consequently, the LFC
applied negative control power, which caused in reality a shortage in the TenneT DE control area.
Due to incorrect values, this shortage was seen as a properly balanced situation. The wrongly
calculated export (too high) led to a positive ACE (wrong) and to negative control power demand
(also wrong).

This error “MW-value” (Equation 4.1) which was missing in the TenneT DE control zone
caused a proportional frequency deviation of about 0 to 60 MHz between 9 January, 13:25 and 11
January, 09:37. The same frozen and incorrect values were transmitted by TenneT DE to Amprion,
where they were used to calculate the import/export of control block Germany with the same
result for the control block as for the control area. German energy demand and German ACE were
also falsely calculated as balanced.

Export(schedules) = Export(measurement) = Export(true) + Error (4.1)
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Figure 4.3: Frequency deviation due to “frozen” measurement [299]

Upon incident investigation, it became apparent that the current monitoring tools and alarm
systems are not adequite for the kind of error described in this section. Therefore, all relevant
stakeholders were recommended to check the existing definition and implementation of fail-safe
measurement and telecommunication standards, for all interconnector values used by LFC across
Continental Europe (CE). Also, it was decided to define and implement control system functionality
standards to detect “frozen” LFC values across CE.

Even though the incident described in this section was not caused by a malicious event, it
vividly illustrates how a potential Stale Data attack on a single measurement can cause a significant
deterioration of a large-scale cyber-physical system. Therefore, the prevention and detection of
such attacks must be considered by the engineers and operators of the industrial facilities.

4.3.2 Selecting Time to Attack

The timing of a DoS attack ¢, plays an important role in the attack outcome. Figure 4.4 demonstrates
the outcome of the DoS attacks on the reactor pressure sensor at a random time for a duration
of T, = 10 h. As can be observed, depending on ¢, the impact varies from negligible (Figure 4.4a)
to a safety shutdown (Figure 4.4d). Thus, an attack in Figure 4.4a has limited impact because the
stale value was very close to the set point. In contrast, the impact in Figure 4.4d resulted from an
attack at one of the lowest peaks of the signal. Evidently, the attacker has to develop a strategy to
determine the optimal attack time ¢, to achieve a desired impact.

In general, the further the process variable, chosen in an attack, is beyond a certain threshold,
the higher the impact may be. Since the ongoing attack can be discovered over time, an attacker
might want to reduce the chance of detection and reach the attack objective as quickly as possible.
Therefore, the adversary may aim at launching the attack at a time the process or manipulated
variable of interest reaches its local maximum/minimum (a more vulnerable state).

The attacker then faces the following problem: given a time-series that exhibits a sequence of
peaks and valleys of different amplitude (Figure 4.5), she has to select one of the peaks in real time
to launch her attack. If the attacker strikes too soon, she might miss the opportunity of having a
higher impact on the system if she had waited longer (i.e., if the process variable would reach a
more favorable value later). However, if the attacker waits too long, the process variable might not
reach a more vulnerable state than previously observed, and the damage would be limited.
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Figure 4.4: Different effects of DoS attack on a Reactor Pressure sensor at random times

Sensor signal

2820 ‘
/Peak
2810 |- |
()
2 ) I
2800 H-WF-i AT A . AT et poin AL N
P
2
2790 | |
Valley
2780 |- |
0 10 20 30 40 50 60 72

Hours

Figure 4.5: Example of a sensor signal

The problem of selecting a good time to attack can be framed as an optimal stopping problem.
This class of problems is concerned with the challenge of picking the time to take a particular
action based on sequentially observed random variables in order to maximize an expected payoft.
The subclass of optimal stopping decisions where the binary decision to either stop or continue
depends only on relative ranks is modeled as Best Choice Problem, also known as the Secretary
Problem [107].
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The problem the attacker has to solve is non-trivial in many practical situations as sensor
signals and manipulated variables can be noisy and have sudden fluctuations. Therefore, we
consider four types of sensor signals (see Figure 3.2) to make the selection problem more real and
challenging. We then explore different stopping rules and compare their efficacy for timing attacks.
Our results show how different stopping rules may be selected by risk-taking and risk-averse
adversaries (those who prefer to attack as soon as a reasonable attack opportunity emerges).

4.4 Best Choice and Optimal Stopping Problem

This section provides the theoretical background necessary to formulate the research problem.
The assumption is that the attacker has to perform an analysis in real time with little to no
prior knowledge. Moreover, the attacker has to pull off the attack using devices with limited
computational resources and limited memory (embedded systems). Therefore, the solution must
involve fast and and computationally light on-line algorithms for sensor signal analysis and
decision making.

4.4.1 Best Choice Problem

In the standard version of the Best Choice Problem, a finite and known number n of items (or
alternatives) are presented to a decision maker (DM) sequentially, one at a time, in random order.
Time is discrete. At any time, the decision maker is able to rank all the observed items in terms of
their desirability or quality. For each observed item, the decision maker must either accept it, in
which case the search process terminates, or reject it, upon which the next item in the random
order is presented and the decision maker faces the same problem as before. The decision maker’s
objective is to maximize the probability of selecting the best item from the pool of n available
items.

The classical Best Choice Problem is formulated in terms of a hiring manager identifying
the best secretary interviewed from among all the applicants; this version is called the Secretary
Problem (SP). The problem formulation involves six assumptions [100]:

+ Only one position available.

+ The number of applicants n is finite and known in advance to the decision maker.

« The n applicants are interviewed sequentially, one at a time, in a random order; consequently,
each of the n! possible orders is equally likely.

« The decision maker can rank all the n applicants from best to worst without ties. The
decision to either accept or reject an applicant at a given time is based only on the relative
ranks of the applicants interviewed up to that point in time.

+ An applicant who is rejected cannot be recalled later.

« The decision maker is satisfied with nothing but the best.

The payoft for the decision maker is one, if the best of the n applicants is chosen; otherwise, the
payoft is zero. Note that an applicant is accepted only if she is the best applicant relative to all
those who have been already interviewed (Figure 4.6). Such a relatively best applicant is called a
candidate.

The stopping rule suggested for the Best Choice Problem is the following: do not make an
offer to the first n/e candidates (where e is Euler’s number) and after that make an offer to the
first candidate whose value exceeds the values of all the candidates seen so far (or take the last
applicant if this never occurs). In other words, the algorithm starts with a learning phase, during
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Figure 4.6: Classic Secretary Problem [79]

which the decision maker interviews n/e candidates and sets an aspiration level that is equal to
the highest value seen during the learning phase. After that, the decision maker should hire the
first candidate who exceeds the aspiration level. Following the optimal stopping rule allows to
select the best candidate with at least (1/¢) probability.

It has been recognized that the classical assumptions place more constraints on observation and
selection than apply in practice [114]. Relaxing one or more assumptions to produce a more realistic
formulation of the problem has attracted the attention of the research community. In this chapter,
we consider the classical solution and a recent result, which assumes that the order in which the
candidates arrive is not completely random, but has a probability distribution satistying a hazard
rate condition [212]. This assumption, which is commonly employed in engineering applications,
states the following: given that the value of a candidate is not less than y, the likelihood that it is
equal to y increases as y increases. For example, Gaussian, uniform and exponential distributions
satisfy this property. Under these assumptions, it has been shown that the learning period can
be shortened from n /e to n/log(n), meaning that a much smaller number of candidates has to be
interviewed to set the optimal aspiration level and have a comparable probability of success. Since
the probability of an attack being detected increases with time, having a shorter learning phase is
beneficial to the attacker.

Figure 4.7 illustrates the formulation of the Secretary Problem in the context of a sensor signal
in a chemical process. During the learning phase (called the observation window), the attacker
finds the maximum (or minimum) value achieved by the process measurement. The attack window
corresponds to the selection phase, where the attacker finds the first value greater than the value
recorded in the observation window. Note that, in this case, the maximum value selected is lower
than the overall maximum.

It is important to note that contrary to the independence of items assumed in the Best Choice
Problem theory, the samples in sensor signal time series are correlated. Therefore, even if the
attacker detects a value that is greater than that observed during the learning phase, she may be
better off trying to determine if the signal is currently increasing and attack when the process
measurement reaches its local peak. The next section discusses peak detection algorithms for
determining if a signal has an upward or downward trend. Noteworthy, our empirical analysis of
noisy signals has revealed that assuming a certain level of sample independence guarantees that a
selection process based on the Best Choice Problem performs well for these type of signals.

4.4.2 Peak Detection in a Correlated Time Series

In a time series of measurements of a physical phenomenon, each sample X is heavily correlated
with the next sample X, ;. Thus, if a process variable is increasing, it would be unlikely for it
to drop radically in the next time instant. According to the solution of the Secretary Problem,
upon completion of the learning phase, the attacker should select the first sample whose value
exceeds the aspiration level. By doing so, the attacker may miss the opportunity to select an even
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Figure 4.7: Illustration of the Secretary Problem solution applied to a sensor signal

“better” sample. For instance, in the case of an upward trend, the process measurement would
keep increasing until it reaches its local peak, which will be the better time to make a selection.
Therefore, in contrast to the static choice rule, the attacker may incorporate expectations about
the future in the decision making process. The problem of identifying a signal peak is exacerbated
by the fact that process variables are noisy and that an high amplitude sample might be followed
by a sample of lower amplitude, followed by an even larger sample.

Forward Looking Search

To solve the peak detection problem, in our initial approach we applied a low-pass filter to sensor
signals to smooth short-term fluctuations and highlight longer-term trends. In this case, the choice
between stopping or continuing the search at sample X; is determined by the difference between
the stopping value and the continuation value X, . This allows a peak to be identified as soon as
a downward trend in a smoothed signal is detected (e.g., three consecutive measurement drops).

We use simple “moving average” as a low-pass filter, i.e. the mean of the previous n data points.
We compute the moving mean of a signal as following. If m is the smoothing interval and s is a
signal sample, then the moving average is given by:

Sy = "

R 8y — 2m=n 4 2m o forn > m,
"T_1-§n_1+%, forn < m.

One of the side effects of signal smoothing is the delay of the smoothed signal with respect to
the original signal by (m — 1)/2 samples. In financial applications, it is recommended to average
the same number of values before and after where the average is calculated to avoid shifting of
data. However, this is not possible during real-time analysis. Note, that noisy signals may require
longer smoothing intervals to improve the signal-to-noise ratio. However, the cost of improved
signal characteristic is a longer delay in peak detection; meaning that, when the smoothed signal
reaches its peak, the real measurement has already begun to decay.
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Change Detection

Another approach to peak detection is to apply a quickest change detection theory. Change
detection tests are statistical techniques that help to identify possible drifts, abrupt and sudden
changes in data series at an unknown time. Cumulative sum (CUSUM) is one of the most commonly
used algorithms for change detection problems. Most optimal stopping rules are parametric and
require a priori knowledge about signal statistics and the size of the expected shift. However, in
many practical cases, the underlying distribution and the magnitudes of shifts are unknown. In
such cases, usage of the non-parametric scheme (NCUSUM) is a better choice.

Assume that the sensor time series is represented by X;. The goal is to identify the peak of this
time series as soon as possible. To do this, we define a new time series .S;. We use two NCUSUM
statistics for each signal: (i) S;" to detect a local maximum in the signal; and (ii) S; to detect a
local minimum. The NCUSUM is initialized with S = 0 and S; = 0, and is updated as follows:

S =max(0,|X;_; — X;| + St ,),
S, =max(0, | X; — X; 1|+ S, 1)-

)

An alarm is triggered whenever S; > h, where h is a threshold that can be used as a parameter
to control the trade-off between the rate of false alarms and the delay in detecting the local
maximum or minimum of the signal. Although the NCUSUM statistic is general and can be applied
to any signal, the threshold % has to be learned for different types of sensor signals.

4.4.3 Heuristic Approach

Although the Secretary Problem is based on sound mathematical theory, one of the disadvantages
of its optimal solution is the large number of non-selections (the last sample in the time series is
taken because the attacker runs out of time). In such cases, the attacker has to be satisfied with
a non-optimal value or has to start the search afresh. To avoid non-selections, we propose an
alternative heuristic solution, which we call the Outlier Test (OT).

In process control applications, it is not uncommon to assume that process measurements have
Gaussian distributions characterized by a mean i and standard deviation o. These parameters can
be estimated for each signal during the observation period and be used by the adversary in the
attack window to detect outliers.

According to the “three-sigma rule” in a normal distribution, nearly all the values (99.73%)
lie within three standard deviations of the mean. In this case, the attacker should select the first
sample in the attack window such that X; > u + 30 or X; < u — 30. Whereas the “three-sigma
rule” threshold permits the selection of better samples, it can result in a longer search time. The
sigma threshold can be lowered so that the selection can be performed faster if the attacker has a
time deadline. A standard score curve can be used to determine the optimal Outlier Test threshold
h. Figure 4.8 illustrates the application of the Outlier Test with o = 2.7.
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4.5 Experimental Results

For the empirical evaluation of our attack we use the Tennessee Eastman model from Section 3.2.1.
The TE model does not simulate start-up and shutdown procedures, instead its execution starts
with predefined base values. The “warm-up” phase of the plant lasts for about two hours and is
excluded from our analysis. Design and implementation of DoS attacks follow the mathematical
description in Equations 3.2.1 and 3.2.1.

We use a default simulation time of 72 hours. Unless specified differently, the experimental
results are conducted with IDV(8) which stands for a variation in the reactor feed. This disturbance
is successfully absorbed by the process and does not impact operations. However, it causes
noticeable unpredictable deviations in sensor signals, which we would like to take into account as
a complicating attack factor. All statistical results are averaged based on 50 simulation runs. The
95% confidence intervals are calculated using Student’s ¢-distribution and included selectively to
provide a general sense of confidence interval range.

4.5.1 Shortest Shutdown Time

In our scenario, we assume an attacker whose goal is to force the physical process into an unsafe
state and cause its shutdown. To evaluate the result of such an attack, we use the Shutdown Time
(SDT) metric, which is the length of time that the process keeps running after the attack is started
and until it shuts down upon exceeding the safety constraints.

In order to be able to compare the results of the proposed approaches, we first obtain the
reference value of the shortest possible shutdown time for each attack on an individual sensor or
valve. The reference values are selected by examining the overall lowest (min) and highest (max)
process values X{(¢) and manipulated variables Y (¢) in each individual simulation run and using
them as stale values. X{(t) and Y}*(t) are defined correspondingly as follows:

XM (t) = rtrél%le(t) and X" (t) = I?EaTXXi(t);

ijmm(t) — T}%l%lyy(t) and }/;maz(t) = r%%xn(t)

These reference SDTs can be considered as optimal because the intended attack impact can be
achieved as quickly as possible. However, these attacks are practically infeasible to execute because
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the attacker has to analyze the signals and launch the attacks in real time. We refer to these
shutdown times as optimum.

4.5.2 Attacks on Controller Signals

Process control is achieved by the adjustment of the available degrees of freedom (manipulated
variables). Therefore, direct attacks on a manipulated variable would be a logical first choice for
the attacker. We analyze a scenario where the attacker attempts to fix a valve in its lowest possible
position (optimum). The results of the simulations are summarized in Table 4.1. The table does not
include the results for XMV5;9;12 because the positions of these valves are fixed in the process
model and they are not used in the simulated control scheme.

As can be seen, under IDV(8), the Tennessee Eastman process is resilient to attacks on the D-
and E-feed flow valves because no attack instances move the process to an unsafe state. At the
same time, the process exhibits partial resilience to attacks on XMV(10) and is vulnerable to attacks
on the remaining actuators. Except for the attacks on the condenser cooling water flow XMV(11),
it takes a considerable amount of time to move the process to an unsafe state by means of a DoS
attack on an actuator. This is not a beneficial outcome for the attacker because the plant operator
may notice the process changes and respond with the appropriate countermeasures. Going further,
it becomes even more difficult to disrupt a process in the steady state (Table 4.1).

The attacker may also influence the state of a valve indirectly. As described in Section 3.2.1, all
the measured variables in the simulated model are computed based on two sensor measurements,
except for XMV(10), which is a single-variable control loop. By executing a strategic DoS attack on
the corresponding sensor signals, an attacker can deceive the controller about the actual state of
the process and make it outputting a manipulated variable value that is desired by the attacker. As
Table 4.1 suggests, the attacker can achieve a process disruption goal much faster in this manner.
Although the result may appear to be counterintuitive, it has a logical explanation based on process
control practice.

Among important control objectives for most continuous processes is to minimize valve
movement to prevent wear and minimize local disturbances. Hence, in most cases, valve positions
do not fluctuate much. Also, a valve is typically never kept in the fully open or fully closed
position. As previously discussed, the attacker can only fix the valve in a position limited by the
lowest observed MV. Since a valve state does not typically deviate much from its normal operating
conditions, in general, an attack on a manipulated variable does not pose a danger to the process.
The shutdown occurs due to the loss of a degree of freedom. As process dynamics evolve, the valve
under attack remains non-responsive to the process control scheme, which eventually leads to an
overall plant imbalance and to a “loss of control" situation.

In contrast, attacks on sensors not only preserve the degrees of freedom, but also allow an
attacker to control valves at will. Sometimes, the attacker may even achieve the fully open or fully
closed valve positions. In this case, the process will exceed the normal operating conditions and
achieve an unsafe state much faster.

Figure 4.9 illustrates a “closing” DoS attack on the C-feed valve. First, we conduct a ten-hour-
long F2"" DoS attack directly on manipulated variable XMV(4) to fix the valve at one of its low
states (Figure. 4.9a). Because the valve remains in a fixed position, the £~ sensor keeps measuring a
constant flow rate (Figure 4.9b). At the same time, the controller keeps generating the manipulated
variable in accordance with the overall process dynamics. As can be seen in Figure 4.9a, the
controller output quickly saturates, indicating that the process has reached a critical imbalance in
the stoichiometric amounts of components A and C'. Nevertheless, the process is able to withstand
the attack and return to normal operation in about five hours (Figure 4.9b). In contrast, a deception
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attack F{'** attack on the F» sensor (Figure 4.9¢) results in the rapid closure of the C'-feed valve,
which leads to a prompt process shutdown (Figure 4.9d) — process simulations end about 3 hours
after attack launch.
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Figure 4.9: “Closing” DoS attack on the C'-feed valve

Clearly, attacks on manipulated variable (i.e., actuators) are less rewarding than attacks on
sensor signals. In order to achieve faster and more reliable results, the attacker should opt for
DoS attacks on process measurements (i.e., sensors). It is important to note that attacks on certain
sensors do not move the process to an unsafe state. This will be covered in more detail in the next
section. Also, note that the shutdown times #SDT for the attacks on sensor signals are not specified
because all the attacks, except those on XMEAS(1), caused process shutdowns. Nevertheless, non-
critical process safety attacks on actuators may have negative impacts on the actuator mechanisms
and on the process itself. As a controller output saturates, a “full-action” (full-open or full-close)
command is sent to an actuator, causing significant equipment overstress and process disturbances.
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In the context of the example illustrated in Figure. 4.9, a full-open command is sent to a valve
(Figure 4.9a). This evokes a rapid change in the valve position, overloading its mechanics and
resulting in a temporary process upset (Figure 4.9b). In many cases, rapid movement of valves may
also cause a highly disruptive cavitation process (formation of vapor cavities in a liquid) [197].

4.5.3 Attacks on Sensor Signals

This subsection analyzes the attacker’s prospects of selecting the highest possible process value in
real time by applying the strategies described in the preceding sections. First, we determine the
shortest possible shutdown time or optimal SDT. The analysis of XMEAS 31;41 is omitted because
these are not real-time measurements. Also, the results for XMEAS{10;11} are not included because
no attacks on these sensors move the system to an unsafe state. As seen in Table 4.2, the sensitivity
of control loops to stale data attacks varies greatly with shutdown times ranging from minutes to
more than ten hours. The process is partially resistant to the F7*™" attack because only five attack
instances trigger process shutdowns. At the same time, attacks P"¢7 and F'{*** do not drive the

process to an unsafe state. Therefore, an attacker who plans to attack, say, the reactor pressure,
should strike only at the minimum peaks.

Stopping Problem Approach Without Peak Detection

To begin with, the attacker has to decide on two parameters in the context of the Secretary Problem,
namely, the number of samples or alternatives n to be considered, and the duration of the learning
phase. For simplicity, we measure n in hours. In this case, for a time frame of 48 h, the number of
alternatives is equal to 48 x f;. We test both lengths of the learning window n/e and n/log(n).
There is no specific requirement on the size of the learning window for the Outlier Test. We keep
it set to n/e to obtain results comparable with the the “classical” secretary approach. Additionally,
the Outlier Test requires a decision on the detection threshold; we set it to h = 20, which accounts
for 95.45% of the data set.

We evaluate the approaches using two metrics: (i) error in selecting the best value in the attack
window, in %; and (ii) number of non-selections (NS) — when no sample in the attack window is
better than the aspiration value, and the last sample in the series is taken. To evaluate the influence
of the error in selecting the best value, we also measure the shutdown time for each attack instance.
This helps with estimating the sensitivity of the control loops to Stale Data attacks. Table 4.2
summarizes the results of the simulations.

Although the classical Secretary Problem solution with learning window size n/e results in the
lowest error when selecting the best sample, its shortcoming is a high number of non-selections.
This side effect is disadvantageous to the attacker who has to choose a clearly suboptimal candidate
(last sample in the attack window) or decide to not launch the attack. Cutting the learning window
to n/log(n) or applying the Outlier Test substantially reduces the number of non-selections, albeit
at the cost of selecting a lower attack value and increased shutdown time. As Table 4.2 indicates,
most of the control loops are sensitive to the magnitude of the selected attack value. A longer
shutdown time is unfavorable to the attacker because plant operators may take corrective measures
to bring the process back to its steady state.

A further feature of the classical SP solution is at odds with the attacker’s requirements because
it prescribes a long learning phase before selecting a candidate. The length of the observation
window together with the time to selection (TTS) constitute the time to attack (TTA). The longer the
TTA, the greater the chance for the attacker to be detected, including being accidentally discovered.
Table 4.3 presents a comparison of the approaches based on the aggregated (averaged) results
from Table 4.2 along with TTA and TTS results. Although the Outlier Test and Secretary Problem
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XMEAS Variable | Optimum Secretary, n/e Secretary, n/log(n) Outlier Test, h = 20
name SDT,h SDTh | Error,% NS, % SDTh | Error,% NS, % SDTh | Error,% NS, %
(1) min A-feed 22.22 - 13.96 40 - 42.85 12 - 18.74 70
max rate
@) min D-feed 5.15 5.93 8.52 26 6.05 19.57 0 6.72 42.93 0
max rate 3.69 3.85 6.38 20 4.27 13.64 4 6.36 42.15 0
3) min E-feed 4.29 4.46 8.13 38 4.55 17.65 2 5.26 44 .87 0
max rate 2.83 3.51 7.82 36 3.32 19.43 2 4.44 45.18 0
@) min C-feed 1.05 1.78 12.44 34 1.99 35.80 4 2.07 29.15 12
max rate 1.78 2.38 18.83 44 1.93 34.45 8 2.20 28.44 6
5) min Recycle 4.39 5.44 17.12 32 8.73 39.17 2 6.77 28.92 14
max flow 9.17 9.90 25.12 40 10.11 42.66 0 10.17 35.44 12
) min | Reactor 8.56 8.2 23.41 34 8.21 39.20 8 8.51 25.93 8
max | pressure
®) min Reactor 2.37 2.90 14.57 34 3.31 30.05 2 3.96 44.98 0
max level 2.73 3.08 11.13 32 3.40 24.20 0 3.71 37.69 0
) min | Reactor 1.34 1.39 4.06 30 1.45 13.54 8 1.75 45.25 0
max | temperat. 0.65 0.69 3.74 40 0.70 13.56 6 3.71 37.69 0
(12) min Separator 5.50 6.92 17.10 36 8.74 40.67 0 8.15 31.18 0
max | level 3.49 4.28 15.97 30 5.86 41.60 2 5.96 36.10 4
(14) min | Separator 12.03 12.10 17.50 34 11.88 39.16 0 12.58 34.01 0
max | underflow 11.58 11.13 20.22 26 11.69 40.70 2 12.15 34.33 2
(15) min Stripper 6.39 7.96 20.28 20 11.06 49.43 4 9.70 35.63 14
max level 6.35 8.54 23.76 34 13.05 56.36 2 9.71 34.01 10
(17) min Stripper 1.86 2.33 4.89 18 3.37 13.91 4 6.75 42.77 0
max | underflow 1.33 2.36 7.07 24 3.10 19.99 2 7.14 43.30 0

Table 4.2: Simulation results of the approaches to the Best Choice Problem solution for the attacks on PV
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with n/log(n) approaches both demonstrate roughly similar results with regard to the accuracy of
selecting the maximum value and the time before making a selection, the latter approach benefits
from a drastically smaller TTA with a very small observation window. It is, therefore, more
advantageous for the attacker to use this approach.

Error TTS TTA NS
SP,n/e 13.78 % | 11.52h | 27.17h | 37.77 %
SP,n/log(n) | 3126 % | 7.63h | 9.61h 3.36%
OT,h =20 3693% | 532h | 2098h | 39%

Table 4.3: Aggregated comparison between the approaches

Stopping Problem Approach With Peak Detection

To increase the prospects for selecting the best possible attack value, the attacker may add a peak
detection step to the attack strategy. The forward looking search approach uses a simple moving
average to smooth sensor signals and filter out high frequency noise (Figure 4.10). We focus on
four types of signals, with different noise floors to compare between peak selection approaches.

The threshold in the CUSUM algorithm depends on the scale of the change that an attacker
would like to detect. Thus, higher thresholds should be selected for noisy signals than for less noisy
signals. We determined the optimal thresholds to be h = 0.005 for Type 1 and 2, and h = 0.015
for Type 3. There are no distinct peaks in the signals of Type 4. We compare the peak detection
approaches with the classic SP solution as it delivers the best results in selecting the max value
(without peak detection). Figure 4.11 illustrates the comparison of the results in the form of a
histogram, which represents the distribution of the errors in selecting an optimal sample.

As can be seen, peak detection approaches deliver superior results compared to the Secretary
Problem algorithm for sensor signals of Type 1 (first row in the Figure 4.11). This is because the SP
search terminates too early, before reaching the peak, yielding a high error in selecting the max
value. At the same time, the low noise level allows for accurate detection of the signal peak.

In contrast, peak detection does not perform well in the case of noisy signals. Thus, noise
corrupts the CUSUM statistics, resulting in a high false detection rate. Although smoothing reduces
signal noise, the selected raw sample is usually suboptimal due to noise uncertainty. On the other
hand, the SP solution delivers lower errors for noisy signals because it sets up the aspiration value
based on the best outlier value in the observation window. Note that while enhancing the Secretary
Problem approach with peak detection may, in certain cases, substantially increase the attacker’s
ability to select the best value, any peak detection approach would need to be tuned to match the
sensor signal characteristics for it be useful.

Attacks in a Steady State

One of the primary goals of process control is to keep the process as close as possible to its optimal
steady state. In the Tennessee Eastman plant, the process variables in steady state do not deviate
much from the set points and accurately follow Gaussian distributions (Figure 6.20a). Most of
the sensor signals are of Type 4, with a few signals of Type 3. The results in Table 4.4 show
that, relative to each other, all the approaches demonstrate performance similar to the use case in
Section 4.5.3, the only exception being the NS statistic for the Outlier Test. Even with a higher
threshold of A = 3.50 (0.999% of the data set), the Outlier Test delivers a diminishingly small
number of non-selections. Also, in the steady state, the observation window for the Outlier Test
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Figure 4.10: Four types of sensor signals in TE process: raw and smoothed (1 = 250) signals

can be reduced substantially. For most sensor signals, it is sufficient to observe only five hours of
samples in order to accurately identify ;1 and o. Under these conditions, the TTA for the Outlier
Test becomes comparable to that for the Secretary Problem approach with the reduced learning
window n/log(n).

Due to the minimal variations in process measurements, all approaches demonstrate lower
errors when selecting the best possible value; but for the same reason, the selected attack values
are also (much) lower. Moreover, in the steady state, the process is more resilient to attacks on
certain control loops. For example, it is no longer possible to move the process to an unsafe state
by attacking XMEAS(1), and the shutdown times for attacks on XMEAS{5;12;17} increase more
than twofold. Therefore, it is less rewarding for the attacker to strike when the process is at steady
state.

Error TTS TTA NS
SP,n/e 320% | 2.87h | 28.53h | 37.09 %
SP,n/log(n)) | 9.09% | 839h | 10.37h | 8.64 %
OT,h =350 | 782% | 6.39h | 22.02h 1.5 %

Table 4.4: Comparison between the approaches, steady state
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Figure 4.12: Impact of the IDV(8) disturbance on process measurement

4.5.4 Additional Considerations

After gaining access to the control system, the attacker faces a number of uncertainties. Therefore
hitting at outright attack success might be challenging. This section discusses several considerations
related to attack design and execution.
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Impact of the Sampling Frequency

The sampling rate of a sensor signal changes its noise profile. In order to complete the analysis,
we also investigated the impact of f,. As anticipated, the lower signal sampling rate results in a
lower error in selecting the best sample due to the reduced noise level (Table 4.5). However, the
selected attack value is also lower compared with the attack on the signal sampled at a higher rate;
this is due to the reduced number of high amplitude outlier samples (Figure 4.13). Depending on
the control loop sensitivity, we could observe an increase in shutdown time of up to three hours.

Error TTS TTA NS

SP, n/e 433% | 10.73h | 2838h | 37.72 %
SP,n/log(n)) | 1281% | 6.70h | 10.97h | 8.09 %
OT, h =20 1255% | 3.95h | 21.59h | 0.29 %

Table 4.5: Comparison between the approaches, F;=100 s/h
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Figure 4.13: Impact of the sampling frequency on the sensor signal

Figure 4.14 demonstrates the dependence of the shutdown time on the sampling frequency of
the signal in the case of the F ;57 attack. As can be observed, even a slight increase in sampling

frequency (until 250 s/h) gives the attacker 1.34 hours of advantage in achieving the attack goal.

Detection of Plant State Change

The reference value learned in the observation window is only valid for a particular plant state.
In practice, a process periodically undergoes changes in its operating conditions due to updated
setpoints, change in operating modes of production loads, disturbances, etc. The attacker needs to
be able to detect such changes quickly in order to adapt her attack strategy to the new circumstances.
Figure 4.15 demonstrates the detection of the A/C-feed ratio change using the CUSUM algorithm.
With a threshold A = 0.001, the change can be detected in 8.5 min and with 2 = 0.005 in 12.5 min.
Once the change is detected, the attacker can either reset the learning phase immediately or wait
for some time to see if the process state keeps changing.

One of the challenges in detecting a state change in a plant is the uncertainty in the magnitude
and location of its manifestation. In the case of the Tennessee Eastman process, most of the mode,
load and step changes have explicit influences only on certain control loops while the changes in
other control loops happen in a less distinctive way and may be unnoticeable to the attacker.
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Figure 4.15: Detection of the plant state change, h = 0.005

Chaining DoS Attacks

Even after executing a successful DoS attack at steady state, it may take a long time to move the
process to an unsafe state. In order to achieve a shorter shutdown time, the attacker would have to
first disturb the process to cause greater deviations in the process measurements so that a better
(higher or lower) attack value could be selected. Causing a plantwide disturbance might be difficult,
but the attacker can “chain” two DoS attacks to accomplish her attack goal. For example, the F s";;”
attack on the separator underflow causes an oscillation effect on the separator level (Figure 4.16a).
After 30 min, the separator level L., reaches 30%. The attacker can then use the CUSUM algorithm
to detect the change and launch a DoS attack on L., when L, reaches its lowest value. In this
way, shutdown can be reached in 3.43 hours compared with 12.03 hours if the attacker were to
execute a direct attack on the separator level sensor at steady state. Similarly, the LZ;;” attack
causes an immediate step change in the separator underflow (Figure 4.16b), which can be quickly
and accurately detected and leveraged to launch a subsequent DoS attack. The attacker could also

chain a DoS attack on a sensor with a subsequent attack on an actuator.
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Figure 4.16: Examples of the possible stages for chaining attacks

4.6 Discussion

After accessing the process measurements, the attacker neither knows the maximum possible
process variable range nor the sensitivity of the process to the magnitudes of the manipulations.
More importantly, the attacker has no knowledge about the time constants of the individual control
loops and the extent of disturbance propagation. This means that the attacker is uncertain about
which attack value to choose and the period of time to carry out the attack. The latter is crucial
knowledge, especially when planning concealment activities. Therefore, to maximize the impact
and minimize the attack duration, the attacker should attempt to select the highest or lowest value
possible from the observed data range. This strategy will be also useful in cases when the scaling
or units of data are unknown, e.g., as shown in Figure 4.17.

434 1.070135 10.85.64.50 10.21.81.252 DNP 3.0 162 from 16 to 1024, len=255, Unconfirmed User
553 1.131345 10.85.64.50 10.21.81.252 DNP 3.0 112 from 16 to 1024, Response
740 1.447104 10.21.81.252 10.85.64.50 DNP 3.0 78 from 1024 to 16, Read, Internal Indications
749 1.510921 10.85.64.50 10.21.81.252 DNP 3.0 75 from 16 to 1024, Response

Object(s): Binary Input With Status (0bj:01, Var:02) (0x0102), 40 points
4 Object(s): 16-Bit Analog Input (Obj:30, Var:02) (0x1e02), 70 points
Qualifier Field, Prefix: None, Range: 8-bit Start and Stop Indices
[Number of Items: 70]
4 Point Number @ (Quality: Online), Value: 1678
[Point Index: @]
Quality: Online
Value (16 bit): 1678
Point Number 1 (Quality: Online), Value: 1358
Point Number 2 (Quality: Online), Value: 1760
Point Number 3 (Quality: Online), Value: 1677
Point Number 4 (Quality: Online), Value: 74
Point Number 5 (Quality: Online), Value: 103
Point Number 6 (Quality: Online), Value: 25

Figure 4.17: Data packet with process variables represented in unknown units

Characteristics of sensor signals in the same plant can be very dissimilar. Taking into account
the amount of uncertainty involved when designing an attack, an attacker would be better off to
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choose scale-independent and non-parametric algorithms. Although we have selected approaches
with few tuning parameters, the attacker would still require a learning phase to roughly determine
the types of signals, their distributions and the noise levels. The noise level play an important
role when deciding on the most effective algorithm to selecting attack value and tuning certain
parameters such as thresholds used in the Outlier Test and the CUSUM algorithm.

Sampling frequency turned to be one of the most crucial parameters that determines attack
success. As mentioned in Section 4.5.4, f, influences the noise profile and, therefore, can directly
impact the selected attack values and shutdown times. Also, knowledge of the sampling frequency
is crucial to determine the optimal smoothing interval; the lower the f; value, the smaller the
smoothing interval should be. Figure 4.18 shows the raw XMEAS(12) signal sampled at 2,000 s/h
and its corresponding smoothed signal with m = 250. If the raw signal had been sampled at 100
s/h, its smoothed signal would have been significantly distorted.
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Figure 4.18: Impact of the sampling frequency on signal smoothing

Destructive capabilities in the cyber-physical domain predominantly exist in relation to a
specific target. Thus, knowledge on process dynamics such as the results from Table 4.2 are
only valid for a specific control architecture of the process. A separate analysis would have to
be conducted for the other control schemes developed for the Tennessee Eastman process. The
attacker could do excellent homework and design a good portion of the attack in advance. However,
it would be still necessary to tune the attack to the individual dynamic behavior of the plant through
reconnaissance activities such as stimulating the process by changing configuration parameters or
modifying manipulated variable while observing the system’s reaction as, e.g., presented in [320].
From the defensive point of view, short-term process deviations caused by attacker “tests” can be
detected by process-aware anomaly detection solutions [45, 223].

While in this chapter we considered attack scenarios in which an attacker aims at causing
significant unwanted impact on the physical process (e.g., unsafe state), DoS attacks are also
effective for execution of so-called “economic damage” attacks. Figure 4.19 illustrates various cost
elements in relationship to process efficiency. As can be seen, even insignificant deviations from
the optimal operating conditions may impact plant profitability. Therefore also non-strategic and
short-time DoS attacks can have an unwanted effect on plant operations.

A large body of literature is dedicated to understanding the best strategies for causing DoS
attacks on various communication protocols [53, 110, 203, 207, 208]. DoS can rarely be achieved
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Figure 4.19: Relationship between process performance and plant profit [184]

instantaneously. Typically it takes some to achieve a long enough packet delay or ensuring no
successful packet retransmission. Therefore, during practical Stale Data attack implementation it
might be required to optimize (decrease) a delay between selecting stale data and achieving DoS
to maximize attack impact. A significant advantage of DoS attacks is that complete parsers for
proprietary protocols are not required to launch an attack.

The issue of stale data may become especially prominent with the increasing usage of wireless
communications such as 5th generation mobile radio (5G) in plants (Figure 4.20). Even though 5G
technology significantly improves important parameters for industrial networks such as latency
and jitter compared to previous generations of cellular networks, the attacker may strategically
jam communication links in a temporary fashion or increase latency.
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Figure 4.20: Usage of wireless 5G communication in an industrial plant [285]

4.7 Related Work

Physical processes and their states are inherently time dependent. Researchers have previously
demonstrated the important role of timing parameters in cyber-physical security. Genge and
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Siaterlis [112] have shown that process-aware segmentation of a control network increases surviv-
ability and extends time to process shutdown. Also, Genge et al. [111] experimentally demonstrated
that PLC task scheduling and speed of valve have a major impact on the outcome of remotely
executed attacks. Criticality of the synchronization to the stability of the electric power grid is
discussed by Amelot et al. [14]. It was shown that accurate timing is critical when aggregating data
from multiple sources and supplying them to computational models. Delays in receiving certain
data may significantly impair situation intelligence and increase risks of adverse impacts.

In our work we consider an attacker who carries out a DoS attack for a certain period of time,
needed for moving the process into a desired state. Larsen [190] investigates the impact of the
strategic short-term delays of process measurements to destabilize control loops. Specifically, he
showed how data packet delays invalidated the dead time constant and subsequently invalidate
the tuning of the PID controller. The same author applied a triangle approximation algorithm for
detecting certain process conditions in sensor signals in [189]; this method can be also used for
sensor signal peak detection.

A comprehensive overview of the recent research efforts on networked control systems under
denial-of-service attacks can be found in [50]. It was concluded that attack-resilient control and
communication systems and prevention and detection approaches for DoS attack have not yet
been sufficiently explored. Few works exist on detecting DoS attacks in the Tennessee Eastman
process [158, 166]. Both approaches employ general data analysis strategies which makes such
anomaly detection approaches applicable to a wider range of physical process. DoS attacks on
other types of cyber-physical systems such as cars and underwater sensor networks can be found
in [171] and [332] respectively.

Different approaches to identifying parts of the process and equipment which are more sensitive
to cyber attacks were studied in [5, 135, 315]. Haller and Genge [135] used the change in the
standard deviation of observable variables as a metric to measure the sensitivity of individual
control loops to a set of attacks. Using cross-correlations, the authors determined the groups of
observed variables with similar sensitivity to prioritize deployment of a limited number of IDS
sensors. The experiments discussed in [5] had shown that it is more advantageous to the attacker
to jam (wireless) communication links at Level 0 of the Purdue network reference architecture than
at Level 1 based on damage potential and detectability metric. Wang et al. [315] applied a Monte
Carlo-based framework to a model of a lead-cooled fast nuclear reactor to identify components
which are most vulnerable to cyber attacks. Using a safety margin metric the authors compared
impacts caused by attacks on sensors, actuators and PID controllers. In contrast to our work,
attacks on actuators were found to have the most detrimental effect. This is because valve failures
were modeled as a fail-stuck to a random magnitude of actuation from a uniform distribution. In
real world, valve position is kept close to its typical operational value most of the time to minimize
process fluctuations. This is why DoS attacks on actuators have less detrimental impact than
attacks on sensors.

In work closest to ours, Cardenas et al. [44] used a simplified model of the Tennessee Eastman
process to compare sensitivity of the control loops to data integrity and DoS attacks on sensor
signals. The authors were not able to bring the TE process into an unsafe state with DoS attacks
and concluded that they have limited impact. The impression was likely caused by the lack of
variations in sensor signals. The simplified TE model includes only steady state and does not
include sensor noise, therefore the attack (stale) values were very close to the set point. In our
work we have shown, that strategic execution of DoS attacks on signals with variable dynamic are
as effective as data integrity attacks.
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4.8 Conclusions

Cyber-physical systems are real-time applications which depend on the timely availability of
process state information and punctual dispatch of control commands. By taking advantage
of sensing and control actions scheduling, the attacker can orchestrate the dynamic behavior
of the physical process to her advantage. While conventional IT network security measures,
if implemented, prevent highjacking and modification of communication traffic (data integrity
attacks), they do not deal with the timeliness of data packet arrival caused by strategically executed
DoS attacks. We called this class of attack Stale Data. In this chapter we studied the effect of DoS
attack on a control system and the dynamic behavior of an underlying physical process.

Firstly, we showed that the effect of DoS attacks is similar to data integrity attacks with the
only difference being in the range of attack values equal to the range of process values observed in
the legitimate traffic. Although this is not necessarily a limitation, the range of attack values can be
expanded by chaining DoS attacks on different control loops. Secondly, we investigated the effect
of DoS attacks on individual control loops. By adopting a risk assessment approach and a metric of
Safety Shut Down time, we numerically evaluated various attacker strategies when selecting the
maximum attack value on sensor and actuator signals. We used the Tennessee Eastman challenge
process to illustrate our approach. However, our methodology can be applied to any cyber-physical
system.

Our empirical results reveal the execution of cyber-physical attacks is associated with a great
deal of uncertainty about the behavior of individual control loops under attack. It is not evident
which attack value to choose, for how long to carry out the attack to achieve the desired impact
and what would be the extent of process disturbance propagation. The latter is crucial knowledge,
especially when planning concealment activities. Additionally, attack strategies deliver radically
different results when applied to different types of process measurements. To reduce the need for
preliminary reconnaissance activities the attacker may opt for approaches to signal processing
with minimal tuning parameters. Last but not least, we observed that attacks on actuators are less
effective than attacks on sensor signals due to much lower variability in the manipulated variables.

With the increasing usage of various wireless communication (including 5G) and drone technol-
ogy becoming widely available to attackers, jamming attacks with stale data impact may become
of significant concern. Sensitive control loops should be especially closely monitored for delays,
stale data should be discarded and missing data compensated with alternative sources of data, e.g.,
with MPC data. Threat modeling for industrial equipment design must include stale data attack
scenarios.
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Chapter 5

Data Veracity in Process Control Systems

Don’t trust your inputs.

“Writing secure Code” by Howard &
LeBlanc

5.1 Introduction

With the progressive digitization of industrial control systems, process data collection, processing,
storing and presentation became an essential task of the control infrastructures with process data
becoming one of the “assets” to manage. Control system applications supervise all of the functions
and operations in a plant by taking in real-time data from the field instrumentation and using the
trends extracted from the process data to make decisions about each process unit performance.
When speaking about software applications, they are seen as applications that run on top of an
untrusted IT infrastructure. Input validation is performed to ensure that only properly formed
data is entering the application workflow, preventing the unexpected outcome of code execution.
Physical processes similarly rely on the process data being appropriate and not harmful to the
physical application.

Security properties should fit the application’s needs. For a long time it was thought that if
data security policies were guided by the Confidentiality, Integrity, Availability triad, the data was
‘secure’. With the change in the volume of data being produced and the way how and where data
was stored and used, the CIA model began to be seen as limiting. In 2002 Donn Parker extended
the CIA model to better describe data security requirements as shown in Figure 5.1 [248].

Parker’s six attributes of information security are non-overlapping in that they refer to unique
aspects of information with utility or data usefulness being the only property that is not necessarily
binary in nature. Not only utility can have degrees of usefulness, it is also highly contextual and
can only be evaluated in relation to a specific application.

In process automation, field devices such as sensors are considered to be monolithic units
that are fully trusted [237] and the data originated by the devices are correspondingly considered
trustworthy. In many cases the controller and operator can observe a physical process only through
process measurements, therefore their accuracy is critical. As discussed in Section 2, acquired
sensor signals pass through a variety of functions that process them in a variety of ways such
as amplification, scaling, conversion, filtering, aggregation and normalization to name a few.
Furthermore, data sources are combined through computation formulas prior to being consumed
by additional control logic and applications. In essence, data processing is conducted to provide
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Figure 5.1: The Parkerian hexad

usable, i.e., actionable information, based on the requirements defined by data consuming circuit-
s/devices/applications at each stage in a data chain. Any error in data acquisition or processing
along data routes harbors the potential to degrade and even lose visibility of the process state. This
is why the understanding of data sources and their pathways is essential to the assessment of the
undesirable impact on process operations, caused by errors or intentional manipulation of data
streams. In process control, data condition/content is addressed in the context of “data quality” or
“data reliability”. Telemetry engineers are frequently responsible for this task.

Data utility refers to the data accuracy and usefulness as a result of its transformation within
the computing infrastructure. Examples of data utility and the impact of its violation in the
context of industrial infrastructures are discussed in Appendix C. The utility does not address how
trustworthy or accurate the source of the data is, and whether the information extracted from such
data is correctly representing the reality. Process data are originated in the physical process and
measured by the sensors. It would be prudent to establish methods able to determine if the data
received truthfully capture the attributes of the physical world relevant to the application under
control. This leads to a new security requirement called veracity, or trustworthiness of data. The
relationship between data veracity and data utility is shown in Figure 5.2.

[ Data Quality ]

[ Data Veracity ] [ Data Utility ]

Refers to the process Refers to the process
of capturing data of making data usable

Figure 5.2: Data quality in process control systems

5.2 Data Veracity

The word veracity derives from the Latin adjective vérax — “truthful”, which in turn comes from
the earlier vérus — “true”. Initially, the property of veracity gained its popularity in the area of
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criminology - the ability to detect whether a witness is veracious or not [200]. The term veracity
is used both in relation to actors such as witnesses and their statements. Borselius extended
veracity to the property of mobile agents namely that they will not knowingly communicate false
information [31].

We refer to statements about aspects relevant in a given application domain as assertions.
Assertions may be true or false. In this thesis we use the definition of veracity proposed in [120].

Veracity: The property that an assertion truthfully reflects the aspect it makes a statement about.

Restating, data veracity is the degree of accuracy or truthfulness of a data set. Veracity is not
a property guaranteed by any of the familiar IT infrastructure security services. Veracity refers
to aspects outside the IT infrastructure: the adversary is not an entity launching an attack in the
infrastructure but an entity making false assertions. The data are already false when passed to
the infrastructure. “Trusted” sensor data just because they have been digitally signed do not help
when the sensor readings are incorrect or have been manipulated before being submitted to the
communication protocol stack. Veracity is a new security property relevant at the application
level.

There is an old engineering aphorism that says “one must measure a process in order to control
it”, which is still as current today as it was in the past. A corollary to this saying is that trustworthy
process measurement information is required so that users feel comfortable enough to risk making
tighter control improvements [227]. For data to be regarded as trustworthy, particularly to support
the decision-making process, it is vital that data accurately reflect the reality. However, data
veracity is a complex property that deals with uncertainties in data brought about by a diversity
of causes with biases, noise, abnormalities and missing values being a few examples. Enforcing
veracity can be challenging. Quoting the words of Prof. Vijay Varadharajan in [28]:

Every physical and virtual device in the IoT infrastructure generating huge quantities
of data presents immediate and direct consequences. Just because data are accessible
doesn’t mean it’s trustworthy or reliable for making decisions, or even ethical to access
and use it.

To secure an application, one thus may have to go beyond securing the infrastructure and in
addition provide mechanisms for detecting false data. In this section we first examine examples of
how data veracity can be impacted in process control applications before focusing on a specific
adversarial example of veracity compromise. We then propose an approach for detecting non-
veracious sensor signals in near-real time.

5.2.1 Violation of Data Veracity

In many cases the operator can only observe the process through sensors and must have faith that
the sensors describe the true underlying physical reality. This faith can be used by an attacker
even when error handling is in place and used to mathematically solve the error in the system. For
example, in the power grid complementary disturbances caused in adjacent nodes are canceled
out as a residual error in a state estimator.

Violation at the Process Level

The lowest level of manipulation possible is the actual physics of the process itself. The most
intuitive attack scenario is a manipulation of the environment around a sensor. This attack vector
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is especially applicable to sensors that can be “approached” by the attacker such as weather and
ambient sensors or proximity and object detection sensors. Increasingly, data veracity is becoming
of concern in the automotive sector. Modern cars are equipped with a large number of sensors some
of which are exposed to the outer surroundings without physical protection. Shoukry et al. [283]
showed that by modifying the physical environment around analog sensors such as Antilock
Braking System (ABS) it is possible to alter wheel speed measurements and potentially induce life
threatening situations. ABS relies on magnetic-based wheel speed sensors which are exposed to
an external attacker from underneath the body of a vehicle. By placing a thin electromagnetic
actuator near the ABS wheel speed sensors, an attacker can inject magnetic fields to both cancel
the true measured signal and inject a malicious signal, thus spoofing the measured wheel speeds.

Industrial processes are typically located within the protective boundaries of a physical fence
or similar and therefore are not easily approachable by attackers. However, it is possible to achieve
an adversarial impact on data veracity by creating special conditions in the physical process itself
via remote attacks. In continuous processes, even if two sensors are segregated electronically, the
process physics may connect them creating a “data flow”. When the logic of a field device operates
on a particular datum, that datum may actually be an aggregate of other data even if that value was
directly measured from the process. In such case, the “unseen” process data may have a negative
impact on the control loop performance. Consider a pressure measurement. Depending on the
process, changes in pressure may be the result of temperature, flow, volume, or reaction speed.
A simultaneous change in temperature and volume may be incorrectly interpreted as a change
in reaction speed. Incorrect interpretation of unmeasured quantities (here: reaction speed) is a
frequent concern in process control.

Consider another example of a process unit that produces ammonia with pressure in a vessel
being maintained with an inflow pump. Maintaining the right ammonia pressure is critical to
the financial health of the plant, therefore its control loop is closely monitored. A second pump
is responsible for the outflow of ammonia from the vessel but is not considered critical to the
plant economy. It may be possible to set up a standing wave between the two pumps that has
a direct impact on the ability of the first pump to perform its function. In that case, the unseen
state of the second pump is critical to the functionality of the first pump even though there are
no electronic data flows between these two control loops. A variation of this attack scenario has
been implemented on a realistic hardware setup to degrade the performance of an analog pump as
described in Appendix E.3. By modifying the position of the inlet valve, an attacker was able to
cause a cavitation process which impacted the working of the pump up to full stoppage of the flow.

Although data veracity attacks at the layer of the physical process are hard to detect and
diagnose, they are also much harder to execute from the design and attack reliability standpoints.
During such attacks both the operator and the adversary operate in conditions of limited visibility
of the underlying process physics. Depending on the attack scenario, prior testing on a mockup
system may be required to determine the exact attack parameters.

Violation at the Sensor Level

Input devices such as sensing devices are inherently susceptible to attacks with unvalidated,
unwanted inputs. Attackers can exploit the physics of materials to fool sensors into becoming
unintentional receivers of malicious signals to manipulate sensor output or induce intentional
errors. This class of attack is called a transduction attack [108]. This is one of the most frequent
attack scenarios covered in the CPS security research literature. For instance, Tu et al. [305]
implemented an attack on temperature sensors that exploits an unintended rectification effect in
analog amplifiers that can be induced by injecting electromagnetic interference (EMI) at a certain
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wavelength. The attack scenario bypassed conventional noise filtering and generated a controllable
DC (direct current) voltage offset at the analog-to-digital converter (ADC) input. Due to the altered
offset, the resistance of a resistance temperature detector (RTD) was converted into a wrong albeit
“valid” value within the operating range. As stated by the researchers, “from meters away or an
adjacent room, an attacker could trick the internal control system of an infant incubator to heat or
cool to unsafe temperatures.”

In another example, Bolshev et al. [30] exploited the ADC’s input signal sampling process in
industrial equipment. Specifically, the authors discussed a scenario of injecting a specially crafted
analog signal which would be converted into different digital values by the serially connected
equipment on an analog line. In the architecture depicted in Figure 5.3, a PLC responsible for
the regulatory control sends an analog control command to the actuator (e.g., a motor) whereas
a so-called “safety PLC” performs checks of that command for unsafe conditions. It was shown
that it was possible to generate an analog signal that would be converted into different digital
values by different equipment. For instance, the actuator converted the analog signal into 1.5
V (ON command) and the safety PLC output 0 V (OFF command on the HMI). If such an attack
is successfully executed on the plant floor, the operator would lose awareness of the true state
of the process and could make wrong and potentially harmful control decisions. Similarly, the
safety protection would not engage due to a wrong notion of process state. The perceived threat
of the transduction attacks to the industrial-grade sensing equipment has grown such that in one
instance U.S. ICS-CERT warned manufacturers of the related hardware design flaws in a security
advisory [73].
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Figure 5.3: Threat scenario for analog control loop [30]

While the implementation of the above scenarios requires close proximity or physical access to
the target environment for attack execution, the evolution from simple analog and digital sensors
to sophisticated “smart” transmitters makes it possible to execute an attack on data veracity directly
on the sensing device, and with that to undermine the assumed trust in field equipment. Modern
smart sensors are equipped with microprocessors and IP-based communication capabilities making
them attractive targets for remote and supply chain attacks. Violation of data veracity directly on
the sensor through its compromise is a scenario considered in this chapter.

5.2.2 Ensuring Data Veracity

The definition of veracity does not differentiate between assertions that are false on purpose and
assertions that are false by accident. This distinction does not matter for the application; the
application would react to a false assertion in the same way in both cases. The distinction matters
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in the design of countermeasures. For instance, redundancy can be used for accidental violations
but not for malicious violations. In this regard, Borselius [31] commented that veracity cannot
be effectively enforced in mobile agent systems as the required redundancy for such a system is
likely to make the system useless.

For security purposes, data veracity can be achieved in a few ways. First, if the environment
warrants a sufficient degree of physical protection tamper-resistant “trustworthy” sensors can be
deployed, i.e. reliance on physical security. Second, hardware and/or software-based validation
of the input signals may help to reject malicious signals or filter out harmful signal components
(e.g., high frequencies). Third, if the environment and input signals cannot be easily controlled,
countermeasures can take the form of plausibility or consistency checks on the received sensor
inputs.

Redundancy and consistency checks such as majority voting have been used for detecting
accidental sensor failures. Since the defenses against intentional attacks cannot be built on the basis
of statistical independence, countermeasures may take the form of plausibility and/or consistency
checks. In this case, models of the physical space under observation are used to judge to which
extent individual sensor readings are consistent with the overall state of the system derived from
all the readings. It is possible to further model the relationship between different aspects of the
physical process (e.g., temperature and pressure) in order to detect spurious sensor readings or
flag implausible readings as suspicious. Changes in the plant configuration are not required to
implement such countermeasures which makes them practical.

5.3 Sensor Signal Spoofing

If achieving the desired physical impact takes more time than the expected operator’s response,
the attacker may need to spoof the process state in an intelligent way for the duration of the attack
to prevent the operator from taking corrective measures and bringing the process back to its good
state. Additionally, if the operator attributes the process behavior to unnatural causes, she can
initiate an immediate incident investigation. Spoofed process measurement will then significantly
obstruct the forensic investigation and root-cause analysis.

Believable falsification of sensor signals is a matter of science as much as art. In theory;, it is
possible to falsify a sensor signal that would be undetectable given enough time and CPU power.
In real world scenarios the attacker is constrained by time, needed engineering efforts and other
factors. The core computers of an industrial control system are capable of significant computations,
but the individual measuring instruments are almost universally based on small microcontrollers
that have limited computing and storage resources.

The techniques used to spoof a signal are, generally speaking, a tradeoff between storage and
computation. At one end of the spectrum, an attacker can use a “record-and-playback” approach.
The sensor signals are recorded at a convenient time and then played back during the attack.
Depending on the type of the process (continuous or batch), data from a previous day or a previous
batch is recorded and played back during the attack. This approach to spoofing was used in
Stuxnet [187]. However, this method may require a large amount of storage depending on the
volume of process data that needs to be spoofed. At the other end of the spectrum, the attacker
can build a model of the process and then run that model in a process. This is an onerous task that
requires significant computational and storage resources [314]. Also, it requires a large body of
detailed knowledge about the process that the attacker has to gain directly from the process she is
trying to spoof.

As an alternative, we consider a spoofing technique that can be run on the small microcontrollers
used in smart sensors. It is based on a set of lightweight real-time algorithms first introduced
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by Larsen [189]. In his approach, Larsen builds a small model of an individual sensor signal,
which allows accurate recreation of sensor signal noise (Runs Analysis algorithm) and process
measurement dynamics (Triangle Approximation algorithm) with the primary goal to deceive
human operators as well as pass basic sanity/validity checks of sensor values such as statistical
uncertainty validation [141]. We implemented Larsen’s algorithms and applied them to sensor
signals in the TE process model. We verified the suitability of the approach and parametrized the
sensor spoofing algorithms to make them applicable to spoofing different types of sensor signals.

5.3.1 Sensor Signal Noise Reconstruction with Runs Analysis

The technique described in this section is used to replicate the noise floor of a sensor signal. The
design goal is to produce sensor noise that is believable to a human observer in the smallest
footprint possible. It means accurately reproducing noise amplitude and the number of visible
spikes and gaps from the original data.

The technique is based on Bradley’s Runs Test for comparing random sequences from his
collection of the Distribution-Free Statistical Tests [33]. The algorithm counts the number of runs
in two pseudo-random sequences and then compares the distribution of those runs as a measure
of the similarity of the underlying randomness. The algorithm counts the runs in the sensor noise
treating it like a pseudo-random sequence to build a distribution. It then uses that distribution to
generate sensor noise that mimics the original. The approach works across a wide variety of sensor
signals and does not require the attacker to have a-priori knowledge of the noise parameters.

The technique is best described by example. Consider the following sequence as if it was a list
of consecutive samples from a sensor:

[33.47, 34.73, 37.77, 36.56, 35.31, 30.15, 39.64, 35.08, 37.22, 34.18, 30.84, 38.47, 35.9, 31.12, 32.19,
30.39, 35.39, 31.08, 37.15, 34.24, 36.63, 37.4, 31.49, 37.11, 38.27, 39.97, 34.16, 38.85, 32.6, 32.69, 32.64,
35.41, 35.03, 39.33, 37.45, 31.69, 38.27, 35.59, 34.08, 34.5, 38.66, 38.78, 34.28, 35.81, 37.64 30.84, 36.97,

34.99, 30.01, 30.31, 38.91, 38.45, 31.57, 34.46, 33.03, 31.19, 34.69, 36.89, 35.64, 39.18, 36.45, 32.99,

31.66, 38.62, 36.76, 35.93, 35.28, 36.58, 35.37, 33.57, 30.16, 33.77, 33.88, 33.81, 37.65, 32.41, 33.44,
38.27, 33.06, 38.74, 35.62, 34.95, 35.65, 32.35, 39.38, 30.62, 38.47, 35.38, 39.1, 30.11, 37.73, 39.8, 36.52,

33.4, 39.54, 36.57, 37.36, 32.85, 38.66, 35.9 ...]

The technique first counts the number of increasing or decreasing values in a row called “runs up”
or “runs down”. The subsequence [33.47, 34.73, 37.77] increases over three consecutive numbers
and can be described as a “run up of 3” or simply “3”. The next subsequence [36.56, 35.31, 30.15]
decreases over three consecutive numbers compared to the last number 37.77 from the previous
run and can be described as a “run down of 3” or simply “-3”. Note, that the first subsequence does
not have a “reference number” and its run is computed in relation to the first and last numbers in
the subsequence. The run can be further described by the total distance traveled. The subsequence
[33.47, 37.77] travels 37.77-33.47=4.30 units and can be described with the shorthand (3;4.3). The
subsequence [36.56, 30.15] travels 37.77-30.15=7.62 units and can be described with the shorthand
(-3;7.62). The original sequence can be converted into the runs notation as follows:

[(3;4.30), (-3;7.62), (1;9.49), (-1;4.56), (1;2.14), (-2;6.36), (1;7.63), (-2;7.35), (1;1.07), (-1;1.80), (1;5.00),

(-1:4.31), (1:6.07), (-1;2.91), (2:3.16), (-1:5.91), (3:8.48), (-1;5.81), (1:4.69), (-1:6.25), (1;0.09), (-1;0.05),

(1:2.77), (-1:0.38), (154.30), (-2:7.64), (1:6.58), (-2:4.19), (3;4.70), (-1;4.50), (2:1.83), (-1:6.80), (1:6.13),

(-2:6.96), (2;8.90), (-2:7.34), (1;2.89), (-2:3.27), (2:5.70), (-1;1.25), (1;3.54), (-3:7.52), (1:6.96), (-3;3.34),

(1:1.30), (-3:6.48), (2:3.72), (-3;1.47), (2; 5.86), (-1;5.21), (1;5.68), (-2:3.79), (1; 0.70), (-1;3.30), (1;7.03),

(-1:8.76), (1; 7.85), (-1;3.09), (1:3.63), (-1:8.99), (2;9.69), (-2:6.40), (1:6.14), (-1;3.09), (1;0.79), (-1;4.51),
(1:5.81), (-1;2.76) ...]
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The described procedure is applied to a certain number of consecutive values in the so-called
learning phase. The average distance moved for each run length can be described with a single
distribution (Figure 5.4a). This distribution describes the dynamic nature of the input sensor noise
and can be used to generate sensor noise that looks similar to real noise for the human eye. The
algorithm constructs the noise as a series of line-connected segments from the distribution where
the X value of the line segment is the length of the run (Figure 5.4b) and the Y value of the line
segment is the average distance traveled. Each line segment is not equally represented in the input
data and should not be equally represented in the spoofed data. Thus, a run of +2 is far more
common than a run of +5 in most data sets. The ratio of +2 to +5 can be determined by simply
counting their occurrences in the input data set.
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Figure 5.4: Attributes of Runs Analysis

The noise generation algorithm is simple. A line segment is chosen from either the positive
half or the negative half of the distribution at random. The random choice is weighted so that the
ratio of +2 to +5 is maintained. The random noise should not drift too far from the sensor reading
shown to the operator. This is accomplished by choosing from the positive runs when the value is
lower than desired and the negative runs when the value is higher than desired.

Figure 5.5 visualizes the results of the Runs algorithm. The original noise shown in Figure 5.5a
is used as the training set. As can be observed in Figure 5.5b the noise features important to the
human eye such as noise floor width, distribution of spikes and gaps are generated in a believable
way. The complete pseudo code of the Run Analysis algorithm is given in Appendix D.1. In
exceptional cases, when high-precision spoofing is required, measuring Signal-to-Noise Ratio
(SNR) can further help with parametrizing the algorithm to ensure higher accuracy. The described
approach to sensor noise synthesis can be implemented in a small code footprint. Larsen optimized
the assembly code for the ARM microcontroller to fit both the code and data for the entire algorithm
into approximately 400 bytes [189].

5.3.2 Sensor Signal Dynamics Reconstruction with Triangle Approxima-
tion

While sensor noise is a result of process physics and imperfections of the sensing hardware, the
feedback mechanism of control loops induces dynamic process behavior that is visible to the
operators through fluctuations in sensor signals. In a steady state, many sensor signals do not
deviate much from a set point and look more like a flat line with a sensor noise (Figure 5.6a). If the
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Figure 5.5: Reconstruction of sensor signal noise with the Runs algorithm: learning and synthesis
phases

process under observation is naturally dynamic or the operator changes operational settings and
moves the process into a new state, the attacker will need to re-construct the believable dynamic
behavior of sensor signals.

As noted above, the microcontrollers used to measure process state in field equipment have
limited processing power. Even if it would be possible to build a simplified model of the process to
reconstruct the dynamic behavior of the process, such models are usually too complex to implement
on the limited resources available in smart transmitters.

The raw units coming from the sensory package may be in an arbitrary scale as well as measured
in various units. Therefore, the attacker needs a scale-independent technique for reconstructing
dynamic sensor signal behavior. In our approach, we approximate the dynamic nature of the
physical process with line segments. Figure 5.6b shows an arbitrary sensor signal with a series of

line segments fitted over the top. The line segments provide a sufficiently accurate estimation of
the measured process variable.
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Figure 5.6: Extraction of the dynamic sensor signal trend with line segment approximation
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Figure 5.7: Illustration of a sensor signal approximation with a strip of triangles

Conceptually approximation is based on a triangle starting at the vertex declared at the first
value and growing to the right. Two rays are sent out from the vertex until too many points fall
outside the triangle described by the two rays. In that case, a next vertex is declared, the angles
of the rays are adjusted and the process starts over. The extracted line segments can then be
converted into a triangle strip as shown in Figure 5.7. The complete pseudo code of the Triangle
Approximation algorithm is given in Appendix D.2. The algorithm is adaptive in the sense that it
will generate more line segments when the data are changing rapidly and fewer line segments
when the data are level. Depending on the number of line segments needed to be stored in memory,
the triangle algorithm requires approximately 700 bytes of combined code and data [189].

Inherently noisy signals can make use of the triangle algorithm difficult, yielding unsatisfactory
results. Therefore, very noisy signals must be smoothed first to filter out high-frequency noise
(short-term fluctuations) and highlight underlying long-term trends. To smooth the signal we use
a simple “moving average”, i.e., the mean of the previous n data points. The correct smoothing
parameter must be determined by the attacker in the target environment depending on the sampling
frequency of the signal and the noise level of the discovered sensor signals.

5.3.3 Construction of Spoofed Sensor Signals

We apply the above algorithms to spoof sensor signals from the TE process. As mentioned in
Section 3.2.1, sensor signals in the TE process include realistic models of signal noise and can be
roughly divided into four distinct groups depending on their noise level and the dynamic shape of
the signal (Figure 3.2).

Figure 5.8 demonstrates the steps of the proposed real-time signal spoofing approach in the
example of a Type 3 signal (signal with few distinct peaks and significant noise level). The spoofing
process starts with a learning phase when the attacker determines sensor noise characteristics,
extracts the dynamic behavior of the sensor signal in the form of line segments and determines the
signal mean. During the actual spoofing phase, the attacker combines line segments in a random
fashion placing them around the learned mean value in such a way that the synthesized signal
evenly fluctuates around the mean (Figure 5.8a). Sensor noise is then added on top of the line
segment-approximated signal (Figure 5.8b).
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Figure 5.8: Steps of the sensor signal spoofing process

5.4 Information-Theoretic Detection Approach

Entropy is a metric from communication theory, originally intended for analyzing data signals [280].
It is an abstract measure of the randomness or information contained in a data set (continuous
or discrete). The more randomness the data contains, the higher its entropy is. The essential
advantage of the entropy metric is that it can be applied to distinct data sets with different semantic
meanings, without requiring to have proper knowledge or understanding of these meanings. In
this work we investigate the applicability of the entropy metric for detecting inconsistent and/or
implausible sensor signal(s) in a cluster of correlated signals.

Definition: The entropy of a random variable X that takes values from the finite alphabet

Cx = {z1,x9,...,2,}, where each data item belongs to a character set x € C is defined as:
1
H(X)= P(x)log,——, 5.1
(X) = ¥ P@los i 6.
zeCx

where P(z) is the probability of z in X.
The base a of the logarithm specifies the unit of the information measure. We set a = 2 to
measure entropy in bits.

5.4.1 Data Preparation

Process measurements from the TE model are given in double-precision format. With this level of
precision, it is unlikely that there are two or more identical occurrences of data items matching in
all fifteen decimal places. Consequently, each data item of the set is unique, yielding a characteristic
probability distribution: In a set N of cardinality n, each x € NN has the probability of occurrence
equal to 1/n. As a result, the data sets from two different simulations without discretization will
have identical entropy because of identical probability distribution functions. Therefore, in order
for entropy to yield meaningful and comparative results, we first further discretize the simulated
data. The data preparation process is partially based on [6] and is visualized in Figure 5.9.

In the approach from [6], the normalized data are mapped into one of 64 uniformly sized bins.
This quantization method turned out to be unsuitable for the sensor data from the TE process
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Figure 5.9: Steps of data discretization procedure

in the presence of attacks as the limited amount of bins resulted in a large number of mapping
collisions. Therefore we derived our own discretization function f without limiting the number of
bins. For all z € R we define ||z|] = 2 € Ny, and |10 (|z| — x)] = y € Ny and derive f(z) € Z
as follows:

—(10-2+y), forz<0
f(z) =4 0, forz=0
10 -z + vy, forz >0

where | a] is the floor function |a| = max{b € Z|b < a}.
Table 5.1 provides an example of the discretization mapping. All values from a certain range
are mapped into a corresponding bin. For instance, all values in the range [0-0.1] are mapped into

bin f(z) = +1.

z X y f(z)
.13 1 3 +13
1.2 1 2 +12
.0.1 0 1 +1

.0 0 0 0
.-0.1 0 1 -1

Table 5.1: Tllustration of the discretization process

5.4.2 Plant-Wide and Sensor Entropy

Once the simulation data are preprocessed, the entropy can be computed according to Equation 5.1
either (i) for all sensors at each time step yielding a plant-wide entropy (PWE) value or (ii) for
an individual sensor over a period of time yielding a sensor entropy value (SE) as visualized in
Figure 5.10.

The plant-wide entropy is particularly effective in detecting single or multiple anomalies,
which have a large-scale impact on the whole system and affect multiple sensor measurements.
Figure 5.11a depicts two sensor signals from the TE process, XMEAS{7;10}, in a steady state which
were temporarily affected by the plant-wide disturbance IDV(8). As can be seen in Figure 5.11b,
the plant-wide entropy has changed substantially during the disturbance period causing an overall
rise of the mean entropy value (red line) in comparison to the steady state plant-wide entropy
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Figure 5.10: Computation of plant-wide and sensor entropy

(green line). Although the plant-wide entropy can indicate that there is a system-wide change in a
measurement set, it does not provide any information on the source of the disturbance and does
not reveal the affected sensors.

In contrast, sensor-specific entropy is not only useful in detecting changes in the process
state but also allows the identification of affected sensors and locating the source of the issues.
Figure 5.11c suggests that the most affected sensors are XMEAS({1;10} which can be attributed
with certainty to the disturbance in the reactor unit. However, sensor-specific entropy is rendered
ineffective if the attacker manages to spoof attack-indicating sensor signal(s) in a way that their
entropy will not deviate from its normal value.

5.4.3 Cluster Entropy

Disturbances (of both natural and malicious causes) in real complex systems rarely influence the
measurements of a single sensor. Instead, they have a correlated influence on multiple parts of the
process (multiple sensors). Discovering these correlations allows the identification of clusters of
related sensors, namely groups of measurements whose dynamic behavior is tightly correlated
over time.

The hypothesis we investigate is that spoofed signals while appearing genuine at first
glance, will not be correlated with the rest of the signals in the cluster. We call this
type of detection plausibility check.

The viability of such a hypothesis is based on the limitations of the attacker. Firstly, the attacker
must know which sensors form a cluster. Since this information is not known a priori, the attacker
does not know which sensor signal to match to remain correlated to other signals in the cluster.
Additionally, the attacker cannot observe the veracious signals and reproduce a correlated signal
simultaneously in real-time because this would require her to look into the future.

We calculate correlation or cluster entropy to detect whether a cluster contains spoofed (uncorre-
lated) sensor signal(s). The approach to computing correlation/cluster entropy is based on [6] and
is illustrated in Figure 5.12. First, the correlation matrix is computed between each pair of sensors.
Then the sensors are clustered by partitioning the correspondent adjacency graph. Within each
cluster, the correlation coefficient is computed for each sensor within a specific non-overlapping
time window. The entropy of the correlation indices can be used to determine time series when
one or a few sensors in the cluster become uncorrelated.
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Figure 5.11: Detection of the process state change with plant-wide and sensor entropy
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Figure 5.12: [llustration of the approach to computing cluster entropy

5.5 Experimental Results

To evaluate our detection approach we conduct an experimental analysis for two operational
modes: (i) steady state and (ii) with disturbances. We use similar simulation setup parameters as
described in Chapter 4. Specifically, we enable disturbance IDV(8) to illustrate the ability to spoof
different shapes and types of sensor signals and compare detection effectiveness for steady state
and highly fluctuating process behavior.

5.5.1 Sensors Clustering

As stated in Section 5.4.3, sensors from the same cluster are more correlated with each other than
with sensors from the other clusters. To identify signals that form a cluster, it is necessary to
compute pairwise correlation coefficients between all the sensor signals first. We identify the
distance between two sensors with the help of the Pearson correlation coefficient  [250] that takes
values between +1 and —1, where +1 is a total positive correlation, 0 is no correlation, and —1 is
a total negative correlation. The result of this operation is a n x n distance matrix, where n = 41
is the number of process measurements in the TE process.

The pairwise linear dependencies between the sensors can be visualized with the help of
a scatter plot (Figure 5.13). Correlations equal to +1 or —1 correspond to data points lying
exactly on a line (like in the highlighted red squares). The direction of the slope (ascending or
descending) determines the sign of the correlation (positive or negative). The further data points
scatter from the line, the smaller the correlation coeflicient is. Horizontal lines usually stand
for undefined correlation. There are no clear guidelines for the interpretation of the correlation
coeflicients. Instead, the evaluation depends on the context and purpose of the experiment. For
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instance, a correlation of 0.8 may be very low when verifying a physical law using high-quality
instruments whereas it may be regarded as very high in social sciences where there might be a
greater contribution from complicating factors.
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Figure 5.13: Pairwise sensor correlation coefficients

Graph partitioning

The correlation matrix represents an adjacency graph, where sensors that are closer together are
linked by edges of greater weight. In this case, the identification of sensor clusters takes the form of
graph partitioning. Since edge weights represent the correlation between sensors, the objective of
the partitioning would be to produce a clustering that has strongly weighted edges between nodes
in the same cluster and weakly weighted edges between nodes belonging to different clusters.

We have used METIS [160], an open-source toolkit for graph partitioning, which includes
several multilevel graph partitioning algorithms [163]. METIS allows partitioning an unstructured
graph into a user-specified number k of parts using either the multilevel recursive bisection [161]
or the multilevel k-way partitioning [162] paradigms. We opted for the latter because it partitions
the graph evenly and provides additional partitioning optimization capabilities. In particular,
the algorithm tries to minimize the aggregate weight between the partitions. This objective is
commonly referred to as the edge-cut.

One of the challenges was to identify the optimal number of partitions or clusters, k. In the
context of the TE process, partitioning into smaller clusters delivered better detection results. We
identified the optimal number of partitions to be £ ~ 10 — 13. To ensure accurate clustering
we verified partitioning results by checking against the correlation matrix (or scatter plot) and
by inspecting sensor signals visually. Thus, METIS had identified sensors XMEAS{7;13;16} as
belonging to the same cluster. The correctness of this result can be confirmed with the scatter plot
on Figure 5.13 (red squares) and with the plots of the corresponding process measurements. As can
be seen in Figure 5.14, the signals are indeed strongly correlated (correlation coefficient ~ 0.95).
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Figure 5.14: Correlated sensor signals forming a cluster

5.5.2 Detection of Spoofed Signals

To execute an attack on the reactor unit, we conduct a data integrity attack on the purge valve
XMV(10) forcing it to open. Such an attack decreases reactor pressure. The attacker hides the
real reactor pressure state from the operator by spoofing the correspondent process measurement,
XMEAS(7), and making it look normal as depicted in Figure 5.15a. The attack window is indicated
by vertical lines. Whereas the increase in the plant-wide entropy (red line in Figure 5.15b) indicates
a significant change in the plant state, sensor entropy in Figure 5.15¢ cannot provide needed
information about the source of the problem as the entropy of the spoofed sensor XMEAS(7) does
not exceed the normal value.

In contrast, cluster entropy (Figure 5.16a) demonstrates an increase in the correlation entropy
indicating a (more) non-correlated behavior of the signals within the cluster in the “attack”-window
(indicated by vertical lines). The time window (1'W) for computing entropy was set to 7'W = 45
min or 75 samples. Additionally, we had to perform a slight smoothing of sensor signals with a
moving average to reduce high-frequency noise in data. This step was necessary as heavy noise
conditions complicated the extraction of the correlation coefficients.

Note that even outside of the attack window the correlation entropy varies between 0 and
1. This shortcoming is the result of the entropy being computed over non-overlapping time
windows. Thus, even few non-correlated signal samples cause an increase in correlation entropy
in that time window. The situation is even worse in case of weakly correlated sensors. Figure 5.16b
demonstrates the detection of a spoofed signal in a cluster formed by XMEAS{5;6;23} with r ~ (0.85.

As can be seen, not only non-correlated samples of the more weakly correlated veracious
signals cause higher entropy level outside of the attack window, but we also did not clearly detect
the attack. Non-correlated samples of the spoofed signals became distributed over several time
windows without causing clear increases of the entropy values in the attack window. To mitigate
the weakness of detection with non-overlapping time-window cluster entropy, we apply a sliding
window-entropy detection.

Detection with Sliding Time-Window Entropy

The principle of computing sliding time-window entropy (TWE) is illustrated in Figure 5.17, where
t as before stands for the time stamps of the sensor readings. The entropy is computed for a
predefined time window. However, at each step the time window slides only one sample further,
i.e., one sample is discarded and one sample is added to the window. The advantage of this approach
is that it allows computing entropy over larger time windows. In this case even if a single sample
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Figure 5.15: Detection of the data integrity attack on XMV(10) with PWE and SE

Cluster entropy XMEAS{7;13;16}

=
q

Entropy [bits]
'—\

o
3]

0 20 40 60 72
Hours

(a) Detection in a cluster of strongly correlated sen-
sor signals

Cluster entropy XMEAS({5;6;23}

=
o

Entropy [bits]
=

o
o

" =m s 8 SEs Em  meomm »
00 20 40 60 72
Hours

(b) Detection in a cluster of more weakly correlated
sensor signals

Figure 5.16: Correlation entropy calculated over non-overlapping time windows
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is uncorrelated due to inherent random noise in the sensor readings it has little impact on the
overall entropy in the entire window. What is more important, at some point the time window for
computing entropies will largely overlap with the attack window (in red) enabling unambiguous
detection of the presence of an uncorrelated signal in a cluster.
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Figure 5.17: Computation of correlation entropy with sliding time window

Figure 5.18 demonstrates detection of spoofed signals with sliding time-window entropy in
cluster XMEAS{5;6;23}, with disturbance IDV(8) active (Figure 5.18a, 5.18¢c) and in a steady state
(Figure 5.18b, 5.18d). The time window is set to TW = 12 hours. Spoofed signals are shown
in red. It should be noted, that this method is characterized by a slight detection delay. This is
because for the correlation entropy to increase it is required to have a certain dominant number of
uncorrelated samples in a cluster. For the same reason cluster entropy remains higher for some
time after the spoofing attack ends.

5.5.3 Use Case: Powerful Attacker

We now assume a worst case scenario where the attacker (i) knows which sensor signals form a
cluster, (ii) spoofs all the signals making them looking authentic as shown in Figure 5.19a. In this
scenario, while all signals in a cluster are plausible, they will not be consistent because they lack
correlation. This assertion is based on the assumption of the attacker’s inability to reconcile signal
spoofing processes in real time. Thus, the attacker synthesizes spoofed signals by assembling
together line segments “learned” for these particular type and scale of signals. To synthesize
correlated signals, the attacker must be able to pick “correlated” line segments out of a bin of
segments for each signal. This turns the attacker’s task into a sequential object inspection problem,
which is not solvable in real time. Lack of correlation between the spoofed signals can be detected
by computing the time-window entropy of the corresponding cluster (Figure 5.19b). We call this
type of spoofed signals detection consistency check.

Further, we investigate the detection of (all) spoofed signals in a cluster when the process is in
a steady state. As mentioned earlier, most sensor signals in the TE process in a steady state do not
deviate far from their set points and look more like flat lines with added noise. Computing the
correlation entropy of such signals requires significant signal smoothing to uncover underlying
(long-term) signal dynamics.

Figure 5.20a depicts real and spoofed signals of XMEAS(20) from the cluster XMEAS{11;18;20;22}.
The rest of the signals are also accurately spoofed but are not shown in the figure to preserve visual
discernibility. As can be seen in Figure 5.20b, without smoothing it is not possible to determine
correlation coefficients of the steady noisy signals. In contrast, prior signal smoothing allows
detection of inconsistency even in seemingly flat signals (Figure 5.20c). The selection of the
appropriate smoothing parameter m depends on the noise profile and sampling frequency of the
signal. In our experiment we set m = 850.
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Figure 5.20: Detection of spoofed sensor signals in a steady state

5.5.4 Detection Complexities

We verified the effectiveness of our approach by testing the detection of spoofed signals (i) during
different operational conditions and (ii) under several attack scenarios. Although the approach
delivers robust performance, inaccurately identified clusters may impede its effectiveness.

During our analysis we discovered that pairwise correlation coefficients within a cluster may
change depending upon the state of the process. As can be seen in Figure 5.21a all sensors in the
cluster formed by XMEAS{4;5;6;23} demonstrate homogeneous correlational relationships under
disturbance IDV(8). However, signal XMEAS(4) becomes uncorrelated to the rest of the signals
under disturbance IDV(1) which stands for a change in reactants A/C feed ratio (Figure 5.21b,
in red squares). Exhaustive analysis of this cluster showed that XMEAS(4) did not belong to the
cluster in the majority of scenarios. Therefore we excluded it from the cluster.

In contrast, the cluster formed by XMEAS{7;13;16} has consistently demonstrated strong
dependencies between the sensors (Figure 5.21c, 5.21d). Finding such clusters of sensors with
stable correlations is essential for avoiding/reducing false positive alarms.
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Figure 5.21: Correlation inconsistency

5.5.5 Increasing Detection Robustness

Although signals in cluster XMEAS{7;13;16} always remain correlated, a powerful attacker can
undermine the detection capability in this cluster. This cluster is formed by three signals identical
in terms of signal type (Type 3) and signal scale. As a result, the attacker only needs to spoof one
signal which she can re-use (re-play) to spoof other signals as well. In this case, all three signals in
the cluster will be both plausible and correlated. Logically, our approach cannot detect such an
attack.

To increase detection robustness it is, therefore, advisable to form clusters consisting of different
types of signals and/or of different scales. Figure 5.22a depicts two signals XMEAS{20;22} of the
same type (Type 1) but having different scales. These signals belong to the same cluster and we
assume an attacker using XMEAS(22) to extract signal characteristics for a later simultaneous
spoofing attack. As can be seen in Figure 5.22b, the attacker is not successful due to the differences
in signal scaling. The line segments extracted from signal XMEAS(22) are too short to believably
reproduce XMEAS(20).

Although accounting for scaling and adding additional algorithms for spoofing different types
of signals are solvable problems, they force the attacker to account for more edge cases and write
larger code (which may not eventually fit into a small microcontroller), and in general exert more
effort to perform an attack.
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Figure 5.23: Identification of related/correlated signals

5.6 Discussion

In the course of our experiments, selection of the right approach to clustering sensor signals
turned to be the most crucial and time-consuming process. We found that this process delivers
most accurate results with human assistance and thorough testing of correlations under different
operational conditions. With hundreds or thousands of sensors in a facility it could be an onerous
task which would benefit from a reliable automated solution. However, the clustering process is
sustainable in that once it is done, it need not be revisited or changed often.

In the context of the TE process, most signals do not show clear dependencies in the steady
state due to flat dynamics. In order to identify the distances between the signals the system needs
to be given a stimulus to observe which signals respond to the input in a correlated manner
(Figure 5.23a). Verification of the cluster can be automated with “negative” detection. Thus, we
verified clusters by applying temporary disturbances (both natural and intentional) and measured
correlation entropy. If signals react to the stimuli identically, the correlation entropy will be zero
(Figure 5.23b). Note that we do not smooth signals for this type of detection.
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To increase detection robustness it is not only advisable to include signals of different types
and scales but also signals from distant locations. Attackers generally use malicious code in places
where there is a single point of data manipulation. A group of sensors located on a single bus
can be manipulated at their common interface. Therefore forming clusters of sensors on different
buses provides more protection by reducing the chance of having all sensors in the cluster spoofed.

In (petro)chemical facilities detection robustness can be further improved by including measure-
ments of product variables or quality indices. These are offline data obtained through the analyzer
equipment by performing a chemical analysis of the liquid or gaseous components. Typically the
analyzers are placed at the critical process locations to control the chemical composition of the
process flows. Each analyzer is characterized by its sampling frequency (frequency of taking a
probe from the stream) and by the dead time (time between taking a sample and when the analysis
is complete). Because of the dead time, such signals have a step-like form (Figure 5.24). In case it is
possible to ensure the security of the analyzing process, signals of quality indices can be used as
“known good” signals in clusters.
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Figure 5.24: Chemical analyzer signal

There are three analyzers in the TE process generating 19 signals XMEAS{23-41} with lag times
from 10 to 25 minutes. The majority of them are strongly correlated with the other real-time
process measurements. Particularly, we tested our approach on the cluster XMEAS{5;6;23} which
includes signal XMEAS(23) from the analyzer that measures mol% of component A in the reactor
feed (Figure 5.24).

5.7 Related work

With the introduction of new types of sensors and smart instrumentation, the volume of process
data has been steadily increasing. Predictably, plant data began being treated by methods from
big data science. A comprehensive study of big data veracity and how it could be evaluated is
discussed by Rubin and Lukoianova [266]. With the growing awareness of data trustworthiness
criticality, veracity began to be considered across various disciplines. The challenges of storing,
managing, processing, analyzing, visualizing and verifying the quality of geospatial data are
examined by Li at al. [202]. Data handling and data veracity issues in the healthcare sector are
highlighted by Raghupathi and Raghupathi [252]. Data veracity in intelligent transportation
systems and a comprehensive taxonomy of threats to data veracity are covered by Staron and
Scandariato [290]. We discuss veracity in the context of industrial cyber-physical systems such as
continuous production processes.

The effectiveness of the entropy-based attack detection in in-vehicle networks is explored by
Mueter and Asaj [234], a work which inspired our research. In the work closest to ours, Agogino
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and Tumer [6] investigate the applicability of entropy-based anomaly detection techniques to
detecting and locating anomalies in the space shuttle main engines. We have extended the proposed
approach by introducing sliding time-window anomaly detection which allowed us to significantly
increase the accuracy of detection. Methods of clustering industrial process data and comparison
of their effectiveness can be found in works by Kiss et al [167, 168]. Sensors signals are grouped
based on their association with specific operating states. In contrast, in our approach, we identify
clusters of correlated sensor signals. Similar to our observations, the researchers highlighted the
importance of accurately tuning the detection parameters when using clustering algorithms. An
approach to plausibility checks in automotive systems using immanent signals, derived from hard-
wired sensors is discussed by Ring et al. [263]. Similar to our conclusion, the authors recommend
the usage of hard-to-spoof signals (e.g., hard-wired signals) to increase the reliability of plausibility
checks.

A variety of methods to detect the presence of malicious signals is discussed in the literature.
Wang et al. [317] developed an intrusion detection approach for false data injection attacks which
relies on the correlation graphs (for system variables) and state relation graphs (for system states).
The proposed approach is heavily dependent on knowledge of the possible and invalid system
states. McAvoy and Wolthusen [224] describe an anomaly detection approach based on proxy
measurements to detect attacks disguised in the sensor signals noise. They compare the predicted
system output using real-time numerical simulation along with the actual output to detect attacker
manipulations. Both works rely on having a plant model for detection. The complexity of modeling
continuous processes and in particular of a plant-wide process dynamic [22] limits the application
of such approaches. In contrast, our method does not require knowledge of the plant states.
Linda et al. [204] propose an approach for detecting falsified control systems states with the
help of encrypted and thus secure (“known”) sensor measurements. By relying on a small set of
randomly selected sensors, the algorithm imposes little additional computational and bandwidth
costs. Whilst this approach is feasible, the advantage of the entropy-based approach is that it does
not require changes to existing IT operational practices like introducing encryption. Shoukry et
al. [282] propose an approach to reconstructing the state of a differentially flat system when a
subset of sensors is corrupted by the attacker. A process-aware approach with the use of invariant
equations based on the physical and chemical properties of the process and a Multiple Security
Domain Nondeducibility (MSDND) framework to detect when a sensor signal is being maliciously
manipulated is presented by Dunaka and McMillin [89]. Although the usage of invariants offers
accurate detection of anomalies, it relies on specific process information of individual plants. Our
approach is plant knowledge agnostic.

5.8 Conclusions

Cyber-physical systems security is looking at applications with observations and effects in the
physical world that rely on services provided by an IT infrastructure. Securing the IT infrastructure
protects against an adversary who can manipulate data as it is processed in the infrastructure, it
does not protect against an adversary feeding misleading data to the infrastructure, possibly by
manipulating sensors. In this chapter we investigated the issue of data veracity in the context of
process control systems.

No process is fully instrumented and at best sensors can provide only an approximation of
the process. Therefore the accuracy and reliability of sensor readings are paramount. In process
control applications sensor data generally are considered trustworthy. We have implemented a set
of techniques to synthesize believable but fake sensor signal which can fit into a microcontroller
embedded in a measuring instrument. No canonical IT security solution can guarantee that the
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inputs from a sensor faithfully represent the reality. To overcome the limitations of securing process
data with information security approaches we propose a process-aware detection technique based
on the correlation entropy in a cluster of the related sensors. The detection technique takes the
form of plausibility and consistency checks. We have empirically verified the effectiveness of our
approach during different operational conditions of the plant. The cluster entropy method has
demonstrated robust performance for different types and the number of spoofed signals. However,
care must be taken when forming the clusters as improperly formed clusters may result in false
positives.

Note, that we did not investigate the impact of timeliness on data veracity. Our approach
detects veracity violation in near real-time, as soon as data become available in the infrastructure.
We assume no malicious threat actor is delaying the data with, e.g., DoS attacks as discussed in the
previous chapter. In fast processes with short time constants, acquired process values may only be
valid for a short time and delayed data should be used with care in plausibility checks.
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Chapter 6

Cyber-Physical Attack Lifecycle

There is no security on this earth; there is
only opportunity.

Douglas MacArthur

6.1 Introduction

Threat intelligence and adversarial studies constitute an important part of cyber security defense
strategies. Understanding attack strategies and tools allows defenders to proactively implement
effective security controls and monitoring tactics. The attacks on selected organizations or systems
are not executed at random. An attacker goes through a sequence of steps to successfully infiltrate
a network and, e.g., exfiltrate data from it. An “attack lifecycle” or “kill chain” [147] is a common
method to describe the process of conducting cyber attacks. One of the popular attack models is
the attack lifecycle proposed by Mandiant [213]. Figure 6.1 shows the major attack stages, from
initial reconnaissance where the attacker conducts research on a target to the final attack mission.
Note that at each stage the adversaries have specific goals and will use appropriate methods to
accomplish their goals. If one of the attack vectors and/or methods fails and the attack progress is
impeded, the adversary would iterate the stage until success or circle back to a previous stage.

Internal
Reconnaissance

Initial
Compromise

Initial
Reconnaissance

Establish Foothold | Escalate Privileges Complete Mission

Figure 6.1: Mandiant Attack Lifecycle [213]

The attack steps leading to the final stage of the attack lifecycle “Complete Mission” are required
to obtain persistent control over the victim’s infrastructure. This sequence of steps is generic
and applicable to most organizations and targets. In the final stage, the attackers act upon their
motivation and take the required action to achieve their planned mission. The attack mission can
be simple or complex and may consist of additional steps. In information security, the attacker’s
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goal may vary from stealing financial assets or exfiltrating sensitive information like intellectual
property to extorting the victim organization or destroying networking equipment.

In the context of cyber-physical systems, the attacker aims at the interaction with the physical
process to achieve a desired outcome in the physical world. This may include denial of control
loop communication, degradation of equipment performance, or causing process upsets. When
weaponizing a buffer overflow in a software application, the shellcode is constructed to make the
target system perform actions desired by the attacker. Similarly, cyber-physical payloads must
contain a set of instructions that manipulate the process, and the choice of instructions depends
on the specific impact the attacker wants to have on the process.

Industrial environments are complex and their comprehension requires multidisciplinary
knowledge. In this chapter we consider the physical part of the attack mission and propose a
cyber-physical attack lifecycle model. Similar to the “traditional” IT attack lifecycle, our framework
describes the attack steps necessary to design and execute a cyber-physical attack. We examine
the hurdles an attacker might face when trying to manipulate physical processes, using a realistic
simulation model of a Vinyl Acetate plant as a case study. We demonstrate a complete attack, from
start to end, directed at prolonged/persistent economic damage to a production site while avoiding
the attribution of production loss to a cyber event. Such an attack scenario could be used, e.g., by
a manufacturer aiming at putting competitors out of business or as a pressing argument in an
extortion attack.

6.2 Classes of Cyber-Physical Attacks

Modern industrial plants face multiple challenges such as the delivery of products at consistent
quality and low cost, management of plant dynamics altered by material recycling and energy
integration, strict adherence to environmental and safety regulations, and having a sufficient
degree of flexibility to handle fluctuations such as production rate changes in response to changing
market demand and feed quality. Maintaining these complex requirements is the responsibility of
an efficient and reliable process control infrastructure. Due to a high level of interdependencies
and efficiency requirements, any malicious intervention may result in significant consequences to
plant performance and compliance. This knowledge can be exploited by the attacker.

The process of designing a cyber-physical attack scenario starts with an attack objective or a
precisely desired impact. In general, the effects of cyber-physical attacks can be classified into three
groups. Admittedly, the classes outlined are interrelated as damage of one kind may lead to another
kind of damage. For example, production can be disrupted through the breakage of equipment.
Runaway reactions can cause serious safety accidents and equipment breakage. However, the
distinction between attack objectives allows for a better judgment of how different damage types
can be maximized and provides guidance for more accurate risk assessment.

6.2.1 Equipment damage

This class of attacks aims at physical damage of equipment or infrastructure (e.g., pipes or valves).
Classes of physical damage can be found in [188]. In general, equipment damage can be achieved
under two conditions.

Overstress of equipment. Every piece of equipment wears out or breaks at the end of its
expected lifecycle. Prolonged overstress of equipment can accelerate this process. An example is
wear-off attacks on valves due to unstable process control. This type of attack was implemented in
the second version of the Stuxnet worm [187].
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Violation of safety limits. Violation of the equipment’s safe operating/design typically
results in rapid deterioration of the equipment state and its subsequent damage. This scenario was
implemented by engineers at Idaho National Labs to remotely destroy a power generator [327].
This attack idea was also realized in the first version of Stuxnet [187]. Equipment safety limits are
public information and are readily available in books, professional articles and equipment manuals.
For instance, safety limits of piping infrastructures and related equipment can be found in [197].

6.2.2 Production damage

Instead of breaking equipment, an attacker can target the production process to degrade the
product or make production more expensive. Attacks on production can be divided into three
groups.

Product quality and production rate. The attacker may reduce the value of the product
or make it unusable. Every product has its specification and its market price varies with the
quality grade, car fuel being a familiar example. In certain instances, the price of a product may
rise exponentially with product purity. Table 6.1 presents relative prices for paracetamol. As can
be seen, not achieving the desired product quality can result in significant revenue losses. The
similarly detrimental economic impact can be caused by reducing the production rate.

’ Purity ‘ Price, Euro/kg ‘

98% 1.0
99% 5.0
100% 8205.0

Table 6.1: Relative paracetamol prices [286]

Operating costs. After the process is configured and tuned, the operator’s primary task is
to keep the process as close as possible to the economically optimal operating conditions. Every
plant has an objective cost function consisting of several components which impact the operating
costs, e.g. as described in Equation 3.1. It may be loss of raw materials in the purge, premature
deactivation of the catalyst, or increased energy usage. Increased operating costs reduce revenue
and plant profitability.

Maintenance efforts. The attacker can impact a production process by increasing the main-
tenance workload. Maintenance includes troubleshooting process disturbances and equipment
malfunctions. For example, the rapid operation of a flow valve causes a damaging cavitation
process. Cavitation eventually wears off the valve and leads to leaks, requiring valve replacement.
Additionally, the bubbling of liquid results in turbulent liquid flows and substantially complicates
process control, requiring the involvement of external specialists.

6.2.3 Compliance violation

Industrial sectors tend to be strongly regulated to ensure employee safety and protect the environ-
ment. Non-compliance can result in fines and bad publicity (unlike economic attacks whose effect
can be kept internal to a company).

Safety. Most damaging would be attacks on occupational and environmental safety as they
may result in lethal accidents and serious environmental damage. This type of attack may also
yield unpredictable collateral damage, resulting in an extended damage scope.

Environmental pollution. A less serious environmental impact is described as pollution. An
attack targeted at exceeding regulatory pollution limits such as concentration and/or volume of
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gaseous emissions or insufficiently treated wastewater discharge will induce fines, and recurrent
offenses can even lead to plant shutdown. A negative impact on reputation may be a further
consequence.

Contractual agreements. Some industries may be required to adhere to legally binding
production schedules, vaccine production being one example. Reactions to outbreaks of a disease
often lead to political and public pressure to supply needed pharmaceuticals in a timely fashion.
Missing delivery schedules may cause contractual sanctions and negative publicity.

Classes of cyber-physical attacks, their categories and predominant impact are summarized in
Table 6.2.

’ Equipment damage H Production Damage H Compliance violation ‘
Equipment overstress || Product quality Safety
Safety limits violation | Production rate Pollution
Operating costs Contractual agreements
Maintenance efforts

Downtime H Financial H Publicity

Table 6.2: Classes of cyber-physical attacks and their major impacts

6.3 Cyber-Physical Attack Lifecycle

The stages of a SCADA attack with a goal to achieve physical impact were first presented in 2006 by
Larsen as shown in Figure 6.2. However, Larsen did not provide descriptions of attacker activities
related to each stage or supplied any other additional information.

Access —\

Discovery

\

Control

//

Damage
Cleanup /

Figure 6.2: Stages of SCADA attacks [188]

In the absence of supporting information, we decided to follow the proposed sequence of attack
stages and used our judgment to identify necessary attacker activities at each of the attack stages.
Through experimental work and empirical observations, we were able to arrive at a description of
the attack stages and enhanced the initial model to better describe essential attack steps. Specifically,
we added Prevent Response and Obtain Feedback steps as independent attack sub-stages due to their
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significance in planning and executing cyber-physical attacks. Figure 6.3 illustrates the proposed
cyber-physical attack lifecycle.

In this chapter we describe the stages of the cyber-physical attack lifecycle and illustrate the
applicability of the proposed framework in the example of a targeted attack on a chemical plant
with the objective of causing a prolonged negative economic impact. A developed set of attack
payloads can be delivered as a series of remotely executed commands/scripts or programmed into
an autonomous attack payload.

Obtain Prevent
Feedback Response
m =99 Discovery [=#8 Control [=%3 Damage [==2

Figure 6.3: Proposed cyber-physical attack lifecycle

Cleanup

6.3.1 Access

Access is the stage closest resembling traditional intrusion attacks in the IT domain. In general, the
attacker requires code executing capability in the victim’s industrial control network to manipulate
the process and thus has to find a way in. Even though this stage is largely the same as intruding
into any other network, the attacker may utilize knowledge about the ICS ecosystem to find
alternative ways of obtaining access.

Industrial control systems are increasingly getting connected to corporate networks and to
external organizations like regulatory bodies, vendors and third-party providers, making them
reachable from the Internet. Additionally, in some cases, ICS equipment is directly connected
to the Internet for ease of remote access. Any of these data flows can be a potential way into a
control network or provide direct access to control equipment. Among the latest known examples
of successful execution of the Access stage is the Triton attack where a suspected state-sponsored
threat actor obtained remote access to a Safety Instrumented System in a petrochemical facil-
ity [159]. Figure 6.4 illustrates the lateral movement of the attacker in the victim environment. The
attackers obtained remote access credentials of an internal employee and took advantage of the
Remote Desktop Protocol (RDP) access to the control system network from the Demilitarized Zone.
Further, they leveraged architectural weaknesses to gain access to the SIS engineering station and
attempted to implant a Remote Access Trojan (RAT) into the memory of an SIS controller.

Although the threat actor behind the Triton attack has shown that compromising individual
industrial facilities is possible given sufficient time and effort, the execution of such operations does
not scale easily. It took the attack team 12 months to obtain access to the assets needed in the target
facility. In March 2018, the U.S. Cybersecurity and Infrastructure Security Agency (CISA) published
an advisory about threat actors conducting multi-stage intrusion campaigns which used so-called
“staging targets” to obtain access to the intended targets [149]. The staging targets are typically
trusted third-party suppliers and partners with relatively insecure networks that are selected
because of their pre-existing relationships with the intended targets. The threat actors have been
using these third-party networks to host attack tools and eventually pivot into the infrastructures
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Figure 6.4: Attack path to safety systems in Triton attack [159]

of their intended critical infrastructure targets. The advisory does not elaborate on whether the
attackers were interested in specific industrial organizations or were acting opportunistically with
the objective of obtaining access to as many industrial organizations as possible. One downside of
such intrusion campaigns is that initially unintended parties can become opportunistic targets and
collateral victims simply because of being customers or partners of “staging targets”.

Supply chain attacks in the industrial domain can be traced to at least 2012 with examples
being the complete compromise of SCADA software vendor Telvent [173] and the distribution
of malware that was digitally signed by the whitelisting software vendor Bit9 [174]. In one of
the most successful supply chain campaigns, Havex, the attackers trojanized legitimate software
update installers on at least three ICS vendor web sites [97, 148]. Once installed, Havex attempted
to call back to a Command and Control server (C2). When successful, malware would send back
information gathered about the victim environment and download further attack instruments (see
Section 2.4). While Havex appeared to only conduct reconnaissance activities, its level of access to
the control networks would have allowed an attacker to interact with the physical process and
execute cyber-physical attacks of high precision.

Due to their size, complexity and interdisciplinary nature, many industrial environments rely
on a large number of integrators, engineering contractors and subcontractors throughout the
entire lifecycle of their operational sites. These organizations hold a vast amount of engineering
documentation such as plant designs and network diagrams, calculations and project files which
are indispensable when designing a targeted cyber-physical attack making these organizations
valuable attack targets. In the past threat actors have already conducted large-scale operations to
obtain access to such organizations [49].

Despite growing awareness of cyber security threats and risks to the process control infras-
tructures, thousands of ICS assets are being exposed to the Internet without proper security mea-
sures [17, 231] helping attackers to gain access to the control devices and applications. Researchers
routinely conduct industry- and country-focused as well as worldwide scans to quantify the online
exposure of ICS devices and identify exploitable and weakly protected systems [47, 236, 258, 323].
Among frequently identified issues are poor configurations, usage of insecure protocols, missing
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security patches and insufficient level of access control (e.g., absent or default passwords). The
attackers could use public device search engines, e.g. [46, 216] or develop their own scripts to
search and identify ICS devices of interest. For instance, threat actors may search for PLCs with
specific protocol support [198], exposed control panels or HMIs [143] or complete systems such
as wind turbines [300]. Once the devices of interest are discovered, threat actors can further use
open-source intelligence (OSINT) methods to geolocate devices and identify host organizations.

6.3.2 Discovery

This stage refers to discovering information about the physical process of interest from the
documentation and through traditional network-based reconnaissance activities. In the context
of a production site, the attacker must reconstruct the layout and configuration of the plant and
how it carries out its functions, find process design weaknesses or flaws which could be taken
advantage of and identify the exploitability of the related ICS components. Below we describe the
types of activities at the Discovery stage.

Industrial facilities are usually uniquely customized and even operational sites within the same
industrial organization can be very dissimilar. This does not only relate to the sector-specific
aspects and architecture of the installation but also to the proprietary configuration and operational
methods. Therefore offensive capabilities in the process control domain exist in relation to a specific
target, which must be scoped by the attacker upfront. Without detailed knowledge about the
victim environment, it is unlikely that an attacker can achieve more than a nuisance. For instance,
simply trying to destroy a process by overheating a tank will probably only result in exercising
the emergency shutdown logic and the pressure relief valves.

There are several data sources that describe the production process. The attacker may first study
general information on the chemistry, kinetics, and thermodynamics of the physical processes of
interest. This can be done by consulting the open literature as well as proprietary information of
process design companies. Regulatory filings describe the inner workings of safety or environment-
related subsystems. Engineering diagrams may be stored in cloud-based change management
systems. Operator consoles offer a human-readable overview of process design and operating
constraints [149].

Espionage and OSINT. Most data related to industrial processes are proprietary in nature
and are therefore not easily available to a wider audience. This has been realized by attackers
almost two decades ago manifesting in non-stop massive espionage campaigns against ICS-related
research institutions, industrial organizations and suppliers. Early examples are [12, 57, 221, 257]
and lately [48, 149, 264]. The attackers appeared to be especially interested in design documents,
formulas, manufacturing processes and research materials, engineering diagrams, HMI screens
and other related information.

At the same time, with the wider usage of the Internet, more and more information became
available on the web, presenting new challenges for critical infrastructures. Open-source intelli-
gence, which refers to legal information gathering from public sources, became a popular method
of intelligence collection. Konstantinou et al. [170] showed how public information can be utilized
in order to identify critical regions of the smart grid and which specific electrical utilities need to
be targeted to achieve large-scale power outages. Further, the authors provided examples of public
sources which may reveal the technologies (e.g., communication protocols, models of controllers,
etc.) employed in the target utilities. While it remains uncertain how a specific substation was
selected to carry out the Industroyer attack on the Ukrainian power grid, there is a possibility that
the affected substation was targeted because of its detailed network diagram, an HMI screen with
the electrical connections and switchgear locations were publicly available on the web page of its
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contractor [93]. Additionally, several official videos [66, 307] showed the exact brands and models
of the control and protective equipment used in the substation together with an overview of the
field equipment and the supporting OT infrastructure.

Virus Total [304], an online public service for analyzing files for malicious content, became a
popular resource among organizations and individuals to evaluate suspicious files. However, in
some cases, service users upload sensitive and even confidential files without understanding that
other users can search for and download uploaded files. In 2018 the security company FireEye
conducted an analysis of the OT-related files uploaded to Virus Total and discovered a vast amount
of highly-sensitive engineering, contractual and purchasing documentation [326]. In a similar
effort, security company Otorio discovered thousands of project files (control logic) uploaded
to Virus Total [86]. Besides actual process automation logic, project files may contain network
configuration, screen definitions, hardware and software configurations, and therefore could
be of great assistance in developing targeted attack payloads. To confirm their hypothesis, the
researchers created tools for automated parsing and analysis of project files and illustrated the
process of deducing tailored damage payloads.

Information gathered through espionage and OSINT efforts can be both target-specific and
broad to support a general learning curve. These activities can be carried out as a preliminary step
that precedes targeting as well as happening in parallel to or after the Access stage.

Reconnaissance. Similar to intrusion into IT networks, the attacker needs to discover the
target plant from the networking perspective, enumerate important file shares, HMIs, engineering
workstations and control equipment. While many of the reconnaissance objectives can be achieved
with traditional IT reconnaissance means, discovery and enumeration of the ICS assets require
specialized tools which collect relevant asset information such as shown in Figure 6.5. In the
past years researchers published several public repositories with ICS reconnaissance tools for
popular brands of control equipment [77, 279, 296]. Also, threat actors were observed to design
such capabilities for their attack campaigns with an OPC scanner in the Havex attack and asset
discovery modules in the Industroyer and Triton exploitation frameworks being a few examples.

Order Code Module Type Name Firmware Version Module Name Serial Number Rack/Slot

6ES7 412-2EKO@6-0ABO CPU 412-2 PN/DP V 6.0.3 SVPF126xxxX 0/3

Figure 6.5: Results from the S7comm asset discovery module from the ICSSPLOIT toolkit [77]

Process Comprehension. Plants can be highly proprietary. Even if restricted to the exact
same chemical process, different engineers would make different choices when selecting vendors
for pumps and valves. That, in turn, would influence the sizing and placement of various pipes
and holding tanks. That in turn would change the way the plant is controlled, the design of the
control loops and the programming of the controllers.

There exists little documented knowledge with regard to the collection of information about a
target process, its analysis, and inclusion within a targeted attack. “Process comprehension” is
a term coined in [124] to describe the understanding of system characteristics and components
responsible for the safe delivery of a service (e.g., treatment of water). This includes all relevant
physical and computational attributes. This is the most difficult and time-consuming activity in the
Discovery stage. The inability to obtain vital contextual information can become a major hurdle
for attackers and result in the inability to compile a final attack payload.

Among the most essential plant design documents are Piping and Instrumentation Diagrams
(P&ID), Flow Diagrams, One-Line Diagrams which often contain information on safety interlocks,
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Cause & Effect Diagrams, Cable Schedule Diagrams, Project Interconnection Diagrams and others.
Instrument I/O Lists contain the listing of instruments with vital information such as the type
of instruments and their location in the process, range of set points, instrument tags and loop
numbers, service descriptions, etc.

Instrument Datasheet PRESSURE TRANSMITTER
1 Tag No. 01-PT-510 Manufacturer: Yokogawa
2 Loop Service Reactor01-R-510 ModelNo: EJA110A
3 | P&ID No: Line Number 01-220-004 01-P007-80-B1
4 | Area Classification Zone 1, GrlIC, T3
5 | Ingress Protection IP 57
6 PROCESS CONDITIONS
7 | Fluid State HC Vapour Process Design Conditions
8 | Pressure Normal Max 1450 Kpag 1650 Kpag Design Pressure Min/Max - -
9 | Temperature Normal Max 100 C 149 C Design Temperature | Min/Max - -
10 TRANSMITTER
11 | Instrument Range LRV /URV/Units | -0.5 14 MPa Output Signal Type | 4-20 mA
12 | Callibration Range LRV / URV / Units 0 1700 KPag Protocol/Version HART
13 | Accuracy +/- 0.75% of span Burnout Do ale
14 | Elevation Supression - - Installation Style Horizontal Impulse
15 | LP Proc. Conn. HP Proc. Conn. | 1/4" NPT-F(Vent to Atm) | 1/4" NPT-F Mounting Via Manifold
16 | Conduit Connection Power Supply 2xM20 Female Nominal 24VDC IS Other See Note 6
17 | Housing Paint Low Copper Cast Alu Epoxy Resin Coating Tag Plate SS304 Permanent
18
19 ELEMENT
20 | Element Type I Element Material DP Capsule I SUS316L Temperature Limits | Min/Max | -40 C -
21 | Measurement (Gauge / Abs / Vac etc) Gauge Pressure Limits Min/Max - -
22 | Body Material Body Rating SCS14A 16 Mpa
23 | Bolts Seals SUS630 Teflon Coated SUS316
25 | Fill Fluid Silicone Oil

Figure 6.6: Instrumentation and Control System engineering software [20]

In the past such documentation was stored in form of standalone files on data servers, in
change management systems and in the engineers’ personal computers. The attacker would need
to compromise and search multiple hosts to collect the necessary information. In response to the
growing complexity of control and field instrumentation, demand for operational efficiency and
digitalization trends, ICS vendors introduced dedicated applications for centralized management
of process engineering efforts and documentation storage. Figure 6.6 shows a user interface for a
pressure transmitter in an Instrumentation and Control Systems Engineering application from
Aveva. The consolidated data include instrument service (Reactor control loop), tag number in
the control logic, process conditions in which it is intended to be operated, instrument calibration
and range, vendor and model, associated equipment and instrument tag on the P&ID diagram and
even a user name of the maintenance personnel who has permissions to modify the instrument
configuration. An example described in [124] illustrates non-trivial challenges faced by the attacker
in achieving the level of process comprehension needed for achieving tailored physical impact
by means of the network- and host-based MITM attacks. Access to engineering applications that
concentrate large volumes of data on the process infrastructure would significantly reduce attacker
efforts in locating and collating the information required for process comprehension.

6.3.3 Control

Some information about the process can be studied statically, but other information can only
be determined empirically via dynamic testing. No engineering diagram is detailed enough to
accurately predict the travel time of a shock wave down a pipe to the accuracy needed to, e.g., set
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up a resonance wave to cause a water hammer effect (see Figure 2.19). Hence such data must be
extracted from the live process. The control stage studies what actuators of interest do and the
side effects of their manipulation.

In dynamic systems such as cyber-physical systems, the values of process variables change
with time according to the laws of physics. The transitioning of a process from one state to another
is in most cases not instantaneous and adheres to the well-known fact that “things take time”. In
the control stage, the attacker tries to discover the dynamic behavior of the process which can be
described in the form of a simple differential equation dy/dt = f(y, u), where w is an independent
variable and y is the dependent variable which are related by cause-and-effect relationships.

Most physical processes are inherently non-linear systems system in which the changes in the
output are not proportional to the change of the inputs. Depending on the conditions, changes in
process variables over time may be unpredictable and counterintuitive to a non-expert observer as
can be seen in Figure 6.7. This is why making a process misbehave in a predictable way can be a
non-trivial task. In general, even with a comprehensive knowledge of the exact plant configuration,
it is not always possible to correctly determine whether a certain process response is related to a
fundamental property of the plant or is a result of a specific attack parameter choice.

Reactor exit temperature
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Figure 6.7: Nonlinear response of a control loop

An attacker facing an unknown process is challenged by a lack of knowledge about the tuning
and responses of control loops. Ultimately, the attacker may apply trial-and-error process probing,
where errors should not trigger alarms as they may attract the operator’s attention. To date, there
are no well-established solutions to the problem of how to probe a given control loop with unknown
responses without raising alarms. A rare exception is a work by Winnicki et al. [320] which offers
a general approach to stealthy control loop testing. Note that simply knowing operational and
safety thresholds is not sufficient as the non-linear responses of control loops can trigger alarms
when not expected. Therefore, understanding basic factors that influence the dynamic effects of
process behavior as shown in Figure 6.8 is fundamental to process control analysis. Obtaining
such information is part of the process comprehension process at the Discovery stage.

Attack objectives may require the attacker to push a process beyond its normal operating
conditions. Testing the performance of the control loop in abnormal conditions is essential for attack
success. Every controller is configured, tuned and tested to perform within certain operational
conditions and range of input signals, and may not be effective in different operating conditions.
For instance, the dynamic behavior of a process in a temperature range from 140 to 150°C may be
different from when it is further heated to 160°C. If the control algorithm had never been tested
for its performance in atypical temperature ranges, its control commands may result in erratic and
even out-of-control process behavior.
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Figure 6.8: Parameters which influence control loop response

Control loop coupling is another challenge that adds uncertainty to interpreting the process
response. For two control loops to operate successfully in tandem each loop must “know” what the
other is doing. Otherwise trying to achieve their respective objectives the two control loops may
act against the interest of the other. This phenomenon is known as loop interaction. Some control
loop interactions occur naturally as a result of their physical and chemical makeup. Some loop
interactions may arise as a consequence of process design. Typical examples are heat integration
and recycle streams which create the potential for disturbance propagation and the alteration of
dynamic system behavior.

In continuous processes even distant parts of a process may be connected together in physical
relationships. Increasing the temperature in a reactor may distort the chemical reaction. Improperly
reacted chemicals will propagate downstream in form of imbalanced flow composition and cause
irregularities in the refining section of a plant. The attacker thus needs to develop knowledge of all
side effects of process manipulation as well as understand the extent of process upset propagation.
In essence, the attacker needs to “reverse engineer” the physics of the plant and determine a model
of its dynamic behavior. Given the size and complexity of industrial plants, manual acquisition and
systematization of the dynamic process behavior can be prohibitively arduous. A semi-automated
method for identification, cataloging and visualization of process dynamics by capturing sensor
readings on-the-fly is proposed in [320]. Figure 6.9 shows a proposed visualization of the plant-wide
response to a crafted impulse in the example of the Tennessee Eastman process. The purpose-built
algorithm extracts behavioral patterns from sensor measurements with the help of lightweight
data approximation procedures paired with estimation methods.

The ability to control the actuators does not guarantee the ability to achieve control over the
process. Adjusting one part of the process for malicious purposes may aggravate the process
state in other parts of the plant. For instance, it may be possible to turn off a pump, but as a side
effect the pressure would build up quickly in an upstream pipe rendering the process inoperable.
Additionally, an action taken in one logical layer of the cyber-physical system model might be
prevented by a system design in another layer. Instructing a pump to run while the flow is off with
a network packet in the cyber layer may be prevented by a hardware interlock in the physical
layer. Note that such physical protections are not always specified on the engineering diagrams.
The control stage also involves the study of timings. For instance, if the damage occurs in seconds,
a safety shutdown minutes later will not stop the attacker.
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Figure 6.9: Visualization of the plant-wide process response to a manipulation of the valve [320]

The control stage is completed when the attacker identifies at least a minimum set of controls
that can be applied in the Damage stage to obtain attack objectives. Note that successful control
over the process will not necessarily result in the attacker’s ability to cause the desired damage.
This will be further discussed in the next section.

6.3.4 Damage

Once the attacker understands the process and how to control it, she needs to decide on the
specifics of achieving her attack goals. It often requires the input of subject matter experts to
assess the full range of possibilities. However, physical damage scenarios may not come easily
even to a process engineer’s mind. Engineers asked to attack a process tend to come up with what
is known as “salty cookie” scenarios. A group of engineers asked to attack a cookie factory all hit
on variations of putting too much salt in the cookies so they would become unpalatable. However,
in a real-world situation, the actual damage to the food factory was caused by the simultaneous
presence of too much product in the pipes and a failed emergency flushing system. As a result, the
pipes got clogged and had to be physically replaced after both water pressure and chemical means
of clearing them failed.

Accident data can be a good starting point when brainstorming ideas for causing damage. If
a particular type of process has gone wrong in the past by accident, it stands to reason that an
attacker may be able to make the process fail in a similar way by design. There is a number of
freely available (e.g., [269]), commercial or membership-based (e.g., [244]) incident databases with
detailed investigation information.

Some of the damage scenarios are straightforward such as operating rotating equipment at
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its natural frequency at which a mechanical resonance and equipment vibrations may occur.
Vibrations significantly reduce the expected equipment life span and lead to equipment breakage.
The skip frequency parameters in the Variable Frequency Drives are used to set up a frequency
band through which the drive output may pass, but never continuously operate in it to protect
equipment from harmful operating conditions. Many VFDs allow a remote user to both read and
modify the skip bands without authentication (Figure 6.10). The attacker strategy for causing
vibration damage is quite simple: read the skip band information from the VFD, modify the skip
band value to a new range, and set the output frequency of the drive to the center of the previously-
observed skip band, i.e., to the dangerous natural vibration frequency. Many VFDs allow this
complete set of changes to be made while the equipment is still running.

Code Name Logic address Access Type
TDC1 | IDC injection time 16#28A2 = 10402 R/W UINT(Unsigned16)
JOG | Jog assignment 16#2B66 = 11110 R/WS WORD (Enumeration)
JGF | Jog frequency 16#2B67 = 11111 R/W UINT(Unsigned16)
PS2 | 2 preset speeds 16#2C89 = 11401 R/WS WORD (Enumeration)
PS4 | 4 preset speeds 16#2C8A = 11402 R/WS WORD (Enumeration)
PS8 | 8 preset speeds 16#2C8B = 11403 R/WS WORD (Enumeration)
SP2 | Preset speed 2 16#2C92 = 11410 R/W UINT(Unsigned16)
SP3 | Preset speed 3 16#2C93 = 11411 R/W UINT(Unsigned16)
SP4 | Preset speed 4 16#2C94 = 11412 R/W UINT(Unsigned16)
SP5 | Preset speed 5 16#2C95 = 11413 R/IW UINT(Unsigned16)
JPF | Skip frequency 16#2C25 = 11301 R/W UINT(Unsigned16)
PIF | PID: PI function feedback assignment | 16#2E7D = 11901 R/WS WORD (Enumeration)
TLS | Time limited speed (LSP) 16#2DB5 = 11701 R/IW UINT(Unsigned16)
FBS | PID Feedback scale factor 16#2E7F = 11903 R/W UINT(Unsigned16)

Figure 6.10: Tunable parameters of a VFD [30]

It is important to note that cyber-physical exploitation is not necessarily achieved by delivering
bits of malicious exploit over electronic media. Consider an electrical analog motor. Is it not
“hackable” in the traditional way as it does not have a programmable element in it. However,
engineers use Digital Maintenance and Test Equipment (M&TE) for motor configuration, calibration
and diagnostics. M&TE includes firmware, which is potentially exploitable. Thus, it may be possible
to place malicious code on the M&TE used when conducting a motor test. This code could be
created so as to report a bad motor as being good and/or a good motor as being bad [303]. As
a result, a facility may incur replacement costs before the end of the useful life of a motor, or
downtime costs from an unhealthy motor failing during operation.

Not all potential damage scenarios and their successful realization will result in an effective
attack. Consider a water treatment plant [218]. The process begins with the inflow of raw water
to be treated through an inlet pipe. Firstly, the water is treated with chemical disinfectants such as
chlorine, sodium hypochlorite and others to eliminate pathogens such as bacteria and viruses. In
the next step, the water is filtered with ultrafiltration (UF) membrane filters to eliminate unwanted
inclusions. Filtered water is de-chlorinated using ultraviolet (UV) lamps and then fed into a
Reverse Osmosis (RO) system for final filtering. The filtered water from the RO unit is supplied to
consumers and the reject water is stored in the UF backwash tank. A backwash process cleans the
membranes in UF at preset times or conditions.

We assume that the attacker’s goal is to damage the UF filter which would result in an extended
water supply interruption and monetary loss due to filter replacement. Filter membranes are
sensitive to several hazards such as grease or overpressure. This information can be found in the
UF filter operating or service manuals, e.g., [130, 131]. While increasing the number of grease
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particles in the water via a remote cyber attack can be difficult or impossible to achieve, creating
overpressure conditions appears to be a more realistic scenario. The attacker can turn to the
engineering documentation of a water plant to work out an attack that causes overpressure. For
instance, it can be discovered from a P&ID diagram such as found in [157] and highlighted in
Figure 6.11 that there are two water inflows in the filter section: treated water flow and backwash
flow. It is logically understood that these are mutually exclusive flows that should never be allowed
to flow at the same time. However, the attacker may find a way to overcome the restraining
interlock and make two flows run through the filter simultaneously, causing high pressure inside
of the filter. Note that Figure 6.11 shows the potential point of attack but is not intended to explain
the entire design of the water treatment plant.
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Figure 6.11: P&ID of the ultrafiltration section of a water treatment plant [157]

To practically implement this potential attack scenario the attacker needs to analyze the PLC
code. There are three conditions that can trigger the backwash process, each guided by a state
machine in a PLC: a preset timer (every 30 minutes), UF filter differential pressure (DP) > 40 kPa
or plant shutdown. In collaboration with the iTRUST research center [155] we implemented an
attack based on a preset timer and enabled the concurrent flow of both streams through the filter.
The result of our experiment is shown in Figure 6.12. The normal average UF filter DP is ~ 12 — 13
kPa. The maximum differential pressure we were able to achieve was ~ 98 kPa (1 bar). According
to the filter documentation, this pressure is not enough to damage filter membranes. This example
illustrates that the successful implementation of a potentially viable attack will not necessarily
cause the damage intended. In such a situation the attacker has two options. The attacker may
return to the Control stage and examine whether the flow properties (e.g., velocity) of both or any
of the two flows can be modified to achieve the desired pressure in the filter. Alternatively, the
attacker may return to the Discovery stage and work out new potential scenarios to disrupt the
water treatment process.

An attacker is not restricted to a single scenario and different attacks are not mutually exclusive.
It may be possible to attack one part of the process and then later attack another part based on the
success of the first. An attacker may never have full knowledge of the process and the environment.
It may also be impossible for the attacker to fully test her code before deploying it. Chaining
together multiple attacks into a single payload maximizes the chance that one of them will have
the desired effect. Note that while we adhered to the usage of “damage” throughout the chapter, it
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Figure 6.12: Differential pressure on a membrane in UF water filter

would be useful to distinguish between “damage” and “degradation” attack strategies. Degradation
is easier to achieve and therefore such attack scenarios pose a higher risk.

Prevent Response

The main task of the control system ecosystem is to keep the process state as close to its set points
as possible. The attacker will inevitably move the process away from its optimum, “provoking”
compensating reactions. During the attack, the control system and the attacker compete for
control over the process. Therefore, the attacker may require to obstruct the control system from
“performing its duties”. In this attack stage it is important to remember that the control loop is not
a single control loop but rather a hierarchical structure of control loops as shown in Figure 6.13.
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Figure 6.13: Hierarchical architecture of control loops

The control ecosystem includes the control logic, process operators and all other applications
which contribute to control decisions, e.g., advanced process control or equipment monitoring
applications. The attacker may need to hide attack artifacts across all control loops to be successful.
For instance, it may be sufficient to keep the process operator’s attention away to prevent a
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timely response. However, process optimization applications may automatically act on suboptimal
operational process data and, e.g., calculate new process set points or adjustments to relevant valve
positions to balance out process inefficiency.

Approaches to preventing a control (eco)system response include but are not limited to tech-
niques of spoofing process measurements as discussed in Section 5.3, poisoning of Historians with
pre-calculated data, various methods of alarm suppression (alarm hiding, relaxation, shelving and
others), avoidance of alarm activation and disruption of feedback and control communication
channels. An attacker may have to use different strategies across different hierarchical control
loops.

Process state and alarm information propagate not only vertically but also horizontally, af-
fecting process variables both upstream and downstream. To identify the extent and duration of
process upset propagation, the attacker needs to see the process status and alarms for the related
process unit(s) or even the entire plant. Good places to access such information could be historian
applications. They are also often mirrored in near real-time to the corporate network so that they
can be queried by various regulatory processes.

Note that in the experiment with the UF filter described above, the maximum differential
pressure was achieved in 8 sec. If the high pressure damages membranes instantaneously, such an
attack may not even need concealment measures as the operators would have very little time to
acknowledge, react and prevent the accident. However, if damaging the filter takes some time, the
operators may intervene and the attack may fail. Therefore, timing parameters of the physical
process need to be taken into consideration when designing a cyber-physical attack.

Obtain Feedback

There may be several competing attack designs with varying degrees of execution reliability.
Therefore, the attacker may want to develop some kind of measure or metric to choose between
them. To monitor and manage attack execution as well as measure attack success (or failure),
the attacker needs to establish a feedback loop to observe the process under attack. This need is
directly correlated to the core principle of process control that the process needs to be observable
to be controllable (manageable). This principle is also similar to the utilization of a Command &
Control communication channel in attacks on IT infrastructures. Depending on the attack scenario
and scope of access obtained, the attacker may need to obtain a feedback loop between the placed
exploit and the process itself and/or coordinate attack activities between several implants. For
instance, observation of state A in component B needs to trigger payloads X, Y, Z. This could be
seen as a C2 mechanism for embedded implants based on process state detection. In the event of
remote access to the target facility, the attackers may use familiar C2 capabilities to relay feedback
information into their infrastructure on the Internet and to monitor and adjust attack execution in
near real-time (Figure 6.14). Previously, threat actors showed the capability to obtain persistent
remote access to SCADA servers [55] and safety systems [159].

Command Command imi
W W & Control & Control o

)
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+ Human operator M « Software implant * (Other) implants
Feedback Feedback

Figure 6.14: Architecture of C2 and feedback channels in cyber-physical attack life cycle
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The target plant may not have been designed in an “attacker-friendly” way and may not
measure the values needed to monitor attack performance. As a result, the attacker may face
the challenge of lacking sensors or other measuring instruments needed to monitor her attack.
Additionally, process information may spread across disparate subsystems forcing the attacker
to invade a greater number of devices. Generally speaking, there are two types of measurements
available to the attacker:

« “Technician” measurement is a qualitative measure, e.g., whether some process value is
decreasing or increasing. A so-called “sensor proxy” can be used to measure an aspect
of the process where direct measurement is not possible. For instance, pressure (proxy
measurement) in some cases can be used to infer temperature (measurement of interest).
Similarly, the temperature in some cases can be used to estimate flow.

« “Engineering” measurement is a quantitative measure, e.g., by how much some process
value is decreasing or increasing. When exploiting a process, attack scenarios requiring an
engineering answer are harder to implement as they often rely on data unique to the plant
and its current operating mode.

In the case when observation of the process state is not achievable via available measurements,
the attacker may use alternative techniques which include but are not limited to the usage of proxy
sensors (see Section 6.5.4), detection of process state (Section 4.5.4), reading the status of the state
machine in the PLC code, building a process model, estimations and engineering calculations (see
Section 6.5.4).

Figure 6.15 illustrates the execution of an implosion attack on a metal barrel. There is no
“roundness” sensor to directly measure the success or failure of the attack, requiring finding
alternative ways to monitor what is happening with the barrel. In this case a pressure sensor is
used to detect the engagement of a vacuum breaker which opens an air vent and allows air into
the system. Figure 6.15 shows how pressure starts to raise upon vacuum breaker engagement,
signaling the unsuccessful outcome of the attack.
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Figure 6.15: Indicator of an unsuccessful implosion attack [191]

6.3.5 Cleanup

In traditional IT attacks the goal is often to remain undetected. In most process control scenarios,
this is not an option. If a piece of equipment is damaged or if a plant suddenly becomes less
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profitable, a team of experts will be dispatched to investigate. A cyber-physical attack changes
things in the real world that cannot be obscured by, e.g., erasing or modifying log files.

The cleanup phase is about creating a forensic footprint for investigators by manipulating the
process, historical data and logs such that the investigation draws wrong conclusions. The goal is
to get the attack blamed on operator error or equipment failure instead of a cyber event.

An example of a cleanup phase would be to show the operator a process out-of-control, making
her take appropriate actions. When investigators ask the operator if she manually manipulated the
process when it malfunctioned, she would answer in the affirmative. If malicious plant upsets are
regularly timed so that they fall in a particular employee’s shift, one might end up investigating
the employee rather than the process.

The human operator is one of the key elements in monitoring industrial processes. Having
a human operator in the control loop (Figure 6.16) turns the process control system from a pure
cyber-physical system into a socio-technical system (STS). To take advantage of the operator’s
“vulnerabilities” the attacker needs to understand the specifics of the operator’s job and act according
to identified weaknesses in the operator’s attention, judgment process or standard procedures he

has to follow.
Physical | _ 1ii
process

Figure 6.16: Socio-technical system

The investigator may be persuaded that a change is environmental in nature if attack patterns
are timed to rainy or hot days. Replaced equipment is another good candidate for assigning blame.
Most chemical plants are harsh environments and components fail regularly. If an attacker either
intentionally makes a controller inoperable or waits for a component to fail naturally before
beginning with her cyber-physical attack, the investigator may believe that process issues result
from the suboptimal tuning of a new component instead of a cyber attack. The list of potential
events that can be used as a decoy for an attack includes but is not limited to:

« Change in operating conditions: change of set point, change of raw material supplier, new
equipment, etc.,

« Maintenance work: scheduled or unscheduled,

« Specific events: change in weather conditions, a particular operator on duty, etc.

An attacker may also hinder an immediate root-cause analysis of a malicious process upset
by causing a so-called alarm flood [265]. An alarm flood is an event of too many alarms being
raised in a short period of time, making recognition of the causal alarms difficult or impossible.
Similarly, the attacker may intentionally bring about more critical alarms requiring immediate
operator attention and with that taking their focus away from the ongoing attack.
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6.4 Targeted Attack for Production Damage

In this section we consider an attack scenario of a negative impact on plant economics over an
extended period. At the outset of attack planning, the attacker needs to consider key factors which
influence attack design decisions.

One way to influence plant profitability is to make a process inefficient by inducing process
disturbances and/or provoking control loops instabilities to increase maintenance efforts. However,
creating loop instabilities can be a risky option as in the case of unskillful manipulations, the
process can become completely uncontrollable and result in plant shutdown. Plant shutdown is
risky for the attacker as it may instigate an investigation. For this reason, an attacker would want
to remain in control of the process and to adjust disruptive actions over time.

To persist with her malicious objective, the attacker would want to attract as little attention
from process operators as possible, e.g., by suppressing alarm activation on the operators’ screens.
However, alarm suppression adds complexity (and cost) to attack design. Out of this consideration
we decided to manipulate the process without triggering alarms to save efforts on alarm suppres-
sion or process measurements spoofing. Another condition of persistence is avoiding attribution
of the prolonged process misbehavior to malicious causes. This can be achieved by, e.g., timing the
attacks to specific events in order to misdirect operators’ suspicion as discussed in the previous
section.

Preliminary Analysis of VAC Process

For our experimental work we use the Vinyl Acetate Monomer process model due to its
complexity and known realistic components. This allows us to investigate the attack execution
process close to the real-world conditions.

Economic damage to a plant can be achieved in several ways. To narrow down the most
effective attack scenario the attacker can first take a bird’s-eye view on the plant structure. The
VAC plant can be roughly divided into three parts: reaction, refinement and finished product output
as shown in Figure 6.17. Distilled products represent the most valuable commodities leaving a
refinery or chemical plant. Therefore maximum economic damage could be achieved by destroying
the pipe that carries the final product into the storage vessels. This attack is certainly effective, but
due to clear physical evidence of its consequences it will also be noticed and fixed quickly. For a
prolonged damaging effect the attacker needs less conspicuous scenarios.

The refinement section is responsible for VAC distillation to ensure a final product meeting
rigid specifications. The refinement process consists of multiple units so the attacker has many
opportunities to tamper with the process, but the operator also has many opportunities to notice
changes and take compensating actions. Moreover, the operator may send an impure product for
an extra cycle of refinement. In contrast, upsetting the reaction process in the reaction unit reliably
yields reduced production of a useful product. This is why we focus attack efforts on the reactor
unit.

Most factors influencing the reaction process fall under the following general three categories:

« Catalyst deactivation caused by high temperatures and other factors,

 Reduction of reaction rate due to wrong ratio and/or preconditioning of the chemical com-

ponents,

« Reduction of the primary reaction due to wrong material and energy balance.

While the catalyst deactivation attack vector could potentially offer the most reliable reduction
of production rate and the largest potential for a negative economic impact, we were not able to
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Figure 6.17: Simplified scheme of the VAC plant

realize this scenario in our simulations. Further details can be found in Section E.3. Therefore
we were left with two scenarios for reducing the reaction rate. Both scenarios naturally occur as
a result of manipulating actuators in the refinement session and bringing the process out of the
optimal production conditions.

6.5 Achieving Attack Objectives

After deciding on a general approach to achieving the attack goal, the attacker proceeds with
designing a detailed attack plan. Following the stages described in Section 6.3, the attacker develops
a set of attack instances which can be scripted into individual payloads to form an overall attack
framework/tooolkit or included in a single final payload.

6.5.1 Access

When working with a model, it is easy to look at a process environment as static and isolated.
When considering an attack on a VAC process somewhere in the world, one must remember that
this is a real facility with real-world needs. As any other production facility, a VAC plant would
rely on dedicated teams of subcontracting workers, engineers, consultants vendor- and third-party
service providers to support plant operation, maintenance and troubleshooting all year around.
Additionally, a large number of data needs to be exchanged between corporate and third parties
networks for predictions, equipment maintenance and hardware, software and security updates.
An attacker can take advantage of any of the above mentioned interactions to obtain access to the
plant, specifically to the reactor unit.

6.5.2 Discovery

The chemical approach to VAC manufacturing is not a trade secret. There is a wealth of information
on the process itself and how it is typically implemented in a factory. We assume that the attacker
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has already obtained knowledge about the process such as presented in Section 3.2.2. Since
we are working with the process model which does not include networking components, the
discovery activities are directed at the process itself. Specifically, we concentrate on discovering
measurements and actuators available to the attacker at the reactor unit as well as on a high-level
understanding of the inner workings and configuration of the target plant.

Six sensors, XMEAS{1-6} and one flow composition analyzer are available to the attacker at
the reactor unit, vaporizer{P;L;T}, heater exit{T}, reactor exit{T;F}, and molar concentrations of the
seven chemical elements in the reactor feed stream from the analyzer, XMEAS{37-43}. Specifically,
the O, concentration is used to monitor the hazardous conditions related to the explosivity of
ethylene in the presence of oxygen.

There are seven degrees of freedom XMV{1-7} available for control in the reactor unit, three
reactants fresh feeds {O,;C,H,;HAc}, two valves to control vaporize{heater; vapor exit}, reactor
preheater valve, and steam drum valve to control the reactor temperature. The location of the
valves in the reactor unit is shown in Figure 6.18. All valves except XMV(3) control effects within
the reactor unit itself. However, part of the acetic acid inflow controlled by XMV(3) is also sent
into the vaporizer (reactor unit) and into the absorber (refinement section). Also, acetic acid
comes from a supply tank. It means any attack on this feed will be buffered by the acetic acid
holdup in the tank. Additionally, we discovered a disparity between process documentation and its
software implementation. Specifically, inflow of ethylene XMV(2) is used to control the pressure
in the absorber and not the pressure in the gas recycle loop. Thus any manipulation of this
control loop will have effects on both the reactor and refinement sections. For the attacker this
poses an additional requirement to closely monitor process state in the refinement section when
manipulating XMV(2).
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Figure 6.18: Location of control valves in the reactor unit of the VAC plant

A sensor measuring a process variable important for safety or operating constraints will have an
alarm or interlock set at certain operating ranges. A quick search of chemical engineering journals
turns up information on such constraints and specifics of the VAC process (see Section 3.2.2). Exact
numeric limits can be discovered in operator screens, controller logic, one-line diagrams, etc. The
basic plumbing of the process can be understood from its flow diagram (Figure 3.6). In a real world
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scenario, this information would have to be gathered from configuration files and other sources as
described in Section 6.3.2.

6.5.3 Control

At the control stage the attacker explores dynamic process behavior by triggering system responses.
Typically, digital controllers are designed based on process models and with very few exceptions
the designs begin with the specification of some desired closed loop properties. Collecting such
information in advance at the Discovery stage may improve attacker understanding of the observed
process reactions and accuracy of system identification.

Figure 6.19 illustrates VAC process response to an attack on the heater exchange and the
propagation of the resulting disturbance across the plant. Even though the overall plant-wide
process response can be considered as consistent, the responses of individual control loops are
very dissimilar. Some of the simulation results of the VAC plant to setpoint changes are described
in [211]. It was specifically mentioned that some dynamic behaviors of this process are not
intuitively obvious. As discussed in Section 6.3.3, this is due to the unique hardware plant setup,
configuration of each control loop and control loop coupling.

While the attacker may apply many different attack patterns, in this work we consider the two
following attacks:
. Steady state attacks (SSA) — step-like attacks which bring the process into the new state
and leave it there (Figure 6.20a). This attack is similar to a setpoint change.
+ Periodic attacks (PA) - recurring attacks interleaved with natural process recovery phases
(Figure 6.20b). This attack is similar to causing a short disturbance.

A large part of the control phase is concerned with mapping out the dependencies between
each actuator and all of the downstream measurements. Mapping of the dependencies can be
done through detailed modeling of the process (resource and time consuming) or observed on
the live process. One possible approach is to make small changes to the process and note process
response as it propagates through the various sensors. Whilst working with a model one can
safely apply any input to the process and observe process response, including alarm generation
and propagation. When working with the actual process, the attacker would need to make minor
changes and then extrapolate how large a change was necessary to cause an unwanted result while
avoiding alarm activation.

We applied the following strategy to discovering dynamic process behavior. We first identified
the steady state MV values. We than increased or decreased MV by approximately 1% for 30 sec
and observed the process response measured by sensors. Depending on the response we increased
the magnitude and duration of the manipulation and monitored the process variables for reaching
operational or safety constraints.

Steady state attacks. Not all actuators are suitable for carrying out steady state attacks.
Manipulation of XMV{4;5} moves the process to its operational or safety constraints within a short
time (from minutes to few hours) even if adjusted only slightly.

Periodic attacks. This attack scenario can be seen as pulse-width modulation of a steady state
attack in which pulse amplitude represents attack value (position of the valve), pulse width stands
for attack duration and inter-pulse distance is process recovery time. Examining the sensitivity
of control loops to periodic attacks turned out to be laborious and challenging due to the large
number of attack parameters.

One of the challenges we faced was management of the recovery (inter-attack) phase. Initially
we directly set the position of the valves to their steady state values or lower. However, this strategy
was unsuccessful as the majority of control loops continued drifting towards their operational and
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Figure 6.20: Types of attacks on process behavior (red line denotes steady state value)

safety constraints. This was due to the fixed MV values which removed the ability of the valve
to adjust dynamically to the process state. Therefore we decided to leave administration of the
process recovery phase to the controllers.

Another challenge was control loop ringing while manipulating XMV(5), which controls the
vaporizer exit flow. Sometimes, digital controllers produce a control signal that oscillates with
decreasing amplitude around the final equilibrium level (Figure 6.21a). This phenomenon is known
as “ringing” and is caused by negative real controller poles. Ringing is an unwanted effect as it
increases the wear and tear of controller components and can cause system instability within a
multi-loop environment. Manipulation of XMV(5) in the negative direction (decreasing its value)
causes a large overshoot which leads to process instability. Note, that even though the ringing
appears to be of a very insignificant amplitude in the vaporizer pressure control loop (Figure 6.21a),
it causes a ringing impact of ratio 1:150 in the vaporizer exit flow control loop (Figure 6.21b).
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Figure 6.21: Manipulation of control loop 5 (vaporizer)

Despite an unwanted ringing effect in the XMV(5) control loop, we still pursued this attack
as reducing the inflow of reactants would result in decreased production of VAC. To overcome
the above challenge we decided to take advantage of the negative compensation reaction in the
process recovery phase. In our approach we slightly increased the flow for 1-2 minutes and let
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the process recover for 2 minutes or longer (Figure 6.21b). In the recovery phase the controller
decreased the flow to bring the controlled variable to its set point. In this way we were able
to achieve a reduced flow (when averaged over time). In total, there are three control loops in
the reactor unit which can become unstable under certain attack parameters. Those are XMV{2;4;5}.

Outcome of the control stage

We have exhaustively tested all control loops for their sensitivity against a large number of
attack settings combinations {attack value; attack duration; recovery time}. Although we could
establish a good mental model of process behavior, we needed to find a systematic way to categorize
controlled loops. We chose two parameters:

« Sensitivity to magnitude of manipulation (MM) — how much can we change the process
in response to control loop manipulation;

+ Required recovery time (RT) — if the process can recover in a time equal to the attack
time or shorter we consider such such control loops of low sensitivity.

Table 6.3 gives the results of our analysis. Sensitive control loops are riskier to operate and
therefore less suitable for reliable control from the attacker perspective.

Sensitivity MM RT
High XMV{1;5;7} XMV{4;7}
Medium XMV{2;4;6} XMV(5)
Low XMV(3) XMV{1;2;3;6}

Table 6.3: Sensitivity of control loops

We finalized our testing with the analysis of alarm activation withing the plant in response
to SSA and PA attacks as shown in Table 6.4. Additionally, for each manipulated variable in the
reactor section we noted upper limits of all possible attack parameters which would allow to
manipulate the process without triggering an alarm (not included into the thesis due to space
considerations).

Alarm SSA PA
Gas loop O, XMV(1) XMV(1)
Reactor feed T XMV(6) XMV(6)
Reactor T XMV(7) XMV(7)
FEHE effluent XMV(7) XMV(7)
Gas loop P XMV{2;3;6} XMV{2;3;6}
HAc in decanter XMV{2;3;7} XMV(3)

Table 6.4: Activation of alarms

6.5.4 Damage

In the previous stage we evaluated the potential to control the process. In the damage phase the
attacker uses identified controls to achieve the desired damage scenario. This stage is similar to
the “what occurs if" approach in a HAZOP analysis (“what happens if this valve is closed”).

139



CHAPITER 6. CYBER-PHYSICAL ATTACK LIFECYCLE

As mentioned above, we opted for attack strategies that do not activate alarms. This means
that the overall process state would remain within the “normal” operating envelope, however,
the production economics or equipment operating conditions would deteriorate (Figure 4.19).
Therefore, the results obtained in Control stage will be used in the Prevent Response sub-stage to
avoid detection and prevent immediate corrective actions.

For reliability, the attacker must choose one or more attack scenarios to deploy in the final
payload. This could be arbitrarily chosen based on gut feeling. However, given the amount of
effort it takes to mount a real attack, an attacker may use a metric to measure her success. For an
economic attack a plausible metric would be the amount of monetary loss to the victim. In order
to determine monetary loss one needs to measure how much of vinyl acetate is produced in the
reactor.

Obtaining Feedback

To measure the exact amount of a specific chemical in a production stream two measurements
are needed: the total flow (FT) and the molar concentrations of the total flow composition. What
would immediately catch the attacker’s eye is the absence of an analyzer in the reactor exit stream
(Figure 6.22).
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Figure 6.22: Location of chemical analyzers in VAC plant

Chemical composition analysis systems are expensive; their installation must be justified by
important considerations such as safety or significant product quality improvement. This is a
significant disadvantage for the attacker as she will not be able to directly obtain measurements
of the molar concentration of the produced vinyl acetate in the reactor outflow. Therefore the
attacker cannot immediately obtain engineering measurements to monitor and measure attack
execution.

The rate of the reaction can be qualitatively determined from the reactor exit temperature (TT).
This would provide an attacker with a technician measurement. A decrease in temperature signals
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Figure 6.23: Comparison of indirect and direct measurements

that less reaction is happening in the reactor, so less product is being produced (Figure 6.23a). This
measurement can be sufficient to determine whether a specific attack has an effect on the reaction
rate, but it does not allow to quantify the effect of an attack and select the most effective one.
Looking at the process flowsheet, the only location where the attacker would be able to determine
the exact amount of VAC produced is the decanter exit. However, this number would be available
to the attacker only after hours, at the end of the refinement phase. This may not be a satisfactory
option. Moreover, this would require the attacker to exploit additional network segments and
devices. In our analysis we have not found a way to solve this challenge.

In the real world such an obstacle would force the attacker to look into controller code or
search for process models in the test plant. In our case, we decided to look into the implementation
code of the process model. In particular we were interested in the state variables in the reactor unit,
used in the internal computations of the process model. We were able to locate "concentration”
variables of seven chemical components in ten sections of the reactor as shown in Figure 6.24.

//This is the main file for the reactor

//The plug-flow reactor is modeled as a 10-section distributed model
/*NR: section number + 1 */

/*calculate derivatives*/

for (n=1;n<NR;n++)

{
/*Use component balance to get concentration change: */
/*dC/dt=-delta(C*v)/deltazZ+sum(vij*rj) */
/*Use single backward */

C_02_t[n-1]=(-(C_02[n]*v[n]-C_02[n-1]*v[n-1])/dz Coeffl[0]*r_all[n][0]+Coeff2[0@]*r_all[n][1])/cata_porosity;
C_CO02_t[n-1]=(-(C_CO2[n]*v[n]-C_CO2[n-1]*v[n-1])/dz + Coeffl[1]*r_all[n][@]+Coeff2[1]*r_all[n][1])/cata_porosity;
C_C2H4_t[n-1]=(-(C_C2H4[n]*v[n]-C_C2H4[n-1]*v[n-1])/dz + Coeffl[2]*r_all[n][@]+Coeff2[2]*r_all[n][1])/cata_porosity;
C_VAc_t[n-1]=(-(C_VAc[n]*v[n]-C_VAc[n-1]*v[n-1])/dz + Coeffl[4]*r_all[n][0]+Coeff2[4]*r_all[n][1])/cata_porosity;
C_H20_t[n-1]=(-(C_H20[n]*v[n]-C_H20[n-1]*v[n-1])/dz + Coeffl[5]*r_all[n][@]+Coeff2[5]*r_all[n][1])/cata_porosity;
C_HAc_t[n-1]=(-(C_HAc[n]*v[n]-C_HAc[n-1]*v[n-1])/dz + Coeffl[6]*r_all[n][@]+Coeff2[6]*r_all[n][1])/cata_porosity;
Q_rct[n]= UA*(Tg[n]-Shell_T); /*kcal/min m"3*/
Tg_t[n-1]=1/(cata_porosity*CCP[n] + cata_heatcapacity *cata_bulk_density)*(-FCP[n]*(Tg[n]-Tg[n-1])/dz -

- r_all[n][@]*E_rl-r_all[n][1]*E_r2-Q_rct[n]);

}s

Figure 6.24: Code to calculate the concentration change of chemical components in the reactor
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Through extensive analysis of the obtained data and the working principle of the plug flow
reactor employed in the VAC plant we could determine that the concentration of chemicals in
the tenth section would be the same or about the same as in the reactor outflow. However, the
obtained numerical values were of an unknown unit measure and very small, e.g., 0,00073; 0,00016;
0,0007. The sum of all concentrations values did not sum up to one/hundred or to the total flow.

After further investigations we concluded that molar concentrations of chemical components
can be computed according to the formula:

CONC omp(t)

MOL =
O comp(t) Zcmp CONCcomp(t> 7

where CONC,,,,(t) are the concentrations of the individual chemical components and cmp is
the index of a current component.

We verified the numbers obtained with those provided in Table 5 in [210]. Since the total
reactor exit flow is directly measured in the plant, we could compute the amount of vinyl acetate
produced as:

Ouflow,,,.,(t) = MO Leomy(t)[%omol] X Feqc[Kmol /min],

where F.,. is measured reactor outflow, XMEAS(6).

Figure 6.23b shows the production of vinyl acetate. The rate of VAC production indeed coincides
with the reactor outflow temperature profile. Knowing the molar production of VAC we could
finally quantify production loss in dollar equivalents as:

Cost = VAC,u:[Kmol] x 86.09]g/mol] x 0.971[$/kg],

where 86.09[g/mol] is the VAC molar weight and 0.971[$/kg]| is the VAC price as given in [210].

To verify the numbers obtained we compared the amount of VAC produced in the reactor over
a time period (Figure 6.25a) with the amount of VAC leaving the factory as final organic product
(Figure 6.25b); the numbers matched.

Product Loss: 137.21 Kmol (11469.70 $) Product Loss: 137.36 Kmol (11482.77%)
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Figure 6.25: Vinyl acetate production, 24 hours
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Evaluation of Attack Scenarios

With a suitable metric for evaluating the impact of the attack we could finally start deciding on
the most effective attacks. We have established the reference value of the steady-state production
to determine loss (or gain) as a result of the attack. The categorization of the control loops based
on their economic damage potential is given in Table 6.5. Note, that certain attacks have caused an
increase of the vinyl acetate produced. This does not necessarily mean that the overall financial
gain of the plant as such increased as production may have yielded increased operating costs and
thus may resulted in revenue loss. However, we did not pursue this investigation. Therefore we
did not consider attacks causing product gain as “successful”.

Production loss SSA PA
High, > 10.000$ XMV(2) XMV{4;6}
Medium, 5.000$ — 10.000% XMV{6;7} XMV{5;7}
Low, 2.000$ — 5.000% B XMV(3)
Negligible, < 2.000$ XMV{1;3} XMV{1;2}

Table 6.5: Categorization of control loops based on damage potential

Note that attacks on XMV(1), oxygen feed, only have little attack potential, but also that this
control loop easily becomes unstable. In addition, this control loop must be manipulated with
great care as it quickly reaches its safety limit. Among all XMVs we marked XMV(1) as of least use.

Outcome of the damage stage

The damage phase is concluded with a portfolio of attacks which can be deployed at any opportune
time. By scheduling attack value, attack duration and process recovery time we can control
the amount of economic damage we would like to bring about. Note that our analysis has only
determined how much money will be lost. Ideally economic damage numbers should be multiplied
by the chance of success so that a risky high-damage scenario can be compared with a low-risk
low-damage scenarios. Precise risk metrics may never be available, but in general attacks that
require manipulating more components are considered a higher risk. Attacks that require an
engineering answer (high-precision attack scenario) are more complex to design and execute and
therefore are riskier than attacks only requiring a technician answer. Additionally, attacks that
must hit a particular measure value or fail are riskier than attacks that simply get more effective
the closer they are to the optimal value. Finally, the cost of attack implementation should be
considered and compared against attack “gain”.

6.5.5 Cleanup

In our attack scenario we were aiming for attacks that do not move the process towards operational
limits or unsafe conditions. Since the attack execution does not trigger alarms, the operator
may not notice immediately that the process has drifted from its economically optimal operating
state. However, process operators may get concerned after noticing a persistent decrease in VAC
production and may try to fix the problem. There can be numerous reasons for a process upset
and operators are used to them. In this section we discuss how to influence the operators’ beliefs
about what is happening with the process.

An industrial process, just like software, has to be debugged when it malfunctions. If the
attacker changes her attacks based on the debugging efforts of the maintenance engineers, future
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attacks may be attributed to the efforts of the engineer rather than a cyber attacker. Figure 6.26
illustrates four different attacks which show themselves as symmetric fluctuations of different
amplitudes in reactor exit temperature. These attacks are chained together and rotated in response
to debugging efforts such as sensor calibration or reactor troubleshooting.

Reactor Exit Temperature
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Figure 6.26: Increasing variation of reactor exit temperature caused by attacks on different control
loops

If a reactor is suspected to malfunction, a group of experts will be invited to investigate. It is not
possible to see directly into the reactor. The investigators will apply specific metrics allowing them
to evaluate the chemical processes in the reactor and ~hopefully— determine potential reasons for
the deterioration of reactor efficiency. They will then schedule maintenance work in accordance
with identified issues. The attacker can execute different attacks which have the same effect on
specific chemical processes in the reactor making engineers believe that their maintenance efforts
are not bringing the expected results.

Typical examples of such metrics would be selectivity and conversion rate. Selectivity is a
metric to control catalyst activity. Catalyst selectivity determines the fraction of the ethylene
consumed that makes the desired VAC product or, in other words, how much (in percent) of the
primary reaction has been induced by the catalyst:

VAC,.(t)

EL(t) =
SEL(1) VAC,u(t) + 0.5 x CO24(t)

x 100,

where VAC,,(t) and CO2,,(t) are molar flows of the respective chemical components in the
reactor outflow.

Conversion determines the fraction of the chemicals consumed (converted into product and
byproducts) during the reaction. This metric is informative in several ways. For instance, there are
certain safety limits and best-practice conversion rates, which should not be exceeded. Thus, the
reduced conversion rate of acetic acid and increased conversion of ethylene suggest an increase in
the amount of the undesired secondary reaction. Conversion is computed as

 COMP,,(t) — COMP,,(t)

CONVippp(t) = COMPD x 100,

where COM Py, (t) and COM P,,;(t) are the molar masses of the chemical components in the
reactor in- and outflows.

In addition, we introduced a metric to measure reactor efficiency (EFF). It computes how much
molar mass of acetic acid has reacted, and compares this value to the amount of reacted ethylene.
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Since the reaction ratio of ethylene and acetic acid in the primary reaction is 1:1, the amount of
reacted acetic acid is equal to the amount of correctly reacted ethylene. Relating this value to
the amount of total reacted ethylene indicates the percentage of the primary reaction. Efficiency

allows similar conclusions as catalyst selectivity, however, it is calculated based on the converted
reagents rather than on the produced products:

HAC,(t) — HAC, (1)

EFF(t) = C2H4;,(t) — C2H4 (1)

x 100,

Figure 6.27 illustrates the processes in the reactor during the attack on XMV(2). We decrease
ethylene feed at time ¢ = 120 minutes.

Average Efficiency Loss: 4.36 % Average Selectivity Loss: 2.73 %
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Figure 6.27: Analysis of the physical processes in the reactor

One can see how the attack affects the ratio between primary and secondary (ethylene combus-
tion) reaction: the percentage of the primary reaction drops from 87% to under 82% and the amount
of the secondary reaction increases by 4.32% on average (Figure 6.27a). Selectivity also drops to a
lower level (Figure 6.27b). Since selectivity is calculated based on the ethylene consumed in both
primary and secondary reactions, we can conclude that an increase of the secondary reaction has
a stronger effect on the reagents consumed than it has on the products produced. In other words,
the consumption of reagents is the more expressive metric in this case. Figure 6.27c plots the
conversion rates for the main reagents in the reactor. Ideally, the conversion rate of acetic acid is
~ 37%, around 2% higher than the oxygen conversion. However, due to the attack, the conversion
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rate of acetic acid drops beneath oxygen conversion, indicating that the reaction kinetics have
changed. This is because the newly induced secondary reaction also consumes oxygen (even more
than the primary reaction) At the same time ethylene consumption has increased. Therefore we
can conclude that the amount of the primary reaction has decreased (less acetic acid is converted),
and the amount of ethylene combustion has increased. The result of the attack on XMV(2) is a
significant reduction in the production of the final product (Figure 6.27d).

6.6 Discussion

Our initial attacker model restricts the attacker from triggering operational constraints. In reality,
the attacker may suppress alarms while supplying the operator with good process values, e.g., using
sensor signal spoofing techniques presented in Section 5.3. We intentionally chose not to activate
alarms to understand attacker challenges when discovering dynamic process behavior in a stealthy
manner. This turned out to be a laborious manual process with currently no established methods
in the public literature to automate or support the testing and cataloging of dynamic process
responses. We examined whether it could be beneficial for the attacker to violate operational
constraints to cause more damage. Whereas we could almost double the loss with steady state
attacks, the increase of damage in periodic attacks was modest. In certain cases violation of
operational alarms eventually moved the process into an unsafe state, triggering process shutdown
and attack interruption. It is, therefore, important for the attacker to monitor the plant state at
all times to avoid unintentional plant shutdown. Not only does such an event slow down testing
and/or execution of attack scenarios, it may also prompt an investigation. Thus an investigation
of plant shutdown in the Triton attack resulted in the discovery of attack tools and triggered a
full-fledged incident response [159].

The attacker is not almighty and some damage scenario might be unachievable for various
reasons. For instance, initially, we attempted to achieve economic damage via catalyst deactivation.
A chemical catalyst is a substance that increases the rate of a reaction without itself being consumed.
It is frequently made of precious metals and therefore tends to be expensive. Catalyst productivity
reduces over time requiring its replacement. The typical catalyst lifetime of VAC catalyst is 1-2
years [83] after which plant profitability decreases. Preferred operation conditions are temperatures
around 150-160°C, higher temperatures within reactor tubes promote catalyst activity decay. Hot
spots above 200°C lead to permanent catalyst deactivation requiring a costly production shutdown
and catalyst replacement [210]. We were not able to realize this damage scenario as we were not
able to overheat the reactor for long enough to damage the catalyst. As described in Appendix E.3,
hot reactor outflow caused condensation in the downstream heat exchanger which quickly led
to the development of unsafe operational conditions and plant shutdown. This example also
illustrates why the control stage precedes the damage stage — designing a specific damage scenario
prior to testing control loops for controllability conditions may result in attack failure during
execution.

Because dynamic process behavior cannot be deduced from the plant documentation or control
logic and can only be measured on a live process, the Control stage provides an opportunity
for the defenders to detect anomalous short-term process fluctuations or unusual operations on
equipment. Additionally, implementing defense-in-depth security controls and reducing the threat
of unauthorized remote access to live process may significantly limit attacker abilities to develop
viable attack scenarios. Besides, due to the high effort and extensive knowledge required overall to
engineer and implement tailored damage attacks, it is more likely for threat actors to search for
so-called “easy button” attack options. These are simple attack scenarios with easily identifiable
damage conditions (e.g., operating rotating equipment at skip frequency) and reliable attack
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outcome (e.g., equipment damage due to vibrations). The Industroyer attack can be considered
an “easy button” because it simply turns off all discovered control signals [55] resulting in the
predictable outcome of substation shutdown. Control logic inherently contains information about
exceptions and unsafe conditions making it a prime candidate for discovering “easy button” attack
ideas.

As discussed in Section 3.1 building and maintaining realistic testing environments is a signifi-
cant financial investment. It has been suggested in [125, 247] that both attacks on the Ukrainian
power grid were live drill operations by a state-sponsored threat actor to test cyber-physical sabo-
tage capabilities. The chance exists that in the future threat actors will continue using real-world
ICS environments for capability development and testing purposes. Understandingly, industrial
plants with weak digital perimeters are more prone to becoming such testing environments.

With the growing awareness of cyber-security threats, industrial organizations start building
stronger digital perimeters requiring attackers to search for alternative pathways into the opera-
tional environments. Project files are considered to be trusted files coming from trusted sources
like subcontractors or service providers. Such files are typically directly loaded to the control
network and executed with high privileges. Gurkin [132] has shown that it is possible to embed
complex exploits such as callback trojan or execution of OPC methods into the project file code
itself which will be invisibly launched upon project startup. The emergence of such innovative
methods for delivering attack code calls for the development of additional security controls such
as ICS-aware sandbox applications.

6.7 Related Work

The overall concept of describing targeted cyber attacks in form of an attack lifecycle is relatively
new. It was first introduced by researchers from Lockheed Martin Corporation in 2011 under the
Kill Chain trademark name [147]. In 2015 SANS Institute adapted the Lockheed Martin Cyber Kill
Chain model to the ICS needs and proposed The Industrial Control System Cyber Kill Chain [19].
The model consists of two phases. Stage 1: Cyber Intrusion Preparation and Execution and Stage 2:
ICS Attack Development and Execution. While this model comprehensively covers cyber activities
of a targeted cyber-physical attack, the physical part of the attack is represented as a single stage
called Attack Development and Tuning. In contrast, the cyber-physical attack lifecycle proposed in
this chapter focuses on the physical part of the attack and details the steps needed for achieving
an objective of the above mentioned stage.

In the same year, Hahn et al. [133] proposed their variation of Lockheed Martin’s Kill Chain
model applied to the cyber-physical systems. Specifically, they added Perturb Control and Physical
Objective stages to describe attack activities in the physical and control layers of the cyber-physical
system. This work is the closest to ours. However, this work focuses on the formal descriptions
of attack activities from the control theory standpoint whereas our framework is focused on the
practical execution of an attack in real-world production environments.

In 2016 Larsen [191] described a process of developing a cyber-physical exploit chain with
the help of Timing and State Diagrams (TSD). The sequence of the exploit building activities can
be directly mapped to the stages of the cyber-physical attack lifecycle as shown in Figure 6.28.
Larsen’s approach is complimentary to the work presented in this chapter as it allows to compare
different attack design decisions in terms of development effort and execution reliability.

Finally, in 2019 MITRE Corporation published the ICS ATT&CK knowledge base of the tac-
tics and techniques that adversaries can use when attacking an industrial control systems [69].
While ICS ATT&CK provides a useful summary of known ICS attack techniques, the focus of the
framework is on the execution and detection of the attacks in the cyber layer. In contrast, the
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Figure 6.28: Relationship between TSD and cyber-physical attack lifecycle

framework proposed in this chapter puts greater focus on which attack tactics and techniques
need to be implemented in the control and physical layers. The MITRE ICS ATT&CK was later
expanded by Menendez [229] to better fit the attack lifecycle in the context of the electrical sector.
However, the focus of the framework remained on the cyber aspects of ICS attacks.

The proposed stages of cyber-physical attacks were tested by Krotofil and A. D. [178] on the
example of a traffic light system, illustrating its applicability to discrete cyber-physical systems. As
an application of moderate complexity, traffic light systems have a relatively small and constant
process state space which can be fully tested by the attacker in the Control stage. Once useful
controls are identified and tested, the attacker can develop a portfolio of ready-to-use attack
instances and apply them in the Damage stage at an opportune time. Exploits can be combined
into a final payload depending on desired attack outcome. Examples of damage scenarios include
large-scale gridlocks to cause economic damage or short-term traffic congestions to slow down
the arrival of vital services such as police or ambulance.

6.8 Conclusions

Cyber-physical systems security concerns specifically attacks that cause physical impact. To
achieve such an impact, the attacker has to find ways of manipulating the physical processes in the
target environment. Cyber attacks on control networks may allow the attacker to obtain access to
sensor measurements and manipulate instructions sent to actuators. However, to appreciate the
effect of such manipulations the attacker has to understand the physical part of her target. Similar
to attacks executed in the IT domain, a cyber-physical attack goes through several attack stages
before achieving the desired damage. Along the cyber-physical attack lifecycle, some activities
may resemble well-known IT exploitation methods and some will require expertise on the physical
part of the cyber-physical system, expertise not commonly found in the IT security community.
Depending on the attack scenario, state of the process and encountered challenges, the attacker
may skip certain stages or may need to circle back to previous stages.

The cyber-physical attack lifecycle provides greater insights into the detours an attacker may
have to take to reach her goal, the types of data sources to consult to achieve the required level
of process comprehension and which vital reconnaissance tasks need to be executed on the live
process. We illustrated the utility of the proposed framework in the example of a simulated model
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of the Vinyl Acetate Monomer plant and demonstrated non-trivial hurdles to overcome at each
attack stage. It took almost one and half years to finish this research undertaking from the initial
familiarization with the VAC process to obtaining final results.

From the attacker’s perspective understanding the desired state of a physical process that
achieves certain attack goals, and knowing how to reach that state are two distinct problems.
The process is not designed for the attacker. The attacker may be impeded by automatic safety
interlocks and/or may not have access to observations that allow her to monitor the effect of
her actions. Due to the significant effort required to execute sophisticated high-precision attacks
such capabilities are likely to remain in the hands of state-sponsored threat actors with sufficient
resources and reserved for critical targets. In contrast "easy button" attacks are more likely to be
executed on a larger scale.

Successful execution of cyber-physical attacks relies on access to specific information sources
and assets. Understanding attacker needs assists defenders with identifying “crown jewels” assets
such as historians, specialized engineering applications, OPC servers and engineering workstations
and strategizing defense and detection efforts.
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Chapter 7

Conclusions and Future Research

The important thing is not to stop
questioning.

Albert Einstein

Below we outline the contributions of our work and further work done on the basis of the
thesis contributions. We then discuss future research directions.

7.1 Summary of Contributions

The overarching objective of this thesis was to improve discerning cyber-physical systems security
from the control system and physical process standpoints as opposed to the security of the
supporting IT infrastructure. Specifically, we focused on better understanding the threats and
exploitation techniques as well as security requirements and defenses specific to cyber-physical
systems. We aimed to keep our research fundamental in nature so that our results could apply
to a wider range of cyber-physical systems. In the following, we summarize our contributions in
relation to the initial research questions.

Research Question One Can the available research models of physical processes be used to
study the impact of cyber attacks on the physical processes and their supporting control system?

Among the main challenges of cyber-physical security research is the requirement for testing
environments which accurately represent the physical process and its control infrastructure and
allow to experiment with failure conditions. In this thesis we explored the feasibility of utilizing
process models used in process and control engineering for CPS research needs. Although the
existing models on their own are of limited use, we showed that they can be adapted to facilitate a
cyber-physical security analysis. We focused on two publicly available models of chemical plants:
Tennessee Eastman and Vinyl Acetate Monomer. First, in Chapter 3 we described how the models
were enhanced and instrumented with means to enable attacker interactions and allow qualitative
and quantitative evaluation of the bespoke interactions. We then illustrated the practical utility of
the models to cyber-physical research in Chapters 4, 5 and 6.
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Research Question Two Are there attack vectors and/or attack scenarios that are unique to
cyber-physical systems? Are traditional IT security defenses adequate to thwart CPS-specific attack
techniques?

For valid historical reasons, industrial control systems were designed with safety in mind,
focusing on their ability to withstand a variety of random faults. This means, that even if typical
IT security controls are added, for instance, to the design of an industrial protocol stack, they may
not guarantee defenses against an intelligent attacker who exploits vulnerabilities in the control
layer of a cyber-physical system. In Chapter 4 we analyzed the mechanics of Denial-of-Service
attacks and their impact on the control function of cyber-physical systems. We showed that DoS
attacks are similar to data integrity attacks in their effect. However, their execution does not
require packet manipulation and can be performed even on authenticated and integrity-protected
traffic. We then showed how to strategically select attack value out of observed process values and
how to chain several DoS attacks to achieve the desired attack outcome, not achievable by a single
DoS attack on an individual control loop.

Research Question Three Are there data security requirements specific to cyber-physical
systems? Are traditional IT data security controls adequate to meet CPS-specific data security needs?

Data quality plays a paramount role in the correct, efficient and safe functionality of a cyber-
physical system. On one hand, it is critical to correctly configure all data processing points along a
data flow to preserve data utility and the ability to extract correct informational insights from the
process data. On the other hand, ensuring the correct or truthful acquisition of process data is the
most fundamental security requirement for process data. The latter requirement is not discussed
in the context of IT applications and as a result security approaches to guarantee data veracity
are not part of the standard IT security toolkit. To investigate this research questions we first
illustrated the importance of data veracity to CPS applications and provided examples of how data
veracity can be compromised in Chapter 5. We then proposed a specific attack scenario to violate
data veracity and proposed a plant-agnostic detection method based on entropy metrics in form of
sensor signal consistency and plausibility checks.

Research Question Four s the cyber-physical attack lifecycle different from the traditional IT
attack lifecycle or kill chain? What are the essential attack steps to achieve the desired impact in the
physical world?

An attacker targeting a remote process may not immediately be gifted with the required knowl-
edge of the process and the means to manipulate it. From the attacker’s perspective understanding
the desired state of a physical process that achieves certain attack goals, and knowing how to reach
that state are two distinct problems. Similar to sophisticated attacks executed in the IT domain,
a cyber-physical attack goes through several attack stages before achieving the desired damage
effect. The defense goal is to understand attacker opportunities in the context of the exploited
environment and figure out effective measures to interrupt the attack kill chain. In Chapter 6 we
described the structure of a cyber-physical attack with associated attack tactics, techniques and
procedures, especially focusing on those which are different from the conventional TTPs known in
the IT domain. In the example of an attack scenario aimed at causing persistent economic damage
to a chemical plant, we provided a stepwise illustration of a cyber-physical attack and highlighted
pivotal attainments required at each attack stage, disruption of which may significantly complicate
the attacker’s ability in achieving their attack objective or even interrupt the attack kill chain.
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7.2 Follow-Up Research

The foundational results presented in this thesis provided inspiration for follow-up CPS security
research related to the research topics addressed in this thesis.

Academic papers

« A Rising Tide: Design Exploits in Industrial Control Systems, M. Krotofil, A. Bolshev, J.
Larsen, R. Wightman. 10th USENIX Workshop on Offensive Technologies, WOOT 2016,
Austin, TX, USA, August 8-9, 2016

This paper formulated the concept of design exploits in industrial control systems, which
remain unaddressed in public risk scenario approaches. The paper provided examples of
design flaws in physical, control, and cyber layers of a CPS successful exploitation of which
would result in a physical impact on the underlying physical process.

Contribution: Main author and co-researcher.

« Achieving ICS Resilience and Security Through Granular Data Flow Management, B. Green,
M. Krotofil, D. Hutchison. Proceedings of the 2nd ACM Workshop on Cyber-Physical Systems
Security and Privacy, CPS-SPC 2016, Vienna, Austria, October 28, 2016

This paper illustrated how a granular representation of data flows and their data processing
points allows for a much more accurate security and risk assessment of industrial process
control infrastructures.

Contribution: Co-author and co-researcher.

« Cyber-Physical System Discovery: Reverse Engineering Physical Processes, A. Winnicki, M.
Krotofil, D. Gollmann. Proceedings of the 3rd ACM Workshop on Cyber-Physical System
Security, CPSS@AsiaCCS 2017, Abu Dhabi, United Arab Emirates, April 2, 2017

An attacker facing an unknown process is challenged by the lack of knowledge about the
tuning of its control loops and its responses. This work illustrated the feasibility of reverse
engineering a controlled physical process from observations of responses to crafted impulses
and cataloging the dynamic behavior of the process.

Contribution: Co-author, co-researcher, supervisor of Master’s Thesis.

+ On the Significance of Process Comprehension for Conducting Targeted ICS Attacks, B.
Green, M. Krotofil, A. Abbasi. Proceedings of the 3rd Workshop on Cyber-Physical Systems
Security and PrivaCy, CPS-SPC 2017, Dallas, TX, USA, November 3, 2017

Due to the lack of basic in-built security mechanisms across the majority of ICS protocols
and equipment, they are often considered to be an easy target, even for low skilled threat
actors. On the example of widely applied Man-in-the-Middle attack scenarios, this work
illustrated the non-trivial reconnaissance efforts an attacker must invest before compiling
the payload for targeted physical impact while avoiding detection.

Contribution: Co-author and co-researcher.

« PCaaD: Towards Automated Determination and Exploitation of Industrial Processes, B.
Green, W. Knowles, M. Krotofil, D. Prince, N. Suri. Computers & Security, August 8, 2021

This work demonstrated the feasibility of designing a fully automated, stealthy, targeted
attack payload for arbitrary industrial processes through the exploitation of current PLC
programming practices and library of functions code reuse patterns.

Contribution: Co-author and co-researcher.
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Conference talks (selected)

Hack Like a Movie Star: Step-by-Step Guide to Crafting SCADA Payloads for Physical
Attacks with Catastrophic Consequences, M. Krotofil, A. D. Zeronights, Moscow, Russia,
November 25-26, 2015

In this talk we verified the applicability of our cyber-physical attack lifecycle on the control
system of a crossroad traffic light. By following the attack stages we successfully created a
portfolio of attack instances which could be used to achieve a desired damage scenario, e.g.,
cause gridlock or setup a green wave at an opportune time.

Never Trust your Inputs: Causing “Catastrophic Physical Consequences” from the Sensor
(or How to Fool ADC). A. Bolshev, M. Krotofil. Black Hat Asia 2016, Singapore, Republic of
Singapore, March 30, 2016

The talk illustrated the need of hardware- and software-based input sanitization/validation
in the cyber-physical systems on the example of compromised analog sensor signals and
their impact on the outcome of analog-to-digital conversion.

“Man-in-the-SCADA:” Anatomy of Data Integrity Attacks in Industrial Control Systems. M.
Krotofil, C. Sistrunk. Black Hat Asia 2017, Singapore, Republic of Singapore, March 30, 2017

The talk accentuated the challenges of targeted data integrity attacks in industrial control
systems and illustrates the requirement for control-system-specific reconnaissance activities
and strong engineering knowledge for attack design. This talk also explained the challenges
of maintaining data utility property in ICS environments.

Evil Bubbles or How to Deliver Attack Payload via the Physics of the Process. M. Krotofil.
Black Hat USA 2017, Las Vegas, USA, July 26, 2017

The talk introduced the concept of a physical process being a communication media for
process equipment. Process physics can be used to deliver an attack payload even between
equipment from different security zones.

TRITON: How it Disrupted Safety Systems and Changed the Threat Landscape of Industrial
Control Systems, Forever. M. Krotofil, A. Carcano, Y. Dragoni. Black Hat USA 2018, Las
Vegas, USA, August 8, 2018

Following the TRITON incident, this talk presented a scenario for a physical damage attack
and its implementation in form of a shellcode as a payload for TRITON malware. The
execution of the payload was illustrated using a real-world Triconix safety controller.

A Diet of Poisoned Fruit: Designing Implants and OT Payloads for ICS Embedded Devices. J.
Wetzles, M. Krotofil. TROOPERS 2019, Heidelberg, Germany, March 19, 2019

This talk provided additional information about attacker activities at each stage of cyber-
physical attack lifecycle and how they could be implemented in the embedded systems such
as controllers or transmitters.

IfI were MITRE ATT&CK Developer: Challenges to Consider when Developing ICS ATT&CK
— Attacker perspective. M. Krotofil. The 7th International Kaspersky Industrial Cybersecurity
Conference 2019, Sochi, Russia, September 19, 2019

This presentation discussed the non-trivial challenges of capturing attach techniques from
cyber, control and physical layers of a cyber-physical system in a single framework.
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7.3 Future Research

Cyber-physical security is still an evolving field with many questions yet to be answered. In this
section we summarize possible future research directions.

Chapter 3 presented two models of continuous processes to conduct cyber-physical experi-
mentation. To gain a better understanding of the attack surface of cyber-physical systems from
various industries requires more public models of realistic processes, e.g., discrete event-driven
process models such as manufacturing or logistics processes. When applying the results from
Chapter 6 to a model of a traffic light system (discrete process), we noted that exploitation of
discrete systems can be less challenging than exploiting continuous processes due to a finite and
deterministic space of possible process states [178]. Figure 7.1 shows an excerpt from a control
logic where traffic light (TL) states are predefined by a fixed logic based on Boolean operators
AND and OR. This suggests that discrete systems, especially with a relatively small state space,
are more promising targets for high-precision attacks. Moreover, it is possible to create a portfolio
of attack scenarios and exploits that can be applied to an arbitrary system of a similar kind with
moderate efforts.
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Figure 7.1: Snippet of a control logic for a traffic light system [178]

Cyber-physical security research on a diversity of models may reveal synergies in attacker
efforts, such as learning curves and economy of scale when designing attack tools, and inform
defenders about more likely attack scenarios and opportunities to interrupt the attack kill chain.
Further, when prioritizing defense efforts it is important to have metrics to measure the severity
of attack impact. Individual industrial domains and cyber-physical applications are subject to
unique performance targets. Typically security risks and attack consequences are expressed as
business impact, measured in financial numbers. However, such a measure is not granular enough
to differentiate between the criticality of various attack scenarios. To provide an example, Urdaneta
et al. [311] show the advantage of evaluating attack strategies on a traffic light system employing
traffic performance measures such as travel time and queue length.

Chapter 4 presented a novel attack vector specific to control systems called Stale Data. We
focused on determining the time to execute a DoS attack so that the desired physical effect would
be achieved as soon as possible. Alternatively, the attacker can take advantage of the timing
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parameters of the PID controller tuning and invalidate the controller configuration by strategically
delaying sensor values, causing oscillations, instability, high variation, and other unwanted effects
as illustrated by Larsen [190]. Further research is required into adversarial strategies for DoS
attacks to learn about suitable preventive and reactive defense methods. Possible topics include the
design of communication libraries that are resilient to different scenarios of Stale Data attack as
well as DoS tolerant control algorithms and fault-tolerant controllers, able to support the execution
of the security-aware control schemes.

Chapter 5 examined the data security property called veracity. This security requirement is
not typically studied in information security as data content and context are not considered in the
threat model. Further research is required into approaches for violating data veracity and their
impact on physical applications. One such example are so called zero-dynamics attacks (ZDA)
which target the internal dynamics of a system and remains stealthy to detectors that monitor
system inputs and outputs [308]. Better awareness of relevant threats and security requirements is
essential to formulating pertinent security policies and guiding the implementation of effective
security controls in an organization [58]. Additionally, at the moment there are no open-source
or commercial tools to assist with the discovery and visualization of the attack surface for both
data veracity and utility. The development of approaches to capturing the inventory of data flows
and detailing data process points is another research question to address. We call this concept the
Data Bill of Materials (DBOM), echoing the concept of the Software Bill of Materials (SBOM) in
software applications [297].

Chapter 6 proposed our cyber-physical attack lifecycle. Being a composite process, future
research directions can be formulated for each of the attack stages. We will focus on the Damage
stage. Among fundamental research directions is the need for theoretical and experimental studies
of various damage scenarios. Since the initial taxonomy of physical damage approaches presented
by Larsen in 2007 [188], there were only limited works on this topic. This is related to the
requirement of specialized knowledge and the high costs of physical testbeds. Research into
high-fidelity digital twins may enable progress in this line of research. Progress in TTPs specific to
the Damage stage will in turn create the knowledge needed for devising patterns or indicators of
ongoing physical attacks, possibly with AI methods as shown in Figure 7.2.
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Figure 7.2: Construction of equipment failure indicators [251]

In Appendix E.3 we show how process physics can be used as an attacker instrument and carry
attack payloads, and argue that ICS security standards should expand their scope to the physical
processes layer. However, despite the importance of detecting ongoing cyber-physical attacks
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at the level of process physics (last line of defense), such attacks should be ideally prevented or
detected in the upper layers of the Purdue reference architecture due to the significant cost of their
consequences and hazardousness potential.

7.4 Conclusions

Cyber-physical systems are engineered systems that are built from and depend upon the seamless
integration of computational and physical components. While advances in computing technologies
gave industry new opportunities and functionalities for interacting with the physical world, they
have also changed the attack surface and introduced new forms of attacks. In contrast to I'T security
which can trace its roots back several decades, the discipline of CPS security is comparatively young,
and the research community has not yet achieved the same clarity about relevant threat scenarios
and best security practices. While compromising computing infrastructure and communication
channels is a powerful facilitator for launching attacks aimed at disrupting physical processes, the
damage from an attack will be limited if the attacker is unable to manipulate the control system in
a way needed to achieve the desired physical outcome.

The attacker is not bound to adhere to assumptions made by the defender about possible
adversarial behavior. In fact, it is an effective attack strategy to search for assumptions that can be
violated, including previously unconsidered attack scenarios. We have shown that the security
concepts from the IT domain are not sufficient to describe security demands on cyber-physical
systems nor are the defenses effective against all attacks which are part of the cyber-physical kill
chain. We, therefore, propose to treat the cyber part of a cyber-physical system as a control system
instead and focus on the interfaces between physical space and cyberspace. For the attacker, the
control system is a weird machine [34] commandeered by unconventional inputs used in ways
not intended by the designer. To constrain the attacker, systems ultimately have to be designed
and operated in a way so that as little as possible can be done with them beyond their intended
use. This may include replacing critical digital components with immutable alternatives. The
goal of this thesis was to show that defense efforts should extend to the design of process control
applications and process physics itself as visualized in Figure 7.3
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Figure 7.3: Visualization of defense-in-depth concept in cyber-physical systems

We conclude with the encouragement to further develop process/physics-aware cyber security
mechanisms that do not solely rely on IT security approaches from the digital space. This, for in-
stance, includes redesigning cyber-physical systems to make them more robust to the compromised
physical environment (both in immediate proximity and at a distance). CPS should be further
enhanced with an enlarged forensic footprint to enable improved situational awareness in the
presence of attacks. Once physical and/or IT barriers are compromised, adversaries are potentially
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able to take control of the physical process. While the latter is a non-trivial task and requires
expert knowledge, it would be negligent to assume that attackers are unable or not incentivized
enough to obtain and apply the required knowledge. Technical means should be complemented
with the appropriate international regulations where the use of cyber-physical attacks against
civilian critical infrastructures should be prohibited to preclude potential humanitarian crises.
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Appendix A

Attack on Situational Awareness

Industrial process dynamics are monitored around the clock by operators via an HMI console.
Upon observing an undesired process behavior, an operator takes corrective measures to bring
the process back into its steady state. Moreover, if the operator attributes the disturbances to
causes, she can initiate an immediate incident investigation. Out of these considerations, the
attacker might prefer to hide the real field data from the operator for the duration of the attack
(see Section 6.5.5). This type of attack was realized in Stuxnet [187].

Let the attacker’s goal be to raise the pressure in a reactor to an unsafe limit without the
operator’s awareness. One of the possible scenarios to “blind” the operator is to record steady
state process data and replay them back during the attack. Spoofing process data impedes process
observability and may result in loss of situational awareness by the operator. This is one of the
most dangerous attacks on process control. If the attacker manages as well to manipulate the
safety limit value or suppress the safety system’s communication link, the reactor can actually
explode and injure personnel in its vicinity [272].

A.1 Experimental Setup

To model and detect this type of attacks, we have implemented an experimental environment in
a form of a hybrid process control environment (real hardware, simulated process) as depicted
in Fig. A.1. For the industrial hardware we used the Siemens SIMATIC Starter Kit, consisting of
an S7-1200 PLC and the KTP400 HIMI Starter Kit. We opted for Modbus/TCP as the industrial
communication protocol due to its open-source nature. The role of the PLC is to poll selected
process variables to display them in the HMI and to forward the setpoints to the process. The
Modbus protocol utilizes a Client-Server communication model. Therefore it is required to install
Modbus Server and Client on the PLC. The configured Modbus client Function Block is shown
in Figure A.2. To enable communication between the simulated process and the HMI/PLC, we
used the open-source library libmodbus [292]. The detection logic was implemented as a separate
software module.
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Figure A.2: Modbus client on the PLC
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A.2 Experimental Results

We implemented an attack on the observability of the pressure process variable via manipulation
of the PLC code. During the initial stage of the attack, the PLC records process measurements
during normal plant operations. When the attack begins, the PLC sends stored data to the HMI
whereas the real field data remains undisclosed. To detect that spoofed data are being sent to the
HMI, we implemented an experimental IDS engine. We monitor data flows between the process
and the PLC and between the PLC and the HMI. Any discrepancy in the process value between
the indicated data flows will indicate an attack on data consistency. To watch over the specified
data flows on one hand we query the output registers of the PLC for the data which should be
displayed on the HMIL. On the other hand, we capture the traffic between the process and the PLC.
If an inconsistency in the data beyond a certain threshold is detected as shown in Figure A.3, an
alarm is generated by the Alarm Manager on the IDS.
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Figure A.3: Data inconsistency detection

The described attack scenario and detection approach are relatively straightforward. However,
our main objective was to verify the hypothesis that the usage of real physical hardware for control
and monitoring does not always add value when studying the behavior of the physical process
under a cyber attack. Depending on the research questions, the usage of process models with the
integrated implementation of control algorithms provides enough fidelity. This is why, for the
purpose of our research, we decided in favor of a software-based testbed.
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Appendix B

ICS Security Properties

The CIA triad was conceived for communication systems (ISO 7498-2:1989) in the 1980s, i.e., for
a digital infrastructure. ICS are engineered physical systems. CIA in the original sense certainly
applies to the supporting IT infrastructure, i.e., to protect data in transit and storage. An ICS is,
however, more than its I'T infrastructure. It is a control system, nomen est omen. Even if one would
try to adapt the CIA triad to control systems and find satisfactory explanations, terms would be
overloaded with different interpretations in different parts of a system. For example, should an
up-and-running but uncontrollable process be termed ‘available’?

The alternative is to approach control system security from the first principles. To do so, one
needs a threat model, just as it is the case in the IT domain. The threat model has to capture the
fundamental possibilities of the attacker. What can she do to a control system?

B.1 Controllability, Observability and Operability

Control is the adjustment of available degrees of freedom (manipulated variables) to assist in
achieving an acceptable operation of the process. In order to control a process, one needs to
measure (observe) it first. If the state of the process cannot be determined due to incorrect or
incomplete process measurements, one is effectively controlling a fiction, i.e., an arbitrary process
in an arbitrary state, but not the actual process. This applies both to the attacker and the defender.
To ensure ‘secure control’ one thus needs process-oriented security metrics and properties.

An attacker must be able to observe the process to be able to derive its state. To do “whatever
she wants with a given system”, she must make sure that she controls the system. Her goal is to
acquire controls that are sufficient for bringing the process into a state she desires, and at the same
time to take control away from the control system installed and from the operator. To illustrate
these concepts, we refer to a security incident at Kemuri Water Company (KWC) reported in
2016 [313], where hacktivists had manipulated the valves controlling the flow of chemicals, though
to no particular effect.

In at least two instances, they [attackers] managed to manipulate the system to alter
the amount of chemicals that went into the water supply and thus handicap water
treatment and production capabilities so that the recovery time to replenish water
supplies increased. Fortunately, based on alert functionality, KWC was able to quickly
identify and reverse the chemical and flow changes, largely minimizing the impact on
customers [313].

While the attackers were potentially in a position “to do whatever they wanted”, they did not
obtain observability of the system to measure the effect of their attack. Also, the attackers did
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Figure B.1: Security properties for control systems

not obtain full controllability of their target and could not prevent human intervention which
thwarted the attack execution

Observability and controllability are thus crucial for control systems and are therefore core
ICS security objectives. These terms were formally defined for linear dynamic systems by Kalman
in the 1960s. They can be informally defined as follows.

« Controllability: A system is controllable if and only if for any two (valid) states A and B,
there exists an input and a time ¢, so that the input takes the system from initial state A to
state B by time ¢.

« Observability: A system is observable if and only if the value of its initial state can be
determined from the system output observed up to some given time ¢.

It is particularly desirable that a system always remains controllable at least to a degree where it
can be brought to a safe state.

The third relevant property is operability. Operability stands for the ability of a plant to achieve
acceptable operations [281]. What is acceptable depends on the situation and includes the ability
of a plant to perform satisfactorily under conditions different from its nominal design conditions.
E.g., during a process upset or an attack, a plant may operate inefficiently from a cost standpoint,
but operability would be acceptable for the given situation.

Operability can be further refined into resilience, survivability, and graceful degradation. For
a process to be resilient, the physical design and the control strategies have to be designed so
that they can withstand malicious process manipulations. Resilience is thus the ability to absorb
process disturbance caused by attacks. Survivability is the ability to maintain plant operations
albeit at a suboptimal level, e.g., with higher production costs or reduced product output, but the
plant continues delivering its services. Graceful degradation means that a system is capable of
maintaining limited but safe functionality and can be safely shut down.

The three security properties for process control then abbreviate to COO or CO, (Figure B.1).
Note that the effects of CIA type of attacks on ICS are popularly described as “loss of view” and
“loss of control”, which may exaggerate their effect. Even if the operator is blinded due to a modified
view at the HMI, a process may still be observable through data in the historian or any database
that stores process data, or through the input data in controller memory and physical gauges.
Similarly, if the attacker manages to compromise one or several sensor readings, the system may
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still remain observable through proxy sensors, i.e., related or correlated sensors, or through derived
process variables. From the attacker’s angle, in order to make the operator lose view, she has to
determine an attack strategy that ensures loss of observability by the operator and the control
system, i.e., their inability to determine the true state of the process.

B.2 Ensuring ICS Security

Ensuring observability is related to sensor placement methods and derived measurement algorithms
from the process and control theory [281]. Currently, processes are not designed to support
observability for systems under attack, and no approaches are used to determine spoofed process
views. Process data may be false at source (manipulated process, faulty or manipulated sensor)
or become so in transit or storage (tampered data). The first case refers to data veracity and is
traditionally discussed in terms of data quality. The second case refers to data integrity and is
mostly discussed in terms of data security. With the extension of the attacker model to physical
processes and sensors, veracity becomes a critical security property for process data. Research
questions related to observability as a security objective therefore include:

« Do we measure the right process variables at the right places to be able to detect possi-
ble cyber-physical attacks? An attack could be observed by measured or derived process
variables.

« Ability to interpret the measurements by the operator and identify a possible ongoing attack,
type of attack, its possible root cause, etc.

+ Ensuring veracity of process data and detection of spoofed sensor readings to ensure trust-
worthy observation of the process state.

When considering the latter security question, ICS specific security controls can take the form of
data consistency or plausibility checks directly through correlated sensors, or indirectly through
the proxy and related sensors or additional calculations, see, e.g., [89, 181]. Section E.1 gives a
further example.

Similar considerations apply to controllability. An attacker managing to break a valve will not
necessarily cause a loss of control for the operator or the control system; processes are built to
be robust and recoverable. Control algorithms or the operator will adjust the process control to
account for a lost degree of freedom (valve). From the offensive security standpoint, on one hand,
the attacker needs to:

1. Identify controls that would allow her to bring the process into a desired state. Can the
process even be moved into a state wanted by the attacker?

2. Ensure that both control system and operator lose controllability of the process, i.e., prevent
their access to controls that would allow them to intervene in the attack or to bring the
process into a normal state. Alternatively, an attacker can design an attack that cannot be
mitigated with the available controls.

From the defensive security standpoint (process design), ensuring controllability implies,
e.g., adding additional degrees of freedom (actuators) and overriding controllers to preserve
controllability during process upsets caused by an attack. For instance, Barreto et al. [23] formulated
a research question about defending the most critical actuators. They first identified inputs that
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could be compromised by the attacker in order to manipulate more process states with less effort
and ranked them accordingly. The defender should distribute their defense budget based on the
ranking of each actuator. Alcaraz and Lopez [9] studied control capacity and process restoration
possibilities from the structural controllability point of view. Structural controllability is an evolution
of traditional control theory that focuses on providing the concept of “controllability” through
graph-based structures. Additionally, the authors suggest a solution for the reliable propagation of
alarms when a situation threatening structural controllability is detected.
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Data Utility in Process Control Systems

Utility stands for data usefulness. Reduced data utility may result in the loss of vital or critical
information resulting in significant consequences. The utility of process data can be impaired due
to different causes. Consider a use case of obligatory regulatory monitoring of certain process
parameters for conformity to certain operational requirements. For instance, in the UK regulators
such as the Department for Environment, Food and Rural Affairs (DEFRA) require data that
identifies wastewater treatment facilities’ conformity to predetermined operational restrictions
such as quality and quantity of final effluent [81]. Data must be collected from the appropriate
sources within the operational process, conforming to any defined time constraints. While the
regulatory instructions impose specific operational requirements to the process data, the same
data may also be used for performance analysis, and by decision makers at the board level, to
determine the financial viability of operational sites, and for identification of required investments
to streamline processes. Furthermore, the same data may also be applied to the remote alarm
monitoring of unmanned operational processes. In some cases, this remote alarm management
may form part of an organizational safety reporting process. It is evident that without complete
knowledge of all stakeholders of the individual data sources and understanding of their needs on
data content, there is a high risk of losing or misrepresenting critical process information due to
erroneous configuration of data processing points.

Figure C.1 presents the flow of data from a single sensor to the remote access connectivity
residing within the corporate level of the OT reference architecture. When an instrumentation
engineer recalibrates or replaces a sensor, she will likely know to liaise with a PLC configuration
engineer to account for the new properties of sensor signals within the PLC logic, therefore
maintaining accurate control of the physical process. This fulfills the primary requirement of
sensors, that of providing accurate input to operational decision making applications such as control
logic. However, when re-configuration requirements arise in relation to neighboring devices such
as in-line monitors or data historians if their configuration is left unadjusted, regulatory, alarm
monitoring, safety, and performance analytics data may become compromised. In the given
example, awareness of sensor data consumption beyond the PLC could fall outside the scope of
an instrumentation engineer’s role. As a result, while the data processing formulas in the PLC’s
control logic were modified to maintain the accuracy of calculations, the other data processing
points across the data path were not, leading to the corruption of calculations and stored values in
the historian server.

When a situation like this occurs, from the initial suspicions around data quality, historian
support engineers would drill down into complex mathematical calculations to identify the root
cause of spurious data. It is not infrequent that the calculations are derived from up to 30+ opera-
tional tags (signal inputs), therefore the investigation process could prove to be time-consuming.
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Figure C.1: Data flow of a single sensor through the levels of ICS reference architecture [123]
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Furthermore, if data is processed at multiple points in the system, the visibility into data processing
points may end quickly, requiring interaction with Level 1 control engineers to better understand
any changes further downstream, across suspected data flows. It is evident that preserving data
utility from the source and along its path is critical for ensuring business continuity and reducing
troubleshooting efforts.

Examples of Data Utility Impact

In his public blogpost, Weiss [318] described a real-world use-case in which two identical plants
reported to the plant vendor that one plant experienced a flow-induced vibration issue (Figure C.2a)
and was operated at a reduced load, while the other plant did not have a vibration problem
and was operated at full power. The latter plant ultimately reported significant damage to the
nuclear fuel system caused by vibration. It was discovered during the investigation that both
plants had flow-induced vibration issues. The indicator of this physical problem was a resonant
frequency detectable by the plants’ in-core instrumentation recorders. However, one chart recorder
(Figure C.2b) reported the problem while the chart recorder in the other plant had the sensor
signal filter altered to eliminate the higher frequency noise in the signal that was indicative of
the flow-induced vibration. This resulted in the “filtered” plant operating in unsafe conditions,
without the operators’ awareness.

In this example, while the sensor signal was still veracious and authentic, and its filtering
was done by the authorized personnel, the filtered content of the sensor signal did no longer
provide one of its intended functions, i.e., vibration monitoring. Erroneous changes of sensor
signal processing parameters are frequent causes of unintentional data utility corruption. Data
utility differs from data integrity in the sense that the data itself is not manipulated but the way of
extracting information from the data is altered.

]

Vortices

created by flow o 4 ::
past mouth of * :
dead leg \ = -
e > s = S 500

(a) Flow-induced vibration illustration [138] (b) Example of chart recorder equipment [153]

Figure C.2: Flow-induced vibration in piping systems and its detection

In another example [95] a control engineer in a pumping station responsible for PLC pro-
gramming used the 0 to 4095 analog-to-digital converter counts range to convert the 4-20 mA
analog signal from the measuring instrument whereas the engineer responsible for the telemetry
used the 819 to 4095 range on the RTU. The 819 counts offset was introduced to detect signal
underrange as shown in Figure C.3. As a result, when the PLC received zero pressure (4 mA),
it converted it to 0 counts whereas the RTU program output 819 counts for zero pressure. The
SCADA read process data from the RTU whereas the HMI at the site received data from the
PLC. Consequently, the mismatch in data scaling leads to inconsistencies in data readings across
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different applications. It is apparent that such inconsistencies in converting measured data into
digital counts and subsequently into engineering units may result in undesired consequences.

RTU PLC

4-20 mA
0 — 4095 raw counts
0 - 150 psi
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0 4095
— 4095 —p
819 PLC 4095
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780 Other engineers 3900
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0 psi 150 psi

Figure C.3: Inconsistency of control equipment configuration

In process automation, field devices such as sensors are considered to be monolithic units that
are fully trusted [237] and the data originated by the devices are correspondingly considered trust-
worthy. To provide useful measurement units, an analog signal must be scaled first. The accuracy
of the scaling is validated through calibration. Improperly calibrated measuring instruments can be
a source of safety accidents. An example is an explosion at BP Texas City Refinery (15 people killed,
180 injured) [270]. The root cause of that tragedy was critical alarms and control instrumentation
providing false indications. Due to calibration errors the splitter tower level indicator showed that
the tower level was declining when it was actually overfilling with flammable liquid hydrocarbons.
As a result, the operator kept filling the tower. A chain of further events eventually led to an
explosion. Hence, manipulation of instrument calibration is a potentially dangerous attack vector.

Calibration systems are increasingly transforming from stand-alone systems or work processes
to software-based integrated solutions [8]. Although the automation of the calibration processes
and tight integration into the documentation and maintenance management systems was driven by
the desire to reduce human error, the integration also introduced an easy-to-exploit and dangerous
attack vector. Quoting a software-induced incident revealed by safety systems vendor HIMA [176]:

Due to an unknown bug in the engineering software, all scaling of the SIS Al (analog
input) got altered from 0 to 100% automatically. The altered value got loaded and
activated automatically based on in unknown bug at the same system.

In the past, sensors used to be purely analog and the measured analog signal was converted into a
digital signal by the controller. These days it is more common for a microcontroller to be embedded
into the sensor itself [227]. The presence of a digital stage in the sensor allows attack scenarios
where a sensor behaves maliciously but always passes calibration tests.
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Appendix D

Sensor Signal Spoofing Algorithms

D.1 Runs Algorithm

Algorithm 1 Runs Analysis

1

2:

10:
11:
12:
13:
14:
15:
16:
17:
18:

19

20:
21:
22:
23:

: procedure EXPLORE
signal < signal to analyse

while not an end of signal do
while moving up do
runs + +
value = sum(changes)
if direction change then
positivesruns(runs) + +
positivesvalues(runs) = value

while moving down do
runs + +
value = sum(changes)
if direction change then
negativesruns(runs) + +
negativesvalues(runs) = value

if no change then
nils + +
return runs, values, nils

: procedure PLAYBACK

runs <— runs from previos step
values < values from previos step
state <— current value

target < target value

> 1: analyse phase

> count positives moves
> positive steps change
> save results

> count negatives moves
> negative steps change
> save results

> count nils

> 2: playback phase

> can be a single value or a vector
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Algorithm 1 Runs Analysis - Continued

24: allpositives = sum(positivesruns)

25: allnegatives = sum(negativesruns)

26: for needed number of samples do

27: if state < target then > current under target value
28: rand = random/(allpositives)

29: for all sort(negativesvalues, desc) do

30: move = move + current

31: if move > random then

32: i = indexof(current)

33: move = positivvalues(i)/positivesruns(i)

34: break

35: else > current above target value
36: rand = random/(allnegatives)

37: for all sort(negativevalues, desc) do

38: move = move + current

39: if move > random then

40: i = indexof(current)

41: move = negativesvalues(i) /negativesruns(i)
42: break

43: state = state + move

44: signal(end + +) = state

45: return noised signal
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D.2 Triangle algorithm

Algorithm 2 Triangles

1: procedure EXPLORE > 1: analyse phase

2:
3:
4:

© ® N W

10:
11:
12:
13:
14:
15:
16:

17:
18:

19:
20:
21:
22:
23:
24:
25:
26:

27:
28:

29:
30:
31:
32:
33:

34:
35:
36:
37:

signal < signal to analyse
window < learning window
notselvl <— noise parameter

step = window % 10
topslope = —999.99
bottomslope = 999.99
while not an end of signal do
if first elements then
current = value
ndexr =1
while index < window do > learning phase of © — th bucket
upperslope = (current — (last 4+ noiselvl))/index
lowerslope = (current — (last — noiselvl)) /index
if upperslope > topslope then
topslope = upperslope
if lowerslope < bottomslope then
bottomslope = lowerslope

if indexr = window then > end of learnig phase for i — th bucket
project = current
slope = ((bottomslope — topslope)/2) + topslope
continue
while index < window do > projecting phase of © — th bucket
project = project + slope
if current > (project + noiselvl) then
residual = current — (project + noiselvl)

if current < (project — noiselvl) then
residual = val — (project — noiselevel)

if residual <> 0 and noiserun == 0 then
noitserun = index

drift = drift + residual

if abs(drift) > (2 x noiselvl) then
go to clean

if index > step then > end of projecting phase for © — th bucket
project = current
slope = ((bottomslope — topslope)/2) + topslope
go to clean
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Algorithm 2 Triangles - Continued

38: clean:

39: indexr = 0

40: topslope = —999.99

41: bottomslope = 999.99

42: drift =0

43: if noiserun == 0 then

44: notselvlx* = 0.9

45; if noiserun < (step/8) then

46: notselvlx = 1.1;

47: noiserun = 0

48: output:

49: slopes(end + 1) = current — slopes(end)
50: steps(end + 1) = index — steps(end)

51:

return slopes, steps

52: procedure PLAYBACK

53:
54:
55:
56:

57:
58:
59:
60:
61:
62:
63:
64:
65:
66:
67:
68:

69:
70:
71:
72:
73:
74:

slopes <+ slopes from previous step
steps < steps from previous step
state <— current value

> clean up
> go to the next bucket

> missed the noise

> too far in the noise

> make step output

> 2: playback phase

target < target value > can be a single value or a vector

for needed number of samples do
positiveslopes = slopes( where slopes > 0)
positivesteps = steps( where slopes > 0)
negativeslopes = slopes( where slopes < 0)
negativesteps = steps( where slopes < 0)
for needed number of samples do

if state < target then > current under target value

slope = random(positiveslopes)
currentsteps = positivesteps(slope)

> corresponding steps

else > current above target value

slope = random(negativeslopes)
currentsteps = negativessteps(slope)

> corresponding steps

> divide current bucket into equally parts
minibuckets = [state, state + slope]/currentsteps

result = result concat minibuckets
state = result(end)

if length(result) > needed then
result = result(1 - needed number of samples)

return trianled signal
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Appendix E

Communication Channels Beyond IT

In an IT system, components are designed to interact with each other only via information channels
that are part of the IT system, the notable exception being the human user. In IT security research it
is well-known that this is an abstraction that can be violated by using covert channels [186]. Covert
channels use measurable effects such as memory usage or response time to convey information
from one process to another, thus bypassing the process isolation implemented in the IT system.
Covert channels had been a concern in military IT systems already in the 1970s. Side channels
based, e.g., on execution time or power consumption can leak information about the internal state
of a system. Timing channels have played a part in the recent Meltdown [205] and Spectre [169]
attacks on modern CPUs.

In a process control system, the process itself can become both a communication channel and
an attack vector. Transduction attacks exploit the physics of a sensor to manipulate its output or
induce intentional errors. For example, acoustic interference can use the resonant frequency of a
sensor to create fake output [108].

With access to a large number of power consumers, electric heaters or vehicles, or laser printers,
for example, an attacker can bring and keep down an electricity grid without touching any of the
grid’s information systems. The attacker modulates the power consumption, of these devices over
the internet at a rate too fast for the grid’s protection mechanisms to react, pushing the grid into
unstable states that trigger automated load shedding or tie-line tripping [74].

E.1 Zones and Conduits

The ISA 99/IEC 62443 set of standards [64] introduces the concept of zones and conduits as a way
to segment and isolate the various sub-systems in a control system. A zone defines a grouping
of logical or physical assets that share common security requirements based on factors such as
criticality and consequence. Equipment in a zone has a security level capability. If the capability
level is not equal to or higher than the required level, then extra security measures, such as
implementing additional technology or policies, must be taken. Any communication between
zones must be via a defined conduit. A conduit is a path for the flow of information between
two zones. It provides security functions that allow different zones to communicate without
introducing security threats to each other.

Consider now a piping infrastructure at an industrial facility. Once two devices are inserted
into a process, they can become related to each other by the physics of that process. The physical
process then becomes a communication medium and may be used for delivering malicious payloads
even if the devices are segregated electronically. With that, the IEC 62443 approach to defining
zones and conduits is violated when an attacker can use equipment in a lower security zone to
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Figure E.1: Delivery of attack payload via process physics and violation of the network security
zoning architecture

deliver an attack payload to piece of equipment in a more secure zone via process physics, rather
than in electronic form via a configured conduit (Figure E.1). The security zoning analysis must
thus be extended to an analysis of the physical process and its component interactions. Although a
physical process is a conduit that cannot be eliminated, it can be monitored and attack propagation
can be detected and mitigated.

E.2 Delivering Attack Payloads via Process Physics

Results from a physical experiment were presented at Black Hat 2017 using a setup where a valve
and a pump did not have any electronic communication between them [177]. The goal of the attack
was to damage the pump. The pump was analog and did not include exploitable IT components.
Instead, the attacker exploited the positioner of an electronic valve to manipulate the valve position
to cause cavitation in the pump. The damaging payload took the form of cavitation bubbles which
were successfully delivered to the pump via process physics (fluid in the pipe).

Although the cavitation process harms the pump, breaking a pump in this way takes some
time. To prevent operator response, the attacker may want to implement routines to spoof the
reading of the flow sensor and the status of the valve positioner to make the process state appear
normal. Detecting an ongoing cavitation attack is related to the research question on ensuring
observability outlined in Appendix B.

In this experiment, even though the attacker was able to cause a loss of view with respect to
the operator, she could not achieve the loss of process observability. The pump was instrumented
with a few additional analog sensors (i.e., vibration, temperature) for pump diagnostic (Figure E.2).
By manually collecting pump diagnostic data and using pump documentation, the operator could
establish that the process state was not consistent with the pump state. Furthermore, using pump
documentation and correlating pump measurements, it was possible to derive the true flow meter
reading and the state of the valve positioner. Since analog sensors were only accessible locally, their
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measurements could be trusted. In geographically distributed control systems, it was previously
suggested to protect the security of a few known physical measurements with cryptographic
means and use these measurements for detecting falsified states of the system [228].
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Figure E.2: Pump monitoring application by Flowserve [177]

Also, aggregated diagnostic data could be sent to the cloud via independent one-directional
communication links and become accessible for the analysis in real time [38]. It was previously
argued that IIoT technology introduces additional attack surfaces to OT. While this is true, IloT
can also become part of the solution when addressing OT security.

E.3 Information Flow via Process Physics

Moreover, a physical process may constitute an information flow channel. Such effects have been
demonstrated in a Matlab model of a process for producing vinyl acetate [121], where the attacker
attempted to deactivate a catalyst by raising the temperature in the reactor in a plant, without being
detected. According to the process design, the reactor outflow passed through a heat exchanger to
cool down before being further fed into a piping infrastructure. Due to the increased temperature
in the reactor, reactor outflow was unusually hot, yielding a condensation problem in the heat
exchanger and causing a “condensation” alarm.

To conceal the ongoing attack, the attacker needed to implement a routine to suppress the
digital alarm in the heat exchanger control loop. Suppressing the digital alarm resulted in hiding
information about the deteriorated state of the physical process from the operator and from the
controller but did not change the physical state of the process. The “unhealthy” process state
propagated into a neighboring plant section causing a low liquid level in an absorber vessel. Even
though the absorber alarm was also suppressed to prevent compensating actions from the operator,
the degraded state of the process kept propagating downstream, eventually reaching an unsafe
limit in the distillation column causing a safety shutdown of the plant. Even though the flow of
the digital alarms over the communication link was interrupted, the plant subsystems continued
to communicate with each other via the physics of the process. This is a natural information
flow in physical processes that cannot be prevented. However, it is important to be aware of
such information flows as they may be used by attackers for coordinating attack activities. By
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implementing routines for detecting specific process states, the attacker can effectively coordinate
attack activities between multiple malicious implants throughout the plant without sending
messages via digital communication links.
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Figure E.3: Propagation of alarms and deteriorated process state
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