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Abstract

Streamlined NTRU Prime is a lattice-based Key Encapsulation Mechanism (KEM) that
was one of the finalists in the NIST Post-Quantum Cryptography (PQC) Standard-
ization effort. Based on lattice assumptions, it is assumed to be secure also against
attackers with access to large-scale quantum computers. Although not selected by NIST
for standardization, Streamlined NTRU Prime has already seen some deployment in open-
source projects. As a result, we view hardware implementations of Streamlined NTRU
Prime to be of interest, especially because many of our designs are also relevant for other
cryptosystems. In addition, Streamlined NTRU Prime was designed to reduce the risk
of deploying a lattice-based KEM, while only incurring a low performance penalty. We
investigate if this performance penalty also applies to hardware implementations and
whether we can further reduce any penalty with specialized hardware designs. Our re-
sults show that the design goals of Streamlined NTRU Prime are not a barrier to highly
efficient hardware implementations, and that many design choices are in fact conducive
to competitive implementations.

For this, we present multiple full hardware implementations of Streamlined NTRU
Prime, with two overarching flavors: High-speed, high-area implementations, and slower,
low-area implementations. All of our designs are full implementations of the KEM, in-
cluding all hashing and encoding, and are fully compatible with the Streamlined NTRU
Prime reference implementation. We introduce several new techniques that enable high
performance and efficiency, including a batch inversion for key generation, several par-
allel schoolbook polynomial multipliers, a high-speed radix sorting module for fixed
weight sampling, a pre-hashing of shared secrets, and new en- and decoders. We im-
plement our design on Xilinx Artix-7 and Zynq Ultrascale+ Field-Programmable Gate
Arrays (FPGAs). With the high-speed design, we achieve the to-date fastest speeds
for Streamlined NTRU Prime, outperforming existing full hardware implementations of
other NTRU variants, as well as being competitive with state-of-the-art Kyber and Saber
implementations. Our fastest high-speed design achieves a clock frequency of 400 MHz
on the Zynq Ultrascale+, and has a cycle count of 52719, 2252 and 3 727 respectively
for key generation, encapsulation and decapsulation for the sntrup653 parameter set, for
a resulting latency of 131.8 ps, 5.63 ps and 9.32 ps respectively. The full, merged design
consumes 7 724 slices, 46135 LUT, 30025 FF, 25.5 BRAM, and 26 DSP.

We also present a side-channel protected implementation of Streamlined NTRU Prime
decapsulation. A significant challenge for PQC algorithms is the protection against
attackers that have additional side-channel information, such as the power consumption
of a device processing secret data. As a countermeasure to such attacks, masking has
been shown to be a promising and effective approach. For public-key schemes, including
any recent PQC schemes, usually a mixture of Boolean and arithmetic techniques is
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applied on an algorithmic level. Our generic hardware implementation of Streamlined
NTRU Prime decapsulation, however, follows an idea that until now was assumed to be
solely applicable to symmetric cryptography: gadget-based masking. The logic gates of
a hardware design are transformed into a secure implementation by replacing each gate
with a composable secure gadget that operates on uniform random shares of secret values.
We show the feasibility of applying this approach also to PQC schemes and present
the first Public-Key Cryptography (PKC) implementation — pre- and post-quantum —
masked with the gadget-based approach considering several trade-offs and design choices.
We synthesize our implementation both for Artix-7 FPGAs and 45nm Application-
Specific Integrated Circuits (ASICs), yielding practically feasible results regarding area,
randomness requirement, and latency. While our masked implementation does incur
an overhead of a factor of approximately 13.5 in latency and 3.5 in area in comparison
to our unprotected designs, this overhead is comparable to the overhead of applying
gadget-based masking to symmetric ciphers. In addition, we show that the overhead
could be significantly reduced with future optimizations. We formally verified the side-
channel security of our implementation, as well as practically using the Test Vector
Leakage Assessment (TVLA). To our knowledge, we also present the first arbitrary-
order masked SHA-512 implementation in the open literature as part of our design.
Finally, we analyze the applicability of our concept to the lattice-based KEM Kyber,
which has been standardized by the NIST.

As an additional contribution, we describe a new blinding method to randomize and
thus protect the Fujisaki-Okamoto (FO) transform, a component of many PQC KEMs,
from advanced Chosen-Ciphertext Side-Channel Attacks (CC-SCAs). We also present
a case study of applying the automated masking tool AGEMA to a PKC algorithm,
showing that, while this approach currently leads to highly inefficient designs, future
modifications of Electronic Design Automation (EDA) tools could make this approach
feasible.

Keywords: NTRU Prime - Streamlined NTRU Prime - Hardware Implementation -
Lattice Cryptography - Post-Quantum Cryptography - FPGA - ASIC - VHDL - Verilog -
Key Encapsulation Mechanism - Masking - Higher-Order Masking - Gate-level Masking
- Gadget-Based Masking - Blinding - Fujisaki-Okamoto Transform
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1. Introduction

The current cryptographic landscape relies heavily on algorithms that are threatened by
large-scale Cryptographically Relevant Quantum Computers (CRQCs). These machines,
running algorithms such as Shor’s [1] and Grover’s [2] would be able to break many of
the ciphers used today, including RSA and those based on Elliptic Curve Cryptography
(ECC). As a result, replacement algorithms have been under research for many years,
under the umbrella of Post-Quantum Cryptography (PQC) [3]. These algorithms must
be ready and deployed long before quantum computers become relevant because many
devices are deployed in the field for decades, and process sensitive information that must
remain secret for many additional years [4]. This sensitive data is under threat by an
adversary that stores encrypted traffic, and then decrypts the traffic years later when
a quantum computer becomes available. This is described as Mosca’s Theorem and is
illustrated in Figure 1.1.

If x+y > z, then worry!

What do we do here?
—

Yy X

$

Secret keys revealed

Ny
>

time

Figure 1.1.: An illustration of Mosca’s Theorem [4]. z is the time until a CRQC becomes reality.
y is the time to migrate to PQC. z is the time that sensitive information must remain secret.

In particular, the PQCRYPTO project [5] and the National Institute of Standards
and Technology (NIST) PQC standardization project [6] have resulted in numerous new
schemes designed to resist cryptanalysis by quantum computers. One common feature of
all schemes is their complete dissimilarity to traditional Public-Key Cryptography (PKC)
algorithms such as RSA and ECC. Instead, the schemes are based on hard problems in
lattices, error correcting codes or the security of hash functions [3]. While some of these
schemes are quite old and have thus been subject to a considerable amount of research
concerning cryptanalysis and efficient implementations, there are also many new and
cutting-edge schemes that still require additional analysis before they can be confidently
deployed. Apart from security analysis, this also includes research on secure and efficient
soft- and hardware implementations.
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Hardware implementations of these new schemes are of significant interest because
they will be needed as accelerators and co-processors in a wide range of devices, includ-
ing high-end servers and small embedded devices. Such accelerators can significantly
increase performance, lower power consumption and increase implementation security
in comparison to pure software implementations. For example, servers and network
gateways would benefit from high-speed, high-throughput hardware implementations
to increase performance, while embedded devices would prefer a low-area accelerator
to decrease power consumption and increase battery life. Meanwhile smartcards and
other security devices require hardware implementations that are resistant to physical
attackers that can exploit side-channels. All in all, this calls for fast, efficient and secure
hardware implementations for a wide range of optimization targets, which allows the
benchmarking and comparison of the different algorithms.

One of the comparatively “new” algorithms is NTRU Prime. NTRU Prime is a family of
structured lattice Key Encapsulation Mechanism (KEM) [7] which have the goal of being
secure against an attacker with a large scale CRQC. NTRU Prime is based loosely on the
NTRU scheme from 1998 [8] but has several modifications to reduce the potential attack
surface without sacrificing too much performance: The original paper had the subtitle
“Reducing Attack Surface at Low Cost”. This raises the question as to whether the design
choices also only incur a low-cost performance penalty in hardware implementations, as
well as whether we can reduce the performance impact with the help of specialized and
carefully optimized implementations. In addition, there is also the question on how the
NTRU Prime design choices impact side-channel resistant implementations.

We aim to answer these questions and close this research gap. To this end, we focus on
hardware implementations of the scheme Streamlined NTRU Prime [7]. This algorithm is
one of the schemes of the NTRU Prime family and is also part of the NTRU Prime submis-
sion to the NIST standardization process. From the third round onward, I was part of
the submission team of NTRU Prime [9]. We will primarily use Field-Programmable Gate
Arrays (FPGASs) as the implementation target throughout this thesis, but we also target
Application-Specific Integrated Circuits (ASICs) for specific designs and sub-modules.

1.1. Papers & Talks

The content of this dissertation is based on contributions from the following papers,
talks and code repositories:

o “NTRU Prime: Round 3 Specification”, submitted to NIST in 2020 [9]. This is
the submission and specification document of NTRU Prime. It is a joint work
with the University of Illinois at Chicago (USA), Ruhr University Bochum (Ger-
many), Academia Sinica (Taiwan), Tampere University (Finland), The University
of Adelaide (Australia), National Taiwan University and the Technische Univer-
siteit Eindhoven (Netherlands). I contributed to the sections on hardware imple-
mentations, as well as general proofreading.
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e “A Constant-Time Full Hardware Implementation of Streamlined NTRU Prime”,
published and presented at the 19th International Conference of Smart Card Re-
search and Advanced Applications (CARDIS) in 2020 [10]. The paper presents the
first full hardware implementation of Streamlined NTRU Prime. A recording of the
talk is available at [11], and the code of the implementation is available at [12].
The implementation in the repository is a slightly improved version, with lower
cycle counts and a lower resource utilization. This is a single-author paper.

e “NTRU Prime: round-3 updates”, presented by Daniel J. Bernstein at the third
NIST PQC Standardization Conference in 2021 [13,14]. It presents the advantages
and disadvantages of NTRU Prime, new papers and research related to NTRU
Prime that occurred during the second round, as well as the updates to the sub-
mission of NTRU Prime for the third round. It is a joint work with the University of
linois at Chicago (USA), Ruhr University Bochum (Germany), Academia Sinica
(Taiwan), Tampere University (Finland), The University of Adelaide (Australia),
National Taiwan University and the Technische Universiteit Eindhoven (Nether-
lands). T contributed to the slides on hardware implementations, as well as general
proofreading.

e “A Strategy Roadmap for Post-quantum Cryptography”, published in the book
“Roadmapping Future: Technologies, Products and Services” in 2021 [15]. The
work outlines strategy roadmaps for semiconductor vendors in the field of PQC.
This is a joint work with the Northern Institute of Technology, Germany and the
Portland State University, USA. Here, I acted as an adviser and contributed to
the proofreading and revision.

e “PQC in the industry: The risks and challenges”, an invited talk held by me at the
conference “Security in the Quantum Age” in Jena, Germany in 2022 [16]. The
talk discusses the new risks and challenges that PQC presents for the industry, in
particular for security and semiconductor companies that will have to implement
the new ciphers.

o “Streamlined NTRU Prime on FPGA”, published in the Journal of Cryptographic
Engineering, Springer in 2022 [17]. The paper presents a significantly improved
high-end and low-area full hardware implementation of Streamlined NTRU Prime.
The code of the implementation is available at [18]. This is a joint work with
the National Taiwan University and the Academia Sinica, Taiwan. I contributed
both schoolbook multipliers, the batch inversion, the SHA-512 module, the sorting
module, the final integration into a full design, the testing and benchmarking as
well as the general writing, analysis, discussion, revision and proofreading of the
paper. The implementation as a whole also uses my implementation from [10] as
a starting point.

e “To NTT or not to NTT: Polynomial multiplication strategies for hardware imple-
mentations of lattice cryptography”, a talk held by me at the PQC Standardization
& Migration Workshop collocated at Asiacrypt 2022 [19]. The talk discusses and
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compares various polynomial multiplication approaches for use in lattice-based
cryptography, for both FPGAs and ASICs.

o “Gadget-Based Masking of Streamlined NTRU Prime Decapsulation in Hardware”,
published in the Transactions on Cryptographic Hardware and Embedded Systems,
Volume 2024/1, TACR [20]. The paper presents a side-channel protected hardware
implementation of Streamlined NTRU Prime, using a technique called gadget-based
masking. The code of the implementation is available at [21]. This is a joint
work with the Ruhr University Bochum. I contributed to the theoretical gadget
design and also implemented all masked gadgets in mixed VHDL and Verilog and
integrated them into an implementation based on [17]. I also synthesized, tested
and benchmarked the implementation both on FPGA and ASIC. I contributed to
the general writing, analysis, discussion, revision and proofreading of the paper.

In addition to contents from the above listed papers and talks, this thesis also presents
the following new contributions:

e A new blinding method to randomize the Fujisaki-Okamoto (FO) Transform,
thereby reducing the effectiveness of powerful side-channel attacks against the oth-
erwise fully deterministic FO Transform.

» A study of the use of the automatic hardware masking tool AGEMA [22] on PQC.

e A further improved high-speed hardware implementation of Streamlined NTRU
Prime, reaching encapsulation and decapsulation speeds that are competitive with
the fastest lattice-based schemes.

1.2. Thesis Structure

This thesis is structured as followed: First, preliminaries, technical background and prior
work will be described in Part I. This includes an introduction to PQC and a detailed
description of the Streamlined NTRU Prime algorithm in Chapter 2. We also describe
unique design consideration for FPGAs and ASICs in Chapter 3 that influenced our
hardware implementations. The background of some of the mathematical operations
and algorithms we use in our implementations is described in Chapter 4. Finally, we
give an overview of side-channel security in Chapter 5.

In Part II, we cover our new high-speed and low-area hardware implementations, in-
cluding our works from [10] and [17]. In Chapter 6, we describe the underlying hardware
modules that compute the various mathematical functions needed for Streamlined NTRU
Prime, for both implementation flavors. Chapter 7 then evaluates the sub-modules and
implementations for two FPGA platforms, as well as for 45nm ASIC for specific mod-
ules. The chapter also includes a discussion on the results, a comparison with other
designs from the literature and potential improvements for future work.
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We present our work on side-channel resistant implementations in Part ITI, which in-
cludes our work in [20]. Chapter 8 describes the concept and implementation of Stream-
lined NTRU Prime using gadget-based masking, as well as a case study on applying the
automated masking tool Automated Generation of Masked Hardware (AGEMA) to a
PQC algorithm. The implementation is then evaluated for both FPGAs and 45 nm ASIC
and discussed in Chapter 9. This includes improvements for future work, as well as a
discussion on applying the same technique to the key generation and encapsulation of
Streamlined NTRU Prime, and to the to-be-standardized PQC algorithm Kyber. Our new
blinding scheme for the FO transform is described in Chapter 10.







Part |I.

Preliminaries & Prior Work







2. PQC, Lattice Cryptography & NTRU
Prime

In this chapter, we explain PQC and lattice cryptography in more detail, as well as
introduce the NTRU Prime cryptosystem.

2.1. Post-Quantum Cryptography

The RSA cryptosystem is based on the conjectured hard problem of factoring large
semiprime numbers [23]. In a similar fashion, ECC schemes such as Elliptic Curve
Diffie-Hellman (ECDH) and Elliptic Curve Digital Signature Algorithm (ECDSA) are
based on the Elliptic Curve Discrete Logarithm Problem (ECDLP) [24,25]. For classical
computers, the best known algorithms solving these problems are either sub-exponential
(RSA) [26] or exponential (ECDLP) [27].

However, in 1994 Peter Shor published a polynomial time quantum algorithm for both
factoring and the Discrete Logarithm Problem (DLP), that runs on a large-scale error-
correcting quantum computer [1]. Current estimates state that 10241 logical qubits,
together with 2.22 % 10" quantum gates and a circuit depth of 1.79 % 10'2 is needed for
Shor’s algorithm to break RSA-2048 [28]. When noisy qubits with error-correction are
used, the estimates rise to 20 million qubits [29]. These estimates are still far beyond cur-
rently available quantum computers, which have about 400 qubits [30]. However due to
the previously mentioned Mosca’s theorem [4], it is prudent to migrate to cryptosystems
that cannot be broken by quantum computers long before they become a reality.

A second quantum algorithm, discovered by Lov Grover in 1996, also impacts sym-
metric algorithms and hash functions [2]. Grover’s algorithm offers a quadratic speedup
for an unstructured search. Because a brute-force search for a symmetric key can be
modeled as such an unstructured search, Grover’s algorithm effectively halves the key
size of symmetric algorithms: For example, an AES-128 key can be found in 264 itera-
tions. This speed-up can be efficiently countered by doubling the length of the symmetric
primitives: By migrating from AES-128 to AES-256, from SHA-256 to SHA-512 and so
on, the threat from Grover’s algorithm can be removed.

As a response to the threat of quantum computers, the field of Post-Quantum Cryp-
tography (PQC) began to emerge [3]. Also called quantum-resistant cryptography, the
term covers cryptographic algorithms which are designed to resist cryptanalysis by quan-
tum computers. These algorithms rely on mathematical properties other than factoring
or ECDLP to achieve security. Popular families are algorithms based on coding theory,
multivariate quadratic equations, isogenies of elliptic curves, hash functions and lattice
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theory. In particular lattice-based algorithms have proven to be very successful, offer-
ing competitive key and ciphertext sizes as well as good performance. Lattice-based
cryptography is described in more detail in Section 2.3.

2.2. NIST PQC Standardization

In 2016, NIST published a Call for Proposals of PQC algorithms for standardization [6].
A total of 69 algorithms were accepted for the first round in 2017, covering KEM,
Public-Key Encryption (PKE) and signature algorithms. The algorithms and their cor-
responding parameter sets were placed in five different categories, called security levels,
with level 1 intending to be equivalent to brute forcing AES-128, and level 5 equivalent
to brute forcing AES-256. In addition to benchmarking software implementations, NIST
also requested performance benchmarks of the schemes on FPGA platforms. Over the
course of two further rounds, the candidates were reduced to 15 algorithms in round
three. In the summer of 2022, the third round concluded [31], and four algorithms
were selected as winners: the lattice-based KEM Kyber [32], the lattice-based signature
schemes Falcon [33] and Dilithium [34], and the hash-based signature scheme Sphinc+ [35].
Standards for these algorithms have been published in 2024 [31,36-38].

In addition to the selected winning algorithms, four algorithms proceeded to a fourth
round. These algorithms are to be subject to additional analysis and may be standard-
ized in the future [31]. In 2022, NIST also published a new Call for Proposals for new
signature schemes [6].

2.3. Lattice-Based Cryptography

A lattice is defined as the set of points in an n-dimensional space, constructed using the
integer multiples of n-linearly independent basis vectors (see Equation 2.1) [3].

L(by,...b,) = {zn:xlbz (X € Z} (2.1)
i=1

An example for a two-dimensional lattice can be seen in Figure 2.1. The same lattice
can be created by multiple different bases. A basis where the vectors are short and as
orthogonal as possible is described as good, whereas a basis where the vectors are long
and far from orthogonal is described as bad.

Cryptographic algorithms based on lattices rely on the presumed hardness of certain
problems that exist with a lattice. The most basic problem is called the Shortest Vector
Problem (SVP): Given a random basis of a lattice and some norm N, find the shortest
non-zero vector in the lattice. A closely related problem to SVP is the Shortest Indepen-
dent Vector Problem (SIVP): Given a random basis of a lattice with dimension n, find
n linearly independent vectors [s1, ... s,] while minimizing max;(||s;||) according to the
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Figure 2.1.: A two-dimensional lattice, with two possible bases.

norm N. Informally SVP and SIVP can also be seen as, given a bad basis of a lattice,
find a good basis [3].

Another lattice problem is the Closest Vector Problem (CVP): Given a lattice basis, a
metric M to measure distance (often the Euclidean distance), and a target vector t that
is not on the lattice, find the lattice point that is closest to t . CVP has the interesting
detail that while it is hard to solve given a random (i.e., a bad) lattice basis, it is easy
if given a short enough (i.e., a good) basis [3].

In addition, there also exists the approximate variants of SVP, SIVP and CVP. There,
the goal is to find a lattice vector whose length is at most some approximation factor ~y(n)
times longer than the actually target vector in a lattice of dimension n. In practice, the
approximate variants are more relevant for cryptographic algorithms based on lattice-
theory because it is often sufficient to find a solution that is good enough to break the
cryptoscheme [3].

A well-known and widely studied algorithm for solving the above lattice problems is
the LLL algorithm, published in 1982 by Lenstra, Lenstra, and Lovéasz [39]. The LLL
has a polynomial run-time, and an exponential approximation factor 20| for lattice
dimension n. When solving for polynomial approximation factors, such as with the
Blockwise Korkine-Zolotarev (BKZ) algorithm, the running time is exponential [40-42].
As a result, it is conjectured that there is no polynomial time algorithm that approxi-
mates lattice problems to within polynomial factors. In addition, there is currently no
known quantum algorithm that offers an exponential speedup [3]. Both of these factors
have made cryptographic algorithms based on lattice problems increasingly popular,
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especially for PQC.

The first cryptographic construction based on lattice problems was published in 1996
by Ajtai [43]. In 1998, the NTRU scheme was published [8], offering an efficient PKE
constructions based on lattices, though without a proof reducing the NTRU problem to
a known lattice problem. NTRU was subjected to a number of cryptanalysis attacks over
the years, which were subsequently patched [44-46]. The Learning with Error (LWE)
problem and a corresponding cryptosystem was introduced by Regev in 2005 [47], to-
gether with a proof showing that the LWE problem is asymptotically as difficult as hard
problems in lattices. In 2009, Gentry presented a fully homomorphic encryption scheme
based on lattices, which allows an arbitrary number of computations to be performed on
encrypted data [48]. As an improvement to LWE, the Ring LWE (RLWE) cryptosystem
was introduced by [49] and [50] in 2009 and 2010. Like NTRU, RLWE uses ideal lattices,
also called structured lattices, to reduce the key and ciphertext sizes and increase per-
formance. These lattices use a cyclic basis, where for lattice dimension n each of the n
basis vectors b; are a cyclic shift from the 7 — 1 th vector, according to some polynomial
ring Z[z]/ f(x), with f(x) being some degree n polynomial [49, 50].

2.4. The NTRU Prime Cryptosystem

As explained in the introduction, NTRU Prime is a family of post-quantum KEM based on
structured lattices [7], loosely based on the NTRU scheme from 1998 [8]. The primary
design goal of NTRU Prime was to reduce the potential attack surface, simplify the
security analysis and minimize the risk of using a comparatively new lattice-based scheme
while at the same time only incurring a low performance penalty. As a KEM, NTRU
Prime consists of three operations:

1. Key Generation, where Bob generates a key pair consisting of a public key and a
private key.

2. Encapsulation, where Alice encapsulates a random shared secret in a ciphertext
using Bob’s public key.

3. Decapsulation, where Bob decapsulates the received ciphertext from Alice using
his private key to retrieve the shared secret.

This shared secret can then be used as a secret key by both parties to encrypt data with
a symmetric encryption algorithm. NTRU Prime has two concrete KEMs: Streamlined
NTRU Prime and NTRU LPRime. Between the two, Streamlined NTRU Prime is the
recommended variant, and has smaller ciphertexts as well as faster encapsulation and
decapsulation [9,51]. As a result, this thesis will focus on Streamlined NTRU Prime.

NTRU Prime was submitted in 2017 to the NIST PQC Standardization project, as a
first-round candidate [52]. In 2019 NTRU Prime was selected to continue to the second
round, and several tweaks were incorporated for the start of the second round [53]. NTRU
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Prime continued to the third round in 2020 as an alternate finalist, with no changes to
the specification except the addition of more parameter sets [9]. Throughout this thesis,
I will be using the third-round specification unless specified otherwise. In 2022, the third
round concluded, and NTRU Prime was eliminated in favor of the structured lattice KEM
Kyber, which was also standardization in 2024 [31,32,36].

Although not selected for standardization by NIST, Streamlined NTRU Prime has
already received some deployment. The OpenSSH project, starting with version 9.0,
uses the hybrid Streamlined NTRU Prime and the X25519 ECDH key exchange method
[54] by default, for both server and client [55]. The OpenBSD project has also added
Streamlined NTRU Prime, again coupled together with the X25519 ECDH key exchange
[54], as an option for use in IPsec [56]. Finally, there are draft RFCs submitted to the
Internet Engineering Task Force (IETF) on the standardization of Streamlined NTRU
Prime [57,58].

2.4.1. Definitions and Notations

Streamlined NTRU Prime [9] defines the following polynomial rings:

R =Z[z]/(a? —x —1) (2.2)
R/q=12Z/qlz]/ (2" =z = 1) (2.3)
R/3=7/3[x]/(zP —x —1) (2.4)

The parameters (p, g, w) of Streamlined NTRU Prime satisfy the following equations:

p,q € P prime (2.5)
w>0,w e 7Z,2p > 3w (2.6)
q>16w+1 (2.7)

P — x — 1 is irreducible in R/q (2.8)

The recommended parameter set for Streamlined NTRU Prime is sntrup761:
p =761, w = 286,q = 4591 (2.9)

Additional parameter sets are listed in Table 2.1, as well as non-standardized parameter
sets in [7]. NTRU Prime also uses the following notations:

e Small : A polynomial of R is small if all of its coefficients are in {—1,0,1}.
o Weight w : A polynomial of R has weight w if it has exactly w non-zero coefficients.
e Short : The set of small weight w polynomials of R.

e Round : While viewing each coefficient as an integer between —(¢ — 1)/2 and
(¢ —1)/2, round all coefficients of a polynomial to the nearest multiple of 3.

13
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o Hash,(z) : The SHA-512 hash of the byte array x, prepended by the single byte
value a as a domain separator. Only the first 256 bits of the output hash are used.

e Encode & Decode: Streamlined NTRU Prime uses an en- and decoding algorithm
to transform polynomials in R/3 and R/q to and from byte strings. We use the
notation of an underline to indicate that the respective value is encoded.

Table 2.1.: Streamlined NTRU Prime parameters for the NIST round 3 standardization process,
together with the corresponding Core-SVP security in bits, security level, public key, private key
and ciphertext sizes in bytes [9]. The Core-SVP metric is described on [59]. The public key is
contained in the private key and does not have to be stored separately.

Parameter Set ‘ Core-SVP ‘ Level ‘ P ‘ q ‘ w ‘ Ciphertext ‘ Public key ‘ Private key
sntrup653 129 1 653 | 4621 | 250 897 994 1518
sntrup761 153 2 761 | 4591 | 286 1039 1158 1763
sntrup857 175 3 857 | 5167 | 322 1184 1322 1999
sntrup953 196 4 953 | 6343 | 396 1349 1505 2254
sntrup1013 209 4 | 1013 | 7177 | 488 1455 1623 2417
sntrupl277 270 5 | 1277 | 7879 | 492 1847 2067 3059

2.4.2. Algorithm Specification

The key generation of Streamlined NTRU Prime is described in Algorithm 1, and the
encapsulation and decapsulation in Algorithm 2 and 3 respectively.

Algorithm 1 Streamlined NTRU Prime Key Generation [9]
: repeat

1
2 g & Small > Sample a random small polynomial
3. until g7 € R/3
4: f & Short > Sample a random short polynomial
5. Generate a uniform random byte array p of length (p + 3)/4
6: h:=g/(3f) € R/q > Compute the public key polynomial h
7. K = Encode(h)
8: k := Encode(f,g~!)

9: § = (E, K, o hash4(K))

10: return (S, K) as (private key, public key)

2.4.3. The Security of NTRU Prime

The security of Streamlined NTRU Prime is based on the so-called NTRU problem. It was
first described in [8], and has been studied and analyzed over the decades [44,46,60-63].
Informally, the public key h is an element of the ring Z,[x]/®, with ® being some degree
n monic irreducible polynomial, and « an integer > 2. The public key h is not uniform

14
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Algorithm 2 Streamlined NTRU Prime Encapsulation [9]
Input Public key K := Encode(h)

1: h € R/q := Decode(K)

2:r & Short

3: ¢ € R/q = Round(hr) > Compute the ciphertext polynomial ¢
4: ¢ := Encode(c)

5. 1 := Encode(r)

6: 7 := hasha(hashs(r), hashy(K))) > Compute the confirmation hash
7. C = (c,7)

8: ss := hashj(hashsz(r), C) > Compute the shared secret
9:

return (C, ss) as (Ciphertext, shared secret)

random, but is computed as h = g/f. The polynomials g, f € Z,[z]/® are the secret
key, and must have small magnitudes when compared to \/a. Two variants of the NTRU
problem arise:

e The decision variant, which is to distinguish h from a uniform random polynomial
in Zg[x]/®

o The search variant, which is finding a pair (g, f) from h where both f and g have
sufficiently small magnitudes.

Both variants of the NTRU problem have been reduced to the SVP in lattice theory [61].
A ciphertext can be computed with ¢ = m + hr € Zy[z]/®, with m,r € Z,[z]/®
also having small magnitudes. The original NTRU PKE scheme used m as the to-be-
encrypted plaintext message together with a random r [8].

Streamlined NTRU Prime can be reduced to the SVP by embedding the problem of
finding the private key polynomials f and ¢ into a lattice problem [7,9], in a similar way
as the original NTRU [8]. The equation

h=g9/B3f) € R/q (2.10)

is equivalent to

3hf+qgk=gcR (2.11)

for some polynomial £ € R. This allows us to set up the following lattice equation:

ORI EIOHERN) 212

There, I is the p x p identity matrix, and H is a p X p matrix where the i’th vector is
equal to x' - 3h mod 2P — x — 1, with - being a multiplication. H can thus be seen a
cyclic shift of the public polynomial h, with each column shifted by = when compared to
the previous column. The matrix B is the basis of an ideal lattice called the Streamlined

15



2. PQC, Lattice Cryptography & NTRU Prime

Algorithm 3 Streamlined NTRU Prime Decapsulation [9]

Input Ciphertext C' = (¢,7)
Input Private key S := (k := Encode(f,g~!), K := Encode(h), p, hashy(K))

¢ € R/q = Decode(c)
(f,g~) € R/3 x R/3 := Decode(k)
h € R/q = Decode(K)
e€R/3:=((3fc) € R/q) mod 3
" eR/3 =g e
if v does NOT have weight w then

r=(1,1,...,1,0,0,...,0) > The first w elements are 1, the rest 0
end if
' € R/q := Round(hr') > Re-encrypt with h,r’, compute new ¢
¢ == Encode(¢)
: v’ := Encode(r’)
: 7 == hashy(hashs(r’), hashy(K))) > Re-compute the confirmation hash
. C = (d,9)
. if ¢’ = C then > Compare the ciphertexts
ss = hashy (hashz(r’), C) > Compute shared secret
return ss
. else
ss’ := hashg(hashs(p), C) > Compute rejection
return ss’

. end if

R T o T e T S S SO T
S © N U W N~ O

NTRU Prime public lattice basis. This lattice has a determinant of ¢P, and the vector
(g, f) has a length of at most /2p. To estimate the length of the shortest vector in a
random lattice, we can use Gaussian heuristics [64] which state that the shortest vector
of the Streamlined NTRU Prime public lattice is approximately [7,9]:

det(B)V/CP) /rep = \/mepq (2.13)

This is significantly larger than /2p for the chosen values of p and ¢ in the Streamlined
NTRU Prime parameter sets. As a result, it is highly likely that (g, f) will be the
shortest nonzero vectors in the lattice. This in turn means that finding the private key
polynomials (g, f) is equivalent to solving the SVP [7,9]. A similar lattice basis can be
constructed for the vector (m,r), in order to reduce the problem of finding the input r
from a ciphertext to the SVP, resulting in a problem of similar difficulty.

Streamlined NTRU Prime has several differences when compared to the original NTRU
scheme, which aim at reducing the attack surface and simplify the security analysis [7,
9]. Streamlined NTRU Prime uses the irreducible non-cyclotomic polynomial ring R =
Z[z]/(2P — x — 1) together with a prime coefficient modulus ¢, so that the ring R/q is
a field with large Galois group. Cyclotomic rings, for example of the form Z[z]/(z?" +
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1), are popular choices for cryptosystems due to certain implementation advantages
(see also Section 4.4). However, they have also been a source of security concern [7,
65-67]. Using a non-cyclotomic ring allows Streamlined NTRU Prime to avoid certain
ring homomorphisms and algebraic structures of cyclotomic polynomial rings, and the
associated potential security risk. Streamlined NTRU Prime also computes a so-called
confirmation hash, which is created by hashing the public key and the short r during
an encapsulation. This ensures that a valid ciphertext can only be created by someone
with a known r as input. In addition, Streamlined NTRU Prime fixes the weight of r,
and rounds the ciphertext deterministically instead of adding the polynomial m as in
the original NTRU PKE. This, together with certain conditions on the parameters (see
Equation 2.7 and 2.6) ensures that no decryption failures can occur [7,9]. Decryption
failures have been an attack vector for several lattice-based cryptographic algorithms
[45, 68-71], these attacks are systematically avoided in Streamlined NTRU Prime. In
addition, because Streamlined NTRU Prime is a KEM and not a PKE, there is no need
for a plaintext input [9]. A comprehensive survey of the risks avoided by Streamlined
NTRU Prime can be found in [51].

Streamlined NTRU Prime also uses the Fujisaki-Okamoto Transform [72] to change
a One-way under Chosen-Plaintext Attack (OW-CPA) PKE into a Indistinguishability
under Adaptive Chosen Ciphertext Attack (IND-CCA2) secure KEM [72,73]. A part
of this transformation is the re-encryption of the received ciphertext during the decap-
sulation (see Line 9 in Algorithm 3). The new ciphertext is then compared with the
original ciphertext in Line 14. Only when these match is the shared secret ss computed.
Otherwise, implicit rejection is performed, where instead ss’ is computed from the re-
ceived ciphertext and p. The security properties of IND-CCAZ2 allow an unlimited reuse
of keys [7,9].

The subtitle of NTRU Prime “Reducing Attack Surface at Low Cost” is also in reference
to other cryptosystems that incur a much larger performance penalty when reducing
the attack surface. Examples for such cryptosystems are Classic McEliece [74,75] and
FrodoKEM [76, 77]. Both schemes claim to avoid many of the risks also avoided by
NTRU Prime, either by using unstructured lattices (Frodo), or not using lattices at all
(Classic McEliece). However, both have a much larger performance penalty than NTRU
Prime, for example in the size of the public key: The public key for Frodo is in the order
of ten kilobytes and around one megabyte for Classic McEliece.
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3. Design Considerations for FPGAs &
ASICs

FPGAs are popular hardware implementation platforms as one can easily construct
and prototype customized digital logic circuits, without the large cost of manufac-
turing ASICs. FPGAs are programmed using a so-called Hardware Description Lan-
guage (HDL). The HDL design is then synthesized with Electronic Design Automa-
tion (EDA) tools from the FPGA manufacturer, creating an image that can be flashed
to the FPGA. As HDLs, we will be using both VHSIC Hardware Description Lan-
guage (VHDL) and Verilog for our designs.

Most FPGAs provide several different general-purpose resources which are either com-
mon in general logic circuits or are able to simulate or execute Boolean functions. On
hardware implementation with FPGAs, the utilization of these resources is one of the
important standards of comparison among similar implementations. To “make an apples-
to-apples comparison,” a specified FPGA platform is often assigned in a call-for-proposal
project. NIST recommends that “(PQC submission) teams generally focus their hard-
ware implementation efforts on Artix-7" as an FPGA platform [78]. Artix-7 is an FPGA
platform manufactured by Xilinx, now part of AMD. We will focus on Xilinx FPGAs in
this thesis, in particular Xilinx Zynq Ultrascale+ and Artix-7 FPGAs as the primary tar-
get platform but note that the philosophy of the design consideration remains the same
if the resources are of similar types and structures, even when the FPGA manufacturer
differs. Next, we introduce the main resources provided in FPGAs.

3.1. Look-Up Tables

Look-Up Tables (LUTSs) are the basic logic units in FPGAs [79,80]. A LUT is a combi-
natorial logic unit with usually 4 to 6 input bits and 1 to 2 output bits. Here we denote
a LUT with m input bits and n output bits as LUT,, ,,. A LUT can be considered as a
block of read-only memory: For example, a LUT}5 2 can be considered as a block with 32
cells, each of which contains 2 bit. Xilinx Zynq Ultrascale+ and Artix-7 FPGAs provide
LUT units which support both the functions of LUT52 and LUTg ;. Usually LUT are
used to implement combinatorial digital circuits, but they are also useful to implement
Read-Only Memory (ROM) and Random-Access Memory (RAM). This type of RAM
in FPGAs is also called distributed RAM. For example, to construct a 12 bit, 32-cell
ROM unit, we will need 6 LUT5 2 units. A 13 bit, 64-cell RAM costs 13 LUTs ; units.
Several LUT are grouped together into a so-called slice, together with a certain number
of Flip-Flops (FFs). In Artix-7 FPGAs, each slice contains four LUT, while the slices
in the Xilinx Zynq Ultrascale+ contain eight LUT. As a result, a design would roughly
consume half the number of slices on a Zynq Ultrascale+ FPGA compared to an Artix-7
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(or older) FPGA. Slices also often contain additional hardware such as carry logic and
multiplexers, as well as the necessary routing connections to make larger circuits [79,80].

3.2. Digital Signal Processor Slice

A Digital Signal Processor (DSP) slice is an arithmetic unit which consists of one mul-
tiplier and some accumulators. The multiplier supports signed integer multiplication
up to a specified bit-width, and it would otherwise cost a significant amount of LUTs
to construct the same multiplier if the DSP slice is not used. Xilinx Zynq Ultrascale+
FPGAs provides DSP slices with 27 x 18 bit signed integer multipliers [81], and Xilinx
Artix-7 FPGAs provides DSP slices with 25 x 18 bit signed integer multipliers [82].

To multiply two integers whose bit lengths are more than the limit one DSP slice can
offer, we can either apply a sequential approach, or connect two or more DSP slices in
parallel. For example, to multiply a 23 bit signed integer with a 32 bit signed integer, we
can connect two slices in parallel, or multiply the multiplicand with the least significant
16 bits of the other integer and then with the most significant bits. If we can control
the bit lengths of the integers we want to multiply, however, we are able to limit the bit
lengths so that one DSP slice can handle the multiplication.

3.3. Block-RAM

A Block-RAM (BRAM) unit can be used to store a large number of bits. Every BRAM
provides several channels with partially customizable data widths during the hardware
synthesis stage. We can read and/or write the data stored in one BRAM only via the
channels. This implies that we can access as many words simultaneously as the number
of channels in one BRAM, and if we want to access more words at the same clock cycle,
we need either to duplicate the data from the BRAM to another in advance, or to
partition the data we want to store in two or more BRAMs.

Both Xilinx Zynq Ultrascale+ and Artix-7 FPGAs provide BRAM units [83,84], each
of which contains 36 kbit and two channels. Every BRAM unit can be divided into two
blocks of 18kbit, each of which in turn provides two channels. The synthesis report
records 0.5 BRAMs of utilization if a 18 kbit block is utilized. In both FPGAs the data
width of each 18 kbit block can be customized as 1, 2, 4, 9, or 18 bit.

3.4. Application-Specific Integrated Circuit

In contrast to FPGAs, ASICs have significant initial engineering cost. Depending on
the exact manufacturing technology, the initial cost (e.g., of the lithography masks)
can easily exceed millions of US dollars. However, once a production line has been
established, ASICs have the benefit of lower unit cost, higher clock frequency and lower
power consumption when compared with FPGAs [85].
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Due to the high initial cost, actually manufacturing and testing an ASIC of any of
the hardware implementations discussed in this thesis is infeasible. However, one can
get insights on the estimated silicon area by synthesizing the HDL design to a gate-
level netlist. This is done with industry standard EDA tools such as from Cadence or
Synopsis, together with a so-called cell library. The cell library contains all the necessary
information of a particular technology node, such as the size and layout of a NAND or
XOR gate, the operating voltages, electrical switching characteristics etc. As a result, one
can accurately measure the total number of gates a design would consume (called Gate
Equivalent (GE)), together with the total silicon area and maximum clock frequency [85].
For this thesis, we will be using the 45nm Nangate open cell library [86], unless specified
otherwise. This is an open-source cell library that contains all the elements typically
needed for an ASIC, such as flip-flops, NAND gates, XOR gates and clock buffers.
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4. Mathematical Operations & Auxiliary
Functions

In this chapter, we explain the background details of the mathematical operations em-
ployed in NTRU Prime implementations, as well as auxiliary functions such as hashing
and encoding.

4.1. Fast Polynomial Inversion

During key generation, two polynomials must be inverted, in the rings R/3 and R/q
respectively. This inversion must occur in constant-time (see also side-channel security
in Chapter 5). A very successful and very fast inversion method is the extended Greatest
Common Divisor (GCD) algorithm from [87]. It has been used in multiple implementa-
tions of Streamlined NTRU Prime, both hardware [10,17] and software [9], NTRU [8§],
and code-based cryptography [89]. We will be using this method throughout this thesis.
Other methods, such as Fermat’s method or Hensel lifting, are not considered because
they are either significantly slower, not constant-time or are not applicable to the rings
used in Streamlined NTRU Prime [87,90]. The extended GCD from [87] is based on a
constant-time division step, also called divstep. When we apply a (sufficiently large)
constant number of division steps, we can compute the GCD of two input polynomials,
which in turn also allows us to also compute the inverse if the two input polynomials are
coprime [87]. All of the following operations are assumed to be in R /g, and also apply
for R/3. A division step is defined as:

(4.1)

divstep(s. f. g) = {(1—6,g,<g<0>-f—f<0> 9)/x), if 4 >0 and g(0) #0.
g

(1+9,f,(f(0) g(0) - f)/x), otherwise.

Here, f,g are the two polynomials of which we want to compute the GCD, f(0), g(0)
are the constant terms of the polynomials f and g respectively, and J is computed as:

6 = degree of f — degree of g (4.2)

In order to illustrate how this can be used to compute the inversion, we shall write Equa-
tion 4.1 in matrix form. For this, we write (1, f1, g1) = divstep(9, f,g), i.e., (01, f1,91)
is the output of the divstep. Then we can define:

fi) _ f
(91) =74, f,9) <g> (4.3)

where
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0 1
, if é and .
(5, f,9) = Eg(o)/ o x; S (4.4)

, otherwise.

as well as

where

<1 0), if 6 > 0 and g(0) # 0.

S(5. f.9) = (1 N (4.6)

10

, otherwise.
11

Both 7(0, f,g) and S(J, f, g) can be computed solely with §, g(0) and f(0) and are inde-

pendent of any other polynomial coefficients. We then write the " matrix 7 as

7 = 7(8;, fi, 9i) (4.7)

and the it matrix S as

Si = S(0i, fi, 9i) (4.8)

We can then compute the n'” iteration of the 7 matrix, using the ¢ computed with S;:

u v
(r t> = Th_1Tn—2...70 (4.9)

If n has been chosen to be sufficiently large, and f and g are coprime, then v is the
inverse of g, the rest of the variables can be discarded. In the case of Streamlined NTRU
Prime, we have n = 2-p [9,87]. The C code to compute the inverse of a polynomial in
R/q using the extended GCD algorithm can be found in Appendix A.2 in Listing A.1.

An additional detail of the inversion in Streamlined NTRU Prime is that, as can be seen
in Algorithm 1, the inversion of the short polynomial f is always successful because f is
nonzero and R/q is a field. In contrast, the inverse of the small polynomial g may not
exist. In these cases, rejection sampling can be used: the non-invertible g is discarded,
and a new g is sampled.
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4.2. Montgomery’s Trick for Batch Inversion

Algorithm 4 Description of Montgomery’s trick for batch inversion [91].

Input n: the batch size

Input (f1,..., fn): an array of n polynomials to be inverted

Output (f;!,..., f;1): the array of n inverted polynomials

ar = fi

for i from 2 ton do
a; ‘= a;—1- f;

end for

Compute inverse a,,

for i from n to 2 do
fit=a;"aiy
a; = ai- f;

end for

fil=ar’

 return (f{',..., fY)

1

— =
—= O

4.2. Montgomery’s Trick for Batch Inversion

Montgomery’s trick is a method to accelerate inversion by doing batch inversion [91].
This allows us to replace n inversions in a ring with a single inversion, together with
3(n — 1) multiplications. Montgomery’s trick is described in Algorithm 4. The trick can
lead to a significant speedup as long as multiplication is at least 3 times as fast as a single
inversion, and one has enough storage space to store the intermediate products. Batch
inversion with Montgomery’s trick for Streamlined NTRU Prime was already proposed in
the original NTRU Prime paper [7]. It was implemented for fast key generation in an
integration of Streamlined NTRU Prime into OpenSSL [90]. There, for the parameter set
sntrup761 and a batch size of 32, it led to a key generation speed of 156,317 cycles per
key on a Intel Xeon E3-1275v3, compared to the non-batch 819,332 cycles.

4.3. Schoolbook & Karatsuba Multiplication

Schoolbook multiplication is the simplest form of polynomial multiplication [92]. It has
an asymptotic complexity of O(p?), where p is the degree of the polynomial. However, it
has the benefit of requiring little pre- or post-processing (aka, constant and linear factors
in O notation), which means it can be faster than other, more complex methods for
certain inputs. The schoolbook multiplication algorithm for polynomials in R/q can be
found in Algorithm 5. It has been used previously in several hardware implementations
of PQC algorithms, for example in [88,93,94].

An asymptotically faster method than schoolbook multiplication is Karatsuba mul-
tiplication [95]. This method involves splitting a multiplication of degree p into three
partial polynomial multiplications of degree [p/2]. The description can be found in Al-
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Algorithm 5 Schoolbook polynomial multiplication [92,93].

Input f(z),g(x): the two polynomials in R/q of degree p — 1 to be multiplied
Output The product of the two inputs: f(z) - g(z) € R/q
accl0:p—1]:=0
for i from 0 top—1do

for j from 0 to p— 1 do

acclj] = acc[j] + g[j] - [i] mod Z/q

end for

g =g -z mod R/q
end for
return acc

Algorithm 6 Description of the recursive Karatsuba’s multiplication [95]. Once the
recursion limit [ is reached, schoolbook multiplication is performed. The split(z,y) op-
erator separates a polynomial at position y into two parts.

— =
= O

Param [: the limit at which to stop recursion
Input f(z),g(z): the two polynomials to be multiplied
Output The product of the two inputs: f(z) - g(x)
m := max(degree(f(x)), degree(g(z)))
if m <[ then

return f(z) - g(z)
end if
ma = [(m/2)]
highy(x),low;(z) = split(f(x), m2)
higha(x), lows(x) = split(g(x), m2)
zo(x) = Karatsuba(lowy, lows)
z1(x) = Karatsuba(low; + highy,lows + highs)
z9(x) == Karatsuba(highy, highs)

: return za(z) - 222 + (21(2) — 22(x) — 20(x)) - ™2 + 20(x)

gorithm 6. When applied recursively, this leads to a complexity of (’)(plog2(3) ~ O(p'®).
A downside of Karatsuba multiplication is that the recursive structure is difficult to
implement in hardware, as is transforming it to an iterative structure. The same also
applies to Toom-Cook multiplication [96], which is a generalization of Karatsuba’s algo-
rithm, splitting polynomials into k£ parts: Due to the recursive nature, it is challenging
to implement in hardware. Nevertheless, both Karatsuba and Toom-Cook have been
used in previous hardware implementations [88,97,98].

4.4. Number Theoretic Transform

The Number-Theoretic Transform (NTT) is a variant of the Discrete Fourier Transfor-
mation (DFT) [99-101]. Rather than operating on complex numbers, the NTT operates
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on modular integers. The NTT can be used to efficiently multiply polynomials in the
ring Zq[z]/(2?" — 1), for the integers n > 1 and « [102,103]. The NTT requires a to be
NTT friendly, that is, the ring Z,[z]/(z%" — 1) must have a 2"-th primitive root of unity
¢ to compute the so-called twiddle factors. The primitive root of unity is defined as:

GELyst. ¢¥ =1AVIi<2": 9" £1 (4.10)

The NTT polynomial multiplication can be viewed as a cyclic convolution, and can be
computed as follows:

C=A-BecZz]/(z* —1) (4.11)
C =iNTT(NTT(A) ® NTT(B)) (4.12)

The NTT can also be used to implement a polynomial multiplication for the ring
Zo 2]/ (2" + 1), which can be viewed as a negacyclic convolution [102,103]. For this, we
require a 2"*1-th root of unity ¥:

UeZyst. U = 1AV <2 08 £ 1 (4.13)

The 2"-th root of unity ¢ can be computed via ¢ = U2 mod a. The polynomial multi-
plication can then be performed:

C=A BeZyz)/(z*" +1) (4.14)
C=iNTTINTT(A®9) ©NTT(BoV)) o9 (4.15)

where © is a point-wise multiplication, and ¥ = (¥°, Wl ... ¥"~1)and 9! = (V0 ¥—1,
L, w1y,

The NTT polynomial multiplication has a complexity of O(plogp) with regards to a
polynomial of degree p = 2", which is significantly better than the O(p?) or O(p'58) of
schoolbook multiplication and Karatsuba multiplication respectively. The NTT has been
used in a number of implementations for lattice-based cryptography, both in hardware
[17,88,102,104] and in software [103,105-107]. A description of an iterative NTT suitable
for a hardware implementation is in Algorithm 7. Furthermore, algorithms such as Kyber
explicitly use rings of the form Zy[z]/(#?" + 1) with an NTT-friendly « to facilitate
polynomial multiplications using the NTT [32]. However, the rings used in Streamlined
NTRU Prime are R/q = Z/q[z]/(2? — x — 1) and R/3 = Z/3[z]/(xP — x — 1) and not
Zo|x] /(¥ +1). As a result, we cannot apply the NTT polynomial multiplication as
described in Equations 4.14 and 4.15. In order to compute polynomial multiplication in
the rings used by Streamlined NTRU Prime using the NTT, additional tricks are needed.
Several of such tricks are described in [106], we will describe two of them in the following
sections: Good’s Trick and the Chinese Remainder Theorem (CRT). We shall use the
parameter set sntrup761 as an example in the following sections.
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Algorithm 7 In-place iterative Number-Theoretic Transform from [103,108], based on
the Gentleman-Sande butterfly pattern. An important detail to remember is that the
output NTT(A(z)) is indexed in bit-reversed order.
Input n: Polynomial degree is 2" — 1
Input a: Integer modulus, such that a primitive 2”-th root of unity exists in Z,
Input ¢ € Zy s.t. ¢*" = 1A Vi < 27 : ¢' # 1: primitive 2"-th root of unity
Input ®[i] := ¢ Vi < 2" : The powers of ¢, called twiddle factors
Input A(x) = Zf:_gl Azt € Zo|x] /(2% + 1) : Coefficients of input polynomial
Output NTT(A(x)): In-place evaluation of input A(z) at the powers of the ¢,
i.e., the spectral coefficients of A(x). This is also called as A(z) in the NTT domain.

1: for stage from 1 to n do

2 offset := 2n—stage

3 for bracket from 0 to 2°%9¢~1 — 1 do

4 for cross from 0 to offset — 1 do

5: ig = 2 - bracket - offset + cross > Index calculation
6 10 =2 - bracket - offset 4+ cross + offset

7 g = 2stage=1 . cross

8 U:=A4;, > Copy coefficients into temporary variable
9: V= Aio

10: W = @[id,]

11: E:=U+V) mod« > Computation
12: O={U-V)-W mod «

13: Ai, =FE > Write back
14: Aip, =0

15: end for

16: end for

17: end for

4.4.1. Multiplication using Good’s Trick and the NTT

Polynomials in R/q can be written as
p—1 ,
flx)=>" fia’ (4.16)
i=0
where —qg—l < fi < q;21 for every i satisfying 0 < i < p — 1. The polynomial multiplica-
tion of two polynomial f(z) and g(z) in R/q is
h(z) £ f(z)- g(z) £ (f(x)g(x) mod*q) mod ¥ — z — 1 (4.17)

where we denote r = n mod¥¢ (signed modulo) for any integer n and 7 if —q;—l <r< q;—l
and an integer m exists such that n = mq+r. The reduction modulo 2P —x —1 is easy, as
we only need to substitute 27/ with 27~P+! 4 27=P for every j > p and reduce the eventual
polynomial into the form Zf;& hiz'. As a result, the key is to evaluate f(x)g(x) mod®yq.
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One method to use the NTT to compute f(z)g(z) mod®q is to use an NTT of sufficient
size such that no polynomial reduction occurs [102,103]. For this, the input polynomials
are zero-padded, and the polynomial reduction is performed manually after the NTT is
complete. The NTT is a 2™-point transformation method with a pre-determined positive
integer n (written as NTTan(-), and the inverse operation iNTTan(+)). For polynomials
f(x) and g(x) of degree at most 2" —1 that are padded with at least 2" ! zero coefficients,
we can implement the polynomial multiplication as

f(@)g(x) = f(x)g(x) mod *" —1
= iNTTon (NTTon (f(z)) ® NTTan(g())) (4.18)

For Streamlined NTRU Prime and the parameter set sntrup761 with p = 761, we need
to pad 263 monomials with zero coefficients to the polynomials, allowing us to use
NTTyi1(-). Because we perform the cyclic convolution, we do not need the point-wise
multiplication with ¥ and 9! and thus only need a primitive 2''-th root of unity ¢. The
downside of this approach is the relatively large amount of padding we have to perform,
which consumes additional memory and forces us to use a much larger NTT [17,102,103].

Good [109] provides another approach, applying NTTyo(-) instead and then doing
three degree-512 polynomial multiplications. This idea was proposed for NTRU Prime
originally in [105] and [106]. For the parameter set sntrup761 and p = 761, we regard
the polynomial as of degree 767 instead, with the coefficients of the high-degree terms
set to 0. We thus only need to pad 7 zeros to the polynomials. Now since f(z)g(x) is at
most of degree 1534, we have f(x)g(z) = f(z)g(x) mod 23512 — 1. We set z = yz and
show that:

f(@)g(x) = f(y2)g(yz) mod (y° — 1)(z°"* — 1) (4.19)

We can see that for the set of integers i in [0, 1535], the mapping
i =5130+512j (mod 1536) (4.20)

to the set of the integer pairs (j,¢) where 0 < j < 2 and 0 < ¢ < 511 is a one-to-one
mapping. Then f(z) (as well as g(x)) can be expressed as

760 1535 1535

flz) = Zfil,i + Z 02! = Z fiyz' mod 3 i mod 512
i=0 i=761 i=0
2 511
= Z Z y32¢f(513€+512j) mod 1536
§j=04=0
511 511
= (Z J513¢ mod 1536 - ZZ) + (Z f(513e+1024) mod 1536 ° Ze)y
=0 £=0
511
+ O~ fis130+512) mod 1536 * 2)Y°
£=0
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511 511
= (Z J (€ mod 3)294¢ * 2+ (Z J((e=1) mod 3)29 ¢ * 2y
=0 (=0

511

+ O~ -2 moa 3yoe - 2)y®  (mod (y* —1)(2°2 — 1)) (4.21)
=0

This permutation of the coefficients while splitting f(z) into three polynomials is known
as Good’s permutation [106,109]. For convenience we define

511
Fui(2) 27 fe—iy moa 3o - 2 (4.22)
=0
with j € {0,1,2} as well as
fl@) = fo(2) + [ (2)y + f2(2)y"  (mod (y° —1)(z"" — 1)) (4.23)

We also define the equivalent for g(z). We can assert that f,;(z) and g,;(z) for j €
{0, 1,2} all have a z-degree of 511 and also have at least half of the coefficients equal to
zero. Because of this, we can evaluate f;(2)g,;(2) as

hyj (Z) - fyj (Z)gyj (z) = iINTTy (NTT29 (fyj (Z)) © NTTgo (gyj (Z))) (424)

Then f(x)g(x) is given by

W) = f(2)g(x) = (f0(2) + i1 (2)y + f,2(2)5) (90 (2) + 91 (2)y + 9,2(2)y7)
= (fy0(2)gy0(2) + f2(2)g,2(2) + f,2(2) g, (2))
+ (fyo(2)gy1(2) + fi1 (2)gy0(2) + fi2(2)g9y2(2))y
+ (f0(2)9y2 (2) + [ (2)gy1 (2) + f12(2)g,0(2))y”
£ hyo(z) + hy (2)y + hye(2)y?
2 511
2 h(z,y) =>> hp'y’  (mod (y* —1)(2°'% — 1)) (4.25)
7=0¢=0

We can regard the polynomial multiplication of h(z) = f(x)g(z) as a schoolbook mul-
tiplication with respect to y, where the coefficients of the powers of g’s are the sum
of products of the polynomials in z, which can be computed using the NTT. In Equa-
tion 4.25 we can see that for every hj¢, the index j directs to the coefficient polynomial
of 47, and the index ¢ directs to the coefficient of 2 in each polynomial. To map back
the coefficients of h(z,y) to those of h(z), we can again apply Good’s permutation:

1535

h(@) = B mod 3),(i mod 512)" (4.26)
=0
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4.4.2. Chinese Remainder Theorem and the NTT

Although Good’s Trick allows us to multiply polynomial in R/q using the NTT, it does
not address the requirements for roots of unity: To compute the NTTsn(-) we need
to find a 2"-th primitive root of unity in the field Z/q. Specifically, to apply Good’s
trick for p = 761 and ¢ = 4591, we need to find a 512-th root of unity in Z/4591.
Unfortunately, such a root of unity does not exist. In fact, such roots of unity do
not exist for any Streamlined NTRU Prime parameter set. One alternative is to use a
sufficiently large NTT-friendly modulus (that has the necessary roots of unity) so that
no overflow occurs. After the NTT is complete, we can then manually reduce back to
the original modulus. However, this has the downside of requiring significantly larger
multipliers, as well as needing more memory. A method to circumvent this issue is to use
the Chinese Remainder Theorem (CRT), replacing the single large prime modulus with
several smaller ones. Applying this to Streamlined NTRU Prime was suggested in [106].
To illustrate how the CRT can be applied, we consider the following two cases:

Case 1: The polynomial multiplications used in the standard of Streamlined NTRU
Prime are multiplications with one R/3 polynomial (coefficients are all —1, 0, or 1) and
one R/q polynomial (coefficients are in the range [—qg—l, Q;QI] If we use the schoolbook
scheme, we can see that all of the coefficients in the polynomial multiplication are in
the range of [—p(qT_l), @] if we don’t apply the modulo ¢. This is a 22bit signed
integer for the sntrup761 parameter set. If instead we want to apply Good’s trick and
use an NTT, we can choose two NTT-friendly primes (in whose finite fields we can find a
512-th root of unity) ¢; and ¢y such that ¢1g2 > p(¢—1)+1. Then we apply Good’s trick
from Section 4.4.1 separately twice, once with each prime. We then have two output

polynomials, hi(z) and ha(z).

p—1

hi ($) = Z hi,lx’ h@l € Z/q1 (4.27)
=0
p—1 .

hg(l‘) = Z hi721,‘z hi72 S Z/QQ (4.28)
=0

From the coefficients of h;; and h;2 in Z/q and Z/qy respectively, we can get the
final coefficients h; by computing

hiadhge + hindgiqr = ((hi1gh) modEqr)ge + ((hiag)) modEge)q £ h; (4.29)

where
¢ =q;' (mod go) (4.30)
0 = q{l (mod ¢1) (4.31)
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We can see that h; is in the range [—qi1qo + ‘“;‘H ,q1q2 — %]. We only need to check

if it is in the range [— %52, 2] and adjust up or down by q1¢2 if necessary i.e.,

hi £ hi + kquga, k € {—1,0,1} (4.32)

hi = h; (mod®q) 4.33)
p—1

h(z) =) hiz'€R/q (4.34)
1=0

Note that we can control the logic and the primes ¢q1, g2 such that we always multiply
a 25 bit signed integer with a 18 bit signed integer. This is beneficial as the multipliers
in the DSP slices of Xilinx FPGAs all support at least 25 x 18 bit signed multiplication.
Controlling the size of the multiplication in this manner provides portability between
high-end and low-end FPGAs and utilizes the built-in multipliers with a higher effec-
tiveness [17]. This detail is important for the next case.

Case 2: In our implementation we apply batch inversion (see Section 4.2 and 6.6),
which requires multiplication of two R/q polynomials. In this case, all coefficients of
the polynomial multiplication result prior to applying modulo ¢ are in the range of
[—2azD® 2l D®) ich s [—4008206025, 4008206025] for the parameter set sntrup761,
which in turn means that the coefficients are 33 bit signed integers. As a result, we pick
three NTT-friendly primes q1,¢2,q3. We then have three output polynomials, hi(z),
ha(z), and h3(x), with the respective coefficients h; 1, h; 2, and h; 3. In a similar way as

in the first case, we can compute the final coefficients h;:

(highs) mod®q1)gags

—~

hi1dh39293 + hi2d519301 + hi3q12q1G2 =

+ ((hi2gh) mod™g2)gzq
+ ((i3412) mod™g3)q1q2
£ by (4.35)
where
ths = (g2q3)""  (mod q1) (4.36)
¢y = (@)~ (mod go) (4.37)
dio = (@1g2)™"  (mod g3) (4.38)

We again know that h; is in the range of in [—%, 3‘“%]. We can then check if it is
in the range [— L% ALE] and adjust up or down by q1¢2¢3 if necessary i.e.,

hi 2 i + kqigeqs, k € {~1,0,1} (4.39)
hi = hi(mod*q) (4.40)
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For the parameter set sntrup761, we choose ¢ = 7681, ¢o = 12289 and ¢3 = 15361.
In this case, ghs = 2562 = (A02)16, ¢4; = 8182 = 212 — (A)16 and ¢}y = 10 = (A)1s.
This means that all hfw = (hiaqp.) mod®q, computations can be done with compar-
atively simple bit shifts, additions, and subtractions followed by a modulo operation.
The choice of primes also ensures that all h;,a are represented as 14 bit signed integers.
Multiplying the remaining gyq. can be also done by one 25 x 18 bit multiplier since in
this configuration:

i 400243 + Mg g, 0301 + R 4o 012
= hj,, - 188771329 + hj ,, - 117987841 + h; .. - 94391809
= hj,, (184347 -2'0 + 1) + B (230445 - 2° + 1) + hj , (184359 - 27 + 1)

2,91 2,42
= hj,, ((2D01B)1g - 2" + 1) + hj ,,((3842D)16 - 2° + 1)
+ I 4, ((2D027) 16 - 27 4 1) (4.41)

Ultimately, this enables all multiplication to be implemented in an individual DSP
slice [17].

4.5. Encode and Decode Algorithm

Streamlined NTRU Prime uses multiple encoding and decoding algorithms for converting
polynomials to and from byte strings [9]. For the en- and decoding of small polynomials
in R /3, each coefficient can be stored in 2 bits. The encoding is thus very simple: Four
coefficients are stored in one byte. Each small polynomial can be stored as a byte string
of length [p/4].

For the polynomials in R /q, a more complex general-purpose encoder and decoder is
used [9]. The codec uses the fact that coefficient values in the interval between ¢ and
213 do not occur. In addition, ciphertexts coefficients are all rounded to a multiple of
3, which again means that certain values do not occur. This can be used to save space
by “overlapping” the coefficients. The python code for the encoder can be found in
Listing 4.1, and the code for the decoder in Listing 4.2. For the encode algorithm, the
coefficients are stored in the array R. The array M is an array of length p filled with ¢’s
when encoding a public key, and the value (¢ —1)/3+ 1 when encoding ciphertexts. The
rounded ciphertexts allows the encoding to be slightly more efficient. For the decoder,
the byte string is given as the input .5, and the input M is equivalent as with the encoder.

4.6. Secure Hash Algorithm

Streamlined NTRU Prime internally uses the SHA-512 hash function. SHA-512 employs a
Merkle-Damgard construction processing a 512 bit state divided into eight 64 bit words
A,B,C,D,E,F,G, H [110]. In order to update the state, SHA-512 uses a round function
(see Figure 4.1). The round function consists of seven adders (modulo 26%), the two
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16
17
18
19
20

21

Listing 4.1: The Python code of the encoder for polynomials in R/q [9].
M must have the same length, and Vi : 0 < R[i] < M[i] < 2!4. When this is the case, then

limit = 16384
def Encode(R,M):

if len(M) == 0: return []
S = I[1I
if len(M) == 1:

r,m = R[0],M[0]
while m > 1:
S += [r%256]
r,m = r//256,(m+255) //256
return S
R2,M2 = [],I[]
for i in range(0,len(M)-1,2):
m,r = M[i]*M[i+1] ,R[i]+M[i]*R[i+1]
while m >= limit:
S += [r’256]
r,m = r//256,(m+255) //256
R2 += [r]
M2 += [m]
if len(M)&1:
R2 += [R[-1]]; M2 += [M[-1]]
return S+Encode (R2,M2)

Decode(Encode(R; M); M) = R.

1 limit = 16384

>
3
1

def Decode(S,M):

if len(M) == 0: return []
if len(M) ==
return [sum(S[i]*256**i for i in range(len(S)))%M[0]]
k = 0; bottom,M2 = [],I[]
for i in range(0,len(M)-1,2):
m,r,t = M[i]*M[i+1],0,1
while m >= limit:
r,t,k,m = r+S[k]l*t,t*256,k+1,(m+255) //256
bottom += [(r,t)]
M2 += [m]
if len(M) &1:
M2 += [M[-111]
R2 = Decode(S[k:],M2)
R = []
for i in range(0,len(M)-1,2):
r,t = bottom[i//2]; r += t*R2[i//2];
R += [ryM[il]; R += [(xr//M[i])%M[i+1]]
if len(M)&1:
R += [R2[-1]]
return R

Listing 4.2: The Python code of the decoder for polynomials in R/q [9].
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4.6. Secure Hash Algorithm

functions ¥y and X1, and the functions SHA-Ch and SHA-Ma. The former two functions
Yo and X; consist of simple rotation operations (denoted as >>) by three different
values for each function processing A and F, respectively. The outputs of the shifts are
added together by XOR operations. SHA-Ch and SHA-Ma are both non-linear function
processing E, F,G and A, B, C, respectively.

SHA-Ch(E,F,G) = (EAF)® (EAQG) (4.42)
SHA-Ma(A,B,C) = (AANB) & (ANC) & (BAC) (4.43)
Yo(A) = (A>>28) P (A>>34)d (A>> 39) (4.44)
Li(E)=(E>>14)a (E> 18) & (E > 41) (4.45)

(_\
(_\
\4

N w;
N L N =
G S r"mrh
7 = T K;

(V)]

N > Yo ,"3
E [}

- R G G > = i

I O G G G & —H
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Figure 4.1.: Round function of the SHA-512 hash function. Addition modulo 24 is denoted as
H and i is the round counter. K; are fixed round constants, computed from the fractional parts
of the cube roots of prime numbers [110].

SHA-512 operates on inputs blocks of 1024 bit. Longer inputs are divided into 1 024 bit
chunks and processed successively. The final block is padded:

1. First, a single ‘1’ bit is appended.
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2. Then, M ‘0’ bits are appended, such that M > 0 and L+ 1+ M + 128 is a multiple
of 1024, where L is the length of the original input message in bits.

3. Finally, L is appended as a 128 bit big-endian integer.
The input block is prepossessed into a message schedule array w; of 64 bit words, for

0 <17 < 79. The 1024 bit input is split into sixteen 64 bit words and copied into wqg to
wys. The rest of the array is then computed:

Si = (wi—15 3> 7) @ (wi—15 3> 18) & (wi—15 > 3) (4.46)
R; = (wi—a >> 17) @ (wi—2 >> 19) @ (wi—12 > 10) (4.47)
w; = wi—16 +5; +wi—7 + R; (4.48)

Here, > denotes the shift operation. SHA-512 applies the round function a total of 80
times per input block [110].
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5. Side-Channel Security

5.1. Side-Channel Attacks

Real-world cryptographic implementations are not the black boxes often described in
cryptographic models, where only inputs and outputs such as the plaintext or cipher-
text are visible. Instead, real-world implementation can leak additional data to physical
attackers, such as timing or power consumption information. These type of attacks
are called Side-Channel Attacks (SCAs), and it is vital for deployed implementations
processing sensitive data to also provide security against such physical attacks. For
implementations on server machines and personal computers, it usually suffices to use
strictly constant-time implementations by means of having an execution time indepen-
dent of secret values. This includes not performing time-variable branching based on
secret data, as well not loading values from secret addresses in memory systems that use
a cache [111-113]. An example for such a timing attack on a PQC scheme is presented
in [114], where they attack the re-encapsulation of FrodoKEM because the ciphertext
comparison was not constant-time.

For embedded devices, however, we additionally have to consider adversaries who
can measure the power consumption or Electromagnetic (EM) emanation of a device
processing secret data [115-117]. In this context, many practical attacks have been
shown in the past on “classical”, but also on PQC schemes. For instance, several attacks
have been published attacking Kyber [118-121], Saber [122], Falcon [123], NTRU [124],
or even generic lattice-based constructions [125]. Notable here are attacks targeting
stde-channel protected implementations, such as the attacks on supposedly protected
Kyber [126,127] and Saber implementations [128,129].

Specifically for Streamlined NTRU Prime, two attacks have been proposed. First,
Xu et al. show single-trace attacks on fixed weight sampling as used in Streamlined
NTRU Prime and NTRU key generation as well as Dilithium signing [130]. To perform
the attack, they first profile a device with a known private key using 90 000 traces while
measuring the power consumption. Traces in this context means the number of observed
key generation, encapsulation or decapsulation operations. From these traces they build
a so-called template [131], which can be used to extract the unknown private key from
the target device using a single measurement trace. Furthermore, Ravi et al. present a
method to recover the Streamlined NTRU Prime private key with a side-channel assisted
chosen-ciphertext attack [132]. They demonstrate the capability of a full key recovery
with just 3005 traces for the smallest parameter set and with 4688 traces for larger
parameter sets. For more details on side-channel assisted chosen-ciphertext attacks, see
Section 5.3.
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To combat these side-channel attacks, dedicated countermeasures aiming at decoupling
the connection between secret data and power consumption or EM emanation have been
proposed in the past decades. One such technique for that purpose is masking which
splits secret values into multiple uniform random shares and is described in more detail
in Section 5.2.

A second countermeasure is blinding, which has seen widespread use in securing im-
plementations of RSA and ECC [133,134]. Blinding can be applied to the modular
exponentiation in RSA and the scalar point multiplication in ECC, by multiplying a
random integer b to one of the inputs. Because b is unknown to an attacker, correlating
the side-channel information to the inputs is significantly more difficult. There has been
some work in blinding PQC lattice implementations, such as in [135], where the polyno-
mial multiplication was blinded in the BLISS signature scheme. Another approach is the
blinding in [136] and [137]. Although both papers describe the technique as masking, it
is more similar to blinding as described in this thesis.

5.2. Masking

Masking is an approach based on Shamir’s secret sharing [138-140]. It has been proven
as an effective countermeasure against power and EM side-channel attacks by splitting
secret values into uniform random shares. An example of the technique is Boolean
masking, where a secret value z is split into d + 1 shares (), such that = = @?:0 (@,
with @ denoting the XOR operation. We call d the masking degree, with for example
d = 1 implying a first-order masked design with two shares. A single share is denoted
as (0 with 0 < i < d. A masked variable is denoted as 2(*%. While functions that are
linear or affine in the masking domain can be applied to each share individually, we use
specialized methods to secure non-linear functions like AND or OR operations. At any
occurrence of Boolean operations that involve masked variables, we assume to perform
this securely. A special case is the inversion of a secret value (denoted as x(%d)), which
is performed by inverting one share rather than inverting each share (which would not
invert the secret value for odd d). The creation of the initial masked shares requires
randomness, as do all non-linear operations.

Another technique is arithmetic masking. Here, the secret value x is again split in
d 4 1 shares 2V, but in way such that z = 3% 2. This allows operations such as
additions and multiplications to be performed share-wise. However, this comes at the
cost of not being able to perform Boolean operations.

5.2.1. Masking Security Models

In order to verify and evaluate the resistance against side-channel attacks of such special
functions that operate on masked shares, a range of different attacker models have been
proposed. In 2003, Ishai, Sahai, and Wagner [141] introduced the d-probing model which
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is still frequently used as an appropriate abstraction. This model allows an attacker to
set d so-called probes on d wires of a circuit or implementation. This enables the attacker
to read the values of the probed wires and variables. The process of probing can be seen
analogous to analyzing a circuit with an oscilloscope or a logic analyzer. It is obvious
that on a unmasked implementation, even a single probe is sufficient to read the secret
variable. However, since masking has split our secret variables into d + 1 shares, reading
d values is not sufficient to reconstruct the original secret variable. We thus can call an
implementation secure in the d-probing model if the values gathered from the probes are
independent from the secret variable.

However, the d-probing model neither includes glitches nor memory transitions or
couplings. Glitches are transient combinatorial recombinations, caused by small varia-
tion in the timing and propagation behavior of transistors and wires [142,143]. Memory
transitions are caused by memory recombinations, where registers, FFs and RAM have
a different leakage behavior depending on what was stored previously [144,145]. Finally,
coupling leakages are caused by routing recombinations, where routing wires that run
close by electrically influencing each other [146]. All three of these phenomena can cause
additional leakages, and have been used in successful SCAs. To address these issues,
the d-probing model has been extended to a robust d-probing model incorporating these
phenomena [147,148]. The robust d-probing model uses extended probes. In comparison
to the probes used in the d-probing model, which only read a single variable, extended
probes can read multiple variables according to the specific extension. For example,
a glitch-extended probe reads all inputs of a combinatorial circuit, rather than just a
single value. As a result, a glitch-extended probe can properly model the occurrence of
glitches. A transition-extended probe reads the values of a memory element across two
consecutive clock cycles, again allowing memory transitions to be modeled. Finally, a
c-couplings extended probe allows the probe to read up to ¢ wires adjacent to the probed
wire [147,148]. We can call an implementation secure in the robust d-probing model if
the values gathered from the extended probes are independent of the secret variable. For
example, glitch-extended probes can be defended against by adding additional register
stages, which prevent the propagation of glitches. Transition-extended probes can be
mitigated for example by zeroing a register before use.

The robust d-probing model by itself is not sufficient to evaluate the composabil-
ity of atomic building blocks called gadgets. Composability allows these gadgets to be
arbitrarily combined, which allows us to build complex circuits and algorithms out of
comparatively simple gadgets. This divide-and-conquer approach can significantly sim-
plify the effort needed to mask an algorithm. However, in the robust d-probing model,
two individual gadgets may be separately evaluated to be secure, while their combination
may turn out to be insecure. Examples of gadgets are given in Section 5.2.3.

Hence, Barthe et al. introduced Non-Interference (NI) as the first composability notion
in 2015 [149]. A key concept in NI is simulatability: If any set of probes inside a gadget
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can be simulated by probes on some of the gadget’s inputs, then the security analysis
can focus only on those inputs. This enables probe propagation, where any probes inside
of a gadget are replaced with simulator probes on the inputs. In turn, if this gadget is
then part of a larger composite design, then the probes can again be replaced with new
simulator probes on the inputs of the larger composite design. NI states that a gadget
with one shared output is d-NI if any set of at most d; probes on internal wires and ds
probes on its output such that d; + ds < d can be simulated with d; + d2 probes on each
of its input’s shares. Informally, this means that one probe on an internal variable or
output of a d-NI gadget propagates to one probe on each of the inputs.

Although NI limits the leakage between shared intermediate results, it does not guar-
antee full probing security of arbitrary composed circuits. Therefore, Barthe et al.
presented the notion of Strong Non-Interference (SNI) [150] which ensures full compos-
ability of gadgets. SNI states that a gadget with one shared output is d-SNI if any set
of at most d; probes on internal wires and do probes on its output such that dq +do < d
can be simulated with d; probes on each of its input’s shares. In contrast to NI, only
internal probes are propagated, probes on the output are not propagated. SNI enables
trivial composition of any number of gadgets. However, there is a significant overhead
involved to ensure a gadget complies to SNI, in the form of additional register stages
and fresh randomness required.

Eventually, the concept of Probe-Isolating Non-Interference (PINI) [151] was proposed
in order to reduce the overhead introduced by SNI gadgets. PINI is defined as: Given a
gadget G over d shares, let I be a set of d; probes on internal wires of G and let O be a
set of do probes on its outputs. Define A as the set of share indices of the shares in O,
with dy = |A|. Choose I and O so that dy + d2 < d. The gadget G is d-PINI if and only
if for all I and O there exists a set of at most d; share indices B such that the probes
corresponding to I and O can be simulated using only the shares with indices AU B
of each input sharing. The security model of PINI ensures that all shared gadgets are
efficiently and trivially composable in the robust d-probing model. For example, PINI
allows XOR operations to be performed trivially share-wise with no fresh randomness
required. In contrast, XOR operations in SNI require fresh randomness.

5.2.2. Prior Work on Masking Post-Quantum Cryptography

In the context of PQC, research has focused recently on masked PQC implementa-
tions in software, mostly for Kyber and Saber. For example, [152] and [153] present
masked implementations of Kyber, and [154] and [155] present masked implementations
of Saber. A recent paper presents a masked implementation of NTRU for embedded soft-
ware [156]. Most of these works use the ARM Cortex-M4 as a target platform. However,
hardened hardware implementations are also of interest. Previous works again focus on
Kyber [157-159] and Saber [158,160]. All of the above implementations use algorithmic
masking, i.e., the underlying algorithms were analyzed as to which part must be masked
in the Boolean domain, and for which parts arithmetic masking is more efficient. When
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switching between Boolean masking and arithmetic masking (or vice-versa), a masking
conversion must be performed. Due to the many Boolean and arithmetic operations in
PQC algorithms, the masking conversion must often be performed several times, and
can lead to a significant overhead.

5.2.3. Gate-Level and Gadget-Based Masking

An alternative to algorithmic masking is gate-level masking. The base concept of gate-
level masking is to replace the individual default hardware gates with secure versions
called gadgets. These secure hardware gates are designed to not leak the inputs and
outputs via their power consumption or EM emanation. Early versions of these secure
gates aimed at ensuring that the power consumption remained constant, regardless of
the input or output. An example of this design is Wave Dynamic Differential Logic
(WDDL) [161], which is a type of Dual-Rail with Precharge (DRP) logic. An overview
of other DRP logic styles can be found in [162]. These logic gates use differential inputs
and outputs and have a pre-charge phase which ensures that transistors switch at every
clock cycles, even if the inputs do not change. DRP gates can somewhat be seen as
a type of Boolean masking with two shares. However, many of the DRP gates were
successfully attacked over the years. Some examples are in [162-165]. These attacks
were possible due to effects such as unbalanced routing of the differential signals or
glitches in the circuit, as these approaches did not follow the security models explained
in Section 5.2.1.

A different approach was presented in [166], where, using the concept of PINI and
Boolean masking, Cassiers et al. proposed Hardware Private Circuits (HPCs). HPC
allows to instantiate an arbitrary-order Boolean masked SecAND gate with two clock
cycles latency for one input and one clock cycle for the other input. This gadget is called
HPC1. Moreover, in the same paper they optimized this gadget for less randomness
demand and denoted it as the HPC2 gadget. With these two SecAND gadgets, one can
build any arbitrary complex Boolean function, by combining SecAND gadgets together
with gates that are linear in the masking domain, such as XOR and INV gates. These
linear gates require no randomness or additional registers, due to the HPC gadgets
fulfilling PINI, which also ensures the composability. The HPC2 SecAND gadget can be
found in Algorithm 8. We will be referring to this technique as gadget-based masking in
order to better differentiate it from earlier gate-level masking techniques such as WDDL.

Following this, Knichel et al. proposed Generic Hardware Private Circuits (GHPCs)
to build more complex gadgets that are PINI [167]. Unlike the HPCs gadgets, which
can only implement a two input SecAND, GHPC can directly implement any arbitrary
non-linear Boolean function with n inputs and m outputs. In the same work, they
also propose GHPCLL, which reduces the latency of GHPC, at the cost of additional
randomness. One drawback of GHPC and GHPCLL however is that only a first-order
masking degree is possible. In a recent work, Knichel and Moradi presented HPC3
achieving a lower latency than HPC by using more fresh randomness [168].
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Finally, Knichel and Moradi also presented COMAR, which featured composable gad-
gets that can reuse randomness [169]. This allows the required randomness for an arbi-
trary number of gadgets to be the same six bits. However, because the COMAR gadgets
are not PINI, this comes with the cost that XOR gates also require the randomness, as
well as two register stages. COMAR also only supports first-order security. Table 5.1
gives an overview of currently available secure hardware gadgets.

Table 5.1.: An overview of currently available hardware gadgets. COMAR’s randomness is a
special case, because it can be reused for an arbitrary number of gadgets.

Name ‘ Masking Degree d ‘ Randomness ‘ Latency ‘ Function
HPC1 [166] arbitrary | d(d+1)/2+d 2 AND
HPC2 [166] arbitrary | d(d+1)/2 2 AND
HPC3 [168] arbitrary | d(d+ 1) 1 AND
GHPC [167] first-order | m 2 F:Fy— FP
GHPCLL [167] first-order | 2 -m 1 F:F} s FP
COMAR [169] first-order | 6 2 AND,XOR

Algorithm 8 The PINI SecAND HPC2 gadget [166], for masking degree d with d + 1
shares. Reg denotes a register stage. @ is the XOR, and ® is the AND operation.
Input shares a9 for 0 < i < d, such that a = @‘LO al®
Input shares b(0:d) for 0 < i < d, such that b = EB?ZO b0
Output shares ¢(®9 for 0 < i < d, such that ¢ = @g:(] D =a®b
for i from 0 to d do

for j from ¢+ 1 to d do

T’ji ﬁ FQ

Tijg == Tji
end for
end for
for ¢ from 0 to d do
for j from 0tod, j #i do
u;; = —a @ Reg[r;;]
vj = b @ Tij
end for
: end for
: for ¢ from 0 to d do
¢; = Regla) @ Reg[b)]] ® @_ ;.;(Reg[ui;] ® Reg[a? @ Reglv;;]))
: end for

e e e
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5.3. Chosen-Ciphertext Side-Channel Attacks on the
Fujisaki-Okamoto Transform

Streamlined NTRU Prime, like many lattice-based KEMs, makes use of the Fujisaki-
Okamoto transform to convert a OW-CPA PKE into an IND-CCA2 secure KEM. This
protects the KEM from classical chosen-ciphertext attacks. However, the FO trans-
form enables a new class of attacks named Chosen-Ciphertext Side-Channel Attacks
(CC-SCAs), sometimes also called side-channel assisted chosen ciphertext attacks. These
new attacks, presented for example in [122,125,170,171], exploit side-channel leakages
of the FO transform to target the re-encryption. To perform the attack, the adversary
carefully constructs ciphertexts so that one bit of the decrypted message depends on a
single private key coefficient. In the case of Streamlined NTRU Prime, this would mean
for example crafting ciphertexts such that that a single bit of r (Line 5 in Algorithm 3)
depends on a single coefficient of the private key polynomials f or g~!. Because this mes-
sage r is then used in the FO-transform as the input for the deterministic re-encryption,
an adversary only has to distinguish whether the target bit is 0 or 1, while analyzing the
leakages of the re-encryption. As the FO-transform is a fairly complicated operation, an
adversary can analyze a large number of leaking intermediates for the attack. In practical
attacks, the number of traces for a successful attack are on the order of a few thousands
for many different PQC KEMs, including side-channel protected implementations [171].

The ability of CC-SCA to attack side-channel protected implementations via the
FO-transform is particularly worrisome. To analyze the effects, Azouaoui et al. in [172]
modeled attacks on lattice-based KEMs. Notable, they were able to derive a formula to
estimate the minimal number of traces needed for a successful side-channel assisted cho-
sen ciphertext attack, under a worst-case assumption where an attacker can exploit all
leakages of intermediates. Their approximation can also take into account the number
of masking shares and the noise level of the hardware platform in order to assess the im-
pact of masking as a countermeasure. In a concrete example, in order to achieve security
against an attack with 10% traces for standard 32 bit MCUs, a high-order masked imple-
mentation is needed with seven shares. Such a high-order masking in turn comes with a
significant performance penalty: The bitsliced ARM Cortex-M4 based implementation
of seven-share masked Kyber from [173] takes 58 million clock cycles, of which 96 % are
due to the masked re-encryption. In comparison, the unmasked Kyber implementation
from the pqm4 project takes just 703 thousand clock cycles on a Cortex-M4 [174].

In short, while the FO-transform provides excellent theoretical security, its presence
makes side-channel protected implementations significantly more difficult. Solutions to
this problem, apart from increasing the masking degree, include statistical checks to
discard SCA-relevant chosen ciphertexts [170], employing zero-knowledge proofs [172] or
by replacing the FO-transform with a signature to ensure the ciphertext is valid [175].
However, none of these solutions are suitable for all scenarios, and this area remains an
active research topic.
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5.4. Automated Masking Tool AGEMA

The AGEMA framework was first introduced in [22] and is available for download
at [176]. The tool allows the automatic generation of provably-secure masked hardware
implementations, based on Binary Decision Diagrams (BDDs) and secure composable
gadgets. AGEMA has been successfully used to generate masked hardware implemen-
tations of several symmetric ciphers [22,168,169]. The process is as follows:

1. To begin, a hardware design is first synthesized to a gate-level netlist using standard
ASIC synthesis EDA tools.

2. The netlist is then annotated, to indicate which inputs are public and which are
secret i.e., have to be masked.

3. This netlist is then transformed by AGEMA to a secure version for a given security
order.

There are a number of different options for this transformation. The simplest trans-
formation is the naive approach, where each gate that processes secret data is replaced
with a secure masked version of that gate. Additional register stages are added where
necessary to keep the outputs aligned, as masked gates have an increased latency. Al-
ternatively, AGEMA can first transform the netlist into other representation, such as
its Algebraic Normal Form (ANF), BDDs or And-Inverter Graph (AIG) form, and then
replace the gates with masked gadgets. For this, AGEMA employs libraries such as
CUDD [177] and SYLVAN [178]. This transform may lead to a more optimized design.

Another configurable option is the masked gadget to be used. Possible gadgets cur-
rently are HPC1, HPC2, HPC3, GHPC, GHPCLL or COMAR. Each gadget offers dif-
ferent maximum masking degree, randomness requirement and latency. In addition,
AGEMA can be configured to produce a pipelined design, which can process new inputs
at every clock cycle. Alternatively, AGEMA can use clock gating to ensure all input
registers keep their values until the design has finished processing. Using a pipelined
design significantly increases the throughput, but also significantly increases the required
registers.

5.5. Security Analysis of a Side-Channel Protected
Implementation

In order to analyze the concrete security of a side-channel protected implementation, one
method is to apply Welch’s non-specific (fixed vs. random) t-test [179,180], which is part
of the so-called Test Vector Leakage Assessment (TVLA) [181]. Welch’s t-test gives us
the probability that the mean p of two data sets are different and can be used to detect
if an implementation leaks information via side channels. To perform the t-test, we first
measure the power consumption or EM emanation of a design with an oscilloscope for
two different setups: For the first setup A, we use a certain key k, while performing the
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cryptographic operation (e.g., decapsulation) on a fixed input. For the second setup B,
we again use key k, but use a random input. We then compute the t-test statistic for
every sampling point:

= HATHEB (5.1)
34 5B
na ng

where 4, pup are the respective sample means, si, SQB the respective sample variance
and n4, np the number of traces in each group. Based on the magnitude of ¢ at all
sampling points, we can estimate whether a design leaks information or not, assuming
we have gathered enough traces. In [180], they recommend to capture several million
traces for a side-channel protected design and to use a threshold of +4.5. Equation 5.1
is a first-order t-test and is sufficient to evaluate a first-order masked implementation.
To evaluate higher-order masked implementations, we require a higher order t-test: a
masked implementation of order d requires a d™ order t-test. To do so, we replace the
mean 4 and variance s with higher order statistical moments. The required changes
are given in Equations 5.2 through 5.6, where M; is the i'" raw moment, SM; is the i*®
standardized moment and CM; is the i*® central moment [180].

(1st order) p = M; s2 = CMj

(2nd order) p = CM, s* = CMy — CM3

(3rd order) p = SMs s = W (5.4)

(4th order) p = SMy s = W (5.5)

(ith order) p = SM; s = CW (5.6)
2

However, it is important to note that TVLA and the ¢-test are not foolproof. Although
they give us an indication on the side-channel security of a design, both false-positive and
false-negatives are possible. For example, the side-channel protected implementations
that were broken with a CC-SCA attack in Section 5.3 all passed their respective t-tests.
An in-depth analysis of the limitations of the ¢-test can be found in [182].

An additional, more rigorous method to evaluate the side-channel protection is to
perform formal verification. For hardware implementations, this can be performed using
the verification tool VERICA [183]. VERICA is constructed based on the verification
concepts developed in the side-channel analysis tool SILVER, [184] and the fault-injection
analysis tool FIVER [185]. The formal verification of a target design is performed based
on its (Verilog) gate-level netlist which is transformed into a Direct Acyclic Graph (DAG)
serving as circuit model. Each node in the DAG is associated with a BDD representing
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the Boolean function of the corresponding gate. This data structure allows efficient
applications of statistical checks verifying side-channel security in the glitch-extended
probing model and composability notions.
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6. Implementation

This chapter will present the basic functionality and architecture of all core hardware
modules that are needed for a Streamlined NTRU Prime hardware implementation. In
addition, multiple modules are presented in different variations, as they were optimized
over the course of this thesis. There are two main optimization targets: high-speed
implementations, intended for heavy-duty applications such as servers, and lightweight
low-area implementations intended for embedded devices. The implementations pre-
sented in this chapter are based on my published implementations [10] and [17], with
some additional improvements and extensions. Side-channel protected designs will not
be covered in the chapter. They are presented separately in Chapter 8.

Throughout this chapter, we will generally be referring to an FPGA as the target
platform, as this was the platform used for development and testing. However, all
designs can also be synthesized for an ASIC. In these cases, FPGA specific parts such
as BRAM or distributed RAM are synthesized to their ASIC counterparts (for example
Static Random Access Memory (SRAM)).

6.1. Karatsuba & Schoolbook Multiplication

In Streamlined NTRU Prime, all multiplications are with one polynomial in R /3, and the
second either also in R/3 or in R/q. Multiplication where both polynomials are in R/q
do not normally occur (the only exception here is batch inversion using Montgomery’s
trick, see Section 4.2). The “bigxsmall” structure of the multiplication was previously
explored for other PQC KEMs in e.g., [93] and [88], and allows a number of optimizations:
While the R/q polynomial has signed 13 bit coefficients, the small R /3 polynomial only
has signed 2bit coefficients. To be specific, these 2bit coefficients can only have the
values —1, 0 and 1. This results in the coefficient multiplier being almost trivial to
implement when using the schoolbook technique because the multiplication of a 13 bit
number with either —1, 0 and 1 is exceptionally lightweight in hardware. Using a pure
product scanning schoolbook multiplication [92] is thus very simple: The polynomials
are stored in BRAM and one coefficient from each polynomial is retrieved each clock
cycle, multiplied together, and then accumulated onto the result polynomial coefficient,
which is then written back to BRAM. However, such a serial computation would take a
long time to complete, in the order of O(p?) clock cycles.

In order to improve performance, we use a combination of Karatsuba multiplication
and product scanning schoolbook multiplication (recall Section 4.3). We apply a single
layer of Karatsuba multiplication. This splits a multiplication of degree p into three mul-
tiplications of degree [p/2]. The three partial multiplications are then done in parallel
with product scanning schoolbook multiplication. During the schoolbook multiplication,
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we also make use of the dual port BRAM to read and write two words per clock cycle,
doubling the speed of the multiplication. The use of Karatsuba does make the partial
multiplication slightly more complicated, as one of the partial multiplications involves
the addition of the lower and upper part of the small R/3 polynomial. This leads to a
polynomial in R/q with 3bit coefficients, with values between —2 and +2.

We first presented this polynomial multiplier in [10], as part of a low-area design.
As part of a study to investigate further improvements, we adapted the multiplier to
perform two layers of Karatsuba, for a total of nine partial multiplications. All of the
partial multiplication are again performed in parallel. Due to the additional recursion
layer, the polynomial that was originally small now has coefficients between —4 and 4,
which increases the complexity of the coefficient multiplier further. As a result, although
the additional layer brought a further speed increase, the increased memory and area
usage is no longer worth the speedup. Details on the speed and area usage can be found
in Chapter 7, and the code in [12].

6.2. Parallel R/q Schoolbook Multiplier

The schoolbook multiplier presented in Section 6.1 operates in a serial manner, comput-
ing one coefficient at a time. Instead of using a technique like Karatsuba to accelerate
the multiplication, we can also parallelize the computation, effectively unrolling the in-
ner loop in Line 3 in Algorithm 5. This type of schoolbook multiplication has been
previously presented for other PQC algorithms such as in [88,93,186]. It consists of an
Linear Feedback Shift Register (LFSR), an accumulator register, and a large number of
multiply accumulate units. Two different implementations, based on the same overall
design architecture, are presented in this thesis: A high-speed, high-area implementation
and a much smaller, but also slower implementation. Both are similar with regards to
the speed-area product. They also have very simple memory access patterns. The dif-
ferences between the two is that the faster implementation stores all values in flip-flops,
whereas the compact implementation uses distributed RAM. The architecture is shown
in Figure 6.1.

The high performance and efficiency of this design is based on the fact that as men-
tioned in Section 6.1, the multiplications in Streamlined NTRU Prime by default always
have at least one R/3 polynomial as input, i.e., a “bigxsmall” multiplication. This fea-
ture allows the individual Multiply-Accumulate (MAC) units to be very simple, as only
a small number of bit operations are needed. In turn, this causes the MAC units to have
a very small footprint in an FPGA or ASIC, allowing us to instantiate a large number of
them. In addition, we do not include any modular reduction, again to simplify the MAC
units. Instead, the accumulator register is of sufficient size such that no overflow can
occur, and we reduce at the end of the multiplication. The calculation of the minimum
register size is done in the same way as for the NTT and CRT in Section 4.4.2: The

coefficients after a R/q - R/3 multiplication will be in range [—@, @], which is
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Small Polynomial LFSR
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Figure 6.1.: Architecture of the R /q parallel schoolbook polynomial multiplier for the parameter
set sntrup761 [17]. The accumulator array has a size of p-22 bits. The blocks with the label MAC
are described in Algorithm 9. The difference between the high-speed and the low-area multiplier
are in the number of MAC units, and whether the accumulator array and small polynomial LFSR
are implemented in flip-flops or in distributed RAM.

a [logy(q - p)| bit signed number. The algorithmic description of the MAC unit can be
found in Algorithm 9.

Before the multiplication starts, the small R/3 polynomial is loaded into an LFSR
of length p, with the tap points set to correspond to the polynomial of the Streamlined
NTRU Prime ring, R/q = Z/q|z]/(zP — x — 1). Three bits are needed per coefficient
because the shifts and tap points can lead to coefficients in the range from —2 to 2 [9].

Proof. Write the small R/3 polynomial g as Z?;é gj:cj . By assumption gg, g1,...,9p-1 €
{~1,0,1}. We can observe that zg mod 2? —x — 1 = g,_1 + (g0 + gp—1)T + G12% + -+ - +
gp—22P~ L, where go+gp—1 € {—2,—1,0,1,2} while all other coefficients are in {—1,0, 1}.
More generally, for 0 < i < p, we get g mod 2P —x — 1 = gp—i + (gp—i + Gp—i—1)T +
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Algorithm 9 Single coefficient Multiply-Accumulate (MAC) algorithm. Note that no
modulo calculation is performed here.

Param p, ¢: Parameters from Streamlined NTRU Prime

Input a: a [logy(q - p)] bit signed number

Input b: a [logy(q)]| bit signed number

Input c: a 3bit signed number with —2 > ¢ > 2

Output The [logy(q - p)]| bit signed result a +b- ¢

1 ro:=-bxk1
2: r_1:=-b

3: 79g=0

4: r1=b

5 rgi=b<k 1

6: return a + r.

w4 (gp—2 + gp_l)xi_l + (gp—1 + go)xt + grttt 4o+ gp_i_lxp_l with all coefficients
in {~2,-1,0,1,2}. O

Once the R/3 polynomial is fully shifted into the LFSR, the multiplication can be-
gin. During multiplication, one coefficient from the R/q polynomial is retrieved from
the BRAM at a time. This coefficient is then multiplied in parallel with every single
coefficient in the LFSR and added coefficient-wise to an accumulator register. This is
effectively an unrolled version of the inner for loop in Line 3 in Algorithm 5. However, no
modulo calculation is performed at this step. The LFSR is then shifted once (Line 6 in
Algorithm 5), and the next coefficient from the R /q polynomial is retrieved. We shift the
small R /3 polynomial as this requires fewer hardware resources. This repeats for every
coefficient from the R/q polynomial (Line 2 in Algorithm 5). After this, the accumula-
tor register contains the completed polynomial multiplication. The register contents are
then sent to the multiplier output, where they are reduced modulo gq. Because of the
LFSR, no additional polynomial reduction is required.

For the high-speed schoolbook multiplier, p MAC units are instantiated. As a result,
the inner for loop is fully unrolled and one coefficient from the R/q polynomial can be
processed per clock cycle. For the low-area implementation using distributed RAM, the
loop is only partially unrolled, and 24 MAC units are instantiated for the sntrup761
parameter set. This number comes from the value of p, and the size of the smallest
distributed RAM blocks. In Xilinx FPGA’s, the LUT can be configured as 32 bit dual-
port RAM, with one read/write port, and one read-only port. With p = 761, and
[761/24] = 32, it means that 24 MAC units pack the RAM as densely as possible.
Thus, every 32 clock cycles a new coefficient from the R /¢ polynomial is processed, and
the multiplier thus also takes 32 times as many cycles.

By default, it takes p clock cycles to shift the R/3 polynomial into the LFSR. It also
takes p clock cycles to shift the result out of the accumulator array, during which the
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Algorithm 10 Single coefficient MAC algorithm for the R /3 multiplier.
Input a: a 2bit signed number with —1 >a > 1
Input b: a 2bit signed number with —1 >b>1
Input c: a 2bit signed number with —1 > ¢ >1
Output The 2bit result a +b-c € Z/3

1: r_1=-b

2: 79:=0

3:r1:=5b

4: return a + r. mod*3

accumulator array is also set to zero. Both of these operations can be interleaved to save
time, i.e., a new R /3 polynomial can be shifted into the LFSR while the accumulator
array is shifted out. In addition, as an extension of [17], the multiplier is adapted to
load two coefficients of the R/3 polynomial into the LFSR per clock cycle. This can be
configured at run-time. In a similar fashion, the multiplier can now output two words of
the accumulator array per clock cycle. This reduces the setup time needed before and
after a multiplication, though it does require a second modulo reduction unit.

It should be noted that this form of massively parallel schoolbook multiplication can-
not be combined with the Karatsuba multiplication. This is due to the fact that the
LFSR already performs the R/q reduction automatically. However, in Karatsuba multi-
plication, the polynomial reduction has to be performed after all partial multiplications
have been reassembled. In contrast, the parallel schoolbook multiplier would perform
the polynomial reduction also on the partial product, leading to incorrect results.

6.3. Parallel R/3 Schoolbook Multiplier

A further extension of the work from [17] is a dedicated R/3 - R/3 multiplier. A R/3
multiplication is performed during the decapsulation of Streamlined NTRU Prime (Line 5
in Algorithm 3). In [17], we use the R/q-R/3 multiplier for this task, with a subsequent
coefficient reduction back to R /3. However, a dedicated R /3 multiplier allows a further
speed improvement in the decapsulation. Due to the area overhead, this is only really
viable for a high-speed design. The architecture is nearly identical to the R /g multiplier
and can be found in Figure 6.2. The main difference are the MAC units: They are even
simpler because all coefficients, inputs and outputs are in Z/3 i.e., in the range of —1
to 1. This means there are only a total of 27 possible input combinations and three
possible outputs. The MAC units for the R/3 multiplier are described in Algorithm 10.
In addition, there is no option to use distributed RAM, flip-flops are always used, nor
is their an option to reduce the number of MAC units: We always instantiate p MAC
units. A further optimization is the integration of the weight check (Line 6 in Algorithm
3) directly into the R/3 multiplier. We describe this in more detail in Section 6.9.
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Figure 6.2.: Architecture of the R/3 parallel schoolbook polynomial multiplier.

6.4. Architecture of R/q-R/q NTT Multiplier

In Montgomery’s trick for batch inversion (see Section 4.2), a multiplication of two
polynomials in R/q is performed. As a result, we cannot use the schoolbook multi-
plier presented in Section 6.2. Instead, we use an NTT based multiplication employing
Good’s trick and the CRT (see Section 4.4). This multiplier was first presented in [17]
and was initially developed by my co-authors from the National Taiwan University and
the Academia Sinica. However, the integration into the larger design as well as some
optimizations was done by me. The architecture of the NTT multiplier is shown in
Figure 6.3 and is originally based on the NTT/INTT architecture from [104]. This NTT
multiplier can be used for the R/q-R/q multiplication for the parameter sets sntrup653
and sntrup761.
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Coeflicients in polynomials f(x) and g(z) are partitioned into those of f,o(2), f,1(2),
fy2(2), 9,0(2), g,1(2), and g,2(2), as described in Section 4.4.1. We employ three memory
banks labeled 0, 1 and 2. Each z-polynomial is first put into banks 0 and 1. With a
careful design of the four address generators to the reading and writing channels of bank 0
and 1, the z-polynomials are passed through the 3 Butterfly units (for Z/7681, Z /12289,
and Z/15361 respectively) and the corresponding NTT vectors are calculated. Bank 2
then stores the result of the summation of the point multiplications. The content in
bank 2 contains the NTT vectors of hyo(2), h,1(2), and hy2(z). The 3 INTT operations
are then performed on the NTT vectors, in order to compute h(x) = f(z)g(x). At this
point, each coefficient is a 3-tuple with each entry representing the coefficient modulo
7681, 12289, 15361, respectively. The CRT operation is then done to find each coeflicient
modulo 4591, and then the reduction of P — x — 1 is computed, after which we receive
the final h(")(z) = h(z) mod 2P — x — 1.

Butterfly Address Bank 0 Bank 1 Bank 2
units 0~255 i fy? "
256™~511 fy fyt Y
512767 fy? fy? L
» Bank2 7681023 | gY° gy° Y
, [ w address generator ] 1024~1279 gy gy "
[ Address generator *4 1280~1535 gy? gy? ¥

e Control
[ Good’s permutation unit

Figure 6.3.: Architecture of Good’s trick NTT multiplication [17].

This multiplier is used for the R/q - R/q multiplication during batch inversion (see
Section 6.6) and takes 35463 clock cycles. The control unit consists of the following
stages: load, NT'T, point_mul, reload, INTT, crt, and reduce stages. When the product
of the polynomials is ready, the control unit falls into the finish stage, and the result
can be fetched out of the multiplier.

e In the load stage, the coefficients of the to-be-multiplied polynomials f and g are
stored in bank 0 and bank 1. The address is determined using Good’s permutation
and the address generators. 3090 clock cycles are consumed in this stage.

o In the NTT stage, read one coefficient from bank 0 and one coefficient from bank
1, pass them to the butterfly unit, and write the output A and B back to the same
address of bank 0 and bank 1. There are six NTT operations with 512 points to
be done, and each NTT operation needs 2315 cycles (256 - 9 + ¢€). It takes 13890
cycles in this stage.
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e In the point_mul stage, we read out two coefficients from the same bank and
multiply them. Then we decide which address to write to bank 2 according to the
power of y modulo y3 — 1. We write the result into bank 2 directly for the first
set of point multiplications. For the second and third sets of point multiplications,
we read the value from bank 2 in advance, add it into the result of the point-
multiplication, and save it back to bank 2. With this design, we complete the
addition of the 3 sets of point multiplication which influence the value of h(z) in
this stage. There are 3 -3 sets of 512-point multiplications to be calculated, and it
takes 4616 (512 -9 + €) cycles.

e In the reload stage, read coeflicients from bank 2 and write them back to bank 0
and bank 1 after the nine point multiplications. 1541 cycles are consumed here.

e In the INTT stage, the process is similar as in the NTT stage. The differences
are that the butterfly units and the w address generator are now operating in
the inverse mode. There are 3 INTT operations to be done, and 6945 cycles are
consumed in this stage.

o In the crt stage, the DSP slices in the three butterfly units are used to calculate the
partial result hg’aqch using the CRT. All of the partial results are then summed
up as one integer, which is the input of the modulo ¢ unit. After this f(x)g(z) is
ready but without modulo 2P — x — 1 applied. It takes 3080 cycles to complete
this stage.

o In the reduce stage, h\")(z) = f(z)g(x) mod 2P — z — 1 is evaluated. A register hy
is used to help the latter addition. The coefficient of z¢ in f(x)g(z) for 0 < i < 760
(denoted as h;) are copied sequentially into bank 2, and afterwards we set h; = 0
during the duplication of the lower coefficients. h; for 761 < ¢ < 1520 is then
sequentially loaded, and h;_7¢1 is loaded from bank 2 simultaneously. hgr_)ml £
(hi + hgq+ hi—761) mod ¢ is computed and saved into bank 2 at the next cycle, and
we set hg £ h; simultaneously for the next cycle. After hiso is processed, hrgo is
loaded, and h%)o £ (hq + h760) mod ¢ is computed and saved into bank 2. This
stage takes 1530 cycles.

o A (x) is ready in bank 2 at the finish stage. To reduce the critical paths while
fetching data from bank 2, a pipelined approach in the address assignment is
applied, which results in some overhead. Fetching (") (x) takes 770 cycles.

We inspect how the coefficients in the polynomial f,i(z) and g,:(2) are stored in the
memory banks. One z-polynomial requires 512 cells as the storage of coefficients, and we
save half of the coefficients in 256 cells of bank 0 and the other half in 256 cells of bank
1. This design allows us to feed the inputs simultaneously into the butterfly units, and
we use the efficient in-place memory addressing introduced in [187], which provides the
formula of bank index B(-) and the lower bits of the address A;(-). The higher bits of
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the address Ap(-) just indicate which z-polynomial is being addressed. The bank index
and address are given by

B(z', hys(2)) = i[8] @ i[7] @ ... ®i[0] (6.1)
Al(2 by (2)) = i[8 : 1] (6.2)
Ay () =0 (6.3)
A2 hys (2)) = 22 An() + Ai() (6.4)

It should be noted that in the reload stage and at the end of multiplication, as the NTT
itself re-arranges the order of the coefficients such that the address in one polynomial is
bit reversed, the lower 9 bits of the address need to be reversed. The higher 3 bits do
not join the bit reversal.

6.5. Generation of Short Polynomials and Fixed-Weight
Sampling

During the encapsulation and key generation in Streamlined NTRU Prime, a short polyno-
mial has to be created. A short polynomial has a fixed weight of exactly w coefficients that
are either 1 or —1, with all other coefficients being zero. For this, the original Streamlined
NTRU Prime paper suggests using a sorting network [7] and using a sorting algorithm
is a well-established method to randomly shuffle a list in constant-time [88,188]. In our
case, a list of p 32bit random numbers is created. For the first w, the least significant
bit is set to 0 so that the number is always even. For the others, the lowest two bits
are set to (0,1). This list of numbers is then sorted, after which the upper 30bit are
discarded. The remaining 2 bit numbers are then subtracted by one. As a result, ex-
actly w elements are either 1 or -1, and the rest are all zero. An alternative method
for generating short polynomials would be a shuffling algorithm such as Fisher—Yates,
as used by the Dilithium hardware implementation in [189]. However, in Dilithium, a
public polynomial is sorted, whereas in Streamlined NTRU Prime, a secret polynomial is
sorted, and thus requires a constant-time algorithm. Because the Fisher—Yates shuffle is
difficult to implement in constant-time [88,188], we do not consider it an option.

The reference C implementation of Streamlined NTRU Prime [9], as well as our hard-
ware implementation in [10] use a constant-time sorting network, originally presented
in [7]. The C-code of the sorting algorithm can be found in Listing 6.1. However in
hardware, we can use a faster method in the form of the radix sorting algorithm [190].
Radix sort is an extremely fast sorting algorithm, offering O(n) speed compared to the
O(nlogn) of the sorting network used in [10] and [9]. The use of radix sort for Stream-
lined NTRU Prime was first presented in our implementation in [17]. However, radix sort
has the drawback of having input dependent addressing, which would disqualify it for
memory architectures that have a cache due to timing side-channel leakages. Because
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1 void minmax(uint32 *x,uint32 x*y) {
2 uint32 xi = *x; uint32 yi = x*xy;
3 uint32 xy = xi = yi;
uint32 ¢ = yi - xi;
5 c "= xy & (¢ ~ yi =~ 0x80000000) ;
6 c >>= 31;
7 c = -c;
8 c &= xy;
9 *x = xi T c¢c; *y = yi T c;
o}
1 void uint32_sort(uint32 *x,int n) {
2 int top,p,q,i;
: top = 1;
| while (top < n - top) top += top;
5 for (p = top;p > O;p >>= 1) {

6 for (i = 0;1 < n - p;++i)

7 minmax(x + i,x + i + p);

8 for (q = top;q > p;q >>= 1)

19 for (i = 0;i < n - q;++i)

20 minmax(x + i + p,x + i + q);

. }
o}

Listing 6.1: The C code of the constant-time sorting network. The minmax function compares
and swaps the two inputs [7,9].

the BRAMs on an FPGA (or the SRAM in an ASIC) do not have any sort of cache, we
can safely implement the algorithm. Our implementation is based on the radix sorting
algorithm in the SUPERCOP benchmark suite [191]. A comparison of different sorting
algorithms is in Table 7.1.

A further optimization we have implemented is the pregeneration of short polynomials.
Because short polynomials can be generated independently of the operation (encapsu-
lation or key generation) or any other input (e.g., the public key), we can pregenerate
a short polynomial, instead of generating it on-demand. This pregenerated short poly-
nomial is then cached and is output when the encapsulation or key generation starts.
Once it has been output, we can use the rest of the time spent on encapsulation or
key generation to pregenerate a new short polynomial for the next operation. This in
particular speeds up encapsulation because the rest of the modules do not have to wait
until the sorting has completed. Note that this pregeneration is also possible for NTRU,
but not Kyber, and would allow for a similar speed-up.

The one case where this pregeneration would not be possible is if an encapsulation
starts immediately after power on. In that case, the encapsulation would have to wait
until a short polynomial is generated. Further encapsulations however would be able to
use a cached pregenerated short polynomial, so only the very first encapsulation would
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be delayed. However, the described scenario is unlikely to occur in the real word because
it disregards aspects such as the loading of the public key (from e.g., a flash storage),
which will likely take longer than the sorting.

A further optimization in the generation of short polynomials for very high-speed
designs is the usage of multiple sorting modules: If the speed of sorting is not sufficient,
then multiple sorting modules can operate independently in parallel. Each individual
module pregenerates and caches a short polynomial, and outputs it when requested in a
round-robin manner, before starting over. This allows short polynomials, averaged over
time, to be generated at a much higher rate.

6.6. Batch Inversion using Montgomery’s Trick

To accelerate the inversion during key generation, we employ batch inversion using Mont-
gomery’s trick. For the polynomial inversion itself, we use the constant-time extended
GCD algorithm from [87] (see Section 4.1 for more details). This algorithm uses a con-
stant number of division steps (see Equation 4.1) to calculate the inverse of the input
polynomial. This algorithm is used by the reference implementation of Streamlined NTRU
Prime [9] and is also used in the previously published hardware implementations [10,17]
as part of this thesis. The modular multiplication and subtractions are implemented to
employ the DSP slices of FPGAs. The division by z in Equation 4.1 is implemented
by shifting the coefficients in memory. In addition, we implement the swap condition in
Equation 4.1 with the help of multiplexors that toggle which memory bank is used for
the divstep.

We also modify the extended GCD algorithm to enable a vectorized computation of
the modular multiplication within the divstep, effectively unrolling the loops in Line 28
and Line 29 in Listing A.1. Increasing the unroll factor proportionally decreases the
total number of cycles for an inversion. The architecture of the R/q inversion can be
found in Figure 6.4. We do not consider alternative inversion methods, such as Fermat’s
method or Hensel lifting, because they are either slower, not constant-time or are not
applicable to the rings used in Streamlined NTRU Prime [87,90]. In addition, we also
improve on our design from [17] by adding additional pipeline stages, in order to shorten
the critical path and increase the maximum clock frequency.

The use of batch inversion for Streamlined NTRU Prime in a hardware design was first
presented in [17], as part of this thesis. We only implement batch inversion for the
inversion in R/q. For inversion in R /3, it is more efficient to simply increase the unroll
factor, as the modular multiplication operation in R /3 is trivial (see also Algorithm 10).
For example, with an unroll factor of 32 the inversion in R/3 takes 47166 cycles. The
inversion in R /3 also has the potential of having non-invertable polynomials. We skip
the invertibility check and perform rejection-sampling instead: In case of a non-invertible
R /3 polynomial, we simple redo the inversion with a new R /3 polynomial. However for
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Figure 6.4.: The architecture of the R /g inversion module using the extended GCD algorithm
[17]. The to-be-inverted polynomial is loaded into RAM g. At the start of the algorithm, RAM
v stores an all-zero polynomial, RAM 7 the polynomial (37! mod ¢,0,...,0) and RAM f the
polynomial (1,0, ...,0,—1,—1) (f is thus guaranteed to be coprime with g). The final result is
stored in RAM v. The section marked “Divstep” is the part that is replicated when loop unrolling
is applied. This also requires wider read/write ports to the RAM. The architecture of the R/3
inversion is identical, other that all arithmetic operations are performed in R /3.

batch inversion, we would have to check every polynomial for invertibility, as a single
non-invertible polynomial would force us to redo the entire batch. As short polynomials
in R/q are guaranteed to be invertible, this issue does not occur there.

Doing batch inversion has an additional caveat: For a batch size of n, it requires n
multiplications where both polynomials are in R/q (Line 7 in Algorithm 4). This is
an issue, as the polynomial multiplier for Streamlined NTRU Prime normally always has
one operand in R/3. This means we cannot use our schoolbook multiplier because the
multiplier has optimizations that rely on one operand being in R/3 (see Section 6.2).
As a result, we add a second multiplier to our design, namely the NTT multiplier with
a CRT map for the R/q - R/q multiplication (see Section 6.4).
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Due to the additional R/q - R/q multiplier, batch inversion is not automatically the
optimal way of inverting polynomials in R/q. This is because the additional multiplier
consumes hardware resources that could otherwise be used to implement a higher unroll
factor for the R/q inversion. In addition, larger batch sizes require more BRAM to store
intermediate results. Depending on the speed and hardware consumption of non-batch
inversion, batch inversion and multiplication respectively, together with the available
hardware resources and batch size, the optimal solution varies. A contour plot that
shows the minimum batch size needed for Montgomery’s trick to be worthwhile for
different inversion and multiplication speeds is shown in Figure 6.5. As an example,
assume the three multiplications take 40000 cycles in total, which is roughly how long
two R/q-R/3 and one R/q-R/q multiplication take in our design for the parameter set
sntrup761. At the same time, assume that with the extra hardware resources, we could
alternatively accelerate the inversion by a factor of 2. According to the plot, a batch
size of 4 would be sufficient for Montgomery’s trick to be worthwhile. In practice, we
recommend using batch sizes of 5, 21 and 42 for the parameter set sntrup761. These sizes
are found via experimentation and pack the 36kbit BRAM available in Xilinx FPGAs
as densely as possible. Table 7.14 lists the additional BRAM cost for the different batch
sizes, as well as the associated cycles. For FPGAs and ASICs with memories of different
sizes, the optimal batch size would vary accordingly.

The additional memory during batch inversion is needed to store the intermediate
polynomials a;, ai_l, fi and f,L»_1 for 0 < i < n (see Algorithm 4), as well the n g; and
9; ! polynomials. Relatively little memory is needed to store the f; polynomials because
these are short polynomials in R/3, and only require two bit per coefficient. The same
applies to g; and g; ! as they are small polynomials in R/3. Our design in [17] stores
all polynomial arrays in their entirety and begins the computation of the public key
polynomials h; once the batch inversion is complete. However, this is not actually
necessary, and can be optimized to reduce the memory footprint: In Line 7 of Algorithm
4, fi_1 is computed. We can then immediately use fz-_1 to compute the corresponding
public key polynomial h; (Line 6 in Algorithm 1), output the private key and public
key, and then discard fi_l. In a similar fashion, once a; ! has been used to compute
£ (Line 8 in of Algorithm 4), it is also not needed further and can be discarded. This
allows us to reduce the memory cost because we only ever have to use enough memory
to store a single polynomial of each fi_l and a; ! rather than the entire array. As fi_l
and a; L are both polynomials in R/q, they require [log, ¢] bits per coefficient, as do the
polynomials a;. Thus, not having to store all a; L and fi_1 reduces the memory cost by
almost two-thirds. The main memory footprint is now from the n polynomials a;, which
all have to be stored for the entire duration of the batch inversion.

6.7. Modular Reduction With and Without DSPs

In many parts during the Streamlined NTRU Prime KEM, we must compute the modular
reduction of an integer. Examples are reducing polynomial coefficients to Z/3, Z/q, an
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Figure 6.5.: Minimum batch size when comparing the cycle count for the three multiplications
incurred per polynomial inversion when using Montgomery’s trick, to simply accelerating the
inversion itself [17]. This assumes a base R/q inversion speed of 1200000 cycles, which is
roughly the number of cycles an R/q inversion takes with an unroll factor of 1 (i.e., no loop
unrolling).

NTT-friendly prime, or during the decoding. A modulo 3 reduction is also needed for
the rounding of ciphertexts during the encapsulation and re-encryption, and for address
computation within the NTT module. Two methods are presented for such reductions:
A DSP-based Barrett reduction, and a DSP free reduction based on LUT.

6.7.1. Barrett Reduction

Barrett reduction allows a modulo operation to be replaced with a multiplication with
a precomputed constant and a bit shift [192]. This can be implemented efficiently in
the DSP units of the FGPA. For the reduction to Z/3, we slightly modify the constants
from Barrett’s original paper. The modified constants are needed to reduce values from
a larger interval than normally allowed: Barrett reduction for a modulus ¢ is only correct
for the interval [0, ¢%]. This obviously does not work if we wish to reduce values from
Z/q to Z/3 if ¢ > 9. In addition, the modifications allow us to reuse the reduction to
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import math
q=4591; q_half = math.floor(q/2); p=761

3 k=16; r=math.floor ((2xxk) / 3)

def reduce_and_round(input) :
rounded_output = 3*x(((input+q_half) * r + 2*x(k - 1)) >> k)-
q_half
mod_3_result = input - rounded_output
return [rounded_output, mod_3_result]

Listing 6.2: A python version of our combined Barrett reduction to Z/3 and rounding algorithm.

round coefficients to the nearest multiple of three. A Python version of our reduction
algorithm with the constants is found in Listing 6.2. To verify the correctness of the
modified constants, we mechanically verify in a simulator that all possible elements from
Z/q are both rounded correctly and reduced to the correct values in Z/3. This would
mean that for elements outside of Z/q, one would first have to reduce to Z/q, and then
again to Z/3. However, this situation does not occur in Streamlined NTRU Prime.

Our Streamlined NTRU Prime implementation from [10] exclusively uses Barrett re-
duction for all modular reduction computations. Our implementation from [17] uses
Barrett reduction in the decoder and the rounding module. The improved high-speed
implementation only uses Barrett reduction in the decoder. For all other reductions, the
DSP-free reduction is used, which is presented in the next section.

6.7.2. Reduction Without DSPs

The following work on modular reduction without DSP was primarily done by the coau-
thors of the Academia Sinica and the National Taiwanese University for our joint pa-
per [17]. We extend the technique of fast modulo reduction in [104] (called Shifting
Reduction) which does not use additional DSP slices. We apply this technique in the
cases ¢ € {7681,12289,15361}. Moreover, in the case ¢ = 4591, another reduction tech-
nique (called Linear Reduction) will be introduced. Linear reduction will also be used
for ¢ = 4621 and g = 5167. All modular reductions are fully pipelined and can process
one new operand per clock cycle.

6.7.2.1. Signed Modular Reduction on ¢ = 12289

We start with the modification of the unsigned reduction with ¢ = 12289 as introduced
in [104]. In the signed case, the reduction is slightly different: Suppose —6144 < a < 6144
and —6144 < b < 6144. We know that z = ab is a 27 bit signed number (and not 28 bit
as in the unsigned case) and

(5C00000)16 = —37748736 < z = ab < 37748736 = (2400000)16 (6.5)

We have ¢ = 214 — 212 41, 50 24 = 22 — 1 (mod ¢). The sign bit 2[26] contributes
—226 = 1365 = 2!' — 683 (mod ¢). With a similar derivation in [104], z can be re-
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expressed as:

z = —2%62]26] 4 2M2[25 : 14] + 2[13 : 0]
= 13652[26] + z[13 : 0]
+212(2[25 : 24] + 2[23 : 22] + 2[21 : 20] + 2[19 : 18]
+ 2[17 : 16] + 2[15 : 14])
— (2]25: 14] + z[25 : 16] + 2[25 : 18] + 2[25 : 20]
+ 2[25 : 22] + 2[25 : 24])
= 212]26] + 2[11 : 0]
+ 212 (2]25 : 24] + 2[23 : 22] + 2[21 : 20]
+ 2[19 : 18] 4 2[17 : 16] + 2[15 : 14] + 2[13 : 12])
— (6832]26] 4 2[25 : 14] + 2[25 : 16]
+ 2[25 : 18] + 2[25 : 20] + 2[25 : 22] + 2[25 : 24]) (6.6)

We separate the positive and negative terms and define:

Zpu 2 2[25 : 24] + 2[23 1 22] + 2[21 : 20] + 2[19 : 18]
+ 2[17 : 16] 4 2[15 : 14] 4 2[13 : 12
Zp2u = Zpuld] + 2pu3 1 2] + zpu[1 : O]
Zpiu = Zp2u (2] + 2p2,[1 1 0]
zp 2 2122, + 21 2[26]) + 2[11 : 0]
Zn = 6832[26] + 2[25 : 14] + 2[25 : 16] + 2[25 : 18]
+ 2[25 : 20] 4 2[25 : 22] 4 2[25 : 24 (6.7)

Clearly z, — 2z, = z (mod q). 2, is not greater than 21, 2,2, is not greater than 6, and
Zp3,, NOt greater than 3. 2, can be represented as

2p =228, + 212026] + Z[11 : 0] — (22, [2] + 2pul4] + 2pu[4: 2]) £ 25 (mod q) (6.8)

which is not greater than 12288 + 2048 + 4095 = 18431 < ¢ + q;—l. We also have

Zn < 683 + (3 + 15 + 63 + 255 + 1023 + 4095) = 6074 < 3. Now 29 £ 2} — 2, = 2

(mod ¢) and is an integer in [—6074, 18431]. We need only to check if zy is greater than
% = 6144, and perform a subtraction of ¢ if this is the case. The equivalent logic
circuit is given in Figure 6.6. The bold blocks and dataflows differ from that in [104]

due to our use of signed reduction.

6.7.2.2. Signed Modular Reduction on ¢ = 7681

Shifting Reduction can be easily applied in the case ¢ = 7681 since ¢ is of the form
q= oh _ 9l 4 1. Suppose —3840 < a < 3840 and —3840 < b < 3840. Now z = ab is a
25 bit signed number and

(11F0000) 15 = —14745600 < z = ab < 14745600 = (0E10000)1¢ (6.9)
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Figure 6.6.: Modified circuit for signed reduction modulo 12289 [17].

Since ¢ = 213 — 2% 4+ 1, we have 2!3 = 29 — 1 (mod ¢). The sign bit 2[24] contributes
—224 = 1912 (mod q). Now z can be re-expressed as
2= —2212[24] 4+ 2'32[23 : 13] + 2[12 : 0]
2[12: 0] + 2%(2[23 : 21] + 2[20 : 17] + 2[16 : 13))
— (19122[24] + 2[23 : 21] + 2[23 : 17] + 2[23 : 13])
2[8: 0] 4 2%(2[23 : 21] + 2[20 : 17] + 2[16 : 13] + 2[12: 9])
— (1912z2[24] + 2[23 : 21] + 2[23 : 17] 4+ 2[23 : 13]) (mod q) (6.10)

We define:
Zpu = 2[23 1 21) 4 2[20 : 17] 4 2[16 : 13] + 2[12 : 9]
Zp2y = 2pu[B 1 4]+ 2pu[3 1 0]
PR—— Zp2q[4] + 2p2,,[3 : 0]
zp 2 2[8: 0] + 22,
zn 2 19122(24] + 2[23 : 21] + 2[23 : 17] + 2[23 : 13] (6.11)
Zpu is a 6 bit unsigned integer, and if zp,[5 : 4] = 3, then 2,,[3 : 0] <4 and 2,2, < 7. So
22, < 17 and is a 5 bit integer and then z,3, < 15, and 2,2, [4] + 2pu[5 : 4] < 3. Now
zp = 2[8: 0] + 272y,
= 2[8: 0] + 22,2, — zpu[5 : 4]

=z[8:0] + 29zp3u — (2p2u[4] + 2pu[D : 4]) £ 2

» (mod q) (6.12)
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and is bounded by 8191. On the other hand, z, is bounded by 1912 + 7 + 127 4+ 2047 =
4093. Therefore, zg = Zp — Zn = 2p — 2p = 2 (mod ¢g) and is an integer in [—-4093, 8191].
We can tighten the possible values to [—3581,8191] because of following lemma:

Lemma 6.7.1. zy > —3581, which is larger than —(q — 1)/2 = —3840.

Proof. We only need to consider the case where 3582 < z, < 4093, since for the case
zn < 3582 the inequality always holds. Using Equation 6.11 we can write:

3582 < 19122[24] + 2[23 : 21] + 2[23 : 17] + 2[23 : 13] < 4093 (6.13)

We know that the bound of each term is 1912, 7, 127 and 2047 respectively. To ensure
that z, is not less than 3582, we need z[24] = 1. We can also place a bound on 2[23 : 13]:

3582 — 1912 — 7 — 127 = 1539 = (603)16 < 2[23 : 13] < 2047 = (7FF)4 (6.14)

Then because z[23 : 21] > 6, it follows that z,, > 6, and further z,2, > 1 and 2,3, > 1.
Therefore z; > 512, which in turn ensures

z; — 2p > 512 — 4093 = —3581. (6.15)

O]

We now only need to determine if zg > 3840, in which case another signed subtraction
by ¢ is necessary to bound the result in [—3840, 3840]. The circuit for the signed reduction
modulo 7681 is shown in Figure 6.7. We can see that the architecture is very similar to
that for modulo 12289. The main difference is the dataflow of the sign bit.

718:0]
Z23:21] Zod 4] Zpu03:0, Z8:0}
1 Zpuf5:4] Zpaf3:0] 1
Z[20:17] Zp2([4:0] Zp23:0] + 13 .
) Zpul5:0] W .| %
2[16’:13] + s 1 Zp2if4] A
2[1'2:9] Zpu5:4] | 4 A
; 7 2

T
24 T

224:0] D
0
1912

723:21]

2[23::17] + {2
223:13]
2

2

Figure 6.7.: Equivalent circuit for signed reduction modulo 7681 [17].
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6.7.2.3. Signed Modular Reduction on ¢ = 15361

We can also use Shifting Reduction in the case ¢ = 15361. Suppose —7680 < a < 7680
and —7680 < b < 7680. Now z = ab is a 27 bit signed number and

(47C0000)16 = —58982400 < z = ab < 58982400 < (3840000)16 (6.16)

We have ¢ = 24 — 210 4 1 and the sign bit 2[26] contributes —22¢ = 3345 = 212 — 751
(mod ¢q). z can be re-expressed as
2= —2%2]26] + 2'2[25 : 14] + 2[13 : (]
= 33452[26] + 2[13 : 0] + 2'0(2[25 : 22] + 2[21 : 18] + 2[17 : 14])
— (2[25: 14] + 2[25 : 18] + z[25 : 22])
= 2122[26] + 2[9 : 0]
+ 210(2[25 : 22] + 2[21 : 18] 4 2[17 : 14] + 2[13 : 10])
— (7512[26] + 2[25 : 14] + 2[25 : 18] + 2[25 : 22]) (6.17)

We define:

>

Zpu = 2[13 1 10] + 2[25 : 22] + 2[21 : 18] + 2[17 : 14]

Zpu[D 4] + zpu[3 : 0] + 42[26]

Zp2q 4] + 2p2,,[3 : 0]

2102, + 2122[26] 4 2[9 : 0]

Zy = T512[26] + 2[25 : 14] + 2[25 : 18] + 2[25 : 22] (6.18)

> >

(1>

Note that the definition of 2,2, is slightly different from the other cases. We can see that
Zpu is @ 6 bit unsigned integer. If 2,,[5 : 4] = 3, then 2z,,[3 : 0] <12 and 2,2, < 19. This
means that 2,2, < 21 and is a 5 bit integer. Now
zp = 202, + 2122(26] + 2[9 : 0]
=2102,,[3: 0] + 212, [5 : 4] + 210 - 42[26] + 2[9 : 0]
2[9: 0]+ 2022, — 2pu[5 : 4]
2[9: 0]+ 2025, — (2, 4] + 2pu[5: 4]) £ 25 (mod q) (6.19)

and is bounded by 16383. z, is bounded by 751 + 4095 + 255 + 15 = 5116. Therefore,
20 = 2y —2n = 2p — 2p = 2 (mod ¢) and is an integer in [-5116, 16383]. We need only to
check if the value of zg is greater than 7680 and perform a subtraction of ¢ if this is the
case. The circuit diagram for signed reduction modulo 15361 is omitted as it is similar
to those for modulo 7681 and 12289.

6.7.2.4. Signed Modular Reduction on ¢ = 4591

The reduction of integers modulo g = 4591 (or other ¢’s of the parameter sets of Stream-
lined NTRU Prime) using Shifting Reduction is not easily obtained since all the primes
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are not of the form ¢ = 2" — 2! + 1. For example, ¢ = 4591 = 212 429 — 2% — 1 ig
of effective Hamming weight 4. Shifting Reduction will make the bits spread into the
lower bits, making the positive and the negative parts of the partial results (as z, and
zp, defined in the case ¢ € {7681, 12289,15361}) hard to be analyze.

In the signed version modification doing modulo 12289, we separate the sign bit from
other bits and consider it independently. However, we can actually consider each indi-
vidual bit independently. This allows us to transform the reduction problem into several
signed additions. We will call this technique Linear Reduction. This technique was first
presented in [17], for ¢ = 4591 for the sntrup761 parameter set.

In our implementation, the integer z that will be reduced is a 33 bit signed integer
bounded by

(11117A137)16 <z < (OEEE85ECQ)16

—4008206025 <z < 4008206025 = (2295)2 - 761 (6.20)
In this case z can be represented as
31
z=—2%2[32] + > 2°2]i]
i=0
= 4332(32]

+ 2079z[31] 4 33352[30] + 39632[29] + 42772[28] + 44342[27]

+ 22172[26] 4 3404z[25] + 17022[24] 4+ 8512[23] + 27212[22]

+ 36562[21] 4 18282[20] + 9142[19] + 4572[18] + 25242[17]

+ 12622[16] 4+ 6312[15] + 26112[14] + 36012[13] + 40962[12]

+2[11:0] (mod q) (6.21)
We could do 22 signed modular additions, but this approach would make the critical

path be 5 signed modular additions, assuming we use a tree-adder like structure. With
an implementation in hardware, we can actually pre-combine some of the additions.

The basic idea is to utilize the power of Look-Up Tables. Xilinx FPGAs provide
LUT units supporting the functions of both LUT52 and LUTg ;. We can divide the
most significant 21 bits into 5 groups, each containing 3 to 5 specified bits, and collect
z[11 : 0] as one group. Specifically, we define

po = 2[11: 0]

p1 £ (33352[30] + 27212[22] + 25242(17] + 26112[14]) mod g

P2 2 (4332(32] + 8512(23] + 9142[19] + 4572[18] + 6312(15]) mod ¢

no £ —(39632[29] + 42772[28] + 34042[25] 4 36562[21] + 36012[13]) mod ¢

ny = —(44342[27] 4 12622[16] + 40962[12]) mod q

ny £ —(20792[31] + 22172[26] + 17022[24] 4 18282[20]) mod g (6.22)
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We could apply any other partition, however the partition we decide to use is beneficial
for the later calculations because we can bound each group:

po < 4095

p1 < 4076 < 4095

po < 3286, ps + 4591 < 7877 < 8191

no < 4054 < 4095

np < 3981 < 4095

ng < 3573, n9 + 4591 < 8164 < 8191 (6.23)

All possible values of p1, p2, ng, n1, and no are pre-calculated and stored in the dis-

tributed memory constructed by LUT5 2 units. The values of p1, p2, ng, n1, and no are
then determined at the outputs of the LUTs, according to the inputs z[33 : 12].

Now we can easily implement the reduction with the modular additions:

po1 = po + p1

(1>

no1 ng + ni

(1>

2p = (po1 mod q) + p2

(1>

(np1 mod q) + na
2 E gy — 2 (6.24)

Zn

z

We can see that po1, no1, 2p, 2n are all 13 bit unsigned integers. and z* is bounded by
[—8191, 8191], which is a 14 bit signed integer. z mod*q can be found by

zmod¥q = 2"+ kq, k € {—2,-1,0,1,2} (6.25)

6.7.2.5. Signed Modular Reduction on ¢ = 4621 and ¢ = 5167

We can apply linear reduction in the same way as in Section 6.7.2.4 to the other moduli
of the other Streamlined NTRU Prime parameter sets. Concretely, we also apply the
technique to ¢ = 4621 and ¢ = 5167, which are needed for the sntrup653 and sntrup857
parameter sets respectively. The reduction module for ¢ = 4621 was implemented by
Bo-Yuan Peng of the Academia Sinica, while I implemented the reduction module for
q = 5167. Because the linear reduction is applied in an identical way, we leave out the
details of the partitioning.

6.7.2.6. Signed Modular Reduction on ¢ =3

For the modular 3 reduction, we can use a related technique as above to avoid needing
a DSP. This technique was first presented in [20]. During the reduction, we have an
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input from Z/q and want to reduce it to Z/3, specifically {—1,0,1}. We start with an
unsigned 13 bit number z[12 : 0] and repeatedly exploit the relation 2 = —1 mod 3.
2[12: 0] = 22[12 : 1] 4 2[0] = —2[12 : 1] 4 2[0] mod 3
= —22[12:2] — 2[1] + 2[0] = 2[12: 2] — z[1] + 2[0] = ... mod 3

6 5
= Z 2[2i] — Z z[2¢ 4+ 1] mod 3 (6.26)
i=0 i=0

The result of this computation ranges from -6 to 7 and is represented by a signed 4 bit
integer y[3 : 0] = —23y[3] + y[2 : 0]. We again exploit the above relation:

—23y[3] + y[2: 0] = y[3] + y[2: 0] = y[3] + 2y[2 : 1] + y[0] mod 3
3] = y[2: 1] +y[0] = y[3] — 2y[2] — y[1] + y[0] mod 3
3] + y[2] — y[1] + y[0] mod 3 (6.27)

This results in a value ranging from -1 to 3, represented by a signed 3bit integer
x[2:0] = —4z[2] +z[1 : 0] = z[1 : 0] — [2] mod 3. This value can already be mapped to
a value w[l : 0] € {—1,0,1} efficiently:

w[0] = z[0] & z[1] & z[2] (6.28)
wll] = (z[0] A z[1]) © z[1] ® z[2] (6.29)

One additional point to consider is that this modulo 3 calculation assumes an unsigned
13 bit number. However, in the Streamlined NTRU Prime specification, the modulo 3
operation is used on signed 13 bit numbers, in the interval [—(¢ — 1)/2, (¢ — 1)/2] [9].
This means that numbers where z[12] = 1 (i.e., in the interval [—(¢ —1)/2, —1]) must be
treated slightly differently, as these are negative. However, the solution is simple: since
q = 4591, and 4591 = 1 mod 3, we simply have to add 1 to the final result if z[12] = 1.
This relation is true for all ¢ in all Streamlined NTRU Prime parameter sets. When we
want to perform the rounding, we first compute the input modulo 3, and then subtract
that result from the input to receive the rounded input. All of the above we implement
in only a small amount on LUT, together with some FF for pipelining.

6.8. Implementation of the Codec for Polynomials in
R/3 and R/q

In order to save bytes during transmission and key storage, as well as to be able to
hash polynomials, Streamlined NTRU Prime has specified an encoding for all the various
polynomials. This encoding transforms the polynomials to and from byte strings. The
polynomials of the private key f, g~! and the secret r are all in R /3. For these elements,
each polynomial coefficient is in Z/3 and can be represented with 2 bits. The encoding
is thus trivial: Four coefficients are packed in a shift register into a single byte for the
encoding (and vice-versa for the decoding). Because p is not a multiple of four in any of
the parameter sets, the final byte is zero padded.
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The codec for polynomials in R/q is more complicated, and uses the algorithms de-
scribed in Section 4.5. The first hardware implementation to use these codecs is [10],
as part of this thesis. The encoder can be implemented in a relatively straightforward
way according to Listing 4.1. However, the decoder is significantly more complex. A
reason for this is that the decoder requires a 32 bit by 16 bit division (Line 19 in Listing
4.2). In order to avoid the need to implement a full division circuit, we precalculate all
divisors, which are not dependent on any secrets, and store these in a table. For p = 761
and ¢ = 4591, there are in total 42 different divisors, each fitting in 16 bit. Half of these
are for the decoding the rounded coefficients of the ciphertext, the other half are for the
public key. Due to the precalculation, we can then use integer division by a constant,
allowing us to replace the division with a multiplication and a bit shift [193].

However, our encoder and decoder from [10] are comparatively expensive and ineffi-
cient. An improved codec is presented in [17], also as a part of this thesis, though the
implementation was primarily done by my coauthors from the Academia Sinica. For
this implementation, we inspect inductively the details of the process of the encoder and
decoder, especially how Ry and My (denoted as R2 and M2 in Listing 4.2) change with
respect to R and M, how many output bytes there are in each round, and what exactly
M is during each recursive call. We will use (-) to indicate the contents of the lists.

Case 1: When len(M) = 1, that is, R = (ro) and M = (my), there is no recursive
call. We know that r¢g < 16384, so all the bytes of g are dumped as output bytes to the
encoded sequence. If mg > 255, we output 2 bytes and otherwise output 1 byte.

Case 2: When len(M) = 2, that is, R = (ro,71) and M = (mg,m1), we compute
ry = 1o+ mor1. The upper bound for | and the new my, can actually be pre-determined
just from mg and m1. Whether 0, 1, or 2 bytes are sent as output can also pre-determined
from mg and m;.

Case 3: When R = (rg,...r2n—1,72n), M = (mg,...,mg,m1) and len(M) = 2n + 1
where n is a positive integer, we can compute rg = r9; + more41 for each 0 < i <n—1.
The upper bound of each r, and the new my can be pre-determined just from my.
Whether 0, 1, or 2 bytes are sent as output can also pre-determined by mg. We denote

/(replaced)

the “replaced” r; appended into Ry as r; , which satisfies

/ /
/(replaced) r T T
. e {r, , 6.30
/(replaced) /(replaced

and then we have Ry = (rg yeees T ),rgn} and My = (my,...mg, m1), with
len(M3) = n+1. Note that the structure of M’ and M are similar: a sequence of specified
integers mg or my in [1,16383] followed by an integer mq, which is either distinct from
or the same as mq or my,.
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Case 4: When R = (rg,...ron,Ton+1), M = (mg,...,mg,m1) and len(M) = 2n + 2
where n is a positive integer, we can compute 7, = r9; + mora;41 for each 0 < i < n. If
0 <4 < n—1, the upper bound of 7, and the new my, can be pre-determined only by my.
The upper bound of r},, which is the last element in Ry, and the new m/, which is the
last element in Mo, is pre-determined by both mg and m;. For 0 < ¢ < n — 1, whether
0, 1, or 2 bytes are sent as output when computing r; is also pre-determined by my.
Whether 0, 1, 2 bytes are sent as output when computing 7/, is pre-determined by my
and mi. We can also compute the resulting Ry = <r6(replawd), - r;(ielp laced), rgreplaced)},
My = (my,...,my,my}, and len(M) = n + 1. The structure of My and M are still
similar: a sequence of specified integers mg or my, followed by an integer m/, which is

either distinct from or the same as mg or my,.

We know that when the encode starts, M = (g, ..., q) and len(M) is odd. This implies
that we only need to track mg, m; and the output bytes for each regular pair of r’s and
for the last . Table 6.1 shows the values of mg, m1, and the number of output bytes.
We can see that the total encoded bytes are of length 1158. For the rounded encode,
we replace the ¢ in M with ¢ = 1531 = [¢/3]. We can then also precompute similar
tracking info, shown in Table 6.2. The total encoded bytes there are of length 1007.

Table 6.1.: Round information doing R/g-encode for the parameter set sntrup761 [17].

Round len(M) mg  regular output subtotal m;  last output

1 761 4591 2 760 4591 N/A
2 381 322 1 190 4591 N/A
3 191 406 1 95 4591 N/A
4 96 644 1 A7 4591 1
5 48 1621 1 23 11550 2
6 24 10265 2 22 286 1
7 12 1608 1 5 11468 2
8 6 10101 2 4 282 1
9 3 1557 1 1 11127 N/A
10 2 9740 N/A N/A 11127 2
11 1 N/A N/A N/A 1608 2

The block diagrams of the encoder and decoder are shown in Figure 6.8a and 6.8b,
where the dashed blocks are external modules. The parameter module with the round
information is a look-up table of either Table 6.1 or Table 6.2, allowing the encoder and
decoder to flexibly switch between either R/g-encode or rounded-encode (respectively
decode). In addition, this also allows the circuits to be able to perform the encode/decode
for any parameter set, as one only has to replace the parameter module. The encoder
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Table 6.2.: Round information doing rounded encode for the parameter set sntrup761 [17].

Round len(M) mg regular output subtotal m; last output

1 761 1531 1 380 1531 N/A
2 381 9157 2 380 1531 N/A
3 191 1280 1 95 1531 N/A
4 96 6400 2 94 1531 2
5 48 625 1 23 150 1
6 24 1526 1 11 367 1
7 12 9097 2 10 2188 2
8 6 1263 1 2 304 1
9 3 6232 2 2 1500 N/A
10 2 593 N/A N/A 1500 1
11 1 N/A N/A N/A 3475 2

needs a DSP slice to evaluate r{, = 9 + mori. The decoder needs 4 DSP slices to apply
Barrett’s reduction to evaluate ro = 7, mod mg. Both of the encoder and the decoder
also need an internal memory buffer to save the intermediate R values.

To improve our work from [17], we carefully analyze and optimize the register pipelin-
ing, in particular of the Barrett reduction in the decoder. This allows us to reduce the
critical path and in turn increase the maximum clock frequency. A further improvement
of the encoder lies in the retrieval of the ro and r; values. In [17], one word of the R
input BRAM (or R buffer BRAM) is fetched per clock cycle. Hence, it takes two clock
cycles before rj, = ro+mor; can be evaluated. A straightforward optimization is to read
two words per clock cycle from the BRAMs per clock cycle, allowing r{, = r¢ + mor1 to
be evaluated every clock cycle. This requires both the external R input BRAM and the
buffer BRAM to be able to deliver two polynomial coefficients per clock cycle. It does
not require any changes to the round information in the parameter modules. All of these
improvements were done by me.

In [17], we presented the parameter modules for all en- and decoding for the Stream-
lined NTRU Prime parameter set sntrup761. We extend this in this thesis with the support
of all en- and decoding for both the sntrup653 and sntrup857 parameter set. The pa-
rameter module for sntrup653 was created by Bo-Yuan Peng from the Academia Sinica,
while I created the parameter module for sntrup857. The tables with the corresponding
precomputed round information are given in Appendix A.1.
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Figure 6.8.: The block diagram of the encoder and decoder [17].

74



6.9. Weight Check

6.9. Weight Check

During the decapsulation, after the core decryption, the weight of the secret polynomial
r’ is checked (Line 6 in Algorithm 3). It is supposed to have a weight of w. If 7’ does
not have a weight of w, it is replaced by a polynomial where the first w coefficients are
1, and the rest 0. The simplest way of implementing this weight check is by computing
the sum of the absolute values of all coefficients. This sum should be exactly w.

Both of our designs in [10] and [17] implement the weight check in this way, with a
serial adder: One coefficient is added per clock cycle to a counter, and afterwards the
counter value is checked whether it is equal to w. The output of this check is then
used to control a multiplexer to decide between the original ' and the replacement
polynomial. However, the use of a dedicated R /3 multiplier allows another approach:
After the computation of the R /3 multiplier is complete, the 7’ polynomial lies in the
accumulator array. This means we can access the entirety of 7’ at the same time. Instead
of adding up the weight of 7’ one coefficient per clock cycle, we use a parallel tree adder
to sum up all coefficients in just 2 clock cycles. The sum is then compared to w and
used as the control signal for the multiplexer.

6.10. SHA-512 Hash Function

Streamlined NTRU Prime uses SHA-512 internally as a hash function (see Section 4.6).
It is used on the one hand to generate the shared secret after encapsulation and decap-
sulation, but also to create the confirmation hash. The confirmation hash is a hash of
the public key and the short polynomial r and is appended to the ciphertext.

The SHA-512 implementation in our design from [10] is based on the open-source SHA-
512 implementation from [194], with some modifications to improve performance and
reduce resource consumption. Notably, rather than to precompute the entire message
scheduled array, it is computed on the fly. The hashing of a 1024 bit block takes 325
cycles. At the same time, the SHA-512 module is still relatively expensive, especially
when compared to the small total time spent on hashing. This area cost can be reduced,
in particular by storing the internal state variables in LUT RAM rather than FF. Our
SHA-512 implementation from [17] is in turn also based on the implementation from [10].
There are some additional performance improvements, in the form that the majority of
the round function updates now only takes a single clock cycle. As a result, the hashing
of a 1024 bit block takes 117 cycles.

We improve the SHA-512 module further, as especially for high-speed designs the SHA-
512 hashing is becoming a bottleneck (see also Figure 7.7 and Section 7.5 in general).
Apart from further improving the speed for a single 1024 bit block (it now takes only 90
cycles), a significant improvement is the scheduling of the hash operations and the data
input management. Multiple First-In-First-Out (FIFO) memories are used to buffer the
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incoming to-be-hashed data, together with a command buffer that stores which FIFO
should be hashed. This on the one hand prevents other modules in the design from
stalling, and on the other hand allows the SHA-512 module to be active nearly the entire
time, with little idling.

A further improvement is a higher maximum clock frequency. The critical path of
SHA-512 in [17] are the ten 64 bit additions, of which seven are of the round function
and three are from the message schedule array. These are computed in a single clock
cycle. The critical path can be reduced to six additions, as the additions in the message
schedule array, w; and K; can be computed independently of the 512bit state. This
allows us to compute w; + K; in round ¢ — 1, and then insert a pipeline stage to reduce
the critical path. Finally, the additions were rewritten to make better use of the fast carry
logic present in Xilinx FPGAs, again increasing the maximum clock frequency [79,80].

6.11. Pre-Hashing of the Shared Secret and Rejection

A further significant improvement for the decapsulation is the pre-hashing of both the
shared secret ss and the rejection ss’. During decapsulation, as part of the FO-transform,
the ciphertext is recomputed and compared with the received ciphertext (see Line 9 to
14 in Algorithm 3). Depending on this check, either the actual shared secret ss is
computed, or alternatively a pseudo-random value ss’ is computed. However, neither
ss nor ss’ are dependent on the re-encryption step, or the output of the FO-transform.
As a result, the SHA-512 module can pre-compute both values and store them. After
the ciphertext comparison is complete, the SHA-512 module can output the correct hash
value. Because ss’ depends only on the received ciphertext and p from the private key,
it can be computed immediately after the loading of the ciphertext and private key. To
compute ss, the secret r’ is required, so it can be computed after the core decryption
is complete, in parallel to the re-encryption. Note that this type of pre-hashing is
only possible as during Streamlined NTRU Prime decapsulation, the SHA-512 module
is not used except to recompute the confirmation hash during the re-encryption and
compute the shared secret. This leads to the SHA-512 module being idle for most of the
decapsulation, allowing it to perform the pre-hashing.

Because the pre-hashing is still in constant time, it does not expose a side-channel
vulnerability against simple SCA. However, in cases where we can expect more advanced
attacks such as fault attacks or differential power analysis, pre-hashing should not be
used.

6.12. Architecture

In the previous sections, various different individual hardware modules are described.
These modules implement the core functionality of Streamlined NTRU Prime. We then
assemble individual modules together to implement the full KEM. There, a number of
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Finite State Machines (FSMs) are included to schedule the individual operations in the
correct order, together with BRAM and FIFOs to store polynomials.

As a whole, the architectures of our designs in [10] and [17] are highly similar and have
also remained the same for the improvements introduced in this thesis. First, modules
which are needed across encapsulation, decapsulation and key generation are instantiated
only once, and shared across operations. A central FSM controls which operation is
currently being performed and routes the data accordingly. An exception to the sharing
is the R/3 encoder, which due to its small size is not shared. Also special is the FSM
and memory of the core encryption. Since it is needed both during encapsulation, and
the re-encryption during decapsulation, it is also shared. Modules that are unique to an
operation are within the top-level module for the respective operation. Some modules
are optional: For example, the R/q-R/q multiplier is only included when batch inversion
is used. The full architecture is displayed in Figure 6.9.

Streamlined NTRU Prime
Key Generation Encapsulation

R/3 R/q [ R/q-R/q | R/3 R/3
Inversion Inversion | ! Multiplier : Encoder Encoder

B e e I I

R/q-R/3 ’Mod Z/3 & Sorting & R/q R/q Encrypt

{Keccak RNG |
i ] Multiplier Round sample short Decoder Encoder Core

=T

Decapsulation
i R/3 | Weight
\ ! Multiplier ! Check /

Figure 6.9.: Architecture of the Streamlined NTRU Prime KEM. This architecture is also used,
with some minor differences, in [10] and [17]. Modules with dotted lines are optional.

SHA-512 ‘

R/3
Encoder

R/3
Decoder

An improvement in the architecture of the high-speed design in this work over our
design in [17] is the better instruction scheduling and operation overlapping: In [17],
the FSMs wait until the individual operations such as decoding, multiplication etc. are
complete before starting the next operation. In some cases this is strictly necessary:
For example, the weight check must be complete (and overwrite 7’ if needed) before
the re-encryption step can proceed. However, in many other cases, the individual sub-
operations can overlap, so that the output of one operation overlaps with the input of
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another. We carefully analyze the instruction scheduling of the high-speed design for
encapsulation and decapsulation in order to identify opportunities of such overlapping
and use FIFOs memories when necessary to buffer input and output data. Furthermore,
while our design in [17] uses two separate decoders for the public key and ciphertext
during decapsulation, a careful scheduling allows us to make do with only a single de-
coder. The decoding of the ciphertext and public now occurs sequentially. Diagrams
showcasing the operation scheduling for all operations can be found in Section 7.5. An
additional improvement over [17] is our support for more parameter sets. In addition to
sntrup761, we also support sntrup653 and sntrup857, though with one caveat: We do not
support batch inversion for sntrup857, as the R/q - R/q multiplier does not support the
multiplication of polynomials of degree 857.

One part that is explicitly excluded in [10] and [17] is any sort of Random Number
Generator (RNG). Instead, it is assumed that there is an external RNG that provides
32 bits of randomness per clock cycle. However, this somewhat distorts the area usage
because generating very large amounts of cryptographically secure randomness can in
of itself be expensive. As a result, we optionally add an internal RNG, based on the
Keccak sponge construction [195]. Keccak has excellent performance when implemented
in hardware, allowing us to generate large amounts of secure randomness based on a short
seed. We use the Keccak implementation from [189], which is available on Github [196].

Table 6.3.: A summary of all of our high-speed and low-area implementations. A batch size of
1 indicates that no batch inversion is used.

First pub- Supported Internal Batch Loop Unroll Factor

Design lished in  parameters RNG Size R/3 Inv. R/q Inv.

Imbroved sntrup653 25 4 32

hi I;l M od This work sntrup761 Yes 21 4 32
§1-5pe sntrup857 1 4 4

High-speed [17] sntrup761  No 21 4 32

Low-area [17] sntrup761 ~ No 1 2 2

Low-area [10] sntrup761  No 1 1 1

In addition to a high-speed design, we also present a low-area implementation in [17].
The difference between the high-speed and the low area design lie in a number of different
sub modules, though both use the same architecture described in this section. For one,
the low-area version does not use batch inversion for key generation, and only uses an
unroll factor of 2 instead of 4 during R/q inversion, and an unroll factor of 2 instead of
32 for the R/3 inversion. The low-area implementation also uses the compact version
of the parallel schoolbook multiplier, with only 24 MAC units rather than 761. Finally,
the high-speed implementation in [17] uses two separate decoders, one for public keys,
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and one for ciphertexts. This allows the private key (which also contains the public
key) and the ciphertext to be decoded in parallel during decapsulation. In the low-area
implementation, only one decoder is present, and the decoding occurs sequentially. Note
that, due to an improvement in the decoder scheduling, we again need only a single
decoder in our improved high-speed design. A summary of all of our implementations
can be found in Table 6.3.
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7. Evaluation & Discussion

In this chapter, we first compare and evaluate individual sub-modules in Section 7.1.
We then compare and evaluate the full designs, for both high speed and low area, in
Section 7.2. For both the sub-modules and the full designs we provide area utilization
and performance results. Afterwards, we compare our designs with those of the literature
in Section 7.3. As part of the comparison with the literature, we compare Core-SVP,
latency and speed-area products in Section 7.4. Finally in Section 7.5, we provide and
evaluate scheduling diagrams for the internal operations of our high-speed design and
use these to highlight bottlenecks and sections for future improvements.

7.1. Evaluation of Sub-Modules

In this section, we will compare and evaluate the individual sub-modules that we devel-
oped as part of this thesis. Unfortunately, many works in the literature do not report the
resource cost and benchmark numbers of their sub-modules. When these are available,
we will compare our sub-modules with sub-modules from other works.

7.1.1. Sorting and Fixed-Weight Sampling

Table 7.1 shows a comparison of different sorting algorithm for arrays of size 761. Our
radix sort from [17] is significantly faster than our sorting network from [10]. While not
quite as fast as the FIFO merge sort from [88], the radix sort does use less LUT, FF and
BRAM, and runs at a higher frequency. Thanks to improvements in the critical path in
other modules, the radix sorting module can also run at a much higher frequency in this
work. While this does lead to a slight increase in LUT and FF usage compared to [17],
the latency is significantly improved, almost reaching the speed of the sorting module
from [88], while still using less area.

Table 7.1.: A comparison of different sorting algorithms for generating fixed-weight
short polynomials of degree 761 for NTRU and Streamlined NTRU Prime. The target
FPGA is a Xilinx Zynq Ultrascale+.

. Freq. Time
Design LUT FF BRAM DSP Cycles

& MHz 5]
Radix sort, TW 844 285 2 0 400 4842 12.11
Radix sort! 823 220 2 0 285 4837 16.97
Sorting network? 231 87 1.0 0 279 49400 177.1
FIFO merge sort [88] 1441 940 3.5 0 250 2762 11.05
! We first presented this implementation in [17]. 2 We first presented this implementation
in [10].

81



7. Evaluation & Discussion

Due to the pregeneration of short polynomials, the cycle count of the sorting does not
factor into the cycle count of the encapsulation, as long as the encapsulation operation
takes longer than the sorting. This was the case in [17]. However, to due further
improvements in encapsulation (see Table 7.11), a single radix sorting module is no
longer fast enough. This is solved by instantiating two radix sorting modules, which
independently generate short polynomials. This also leads to a small speed-up in batch
key generation, as it requires a number of short polynomials equal to the batch size.

7.1.2. Polynomial Multiplication

Table 7.2 show a comparison of different multiplication algorithms for Streamlined NTRU
Prime. This includes our Karatsuba multiplier from [10], our high-speed and low-area
schoolbook multiplier from [17], our NTT & CRT multiplier from [17], as well as the
improved versions presented in this thesis. From the literature, we include the multipliers
from [197] and [186].

Looking at our multipliers first, we can see that our two high-speed schoolbook mul-
tipliers from this work and [17] are by far the fastest, by over an order of magnitude.
At the same, they are also by far the most resource intensive. The Karatsuba-based
multiplier from [10] is the most compact with regards to LUT, but it also is the slowest,
and has a comparatively high BRAM usage. The low-area schoolbook multiplier uses
no BRAM, and only slightly more LUT, but is more than three time faster with regards
to cycle count than the Karatsuba-based multiplier with a single recursion layer. The
Karatsuba multiplier with two recursion layers (labeled “2x Karatsuba” in Table 7.2)
has a similar cycle count as the low-area schoolbook multiplier, but also uses more than
twice the LUT and FF, as well as a significant amount of BRAM. We conclude that the
improved asymptotic complexity of the Karatsuba multiplier does not lead to a more
efficient design, as the Karatsuba multiplier cannot exploit the small coefficients to the
same degree as the pure schoolbook multipliers.

We see a similar situation with the NTT & CRT multiplier: The low-area schoolbook
multiplier is better both in terms of resources consumed and cycle count and requires
no BRAM or DSP. However, the NTT multiplier has the benefit of being extendable to
perform R/q - R/q multiplication, with no increase in cycle count and only a moderate
increase in resource consumption. As a result, we only use the NTT multiplier for the
R/q - R/q multiplication during batch inversion. We use the same NTT multiplier for
the R/q-R/q multiplication for both the sntrup653 and sntrup761 parameter set. Thus,
the area consumption and latency are also identical for both parameter sets. This is
different for the schoolbook multipliers, where LUT, FF and cycle count increase nearly
proportionally to the polynomial degree of the larger parameter sets.

The high-speed schoolbook multiplier from this work has slightly lower LUT and FF
usage than our previously published high-speed schoolbook multiplier in [17]. This is
due to the fact the accumulator array in [17] was actually one bit wider than required.
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Table 7.2.: A comparison of different multiplication algorithms for Streamlined NTRU Prime.
The target FPGA is a Xilinx Zynq Ultrascale4. Entries labeled “TW” are new results from
this thesis.

. BR Freq. Time
Design Op Param. LUT FF AM DSP [MHz] Cycles (18]
NTT & CRT, TW sntrup653 2044 1681 7.5 3 400 35465 88.66
NTT & CRT, TW R/qa-R/q antrup76l 2051 1694 75 3 400 35465 88.66
NTT & CRT! P 2004 1395 7.5 3 285 35463 1244
Schoolbook, HS, TW sntrup653 23120 17019 0 0 400 987 2.47
Schoolbook, HS, TW 27693 19555 0 0 400 1149 2.87
NTT & CRT! 1888 1258 6.5 2 285 35463 1244
Schoolbook, HS! 27594 20078 0 0 289 1522 5.27
Schoolbook, LA 1775 818 0 0 290 25881 89.25

’ R/q-R/3
Karatsuba? [a-R/3 - sntrupT6l 817 4 0 279 78132  280.0
2x Karatsuba® 4761 1676 8.5 0 271 25824 95.3
Schoolbook, [197] 38798 21768 2 0 312 7624 2.44%
Schoolbook, [186] 65207 32929 6 0 255 7624 2.99%
Schoolbook, TW sntrup857 32435 22775 0 0 400 1293 3.23
Schoolbook, TW sntrup653 3038 2662 0 0 400 986 2.47
Schoolbook, TW R/3-R/3  sntrup761 4264 3112 0 0 400 1148 2.87
Schoolbook, TW sntrup857 4804 3520 0 0 400 1292 3.23
! We first presented this implementation in [17]. 2 We first presented this implementation in [10].
3 Extension of our work in [10] by us, available at [12].  * Does not include the cycles to transfer

the input and output.

Setting the bit-width to the proper value saves FF in the accumulator array, and LUT
in the adders of the MAC units. The improved latency of the new schoolbook multiplier
comes on the one hand from the higher clock frequency, and on the other hand from the
ability to both load and output two coefficients per clock cycle, which reduces the total
clock cycles. We can also see in Table 7.2 that the R/3-R /3 multipliers have essentially
the same cycle count and latency as the R/q - R/3 multiplier, for all parameter sets.
As expected however, the area usage is significantly smaller because the MAC units are
simpler (compare Algorithm 10 and 9) and the accumulator array is smaller. Like with
the R/q multiplier, the cycle count, LUT and FF usage increase nearly proportionally to
the polynomial degree of the larger parameter sets. The one exception here is the LUT
usage for sntrup653 parameter set, which is noticeably lower than one would expect. The
exact cause for this difference has not been established yet.

There are two polynomial multipliers for Streamlined NTRU Prime in the literature [186,
197], both for the sntrup761 parameter set. Both also use the parallel schoolbook al-
gorithm with an LFSR, though [197] uses the term z-net multiplier. In addition, both
do not include the cycles for transferring the input operands or the resulting output. If
one coefficient is transferred per clock cycle, this would add another 2p = 1522 clock
cycles, tripling the total cycle count. We can see that our improved high-speed school-
book multiplier from this work has a lower area consumption than both multipliers from
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the literature. In particular, our LUT usage is half of that from [186] and our clock
frequency is 1.56 faster. The multiplier from [197] is reported to be slightly faster than
ours, but this is to be expected due to the omission of transfer time. If we likewise
omit the transfer time from our own multiplier, we have a cycle count of 761, for a la-
tency of 1.90 ps which is 1.28 times faster than the multiplier from [197] and 1.57 times
faster than [186]. This is due to our higher maximum clock frequency. Furthermore, our
schoolbook multiplies does not need any BRAM, while the designs from [197] and [186]
require two and six BRAMs respectively.

As an additional comparison, we also resynthesize a selection of our polynomial multi-
plication modules from Table 7.2 as an ASIC, using the 45 nm Nangate open cell library.
We list the GE area in Table 7.3. Because the cell library does not contain a memory
macro to implement SRAM, we list the memory footprint separately. We target a clock
frequency of 100 MHz for all modules. Optimizations to achieve the maximum clock fre-
quency would be of little benefit, as due to the missing SRAM cells, the timing analysis
is incomplete. In Table 7.3, we can see that the high-speed Schoolbook multiplier is
again the most expensive in terms of GE, while also being the fastest. The schoolbook
multiplier also has the benefit of not needing any SRAM. The difference between the
R/q-R/qand R/q-R/3 NTT multiplier is also more pronounced, with the R/q-R/q
NTT multiplier needing 63% more GE, as well as 67% more SRAM. This increase is due
to the additional multiplier and memory needed for the third CRT prime. While in the
FPGA this increase in somewhat hidden in the single additional DSP, the full cost of
such a large multiplier is immediately visible in an ASIC. The advantage of the low-area
schoolbook multiplier over the NTT multiplier is also more pronounced: The schoolbook
multiplier requires a third less GE and only 11% of the SRAM, while still having a lower
latency. The Karatsuba multiplier also falls behind: while its GE is slightly lower that
the low-area schoolbook multiplier, the Karatsuba multiplier requires over four times
the SRAM and has over three times the cycle count. We can thus conclude that our
schoolbook multipliers are also the best choice for an ASIC.

The advantage of the schoolbook polynomial multiplier over the Karatsuba and NTT
multiplier has its origin in the fact that the schoolbook multiplier can better exploit the
structure of the R/3 polynomial. The R /3 polynomial in Streamlined NTRU Prime has
particularity small coefficient magnitude in comparison to other lattice schemes, with
a range of only [—1,1]. Other schemes generally have a range of [—2,2] to [—5, 5] [32,
198]. The small range in Streamlined NTRU Prime allows the schoolbook multiplier
to be particularly efficient, as it can directly be optimized to exploit the small range.
Meanwhile, asymptotically faster algorithms such as Karatsuba or the NTT multiplier
cannot exploit the R/3 structure to the same degree. In the case of Karatsuba, the
summation of the partial polynomials removes the small coefficients as the recursion
depth increases, while the frequency transform and the multiplication inside the butterfly
units of the NTT remove it entirely. The only benefit the NTT can use is only needing
two CRT primes instead of three, as the maximum output range is smaller due to the
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Table 7.3.: A comparison of ASIC area results in GE for our different multiplication
algorithms for Streamlined NTRU Prime, using the 45nm Nangate open cell library [86].
The area does not include SRAM cells, which are listed separately.

. SRAM  Freq.

Design Op Parameter kGE (kb) Mz Cycles
NTT & CRT ! R/q-R/q 23.8 252 100 35463
Schoolbook, TW 291.2 0 100 1149
NTT & CRT ! 15.2 168 100 35463
Schoolbook, HS ! R/q-R/3 sntrup761  295.2 0 100 1522
Schoolbook, LA 1 9.7 19.5 100 25881
Karatsuba 2 8.8 88 100 78132
Schoolbook, TW R/3-R/3 37.8 0 100 1148
! We first presented this implementation in [17]. % We first presented this implementation
in [10].

R/3 polynomial. These factors lead to the schoolbook multiplier outperforming the
asymptotically better algorithms. This of course only works for the R/q - R/3 and
R/3-R/3 multiplication. If one would try and implement the R/q-R/q multiplier with
the schoolbook algorithm, the multiplier would have a massive area consumption and
be rather inefficient, as each MAC unit would need a full multiplier circuit. This allows
the R/q - R/q NTT multiplier to pull ahead, where the better asymptotic complexity
leads to a more efficient design.

A further benefit of the schoolbook multiplier is the very simple memory access pat-
tern: Both input polynomials are accessed in a purely sequential manner, as well as only
in a single pass. In comparison, Karatsuba or the NTT multiplier have a much more
complex access pattern. This simplicity allows us to store the input polynomials in sim-
pler and smaller FIFOs, rather than fully addressable RAM. This in turn allows us to
save BRAM or SRAM respectively in comparison to other multiplication algorithms.

A final distinguishing feature of the schoolbook multiplier is the high flexibility: The
number of MAC units can be easily configured at design time, as can the coefficient and
polynomial modules. As mentioned above, the memory access patterns and circuit layout
are also simple. This allows the schoolbook multiplier to be quickly and easily adapted
to almost any scenario to suit performance or resource constraints. In contrast, the NTT
multiplier can require heavy modifications and tuning, especially if the target polynomial
ring is not NTT friendly. This can be seen in the number of tricks needed to implement
the NTT multiplier in Section 4.4 and 6.4. However, while the schoolbook multiplier is
flexible at design time, the multiplier loses this flexibility after synthesis: In the FPGA
or ASIC, the multiplier only supports a single scheme and parameter set. Although this
also applies to our NTT multiplier, works in the literature have shown how so-called
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unified designs can support multiple schemes and parameter sets simultaneously, using
the same NTT multiplier [199-201]. Implementing something similar with a schoolbook
multiplier would be difficult, as the different ranges of the small polynomials, the different
coefficient moduli and polynomial moduli would lead to significant overheads.

7.1.3. Encoder and Decoder

Table 7.4 show a comparison of our new en- and decoder compared with our en- and
decoder from [10] and [17]. The en- and decoder from [17] have either the same or lower
resource consumption compared to those from [10], while at the same time significantly
reducing the cycle counts, as well as increasing the max clock frequency. Our new en-
and decoder do need more LUT and FF in comparison to those from [17]. In particular,
our new encoder requires twice as many FF and 64% more LUT. However, the encoding
latency also improves by a factor of four. In addition, the BRAM or DSP usage does not
increase, and the absolute increase of LUT and FF is small. We can also see in Table 7.4
that the area change is minimal when switching parameter sets. The total cycle count
increases linearly with the increasing polynomial degree of the larger parameter sets.
A final point to consider is that the all the necessary multiplications in both encoding
and decoding are all with different constants (e.g., a total of 42 for the decoder, as
explained in Section 6.8). These are mapped to DSP by the synthesis tool but can also
be performed fairly efficiently in LUT [202,203]. This can be of use in cases where DSP
are not available.

Table 7.4.: A comparison of our different encoding and decoding algorithms for Stream-
lined NTRU Prime. All cycle counts are for the R/q encode & decode of public keys. The
target FPGA is a Xilinx Zynq Ultrascale+. Entries marked “TW?” are new results from
this thesis.

. BR Freq. Time
Design Parameter LUT FF AM DSP Mz Cycles ™

Encode, TW  sntrup653 322 312 0.5 1 400 677  1.69
Encode, TW 331 312 0.5 1 400 784  1.96
Encode! sntrup761 201 154 0.5 1 290 2297 7.92
Encode? 215 131 0.5 1 279 5348 19.2
Encode, TW  sntrup857 313 312 0.5 1 400 880  2.20
Decode, TW  sntrup653 463 375 1 4 400 1332  3.33
Decode, TW 447 377 1 4 400 1549  3.87
Decode! sntrup761 334 273 1 4 290 1550 5.34
Decode? 676 571 2 5 279 7380 264
Decode, TW  sntrup857 498 382 1 4 400 1738  4.35
! We first presented this implementation in [17]. 2 We first presented this implementation

in [10].
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7.1.4. Polynomial Inversion

Table 7.5 shows a comparison of different inversion modules for Streamlined NTRU Prime
and NTRU-HPS. All implement the extended GCD algorithm [87]. Our R/q inversion
from [17] improves on our R/q inversion from [10], as due to a loop unroll factor of
two, we gain a nearly two-times speedup. At the same, the amount of LUT and FF is
reduced, and the DSP count remains the same. This is due to our improved modular
reduction algorithm of [17]. Increasing the unroll factor to four gives another speedup
of almost two, but also further increases DSP, FF and LUT consumption. In addition,
distributed RAM is used instead of BRAM, as the BRAMs no longer have enough 10
bandwidth. The increase of the number of pipeline stages in the R /q inversion, which is
required for the higher clock frequency for the improved high-speed design, noticeably
increases the number of FF by almost a factor of two. It also increases the total number
of cycles, as the GCD algorithm has to flush the pipeline at certain points. Nevertheless,
the increased clock frequency significantly reduces the total latency.

For the inversion in R /3, it is clearly visible in Table 7.5 that increasing the loop unroll
factor only leads to a comparatively small increase in resource consumption, in exchange
for a significant increase in performance. While the inversion from [88] (used for the
scheme NTRU-HPS) is over an order of magnitude faster when compared to this work
or that of [17], it also uses significantly more LUT and FF than our designs, even when
we use an unroll factor of 32. However, since the R/3 inversion is not the bottleneck
during key generation, further increasing the speed of our R/3 inversion is unnecessary.
The increase in clock frequency in this work has also not led to a meaningful increase
in area usage compared to our inversion from [17]. For the sntrup857, we only use an
unroll factor of 4 for the R/3 inversion because we do not use batch inversion for this
parameter set. This in turn gives us more time for the R/3 inversion. In addition, we
can see that for both the R/3 and R/q inversion, the specific parameter set has only a
minor influence in the area usage and maximum clock frequency. The only difference is
a change in total clock cycles.

7.1.5. Modular Reduction

Table 7.6 shows a comparison of our different modular reduction modules. The DSP-
free reduction from this work and [17] significantly outperforms our Barrett reduction
from [10], for both modulo ¢ = 4591 and modulo 3. For ¢ = 4591, the design uses
less LUT, no DSP and runs at a much higher clock frequency. The additional pipeline
stages required to run the design at 400 Mhz do increase the amount of FF compared
to [10] and [17], however, the absolute increase is still small. The reduction modules
for the other Streamlined NTRU Prime ¢’s have a similar area footprint. The area usage
is slightly smaller for the CRT primes used in the NT'T multiplier because the input
ranges are smaller, which saves both LUT and FF. For modulo 3, our design uses more
LUT and FF than [10], but the increase is insignificant compared to the increased clock
frequency and the fact that no DSP are needed.
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Table 7.5.: A comparison of different inversion modules for Streamlined NTRU Prime
and NTRU-HPS. The target FPGA is a Xilinx Zynq Ultrascale+. The upper rows are
for inversion of polynomials in R/gq, the lower in R/3. All use the extended GCD
algorithm [87]. Entries marked “TW” are new results from this thesis.

Design Elcl;(;lrl LUT FF fﬁ DSP [1\31;;1] Cycles Tl[zlsj
R/q, p =653 TW 4 3502 2027 0 18 400 233726 584.3
R/q, p="T61 TW 4 3497 2009 0 18 400 313479 783.7
R/q, p= 761! 4 3076 1099 0 19 285 311918 1094
R/q, p= 761! 2 1122 593 2 11 285 600906 2108
R/q, p= 7612 1 1642 726 2 11 279 1168960 4190
R/q, p =857 TW 4 3410 1728 0 18 400 394128 985.3
R/3, p =653 TW 32 1157 487 0 0 400 36568 91.42
R/3, p="T61TW 32 1169 479 0 0 400 47167 1179
R/3, p= 7611 32 1040 517 0 0 285 47166 165.5
R/3,p= 7611 2 607 211 0 0 285 590158 2071
R/3,p= 7612 1 518 216 0 0 271 1168899 4101
R/3, p =821 [8§] - 8534 5479 0 0 250 1846 7.38
R/3, p =857 TW 4 513 223 0 0 400 380298 950.7
1 We first presented this implementation in [17]. 2We first presented this implementation
in [10].

7.1.6. Hash Module

Table 7.7 shows a comparison of different SHA-512 hash modules. Between [10], [17] and
this work, we can see a steady improvement in the performance, in both a reduction in
cycle count for a single SHA-512 round, as well as in an improved clock frequency. Our
design from [17] has the lowest area cost, as the additional FIFO memory used in this
work does increase the LUT count substantially. The benefit of the FIFO memory is
not directly visible in Table 7.7, but can be seen in the operation scheduling diagrams
in Figure 7.7 and 7.8 in Section 7.5. The design from this work also outperforms the
SHA-512 designs from [204] and [205], with a much higher frequency and a lower total
latency, despite our cycle count being higher. However, this is also to be expected, as
we use a newer FPGA.

Table 7.7 also includes the Keccak RNG (see Section 6.12). The area numbers include
the buffers needed to store the random 32bit words prior to usage. While the LUT
consumption is higher than our SHA-512 module, we can also see that Keccak has higher
performance in hardware, due to the much lower cycle count per input block. Neverthe-
less, the comparatively high LUT consumption does show that not including an RNG
can distort the total area. We urge future work to always specify whether an RNG is
included or not, in order to properly compare implementations.
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Table 7.6.: A comparison of our different modular reduction mod-
ules for Streamlined NTRU Prime and other PQC algorithms. The
target FPGA is a Xilinx Zynq Ultrascale+. Entries marked “TW?”
are new results from this thesis.

. Freq.
Design LUT FF BRAM DSP (M)
Mod ¢ = 4591, TW 160 146 0 0 400
Mod ¢ = 4591 * 157 99 0 0 290
Mod ¢ = 4591 2 304 107 0 1 279
Mod ¢ = 4621, TW 157 150 0 0 400
Mod ¢ = 5167, TW 158 124 0 0 400
Mod ¢ = 7861, TW 78 72 0 0 400
Mod ¢ = 12289, TW 105 69 0 0 400
Mod ¢ = 15361, TW 83 76 0 0 400
Mod 3, TW 26 69 0 0 400
Mod 3 2 23 19 0 1 279

! We first presented this implementation in [17].
2 We first presented this implementation in [10].

Table 7.7.: A comparison of different hash algorithms for Streamlined NTRU Prime
and other PQC algorithms. The cycle count is always for a single input block. The
target FPGA is a Xilinx Zynq Ultrascale+, except for [204], which is a Xilinx
Virtex-4 and [205], which is a Xilinx Virtex-6 FPGA. None of the designs consume
DSP. Entries marked “TW” are new results from this thesis.

. . BR  Freq. Time
Design Slices LUT FF AM  [MH| Cycles fns]
SHA-512, TW 555 3336 1841 0 400 90 225
SHA-512 1 391 2319 1423 0 290 117 403
SHA-512 2 716 3174 4710 1 279 325 1165
SHA-512 [204] 1520 2751 1689 0 1704 80 469
SHA-512 [205] 1811 - - - 1926 84 436
Keccak RNG, TW 611 4410 1826 0 400 24 60

! We first presented this implementation in [17].
2 We first presented this implementation in [10].
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7.2. Evaluation of the Full Designs

In this section, we will evaluate and compare the various Streamlined NTRU Prime imple-
mentations that were written as part of this thesis, including [10] and [17]. We will first
evaluate the low-area designs, followed by the high-speed designs. As part of the analy-
sis, we evaluate the impact of different batch sizes and loop unroll factors for inversion,
and their influence on key generation speed and area usage.

7.2.1. Evaluation of the Low-Area Designs

In this section we will compare the low-area Streamlined NTRU Prime implementations
that were developed as part of this thesis. They have been previously published in [10]
and [17]. Both employ the parameter set sntrup761. The design from [17] targets both
the Zynq Ultrascale+ and the Artix-7, whereas [10] targets only the Zynq Ultrascale+.
The benchmark numbers of individual operations of our implementation for the Zynq
Ultrascale+ and the Artix-7 are listed in Table 7.8 and 7.9 respectively. In addition,
benchmark numbers for a full, merged design are given in Table 7.10. For our design
of [10], we use the newest numbers from our GitHub repository [12], which have slightly
lower cycle counts and resource utilization. Note that both designs do not contain a ran-
dom number generator. This mirrors the reference design of Streamlined NTRU Prime [9]
and allows us to directly use the inputs of the known-answer-test to verify the correctness
of our design. We can see that while our design from [17] does require slightly more LUTs
(at most 31% more) than our lightweight implementation from [10], the implementation
from [17] is significantly faster, with a 2.05, 4.08 and 3.04 speedup respectively for key
generation, encapsulation and decapsulation. In addition, our lightweight implementa-
tion from [17] uses less DSP and BRAM than [10], both for individual operations as well
as in the merged design.

Table 7.8.: Our low-area designs implemented on a Xilinx Zynq Ultrascale+ FPGA.

. . BR Freq. Time
Design Parameter  Module Slices LUT FF AM DSP [MHz] Cycles (1]
SNTRUP Key Gen 1232 7216 3726 5.5 12 285 629367 2208
LA 17 > sntrup761 Encap 1074 6030 3211 4.5 7 290 29245 100.8

[17] Decap 1051 6016 3194 3 7 283 85628  302.6
SNTRUP Key Gen 1068 5935 4144 11.5 12 271 1289959 4748

10.12 sntrup761 Encap 844 4570 2843 7.5 8 271 119250 439
[10,12] Decap 902 5117 2958 7 8 271 260 307 958

7.2.2. Evaluation of the High-Speed Designs

In this section we will compare the high-speed Streamlined NTRU Prime implementations
that were developed as part of this thesis. This includes the previously published work
in [17], as well as the improvements presented in this thesis. [17] supports the parameter
set sntrup761, while our newly presented design also supports sntrup653 and sntrup857,
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Table 7.9.: Our low-area designs implemented on a Xilinx Artix-7 FPGA. As to be expected
of the lower-end platform, the design uses more LUT and has a lower maximum clock frequency
when compared to the Zynq Ultrascale+.

. . BR Freq. Time
Design Parameter Module Slices LUT FF AM DSP [MHz] Cycles [us]
SNTRUP. Key Gen 2376 7579 3824 5.5 12 159 629367 3958 us
LA [17] ’ sntrup761 Encap 1945 6379 3069 4.5 6 147 29245  198.9 us

Decap 1842 6279 3086 3 7 131 85628  653.6 us

Table 7.10.: Full implementation all our low-area designs, with all operations merged.

r oo BR Freq.
Design Parameter Platform Slices LUT FF AM DSP [MHz]
SNTRUP, sntrun761 Zynq Ultrascale+ 1539 9154 4423 8.5 18 285
LA [17] P Artix-7 2968 9574 4399 85 18 128
[SIIBITlI;]UP sntrup761  Zynq Ultrascale+ 1367 7807 4144 11.5 19 271

though batch key generation is not available for the sntrup857 parameter set. The bench-
mark numbers of individual operations of our implementations for the Zynq Ultrascale+
and the Artix-7 are listed in Table 7.11 and 7.12 respectively. In addition, benchmark
numbers for a full, merged design are given in Table 7.13. Note that the design in [17]
does not contain a random number generator, while our improved design contains the
Keccak-based RNG (see Section 6.12). The inclusion of the Keccak-based RNG does add
a noticeable overhead, as it consumes up to 13.2 % of the LUT. In total, our design from
this work does consume more LUT and FF across all operations, though it does need
less BRAM and DSP, while also improving both the cycle count and the maximum clock
frequency on both FPGA platforms. This leads to a significantly improved latency for
all operations.

Both high-speed designs use batch inversion when available. Table 7.14 compares the
cycle counts for different batch sizes for the parameter set sntrup761. Larger batches
increase the total number of cycles to complete the batch, but dramatically decrease
the amortized cycles per key. This is a major downside for our implementation of [17],
which has an initial very large latency as the whole batch is calculated. However, in
the improved high-speed design of this work, the total number of cycles until the first
key is ready is much lower: Only 449588 cycles for a batch size of 21, compared to a
non-batch cycle count of 317 542, an increase of only 41.5 %. This allows applications to
already use the first key of the batch, negating the drawback of having to wait until the
full batch is complete. In general, a batch size of 21 (together with an unroll factor of
four) appears optimal for the parameter set sntrup761, as the speedup from increasing
the batch size from 21 to 42 is relatively low.
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7. Evaluation & Discussion

Table 7.11.: Our high-speed designs implemented on a Xilinx Zynq Ultrascale+ FPGA. En-
capsulation and key generation assume short polynomials have been pregenerated. The key
generation cycle counts assume a batch size of 24 for sntrup653 and 21 for sntrup761 and list the
amortized per-key cycles. Key generation for sntrup857 does not use batch inversion.

iy L BR Freq. . Time
Design Parameter  Module Slices LUT FF AM DSP [MHZ] Cycles (5]
SNTRUP Key Gen 6409 39767 25805 23.5 22 400 52719 131.8
HS. TW > sntrup653 Encap 5182 33387 21957 6 5 400 2252 5.63
’ Decap 5452 32559 22852 2.5 5 400 3727 9.32
SNTRUP Key Gen 7297 43547 28465 23.5 22 400 59320 148.3
HS. TW > sntrup761 Encap 6012 37314 24570 6 5 400 2571 6.43
’ Decap 6547 37871 26070 2.5 5 400 4316 10.8
SNTRUP Key Gen 6038 37813 25368 33 23 285 64026 224.7
HS, [17] > sntrup761 Encap 5381 31996 22425 4.5 6 289 5007 17.3
’ Decap 5432 32301 22724 3.5 9 285 10989 38.6
SNTRUP Key Gen 7357 AT577 29173 6 19 400 398708  996.8
HS. TW > sntrup857 Encap 6925 44209 27831 6 5 400 2864 7.16
’ Decap 7498 45392 29912 2.5 5 400 4842 12.1

Table 7.12.: Our high-speed designs implemented on a Xilinx Artix-7 FPGA. As to be expected
of the lower-end platform, the design uses more LUT and has a lower maximum clock frequency
when compared to the Zynq Ultrascale+.

. . BR Freq. Time
Design Parameter  Module Slices LUT FF AM DSP [MHz] Cycles (1]
SNTRUP Key Gen 14902 48464 28339 23.5 22 193.2 59320 307
HS. TW > sntrup761 Encap 13194 44157 24724 3 5 186.1 2571 13.8

’ Decap 13167 43446 26123 2.5 5 187.5 4316 23.0
SNTRUP Key Gen 10827 39200 25536 33.5 23 143 64026  447.7
HS. [17 ’ sntrup761 Encap 11218 40879 22382 4.5 6 144 5007 34.8

, [17] Decap 10169 36789 22700 3.5 9 137 10989 80.2

At the same time, our key generation is highly tweakable, as both the batch size and
the unroll factor of the R/q inversion can be easily configured, allowing our design to
make optimal use of available DSP and BRAM resources. To demonstrate this, we also
synthesize our improved high-speed design with an inversion unroll factor of one (i.e., no
loop unrolling) but a batch size of 84, as well as for an unroll factor of 32 and a batch
size of one (i.e., no batch inversion). We use the parameter set sntrup761 in both cases.
The results can be found in Table 7.15, where we also compare our improved high-speed
design. We can see that all implementations have a very similar latency. However, the
non-batch implementation has an extremely high DSP usage of 131, as well as the highest
LUT and FF consumption. It does however have a much lower BRAM consumption,
which is particularly high for the implementation using a batch size of 84. In return,
the batch-84 design does have the lowest DSP usage. Using a balanced approach (with
a batch size of 21, as well as a small unrolling of the inversion itself) gives us a fast key
generation speed while also not consuming too many BRAM or DSP. For this reason,
we conclude that a balanced approach is generally the optimal choice, as long as there
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7.2. Evaluation of the Full Designs

Table 7.13.: Full implementation of all our high-speed designs, with all operations merged.

. . BR & Freq.
»n

Design Parameter Platform Slices LUT FF AM 2 [MH
SNTRUP, Sntrun653 Zynq Ultrascale+ 7724 46135 30025 25.5 26 400
HS, TW P Artix-7 15758 51518 29821 255 26  193.9
SNTRUP, sntrup761 Zynq Ultrascale+ 8770 52106 33130 25.5 26 400
HS, TW P Artix-7 17397 57923 33156 25.5 26  184.8
SNTRUP, sntrun761 Zynq Ultrascale+ 7051 40060 26384 36.5 31 285
HS [17] P Artix-7 11745 41428 26381 36.5 31 140
SNTRUP, sntrup857 Zynq Ultrascale+ 9018 55837 34427 8 23 400
HS, TW P Artix-7 18296 61187 34380 8 23 1818

Table 7.14.: The effect of the different batch sizes on the speed of key generation, with an unroll
factor of four for the R/q inversion and the parameter set sntrup761. The clock frequency and
other FPGA resources are only minimally affected by increasing the batch size.

Batch Size ‘ Total cycles | Amortized cycles | First key ready | BRAM

1 317542 317542 317542 6
) 505016 101 004 374164 16
21 1245704 59320 449 588 23.5
42 2216202 92767 546 928 33

are no additional constraints on BRAM or DSP usage. A side remark is that using both
a high unroll factor and a large batch size quickly becomes pointless, as the additional
multiplications needed for batch inversion dominate the runtime.

Table 7.15.: A comparison of key generation of our improved high-speed design with different
batch sizes and loop unroll factors for the inversion.

. Batch  Unroll . BR Freq. Time
Design Sie  Factor Slices LUT FF AM DSP [MHz] Cycles [1s]

21 4 7297 43547 28465 23.5 22 400 59320 148.3

sntrup761 1 32 8981 53485 36235 6 131 400 63553 158.9

84 1 7026 41357 27574 54 10 400 59870 149.7

A interesting detail for future work is that the memory used to store the intermediate
polynomials does not strictly have to be in BRAM: If we look at Algorithm 4, we can
see that the polynomials a; and f; are not accessed for considerable periods of time.
It would thus be feasible to move these polynomials to cheaper (but slower) memory
such as Dynamic Random-Access Memory (DRAM) while they are not needed and copy
them back to BRAM before they are used. The n a; polynomials are the main source
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7. Evaluation & Discussion

of BRAM usage for a batch size of n (e.g., 26 BRAM for n = 84). Moving the smaller
R/3 polynomials f;, g; and g; ! to DRAM would save another 12 BRAM. Storing the
four polynomials in DRAM would allow us to use larger batch sizes while reducing the
BRAM usage. We could then in turn either increase the key generation speed further
or reduce the unroll factor, saving DSPs. All-in-all, our results show batch inversion
is feasibly in many scenarios, and its high performance significantly accelerates the key
generation of Streamlined NTRU Prime.

7.2.3. Side-channel Security of our Designs

For our low-area and high-speed designs, our focus was on performance and efficiency,
and not advanced side-channel security. As a result, they are not protected against more
powerful SCAs. Nevertheless, all of our designs are fully constant-time with regards
to secret input and are thus immune to timing SCAs. The only operation that has
any timing variations is the R/3 inversion, which in rare cases can find that the input
polynomial in not invertible. In these cases, rejection sampling is used, and a new
polynomial is sampled and inverted. This is not vulnerable to SCAs. A further note is
that the radix sorting used in the generation of short polynomials does include secret-
dependent memory indexing. However, because the BRAMs on FPGAs have no cache,
this also does not expose a side channel.
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7.3. Comparison with Other Designs

We will now compare our Streamlined NTRU Prime implementations with those from
the literature [206], as well as with NTRU [88,207], Kyber [88] and Saber [88]. NTRU,
Kyber and Saber are all round 3 finalist KEM algorithms in the NIST standardization
process and like NTRU Prime are based on structured lattices [32,198,208]. NTRU
has two variants, NTRU-HPS and NTRU-HRSS. We include both in our comparisons. In
general, we will focus our comparison on that with NTRU, due to the similarities between
Streamlined NTRU Prime and NTRU. The comparison can be found in Table 7.16. The
area usage for the improved Streamlined NTRU Prime design from this thesis includes
the Keccak RNG (see Section 6.12), removing the RNG would reduce the LUT count by
approximately 4400 and the FF count by 1800 for encapsulation and key generation.

Table 7.16.: A comparison of different Streamlined NTRU Prime implementations, as well as a
selection of NTRU, Kyber and Saber implementations. Our designs are marked with TW, and
HS denotes a high-speed version, and LA a low-area version. All entries are implemented on a
Xilinx Zynq Ultrascale+ FPGA.

Module  Design Slices LUT FF EI\P/} % [f/ﬁ{qz] Cycles FI[‘;ZI]Q
Security Level 1
NTRU-HPS667 [88] 7698 41047 39037 6 45 250 48179  192.7
NTRU-HRSS701 [88] 9357 49001 39957 2.5 45 300 51812 172.2
Keygen  sntrup653, HS, TW* 6409 39767 25805 23.5 22 400 52719 131.8
Kyber L1 [88] - 9504 8957 4.5 4 450 2200 4.9
Saber L1 [88] 3844 23557 14190 1.5 0 370 1607 4.3
NTRU-HPS667 [88] 4638 26325 17568 5 0 250 3687 14.7
NTRU-HPS667 [207] 4509 24664 13902 8.5 0 400 5928 14.8
NTRU-HRSS701 [88] 6652 31494 25120 2.5 0 300 2219 7.4
Encap NTRU-HRSS701 [207] 4699 28396 15894 9 0 400 2879 7.2
sntrup653, HS, TW* 5182 33387 21957 6 5 400 2252 5.63
sntrup653, [206]3 9110 62797 33531 9 0 278 - 52.3
Kyber L1 [8§] - 9504 8957 4.5 4 450 3200 7.2
Saber L1 [88] 3984 24199 14457 1.5 0 370 2153 5.8
NTRU-HPS667 [88] 5217 29935 19511 2.5 45 300 7522 25.1
NTRU-HPS667 [207] 5426 23689 21286 6 667 350 6163 17.6
NTRU-HRSS701 [88] 8032 37702 34441 2.5 45 300 8826 29.4
Decap NTRU-HRSS701 [207] 6257 27790 24979 6 701 350 7606 21.7
sntrup653, HS, TW* 5452 32559 22852 2.5 5 400 3727 9.32
sntrup653, [206]3 9110 62797 33531 9 0 278 - 52.3
Kyber L1 [88] - 9504 8957 4.5 4 450 4500 10.0
Saber L1 [88] 4364 24655 14879 1.5 0 370 2794 7.6

continued on next page

! We first presented this implementation in [17].
2 We first presented this implementation in [10]. 3 Does not implement decoding.
4 Improved high-speed design first presented in this thesis.
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Table 7.16.: (continued)

. . BR 33 Freq. Time

Module  Design Slices LUT FF AM 2 [MHz] Cycles (5]

Security Level 2
sntrup761, HS, TW* 7297 43547 28465 23.5 22 400 59320 148.3
K sntrup761, HS, TW! 6038 37813 25368 33 23 285 64026  224.7
VBN sntrup761, LA, TW! 1232 7216 3726 55 12 285 629367 2208
sntrup761, TW? 1068 5935 4144 11.5 12 271 1289959 4748
sntrup761, HS, TW4 6012 37314 24570 6 5 400 2571 6.43
sntrup761, HS, TW! 5381 31996 22425 4.5 6 289 5007 17.3
Encap  sntrup761, LA, TW! 1074 6030 3211 4.5 7 290 29245  100.8
sntrup761, TW? 844 4570 2843 7.5 8 271 119250 439
sntrup761, [206]3 10319 70066 38144 9 0 263 - 56.3
sntrup761, HS, TW* 6547 37871 26070 2.5 5 400 4316 10.8
sntrup761, HS, TW! 5432 32301 22724 3.5 9 285 10989 38.6
Decap  sntrup761, LA, TW! 1051 6016 3194 3 7 283 85628  302.6
sntrup761, TW? 902 5117 2958 7 8 271 260307 958
sntrup761, [206]3 10319 70066 38144 9 0 263 - 53.3
Security Level 3

NTRU-HPS821 [88] 10127 50347 44281 6.5 45 250 67157  268.6
Keveen sntrup857, HS, TW* 7357 47577 29173 6 19 400 398708  996.8
Ve Kyber L3 [88] - 10590 10458 6.5 6 450 2600 5.9
Saber L3 [88] 3634 20496 13939 1.5 0 370 2709 7.3
NTRU-HPS821 [88] 7370 33698 30551 5.5 0 250 4576 18.3
NTRU-HPS821 [207] 4978 29637 16634 9 0 400 7181 17.9
Enca sntrup857, HS, TW4 6925 44209 27831 6 5 400 2864 7.16
P sntrupss?, [206]3 11509 78379 42274 9 0 250 - 601
Kyber L3 [8§] - 10590 10458 6.5 6 450 3200 8.3
Saber L3 [88] 3321 21069 14074 1.5 0 370 3735 10.1
NTRU-HPS821 [88] 7785 38642 33003 2.5 45 300 10211 34.0
NTRU-HPS821 [207] 6808 29074 26474 6 821 350 7521 21.4
Deca sntrup857, HS, TW4 7498 45392 29912 2.5 5 400 4842 121
p sntrup857, [206]3 11509 78379 42274 9 0 250 - 57.3
Kyber L3 [88] - 10590 10458 6.5 6 450 4500 10.9
Saber L3 [88] 3816 21342 14233 1.5 0 370 4682 12.7

! We first presented this implementation in [17].
2 We first presented this implementation in [10]. 3 Does not implement decoding,.
4 Improved high-speed design first presented in this thesis.

To our knowledge, there are no full Streamlined NTRU Prime implementations other
than ours in the literature. However, Dang et al. [206] presented a hardware-software
co-design of round 2 Streamlined NTRU Prime for the parameter sets sntrup653, sntrup761
and sntrup857. It only implements the encapsulation and decapsulation, and omits the
key generation. In addition, the decoding is also not implemented in hardware. For a
fairer comparison, we only compare the parts implemented in hardware. Because it also
a high-speed design, we will compare it with the improved high-speed design from this
work. Despite implementing less in hardware, the design uses significantly more FPGA
resources, in particular LUT, across all parameter sets. At the same time, the execution
time of [206] is at least 4.7 and 8.4 times longer for decapsulation and encapsulation
respectively, compared to our high-speed designs.
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When comparing our improved high-speed implementation of sntrup653 with that of
NTRU-HPS667 from [88], we can see that our encapsulation does use more LUT, BRAM,
DSP and FF. At the same time, we have a lower cycle count by a factor of 1.6, as well
a much higher clock frequency. These two factors lead to a significantly faster execution
time, which is better by a factor of 2.6. For decapsulation, our design uses slightly
more LUT and FF, the same amount of BRAM but significantly fewer DSP. At the
same time, our cycle count is lower by a factor of 2.01. This lower cycle count, together
with the faster clock speed, leads to a faster execution by a factor of 2.69. For key
generation, our design uses fewer LUT, FF, DSP, while having a slightly higher cycle
count but a much faster clock speed, for a total latency improvement of 1.46. However,
our design does use roughly four times as much BRAM due to the batch inversion. When
we compare NTRU-HPS821 from [88] with our implementation of sntrup857, we see a
similar picture: Our encapsulation uses a third more LUT, but less FF, with slightly
more BRAM and DSP. At the same time our latency is again significantly lower, by a
factor of 2.5. Likewise, our decapsulation uses more LUT, fewer FF, significantly fewer
DSP while being much faster: Our design has a latency of just 35.5 % of the latency
of [88]. However, our key generation for sntrup857 is massively slower compared to the
key generation of NTRU-HPS821 from [88] due to the lack of batch inversion, though
our area consumption is lower. In particularly, our design uses only 65.8 % of the FF
and 42.2 % of the DSP.

We also compare our sntrup653 design with the NTRU-HRSS variant of NTRU from [88].
Our encapsulation uses 5.3% more LUT, but 12.6 % less FF, while having a slightly
higher cycle count. However, the faster clock frequency of our design allows us to have a
lower overall latency by a factor of 1.31. For decapsulation, our design uses less of every
FPGA resource, while also having both a faster clock frequency and a lower cycle count.
This results in our decapsulation having a latency of just 31.7 % of that of NTRU-HRSS.
The key generation comparison is similar, where our design uses less of every resource
except BRAM. Our design does have a slightly high cycle count, but thanks to our
higher frequency, we have a lower latency.

In addition, we compare our sntrup653 design with the recently published NTRU-
HPS667 implementation from [207], though they did not implement key generation.
Their encapsulation uses 26 % less LUT and 36 % less FF, while using slightly more
BRAM. Their design has the same clock frequency as ours, but due to their much
higher cycle count, is also slower by a factor of 2.56. For decapsulation, while their
design uses 27 % less LUT and 8 % less FF, it also uses over 60 times the DSPs. At the
same time, our design has a faster latency by a factor of 1.88.

A final detail we wish to highlight is that all of the DSPs of the encapsulation and
encapsulation of our improved high-speed design are from the encoder and decoder.
However, as mentioned in Section 7.1.3, these are all used for multiplications with con-
stants. Thus, they could be implemented relatively efficiently in LUT if DSP are not
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available, as constant multipliers are much cheaper than full multipliers [202,203]. This
also means that no full multipliers are required at all for encapsulation or decapsulation
for Streamlined NTRU Prime. This is of course not the case for key generation, where
we need full multipliers for the NTT and the divstep computation. In contrast, Ky-
ber requires full multipliers for all three operations because Kyber specifies the use of
an NTT [32,88]. Likewise, NTRU also requires full multipliers for key generation and
decapsulation, as it includes a “bigxbig” multiplication [88,208]. Saber on the other
hand can also exploit the “bigxsmall” property of its polynomials and use a schoolbook
polynomial multiplication algorithm that does not need any full multipliers [88,198].
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7.4. Comparing Core-SVP, Latency and Speed-Area Product

In addition to listing the numbers in Table 7.16, we also plot the Core-SVP security of the
different schemes and parameter sets against the encapsulation and decapsulation latency
in Figure 7.1 and 7.2. Comparing the Core-SVP security is helpful compared to just the
NIST security levels, as there can be leeway within a single category [209,210], while also
allowing us to better visualize how the designs compare across multiple parameter sets.
Informally, the Core-SVP metric estimates in bits how difficult it would be to directly
solve the SVP of the underlying lattice of the cryptosystem when running the BKZ
algorithm [59]. Though not without criticism [9,51], Core-SVP has seen widespread use
in comparing lattice KEMs [31,51,209]. For this comparison, we compare our improved
high-speed design with NTRU-HPS, NTRU-HRSS, Saber and Kyber from [88]'.
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Figure 7.1.: A diagram comparing Core-SVP vs. encapsulation speeds of structured lattice
KEMs. Each data point corresponds to a specific parameter set of the associated design. The
numbers for sntrup are for the improved high-speed design from this work, all others are from [88].
All axes are log scale.

!The scripts to generate these plots are originally from [209], we express our thanks to Daniel J.
Bernstein for providing them and allowing their reuse.
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In Figure 7.1, we can see that our design outperforms all other KEMs for encapsulation,
offering higher Core-SVP, faster speed, or both. It also significantly outperforms the
NTRU-HPS variant of NTRU. We conjecture that the larger Streamlined NTRU Prime
parameter sets, which we have not implemented, would also perform similarly well.
For the decapsulation (Figure 7.2), our design is on par with Kyber and Saber, while
significantly outperforming both NTRU variants.
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Figure 7.2.: A diagram comparing Core-SVP vs. decapsulation speeds of structured lattice
KEMs. Each data point corresponds to a specific parameter set of the associated design. The
numbers for sntrup are for the improved high-speed design from this work, all others are from [88].
All axes are log scale.

Figure 7.3 depicts Core-SVP security against the key generation latency. As in Table
7.16, we use a batch size of 24 and 21 for the parameter sets sntrup653 and sntrup761
respectively and use non-batch inversion for the sntrup857 parameter set. We can im-
mediately see that Streamlined NTRU Prime and both NTRU variants fall behind Kyber
and Saber significantly, as all three require a computationally expensive polynomial in-
version during key generation. However, our Streamlined NTRU Prime implementation
outperforms both NTRU variants for the parameter sets sntrup653 and sntrup761, thanks
to the speed-up from the batch inversion. When batch inversion cannot be used as in
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the case of sntrup857, then Streamlined NTRU Prime falls behind NTRU. We would like
to stress here that there is no fundamental reason why one could not use batch inversion
for sntrup857. Our inability of doing so is solely due to the limitations of our R/q-R/q
NTT multiplier. Using for example Good’s trick with 5 NTTq9(-) instead of 3 would
allow us to perform R/q - R/q polynomial multiplication for sntrup857 as well. In fact,
because 512 -5 = 2560 > 2554 = 1277 - 2, such an N'TT multiplier would be sufficient for
the R/q - R/q multiplication even for the sntrupl277 parameter set.
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Figure 7.3.: A diagram comparing Core-SVP vs. key generation speeds of structured lattice
KEMs. Each data point corresponds to a specific parameter set of the associated design. The
numbers for sntrup are for the improved high-speed design from this work, all others are from [88].
All axes are log scale.

Figures 7.1, 7.2 and 7.3 only compare the operation latency vs. Core-SVP, ignoring
area and FPGA resource consumption. For this, we need the time-area product of the
different operations. The best way of creating the time-area product for FPGAs is
debatable, as there are multiple factors that contribute to the area consumption: LUT,
FF, BRAM, DSP, slices etc. In [88], the authors suggest using only the number of LUT
because their number is the most limiting on FPGAs. We will be using this metric for
our comparison as well. This method has the downside of ignoring the use of all other
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FPGA components, such as the high BRAM usage of our batch inversion or the very high
DSP usage of NTRU-HPS667 of [207]. Furthermore, components such as RAM and DSP
multipliers can also skew the area comparison, as these components have a considerable
area cost in an ASIC, whereas they are available in high numbers in an FPGA [211].
Circuits that implement full multiplications, such as needed in the NTT for Kyber or
during our batch inversion, are also much more expensive in an ASIC than constant
multipliers [202,203], as needed for example in our decoder. However in an FPGA, both
appear identically in the area report as a DSP. In addition, a single LUT can represent
a hardware function of different complexity: For example, a LUT¢; can implement a 6
input NAND gate, or a 64 bit SRAM memory, both of which have vastly different area
usage in an ASIC. As a result, these time-area products should be treated with some
caution, especially when deducing area costs for eventual ASIC implementations. If of
course FPGAs are indeed the target platform, then these time-area diagrams can be
used directly.
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Figure 7.4.: A diagram comparing Core-SVP vs. encapsulation time-area product of structured
lattice KEMs. Time-area product is calculated by the number of LUT times the latency. The
numbers for sntrup are for the improved high-speed design from this work, all others are from [88].
All axes are log scale.
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Figures 7.4, 7.5 and 7.6 show the time-area product for all three main operations
of structured lattice KEMs. For encapsulation, we can see that our design is slightly
behind Saber, while outperforming NTRU-HPS and being on-par with NTRU-HRSS. For
decapsulation, Streamlined NTRU Prime falls further behind Saber, though also now
clearly outperforming both NTRU variants. During key generation, we see a similar
picture as in Figure 7.3, with Streamlined NTRU Prime being significantly behind both
Saber and Kyber, while also being ahead of the NTRU variants as long as batch inversion
can be used. For all three operations, Kyber is noticeably ahead of all other schemes.
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Figure 7.5.: A diagram comparing Core-SVP vs. decapsulation and time-area products of struc-
tured lattice KEMs. Time-area product is calculated by the number of LUT times the latency.
The numbers for sntrup are for the improved high-speed design from this work, all others are
from [88]. All axes are log scale.

However, as mentioned previously this comparison on FPGAs is somewhat inaccurate,
as we only take the number LUT into account when computing the time-area product,
while BRAM and DSP can have a considerable cost attached to them. It would thus be
of interest to repeat this comparison while using ASIC designs of all schemes using the
same cell library. Using the same cell library would be ideal in order to make the area
result directly comparable, in a similar fashion as using the same FPGA is needed for a
proper comparison. However, we could also use the GE of a design because this number
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Figure 7.6.: A diagram comparing Core-SVP vs. key generation time-area products of structured
lattice KEMs. Time-area product is calculated by the number of LUT times the latency. The
numbers for sntrup are for the improved high-speed design from this work, all others are from [88].
All axes are log scale.

is independent of the cell library. The time-area product would then be calculated as
the latency multiplied with the GE of a design. Looking beyond the comparison, a full
ASIC design of Streamlined NTRU Prime would in generally be of interest, and we hope
we will be able to present one at some point. For now, we leave this for future work.
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7.5. Scheduling Diagrams and Future Improvements

In this section we have deeper look in the instruction scheduling of our high-speed
implementation for the parameter set sntrup761. As explained in Section 6.12, the
improved scheduling is one of the reasons for the improved performance over our high-
speed design of [17]. The instruction scheduling diagrams for the sntrup761 parameter
set can be found for encapsulation (Figure 7.7), decapsulation (Figure 7.8), fixed-weight
sampling (Figure 7.9) and key generation (Figure 7.10). These diagrams also allow
us to identify bottlenecks in the design, which can in turn be the target for future
improvements.
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Decode

h = Decode(K
R/q )

$
Load Short T <— Short
R/q-R/3 Mult Load r Mult c=7r- h Output ¢
Round — ) Round ¢ ﬂ
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Figure 7.7.: Operation scheduling during Streamlined NTRU Prime encapsulation.

In Figure 7.7, a detail that is immediately visible is the high utilization of the SHA-
512 module: It is active for almost the entire duration of the encapsulation. Even
with perfectly optimal scheduling and an optimal cycle count for a SHA-512 round (i.e.,
80 cycles per 1024 bit input block), we can conjecture that the speed of the SHA-512
module will likely set the absolute lower limit of Streamlined NTRU Prime hardware
implementations. For this, let us look at the encapsulation in Algorithm 2 for all the
objects that must be hashed, their size in bytes for the sntrup761 parameter set, and
minimum number of cycles the hashing could take:

e Hash of the encoded public key K — 1159 bytes — 800 cycles
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e Hash of the encoded r — 192 bytes — 160 cycles. This operation can in theory
be done in parallel to the hashing of the public key, assuming a second SHA-512
module

e Confirmation hash v — 65 bytes — 80 cycles
e Shared secret hash — 1217 bytes — 800 cycles

Thus, even with absolutely perfectly optimized scheduling, the hashing of all objects
would take 1680 cycles. We thus conjecture that this cycle count is the theoretical lower
bound for any hardware implementation of Streamlined NTRU Prime for the sntrup761
parameter set. Our achieved cycle count of 2628 is thus only 1.56 times the theoretical
lower limit. Any further improvements beyond this limit would require exchanging the
SHA-512 module with a different hash function. A good candidate for this would be a
Keccak based hash function [195] due to its excellent performance in hardware. However,
this would break interoperability with the Streamlined NTRU Prime specification, as well
as slow down software implementations [191].

Beyond the SHA-512 module, the next target for additional optimization should be the
R /q decoder. The decoding of the public key takes more than half of the entire duration
of the encapsulation and accelerating it would allow the R /g multiplier to in turn begin
its operation sooner. In addition, the overall structure of the decoder is well suited for
vectorization, though doing so would likely increase the number of DSPs of the decoder.
However, because the DSP in the decoder only implements constant multiplications,
implementing the multiplications with LUT would be an efficient alternative.

In contrast to the encapsulation, we can see in Figure 7.8 that SHA-512 is not a bot-
tleneck during decapsulation. In fact, the SHA-512 module has significant idle times,
even with the pre-hashing of the rejection ss’. Instead, the module that has the highest
activity is the R/q polynomial multiplier. The majority of its active time is actually
spent loading and unloading data, and not on the actual multiplication. However, in-
creasing the loading and unloading speed is not trivial, as the other modules would also
require modifications. For the R/q multiplier concretely this would include the rounded
R/q decoder, the R/3 polynomial multiplier, and modulo 3/rounding module and the
rounded R /q encoder. We can also see the benefit of a dedicated R /3 multiplier: With-
out such a module, the R /3 multiplication would also have to be performed by the R /g
multiplier, further increasing the bottleneck and adding an additional delay. Instead,
the R /3 multiplication is overlapping with the output and input of the R/q multiplier,
reducing idle time.

A further possible optimization is the use of multi-step LESR for the R /3 multiplier.
Instead of reading one coefficient from the BRAM and shifting the LFSR by one per
cycle, it is possible to read two or more coefficients, and shift the LEFSR by the same
number. This in turn requires two (or more) times the amount of MAC units. This
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Figure 7.8.: Operation scheduling during Streamlined NTRU Prime decapsulation.

can be seen an unrolling of the outer loop in Line 2 in Algorithm 5, and was analyzed
for the multiplier in Saber in [88]. There, the unrolling led to a speedup of the mul-
tiplication, but also to a significant area increase, as well as decreasing the maximum
clock frequency. One could adapt the R/3 multiplier to also support this type of loop
unrolling. It would also be possible to apply the same technique for the R /g multiplier,
however the area increase would be extreme, making it unlikely to be worth the speedup.
Finally, like encapsulation, decapsulation would also benefit from a faster R /q decoder,
as it would allow the multiplication of ¢ and f to start sooner. However, a faster R/q
decoder would only benefit the decoding of the ciphertext, and not the public-key for
re-encryption because the public key decoding is done completely in the background
during the decryption.

Figure 7.9 shows the fixed-weight sampling of short polynomials during multiple sub-
sequent encapsulation runs for sntrup761. The pregeneration, sorting and subsequent
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Figure 7.9.: Operation scheduling during Streamlined NTRU Prime fixed-weight sampling of
short polynomials via sorting. Two sorting modules are present (labeled A and B), in order to
generate short polynomials at a sufficient rate for the encapsulation. The boxes with a gradient
continue beyond the area of the diagram.

caching of short polynomials is also visible, as well as the two sorting modules, labeled A
and B. We can see the Keccak RNG is more than fast enough to generate the randomness
for the sorting. The dual sorting modules can create two short polynomials over a period
of 4838 cycles. This averages to 2419 cycles per short polynomial. This is sufficiently
fast because an encapsulation takes 2 628 cycles.

In Figure 7.10, we depict the operation scheduling for the key generation for sntrup761,
with batch inversion for a batch size of 5. We chose to show a batch size of 5 as it allows
the figure to still be readable. We also split the figure into two parts, the preprocessing
before the R/q inversion operation in Figure 7.10a, and the postprocessing after the
inversion in Figure 7.10b. Including the R /¢ inversion operation itself would be of little
benefit, as it would make the figure difficult to read. We also omit the hashing of the
encoded public key as well as the sampling of the random p. We can see that the
preprocessing takes little time overall. Roughly 50% of the preprocessing is spent on
the sorting for the short sampling, the rest is spent in the multiplication module. In
contrast, the postprocessing after the R /q inversion is complete takes significantly more
time. The bottleneck of the postprocessing is the R/q - R/q polynomial multiplication.
Other operations, such as the encoding of the public key or the R /q-R /3 multiplications
are nearly negligible. While the R /g inversion on paper has the longest latency, the use
of batch inversion allows us to amortize the cost of the single inversion over multiple keys.
As a result, any further optimizations in future work should first target the R/q - R/q
NTT polynomial multiplier. The sampling and inversion of the g; polynomials happens
in parallel to the R/q inversion. The g; inversion does not employ batch inversion
because the inversion is already fast enough: All g; inversions are complete before the
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postprocessing steps begins. The ¢;~! are buffered in memory until they are needed to
compute h; and be encoded into the private key.

(a) Key generation part before the R/q inversion.
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Figure 7.10.: Operation scheduling during Streamlined NTRU Prime batch key generation for
a batch size of 5. The boxes with a gradient continue beyond the area of the diagram.

In addition, we can also see in Figure 7.10 how we interleave the final steps of the key
generation with the batch inversion: Rather than completing the batch inversion and
storing all a; L fi_1 Vi, we use each a; ! to compute fi_l, followed by the computation
of the corresponding public key h;. We then encode all relevant polynomials and output
the public and private key, completing a key generation. Because we then no longer
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need a; Land fi_l, we can overwrite ai_1 with ai__ll and fi_1 with fi__l1 in the next step of
Montgomery’s trick. We thus need less memory overall, reducing one of the major costs
of performing batch inversion.
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8. Gadget-Based Masking of Streamlined
NTRU Prime

In this section, we will present the gadget-based masked implementation of Streamlined
NTRU Prime, first published in [20]. The implementation is a joint work with the Ruhr
University Bochum, with the initial concept being from Georg Land. We start with
conceptual considerations of masking Streamlined NTRU Prime, followed by a concrete
description of the gadget-based masked implementation. We will also describe our case
study of applying the automated masking tool AGEMA to Streamlined NTRU Prime.

8.1. Conceptual Considerations of Gate-Level Masking

To implement the decapsulation as shown in Algorithm 3, we essentially need six major
side-channel protected modules:

Polynomial multiplication with operands in (R/q, R/3) and return values in R/q,
. Polynomial multiplication with operands in (R/3,R/3) and result in R /3,

. Reduction component modulo 3,

1.
2
3
4. Weight check component,
5. Rounding module, and

6

. SHA-512.

Standard Approach Usually when we wish to mask polynomial multiplication mod-
ules we would apply additive masking. We would either instantiate multiple polynomial
multipliers in parallel, or instantiate one polynomial multiplier that processes the shares
consecutively. Moreover for Streamlined NTRU Prime, two of the three polynomial mul-
tiplications in the decapsulation have one public and one secret input, which can be
realized very efficiently by applying additive masking because it only requires d+ 1 poly-
nomial multiplications and no re-sharing. The R/3 - R/3 multiplication, however, has
two secret input polynomials. In order to perform a secure polynomial multiplication in
the additive domain, @ fresh random polynomials need to be sampled. Additionally,
2(d? +d) polynomial additions and d?+d polynomial multiplications must be performed.
In contrast, masking the reduction, weight check, and rounding is non-trivial in the arith-
metic domain and would have to be solved in the Boolean domain. Finally, SHA-512 uses
64 bit additions, which is efficient in additive domain and feasible but less efficient in
Boolean domain, as well as non-linear Boolean operations that strictly require Boolean
masking.
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In summary, this traditional approach is expected to yield a relatively efficient im-
plementation at the cost of converting between additive and Boolean masking domain
multiple times. Moreover, this type of implementation is often very specific in terms
of masking degree, i.e., not parametrizable. Besides, the wide variety of applied tech-
niques produces a larger attack surface, as shown in recent attacks on masking conver-
sions [128,129].

Applicability of Gadget-based Masking To overcome these downsides, we follow a re-
cent line of research from the field of masking symmetric cryptographic schemes: gadget-
based masking. For schemes in symmetric cryptography, we usually find a Boolean
description that enables masking them at the gate level. This differs for public-key
and post-quantum cryptography because these schemes typically employ arithmetic op-
erations on number-theoretic structures such as multiplications in polynomial fields.
Polynomial multiplications, however, consist of modular multiplications and additions
in some finite number field. While the modular additions can be masked in Boolean
domain through a secure adder, the modular multiplications are vastly more complex
and are deemed infeasible to be masked in the Boolean domain due to the very high
number of non-linear gates.

However, for Streamlined NTRU Prime, we have already observed in Section 6.2 that the
three polynomial multiplications each have at least one factor in R/3. Consequently, if we
employ schoolbook multiplication, the underlying coefficient multiplication-accumulation
has an input from Z, being multiplied with either 1, 0, or -1 and then accumulated to
another value in Z,. As we have also observed in Section 6.2, we do not have to perform
a modular multiplication in this case. Instead, we can securely multiplex between the
public input coefficient from Z,, its precomputed additive inverse, and zero. The result
is added securely to the accumulation value using a masked adder. As indicated be-
fore, all other operations of Streamlined NTRU Prime are already feasible in the Boolean
domain, enabling the first fully Boolean masked implementation of a public key and
post-quantum secure scheme.

In the following, we describe our design considerations for each module in the Boolean
domain. Note that in contrast to conventional hardware development, where it is desir-
able to have as many NAND gates as possible as they are the cheapest gate, the design
goal in our case is to have as few as possible SecAND gadgets, as they require fresh
randomness. Throughout our design, we use the HPC2 SecAND gadget [166], described
in Section 5.2.3 and Algorithm 8.

8.1.1. Polynomial Multiplication

Polynomial multiplications are one of the most expensive operations in the decapsula-
tion of lattice-based KEMs, and improving their performance has been a target in the
literature and in this thesis [10,17,105,106]. In addition to performance, we focus here
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on achieving a side-channel secure implementation. During decapsulation, two types of
multiplications are required:

o Multiplication in R/q with one operand from R/3 (Lines 4 and 9 in Algorithm 3)
and

 Multiplication in R/3 (Line 5 in Algorithm 3).

8.1.1.1. Multiplication in R/q

We observe that if we employ a standard schoolbook multiplication approach for both
occasions of this multiplication, no coefficient multiplier is necessary. Instead, we use
a secure adder and a secure three-way multiplexer. It is important to note that for
both multiplications in R /g, the input polynomial from R/q is public, while the other
factor from R /3 is secret. Thus, the idea is to compute the additive inverse of the input
coefficient from R /g, which is unmasked. Then, we securely multiplex with a masked
select signal between both values and zero, and finally accumulate the result securely to
the (intermediate) result coefficient. The architecture is shown in Figure 8.1.

Secure Multiplexing For this, we need a secure three-way multiplexer. The three public
input signals are z = 0,a, = a,a, = ¢—a € Z,;. However, here we view them as Boolean
values in F33. The secret select signal is (f[1], £[0]) € {(0,0),(0,1),(1,1)}. We perform
two consecutive secure 2-input multiplexing operations:

2[0) 0D = g, A f[1]0D & a, A f[1]0D
=ap A f1OD @ an A (f]1 ]““’@ 1)

:apAf[l]Od @an/\f[] )@ ay,
= ((ap ® an) A f[1 ] )@a (8.1)
1] = 2[0) D A fl0] & 2 A F[0]OD
= (0] @ 2) A f10]O)) @ 2
= z[0]) A £[0] @ (8.2)

Note that the public inputs can be set as the first share, while all other shares are
just zeros. This is the reason why we can simply omit z in Equation 8.2. The SecAND
gadget generates a uniformly random output also for the case that (f1, fo) = (0,0).

Secure Addition Parallel prefix adders can achieve efficient addition in hardware.
These concepts also have been adapted to the Boolean masked domain first in [212].
This was followed by a broader examination of more recent techniques like threshold
implementation and gadget-based masking in [213], which we also deploy for our work.
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Figure 8.1.: Architecture of the masked R /g polynomial multiplier. Blue modules operate on
masked shares. We have omitted the address calculation.

8.1.1.2. Multiplication in R/3

For coefficient multiplications in R/3, only 9 possible input combinations with three
output combinations exist. Thus, we develop a direct Boolean masking utilizing the
fact that the single inputs have a limited range. Multiplying two signed 2 bit coefficients
e[l : 0] = e[0] —2e[1] and v[1 : 0] = v[0] —2v[1] to a signed 2 bit value r[1 : 0] = r[0] —2r[1]
can be done as follows:

7a[()](O:d) — e[o](O:d) A U[O](O:d)
(1)) = 0] A {0 D A (e[1) ) © of1] D)

Then, we add 7[1 : 0]%9 to the accumulation value a[l : 0]%% and map the result
back to the signed a/[1 : 0]“49 € {—1,0, 1} which can be done with the following formulas
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that take into account that only 002,014, 115 are valid inputs:
a'[0)D = (r[0] " @ a[0) ™)
v ( 0] D A (r[1]0D) & a[1]09))) (8:5)
(r 1] A a0 (Od)>
(rI©D A (r[0)D & a1] D)) (8.6)

8.1.1.3. Schoolbook Polynomial Multiplication

2]

The schoolbook polynomial multiplication requires us to rotate one of the polynomials,
in order to perform the polynomial reduction (see also Line 6 in Algorithm 5). Generally,
there are three approaches for this: Either we rotate one of the input polynomials or the
output polynomial. For our two “bigxsmall” multiplications in R/q, we have a small
secret input represented by 2(d + 1) bit, a big public input represented by [log, ¢] bit,
and a big secret output represented by (d + 1)[logs ¢| bit. Since shifting large amounts
of data is expensive in terms of routing, FF demand, and dynamic power consumption,
the natural choice is to rotate either of the input polynomials.

8.1.1.4. Polynomial Reduction Modulo z? — x — 1

For the schoolbook multiplication, we can directly perform the polynomial reduction
using the same LFSR rotation as with our unmasked multipliers in Section 6.2. We
observe that 2 = x 4+ 1 mod 2P — x — 1, which indicates that the uppermost coefficient
(zP) during the rotation must be additionally added to the before lowermost coefficient.
As we indicated before, we want to rotate either of the input polynomials. Applying
this strategy to the R/3 polynomial would increase the coefficient range to [—2,2] due
to the extra addition during polynomial reduction in the same manner as for unmasked
R/q - R/3 multiplier described in Section 6.2. We would then require a secure 5-way
multiplexer instead of a secure 3-way multiplexer, increasing both area and randomness
demand. In addition, the coefficient adder would have to be a secure 3 bit adder, which
is more expensive than a unmasked Z/q adder. Thus, we choose to rotate the public
R/q input polynomial and perform polynomial reduction in the same domain. This can
also be seen in Figure 8.1.

8.1.2. Modular Reductions

For Streamlined NTRU Prime decapsulation, we require two different modular reductions.

8.1.2.1. Reduction Modulo ¢

This reduction is only applied for the accumulation within the R /g polynomial multipli-
cations. We decide to use the non-negative modular representation in the interval [0, q)
only since we would need to check both for underflows and overflows in the centered
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representation. Therefore, the value to reduce only grows by a maximum of one bit and
can only provoke an overflow. Thus, a conditional subtraction by ¢ suffices, resulting in
two possible approaches:

1. We assume the accumulation produces a carry-out bit which we use to subtract ¢
from the result conditionally. By this, our value always remains correctly in Fi3,
but not necessarily in the interval [0, ¢). Therefore, a final pass over the polynomial
is required to reduce it to the minimal interval.

2. We subtract ¢ from all accumulation results and obtain the carry bit from that
operation. If this is 1, we know an underflow occurred. Thus, we can use the
carry bit to securely multiplex between the original accumulation value and the
subtracted value. This keeps all intermediate values in the minimal interval [0, ).
This can also be seen in Figure 8.1.

8.1.2.2. Reduction Modulo 3

For the modulo 3 reduction, we have an input from Z/q and want to reduce it to
{—1,0,1}. We can use the same technique as described in Section 6.7.2.6, with the sole
difference that all bit operations are the secure version operating on masked shares.

8.1.3. Weight Check

Let /[0 : 1,0 : p — 1](%9 be an array of p shared 2bit numbers. Valid values are (0,0),
(0,1), (1,1) if the signed representation is used, and (0,0), (0,1), (1,0) for the unsigned
representation. We wish to check if exactly w array elements are non-zero. Thus, the
basic idea depends on the chosen representation.

Signed.  We accumulate all 7/[0,:](%9 values together, with a secure [log, w] bit
adder.

Unsigned. We compute /[0, ]9 v #/[1,:](%4) and accumulate the resulting shared
bit vector with a [logy w] bit adder.

It follows that the signed representation demands fewer non-linear Boolean operations.
For the secure adder, the same adder as used for the polynomial multiplications is
applied.

Following this, we then bit-wise XOR the shared adder output with the public target
weight w, and then OR all bits of the result together to a single shared result bit. The
overwriting of r’ can be performed with a secure 2-way multiplexer deciding between the
secret v’ and the fixed public vector (1,1,...,1,0,0,...,0).

8.1.4. Rounding

For rounding, we first perform a reduction of the coefficient modulo 3 and then subtract
the result from the original coefficient. As a result of the modulo operation, we obtain
two masked bits a[1 : 0](%9 € {(0,0),(0,1),(1,1)}. With this, we want to
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1. add 1 for a[1 : 0] = (1,1)
2. add q — 1, which is analogue to subtracting 1, for a[1 : 0](*%) = (0, 1), and
3. add zero for a[l : 0] = (0,0)

One way to achieve this is by multiplexing securely between ¢—1, 1 and zero depending
on a[l : 0](®Y which in turn would include more non-linearity. To avoid this, we
construct the value (a[0]? @ a[1]©D) . (¢ — 1) + a[1]%% mod ¢. In other words, this
value consists of a[0](%® @ a[1](%9 in all binary positions where ¢ — 1 is 1, with the least
significant bit consisting of a[l](ozd). All other positions are zero. Doing so requires no
additional non-linear gates. This value is then securely added to the original coefficient to
perform the rounding. For the addition, we can re-use the addition-reduction procedure
as used for polynomial multiplication.

8.1.5. SHA-512

As explained in Section 4.6, SHA-512 implements a round function using an adder (mod-
ulo 264), the two functions ¥y and ¥; and the functions SHA-Ch and SHA-Ma. The full
message schedule array is computed with an adder (modulo 264) and the two functions
S and R. The four functions g, >1, S and R consist of simple shift or rotate operations
by different values for each function. The outputs of the shifts and rotates are added
together by XOR operations. All four operations are thus fully linear. SHA-Ch and
SHA-Ma are non-linear functions processing F, F, G and A, B, C, respectively.

For our masked hardware implementation, we can secure the adders by applying the
concept of the masked adder introduced in Section 8.1.1. We use a 64 bit adder to realize
the correct addition. Masking ¥, X1, S and R can be accomplished in a straightforward
way since the shift and rotate operations do not introduce additional implementation
overhead in hardware and all XOR gates can simply be replaced by secure XOR gadgets.
Finally, SHA-Ch and SHA-Ma are bit-wise operations that can be implemented in parallel
to match the width of the adder to be used. Hence, we can modify the formulas for both
to reduce the number of non-linear gates in order to minimize the amount of required
randomness and the area overhead leading to

SHA-Ch(E,F,G)=(EAF)® (EAQG)
=(EANF)® (E®1)AG)
=(EN(Faq)aed (8.7)
SHA-Ma(A,B,C) = (AANB)® (ANC) @ (BAC)
=(ANBa&C) e (BANC). (8.8)

8.1.6. Encoding, Decoding & Comparison

Streamlined NTRU Prime defines multiple en- and decoding algorithms for transforming
polynomials in R/3 and R/q to and from byte arrays [9] as described in Section 4.5.
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Decoding the ciphertext and public key can be done unmasked because they are both
public. We use our R/q decoder described in [17] (see Section 6.8). For decoding the
secret polynomials f and g~—!, we also use our R/3 decoder from [17] and apply masking
afterwards. However, we also need to securely encode r’ into a byte array to compute
the confirmation hash and session key. For this, we apply masking to our R/3 encoder
from [17]. This is straightforward as the encoder only consists of a shift register and a
2 bit adder.

In the original algorithm specification, the recomputed ciphertext polynomial ¢’ is en-
coded (line 10 in Algorithm 3) before the ciphertext comparison (line 14), using an R /q
encoder. However, the R/q encoder requires a 16 bit multiplication (see Section 6.8)
which would be prohibitively expensive to implement securely in the Boolean domain.
We instead compare the ciphertext polynomial coefficients directly, after which we com-
pare the confirmation hashes. This allows us not to implement the masked R /g encoder.
The masked ciphertext comparison is straightforward: We do a bit-wise secure XOR of
the two ciphertext coefficients and then repeatedly securely OR the output together.

8.2. Implementation of Gadget-Based Masked Streamlined
NTRU Prime

After introducing the theoretical background of masking all required operations, we now
discuss the implementations of each building block. This implementation was first pre-
sented in [20] as part of this thesis, and the code of the implementation is available at [21].
Afterwards, we briefly discuss the generation of fresh randomness that is necessary to
achieve a side-channel protected implementation.

8.2.1. Building Blocks

In order to implement the operations described in Section 8.1, we define the following
masked modules and described them in detail in the following sections:

Add13 pipelined 13 bit Sklansky adder with a carry-out for usage in polynomial
multiplication, weight check and rounding

CSubQ pipelined 13 bit Sklansky adder with one operand fixed to the two’s comple-
ment of ¢, with a subsequent multiplexer, for usage in the modular reduction
to Zq

Mod3 pipelined reduction from 13 bit modulo 3

Mul3 pipelined Zs multiplier for usage in the R/3 polynomial multiplication

Mux3 pipelined 3-way multiplexer with public input {a,0, —a} and a secret select
signal

Mux2 pipelined 2-way multiplexer with secret input and a secret select signal
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SHA-Ch 64 bit wide SHA-Ch step
SHA-Ma 64 bit wide SHA-Ma step

Addo64 pipelined 64 bit Sklansky adder for the SHA-512

7 LA LA

/

Figure 8.2.: 13 bit Sklansky adder construction with a carry-out.

8.2.1.1. Add13 and Add64

In [213], Bache and Giineysu compare the Brent-Kung, Kogge-Stone, and Sklansky adder
architectures in the context of Boolean masking. For gadget-based masking, the Sklansky
adder [214] turns out to be the optimal choice, having the same low latency as Kogge-
Stone but less randomness demand while having a lower latency than Brent-Kung at
the cost of slightly more randomness [213]. A higher latency increases the area cost for
pipelined designs because we need more storage cells for the additional pipeline stages.
In our case, all of our adders are fully pipelined.

The 12 bit Sklansky adder with carry-out deployed in our implementation is shown in
Figure 8.2. We have a total of 5 layers. In the first layer, for input bits a[i](%:®, p[:](0:4)

121



8. Gadget-Based Masking of Streamlined NTRU Prime

where ¢ € {0,...,12}, we compute in each circle:
a0 m(O:d) _ am(O:d) A b[i](D:d) (8.9)
p1[i] %D = a[i] @D g p[;)0:d) (8.10)

Note that the dotted circle indicates the rightmost p;[13]%9) g,[13](%4) which are set
to 0, as we only have a 13bit input. It thus does not require any computation. It is
needed to compute the carry-out, as we have a 14 bit output, and ensures that the lower
layers operate on the correct inputs. Computations in the lower layers are represented

by squares. Each square node of layer k has four inputs, the two “left” inputs gli?:d), p,(fl):d)
and the two “right” inputs gl(ﬁ?fd), p,(gd), and computes the following outputs:
0:d 0:d 0:d 0:d
9 = o & (53 A 507) @
0:d 0:d 0:d
i = pig® A (8.12)
Finally, note that none of the leaf nodes in the lowest layer need to compute pg):d), as

only the final géozd) values are needed for the final output. The 14 bit output O is

computed as follows:
O[] @D = g5[i] @D @ p,[i]©D Vi € {1,...,13} (8.13)
0[0] @D = py[0] ") (8.14)

The 64 bit adder works equivalently, though with a total of six levels. In this case, we do
not need a carry-out because the additions in the SHA-512 module are all module 264,

8.2.1.2. CSubQ

For the conditional subtraction with ¢, we take a similar approach. We instantiate
another Sklansky adder with one public operand fixed to the two’s complement of q.
Then, after each addition (let us denote the result here as z(*9), we perform this
subtraction by ¢ and obtain (¢ — )9 as well as the shared carry-out bit. Using this
bit, we multiplex securely between z(*9 and (¢ — $)(O:d), selecting the former if the
carry-out is one (indicating an underflow has occurred) and else the latter. The fixed
input enables the synthesizer to optimizations significant parts of the adder circuit due
to constant propagation.

8.2.1.3. Mod3

The architecture to compute this is depicted in Figure 8.3. For the secure additions
and subtractions, we employ simple ripple-carry adders as parallel prefix adders have no
advantage for these small bit widths. The Mod3 also has a special feature: its input is
in the non-negative representation in the interval [0, ¢), as this is what is output by the
polynomial multiplier. At the same time, its output is in the signed representation in
the interval [—1, 1] because the weight check is more efficient for this representation (see
Section 8.1.3).
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signed 4 bit
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Figure 8.3.: Mod3 module [20].
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8.2.1.4. Mux3 and Mux2

Mux3 can be implemented with three pipeline stages because the HPC2-SecAND gadget
has a delay of two cycles for one input and one clock cycle for the other. We instantiate
13 of these 2bit Mux3 in parallel in order to feed Add13 without idling.

We have a delay of two cycles for Mux2, which has two secret data inputs and a secret
select input. We instantiate 13 Mux2 in the R /g multiplier to select between the CSubQ
output and the non-subtracted value. We also instantiate two Mux2 during the weight
check calculation to select between the original ' and the fixed vector. Finally, we use
eight Mux2 to select between the encoded r’ and p after the ciphertext comparison.

8.2.1.5. SHA-Ch and SHA-Ma

Both the SHA-Ch and SHA-Ma can be directly implemented according to Equation 8.7
and 8.8 respectively with the HPC2-SecAND gadget. We implement both operations
with a width of 64 bit, in order to be able to directly feed the output to the Add64
module. The SHA-Ch has a latency of 2 clock cycles, while SHA-Ma has a latency of 3
clock cycles.

8.2.1.6. Mul3

The Zs multiplier of the Mul3 module can also be directly implemented according to
Equations 8.3 through 8.6 with the HPC2-SecAND gadget. The Mul3 module is fully
pipelined, with a latency of 5 clock cycles.

8.2.2. Randomness Generation for Masking

The generation of a large amount of randomness needed by the secure gadgets is com-
paratively easy to solve on an FPGA or ASIC, but there are still different approaches
available:

Pre-generated randomness. The first approach precomputes randomness and stores it
in BRAMs. This approach does not require any LUT, though it requires a large
amount of BRAM. In addition, it is only suitable for testing.

PRNGs using LFSRs. LFSRs can produce high quality statistical randomness, as long a
suitable tap polynomial is chosen. This approach is very lightweight because LFSRs
require very little area in hardware but does not create cryptographically secure
randomness. However, for masking, statistical randomness may be sufficient, as
shown in [215]. There, just three LUT were needed to create one random bit per
cycle. At the same time, a recent work showed that using LFSRs to generate
random bits for masking may be problematic in certain cases due to the linear
nature of LESRs [216].
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True Random Number Generators (TRNGs). A TRNG creates randomness by sam-
pling the noise of a physical process. An example of a TRNGs in an FPGA
is the sampling of the jitter of a freely looping ring oscillator or Phase-Locked
Loop (PLL) [217]. However, generating secure instances is non-trivial [218] and
requires appropriator post-processing to remove bias. A TRNG also often provides
only limited throughput.

Extendable Output Function (XOF)/ stream cipher. An XOF can provide large amounts
of cryptographically secure randomness as long as it is properly seeded. A Kec-
cak-based XOF is highly suitable for hardware implementations, as Keccak is very
efficient in hardware (See also Sections 6.12 and 7.1.6). A similar approach is to use
a stream cipher to generate random bits. In both cases, we can optimize the RNG
by using round-reduced version of the algorithms. This approach was analyzed in
the very recent work [216]. There, they found that a round-reduced variant of the
stream cipher Trivium [219] — called Bivium B [220] — is optimal for generating
large amounts of random bits for use in masking. Concretely, they report a cost
of 22.9 GE/bit and 3.65 LUT/bit while generating 256 bit/cycle.

Due to the straightforwardness of randomness generation and in order to remain platform
agnostic, we do not include a concrete RNG in our implementation.

8.3. Case Study: Applying AGEMA to Streamlined NTRU
Prime

In this section, we will describe our case study of applying the AGEMA tool [22] to
automatically create a masked implementation of Streamlined NTRU Prime from our low-
area implementation [17]. This was done as part of the preparation prior to our gadget-
based masked implementation in [20]. Ideally, this would allow us to create a secure
masked implementation with minimal additional effort, as well as reduce the potential
for implementation flaws that reduce security. Additional background on AGEMA is in
Section 5.4.

Concretely, we apply AGEMA to the R/3-R/3 and R/q-R/3 polynomial multiplier.
For this, we synthesize our low-area R/q - R/3 multiplier from [17] and our R/3 - R /3
multiplier from this work to an ASIC gate-level netlist, using the Nangate Opencell
library [86]. We immediately encounter two problems:

1. AGEMA does not support control structures such as FSMs.

2. The Nangate library does not have any memory cells such as SRAM. As a result,
any memories are left as black boxes, and are not supported by AGEMA.

To address point 1, we separate the control logic and data flow of both multipliers
into separate files, and only apply AGEMA to the data flow logic. This includes the
MAC unit (see Algorithm 10 and 9), the modular reduction modules (see Section 6.7.2.4)
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and the LFSR tap points (see Figure 9). To address point 2, we manually modify the
memories to the correct sizes to be able to store all shares. We apply AGEMA using the
HPC2 gadget because this allows us to flexibly choose the masking degree. Another issue
we encounter when applying AGEMA is that only the naive approach is reliable: For
example, the transformation of the R/q MAC netlist into a BDD would not complete
even after 848 hours of computation time, after which we decide to terminate the process.
As a result, we decide to focus on the naive approach. We also use the pipelining feature
of AGEMA, so that our masked modules can process new input every clock cycle in the
same way as our unprotected modules.

Table 8.1.: Area results for the masked modules generated by AGEMA. All modules use HPC2
gadgets, the naive approach and with pipelining enabled.

Area Pipeline  max rand.

Modnle LUT FF BRAM DSP Depth bits / cycle d
R/q MAC 1375 10102 0 0 96 130 1
R/3 MAC 190 368 0 0 16 18 1
R/q-R/3 LFSR Tap 452 2305 0 0 13 36 1
Mod ¢q = 4591 8296 24642 0 0 78 825 1

We then synthesize the generated, masked modules for an FPGA, in order to gauge
their area usage. The numbers for first-order security are listed in Table 8.1. We
can immediately see that none of the modules are particularly efficient. The modular
reduction stands out, requiring a significant number of both LUT and FF, as well as
massive number of random bits per clock cycle. The cause for the high randomness
consumption is the large amount of NAND gates that are used by the ASIC synthesis
tool. This is normally a sensible strategy for ASIC synthesis, as NAND gates have
the smallest area footprint of all gates. However, as explained in Section 8.1, the non-
linear NAND gates are significantly more expensive then other gates such as XOR when it
comes to masking them. In addition, the ASIC synthesis tool is unaware of the additional
register stages caused by NAND gates, and instead chains them one after the other. This
leads to the very high pipeline depth of the modules, which in turn leads to the high
FF usage. Finally, the base design is also not amiable to masking: In our unprotected
design, we rotate the secret R /3 polynomial in the LFSR, used the signed representation
for the accumulator register, and delay the modular reduction until the very end. While
these design choices are beneficial for the unprotected design, they cause a significant
overhead in the masked modules. Design choices that are more efficient for masking are
described in Section 8.1.

As a result, we conclude that using AGEMA to mask Streamlined NTRU Prime is
infeasible without significant modifications to the design architecture. This somewhat
defeats the point of using an automated tool like AGEMA, as our starting goal was
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to generate a masked implementation with minimal manual effort. In addition, an
“AGEMA-aware” ASIC synthesis tool would be of interest for future work. Such a
synthesis tool would take the overhead and register stages of masked NAND gates into
account during the initial synthesis of the gate-level netlist. This would minimize both
the number of non-linear gates as well as the total pipeline depth.
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9. Evaluation & Discussion of the
Gate-Level Masked Implementation

In this chapter, we present the implementation results of the gadget-based masked im-
plementation of Streamlined NTRU Prime, first published in [20] as part of this thesis.
Furthermore, we present a formal verification of our building blocks in order to demon-
strate their protection against side-channel attacks. We also compare our hardware
implementation of Streamlined NTRU Prime to a secure hardware design of Saber and
Kyber. Afterwards, we discuss some of the potential improvements identified in our
design. Finally, we analyze the application of our concepts and approaches to Kyber.

9.1. Implementation Results

We implement our design on a Xilinx Artix-7 device, using Vivado v2021.2 (64-bit),
for the sntrup761 parameter set. We also synthesize our design for an ASIC using the
45nm Nangate open cell library [86]. Table 9.1 shows the latency, frequency, and peak
randomness demand per module and masking degree. As can be seen there, the cycle
count is dominated by the three polynomial multiplications, which take 93 % of all total
cycles. At the same time, the peak randomness is always set by the 64 bit adder in the
SHA-512 module. While the total cycle count is independent of the masking degree,
the maximum clock frequency varies: On an FPGA and at masking degree 1 and 3, the
design reaches 200 MHz, but the maximum frequency is lower for masking orders 2, 4,
and 5. For all three, the critical path lies in the SHA-512 module. For the ASIC, the
design reaches a higher maximum clock frequency than the FPGA at first order, with
207 MHz. However, as the masking degree increases, the maximum frequency drops off
faster, reaching just 75 MHz at fifth order and 100 MHz at sixth order. Here, the critical
path also lies in the SHA-512 module.

In Table 9.2, the area demand per module and masking degree is shown for Artix-7
FPGA. As expected, the area increases vastly with increasing masking degree. Interest-
ingly, for all masking orders, SHA-512 dominates the resource cost consuming roughly
61 % of all LUT and FF. The next most expensive operation is the rounding during the
re-encryption, followed by the R /¢ polynomial multiplication. When comparing the ra-
tios of cycle counts and the resources consumed, it is apparent that the current SHA-512
implementation is sub-optimal: it is too expensive when considering the whole design.
In particular, the full 64 bit adder is oversized. For a better ratio of cycles and resources
consumed, using a smaller, 16 bit adder multiple times for each 64 bit addition, would
be more efficient, while only adding a comparatively minor number of cycles. Doing
so would also allow the SHA-Ch and SHA-Ma gadgets to have a smaller widths, saving
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Table 9.1.: Latency, frequency, and randomness results after synthesis. Note that the cycle
count for SHA-512 is for a single 1024 bit block. We did not perform synthesis for orders sic and
seven, as they no longer fit into an Artix-7 FPGA.

Maximum Randomness (bits per cycle)

Module Cycle Count Masking Degree
1 2 3 4 5 6 7
Decap 1870049 52 82 156 252 370 510 672
Encode R/3 765 4 12 24 40 60 84 112
C’ comp. 4050 14 42 84 140 210 294 392
Decrypt 1171270 96 288 576 960 1440 2016 2688
mod 3 29 46 138 276 460 690 966 1288
Mul. R/3 581409 6 18 36 60 90 126 168
Weight calc. 9145 42 126 252 420 630 882 1176
Re-Encrypt 581501 123 369 738 1230 1845 2583 3444
Rounding 812 123 369 738 1230 1845 2583 3444
Mul. R/q 580 646 103 309 618 1030 1545 2163 2884
Adder 13 bit 10 32 96 192 320 480 672 896
13 Mux2 2 13 39 78 130 195 273 364
13 Mux3 3 26 78 156 260 390 546 728
SHA-512 7845 310 930 1860 3100 4650 6510 8680
SHA-Ma 2 128 384 768 1280 1920 2688 3584
SHA-Ch 2 64 192 384 640 960 1344 1792
Adder 64 bit 14 310 930 1860 3100 4650 6510 8680
Total 1870049 310 930 1860 3100 4650 6510 8680
fmax (MHz) 200 182 200 169 179 - -
FPGA Latency (ms) 9.35 10.3 9.35 11.1 11.4 - -
ASIC fmax (MHz) 207 165 148 91 75 100 -
Latency (ms) 9.03 11.3 12.6 20.5 24.9 18.7 -

further resources. Finally, this would reduce the maximum of random bits used per
cycle.

When we compare the numbers of Table 9.2 and 9.1 with those from AGEMA in
Table 8.1, we can clearly see the improvement of our hand-crafted design over the au-
tomatically generated design. The generated masked version of the modular reduction
module alone uses more FF and randomness per cycle than our entire design.

In Table 9.3, we list the GE area demand per module and masking degree for an ASIC.
As we did not have access to a memory macro, we list the memory footprint separately.
We see similar behavior to the FPGA area demand, with the SHA-512 dominating the
area demand, followed by the rounding during the re-encryption. The total GE also
grows significantly as the masking degree increases, while the SRAM usage grows more
slowly.
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Table 9.2.: FPGA area results for the Xilinx Artix-7. Note that this does not include the area
needed for randomness generation. Not listed is the DSP usage: 4 DSPs are needed as multipliers
in the decoder, regardless of the masking degree.

Masking Degree

Module 1 2 3 4
LUT FF BR LUT FF BR LUT FF BR LUT FF BR
Decap 2270 1180 4.5 2493 1575 6 3088 2256 6 3766 2980 8
Encode R/3 61 52 0 7 80 0 104 115 0 131 157 0
C’ comp. 278 263 0 503 530 0 855 895 0 1273 1358 0
Decrypt 1743 1602 0 2680 3225 1.5 4847 5451 1.5 7276 8282 1.5
mod 3 542 719 0 1197 1528 0 2274 2638 0 3474 4049 0
Mul. R/3 470 208 0 329 319 1 489 476 1 665 675 1
Weight calc. 528 612 0 1066 1286 0 1947 2194 0 2941 3350 0
Re-Encrypt 2017 2450 0.5 4138 5180 1 7755 8936 1 11696 13714 1
Rounding 1888 2387 0 4080 5108 0 7695 8851 0 11636 13616 0
Mul. R/q 1846 2148 1.5 3693 4419 2 6686 7554 2 9885 11553 2.5
Adder 13 bit 627 715 0 1352 1545 0 2523 2690 0 3729 4150 0
13 Mux2 182 221 0 390 468 0 676 806 0 1040 1235 0
13 Mux3 211 286 0 463 625 0 848 1107 0 1314 1723 0
SHA-512 11684 12035 2 22493 23880 3 38370 39406 8 56207 59097 9
SHA-Ma 1528 1664 0 3439 3840 0 6624 6912 0 10197 10880 0
SHA-Ch 896 1088 0 1920 2304 0 3584 3968 0 5440 6080 0
Adder 64 bit 5996 5663 0 12352 23162 0 22506 21770 0 32702 33740 0
Total 19923 19725 8.5 36340 39209 13.5 62498 65463 18.5 91731 98726 22
Total w/o SHA 8239 7690 6.5 13847 15329 10.5 24128 26057 10.5 35524 39629 13
SHA Pct. 58.4 61.0 23.5 61.9 60.9 22.2 61.4 60.2 43.2 61.3 59.9 409

Different Masking Degrees for Decrypt and Re-Encrypt In [172], the authors reason
that re-encryption must be protected at a higher level than decryption during decapsu-
lation (see also Section 5.3). Our design, and all building blocks can be easily adapted to
any masking degree allowing a flexible configuration. However, doing so would decrease
the modules that can be re-used across the design, such as the R/q multiplier which is
used both during decryption and re-encryption.

0.2. Side-Channel Evaluation

In this section, we will evaluate the side-channel security of our masked Streamlined
NTRU Prime implementation. The analysis was performed primarily by my co-authors
from Ruhr University Bochum in [20]. We include it for reference and completeness. For
better readability and consistency, we will continue to use “we” in this section.

In order to evaluate the protection against side-channel attacks, we rely on formal
verification of each of our submodules, but additionally perform practical side-channel
measurements based on Welch’s t-test. Evaluating the entire decapsulation by prac-
tical measurements is currently infeasible for our side-channel setup due to the large
amount of required clock cycles. In particular, the total number of samples required to
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Table 9.3.: ASIC area results in Gate Equivalent (GE), using the 45nm Nangate open cell
library [86]. The area does not include SRAM cells, which are listed separately. Note that this
does not include the area needed for randomness generation. The area for the Encode R /3 entity
is not available for masking degrees one through three because it was merged with its parent
entity.

Masking Degree

Module 1 2 3 4 5 6
Decap 14703 18520 23632 29561 37176 46078
Encode R/3 n/a n/a n/a 1130 1447 1799
C’ comp. 2052 4103 6943 10571 14981 20208
Decrypt 14727 28021 46047 68449 95889 128 306
mod 3 5744 12216 21101 32386 46 085 62295
Mul. R/3 2452 3436 4756 6 065 8025 10412
Weight calc. 5688 11202 18584 27825 38949 51986
Re-Encrypt 29615 56009 90348 127595 176907 234225
Rounding 29057 55375 89636 126818 176050 233295
Mul. R/q 25244 45906 73131 103820 143784 190601
Adder 13 bit 7115 14482 24375 36840 51817 69 367
13 Mux?2 1607 3510 6144 9511 13611 18442
13 Mux3 2015 4468 7910 12356 17811 24 366
SHA-512 114570 218453 354242 519545 719019 950021
SHA-Ma 12416 29440 53674 85120 123776 169 642
SHA-Ch 7914 17280 30250 46826 67008 90794
Adder 64 bit 55503 114820 195205 296601 419131 563 160
Total 201112 373349 600100 870124 1204839 1594022
Total w/o SHA 86542 154896 245858 350579 485820 644001
SHA Pct. 57.0 58.5 99.0 59.7 59.7 59.6
SRAM (bits) 189440 246272 294912 343296 393216 443392

capture an entire decapsulation trace exceeds the memory buffer of our measurement
setup. To this end, we formally verify the security of each module by using the veri-
fication tool VERICA [183], described in Section 5.5. We analyze our modules in the
glitch-extended d-probing model for different security orders. The corresponding results
are shown in Table 9.4. Note that all modules pass first- and second-order verification,
while third-order verification is too complex for Mod3 and Mul3. For the Add13 and
Add64 modules, we use the implementation by Bache and Giineysu [213], which is veri-
fied to be secure practically. We also do not verify the four functions g, ¥, S and R,
as they consist purely of linear XOR operations which are trivial to implement.

As an additional security analysis, we perform side-channel measurements of our first-
order protected designs on a Sakura-G FPGA evaluation board, which is equipped with
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Table 9.4.: Verification results of the protected submodules using VERICA. We report for
each design the number of combinational gates, memory gates and the verification time. The
verification of the expected security order is indicated by green check marks.

First Order Second Order Third Order
Module comb. mem. sec. time comb. mem. sec. time comb. mem. sec. time
Mux2 16 17 17 0.383s 39 36 27 0402s 72 62 37 20.609s
Mux3 28 31 17 0.385s T2 69 27 0.521s 136 122 37 4.985h
Mod3 586 774 17 1.125s 1464 1581 27 90.82min 2742 2668 o0
Mul3 89 94 17 0.412s 221 204 27 23.591s 413 356 o0

SHA-Ch 16 17 17 0.404s 39 36 27 0420s 72 62 37 26.355s
SHA-Ma 28 26 17 0.38s 72 60 27 0.928s 136 108 37 11.5h

a Xilinx Spartan 6 FPGA. The target FPGA is supplied with a 4 MHz clock while the
power consumption is measured via the voltage drop over a 1 §2 shunt resistor. The power
traces are acquired by using a ZFL-2000GH+ Low Noise Amplifier (LNA) connected to
a Spectrum M4 oscilloscope (8 bit resolution). The oscilloscope collects the data with a
sample rate of 1.5 GS/s. To generate the required online randomness, we instantiate a
Keccak core used as Pseudorandom Number Generator (PRNG).

The measurement results for 10 million power traces can be found in Figure 9.1,
Figure 9.2, and Figure 9.3. For all experiments, we first plot a sample trace to document
a proper setup of the measurement equipment. In the subsequent plots, we use Welsh’s
t-test to detect potential leakage, as described in Section 5.5. We use the threshold of
+4.5 to decide whether the design leaks information via the power consumption [180)].
To this end, we do not observe any notable leakage in the first order in any of our
modules but — as expected — some leakage in the second order.
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(a) Sample trace for the SHA-Ma module.

= 80
)
8
o 0
2,
9)
% —80 ‘ |
0 0.36 Time [ps] 0.71 1.07
(b) First-order t-test results for the SHA-Ma module.
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Figure 9.1.: Measurement results for the SHA-Ma module (a,b and c) and the SHA-Ch module
(d,e and f) using 10 million traces. Both modules are instantiated for d = 1.
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(a) Sample trace for the Mod3 module.
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(b) First-order t-test results for the Mod3 module.
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(d) Sample trace for the Mul3 module.
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(e) First-order t-test results for the Mul3 module.
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Figure 9.2.: Measurement results for the Mod3 module (a,b and ¢) and the Mul3 module (d,e
and f) using 10 million traces. Both modules are instantiated for d = 1.
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(a) Sample trace for the Mux2 module.
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(b) First-order ¢-test results for the Mux2 module.
T T
4.5
]
= |
: |
—4.5 ‘ ‘
0.32 Time [us] 0.63 0.95
(c) Second-order t-test results for the Mux2 module.
5 T T 7
E
= 0
d
+~ _5 -
| |
0.32 Time [pis] 0.63 0.95
(d) Sample trace for the Mux3 module.
T T
£ 80 »
3
S
° 0
2,
S
[77] 780 | | |
0.32 Time [ps] 0.63 0.95
(e) First-order t-test results for the Mux3 module.
T T
4.5
]
=
§ 0 il
QY ‘ ‘
0.32 Time [ps] 0.63 0.95
(f) Second-order t-test results for the Mux3 module.
5 T T 7
E
= 0
d
- | - | A
0.32 Time [ps] 0.63 0.95

Figure 9.3.: Measurement results for the Mux2 module (a,b and c) and the Mux3 module (d,e
and f) using 10 million traces. Both modules are instantiated for d = 1.
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9.3. Comparison

In Table 9.5, we compare our implementation against our unmasked implementation of
Streamlined NTRU Prime and two first-order masked FPGA implementations of Kyber
[159] and Saber [160]. To the best of our knowledge, our implementation in [20] is the
first higher-order full FPGA implementation of any PQC scheme and the first masked
full ASIC PQC implementation. Previous ASIC designs were only hardware-software
co-designs, such as Kyber and Saber in [158]. Although comparing full hardware designs
with HW-SW co-designs is somewhat of an apples-to-oranges comparison, we still include
the FPGA designs from [158] in Table 9.5 and compare their ASIC designs to ours in
Table 9.6.

Table 9.5.: Comparison of our masked implementation both with unmasked Streamlined NTRU
Prime, as well as masked Kyber and Saber [20]. All implementations are synthesized for the
Artix-7 FPGA, except for [159], which is synthesized for the Virtex-7. The designs from [158]
are RISC-V HW-SW co-designs, list the area including the RISC-V core, and list the total cycles
count excluding the cycles to generate randomness.

Area Cycle fnar max rand.

Design TOT  FF BRAM DSP  count Mhz bits / cycle ¢ 1o
sntrup761 36789 22700 35 9 10989 137 0 0 this, [17]
sntrup761 6279 3086 3.0 7 85628 131 0 0 this, [17]
sntrup761 43446 26123 25 5 4316 187 00 this
sntrup761 19923 19725 85 4 1870049 200 310 1 this, [20]
sntrup761 36340 39209 135 4 1870049 182 930 2 this, [20]
sntrup761 62498 65463 185 4 1870049 200 1860 3 this, [20]
sntrup761 01731 98726  22.0 4 1870049 169 3100 4 this, [20]
Saber 19299 21977 0.0 64 72005 125 DNR 1  [160]
Kyber-512 152860 DNR  489.5 76 137738 100 DNR 1  [159]
Kyber-512 20889 17152 525 13 929072 58 DNR 1  [158]
Saber 290889 17152 525 13 905395 58 DNR 1  [158]

As expected, our unprotected implementations (two “high speed” and one “low area”)
are both smaller and faster. The masked Saber implementation has a comparable LUT
and FF footprint to our first-order implementation and uses no BRAM but significantly
more DSP. However, it is about an order of magnitude faster. In contrast, the masked
Kyber-512 implementation is vastly bigger even than our fourth-order implementation,
but only faster by a factor of 6.8 compared to our first-order implementation. Moreover,
both the Saber and the Kyber-512 implementations only support first order, while our
design can easily be instantiated at an arbitrary level, allowing protection against more
advanced attacks. Our masked design also runs at a higher clock frequency than both the
masked Kyber and Saber implementation, with a similar clock frequency as our improved
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Table 9.6.: Comparison of our masked ASIC implementation with a masked HW-SW co-design
of Kyber and Saber

. Area Cycle fna: max rand.
Design GE Memory count Mhz bits / cycle d - Ref
sntrup761 201k 189k bits 1870049 207 310 1 this, [20]
sntrup761 373k 246k bits 1870049 165 930 2 this, [20]
sntrup761 600k 294k bits 1870049 148 1860 3 this, [20]
sntrup761 870k 343k bits 1870049 91 3100 4 this, [20]
Saber 259k 922k GE 905395 78.33 DNR 1 [158]
Kyber-512 950k 922k GE 929072 78.33 DNR 1  [158]

high-speed design. Finally, our masked gadgets have been verified to be secure, and we
do not need any masking conversion which may be used in future attacks.

When we compare our FPGA design to the HW-SW co-design of Kyber and Saber
from [158] in Table 9.5, we can see that our design has roughly twice the cycle count.
However, our much higher frequency leads to our design having a lower latency overall.
In addition, our first-order design uses fewer LUT, FF and DSP and significantly less
BRAM. For ASICs in Table 9.6, we have a similar picture: Our first-order design has a
higher cycle count, but also a higher frequency, leading to an overall lower latency. Our
design also has a lower GE. Unfortunately, we cannot compare the memory requirements,
as the authors from [158] only reports the memory usage in GE. Because we do not have
a memory cell for our ASIC synthesis, we can only report the memory usage in bits. A
final important detail in this comparison we must remember is that the design from [158]
implements a full RISC-V System on Chip (SoC), which invariably causes an overhead
compared to our dedicated implementation. In addition, the flexibility of the HW-SW
co-design with a full SoC allows them to implement multiple schemes and parameters
sets in the same hardware. However, their design currently only supports first-order
masking.

Table 9.7 shows how the ASIC performance progresses for our implementation and
provides a comparison to gadget-based implementations of the Advanced Encryption
Standard (AES) [22]. While the randomness overhead is independent of the scheme (it
only depends on the gadget, which is HPC2 for all schemes in this table), differences can
be observed for area and delay. Still, the relative area overhead is similar for Streamlined
NTRU Prime and AES when we increase the masking degree, with our overhead being
slightly higher than the byte-serial version and significantly lower than the round version
of AES. However, the delay overhead is slightly worse for d = 3. The reason for this
is likely the larger absolute area of Streamlined NTRU Prime, which causes additional
routing delays due to the longer transmission lines as well as routing congestion. In
addition, we would like to highlight that our design has a lower peak randomness demand
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Table 9.7.: Comparison of our masked Streamlined NTRU Prime with gadget-based masked
implementations of symmetric schemes on ASICs [20]. The overhead is given as the fraction
between the current row and the previous row minus one.

Utilization Timing

Area overhead Rand. overhead Latency overhead

Scheme d [GE] (%] [bit] (%] [ns] (%] Ref.
1 201112 — 310 —  9.05x10° —

sntrup761 2 373349 85.6 930 200 11.3 x 10° 25.9  this, [20]

3 600100 60.7 1860 100 12.6 x 10° 11.5
0 3263 — 0 — 189.2 —
. 1 10090 209 34 00 4311 2188

AES (byte-serial) o 17419 74.9 102 200 5434 26.1 [22]
3 27026 53.1 204 100 5537 1.88
0 9906 — 0 — 20.35 —
1 52597 431 680 00 201.9 892

AES (round.) 2 131631 150 2040 200 236.6 17.2 [22]
3 246924 87.6 4080 100 250.5 5.86

then the round version of AES, despite our design being a much larger and more complex
PKE scheme.

9.4. Discussion

This section addresses and discusses potential improvements and the huge overhead
introduced by masking the symmetric core in Streamlined NTRU Prime. Additionally,
we briefly discuss applying our concepts and approaches to Kyber.

9.4.1. Gadget-Based Masking

There are several advantages in a gadget-based masked implementation. First, it is
effortless to adapt to an arbitrary masking degree. This obviously reduces the time
required for the development. Moreover, no masking conversion can be attacked since
there is none. The masking conversion was the target in the attacks against a first-order
and third-order masked Saber implementation [128,129]. Additionally, exchanging the
underlying gadgets with others with the same latency properties is usually straightfor-
ward. For example, it could be possible to achieve a fault-secure implementation easily
by deploying the work from [221].

9.4.2. Potential Improvements

We leave several potential improvements as future work and address them here. The
most expensive operation from the latency viewpoint is polynomial multiplication. The
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two R/q multiplications take 62 % of the decapsulation cycle counts, and the multipli-
cation in R /3 takes another 31 %. To speed this up, it would be possible to instantiate
more adders in parallel at the cost of slightly more area and a potentially higher peak
amount of randomness per clock cycle, depending on the grade of deployed parallelism.
Thus, halving the latency of both multipliers results in a 47 % speed-up at the cost of
approximately 8 % more gate equivalents for the first-order ASIC implementation.

9.4.3. Improvements to CSubQ

The CSubQ module also has room for optimizations: While the fixed input already
enables optimizations by the synthesizer, further improvements could be made by opti-
mizing the adder architecture itself for a fixed operand. Since we know the positions of
the zeros, we could simplify our adder as depicted in Figure 9.4. The computation of
all p values below the first row is the same as before. However, we can completely omit
computing the first row of p, g as described in Equation 8.9 and Equation 8.10. Instead,
we know, given an input a[12 : O](OZd), for each circle in Figure 9.4 that

ali]©d) if (—q)[i] =

Like with the Add13 module, the dotted circle indicates the rightmost p;[13]4) = 1
and ¢1[13](®4 = 0, as we only have 13bit input. In Figure 9.4, the circles filled with
the diagonal line pattern indicate that the fixed input bit of the two’s complement of ¢
is one. For the squares, Equation 9.1 allows us to further optimize Equation 8.11. We
have four different cases now:

Non-filled Computed as before: ¢(0d) = gl( 9 ( (0:d) (0 d))
Grid g0:d) = g0 @( ) ( (0:d) ) P
Dotted g0 = 0D g ( (0:d) o (0:d) ) 0@ (on d) 0) 0

Horizontal lines  ¢(0d) = gl(OZd) & (pl(OZd) A gy(,o:d)) =00 (pl(o:d) A gﬁo:d)) = pl(o:d) A gl

The computation of p,(;):d) (from Equation 8.12) are unchanged from the normal Sklansky
adder. These optimizations would lead to an area reduction of the CSubQ module, as

well as reducing the randomness demand due to the reduction of SecAND gadgets.

9.4.4. Improvements to the Symmetric Core

As discussed in Section 9.1, masking the symmetric core (i.e., SHA-512) in Streamlined
NTRU Prime consumes a considerably large part of the entire implementation’s footprint
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Figure 9.4.: CSubQ with optimizations for ¢ = 4591 [20]

and has the highest per cycle randomness consumption. Nevertheless, secure and hard-
ened SHA-512 implementations are widely deployed in industry and can, for example,
be found in smartcards and secure elements [222]. Thus, one could assume that a secure
SHA-512 is already available and does not need to be implemented. If we exclude the
SHA-512 from the area consumption (see Table 9.2 and 9.3), then the design is not only
surprisingly small at first order, but the area overhead is much more moderate with
increasing masking degree.

Another possibility would be to replace the 64 bit Sklansky adder deployed in the
SHA-512 module by a smaller one, trading area for latency, as already mentioned in
Section 9.1. Moreover, it is possible to deploy no additional adder for the SHA-512
module by reusing the secure adder from the polynomial multiplication module. In this
case, five consecutive 13 bit additions would yield the 64 bit addition. This would require
cleverly scheduling the additions required by SHA-512 such that the 13 bit adder pipeline
is maximally occupied. As can be seen from Table 9.3, the 64 bit Sklansky adder occupies
about half of the area of the SHA-512 module and about a quarter of the overall area.

Additionally, in order to reduce the total area overhead introduced by the masked
symmetric core in Streamlined NTRU Prime, the SHA-512 could be replaced by an im-
plementation based on Keccak [195]. Because Keccak does not use an adder internally,
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it is significantly easier and cheaper to mask. Most notably, it can be implemented with
a very low amount of fresh randomness [223]. In addition, as the critical path lies in the
SHA-512 module for both FPGAs and ASICs, using Keccak would likely increase the
maximum achievable clock frequency. However, this would deviate from the Streamlined
NTRU Prime specification and would not be interoperable with other Streamlined NTRU
Prime implementations.

9.4.5. Applicability to Encapsulation and Key Generation of Streamlined
NTRU Prime

Many of our secure modules can be re-used to implement the encapsulation and key
generation of Streamlined NTRU Prime. For the encapsulation, we can re-use our poly-
nomial multiplier, the rounding module, the adders, SHA-512 module and multiplexers.
The only additional module we would need is a secure module for the fixed-weight sam-
pling of short polynomials. An overview on how this could be done for several schemes
including Streamlined NTRU Prime has been presented in [224].

Masking the key generation is a more complex task. It requires two polynomial in-
versions, where we perform modular multiplications. In addition, the R/q polynomial
input of the R/q multiplication is not public because it is the inverse of f (see Line 6
in Algorithm 1), which is part of the private key. As a result, we would not be able
to use our masked R/q multiplier, which requires the R/q input to be public. Both of
these aspects mean that a full Boolean masked implementation of the key generation via
gadget-based masking is likely infeasible. Alternative approaches to the masked polyno-
mial inversion and key generation for NTRU like schemes have been presented in [225]
and [156].

9.4.6. Applicability to Kyber

The efficiency of our gadget-based masking is built upon the fact that the three polyno-
mial multiplications that are carried out each include a secret polynomial with ternary
coefficients, where the other one is either ternary and secret as well or has a big coef-
ficient modulus and is public. This enables us to perform schoolbook multiplication in
Boolean domain. Notably, Kyber has a similar property: Here, all polynomial multipli-
cations have one public input polynomial with “big” coefficients modulo ¢ = 3329 and
one secret input polynomial with “small” coefficients [32].

Moreover, the polynomial degree is far smaller, with 256 compared to 761 for Stream-
lined NTRU Prime, enabling a faster multiplication. For Kyber, 2562 = 65536 coefficient
additions are to be performed per polynomial multiplication, whereas Streamlined NTRU
Prime with p = 761 requires p? + p = 579882 coefficient additions. However, Kyber
requires more multiplications to be performed, with the number depending on which
parameter set is chosen: for k € {2, 3,4}, it requires k% 4+ 2k polynomial multiplications,
as well as k2 + 4k — 1 polynomial additions, whereas Streamlined NTRU Prime always
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requires three polynomial multiplications, one of which only uses “small” coefficients and
is thus much cheaper. We compare the cost in terms of the estimated number of coeffi-
cient additions in Table 9.8. As seen there, Kyber consistently requires fewer coefficient
additions than Streamlined NTRU Prime in the regarding security categories.

Table 9.8.: Number of coefficient additions during decapsulation for Kyber and Streamlined
NTRU Prime [20]

Scheme NIST Core Polynomial Module Number of additions
Category SVP size size big coefficients  small coefficients
Kyber-512 I 118 256 k=2 527104 0
sntrup653 129 653 — 854124 427062
sntrup761 I 153 761 — 1159764 579882
Kyber-768 I 181 256 k=3 988160 0
sntrup857 175 857 — 1470612 735 306
sntrup953 v 196 953 — 1818324 909 162
sntrup1013 209 1013 — 2054 364 1027182
Kyber-1024 v 254 256 k=4 1580800 0
sntrupl277 270 1277 — 3264012 1632006

Another advantage for Kyber is that during key generation, it features no operations
that are infeasible to mask in the Boolean domain, which is in contrast to Streamlined
NTRU Prime, where this is not possible. The most complex remaining operations in
Kyber, both for key generation and decapsulation, are the (de-)compression of coefficients
and the sampling for a centered binomial distribution using a Keccak output stream, both
of which are feasible in the Boolean domain.

One downside for Kyber is that the secret coefficients have the range of [—2,2] or
[—3,3]. This would require a more complex five-way and seven-way secure multiplexer,
which can be constructed out of our Mux2 and Mux3 gadgets, at the cost of additional
area and randomness. In addition, a gadget-based masked Kyber implementation would
require an NTT core: Kyber requires extending a seed into a public matrix of polyno-
mials, which are assumed to be in the NTT domain. Since the implementation would
not perform multiplication in the NTT domain, an inverse transform of each polynomial
in the matrix would be required, resulting in k2 inverse NTTs during decapsulation.
Finally, it is noteworthy that the fact that Kyber uses the same polynomial ring for all
security levels is no advantage for a gadget-based masked implementation since school-
book multiplication is used, which also allows for easy parametrization. On the other
hand, Streamlined NTRU Prime changes the coefficient modulus over the parameter sets,
which does require some manual adjustments. Overall, we leave this as an interesting
open idea for future work.
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10. Blinding the Re-Encryption of the
Fujisaki-Okamoto Transform

This chapter describes multiplicative and additive blinding to the public key and cipher-
text for lattice-based PQC KEMs, in order to randomize the otherwise fully deterministic
FO transform. As described in Section 5.3, CC-SCAs on the FO transform are particular-
ity powerful, in part due to the fully deterministic nature of the FO transform. Applying
blinding increases the difficulty to exploit leakages through side channels during the FO
transform due to the additional noise. No higher-level properties are changed, such as
the decryption failure probability, and the blinding is fully transparent. While the fol-
lowing description is for Streamlined NTRU Prime, the blinding is compatible both with
MLWE schemes such as Kyber and MLWR schemes (Saber), schemes based on the ring
version RLWE and RLWR, and finally also schemes based on the NTRU problem, as
long as they use the FO transform. The blinding is also compatible with all parameter
sets. The full analysis of the protection offered of such blinding is still ongoing work. As
a result, we do not yet have a hardware implementation of the FO blinding. Instead, we
present a prototype software implementation.

10.1. Blinding preliminaries

In the following we denote a blinded value by a ~, for example, ¥ is a blinded version
of z. The variable x can be a scalar or a polynomial. We use the letters m and a to
denotes multiplicative and additive blinding values, respectively. In our current context,
different kinds of blinding can be applied:

- Scalar multiplicative blinding. Generate a random blinding scalar m € Z/q
with m~! € Z/q and compute the blinded variable # = m - z, where &,z € R/q
and - denotes multiplication of a polynomial with a scalar.

- Polynomial additive blinding. Generate a random blinding polynomial a €
R/q and compute the blinded variable & = a + = where Z,z € R/q.

- Polynomial multiplicative blinding. Generate a random blinding polynomial
m € R/q with m~! € R/q and compute the blinded variable # = m - x, where
Z,x € R/q and - denotes a polynomial multiplication.

10.2. Blinding the public key and ciphertext

With the FO blinding countermeasure presented in this work, the OW-CPA re-encryption
is randomized by blinding different intermediates including the public key. This is remi-
niscent to how the public input of scalar multiplications in ECC are blinded or random-
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ized [134]. In addition, the input ciphertext which is used in the comparison in the FO
is blinded. This ciphertext comparison is then also modified to account for the blinding.
Note that in the description of our blinding scheme the OW-CPA decryption remains
unchanged and is not blinded. It is not as sensitive to CC-SCA as the re-encryption is
but still naturally requires standard SCA protection like masking. In this section, we
mainly focus on the challenges related to the FO transformation, since it is the main
target for CC-SCA. The re-encryption offers the most exploitable leakage and hence
primarily requires the randomization offered by blinding.

A detailed description of the blinding scheme is given in Algorithm 11. For readability
and better comprehension, we use the following colors:

e Green for functions that only operate on public data. They do not require any
protection.

e Gray for functions that can be targeted by CC-SCA but cannot be blinded. These
functions should be protected by masking them at higher order or using a combi-
nation of countermeasures such as masking and shuffling.

o Blue for functions/operations that are modified due to or impacted by the blinding.

o Red for functions/operations that are introduced to either generate the blinding
values or blind intermediates.

One important change in the re-encryption is that the rounding (Line 15 in Algo-
rithm 11) and re-encoding of the ciphertext is skipped. This is due to the blinding
changing how the polynomials would be rounded. Applying the blinding to other schemes
that use rounding (such as Saber) or compression (Kyber) would also require these steps
to be skipped. At the end of the re-encryption, the raw, unencoded and unrounded
ciphertext polynomial ¢’ is returned. An additional major change is how the ciphertext
comparison in Line 16 works. Rather than comparing the encoded ciphertexts (which
we do not have because we skipped the rounding and encoding), we subtract the two
blinded ciphertext polynomials ¢ and ¢ from one another, after which we multiply with
the inversion of the scalar blind m. This removes both the additive blinding polynomial
and the scalar blind. We then check in Line 19 if the resulting polynomial is small, as
well as if the two confirmation hashes 7/ and v are identical. Due to the skipping of
the rounding, the difference of the ¢ and ¢ should be in the range of {—1,0,1}. If not,
then the received ciphertext C' is malformed or invalid. Conceptually, this is similar to
the masked range check for Kyber of [152]. There, rather than implementing the masked
comparison of the rounded ciphertexts, the authors also skip the rounding. Instead they
implement a range check to see if the two ciphertexts are close enough, such that the
difference is within the range of that caused by the rounding. Since in Streamlined NTRU
Prime the ciphertexts are only rounded to the nearest multiple of the 3, the only possible
values are {—1,0, 1}.
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In Algorithm 11 we show the blinding for a scalar multiplicative blind and a poly-
nomial additive blind. However, a polynomial multiplicative blind can also be used
instead of a scalar blind. This has the downside of then requiring a polynomial inversion
(Line 16 in Algorithm 11). As we have seen in Section 7.1.4, polynomial inversion is
rather expensive in Streamlined NTRU Prime. In contrast, a scalar blind only requires a
modular inversion in Z/q, which is much faster. There is also the potential issue of non-
invertible multiplicative blinds: In Streamlined NTRU Prime, Z/q is a field, so the only
non-invertible element is the value zero. However, for other schemes that use different
rings this may require a more complex blind generation function in order to ensure that
the blind is invertible. This is especially the case if a polynomial multiplicative blind is
used.

Algorithm 11 Blinded Streamlined NTRU Prime Decapsulation
Input Ciphertext C' = (¢,7)
Input Private key S := (k := Encode(f, g~ '), K := Encode(h), p, hashy(K))

1: ¢ € R/q := Decode(c)
2: (f,g71) € R/3 x R/3 = Decode(k)
3: h € R/q = Decode(K)
4: e € R/3:=((3fc) € R/q) mod 3 > OW-CPA decryption
5 17 €R/3 =g e > OW-CPA decryption
6: if ' does NOT have weight w then
7 ' =(11,...,1,0,0,...,0)
8: end if
9: repeat
10: mez /q > Generate scalar blind
11: untilm=! € Z/q
12: a & R/q > Generate additive blinds
13: h € R/q:=hm+a > Blind the public key
14: ¢€R/q:=cm+r'a > Blind the received ciphertext
15: & € R/q = hr' > Blinded re-encryption of FO transform
16: de R/q:= (¢ —&)m™! > Modified ciphertext comparison
17: 1’ := Encode(r’)
18: 7/ := hashs(hashs(r’), hashy(K)))
19: if 4/ =~ and d € small then > Modified ciphertext comparison
20: ss = hashy (hashs(r’), C)
21: return ss
22: else
23: ss’ :== hashg(hashs(p), C)
24: return ss’
25: end if
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10.3. Analysis

Due to the blinding, the public key input to the FO transform is now randomized for
every decapsulation, and unknown to an attacker. As a result, side channel attacks
targeting the re-encryption of the sensitive plaintext (Line 15 in Algorithm 11) can
now no longer rely on knowing the public key, as it is blinded. Likewise, an attacker
targeting the ciphertext comparison (Line 16 in Algorithm 11) can no longer rely on
knowing the ciphertext, as it is also blinded. Additional traces and measurements would
be needed to first deduce the blinding scalars and blinding polynomials. Also, due to the
randomization, it is more difficult for an attacker to build templates of a target device.
At the same time, because the CPA decryption is not protected, the blinding should
always be implemented together with additional side channel countermeasures such as
masking. The same also applies to the encoding of 7’ as well as to all calls to the SHA-512
hash function. In addition, the RNG that creates the blinding elements should also be
protected (e.g. a masked Keccak implementation). However, the exact impact on the
side-channel resistance by the blinding is still an ongoing work. In particular, whether
the blinding would allow us to reduce the masking degree is still an open question.

10.3.1. Performance

A major benefit of the blinding is that it is very lightweight, especially when compared
to masking. The overheads introduced by the different blinding techniques are shown
in Table 10.1. We can see that the overhead for the scalar multiplicative blinding is
very low. The polynomial additive blinding is slightly more expensive, as it requires an
additional R/q - R/3 polynomial multiplication, as well as the much higher randomness
needed to sample an R/q polynomial. An optional speedup here would be to reduce the
coefficient range of the additive blind: Rather than sampling each polynomial coefficient
from Z/q, they could for example only have a range of 8bit. This would reduce the
amount of randomness needed.

Table 10.1.: The additional operations and overhead needed to implement the different FO
blinding schemes for Streamlined NTRU Prime and the sntrup761 parameter set.

Blinding Scheme RNG (bits) R/q-Z/q R/q-R/3 R/q+tR/q Inversion
Scalar Mult. 13 3 0 1 1inZ/q
Poly. Mult. 9893 0 4 1 1inR/q
Poly. Additive 9893 0 1 3 0
Scalar Mult. and Poly. )

Additive 9906 3 1 3 1inZ/q

Nevertheless, both techniques are still much more lightweight than for example mask-
ing. In [172] the authors describe that a very high masking degree is needed in order
to properly defend against CC-SCA. This in turn leads to a significant overhead, which
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can be seen in the benchmarking of high-order masked implementations such as in [173]
and [152]. To be specific, protecting against CC-SCA requires two additional shares in
low-noise settings (e.g., a pure software implementation), and one additional share in a
high-noise setting [172,226] (e.g., a hardware implementation). If we compare the over-
head of our masked Streamlined NTRU Prime implementation in Table 9.7, increasing
the masking degree from one to two causes an 85.6 % increase in area, a 200 % increase
in randomness and a 25.9 % increase in latency. Should the blinding allow implementa-
tions to decrease the masking degree, then this would lead to a significant performance
improvement.

10.3.2. Prototype Software Implementation

We verify the functionality by implementing the scalar multiplicative and polynomial
additive blinding in the Streamlined NTRU Prime C reference implementation as well
as in the SageMath reference implementation. SageMath is a computer algebra system
based on Python, with additional higher-level math libraries [227]. The C reference
implementation is constant-time, but otherwise offers no protection against side-channel
attacks [9]. It also does not use highly-optimized code, instead targeting clarity. As a
result, core functions such as polynomial multiplication are not particularly fast. We
benchmark our C implementation using the SUPERCOP framework [191] on an Intel
i5-8350U processor. The results can be found in Table 10.2

Table 10.2.: Benchmarking of the blinding schemes applied to the Streamlined NTRU Prime
decapsulation for the sntrup761 parameter set on a Intel i5-8350U processor. We list the 25th,
50th and 75th percentile cycle counts, as well as the number of calls to the RNG and the total
number of random bytes requested.

Blinding Random RNG Cycle count

Scheme Bytes Calls 25% 50 % 75 %
Ref [9] 0 0 40614418 40699910 40783502
Scalar Mult. 4 1 40706446 40803753 40862309

Scalar Mult. and

Poly. Additive 3048 762 541956563 54405545 54832069

We can see that when only the scalar multiplicative blinding is applied, the cycle count
is almost identical to the reference implementation without any blinding. This is due to
the fact that we do not perform the ciphertext rounding and encoding. This compensates
the overhead of the scalar multiplication, polynomial additions and modular inversion.
When we add the polynomial additive blinding, we have a noticeable increase of the
cycle counts. This is due to the additional R/q - R/3 multiplication. Overall, the total
overhead is roughly 33 %, which corresponds to the increase of polynomial multiplications
from 3 to 4. We can thus conjecture that the additional RNG calls currently only have
a minor impact on the cycle count. However, this is likely to change if more optimized
polynomial multiplication routines were to be used.
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11. Conclusion

We have presented several complete hardware implementations of Streamlined NTRU
Prime. This includes both low-area designs, optimized for minimal area usage, as well as
high-speed designs which are optimized for maximum performance. For these designs,
we have introduced several techniques to improve the design, such as batch inversion and
highly efficient schoolbook polynomial multipliers. Our implementation results show that
our designs outperform other NTRU hardware implementations in nearly all aspects, and
are even competitive in certain areas with state-of-the-art hardware implementations of
Kyber and Saber. Notably, our high-speed implementation has an encapsulation latency
of just 5.63ps for the sntrup653 parameter set, which places it as one of the fastest
encapsulations of any PQC algorithms in the literature. In addition, our use of batch
inversion successfully mitigates the otherwise very slow polynomial inversion inside the
key generation, allowing our Streamlined NTRU Prime key generation to outperform the
key generation of NTRU. These benchmark feats are remarkable, as Streamlined NTRU
Prime has been criticized for its slow performance [31]. However, recall that the initial
main design goal of Streamlined NTRU Prime was to reduce the potential attack surface
without sacrificing too much speed [7]. Our implementations show that this goal was
successful, and that these design choices of Streamlined NTRU Prime are not an obstacle
to highly efficient and competitive implementations. In fact, some of the design choices,
such as the use of small polynomials, are what allows our implementations to achieve
their high performance in the first place. Nevertheless, there are still some areas that
could be improved further: We identified some of the bottlenecks in our design, which
are primarily the SHA-512 module, R/q decoder module and the R/q - R/q multiplier.
Additional optimizations of these parts could improve performance even further.

Although this thesis has focused on Streamlined NTRU Prime, many of our modules
can be use for other cryptographic schemes, such as NTRU LPRime and NTRU with
little to no modifications. Modules such as polynomial multiplication, SHA-512 and
modular reductions are a core of many cryptographic algorithms, and our modules are
highly suitable for many different algorithms. Other modules, such as the sorting and
batch inversion modules, are also of interest in areas beyond cryptography, as these
operations are widespread in computer science. In addition, we also show that the
schoolbook multiplication algorithm is the most efficient multiplication algorithm for
both high-speed and low-area hardware implementations of Streamlined NTRU Prime
on both FPGAs and ASICs, and not the asymptotically faster NTT. This is in line
with results for Saber such as in [88], where schoolbook multipliers were also more
efficient than NTT-based ones. In both cases, this is possible due to the use of “small”
polynomials, where at least one polynomial has coefficients that are only a few bits large
and allow us to perform a polynomial multiplication without actually requiring a proper
multiplier circuit. As a result, we conclude that schoolbook multipliers are an efficient
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option for structured-lattice cryptography, as long as the cryptosystem uses “small”
polynomials. This in turn means that these cryptosystems are not required to use NTT-
friendly rings in order to enjoy efficient hardware implementations. An interesting future
work to further investigate this would be a full ASIC synthesis of our Streamlined NTRU
Prime implementations.

We have also presented the first gadget-based masked implementation of any pub-
lic key cryptographic scheme. Our design relies solely on Boolean masking, and it is
competitive regarding area demand to other protected PQC implementations while still
offering reasonable latency. Because we only use Boolean masking, we do not need to
perform any masking conversions, which have been an attack vector on protected PQC
implementations [128,129]. We are also able to use formal verification to verify the side-
channel security of our modules, giving us stronger guarantees in comparison to relying
purely on practical evaluation. An additional advantage is the support of an arbitrary
masking degree. To our knowledge, our design is the first higher-order masked hardware
implementation of a PQC scheme in the literature. For the first-order secure instance
of the implementation, 19923 LUTSs, 19725 FFs, and 8.5 BRAMs are utilized, reaching
a frequency of 200 MHz on an Artix-7 FPGA. Implemented as an ASIC, the first-order
secure instance consumes 201k GE and 189 kbit of SRAM, reaching a frequency of
207 MHz. This results in a latency of only 9.35ms on an FPGA and 9.03ms as an
ASIC, with a peak demand of fresh randomness of 310 bit per clock cycle. Like with the
unmasked implementation, our masked design shows that the design choices of Stream-
lined NTRU Prime are no obstacle to an efficient masked implementation. Nevertheless,
further optimization of the hashing module, including a potential switch to a masked
Keccak, could significantly reduce the area and randomness consumption. At the same
time, additional adders in the polynomial multiplier could drastically reduce the latency.
While we currently have only implemented the decapsulation, many of our masked mod-
ules can be reused to implement the encapsulation as well: The only missing piece is a
secure module to generate short polynomials. Looking beyond Streamlined NTRU Prime,
we also analyzed the applicability of our concept to the designated NIST standard al-
gorithm Kyber, finding that gadget-based masking could be efficient for Kyber as well.
In addition, we also present the first arbitrary-order masked SHA-512 implementation
in the open literature as part of our design. While protected SHA-512 implementation
are available commercially in devices such as smartcards [222], to our knowledge no de-
signs have been published in academic journals or conferences. Because SHA-512 is a
widely deployed hash algorithm, such as in the ECC signature scheme EdDSA [228], a
side-channel protected implementation of SHA-512 is of general interest.

As part of the work on masked implementations, we presented a case study of applying
the automated masking tool AGEMA [22] to a PKE scheme. Although our study shows
that it is theoretically possible, we conclude that the process is currently far from optimal,
as we not only need a non-trivial amount of manual modifications, but the resulting
masked design is also highly inefficient. The inefficiency is a result of design, architecture
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and ASIC synthesis choices that, while suitable for unmasked designs, cause a significant
overhead in a masked design. However, we also show that modifications to ASIC EDA
tools could make this approach much more feasible in the future.

Finally, we introduced a new side-channel protection measure in the form of the
Fujisaki-Okamoto transform blinding. While the analysis of the blinding is not yet
complete, it has the potential of protecting PQC schemes from particularly powerful
CC-SCA at comparatively low cost. In our software benchmarks, the blinding only adds
roughly 33 % overhead, which is significantly cheaper than the overhead of increasing
the masking degree. The blinding can not only be applied to Streamlined NTRU Prime,
but also to any lattice scheme that uses the FO transform, including now-standardized
Kyber.

11.1. Outlook

Despite not being selected for standardization by NIST, NTRU Prime has already received
attention and production deployments, particularly from open-source projects [55, 56].
Our hardware implementations are suitable in these use-cases, as we support a wide range
of optimization targets: From low-area to high-speed variants, as well as side-channel
protected versions. Our implementations can be used as accelerators and co-processors,
in order to increase performance, lower power consumption or protect against side-
channel attacks. Such benefits can help mitigate the overhead induced by the transition

to PQC.

In addition, the fact that our implementations outperform NTRU hardware implemen-
tations and are also competitive in certain areas with Kyber can help system engineers in
deciding which PQC algorithm to deploy: NTRU has been promoted as a more conserva-
tive option over Kyber, as NTRU predates Kyber by over a decade [31,229]. Streamlined
NTRU Prime then further improves the security over NTRU by reducing the attack sur-
face and mitigating a number of potential security risks [7,51]. Because of the high
efficiency and performance of our hardware implementations, engineers who wish to use
a more conservative cryptosystem can now do so in the form of Streamlined NTRU Prime
without sacrificing performance. In fact, by using our hardware implementation, we ac-
tually gain performance over NTRU. This also enables alternatives to other conservative
algorithms such as Classic McEliece [74,75] or Frodo [76,77] that incur a much larger
performance penalty [31].
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A. Appendix

A.1. Precomputed Parameters for the En- & Decoder

Table A.1l.: Round information for sntrup857 R /g-encode.

Round len(M) mg  regular output subtotal m; last output

1 857 5167 2 856 5167 N/A
2 429 408 1 214 5167 N/A
3 215 651 1 107 5167 N/A
4 108 1656 1 53 5167 2

5 54 10713 2 52 131 1

6 27 1752 1 13 5483 N/A
7 14 11991 2 12 5483 2

8 7 2194 2 6 1004 N/A
9 4 74 0 0 1004 1
10 2 5476 N/A N/A 291 1
11 1 N/A N/A N/A 6225 2

Table A.2.: Round information for sntrup857 rounded-encode.

Round len(M) mg  regular output subtotal —m;  last output

1 857 1723 1 428 1723 N/A
2 429 11597 2 428 1723 N/A
3 215 2053 2 214 1723 N/A
4 108 65 0 0 1723 1

5 54 4225 2 52 438 1

6 27 273 1 13 7229 N/A
7 14 292 1 6 7229 1

8 7 334 1 3 8246 N/A
9 4 436 1 1 8246 1
10 2 743 N/A N/A 14044 2
11 1 N/A N/A N/A 160 1
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Table A.3.: Round information for sntrup653 R /g-encode.

Round len(M) mo regular output subtotal m; last output

1 653 4621 2 652 4621 N/A
2 327 326 1 163 4621 N/A
3 164 416 1 81 4621 1
4 82 676 1 40 7510 2
5 41 1786 1 20 78 N/A
6 21 12461 2 20 78 N/A
7 11 2370 2 10 78 N/A
8 6 86 0 0 0 0
9 3 7396 2 2 6708 N/A
10 2 835 N/A N/A 6708 2
11 1 N/A N/A N/A 86 1

Table A.4.: Round information for sntrup653 rounded-encode.

Round len(M) my  regular output subtotal m; last output

1 653 1541 1 326 1541 N/A
2 327 9277 2 326 1541 N/A
3 164 1314 1 81 1541 1
4 82 6745 2 80 7910 2
) 41 695 1 20 815 N/A
6 21 1887 1 10 815 N/A
7 11 13910 2 10 815 N/A
8 6 2953 2 4 815 1
9 3 134 0 1 9402 N/A
10 2 71 N/A N/A 9402 1
11 1 N/A N/A N/A 2608 2
A.2. C Code of Polynomial Inversion
1 /* out = 1/(3*%in) in Rq. Returns 0 if recip succeeded; else -1

*/
> static int Rq_recip3(Fq *out,const small *in) {
Fq flp+1],glp+1],vip+1],r[p+1],scale,f0,g0;
A int i,loop,delta,swap,t;

¢ for (i = 0;i < p+1;++i) v[i]l = 0;
7 for (i = 0;i < p+1;++i) r[i] = 0;
s for (i = 0;i < p;++i) f[i] = 0;
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9 for (i = 0;i < p;++i) glp-1-i] = inl[il;

10 delta =

1;

12 for (loop
13 for (i = p;i > 0;--1i) v[i] = v[i-1];

14 v[0] =

0 .

glpl = 0; rf0] = 1; f[0] = 1; flp-1] = f[pl = -1;
= 0;loop < 2xp-1;++loop) {

’

15 // negative_mask returns -1 if input < 0; else O
16 // nonzero_mask returns -1 if input != 0; else O
negative_mask (-delta) & nonzero_mask(g[0]);

17 swap =
18 delta

19 delta +=

swap&(delta~-delta) ;
1

for (i = 0;i < p+1;++i) {

21

22 t swap&(f[il~glil); £[i]l "= t; gli]l "= t;

23 t = swap&(v[il~r[il); v[i] ~= t; rl[i] "= t;

24 }

26 fo = £[0]; g0 = glo]l;

27 // Fq_freeze computes the input mod q

28 for (i = 0;i < p+1;++i) gl[i] = Fq_freeze(fO*g[i]l-gOx£f[i]);

29 for (i = 0;i < p+1;++i) r[i] = Fq_freeze(fO*r[i]-gOxv[i]);

30

31 for (1 = 0;i < p;++i) gli]l = gli+1];

32 glpl = 0;

33 }

34 // Fq_recip computes the modular inverse of the input

35 scale = Fq_recip(£[0]);

36 for (i = 0;i < p;++i) out[i] = Fq_freeze(scalex(int32)v[p-1-1i
1)

37

38 return nonzero_mask (delta) ;

39 }

Listing A.1: The C code of the polynomial inversion algorithm, from the Streamlined NTRU
Prime reference implementation [9].
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