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Abstract

The growing popularity of blockchains highlights the need to improve their scal-
ability. While previous research has focused on scaling transaction processing, the
scalability of transaction creation remains unexplored. This issue is particularly
important for organizations needing to send large volumes of transactions quickly or
continuously. Scaling transaction creation is challenging, especially for blockchain
platforms like Ethereum, which require transactions to include a sequence number.
This paper proposes four different methods to scale transaction creation. Our experi-
mental evaluation assesses the scalability and latency of these methods, identifying
two as feasible for scaling transaction creation. Additionally, we provide an in-depth
theoretical analysis of these two methods.
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1 Introduction

Since the advent of smart contracts, blockchains have been explored as a founda-
tion for Decentralized Applications (dApps) and multi-party business processes
[3]. Transaction throughput is widely discussed as a factor impeding the scal-
ability of blockchain applications [12]. The limited throughput scalability of early
blockchain platforms, like Bitcoin, motivated numerous proposals of consensus
algorithms and blockchain platforms, including Ripple with 1 500 Transactions
per Second (TPS) [1] and the RedBelly Blockchain with 30k TPS [4].

In some blockchain use cases, organizations may need to send a high volume
of transactions in a short time frame or continuously. This includes, among oth-
ers, manufacturers of high-volume products, e.g., in application scenarios like the
traceability of food or pharmaceutical products. To register each product with an
Individual Identifier (ID) on a blockchain, processing 100 million transactions
daily requires a throughput of approximately 1 158 TPS, assuming one transac-
tion per product ID.

However, conventional approaches to creating transactions do not scale eas-
ily within a single machine to such throughput rates. It is important to note that
while alternative architectures can be designed for individual use cases, our focus
here is on the general class of problems where high throughput in transaction cre-
ation is required. Layer 2 technologies, while often considered as potential scala-
bility solutions, may not be viable if the goal is to scale transaction creation. This
limitation underscores the need for alternative approaches. Thus, Thus, Trans-
action (TX)-creating machines need to be scaled horizontally, i.e., using more
(or fewer) machines to create transactions, instead of vertical scaling, i.e., using
a machine with more resources. This is non-trivial since blockchains typically
require a unique identifier for each transaction to prevent replay attacks and main-
tain the order of transactions. Many blockchains, e.g., Ethereum, Avalanche, and
Polygon, require that each transaction includes a sequence number, the so-called
nonce, where the combination of the sender account and the sequence number is
unique.

A solution for scalable transaction creation needs to consider the following
properties: horizontal scalability, throughput, latency, and fairness. Horizontal
scalability allows transaction creation to be distributed across multiple machines
to create transactions concurrently. A horizontally scalable solution allows add-
ing more machines to the system to increase throughput. The throughput should
increase sufficiently, proportionally, and predictably when adding additional
machines to justify the extra cost for additional machines and the introduced com-
plexity for enabling horizontal scalability. Further, all transactions should take
approximately the same time from creation to inclusion in the blockchain and
maintain the same order to ensure fairness. To summarize our work, we investi-
gate the following research questions:
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1. Which approaches enable scalable transaction creation for blockchains?
2. How do these approaches perform regarding throughput, latency, and fairness?
3. How do the results align with already existing theoretical concepts?

To answer these questions, we propose four alternative approaches for achiev-
ing such scalability, partly by taking advantage of the specifics of the blockchain
environment, like employing smart contracts. We implement the approaches and
conduct experiments to study and contrast their properties, particularly regard-
ing scalability, latency, and fairness. Summarizing the evaluation results, we find
that two approaches scale well, offering high transaction throughput, and—with
suitable parameter settings—achieve good fairness regarding the distribution of
transaction inclusion latency. In addition, we present a formal model based on
“balls-into-bins games” that enables us to perform a theoretical analysis of our
approaches. We limit the theoretical discussion of the approaches to the two most
feasible approaches, i.e., the ones with the best results.

The remainder of the paper is structured as follows. After providing the necessary
background in Sect. 2, we present the four alternative approaches in Sect. 3 and their
implementation in Sect. 4. The empirical evaluation is presented in Sect. 5. Sec-
tion 6 provides our theoretical analysis. The results and related work are discussed in
Sect. 7 and Sect. 8, respectively. Finally, Sect. 9 concludes the paper.

2 Blockchain technology

The first practical application of blockchain technology is Bitcoin [16], a cryptocur-
rency that operates without a trusted third party. For this, Bitcoin uses a blockchain,
i.e., a distributed ledger of transactions managed by a peer-to-peer network of nodes
to maintain a consistent shared state. Blockchains exhibit many valuable properties,
such as transparency, immutability, security, pseudonymity, and decentralization
[10], to allow for their application in areas of mutually distrustful parties.

A blockchain stores the state in a data structure of the same name, representing
a linked list of blocks connected through hash pointers [16]. A block consists of a
block header and a body. The block header includes metadata about the block and
consensus-specific data, while the body includes the transactions. A transaction
describes specific actions that alter the state of the blockchain, e.g., transferring
value or executing smart contracts. A transaction consists of the sender, receiver,
amount of cryptocurrency, and other blockchain-specific data, including, e.g.,
a unique transaction sequence number, which is essential for protecting against
replay attacks and maintaining transaction order. In Ethereum and other block-
chains, the transaction sequence number is called the nonce and reflects the total
number of transactions the sender created and that were successfully included.
The nonce also determines the order in which transactions can be processed.
Accordingly, for a transaction with the nonce x to be mined, there need to be
transactions with the nonces 0 to x — 1 from the same sender already included in
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the blockchain or the miner’s transaction pool. There also must be no other trans-
action with the nonce x from this sender in the blockchain.

In blockchains, each network node usually maintains its local copy of the
ledger, requiring the network to apply a consensus mechanism to decide on the
canonical blockchain. The consensus mechanism is essential to maintaining the
integrity and security of the blockchain. While there are several consensus mech-
anisms, the most popular are Proof of Work (PoW) and Proof of Stake (PoS),
applied in Bitcoin [16] and Ethereum [23], respectively. In PoW, participants
must solve a cryptographic puzzle to add a new block to the blockchain. Par-
ticipants search for a random number, so the block’s hash falls below a particular
target value [16]. The target value depends on the network’s current difficulty,
which dynamically changes to ensure a specific inter-block time. Solving this
puzzle requires a lot of computational resources due to the properties of crypto-
graphic hash functions, which only allow for a brute-force search to find the cor-
rect random number. In PoS, on the other hand, the blockchain relies on valida-
tors staking cryptocurrency as collateral to gain the right to propose new blocks
and validate transactions [17]. The blockchain selects validators based on the
number of tokens, staking duration, and randomization. A block proposer builds
and broadcasts a new block for the validators to verify and add to the blockchain.
Additionally, the block proposer receives a reward. Misbehaving validators are
subject to punishments that result in losing part or all of the staked collateral.
Both PoW and PoS strive for decentralization, making it costly and inefficient for
malicious participants to alter the blockchain and incentivize honest behavior.

The second generation of blockchains also provides extensive programma-
bility. These blockchains, e.g., Ethereum [23], enable the creation of so-called
smart contracts [18], deterministic programs stored on the blockchain. Executing
a smart contract results in every network participant executing the code, which
needs to be able to reach the same result. Ethereum, e.g., uses the Ethereum Vir-
tual Machine (EVM), a stack-based quasi-Turing-complete virtual machine, to
execute smart contracts to alter the state of the blockchain. For that, develop-
ers can use specific programming languages for smart contracts, e.g., Solidity or
Vyper, to create a smart contract. A compiler translates the smart contract to byte
code, which the EVM executes. For executing specific instructions, i.e., opcodes,
Ethereum uses gas to measure the computational cost to execute these transac-
tions. A user has to pay transaction fees depending on the complexity of the exe-
cuted smart contract, the so-called gas costs. Also, gas costs occur when deploy-
ing a new smart contract to a blockchain. Other blockchains use similar concepts
to prevent the free usage of blockchain resources for computational purposes.

3 Approaches
This section describes our four different approaches to scaling transaction crea-

tion horizontally. We describe the general architecture in Sect. 3.1 and explain
each approach in detail in Sects. 3.2.
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3.1 General architecture

All four approaches are designed to accept application requests, which may be
distributed over the available TX-creating machines, e.g., by a load balancer
component. These TX-creating machines are part of an off-chain backend that
interacts with an on-chain backend. The off-chain backend consists of the actual
TX-creating machines and additional components necessary to synchronize gen-
erating transaction sequence numbers. The on-chain backend includes the actual
smart contract, including the business logic that the TX-creating machines want
to invoke. Additionally, the on-chain backend can include other components for
authorizing transaction senders, which is important for TX-creating machines
that do not share the same blockchain account. In the following paragraphs, we
describe the role of each component in more detail:

A TX-creating machine is any component that creates transactions to trans-
fer value or invoke smart contracts on a blockchain. A TX-creating machine
needs an account on the used blockchain, which tracks a transaction sequence
number to prevent replay attacks. Hence, a TX-creating machine assigns each
transaction a correct sequence number. Otherwise, the blockchain network does
not accept the transaction. TX-creating machines using the same account com-
municate with a transaction sequencer to assign each transaction a sequence
number. The TX-creating machines communicate directly with the blockchain
network or through a transaction sequencer as middleware.

A transaction sequencer manages the transaction sequence number for TX-
creating machines. This component takes over the task of synchronizing the
transaction sequence number among multiple TX-creating machines to allow
multiple machines to use the same blockchain account for creating transac-
tions. The transaction sequencer is a push- or pull-based component. In our
approaches, the middleware and Sequence Number Manager (SNM) take the
role of the transaction sequencer. The middleware not only assigns each transac-
tion sent by a TX-creating machine a sequence number but also signs the trans-
action on behalf of it. Conversely, the SNM enables the TX-creating machines
to retrieve sequence numbers or contingents of sequence numbers to create
transactions.

The blockchain network is a peer-to-peer network of nodes managing a
distributed ledger of transactions. The blockchain network follows an account-
based model that utilizes transaction sequence numbers to prevent replay attacks
and maintain the correct order of transactions. Further, the blockchain network
is the execution platform for the smart contracts executing the business logic for
dApps.

The smart contracts implement the functions for the business logic that the
TX-creating machines want to invoke. The blockchain can host additional smart
contracts for authorizing different accounts if TX-creating machines do not share
the same account, requiring a more sophisticated approach to authorizing trans-
actions than a single account.
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Fig. 1 Approach 1: Externalizing the sequence number management and signing the transaction in a sep-
arate, dedicated middleware with a single blockchain account

3.2 Approach 1

The first approach is arguably the most straightforward one. As depicted in Fig. 1,
the on-chain backend consists of a smart contract. The smart contract implements
the business logic, e.g., a registry of product IDs for an organization producing a
high volume of goods for which IDs are needed. The off-chain backend includes
the TX-creating machines as per above and a middleware component between the
TX-creating machines and the blockchain system. The middleware receives transac-
tion objects from the TX-creating machines. These transaction objects are missing
the sequence number and are still unsigned. The middleware then adds the current
sequence number, signs the transaction with its blockchain account, and forwards
it to the blockchain network. Note that the transaction can only be signed once the
sequence number has been set. This design allows us to keep track of the sequence
number locally at the middleware. The middleware fetches the current sequence
number of the blockchain account from the blockchain network once at startup and
stores it as a local variable. Then, the middleware increments it by one every time it
finalizes a new transaction. Since the sequence number is irrelevant when the trans-
action object is first created, we can scale the TX-creating machines horizontally
without concern for the sequence number.

The downside of this approach is that transactions can be created concurrently
from multiple machines, but the middleware is a singleton: setting the sequence
number and signing the transactions on a single machine. Hence, there is a limit
regarding the number of transactions the middleware can process per second, con-
ceivably posing a bottleneck.

3.3 Approach 2
Figure 2 depicts our second approach. As it can be seen, there is no longer a

middleware. Instead, the TX-creating machines are responsible for setting the
sequence number and forwarding transactions to the blockchain network. We
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Fig.2 Approach 2: Allocating an individual account to each TX-creating machine

circumvent the sequence number problem by equipping each TX-creating machine
with its own blockchain account to sign transactions. This way, all machines can
keep track of their individual sequence number in a local variable. They can cre-
ate transactions completely independent from each other, which allows for easy
scaling without synchronization in the off-chain backend.

However, using multiple blockchain accounts introduces a new problem con-
cerning authorization: the smart contract containing the business logic has to be
able to decide which invocations to accept (cf. the Embedded Permission pattern
[24]). In all other approaches, the TX-creating machines share a single designated
blockchain account, so the smart contract simply checks if a transaction origi-
nates from this account. We want to dynamically scale our TX-creating machines
according to the current workload. Hence, the number of accounts that should be
permitted to send transactions to our smart contract cannot be static. The number
of authorized accounts must be increased or decreased as needed, and the smart
contract must be able to authorize the transaction sender.

We achieve this by introducing a second smart contract, which we refer to as
Auth Contract. The Auth Contract maintains a list of the addresses of all author-
ized accounts. It offers a function to check if a specific address is in this list, i.e.,
belongs to an authorized user account. The list can be updated dynamically with a
dedicated master account. Upon being invoked, the smart contract containing the
business logic calls the Auth Contract to check whether the transaction’s sender
account is authorized. The smart contract only executes the called function if the
transaction sender is authorized. Otherwise, an error is logged, and no other state
changes occur.

The disadvantages of this approach are the extra complexity introduced by using
a variable number of distinct user accounts and slightly higher transaction fees (for
deploying the Auth Contract, updating the variables, and conducting the checks).
The list containing the authorized accounts’ addresses has to be updated whenever
the number of TX-creating machines changes, and the key pairs for all accounts
have to be managed well. We must also store the associated private keys in a secure
place and create new accounts if the number of machines reaches a new maximum.
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Fig.3 Approach 3: Outsourcing the sequence number management

Jabeuepy
JagquinN aouanbag

b

Off-chain Backend On-chain Backend

3
+%| TX-creating Machine 1 |¢+ Blockchain glip
etworl
<ﬂ| TX-creating Machine 2 L

Business Logic

#] . .
<&| TX-creating Machine n |L> Contract

Fig.4 Approach 4: Assigning sequence number contingents

Jabeuepy
JagquinpN souanbag

3.4 Approach3

For Approach 3, to horizontally scale our TX-creating machines, we outsource
the management of sequence numbers to a new singleton component called
SNM (see Fig. 3). As a singleton, only one instance is shared by all TX-creating
machines. Therefore, instead of maintaining the current sequence number locally
at the TX-creating machine, it is only stored at the SNM. Whenever the TX-cre-
ating machines create a new transaction, they request a sequence number from
the SNM. The SNM then responds with the current value of the sequence number
and increments it by one afterward. The TX-creating machine sets the sequence
number to the received value for the new transaction, which is then signed and
sent to the blockchain network.

The disadvantage of this approach is that it entails a service invocation every
time a transaction is created. This increases the time it takes to create a transac-
tion, decreasing the TPS. The impact depends on the network latency between a
TX-creating machine and the SNM and the load of the latter: the SNM is shared
by all TX-creating machines and naturally subject to limited bandwidth and com-
puting power. The SNM also poses a single point of failure. However, the SNM
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only implements the functionality of a data store containing a single key-value
pair to achieve high performance and resiliency.

3.5 Approach4

As we can see in Fig. 4, Approach 4 is very similar to Approach 3. In fact,
Approach 4 is a special case of Approach 3, as will be described in the following.
We also externalize sequence number management to a dedicated singleton SNM.
But instead of having the TX-creating machines requesting the sequence number
from the SNM for every new transaction individually, we use the SNM to allocate
contingents of sequence numbers to the machines. Therefore, Approach 3 is a spe-
cial case of Approach 4 with ¢ = 1.

If a particular TX-creating machine A requests the next sequence number con-
tingent from the SNM with a contingent size of ¢ = 100 and the current sequence
number is 1 500, the latter responds with the contingent of sequence numbers 1 500
to 1599. The SNM then increments the current sequence number by the contin-
gent size of ¢ = 100, so the new value is 1 600. A can now create transactions with
sequence numbers from 1500 to 1599. Afterward, A requests another contingent
from the SNM, and the cycle repeats.

This leads to situations where, e.g., another TX-creating machine B creates
transactions with sequence numbers 1 600 and above while A has not yet used all
sequence numbers between 1500 and 1599, i.e., there are sequence numbers lower
than 1 600 yet unused. For transaction creation itself, this is not a problem. But once
it is sent to the blockchain network, a transaction with a sequence number higher
than a yet-unused sequence number has to wait in the miner’s transaction pool—
until all lower sequence numbers are used in a mined or pending transaction. Hence,
larger contingent sizes increase the expected waiting time (latency) of the transac-
tions and lead to a higher variance in the distribution of waiting times. The advan-
tage compared to Approach 3 is that the frequency and volume of requests to the
SNM are much lower when requesting whole sequence number contingents instead
of single sequence numbers, which allows the SNM to serve more TX-creating
machines.

4 Implementation
In this section, we describe the implementations of the approaches described in

Sect. 3. The code for the TX-creating machines and the experiments are available on
GitHub'.

! https://github.com/OleDe/ethereum-tx-scaling.
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4.1 Private Ethereum network

We implement the four approaches on Ethereum due to its widespread adoption
and the availability of robust frameworks and tools. It should be noted that the con-
ceptual approaches presented in this paper can also be applied to other blockchain
technologies. For instance, the approaches can be used with any other EVM-based
blockchain that uses transaction sequence numbers, including BNB chain, Polygon,
and Avalanche.

For our evaluation, we use a private Ethereum network consisting of a single
Geth node acting as a miner for our experiments. Geth? is the most used Ethereum
client on the public Ethereum network (the Mainnet), written in Go.

We opted for Proof of Authority (PoA) consensus in our implementation. Here,
only authorized nodes can act as miners, and mining new blocks does not require
computation power or “work” [11]. The advantage of PoA for our implementation is
that we can simply configure the inter-block time, i.e., the time that passes between
the mining of two blocks. Since we are foremost interested in the scaling of transac-
tion creation, which happens off-chain, we want to reduce other interfering factors as
much as possible. Hence, the stable mining rate of PoA is more suited for our case
than PoW or PoS.

4.2 Smart contracts and sequence number manager

The language we used for writing the needed smart contracts is Solidity. Currently,
Solidity is the quasi-standard choice for writing smart contracts in Ethereum.

Listing 1 Code Extract from the AuthContract

1 contract AuthContract {

2 address public owner;

3 mapping (address => bool) public validAccounts;

4 constructor () {

5 owner = msg.sender;

6 }

7 function addAccount(address accountAddress) external {
8 require (owner == msg.sender , "unauthorized”);

9 validAccounts[accountAddress| = true;

10 }

11 function removeAccount(address accountAddress) external {
12 require (owner == msg.sender , "unauthorized”);

13 validAccounts [accountAddress]| = false;

14 }

15 function checkAuthorization (address accountAddress)

16 external returns (bool) {

17 bool isAuthorized = validAccounts|[accountAddress];
18 return isAuthorized;

19 }

20 }

2 https://geth.ethereum.org/.
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Listing 1 shows a shortened version of our implementation of the AuthContract.
The AuthContract is used in Approach 2 to support a dedicated Ethereum account
per TX-creating machine. It keeps track of the authorized accounts and can be used
to check if a certain address is authorized. During construction (lines 4-5), we store
the creator of the smart contract in a public variable called owner (line 2). This
will be our master account to update the list of authorized user accounts. The list
is maintained by a public variable called validAccounts, which maps data of type
address to data of type bool. In addition, we define two functions called addAccount
(lines 7-10) and removeAccount (lines 11-14). Both can only be called by the mas-
ter account (line 8, line 12) and accept an address as an argument. As one might
expect, they set the validAccounts mapping for the specified address to true or false,
respectively. To allow others to check the authorization status for a specific account,
we define another method called checkAuthorization that consumes the address of
the account to be checked and returns the associated bool value. Since bool is false
by default, this method will return false for addresses that have neither been used
in the addAccount method nor the removeAccount method, just like it would for
addresses where the validAccounts mapping has been explicitly set to false through
the removeAccounts method.

Listing 2 shows a simplified version of the smart contract that acts as the backend
of our dApp and contains the actual business logic. Hence, we simply call it Dap-
pBackend. To use the AuthContract, we define an abstract contract called AuthCon-
tractProxy (lines 17-20). AuthContract is an internal variable, i.e., only the contract
(and derived contracts) can access it (line 3). The proxy needs to define a method
with the same signature to call the actual checkAuthorization method of the Auth-
Contract. Since we are not interested in the AuthContract’s other methods or vari-
ables, we can leave them out of our proxy.

Our DappBackend needs to know the address of the AuthContract to delegate
authorization checks, so we implement a method called setAuthContract that cre-
ates a reference to the AuthContract using the AuthContractProxy and an address
argument (lines 7—10). After the reference is established, the business logic can be
executed through transactions, represented by an exemplary function called pro-
cessTransaction (lines 11-15). In this method, we can see how the AuthContract’s
checkAuthorization method is called (line 12) and how the execution is aborted or
continued depending on the outcome (line 13).
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Listing 2 Code Extract from the DappBackend

1 contract DappBackend {

2 address public owner;

3 AuthContractProxy auth;

4 constructor () {

5 owner = msg.sender ;

6 b

7 function setAuthContract(address contractAddress) external {
8 require (msg.sender == owner, ”unauthorized”);

9 auth = AuthContractProxy(contractAddress);

10 }

11 function processTransaction () external {

12 bool authorized = auth.checkAuthorization (msg.sender);
13 require (authorized , ”"unauthorized”);

14

15 }

16

17  abstract contract AuthContractProxy {

18 function checkAuthorization(address accountAddress)

19 external virtual returns (bool);

20 }

For Approaches 3 and 4, the TX-creating machines rely on the SNM to keep track
of the nonces. We implemented the singleton SNM using Redis,” an in-memory
database storing the data in key-value format. Hence, the nonce is stored inside our
Redis instance as a simple key-value pair.

4.3 Transaction creating machines

The TX-creating machines are Spring applications.* Spring is a popular framework
for the Java programming language and consists of a whole portfolio of different
projects, offering solutions for many common problems. Spring WebFlux was used
to create a simple REST API to interact with the TX-creating machines via HTTP.
This allows the start and stop of transaction creation or the configuration of certain
parameters at runtime. Spring Data includes a Redis client by default, so it is used
in the implementations of Approaches 3 and 4 to allow the TX-creating machines to
interact with our Redis instance, i.e., the singleton SNM.

For Approaches 2, 3, and 4, the TX-creating machines sign the transactions them-
selves and directly forward them to the Ethereum node. That is achieved through
Web3j.> Web3j allows our TX-creating machines to interact with the Geth node in
the private Ethereum network. In particular, Web3j lets our TX-creating machines
create raw transactions, sign them with our Ethereum account, and send them to the
Geth node to call our smart contract.

3 https://redis.io/.
4 https://spring.iof.
5 https://docs.web3j.i0/4.8.7/.
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Since the TX-creating machines of Approach 1 only create the transaction objects
without signing them or forwarding them to the Geth node, they do not use the
Web3j library. Instead, we implemented an additional component for Approach 1
called middleware. The middleware is also a Spring Boot application and uses the
Web3j library. The TX-creating machines send the unfinished transaction objects to
the middleware, which adds the nonce to the transaction, signs it, and then sends it
to the Geth node. The middleware is a singleton, so no matter how much we hori-
zontally scale the TX-creating machines, there will always be only a single instance
of the middleware.

5 Evaluation

In our experimental setup, up to three TX-creating machines are used on individual
Virtual Machines (VMs). The private Ethereum network, consisting of a single Geth
node, was operated on another, separate VM. To allow high transaction through-
put, the node was operated with PoA, at 400 M gas per block and an inter-block
time of 5 s, resulting theoretically in up to 3 800 TPS. This proved sufficient for all
our experiments, i.e., the blockchain was not the bottleneck. There also was a sepa-
rate VM for the middleware in Approach 1 and for the SNM in Approaches 3 and 4,
respectively. We use Microsoft Azure as the cloud computing platform. All VMs
were of the size Standard_A1_v2, which comprises a single vCore,’ 2 GiB of RAM,
a download bandwidth of 1 500 Mbit/s and an upload bandwidth of 250 Mbit/s. The
latency between the VMs hosting the TX-creating machines and the VM hosting the
Geth node was approximately 2.2 ms on average.

To quickly deploy our implementations to the VMs, we use Docker.” Docker
allows us to build images containing our application, which can be executed in iso-
lated environments called Docker containers. Docker also helps to orchestrate these
containers across the VMs so that we can quickly scale our TX-creating machines,
i.e., increasing or decreasing the number of instances as needed.

We configured the mining node to mine a new block every 5 seconds. For
Approach 1, the total number of TX-creating machines impacts their performance,
so we tested Approach 1 with three configurations, i.e., one to three machines m.
Approach 4 was also tested with different configurations, at first with a nonce con-
tingent size of ¢ =100, then ¢ = 1000, and lastly, ¢ = 10000. Simulations for
Approaches 2 and 3 did not have different configurations. The load was simulated to
exert the transaction creation throughput continuously.

% Intel Xeon Platinum 8272CL CPU @ 2.60 GHz.
7 https://www.docker.com/.
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5.1 Transaction throughput

In this section, we discuss the evaluation of the transaction throughput of our
approaches to scale TX-creating machines. In this case, throughput refers to how
many transactions are created per second, i.e., TPS.

Figure 5 compares the total transaction throughput, i.e., the transaction through-
put of all machines combined, between the four approaches. We can see that
Approach 1 performed the worst. Even with m = 3 TX-creating machines running
simultaneously, this approach yielded a median of only about 680 TPS. Also, the
increase in throughput is sub-linear with a growing number of machines. In con-
trast, all the other approaches achieved significantly higher throughput rates, with
medians ranging from 980 to 1045 TPS. It appears that the middleware used in
Approach 1 already poses a severe bottleneck when we only use a small number
of machines. We observed the highest throughput for Approach 2 with 1045 TPS
(median). That corresponds to our expectations because the TX-creating machines
in Approach 2 can locally keep track of the current nonce. In contrast, Approaches
3 and 4 must regularly make external requests to the SNM. Still, the difference in
performance between Approaches 2, 3, and 4 is only marginal. Notably, the median
transaction throughput for Approach 3 with 1 030 TPS was only slightly smaller than
that of Approach 2, even though the TX-creating machines had to make a request
to the SNM for every single transaction they created. This may be due to the rea-
son that the SNM does not execute resource-intensive tasks since each TX-creat-
ing machine still signs its transactions. Figure 5 and 6 show a similar spread of the
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distributions for all settings, with two exceptions: Approach 1, m = 3 and Approach
4, ¢ = 10000. The former is only suboptimal, while the latter is interesting for fur-
ther discussions (see Sect. 5.2).

Figure 6 shows the transaction throughputs per machine for the different
approaches and configurations. Here, we can see even more clearly that the mid-
dleware in Approach 1 becomes a bottleneck when we try to scale transaction crea-
tion horizontally. When only a single TX-creating machine was running, Approach 1
achieved a median throughput of 435 TPS, the highest observed throughput
across all machines and configurations. The reason for this is that the machines in
Approach 1 do not have to sign the transactions but instead only create and forward
“unfinished” transactions to the middleware. For all other approaches, the machines
are responsible for signing the transactions, leading to lower performance in the
individual machine. However, once we consider m = 2 TX-creating machines, the
throughput per machine of Approach 1 drops to a median of 307 TPS. At m =3
machines, Approach 1 only offers a median throughput per machine of 230 TPS,
which is significantly lower compared to the other approaches, whose median
throughput rates per machine range from 323 TPS to 348 TPS.

Summarized, Approaches 2, 3, and 4 offer adequate throughput rates that
increase proportionally when adding more TX-creating machines. For Approach
1, on the other hand, the middleware poses a bottleneck when scaling horizontally,
so its throughput does not increase proportionally when the number of machines
is increased. For all four approaches, the throughput was mostly stable, i.e., the
variance of the throughput over time was low. In addition, the load was distributed
evenly across all active machines; no single machine had significantly higher/lower
throughput than others during the same run.

5.2 Latency and waiting periods

In this section, we examine the transactions’ latency, measured as waiting periods.
With the term waiting period we describe the time it takes from a transaction’s crea-
tion at the TX-creating machine to it being included in the Ethereum blockchain.
Note that we do not use the term commit time from the literature [21] since that is
measured from transaction announcement to the network, which is less suitable for
our purposes.

Figure 7 shows the distribution of waiting periods for Approach 2; observations
for Approaches 1 and 3 were almost identical, hence the following also applies
to them. Especially, for all of these three approaches, we could identify the “dip”
for the 5-second-mark (see discussion below), and the frequencies increase and
decrease at very similar waiting period times (x-axis). Compared to Approaches
1-3, Approach 4 incurs additional waiting times since the miner needs to wait until
a specific TX-creating machine used its whole contingent before including transac-
tions from other TX-creating machines with higher sequence numbers.

The shortest (longest) observed waiting periods were approximately 1.8 (7) s,
respectively. In between this interval, the waiting periods follow roughly a uniform
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distribution. This was expected because we continuously create new transactions
while creating new blocks, including transactions in the blockchain every 5 s.
Hence, the interval length corresponds to the configured inter-block time of 5 s. On
average, it took 4.4 s from a transaction’s creation to its inclusion in the blockchain.

The frequency of observed waiting periods noticeably drops at the 5-second-
mark, as can be seen in Fig. 7. Through further testing, we could confirm that this
drop depends on the configured inter-block time, i.e., when changing the inter-block
time to a specific value, the drop could then be observed around that new inter-block
time. Given that we are not focused on the behavior of Ethereum clients, we did not
investigate this particularity further.

Figure 8 compares the distribution of waiting times of Approach 4 for contin-
gent sizes of ¢ = 100, ¢ = 1000, and ¢ = 10000. In general, the observed waiting
periods were lower when smaller contingent sizes were used because assigning
nonce contingents leads to situations where transactions with higher nonces have
already reached the transaction pool of our Ethereum node, while some transac-
tions with smaller nonces have not yet been created. The transactions with the
higher nonces then have to wait in the queue until all transactions with lower
nonces have been created and sent to the Ethereum node. For larger nonce con-
tingents, this effect intensifies, and the average length of the waiting period
increases.

For a contingent size of ¢ = 100, the distribution of waiting periods is similar
to that of Approaches 1, 2, and 3. The observed waiting periods range from 1.8 to
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7.2 s. Within this interval, they approximately follow a uniform distribution, except
for the drop in frequency around the 5-second-mark, which we also observed in the
other approaches. When the contingent size is increased to ¢ = 1000, the average
length of the waiting periods slightly rises. However, we observe a drastic upsurge
for contingent sizes of ¢ = 10000, with transactions waiting up to 40 s from their
creation to being included. With a transaction throughput of about 330 TPS on aver-
age, the TX-creating machines are fast enough to completely deplete a whole contin-
gent for ¢ = 100 and ¢ = 1 000 within the 5 s inter-block time. But for ¢ = 10000, a
machine needs about 30 s until it has used all nonces of a contingent. Accordingly,
for larger contingent sizes, the inter-block time is less and less the determining fac-
tor for a transaction’s estimated waiting period, but instead, the average time it takes
for all transactions with lower nonces also to reach the miner becomes the decisive
factor. This shows the limitations of contingency sizes, i.e., they should not become
too large.

Nevertheless, as long as the contingent size is not configured to be overly large,
Approach 4 offers comparable latency/waiting periods to the other approaches.
Across all approaches, waiting periods were low and independent from the TX-cre-
ating machine from which a transaction originated.
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5.3 Performance of the mining node

In this section, we present additional data regarding the inclusion of transactions in
the blockchain and the status of our miner in general. Like in Sect. 5.2, we discuss
results for the first three approaches and then regard Approach 4 separately. Again,
Approaches 1, 2, and 3 behaved very similarly. Hence, Figs. 9 and 10 are repre-
sentative of Approaches 1 and 3 despite being based on data from Approach 2. As
already discussed in Sect. 5.2, this difference is because Approach 4 leads to trans-
actions staying longer in the mempool until other TX-creating machines with lower
sequence numbers have used up their contingents. However, this is not the case for
Approaches 1-3, which explains why they behave very similarly.

Figure 9 depicts a comparison between the number of created transactions and
the number of transactions included in the blockchain over intervals of 5 s, respec-
tively. Again, we chose 5 s as the interval size because it corresponds to the inter-
block time. We can see that both the mining and creation rates are quite stable, with
no noteworthy fluctuations. In addition, the mining rate is approximately identical to
the creation rate, so the miner was able to constantly keep up with the TX-creating
machines. That is also visible in Fig. 10, where we can see the transaction count per
block compared to the size of the transaction pool (pending and queued transactions)
right after the block was mined. The observed number of pending transactions did
not increase over time but almost stayed constant, so the transactions were included
in the blockchain just as fast as they were created. The number of queued transac-
tions was always zero. This is expected since, for Approaches 1-3, the transactions
are always created in sequence according to their nonces. Therefore, we observed no
instance of a transaction with a higher nonce being in the transaction pool before a
transaction with a lower one at the points of observation.

The same does not apply for Approach 4, especially for larger contingent sizes,
as can be seen in Fig. 11. While the transaction creation rate is fairly stable, the
contingent size of ¢ = 10000 led to heavy, periodic fluctuations in the rate at which
transactions are included. Here, we observed a standard deviation of ¢ = 3 800.

The reason for these fluctuations can be seen in Fig. 12: when using larger contin-
gent sizes c, transactions with higher nonces remain in the transaction pool longer,
in the queued status. They have reached the Ethereum node but cannot be included
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(or “mined”) because not all transactions with lower nonces have yet been created
and sent to the Ethereum node. The maximum possible number of these temporar-
ily “missing” transactions is higher for larger contingent sizes c. More specifically,
with m = 3 TX-creating machines running at roughly the same speed, the maximum
is 2c¢. The higher the value of ¢, the longer it takes the TX-creating machines to
create all the missing transactions, and the longer the queued transactions with the
higher nonces have to wait, and their number is building up. Eventually, when all
missing transactions have been created and sent to the Ethereum node, the queued
transactions can be included in the blockchain. Therefore, they are simultaneously
shifted to the pending status. They are then included in the next block (or in the
next multiple blocks if their combined amount of gas is higher than the gas limit
for a single block) to be mined and become a part of the blockchain. As a result, the
mining rates periodically fluctuate above and below the creation rates in Fig. 11.
The theoretical maximum of simultaneously queued transactions is 2¢, assuming we
have m = 3 TX-creating machines with the same throughput.

6 Theoretical analysis

This section presents a theoretical analysis of Approach 3 and Approach 4. The
reason why we focus only on these two approaches is the following: Regarding
Approach 1, from a theoretical point of view, the off-chain backend with multiple
machines submitting transactions via a middleware cannot be distinguished from a
single large TX-creating machine. Therefore, the additional insights from a theo-
retical analysis are limited. Regarding Approach 2, the additional overhead and the
higher gas usage introduced by the Auth Contract appear to be a major drawback.
Nevertheless, from a theoretical point of view, Approach 2 appears to be a special
case of our analysis of Approach 3. Indeed, the additional overhead leads to much
larger constant factors, which are hidden in our asymptotic analysis. Since the con-
nection between the actual process and Approach 3 is much cleaner, we therefore
focus in the following on the analysis of Approach 3 (see Sect. 6.1) and an extension
that covers Approach 4 (see Sect. 6.2).
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6.1 Analysis of approach 3: balls into bins

This approach’s major drawbacks include a single point of failure and an additional
service call for each transaction. Nevertheless, we still present a detailed analysis of
this approach due to the following observation: The simple structure of the service
call to the SNM allows us to model the interactions via a simple and well-known
mathematical model.

From a mathematical point of view, allocation processes are commonly modeled
by the classical balls-into-bins game. These purely theoretical models are exten-
sively studied in theoretical computer science, probability theory, and combinato-
rics [14]. They are commonly used to model load balancing and resource allocation
tasks. In addition, they have many applications in hashing and networking, see, e.g.,
[22]. In the context of load balancing in a large parallel computation, the balls typi-
cally correspond to jobs or tasks, and the bins correspond to servers. A balls-into-
bins game then describes the allocation of balls to a fixed number of bins to distrib-
ute the balls to the bins as evenly as possible.

The basic mathematical model of balls-into-bins games is as follows. We are
given n identical and indistinguishable balls and m bins that are initially empty. Each
ball is “thrown” independently and randomly into one of the bins. More formally,
this means that each ball is assigned to one of the m bins chosen independently and
uniformly at random. The objective is to analyze the distribution of balls among the
bins to derive bounds on the performance of the corresponding load balancing pro-
cess. Indeed, if we assume that each ball corresponds to a job with the same amount
of work, the maximum number of balls in any bin gives a bound on the make span
of the distributed computation.

Interestingly, this model can be applied in the context of Approach 3 to facilitate
a mathematical analysis. Each TX-creating machine in this approach contacts the
SNM. The singleton SNM accepts incoming requests and replies with an updated
sequence number. The main question in this context is whether the machines creat-
ing transactions are blocked for a significant amount of time, reducing the approach’s
overall performance. To answer this question, we use a model similar to a balls-into-
bins-based load balancing approach presented in [2].

In our model, we assume that at the singleton SNM, we have n threads accept-
ing connections. These threads correspond to our bins. Time progresses in dis-
crete time steps (e.g., seconds) of a fixed time period length. In each time step,
An new transactions are generated, where A is a parameter of our model. For each
transaction, a request is sent to the SNM. These requests correspond to our balls.
For our theoretical analysis, we assume that the requests are randomly assigned
to a thread chosen independently and uniformly. We assume that every thread
accepts exactly one request in each time period. The remaining requests stay in
the queue Q. In the following, we prove that, by choosing a suitable parameter
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4, the system remains stable in the following sense: In a stable system that is ini-
tially empty, the number of requests that are currently unanswered is bounded at
any arbitrary point of time.

The main implication of stability is quite strong. Indeed, if we let the system
run for an indefinite number of time steps, our analysis will show that at an arbi-
trary point of time, the system is not overloaded with high probability (w.h.p.),
that is, a probability of at least 1 — n~*V, QOur first task is to prove the following
lemma for the process formally defined in Algorithm 1. The following analysis is
a simplified version of the proof of the first case analyzed in [2].

Algorithm 1 balls-into-bins process

for each time step t do
generate An balls and add them to the queue Q
each ball in Q selects a bin independently and uniformly at random
Let S; be the set of balls that have selected bin 7.
for each bin i with S; > 1 do
L select a ball uniformly at random from S; and remove it from Q

Theorem 1 Consider the balls-into-bins process defined in Algorithm 1. Let t be an
arbitrary time step, assuming that 0 < A < 1 — 1/n. Then it holds w.h.p. for the size
of the queue Q at time t that

1
<0(n-+log (=) )
190] ntlog\y—>)n
Proof Let q(t) =|Q(z)] be the size of the queue O at time ¢ and let

g=0+In2)-n+1In (ﬁ) - n. We first define for a time step ¢ the event

A ={q0=2-q4"}.

Intuitively, the event .4, means that at time ¢, the queue size g() exceeds 2 - g*. Our

goal is to show that A, is a low probability event for any time step z. To do so, we
will use the following events B, ,.
Let r € N, be a non-negative integer. We define the events

B.,={qt—-r)<q" andq(i) > q" fort —r<i<t}.

Intuitively, the event B, , means that at time ¢ — r the queue size was below g*, start-

ing with time ¢ — r + 1 the queue size g(¢) exceeds ¢g* and it does not drop below g*
for the entire time interval [t — r + 1;¢] of length . We observe that for each event
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A, there is exactly one interval length r such that B, occurs. Similarly to [2], this
allows us to partition the probability space such that we get

A= |4 AnB,

reNy,

We will use the following technical claim in the remainder of this proof.
Claim 1 For any r € Nwe have Pr [A,n B,,| <274 . 270~

Using Claim 1 allows us to compute

Pr|A4,] = Z Pr[A,nB,,]

reN,
< 2—(1* . 2—(l—ﬂ)~n~r
<270 Y (271) <27,

reN,

where we use A <1 —1/n and the bound on the geometric series. It remains to
prove Claim 1.

Proof of Claim 1 In each time step, An balls are generated according to the definition
of the process. Therefore, in the time interval [# — 7 + 1;f], exactly r - An balls are
generated. The number of balls allocated to each bin in time step i follows a mul-
tinomial distribution Mult(q(i);p;, ..., p,) with p; = 1/n for 1 <j < n. Let X;; with
1 £j < n be an indicator random variable that is 1 if no ball is allocated in bin j
and 0 otherwise. Note that these indicator random variables X;; are stochastically
dominated by the same indicator random variables X for a multmom1al distribution
Mult(min { g*, g(i) };p,, ..., p,). Intuitively, this means that our process has several
failed allocations that is at most as large as in the same process where at least g*
many balls are thrown in each time step. Due to our choice of ¢g* we get

min { g(i).q" } q* * _
prfx,) < (1- 1) (11 ot o124

n n 2e

Then, the total number of failed allocations is

(I1-2
r- .
2e

Z ZX with expected value E[Z,J] <n

i=t—r+1 j=1

Since the number of allocated balls in each bin follows a multinomial distribution, the
indicator random variables X; ; for the empty bins are negatively associated [8]. This
allows us to apply Chernoff bounds to Z,,. Sinceq*+(1—A)-n-r=>2e- E[Z,, ]
get from Lemma 2 (see Appendix A) that
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PrlA,nB._.,|<Pr|Z, 2¢"+(0 =4 n-r| 274 . 270",
|

This concludes the proof of Theorem 1. O

Our analysis shows that the process is stable such that the total number of balls
awaiting allocation remains bounded at an arbitrary point of time w.h.p. Unfortu-
nately, from a practical point of view, the overhead of the additional service call
can become substantial. In the next section, we analyze the improved Approach 4,
where the SNM allocates a contingent of sequence numbers to each transaction-
generating machine. In our mathematical analysis of this approach, we will see
that this has a positive effect on the waiting time of each ball, i.e., the number of
time steps it takes until a ball is processed by a bin.

We remark that the same balls-into-bins game can also be used to model
Approach 2. However, in Approach 2, there is a significant overhead required to
handle user accounts and sign transactions, and while the corresponding constant
factors do not impact our asymptotic analysis, the connection between the balls
and the bins becomes less obvious. In Approach 3, balls correspond to requests
sent to the SNM, and the bins correspond to threads on the SNM. In contrast,
in Approach 2, balls correspond to transactions signed by an authorized user
account, and bins correspond to nodes in the network. The main difference is that
balls are only accepted to bins if the authorization is validated, resulting in much
larger constant factors hidden in our asymptotic analysis.

6.2 Analysis of approach 4: introducing buffers

In the following, we extend our mathematical analysis of Approach 3 to the
setting of Approach 4, where each request allocates a contingent of multiple
sequence numbers. Our main concern w.r.t. Approach 4 is the time it takes to
execute a transaction. In the following we will provide a bound on the processing
time that hints at the existence of a non-trivial trade-off based on the size of the
contingents. To this end, we start with the following warm-up result.

Lemma 1 Consider the balls-into-bins process defined in Algorithm 1. Let b be a
ball created in an arbitrary but fixed time step t and assume that 0 < A1 <1 —1/n.
Let q* be the bound on the queue size Q from Theorem 1. In expectation, it takes at

most O(g* /n) many time steps until b is processed.

Proof Recall that from Theorem 1, we know that at time #, we have at most
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|Qm|<o(n+mg(lij)qg

many balls in the queue Q. Let ¢* be this bound on Q(f) from Theorem 1. In the fol-
lowing, we assume that g* > n Further, in our asymptotic analysis, we assume that n
is large enough.

Fix a time step ¢ and assume that we have g(f) many balls in the queue at time .
Let b be a ball generated at time ¢ and, without loss of generality, assume that ball b
is assigned to bin 1. Let now X, ; be a random variable for the total number of balls
also allocated to bin 1 at time ¢. Clearly, X, ; has a binomial distribution with param-
eters Bin(g(¢), 1 /n). We condition on the high-probability event that ¢(f) is bounded
by ¢* and observe that X, , has expected value E[Xl‘, | g(t) < q*] < g*/n. We apply
Chernoff bounds (Lemma 2 in Appendix A) to X, ; and obtain

2 *
Pr[Xlt2ﬂ|q(t)Sq*:| <
: n

Let now &, , be the event that ball b is processed by its bin in round ¢ conditioned on
the two events that X, < 24 and q(t) < g*. We have

£

2
eq,q(t)<q]

Pr|&,, | X, <

2eq

In other words, if the number of balls in the queue does not exceed the bound from
Theorem 1 and the bin of ball b does not get significantly more balls than expected,
there is a 1 /£ chance that ball b is processed, where ¢ is the total number of balls in
b’s bin. We use the law of total probability to remove the conditioning and get

2eq* 2eq* ) }
Pr[&,,] =Pr [Eb,t |X,, < %, q(n) < q*] -Pr [Xm < % |q(r) < q*] -Pr [q(0) < ¢']

2eq(t
+Pr [Eh,,|XL,2 ez()Uq(t)>q*].
0
n 2eq*
> . — — >
25 (1-2 7)-a o) 2 o

The lemma now follows from the observation that the time until ball b is pro-
cessed is stochastically dominated by a geometric distribution Geom(n/(64*)) with
expected value O(g* /n).

Finally, we consider the modified process where a contingent of size c is
requested. We assume exactly the same theoretical process as in Algorithm 1 with
the only difference that in each time step, every bin selects ¢ balls at the same time
to be removed from the queue Q. However, the selected balls are only processed
once, and every “older” ball is also processed. Intuitively, this model shows that
each contingent can be used to submit ¢ transactions to the network, but a trans-
action is only executed once all lower sequence numbers are used in a mined or
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pending transaction. Our next theorem focuses on analyzing each transaction’s wait-
ing time in this extended model.

Theorem 2 Consider modifying the balls-into-bins process from Algorithm 1 where
each bin processes c balls in each time step. Let b be a ball created in an arbitrary
but fixed time step t and assume that 0 < A <1 —1/n. Let g* be the bound on the

%2
queue size Q from Theorem 1. In expectation it takes at most O<%) many time

steps until ball b is processed.

Proof The first part of the proof follows along the lines of the proof of Lemma 1.
With regard to the queue size at time 7, the same analysis from Theorem 1 applies
in the case where in each time step ¢ balls are processed. Indeed, a straightforward
coupling shows that the queue size cannot become larger if additional balls are
removed. The main difference to the proof of Lemma 1 is that for the event &, that
ball b is selected in time step ¢ we have

&

2eq " c-n
. q() < q

> .
2eq*

Pr|&,, | X, <

Indeed, if the number of balls in the queue does not exceed the bound from Theo-
rem | and the bin of ball b does not get significantly more balls than expected, then
there is now a ¢/ chance that ball b is selected. Hence we get

Pr [5,,,] C6 *n
Let b be an arbitrary but fixed ball created at time ¢. Observe that b is processed
once it is selected and all other balls created prior to ball b have been selected. For
simplicity, we assume that in every time step, there are exactly ¢g* many balls in the
system. As we have shown in Theorem 1, this overestimates the actual size of the
queue w.h.p.

We follow along the lines of the analysis of the classical coupon collector’s prob-

lem [14, 15] and define T; as the time until the i-th ball is selected. The time until
ball i is selected once ball i — 1 has been selected is dominated by a geometric distri-

bution T; ~ Geom(%). Let now T be the time until all balls are selected. We

have by linearity of expectation

q -1 q-1 q* * q*zlogn
E[T]S;E[Ti] Z;C — (q 5 ; <—C‘n )
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7 Discussion

Referring to the research questions outlined in Sect. 1, we have presented four
approaches to facilitate scalable transaction creation for blockchains, addressing our
first research question. For the second research question, which focuses on the per-
formance of these approaches in terms of throughput, latency, and fairness, we dis-
cuss each approach in the following paragraphs:

Overall, the first approach, which adds the sequence number to a singleton
middleware, displayed the weakest scalability. While the transaction through-
put increased proportionally for additional TX-creating machines in the other
approaches, this was not the case for Approach 1. Instead, the throughput increase
caused by adding additional machines quickly declined, so scaling from two to three
machines only increased throughput by 10.8%. When scalability is the objective,
Approach 1 should be avoided.

In contrast, Approach 2 displayed a much more favorable performance, with a
stable throughput that sufficiently increases when adding TX-creating machines.
The key advantage of Approach 2 is that the TX-creating machines do not depend
on any other component to set the sequence number or to forward transactions
to the blockchain node, which is why it offers the overall highest throughput of
1045 TPS. As a downside, Approach 2 requires supplying a distinct Ethereum
account for each TX-creating machine and a slightly higher gas usage. This might
introduce higher complexity for dynamically scaling the number of machines and
realizing authentication and authorization. In summary, Approach 2 is a solid
design choice to implement horizontal scalability for TX-creating machines, pro-
vided that using multiple Ethereum accounts or higher gas usage is acceptable in
a given context.

For Approach 3, it is harder to give a clear recommendation. During our simula-
tion run with three TX-creating machines, the transaction throughput of our imple-
mentation was similar to Approach 2. With an average of 1 030 TPS, it even outper-
formed Approach 4—albeit slightly—for all three tested contingent sizes. However,
the singleton SNM will eventually become a bottleneck when too many TX-creating
machines are running concurrently, so Approaches 3 and 4 cannot be scaled indefi-
nitely. The big disadvantage of Approach 3 is that the TX-creating machines will
have to make c-times as many requests to the SNM as they would in Approach 4.
This means the SNM will become a bottleneck in Approach 3 considerably sooner,
so the maximum number of machines running concurrently is drastically higher
in Approach 4. In contrast to the other approaches, if the contingent size c is too
large, Approach 4 is suboptimal in latency, particularly the distribution of wait-
ing times, which can be understood as fairness. By selecting a smaller c, this issue
can be avoided. Given these points, Approach 4 should generally be preferred over
Approach 3, even though Approach 3 had a slightly higher average throughput.

Approaches 2 and 4 are decent choices for horizontal scaling of transaction crea-
tion and offer similar performance. However, while Approach 2 requires a way to
deal with account management and authorization (see Sect. 3.3), Approach 4 neces-
sitates implementing an additional component—the SNM—which poses a single
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point of failure, so there need to be adequate measures for mitigation and recovery.
For a given context, the choice comes down to finding the better trade-off between
the drawbacks and advantages, in most contexts, likely between Approaches 2 and 4.

(3) With regard to our third research question, our theoretical analysis of Theo-
rem 1 shows that the transaction creation process is stable in the following sense:
We prove that at an arbitrary point in time, the total number of requests awaiting
allocation remains bounded by O(n + log(1/(1 — A)) - n with high probability. This
applies to Approach 2 (which is, from a theoretical point of view, a special case
of Approach 3), Approach 3, and Approach 4 (which uses an extended model of
Approach 3). Regarding Approach 4, Theorem 2 shows an interesting gap between
the performance of Approach 3 and Approach 4, wherein in the former, transac-
tions are processed immediately, and in the latter, the contingent size may cause
transactions to stall. This effectively forces every selected ball to wait until all older
balls have also been selected. We remark that our theoretical findings based on an
asymptotic analysis align with our empirical data based on real-world instance sizes;
indeed, for a suitable choice of the buffer size ¢, we observe that Approach 4 is
among the fastest approaches in theory and practice.

8 Related work

In 2016, Croman et al. were among the first to scientifically explore ways for scal-
ing blockchains [5]. They also explained why earlier methods for scaling—increas-
ing the block size so that more transactions can be included in a single block while
decreasing the inter-block time—are limited. That is why other, more drastic changes
are necessary to enable scalability to industrial use cases. Another early paper by
Vukolié¢ [19] discussed different proposals for blockchain scalability, including the
option to rely on alternatives to PoW.

Considering the popularization of smart contracts in Ethereum, Dickerson et al.
[6] proposed that miners speculatively process transactions (and thereby execute
smart contracts) concurrently. If conflicts arise, the affected contracts are rolled back
and serially re-executed. The resulting execution schedule is populated alongside the
mined block so that validators can execute the smart contracts in parallel.

Early blockchain protocols achieved only a limited number of TPS. For instance,
Bitcoin achieves ca. 7 TPS. PoW-based Ethereum achieved 15 TPS in 2018 [1] and
could, due to increased block “size” and frequency at the time of writing, achieve a
theoretical 120 TPS. More recent protocols achieve higher numbers, e.g., the Red-
Belly Blockchain achieved 30k TPS in a globally distributed network [4], with the
authors stating that the bottleneck in this experiment was the load generation, which
is the focus of our work. The applied consensus mechanism primarily affects the
possible TPS. The usage of PoW naturally leads to a low TPS, while (Delegated)
PoS enables increasing the TPS to higher numbers. For instance, Ethereum 2.0
applies PoS and aims at 200k to 300k TPS.
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Furthermore, blockchain benchmarking is also relevant to the work at hand.
Benchmarking of blockchains concerning scalability and general performance has
been an important research topic in recent years [20]. For instance, Gervais et al.
[9] present a simulation framework for analyzing the security and performance
constraints of PoW blockchains. Dinh et al. [7] implement BLOCKBENCH, a
framework for analyzing private blockchains. For this, workloads are defined. Lob-
maier et al. present another blockchain simulator focusing on communication over-
head [13]. Finally, Hyperledger Caliper® is used to benchmark the performance of
Hyperledger-based blockchains.

To the best of our knowledge, none of the discussed solutions considers the scal-
ability of creating transactions. They focus mainly on increasing the transaction
throughput of blockchains and, therefore, only consider the transaction processing
by miners and validators. These approaches are not applicable for improving the
scalability of the client side of dApps, i.e., for creating transactions. Therefore, the
work at hand can be used to extend existing frameworks and simulators.

9 Conclusion

Following the increased throughput scalability of blockchain systems, high-vol-
ume applications with a single participant issuing thousands of TPS become pos-
sible. However, the horizontal scaling of TX-creating machines has received little
attention in research to date. We study this subject and propose four approaches
to this end. Prototypical implementations of the approaches allow us to evaluate
them experimentally. Our work demonstrates that it is feasible to scale transaction
creation horizontally, and two approaches—Approaches 2 and 4—achieve both
good scalability and fair latency distributions. Approach 2 introduces additional
complexity because it requires on-chain account management and slightly higher
gas usage but offers the highest throughput. Approach 4 relies on the SNM, which
could become a single point of failure and achieves a throughput slightly below
that of Approach 2.

In future work, we want to consider the failure of transactions and ordering
constraints on the incoming requests. Currently, we assume no dependencies exist
between transactions other than the sequence number of their associated block-
chain account. However, business logic might require transactions to be pro-
cessed in a specific sequence, and that sequence would then need to be accounted
for when setting the sequence number. This might require changes to the transac-
tion creation approaches or even render Approach 4 unsuitable. Last but not least,
we have not regarded the batching of transactions so far.

8 https://hyperledger.github.io/caliper/, accessed 2024-02-10.

@ Springer


https://hyperledger.github.io/caliper/

Analysis of strategies for scalable transaction creation...

Appendix A: Concentration inequalities
The following Chernoff bound is based on Theorem 4.4 in [14].

Lemma 2 (Chernoff Bounds [14]) Let X|,...,X,, be independent Bernoulli trials
such that Pr [X; = 1] = p;. Let X = Y"_ X;. Then

Pr(X >R} <27® if R >2¢E[X].
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