Science of Computer Programming 245 (2025) 103314

n iy

Contents lists available at ScienceDirect cience of Computer

Science of Computer Programming

journal homepage: www.elsevier.com/locate/scico

A provably safe controller for the needle-steering problem using
online strategy synthesis ™

Sascha Lehmann®, Antje Rogalla® "~ *, Maximilian Neidhardt",
Alexander Schlaefer”, Sibylle Schupp*

2 Institute for Software Systems, Hamburg University of Technology, Am Schwarzenberg-Campus 3, 21073 Hamburg, Germany
® Institute of Medical Technology and Intelligent Systems, Hamburg University of Technology, Am Schwarzenberg-Campus 3, 21073 Hamburg,
Germany

ARTICLE INFO ABSTRACT
Keywords: Autonomous systems often address complex planning problems, which require both prospective
Model checking action planning and retrospective data evaluation. Timed games could aid since they automatically

Timed game
Strategy synthesis
Controller synthesis
Needle steering

synthesize strategies that, provably correct, solve those planning problems; yet, they assume a
static model of the environment, which is not realistic for autonomous systems. However, many
autonomous systems are control applications, which employ sensors that capture system behavior
at run time and can thus compensate for incomplete knowledge at modeling time. In this paper,
we propose an online strategy synthesis, which, based on offline strategy synthesis on the one hand
and on sensor information about the current state of the physical world on the other hand, derives
formal safety guarantees while reacting and adapting to environment changes. We formalize
the needle-steering problem from medical robotics, i.e., the problem of navigating a (flexible
and beveled) needle through partially unknown tissue towards a target without damaging its
surroundings, by interpreting it as a timed game. Further, we introduce a new representation of
its environment through different region types that determine the acceptance of action plans and
trigger local correcting actions. We present an algorithm for online strategy synthesis and, for the
given region representation, formally prove that it returns safe online controllers. The algorithm is
implemented on top of Uppaal Stratego. For two medical applications of needle steering, peridural
anesthesia and predefined needle trajectory, we demonstrate the necessity of online adjustments in a
series of simulations with various degrees of initial knowledge about the environment, and show
that the overhead of online synthesis remains practical.

1. Introduction

In cyber-physical systems (CPS), one commonly deals with the task of directing a controllable entity through its environment
towards a target state defined by local or global goals, without violating frame properties imposed by safety requirements. For
applications of limited complexity with directly measurable environmental parameters (e.g., thermostats), practical control solutions
already exist [1]. However, the environment of complex systems is often uncertain, changing, and not entirely measurable, rendering
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Fig. 1. The workflow of online strategy synthesis for the needle steering problem (sr/tr/dr/cr = safe/target/detection/critical region, see Sec. 4.3).
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Fig. 2. Excerpt from the simulation steps after the second successful strategy generation.

a comprehensive model of such environments for safety prediction infeasible. Deriving safety guarantees via formal methods imposes
further limitations on feasible model complexities. Using a partial model instead, global safety guarantees might not hold anymore
as soon as reality and model deviate.

In practice, safety is only required for the actual trace of the real system. An online approach based on model updates on-the-fly
splits the task of deriving global guarantees into a series of safety verifications on locally valid models with limited scope. That way,
one can guarantee safety for all possible near futures of the current system state. However, two main problems persist: first, one
still needs to guarantee that the system does not reach critical sections due to local deviations of the predicting model. Second, one
needs to decide when to adapt the model to the real system. We approach these problems by splitting the environment into discrete
regions—target, safe, critical, and detection regions—based on which we can derive safety-preserving actions. A safe controller will
then reach a target region via safe regions without entering any critical regions, which are early detected in surrounding detection
regions.

Fig. 1 gives an overview of the workflow of online strategy synthesis (OnSS) for the case of needle steering. Leaving the specifics
of needle steering for a moment aside, the general workflow reads as follows: first, the model is initialized with data of the real
system’s starting state. Then, an initial strategy is synthesized offline via reachability check. Afterwards, the system is executed and
its tracked trace matched against the current motion plan model. If the needle deviates too much, the model is again updated, and a
new strategy is synthesized. If no strategy can be found, or if a detection region (DR) is reached, the system is readjusted, i.e., rolled
back to a previously visited and known state, and the model is updated to the new system state after readjustment. If the initial state is
re-reached via rollbacks, and again no strategy is found, the process is aborted (and may be started anew under different conditions).
If the target region is reached, the process succeeds. Fig. 2 illustrates the executing, stopping, and readjusting steps.

Described in general terms as above, OnSS is applicable to a wide range of dynamic cyber-physical systems. Yet, each of the
steps displayed in Fig. 1—detecting deviations or critical regions, readjusting and updating the system model—is application-specific
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and the safety of a controller online, at run time, depends on a proper formal model of the environment. In this paper, we provide
such model for the class of needle-steering problems. Needle steering, i.e., the task of steering a flexible and beveled needle through
soft tissue, is a field of its own in medical robotics and presents an interesting application for OnSS since tissue behavior cannot be
precisely modeled and critical regions therefore are known at run time only.

Overall, we make the following contributions:

1. We formalize the safety problem of dynamic autonomous systems by introducing online strategy synthesis. Employing an existing
offline strategy synthesis approach, OnSS is based on the formal method of timed games and can give formal safety guarantees
for autonomous systems in uncertain environments.

2. We introduce an abstract region representation of the environment (for the real system and model) where critical regions are
unreachable by construction; and we provide concrete definitions of regions for the needle-steering problem.

3. We allow for unpredictable needle-tissue interactions and present a novel architecture in which online controller synthesis is in-
terleaved with offline synthesis. Our algorithm for online controller synthesis, OCS, manages incomplete knowledge about critical
regions and unexpected needle moves. We prove three important properties: reachability, safety, and conditional termination:
whenever a strategy is executed, it executes safely.

4. We apply OnSS to two applications of needle steering, peridural anesthesia and predefined needle trajectory. In a series of
software simulations we illustrate its workings, including the need for online adjustments, and show that its performance is
acceptable.

In order to stick to reality, we have defined some actual parameters’ values of the software simulation by running experiments
using a real needle, gelatin phantoms to simulate soft tissue, and two cameras, image processing software, and an oscilloscope to
estimate the position of the needle. In the following, we will use the term hardware experiments to refer to them, as well as hardware
configuration to refer to the actual experiment settings.

The remaining paper is structured as follows: we discuss related work in Sec. 2 and provide preliminary definitions, in particular
the definition of timed games and winning strategies, in Sec. 3. In Sec. 4, we formalize the needle-steering problem. After a brief
summary of the needle-steering problem in medical robotics (Sec. 4.1), we elaborate on its interpretation as a timed game (Sec. 4.2),
introduce the representation of the environment first through abstract, then through concrete regions (Sec. 4.3 and 4.4), and, lastly, in
(Sec. 4.5), provide the underlying formal model, a network of timed automata, implemented in Uppaal Stratego [2]. The OnSS itself
is the subject of Sec. 5, where we motivate the shift from offline to an online game (Sec. 5.1), present and discuss the algorithm OCS
(Sec. 5.2), and prove relevant properties, including the safety of the needle-steering controller at run time (Sec. 5.3). Afterwards, we
report simulation results in Sec. 6 and conclude our work in Sec. 7. This paper is an extended version of our contribution to the Third
Workshop on Formal Methods for Autonomous Systems (FMAS’21) [3]: we present the algorithm for online controller synthesis, a
refined formulation of its theoretical properties, formal proofs of those properties, and an empirical evaluation using two medical
applications of needle steering, peridural anesthesia, and predefined needle trajectory.

Notation We use italics to denote timed automata and their components, in particular action transitions (e.g., do_ push). We use
teletype for code, (e.g., Check CR Reached), most notably C++ definitions as supported by Uppaal’s implementation of timed
automata; and we use SMALL CAPS (e.g., FITCIRCLE) for (pseudo) code operating on the model.

2. Related work

When rigorous guarantees are needed for control software, a common method of choice are (timed) games: instead of verifying the
controller afterwards, the controller is synthesized automatically, so that it is correct by construction. Timed games are an extension
of timed automata by uncontrollable transitions, dating back to the turn of the century [4][5][6]. While one research focus is on
general algorithms for controller synthesis for reachability timed games [7] and the generation of time-optimal strategies [8] [9][10],
another research direction refines the formalization of reachability timed games, by adding weights on locations and transitions [11]
to generate cost-optimal or cost-bounded strategies [12][13]1[14][15][16][17]. Since the 2010s another extension of timed games
is studied: probabilistic timed games, e.g., l% or2! games. In a 1% game, one player follows deterministically a strategy and the
other half player is the environment, represented by probabilistic choices over action transitions and probability distributions over
delay transitions; in a 2% game, both players follow a strategy but take into account the probabilistic behavior of the environment
[18][19]1[20][21]. Timed games are also studied for winning condition specifications in different logics [22][23][24]. Most of this
research, however, addresses questions of algorithmic decidability assuming special configurations (e.g., one clock automata and
stopwatch cost [15]) or provably optimal strategies (optimal-time, time-bound, optimal-cost, or cost-bound), and simply assumes
that models are available. In contrast, we address the situation where not all information is available at modeling time.

Few works exist that relax the requirement of complete information. Bacci et al. investigate the partially observable oil-pump
control problem and deal with imprecise knowledge of energy rates by assigning imprecision to updates of edges to the energy-timed
automata, where transitions can both consume and generate resources [25]. Another approach to solve controller synthesis under
partial observability is the template-based controller synthesis by Finkenbeiner and Peter, where automatic abstract refinement
reduces incrementally the set of valuation of parameters until only safe states are reachable [26]. Cassez et al. [27] permit the
situation of incomplete observations and generate a controller strategy by transforming the game into an equivalent game with
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complete information. While our approach could also be understood as transformational, they address more general games than we
(2 player games) but require strategies to be stuttering-invariant, i.e., invariant under delays.

In automated planning, a large body of works exist dealing with different kinds of uncertainty. Applicable to our problem of
uncertainty about critical regions, are approaches like FOND and contingent planning, both permitting actions with unknown effects
[28,29]. Yet both assume that effects can be enumerated or described as partial function, which is not the case for the second
source of uncertainty in the needle-steering problem, the needle-tissue interaction. Closest to our online synthesis are replanning
approaches, which, similar to our feedback loop, run a plan for a slightly different problem online and as long as it is safe to do,
but are prepared to replan otherwise [30,31]; often though, they require a connected state space, which, again, is different in our
needle-tissue interaction model. In general terms of automated planning our online synthesis approach can be described as a partially
observable, non-deterministic, dynamic problem with a non-finite, non-enumerable state space. Since we utilize offline synthesis,
which could be characterized as a static, finite, fully observable, thus classical planning problem [32], we proceed similar to the
translation-based approach to contingent planning [33], although the differences of the two planning problems entail relaxations of
different nature. Also different from automated planning, strategy synthesis does not return a single execution sequence, but a function
(“strategy”) that advises the controller deterministically during the game which action to take to guarantee reaching a target.

Yet another strand of research deals with tool support for timed games. Early tools include SynthKro, a module of the Kronos [34]
tool suite, and FlySynth [35] for dense-time systems. While controller synthesis in SynthKro was realized by a fix-point iteration on
symbolic state representations [4][5][6][7], in FlySynth the first on-the-fly synthesis on time-abstracting quotient graphs [36][37]
was implemented. Prominent tools of the second generation are Synthia [38], the first tool to use abstraction refinement for state-
space optimizations, and Uppaal Tiga [39] implementing a symbolic on-the-fly synthesis algorithm [40]; Uppaal Tiga has been further
developed to Uppaal Stratego [2]. We build our algorithm for online controller synthesis on top of Uppaal Stratego and propose a
practical approach to solve timed games with unknown requirements. Recently, strategy synthesis and spatial model checking were
combined in a tool chain that integrates the Contract Automata Library (CATLib) and the spatial model checker VoxLogicA [41].

Timed games have been successfully applied to scheduling problems [42][43], railway, cruise, and traffic light control problems
[441[45]1[46]1[47], power management [48][49][50] and other applications as playing ball [51], floor heating [52], and needle
steering [53]. With the exception of the floor-heating game, however, all games are offline games. While the needle-steering game
inspired the work in this paper, it presents an offline reachability timed game for steering a flexible needle in homogeneous tissue.
Ignoring the fact that tissue in reality is inhomogeneous and has anatomic obstacles, it is an example of an offline game that is not
applicable in real medical applications. In contrast, the floor-heating game [52] presents a compositional online synthesis approach to
control the floor heating system in a house for a short period, based on current sensor data. However, the approach assumes complete
knowledge of the process, which we do not.

In medical robotics, the use of flexible needles presents a particular research challenge: to drive flexible needles to a soft tissue
target, the needle-tissue interaction needs to be known. First approaches include nonholonomic models to estimate the needle trajec-
tory in homogeneous tissue [54], but they do not include tissue movement due to insertion forces. Hence, FEM modelings with linear
elastic tissue have been developed [55]. Yet, simulations of needle-tissue interaction offline, solely based on clinical image data, are
of limited use when applied to a real clinical needle insertion as the image data does not provide details of the mechanical properties
of the respective tissues. A few adaptive online models are now available that include uncertainties from tissue inhomogeneities [56],
needle buckling and slip-stick-movement during needle insertion [57], or moving targets [58]. Those adaptive models can be applied
in data-driven methods [59] or with real-time sensoring [60,58]. Still, neither method can provide any formal guarantees. Closely
related to our project is the work [61] from the Motion Planning for Steerable Needles project, which considers both motion and
sensing uncertainty, computes a policy rather than a static path, and formalizes the needle-steering problem, yet differently from our
approach: as partially observable Markov decision process (POMDP), while our approach is based on model checking.

3. Preliminaries

We start the preliminaries to our work by recapitulating the definition of timed automata. Relevant for our application are networks
of timed automata, since they enforce synchronization between needle motion and tissue response; relevant for our online approach
are extended timed automata, since they introduce data variables, which are subject to online updates, as well as urgent and committed
locations, which prohibit time delays. In this section, we also define the run in a timed game automaton and reachability and safety
games.

Definition 1 (Timed automaton [62]). A timed automaton TA = (L, Ly, Act,C, E,Inv,Atom, L) is a tuple where L is a finite set of
locations, L C L is a finite set of initial locations, Atom is a set of atomic propositions, and Act is a finite set of actions. C is a finite
set of nonnegative real-valued clocks, 3(C) is a set of conjunctions (“clock constraints”) of the form x X ¢ or x — y X ¢ for clocks x, y,
ceN,and Me {<,<,=,>,>}, EC LXB(C)XActx2¢ x L is a transition relation, Inv : L — B(C)U {T} is a mapping from locations
to clock constraints and the constant true (T), and £ : L — 2401 jg 5 labeling function.

Definition 2 (Network of timed automata [63,64]). Given n > 1 timed automata T A; = (L;, Ly ;,Act;,C, E;,Inv;, Atom,, L;). Their
composition forms the network T A = (L",Lg,Act”,C,Inv, Atom”", L) where L" = L; X --- X L, defines the location vectors, L(’; =
loy X =+ X1y, the initial location; Act” = Act; U --- UAct,, and Atom" = Atom, U --- U Atom,, define the actions and atomic propositions
of the network; Inv and L take location vectors and are component-wise defined. The semantics of the network is defined as the

transition system (.S, so,—) where § = L" X RC is the set of states, s = (I,u) € S is a pair of location vector I and clock valuation
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function ¥ : C - R, and s = (Lg,uo) is the initial state with ug(x) = 0Vx € C. The transition relation —C § X .S defines 3 kinds
_ o d - - _agr -

of transitions: (i) d € Ry defines a delay transition, (I,u) > (I,u + d), if Vd’ : 0<d’' <d — u+d’ € I(]); (ii) the edge Y am /il

defines an action transition, (I, u) 5 (7[1{/1,—],1/), ifueg,u' =[r~0Ju,and v’ € I(i[l;/l,-]) where g € B(C) denotes a guard, r the set

- - g alg;r;
of clocks that are reset, and I[///1,] the vector I where [, is replaced by I/; and (iii) the handshaking edge /; i I/ and I; = I;.
defines a synchronizing action transition,

du) > W /1.0 /1,00

ifue(gng),u =[r;ur; 0y, and v’ € I(l_[l,f/l,-,l;/lj]).

Definition 3 (Extended timed automaton [65]). Let L, L, C, Inv, and L as in the TA definition. An extended timed automaton (ETA)
is a tuple (L, Ly, Act,C, E,Inv,Atom, L,V , Ly, Lo,Chg;,Chp,), where E C L X B(C) X Act X 2€ x A(V) X L is a set of edges as in TAs
but with additional variable assignments va € A(V), V is a set of variables. L;; C L and L. C L are sets of urgent and committed
locations (with Ly N Ly =), and Chp; and Chyp, are binary and broadcast synchronization channels (with Chp; U Chp, C Act and
Chpg; N Chpg, =0). The notion of networks can be lifted to networks of ETAs.

Example 1. The model of a needle in Fig. 3b is an ETA (and part of a network of 4 ETAs). The needle ETA consists of 3 locations
(Idle, Push, and Rotate), where Idle is the initial location (marked by two circles) and Rotate is an urgent location (marked by a U).
The automaton has one clock, ti; the two transitions from locations Push and Rotate with the action do_tissue action reset the clock
to its initial value #i = 0 and return to Idle. The expression ti<=dt is an invariant of the location Push, while ti>=dt serves as guard;
together, invariant and guard ensure that the action transition from Push to Idle is taken exactly when ti=dt. Very important are
the synchronization messages: do_tissue_action! synchronizes with the (receiving) action do_tissue_action? from the tissue automaton
in Fig. 3c, while do_push? and do_rotate? listen to the user automaton in the same figure. Finally, step (), rotate deg(), and the
two log functions refer to C++ functions.

Definition 4 (Timed game automaton, runs). A timed game automaton TGA is a timed automaton with a set of Actions Act partitioned into
controllable actions Act, and uncontrollable actions Act,. The semantics of a timed (game) automaton 7Sy 4 = (S, 5o, A, —, Atom, L)

is defined by its associated timed transition system (see [62] and [67]); the definition can be lifted to networks of TGAs (see, e.g., [68]).
d a d a)
A run is a sequence of alternating delay and action transitions in TSpgp. An initial run p : 0—0> s6—0> 51 = s LN 5y...(d; €RY)

starts in the initial state s,. The induced set of states on p is denoted States(p) = {s, 56, 51,5 1525 } [67]. A maximal run is either
infinite or ends in a terminal state, which is a state where neither delay nor action transitions are possible. Runs(s, TSgp) denotes
the set of runs starting in s. Runs(TStga) and Runsy,x(TStaa) denote the set of initial runs and initial, maximal runs.
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Example 2. Consider again the model of a needle in Fig. 3. In the associated timed transition system, states are pairs of location and

d do_push di—d,
clock value, e.g., (Idle, ti=0). An example of an initial run is (Idle, ti= 0)—2» (Idle, ti=d0) i (Push, ti=d0)——(l> (Idle, ti=dt)
do_ti ti
M (Idle, ti=0) — ---. In the transition system of the network of ETAs, an initial run starts with the location vector in

which all four ETAs are in Idle and then either stays in the initial state or proceeds with either of the two synchronizations do_push or
do_rotate. We return to that example in Sec. 4.5.

Definition 5 (Reachability and safety games). A timed game is a pair (TStgpa, V), where TSpqp is the associated timed game transition
system of a timed game automaton TGA and ¥ a winning condition [23]. A reachability timed game is a timed game with a reachability
winning condition defining a set of goal states Sqoa1 €5 [40]. A run p € Runs(TStgp) is winning for Sgo51 if States(p) N
Sgoal # ¥ A safety timed game is a timed game with a safety winning condition defining a set of locations to avoid Saycig € S
[40]. A run p € Runsyy«(TSTga) is winning for S, o1q if States(p) N Savoig =9. Given a TSpgp. A strategy f over TSpgp is a
partial function from Runs(TSpgp) to Act, Ue, where e denotes the situation where the best next controlled action is to not carry
out any action but to wait.

Informally, a strategy f is winning from s if all maximal runs in its outcome are winning runs; for a formal definition, we refer to
[13] and [40].

Remark 1. Winning strategies can be thought of as trees of instructions on how to achieve the winning condition, and may therefore
be distinguished from the concretely executing actions, which form a linear sequence. In the following we use the term motion plan
when we want to highlight that (executable) sequence.

4. Formalizing the needle-steering problem

We reported already that timed games are used for controller synthesis (Sec. 2) and that they themselves build on timed automata
as formal model (Sec. 3). We now apply this game- and modeling notion to the needle-steering problem. We show how needle steering
can be interpreted as a timed game, and what kind of game it is (Sec. 4.2), and we provide a formal model of this class of application, a
network of four (extended) timed automata in Uppaal in Sec. 4.5. Our new representation of the environment is presented in Sec. 4.3
and Sec. 4.4. We start off, however, with a brief characterization of needle steering from the perspective of medical robotics.

4.1. The needle-steering problem in medical robotics

Placing biopsy needles in deep tissue structures is a common medical procedure. To increase the accuracy in reaching the target
tissue, physicians typically use some form of image guidance, e.g., X-ray or ultrasound. However, even after successful initial align-
ment, the needle may deviate from the planned trajectory, e.g., due to tissue deformation and needle deflection. Hence, the needle
may need to be retracted and realigned multiple times, potentially leading to increased trauma and longer interventions. The idea
of needle steering is to use flexible needles such that the path of the needle through the tissue can be controlled. One approach uses
needles with a bevel-shaped tip that can be rotated. For a fixed rotation angle, the needle will deflect substantially, while a contin-
uous rotation of the needle allows following a straight path. However, note that the motion of the needle depends not only on its
velocity, orientation, and the exact shape of its tip but also on unknown parameters — most importantly, the (in-) homogeneity of the
surrounding tissue and its elasticity. Generally, stiffer tissue will cause larger deflections, and inhomogeneities can result in abrupt
longitudinal needle movements. So far, a sufficiently complete and patient-specific model of the needle-tissue interaction cannot
be obtained in advance. Hence, path planning typically involves iterative approaches where the path is frequently updated during
insertion, e.g., using rapidly exploring trees (see Sec. 2). As a result, a path that reaches the target and avoids critical structures like
nerves and vessels is determined. Note that this approach does not include formal guarantees.

4.2. Needle steering as a timed game

Considering needle steering as a game, the game involves the user (robot), the device (a flexible needle), and the tissue. Users are
full players, i.e., they are in control of their actions. The needle and tissue, on the other hand, respond. Since they respond in possibly
unexpected ways—the needle might bend, the patient’s motion might move organs—they force the user to react. In our model, the
set of user actions is abstracted to 3 movements: moving the needle forward, rotating it by a certain angle, or pulling it back (only in
case of unexpected tissue response).

Since needle and tissue cannot outplay the user in any systematic way, we consider the offline needle-steering game as a 1-player
game, where the set of actions consists of exactly two controllable actions Act=Act, = {do_push, do_rotate}. The game is a timed game
since clocks are needed to determine in short time intervals periodically the next action and perform safety checks (see, e.g., Fig. 4).
Different from the common 2-player timed games, however, waiting does not help to win the game.

Given the user’s primary goal of reaching a particular tissue 7' in the body, needle steering is, prima facie, a reachability game
(Sec. 3). For such target location 7', one winning run of the reachability game is a (concrete) motion plan. In illustration, the following
sequence of controlled actions
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for states s;, initial state init, and target state T presents a motion plan with which, since the target T' is reached, the user wins the
reachability game. In practice, the target tissue is marked before a medical treatment session starts (for example, using gold markers,
which can be detected by image sensors). Thus, it is known at modeling time how the target can be detected and the reachability
game can therefore be played classically offline. In the syntax of Uppaal Stratego, the corresponding query in Timed Computational
Tree Logic (TCTL) is as follows

strategy ReachFinalTR = control : A <> M.T

where A <> is the usual TCTL operator for “always possible”, T' the target in model M, and control Uppaal’s keyword for offline
synthesis [40]; for re-usability, the resulting strategies can be stored, here under the name ReachFinalTR. The output of Uppaal’s
offline strategy synthesis is a compact representation of a set of strategies.

Yet, a needle-steering application is more than just a reachability game. It also has to observe a number of safety constraints, since
the needle must not navigate, e.g., through organs or other tissue. For the game, one therefore needs to distinguish safe states from
unsafe, critical ones. Different from other timed games, however, the safety of a state is data-dependent and needs to be computed
upon each state transition. From that data dependence, two major design decisions for the game follow. For one, since not all data
is available at modeling time, it necessitates the move from an offline to an online game, which motivates this paper and which we
discuss below (see Sec. 5.1). Second, all controllable actions in Act, need to be guarded, that is, action transitions in the underlying
timed automaton are of the form

g,do_push
§|—— 5o,
for a guard g, so that the safety of the action can be checked before it executes. Invoking a safety check for each action, turns
the previous winning strategy-synthesis for reachability games in a synthesis for strategies that are additionally safe: whenever a
safety check fails, the action or even an associated path fragment is discarded, and other paths are considered for synthesis of a safe
strategy. Note that at implementation level, clocks (timers) of the underlying timed automata can ensure that those safety checks are
periodically triggered and that the interval at which the checks take place is defined in dependence of the velocity of the needle to
ensure that the previous do_push has not already entered a critical region before the next check (see Sec. 4.5).

In conclusion, the offline strategy synthesis just described yields needle trajectories that are discrete sequences of actions where,

at synthesis time, in between any two actions a safety check took place.

4.3. Abstract region representation

The safety checks from the previous subsection require a representation of unsafe, critical regions. Since the environment is partly
unknown, such representation must come with safety margins, so that an application has time to react. We therefore require the
construction of a safety cordon around each critical region and introduce the notion of detection regions, which must surround critical
regions so that they are always entered before any critical region is. In needle steering, where critical states are punctured organs, the
organ’s tissue is always deformed for some time before it is punctured; the time span of that deformation, thus, defines the detection
region.

For any given needle position, our abstract region representation partitions the state space explored so far in 4 regions; moving
towards the target, more and more states are explored [69]. The 4 regions are:

Safe regions (SR) Regions that do not violate safety

Critical regions (CR) Regions that violate safety

Detection regions (DR)  Transitional regions between SRs and CRs where upcoming CRs
(= safety violations) can be detected

Target regions (TR) Regions that we want to reach with the controllable entity

Detection regions (DR), by definition, are constructed so that critical regions are never entered; DRs themselves, along with safe
and target regions are informally “safe”: i.e., (SRUTRUDR)NCR =@, and SR,TR, DR are pairwise disjoint. Further, we require
region types to be discrete so that any finite space can be covered by a finite number of regions.

4.4. Region representation for the needle-steering problem

For any particular problem class, the abstract region representation from the previous subsection needs to be concretized. In
needle-steering applications, the SRs are the uncritical tissue areas, the CRs are hardened tissue and organs, the TR is the targeted
placement position of the needle, and the DRs are pre-rupture deformation sections around critical sections. For the concretization,
we represent CRs and TRs geometrically through spheres, and DRs by measured quantities at needle tips; SRs are not represented at
all since they need not be detected.

In more detail, for needle-steering applications, one can assume that the transition to a detection region, DR, is always measurable:
due to deformations in the tissue, one can always observe an increasing force on the needle tip when moving to another—possibly
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critical—tissue type. In our specific applications of needle steering (Sec. 6), we ensure that the deformation section, spanning around
5 — 6 mm, is larger than the measurable step size of the used sensors, which provide new force and position data with a frequency
of 150 Hz (i.e., every 33.35 um of needle progress at a speed of 5 mm/s) with a conservative maximum error of 3 mm. Obviously,
those parameters depend on the body region (e.g., spinal cord, breast, or liver) and the choice of image-guided technique, and vary
with each needle-steering application or scenario. In any case, those parameters need to be known beforehand (and determined
empirically).

Concretizing critical and target regions as spheres, we use initial, partial knowledge about surrounding organs or bones, e.g.,
vertebral bodies, and model a critical region as a collection of overlapping spheres that cover that region. The radius of a sphere is
defined for the specific tissue region via the assumed size of physical obstacles and inhomogeneities; the specifics of the scenario also
determine how to define which position deviation can be tolerated to still ensure that the needle cannot enter known critical regions
even if it deviates from the plan. The safety check during strategy synthesis (Sec. 4.2) then calculates for each critical region whether
the distance of the needle tip to the center sphere is greater or less than the specified radius. Fig. 4 lists one of the major checks,
the function Check CR_Reached, and also shows that our implementation in Uppaal Stratego stores critical regions in the two data
structures CR_center sphere [CR_COUNT] [3] and CR_radius [CR_COUNT]; we get back to those data structures in Sec. 5.1.
Worthwhile noting, were all CRs known statically (as well as the needle motion), strategy synthesis could take place entirely offline;
yet, this assumption is not realistic. Before we explain how to move the offline game to an online game, we complete the description
of the offline setting with a summary of the underlying formal model.

4.5. The formal model: a network of timed automata

Timed games, as we have seen, build on timed automata (Sec. 3). For the needle-steering game we provide a network of 4 timed
automata: User, Needle, Tissue, and, for the safety checks, Checker. In Uppaal parlance, all models are templates as they are instantiated
anew in each iteration of the online loop. Typical for that kind of model, the sizes of the automata are small, ranging from 2 to 10
locations with just one or two action transitions per location.

In our network, Tissue and Device synchronize via do_tissue_action, while the User, in control of the actions, synchronizes with

the Device via do_push and do_rotate; the user’s third action, do_pull (see Sec. 4.2) is not part of the model since it is relevant only
) . . . e dopush , do_pull
for model updates in an online setting, and would otherwise incur path fragments of infinite lengths: s——— s'——— 5. The

User also synchronizes with the Checker via do_check, which carries out different safety checks (Sec. 4.2), including the function
Check CR_Reached we have shown already (Fig. 4). This function and all other checks are written in C++ and are part of the
code section of the Uppaal network. The C++ part further includes customized data structures for our region representation of the
geometrical space, physics functions and a data representation for the needle and its motion per time step, or when rotated, as well
as linear algebra functions (matrices and matrix-vector operations include auxiliary functions) for geometry. For completeness, we
list the network in 3; for the details of the network, including its code part, we refer to our previous work [66].

5. Online strategy synthesis

The uncertainties of needle motion and tissue behavior are the two main reasons why needle steering should not be interpreted
as an offline game: a controller following a merely offline generated strategy could produce a needle trajectory in the real world
that differs from the one produced in the offline model so, that the needle might no longer be able to reach the target or might be
about to navigate through a critical region (see Fig. 1). The online approach we propose, in contrast, allows for detecting both in time
and re-initiating the synthesis safely with an adjusted model. The online approach requires sensor measurements of the executing
application on the one hand, and an aptly prepared model on the other hand.

5.1. From offline to online game

For the needle-steering problem, two measurements suffice, both concerning the needle tip: a position sensor, which provides the
current location of the needle, and a force sensor on the tip, which observes an increase of force. The latter can be used to detect
the upcoming transition to a critical region (see Sec. 4.4), the former to determine whether the target remained reachable at all.
Specific for our approach, not the actions but a timer controls when those values are read; and they are used only to decide whether

bool Check_CR_Reached() {
for (i = 0; i < CRCOUNT; i++) {
tip_center_dist = sqrt(
pow(CR_center[i][0] — tip_pos[0],2)
+ pow(CR_center[i][1]—tip_pos[1],2)
+ pow(CR_center[i][2] —tip_pos[2],2));
tip_region_dist = tip_center_dist — (CR_radius[i] + deviation);
if (tip_region_dist <= 0) {return true;}}
return false;}

Fig. 4. The Check_CR_Reached function in Uppaal for safety checks.
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Fig. 5. Online discovery of a critical region (CR) of a scenario with no initial knowledge about the environment. Red spheres: unknown CRs, purple spheres: online
discovered CRs. One CR has already been discovered; the needle tip just detected a second CR and is about to pull back. (For interpretation of the colors in the figure(s),
the reader is referred to the web version of this article.)

the current plan must be discarded. Preparing the model accordingly is easy and restricted to its data section: the parameters of
the needle tip need to be represented explicitly so that they can be bound to changing sensor values, and the data structures for
critical regions need to be dynamic so that each online discovered critical region can be added. Fig. 4 above displayed already the
most important variables: the 3-dimensional array that represents the needle by its tip, tip pos[3] = {x, y, z}, and the two
data structures for critical regions (CR_center sphere [CR_COUNT] [3] and CR_radius [CR_COUNT] ), which are both dynamic.
The variable CR_COUNT is an internal counter that is incremented with each new critical region detected. Thus, no critical region
is ever discarded, only new ones can be added. For an intuition of the effect of moving synthesis from offline and to online, Fig. 5
illustrates the online exploration of the environment: CRs may be unknown (marked red), but if they are on the needle path, they
will be discovered as CR (marked purple); the needle then pulls back to follow a different path and, successively, other CRs might be
discovered.

For flexible needles with bevel tip, which take circular paths through the tissue, the possibility of a deviation implies that their
motion circle is known dynamically only. Once a deviation has been detected, thus, a separate fitting step determines the actual
motion circle before the next round of strategy generation commences and, if needed, adjusts its radius. The fitting step, too, is based
on the actual location of the needle tip that the position sensor provides and depends on the needle feed, which is the mechanism of
inserting a needle along its longitudinal axis (in our underlying hardware experiments, we empirically determined a needle feed of
20 mm).

Before we explain the algorithm OCS for online controller synthesis, we summarize which physical quantities must be available
and properly set for the online approach to work:

1. Detection regions can be detected by measuring the force on the needle tip. The frequency of force measurement and correspond-
ing data handling is within the time span in which tissue may deform before rupture.

2. (Safe) values for the radius of critical regions are known as well as allowances before a needle position is flagged as deviating
(see the parameter deviation in Fig. 4).

3. The new motion circle can be computed dynamically; if based on a needle feed, it is known which feed yields a sufficiently
accurate circle.

4. The time between the online update of the model and the generation of the new strategy is short enough so that any changes
in the state of the real world do not render the new strategy unsafe; in particular are changes in the state of the real world not
sudden.

We are now ready to present the main contribution, the algorithm OCS.
5.2. OCS: an algorithm for online controller synthesis

Algorithm 1 outlines the steps of OCS. We denote by SYNTHESIZESTRATEGY the algorithm SOTFTR for strategy generation in
timed games [40] and use this algorithm for offline synthesis. Compared to the original offline algorithm (1.12), online synthesis
runs in a loop, the feedback loop, updating the timed game model and re-generating the winning strategy based on newly available
run-time information. The loop terminates if the needle reaches the target position (1.26-28) or no more winning strategy can be
synthesized from the initial position (1.13-14).

The algorithm’s input is, firstly, the reachability real-timed game, where its goal, here T, is not yet reached; secondly, the assumed
critical regions radius defining the radius of newly added critical regions to the model; third, the needle tip’s initial and target position
(1.1-4). Initially, the needle’s list of position and force data is empty, no safe motion plan exists to steer the needle to the target, and
motion_circle, the transformation matrix for computing the needle’s circular path, is the identity (1.5-8). The FITCIRCLE routine starts
by pushing forward the needle (in our experiment by 20 mm), monitors the position data, and based on the needle feed, approximates
the actual motion circle matrix of the needle (1.9). The INITIALIZETG routine (re-)initializes the timed game model with the currently
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Algorithm 1 OCS : Online Strategy Synthesis for a timed reachability game.

Require: TGM, reachability winning condition, assumed critical regions radius, initial position, target position
Ensure: True if the target position is reached, false otherwise
1: M, T < TGM, reachability winning condition

2: cr.radius < assumed critical regions radius

3: init pos, current pos < initial position

4: target pos < target position

5: motion_circle < identity matrix > transformation matrix for circular path

6: motion_plan < None > no motion plan exists

7: target reached, force_exceeded, deviation exceeded < false

8: pos_data, force data < []

9: pos_data, current pos, motion_circle < FITCIRCLE > computes motion circle
10: while target reached = false do > target is not yet reached
11: M « INITIALIZETG(CURRENT,_POS, MOTION_CIRCLE) > initializes the actual TGM
12: motion plan < SYNTHESIZESTRATEGY(M,T) > synthesizes a strategy
13: if motion plan = None A current pos = init pos then > no safe motion plan at the initial position
14: return target reached > target unreachable
15: end if
16: if motion plan = None A current pos # init pos then > no safe motion plan
17: current pos < PULLBACK, continue > retract needle to previous position
18: end if
19: start MONITOREXECUTION, start EXECUTE(MOTION_PLAN)

20: while motion plan # None A target reached = false do > feedback loop starts
21: WAIT(safe_time window) > runs motion plan safely
22: pos_data, force data < MONITOREXECUTION > adds new observations
23: force_exceeded < CHECKSAFETY(FORCE_DATA) > checks safety
24: current pos, deviation_exceeded < CHECKDEVIATION(POS_DATA,MOTION_PLAN) > checks deviation
25: target reached < CHECKTARGETPOS(CURRENT_POS, TARGET_POS) > checks target reached
26: if target reached then > case 1: target reached
27: stop MONITOREXECUTION, stop EXECUTE(MOTION_PLAN)

28: return target_reached > target reached
29: end if

30: if force exceeded then > case 2: critical region detected

31: stop MONITOREXECUTION, stop EXECUTE(MOTION_PLAN)

32: motion plan = None > new safe motion plan required
33: M < ADDCRITICALREGION(CR RADIUS) > add new critical region to TGM
34: current pos < PULLBACK > retract needle to previous position
35: end if
36: if deviation_exceeded then > case 3: needle tip deviates
37: stop MONITOREXECUTION, stop EXECUTE(MOTION_PLAN)

38: motion_plan = None > new safe motion plan required
39: pos_data, current pos, motion_circle < FITCIRCLE > adjusts motion circle
40: end if

41: end while
42: end while
43: return target reached > target reached

available knowledge about the actual system behavior, the current needle tip position, and the motion circle matrix (1.11). After, the
SYNTHESIZESTRATEGY(M, T') routine, if possible, generates a winning strategy using classical offline controller synthesis of timed
games. A winning strategy defines an executable sequence of actions, a motion plan. If multiple winning strategies exist, one strategy
resp. motion plan is selected randomly. If the strategy synthesis fails but the needle is not yet back at the initial position, the needle
will retract (in our experiments: by 30 mm) (1.17), and the outer loop restarts.

If the strategy synthesis was successful, the EXECUTE(MOTION_PLAN) thread executes the motion plan instructions while the MONI-
TOREXECUTION thread monitors the needle trajectory and, once safe time window has elapsed, saves its position and force data (1.22).
The routines CHECKSAFETY(FORCE DATA), CHECKDEVIATION(POS DATA), and CHECKTARGETPOS(CURRENT POS, TARGET POS) check the
newly available data (1.23-25). The feedback loop stops or finishes the motion plan execution for three reasons: first, the needle
reaches the target position (1.26-28); second, the force data values rise too high relative to each other (1.30-34); and third, the actual
needle position deviates too much from its planned position (1.36-39). If force_exceeded is true, the safety of the actual motion plan
is no longer given and the plan must be rejected. For the following strategy synthesis step, ADDCRITICALREGION(CR_RADIUS) updates
the TGM set of critical regions by the newly encountered one (1.33) and, for safety reasons, the needle is pulled back; then, the outer
loop restarts. If deviation exceeded is true, FITCIRCLE reinitializes the motion circle matrix before the outer loop restarts. The OCS
repeats the steps of initializing the TGM, synthesizing and executing a new strategy, monitoring and verifying the execution, and, if
necessary, retracting the needle, and adapting and updating the timed game according to the latest information until the target is
reached or the target is unreachable.

10
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5.3. Reachability and safety

In this section we prove two important properties of algorithm OCS, reachability and safety, and show under which conditions the
algorithm fails to terminate. Since the proofs refer to properties of the underlying offline synthesis, we state all relevant properties
upfront in the following fact.

Fact 1. Offline synthesis, denoted as SYNTHESIZESTRATEGY, refers to the algorithm SOTFTR (Symbolic On-The-Fly Algorithm for
Timed Reachability Games) from the literature [40]. The following properties hold:

1. A strategy is a function from execution sequences of a transition system to actions that instruct the controller in any given state
which action to take. A winning strategy is a strategy that guarantees that the controller reaches the goal [5].

2. SYNTHESIZESTRATEGY solves the reachability game: it returns a winning strategy, if one exists; and every strategy it returns is a
winning strategy (see [40], proof for algorithm SOTFTR).

3. SYNTHESIZESTRATEGY terminates (see [40], proof for algorithm SOTFTR).

Theorem 1 (Reachability). Let M be a network of timed game automata, let TR, = {t} be the target region with target t, and denote by
Region(M) = SRy, UTR,,U DR, UCR,, the set of regions in M. Let p= 57— 5| = ... = 5, (5; € Region(M), n>0) be the finite
trajectory computed by algorithm OCS. Then, s, =t, i.e., OCS computes a winning strategy for the reachability game.

Proof. Assume a finite motion plan. This motion plan has been generated in 1.12 of the algorithm, by the offline synthesis. Sub-
sequently, this motion plan is either followed (1.19) or aborted (1.27,1.31,1.37), but never modified. The claim now follows from
Fact 1.(2). O

Theorem 2 (Safety). Let M be a network of timed game automata and let Region(M) be as before. Denote by Safe(M)= SR, UTR,, U
DR ,,, Safe(M) C Region(M), the subset of safe regions of M. Let p =5y — s; = ... = 5, (5; € Region(M), n > 0) be the finite trajectory
computed by algorithm OCS. It holds: if s, € Safe(M), then s; € Safe(M) for all states s;, i > 0, in p, i.e., OCS computes a winning strategy
for the safety game.

Proof. We prove the claim by induction on the length of the sequence p. If p is of length 1, the claim follows from the fact that the
action sy — s; is guarded with a safety check (Sec. 4.2, Sec. 4.5) and that, by assumption, s is safe. The inductive step follows with
a similar argument. []

Lastly, we turn to the termination condition of our algorithm. From Fact 1(3) it is known that offline synthesis terminates. Since
all other subroutines of OCS terminate as well, it suffices to directly consider the feedback loop. In the following, we call the current
start state a previous position if it served as start state in a previous invocation of SYNTHESIZESTRATEGY and we call a motion circle
new if it differs from any previous motion circle computed by FITCIRCLE for a previous position.

Theorem 3 (Conditional termination). Consider the invocation of SYNTHESIZESTRATEGY in line L. 12 of the algorithm, assume it is invoked for
at least the second time, i.e., the while-loop has run at least once, and let p be the start state for the current invocation of SYNTHESIZESTRATEGY.
Algorithm OCS may fail to terminate if p is a previous position and one of the two conditions holds (i) in between its two SYNTHESIZESTRATEGY
invocations, no critical region has been detected; or (ii) its motion circle is new. Otherwise, algorithm OCS terminates.

Proof. Proof by case distinction.

 Case 1: p is a previous position but in between its two SYNTHESIZESTRATEGY invocations, a critical region has been detected.
Case 1 applies necessarily if the loop body in the preceding iteration was left because of an exceeding force at the needle tip,
and it might apply if the loop body was left because of a needle deviation; additionally assume in the latter case that the motion
circle is not new. In either case, SYNTHESIZESTRATEGY, deterministically, generates the same function (“motion plan”) as before
for p. In the meantime, however, a critical region has been detected and the needle was rotated. Thus, some guards become
false and some previous paths are blocked; returning to p repeatedly, therefore ultimately reduces the motion plan to the loop
termination condition NONE (unless the target has been reached).

Case 2: p is a previous position but either the motion circle is new or no critical region has been detected in between its two
SYNTHESIZESTRATEGY invocations. The former case may result from FITCIRCLE, the latter applies if the loop bodies in between
were all left because of a needle deviation, i.e., the needle has been jumping around erratically. In the former case, a new strategy
is generated each time, and there is no bound on the number of times SYNTHESIZESTRATEGY can be invoked. In the latter case,
SYNTHESIZESTRATEGY re-generates the strategy from before. But neither did the set of enabled transitions change (this is different
from Case 1) nor does the algorithm check for state or strategy duplication. As a consequence, SYNTHESIZESTRATEGY could be
invoked infinitely often.

Case 3: p is not a previous position. Case 3 can never apply if in the previous iteration the loop body was left because of an
exceeding force, since pullback always returns to a previous position, but it may result from needle deviation. Since the tissue
region is bound and the needle position is represented by integers, only a finite number of non-previous positions exist. []

11
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Fig. 6. Peridural anesthesia (PA).
Theorem 4. Upon termination, Algorithm OCS returns a strategy that ensures both reachability and safety, provided such strategy exists.
Proof. Follows directly from Theorem 1 and 2. []

Remark 2. Whether or not such a strategy exists depends on the layout of critical regions and the moves of the needle, and will
change in the course of OCS in two ways: on the one hand, more critical regions are discovered, restricting the search space for
winning strategies. On the other hand, the needle may deviate slightly from its predicted position, so that targets become reachable
that previously were not.

5.4. Implementation

We implemented the online concepts covered in Sec. 5 as a Python program. The implementation consists of three main com-
ponents: the needle device, the online strategy synthesizer, and the externally called Uppaal Stratego tool. The needle and strategy
synthesizer communicate via a TCP interface, which is used to exchange needle motion instructions (e.g., do_rotate instructions) and
measured data. Such interface allows a simple exchange of the needle data source (e.g., using either a virtual or an actual physical
needle), as long as the component in use handles the given set of instructions. The online strategy synthesizer continuously checks for
deviations of force increase rates and needle positions, and, when the pre-defined bounds are exceeded, initiates respective counter-
measures; in our concrete application, these countermeasures are a pullback and slight push when a critical region is detected, and a
position correction in the model when the observed position deviates, each followed by the synthesis of a new strategy. Whenever an
initial or updated strategy is needed, the synthesizer spawns the strategy synthesis routine of Uppaal Stratego as a separate process
(using Uppaal’s verifyta module with -print-strategies flag), and extracts concrete instruction sequences from the returned
strategy data afterwards. Uppaal Stratego itself uses the model introduced in Sec. 4.5, whose XML representation (i.e., the standard
file format of Uppaal models) is updated with the current knowledge about the needle position and orientation, as well as the detected
critical regions. As core Uppaal does not support float variables, all affected data variables are scaled by a given factor (1000) and
cast into the integer domain; to mitigate the state-space explosion problem, we only allow 4 rotation angles, restrict the number of
rotations, and require interleaving push actions [66].

6. Experiments

In this section, we demonstrate OCS using simulations of two applications of needle steering, peridural anesthesia (PA) and predefined
needle trajectory (PNT). In PA, epidural anesthesia is administered by inserting an anesthetic into the epidural space, which is the
target region while the dura and the vertebrae represent critical structures that need to be avoided (Fig. 6b). PNT is a more general
approach, where the flexible needle should follow a predefined trajectory, avoiding critical structures and reaching the target (Fig. 7b)
but may encounter unknown obstacles, which it must not puncture. For both applications, strategies are motion plans, i.e., sequences
of instructions for steering the needle, and the task for OnSS is to synthesize motion plans that cross no critical region and reach the
target, provided it is reachable at all.

6.1. Setting

For both applications, we keep the model of the environment, including critical regions and target region, fixed throughout the
experiments. In both cases, we model critical and target regions as spheres. For PA, we took a vertebrae model in STL format (Fig. 6a)
as input, reduced the size to 50 vertices and converted the triangles of the reduced vertebrae model into spheres by calculating the
incenter and inradius of each triangle. We modeled the vertebral body by 100 critical regions and placed the target region in the gap
of the vertebral body. For PNT, we arbitrarily selected the needle trajectory that describes a push forward by 30 mm, followed by a
rotation by 180°, followed by another push forward by 30 mm (Fig. 7b). A realistic assumption for PNT is that critical regions form
a tunnel towards the target region. As in [66], we took the trajectory and, modeling critical regions as spheres as well, arranged 48

12
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Table 1
Hyperparameters deviation tolerance and threshold: impact on the number of deviations.
parameter # deviations time in sec. # target reached  # timeouts
settings avg range avg range simulations after 300 sec.
PA-k100-dev041-c5 0.2 [0,1] 25.3 [17.0, 33.7] 4 26
PA-k100-dev043-c5 1.8 [0,4] 101.7 [17.0, 250.9] 13 17
PA-k100-dev045-c5 1.2 [0, 4] 91.2 [17.1, 209.4] 26 4
PA-k100-dev047-c5 0.5 [0, 3] 41.5 [17.0, 153.8] 30 0
PA-k100-dev049-¢c5 0.1 [0,1] 34.2 [17.0, 96.5] 30 0
PA-k100-dev045-c1 0.9 [0, 4] 84.2 [17.3, 227.3] 14 16
PA-k100-dev045-c3 1.0 [0, 5] 73.4 [17.0, 225.2] 22 8
PA-k100-dev045-c5 1.2 [0,4] 91.2 [17.1, 209.4] 26 4
PA-k100-dev045-c7 0.4 [0, 3] 35.6 [17.1,151.8] 29 1
PA-k100-dev045-c9 0.8 [0, 5] 61.6 [17.0, 242.0] 28 2
Table 2
Hyperparameter initial position: impact on the number of initial strategies.
simulation initial position in mm  target reachable? # initial strategies
PA-vertebrae-k100-p000 (0,0,0) yes 20
PA-vertebrae-k100-p500 (5,0,0) yes 3
PA-vertebrae-k100-p050 (0,5,0) yes 22
PA-vertebrae-k100-p005 (0,0,5) yes 10
PA-vertebrae-k100-p3000 (30,0,0) no 0

spheres with a radius of 5 mm as critical regions at a distance of 15 mm on circular orbits around the trace; we placed the target
region at the end of the needle trace (Fig. 7a).

For both applications, we assume six different degrees of initial knowledge about the vertebrae body (for PA) and the tunnel
(for PNT), namely, whether 0%, 20%, 40%, 60%, 80%, or 100% of the critical regions are known before the experiment runs. Using
purple for (previously unknown but now) discovered and red for unknown critical regions, Fig. 5 illustrates for PA the worst case
of 0% knowledge of the environment, while Fig. 7a is an example of partial initial environmental knowledge for PNT where 40%
of the tunnel obstacles are known. In the (unrealistic) best case of 100% knowledge, all critical regions are known already offline,
and offline strategy synthesis would suffice to generate safe strategies if one assumes an ideal needle. A real needle, however, may
deviate from the planned trajectory by physical reasons—for the flexibility of the needle tip or the texture of the tissue. Therefore,
even full knowledge of the environment might require online adjustments, though with a low probability.

In all experiments, the critical and target regions are virtual, and so is the needle. The virtual needle performs the same steps as
a real needle would. Since the real needle may deviate from its predicted trajectory, its actual motion circle needs to be determined
anew whenever a critical region was detected and the needle pulled back. By analogy, and to also account for the possibility of
deviation, we apply this fitting step of the motion circle to the virtual needle as well but approximate it only (by allowing a deviation
of up to 2 mm). For the experiments, we used Linux Mint 20.3 Cinnamon 5.4.7 system with Intel Core i7-9750H CPU and 16 GB
RAM, and version 4.1.20-7 of Uppaal Stratego.

6.2. Hyperparameters

For all simulations, we specify the permissible needle position deviation and force excess, defined by the deviation/force tolerance
and a threshold, and the initial needle position via hyperparameters. The threshold determines the maximum number of position/-
force data that may consecutively exceed the tolerance. This section demonstrates the effects of different parameter settings, using
simulations of the application PA.

For the deviation hyperparameters tolerance and threshold, we carried out 30 simulations each for 10 different parameter settings.
Identical for all simulations are the initial position in mm (0, 0, 0), the target position in mm (0,-52,-25), the target radius of 5 mm,
and the force tolerance and threshold. In addition, we assume 100% knowledge (=k100) of the environment, i.e., strategy generation
knows precisely how the vertebral body is positioned in the tissue, which largely rules out the detection of critical regions within the
OCS (for possible issues, we refer to the discussion on Fig. 8a). For the parameter settings PA-k100-dev041-c5 to PA-k100-dev049-c5,
we specify that the threshold is 5 and vary the deviation tolerance of the needle position from 0.41 mm to 0.49 mm. For the parameter
settings PA-k100-dev045-c1 to PA-k100-dev045-c9, we specify that the deviation tolerance is 0.45, and vary the threshold from 1 to
9 allowed consecutive detected deviations. Since our simulations are based on approximations of the needle movement, we use these
values in our OCS to force strategy regenerations based on deviations. If the target has not yet been reached, we abort the simulations
after 5 minutes.

We present the results in Table 1: Columns 5 and 6 show how many of the 30 experiments had a timeout and in how many
simulations the OCS successfully guided the needle to the target. For the successful simulations, columns 2 and 3 show the average
and range of the number of deviations and simulation times each. The parameter settings PA-k100-dev043-c5 to PA-k100-dev049-
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c5 show that, the smaller the deviation tolerance, the higher the average number of deviations of the needle, the simulation time,
and the number of timeouts. For example, in PA-k100-dev041-c5, each of the four successful simulations has at most one deviation.
However, there are 26 timeouts, which are 9 unsuccessful simulations more than in PA-k100-dev043-c5. For PA-k100-dev045-c1 to
PA-k100-dev045-c7 in the lower half of the table, the relations are similar, though less pronounced. Most visible is the parameter’s
influence on the number of timeouts, which is cut in half per parameter setting. Generally, the smaller the permissible threshold,
the more frequently the simulations do not reach the target within 5 minutes. The figures of PA-k100-dev045-c9 do not confirm that
trend, though, but this attributed to the random selection of strategies.

The second important hyperparameter is the initial position of the needle: its choice impacts the number of motion plans that
can be generated initially. In Table 2, we show the results for 5 simulations with the initial positions in mm: (0,0,0), (5,0,0), (0,5,0),
(0,0,5), and (30,0,0); note that the first 4 positions are very close to each other. Across all simulations we keep fix the following
hyperparameters: the target position in mm (0,-52,-25), the target radius of 5 mm, the deviation threshold of 5, the permissible
deviation of 2 mm, and the force tolerance and threshold; with a permissible deviation of 2 mm, we exclude strategy regenerations
due to small vibrations or other forms of jitter a needle realistically is subject to. In addition, we assume (again) complete knowledge
of the environment, which excludes strategy generation due to detected critical regions. Thus, our simulation outputs correspond to
those of an offline strategy synthesis. The simulations show that it depends on the initial position whether a strategy can be generated
at all and, if so, how many. For the initial positions (0,0,0), (5,0,0), (0,5,0), (0,0,5), even though they are close, the number of
generated motion plans ranges from 3 to 22. The target cannot be reached from position (30,0,0).

The values for the hyperparameters force tolerance and threshold cannot be chosen freely as they depend on the tissue properties
and the needle specification. We remark that we confirmed the values used in the following two experiments in separate experiments
in our hardware configuration. Based on the force tolerance and the needle speed, we can calculate how to set the safety radius around
newly detected critical regions. In our simulations, we assume the needle’s speed to be constant. For all following experiments, the
initial position in mm is (0,0,0), and the deviation tolerance and threshold are 2 mm and 5. This parameter setting rules out strategy
regenerations due to needle jitter. Finally, experiment 1 (Sec. 6.3) and experiment 2 (Sec. 6.4) assume different positions of the
vertebral body and the target point relative to the initial point for the application PA.

6.3. Experiment 1

In Experiment 1, we place the target so that it is reachable. For PNT and PA, we run for each of the 6 degrees of initial knowledge
30 simulations each and report the number of detected critical regions (Figs. 7c, 8a) as well as the simulation time (Figs. 7d, 8b). In
Table 3, we detail for one simulation each the operations specific for OCS and list the number of motion plans that are available after
each adjustment step. We now discuss each kind of result separately.

In Figs. 7c, 8a, we plot the number of detected critical regions per initial degree of knowledge. Since critical regions are only
detected when a motion plan fails to remain safe, this number is typically much lower than the total number of critical regions in
the environment; if the number of detected critical regions is 0, it means that the initial, offline generated strategy is safe already
along the entire needle trajectory. The plots show, as expected, that the number of detected critical regions decreases as the initial
knowledge of the environment increases, though for PNT slightly faster than for PA. For PA, the simulations with 0% knowledge
result in the detection of up to 6 CRs (see the green bar), while with 100% knowledge at most 1 CR was detected; in between, up to
5-4-2-1 CRs were detected for the knowledge levels 20%-40%-60%-80%. For PNT, the maximal number of detected critical regions
forms the sequence 7-6-6-4-0-0 and the plot is, overall, more scattered. Generally, the vertebrae environment of PA makes it more
likely that the initial motion plan is already safe throughout; once faced with a critical region, however, it is more difficult for a
motion plan to get back to a safe trajectory. For PNT, the situation is the other way around: it is unlikely that the initial motion plan
with which the tunnel is entered, will stay safe as the needle moves along, but unsafe deviations from the trajectory can be corrected
with fewer operations.

Altogether, Figs. 7c, 8a illustrate the necessity of OnSS — many motion plans encounter one or more critical regions, and none
of them would be safe if they were not adjusted online, by OCS. The two figures show at the same time that initial motion plans can
already succeed even for partial knowledge only—in which case no online adjustments are needed. For PNT, this is the case the first
time for 40% knowledge (see the blue bar), for PA, somewhat unexpected, already at 0% knowledge, where as many as 8 of the 30
simulation get by without adjustments; this number increases for higher degrees of initial knowledge (to 8, 15, 19, 19, 26). Those
high numbers confirm that initial motion plans for PA may avoid critical regions even without knowing them. Finally, an interesting
result is shown by the simulations for PA with 100% knowledge, where a critical region is detected in 4 simulations (see the yellow
bar in Fig. 8a). In theory, complete knowledge should never result in a motion plan that entails the detection of a critical region.
In fact, those 4 cases are artifacts of our overapproximation of critical regions, which we embed in detection regions (recall Fig. 1):
none of those 4 motion plans crosses a critical region, but they touch on detection regions and therefore cause OCS to dismiss them
and initiate strategy regeneration.

Our decision of overapproximating critical regions has a second consequence, which can be seen in Figs. 7d, 8b. As OCS proceeds
and more and more critical regions are detected, it might happen that their surrounding detection regions overlap so that they not
only block paths through critical regions, as desired, but at the same time block paths that, unharmfully, stay in detection regions.
In the end, targets could thus become unreachable. The experiment in Fig. 7d also shows that PNT is quite vulnerable to that issue:
in 60 out of 180 (= 6 - 30) simulations the target becomes unreachable; for PA, this is the case for 4 simulations only (Fig. 8b). The
two applications differ also with
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Fig. 7. Application predefined needle trajectory (PNT) - experiment 1.

respect to their run-time behavior: compared to 0% and 20% initial knowledge, the median performance of PA improves significantly
for 40% initial knowledge, yet stays roughly there for all higher levels of initial knowledge. PNT, on the other hand, with its high
number of unreachable targets, becomes practical only from 40% knowledge onwards and high-performant from 80% onwards.

The results in Table 3 are based on 1 simulation per initial knowledge level each. The OCS cycle—of aborting a motion plan,
readjusting the needle, and generating a new plan, or at least attempting to—is broken down in its major steps to provide a profile for
each simulation. As example we consider the simulation for PNT with 20% initial knowledge, which lists 3 CRs detected, 7 pullbacks,
and 2 back to initial state. 7 pullbacks for 3 critical regions indicate that a single pullback cannot rectify the situation in all 3 cases
and suggests that the 3 adjustment attempts require 2 or 3 pullbacks. Reaching the initial state with a sequence of 2 or 3 pullbacks,
at the same time, suggests that 2 of the 3 adjustments take place close to the starting point of the navigation.

The last column in Table 3 provides a coarse-grained profile: it counts how many motion plans are generated in each iteration
of the feedback loop (or 0 if no such motion plan exists). Naturally, this number is highest at the beginning of OCS where fewer
obstacles are known than in the course of online discovery and are at the start point also higher for lower levels of initial knowledge
than for higher. For 100% knowledge (and no deviation), all initial plans are safe over the whole distance the needle travels (for
possible issues due to overapproximation, see above discussion). For all other knowledge levels, the further course of OCS depends
both on the particular initial plans selected by the algorithm and on the particular adjustment attempts, which might make many
motion plans possible in one go, or leave none at all. In more detail, the entry [328, 22, 0, 10, 0, 0, 0, 1] for PNT-k20 is read as
follows: initially, 328 motion plans exist. One plan is selected and executes until it hits a CR. Then, strategy regeneration is invoked,
but now only 22 strategies can be found. Again, one strategy is selected and, again, executes until a CR is hit. Now the adjustment
was not successful since no strategies could be generated, making further adjustments necessary. The new needle position opens the
possibility of 10 strategies, followed by 3 unsuccessful strategy-generation attempts. After the third unsuccessful attempt, the needle
is pulled back far enough so that a strategy exists, and in fact reaches the target. Comparing the numbers for PNT and PA, the range
for the number of initial motion plans is larger for PNT (from O to almost 421) and the spikes are more distinct (e.g., from 5 to 144
plans). One time more, we see that the different layouts in the tunnel (PNT) and the vertebrae (PA) scenario determine the number
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Table 3
OCS profile for six selected PNT and PA simulations (target reachable).
simulation ~ time # deviations ~ # CRs  # pullbacks # back to # strategies
in sec. initial state  per synthesis
PNT-kO 153.0 0 4 8 2 [421, 22, 0, 10, 70, 0, 0, 0, 1]
PNT-k20 137.3 0 3 7 2 [328, 22, 0,10, 0, 0, 0, 1]
PNT-k40 194.3 0 6 10 2 [316, 11,0, 5, 144, 8, 3,0, 0, 0, 1]
PNT-k60 33.8 0 1 1 0 [10, 67]
PNT-k80 16.9 0 0 0 0 [2]
PNT-k100 16.9 0 0 0 0 [2]
PA-kO 174.8 0 3 9 2 [56, 0,0, 21, 0, 0, 3, 0, 0, 6]
PA-k20 352.8 0 2 6 2 [56, 0, 0, 21, 0, 0, 14]
PA-k40 341.9 0 1 3 1 [54, 0, 0, 19]
PA-k60 75.4 0 1 3 1 [21, 0,0, 3]
PA-k80 75.8 0 1 3 1 [20, 0, 0, 2]
PA-k100 17.7 0 0 0 0 [20]
Table 4
OCS profile for six selected PA simulations (target unreachable).
simulation  time # deviations # CRs  # pullbacks  # back to # strategies
in sec. initial state  per synthesis
PA-kO 681.5 0 4 12 3 [36,0,0,3,0,0,0,22,0,3,0,0,0]
PA-k20 122.7 0 2 6 2 [21,0,7,0,0,0,0]
PA-k40 51.2 0 1 2 1 [15, 0, 0]
PA-k60 431.4 0 2 6 1 [17,0,0, 2,0, 0, 0]
PA-k80 13.0 0 0 0 0 [0]
PA-k100 13.7 0 0 0 0 [01

of options for navigating the needle safely; fewer options suggest more constraints and, generally, lead the needle more directly to
its target.

6.4. Experiment 2

Given a particular environment, a particular target is not necessarily reachable. Since strategy synthesis is an optimistic algorithm,
i.e., it assumes that a solution exists, it is interesting to see how OCS behaves when its task is infeasible. For experiment 2, we place
the target and vertebrae so that it is not safely reachable even with 100% initial knowledge of all obstacles. Apart from that, we use
the same setup as in experiment 1 and report the same numbers,
though we restrict ourselves to just the PA scenario: based on 30 simulations for each of the 6 knowledge levels, Figs. 8c, 8d list
the number of detected critical regions and simulation times; based on 1 simulation run per knowledge level, Table 4 provides a
simulation profile and the numbers of generated strategies.

As in experiment 1, the number of detected critical regions decreases as the knowledge of the environment increases (Fig. 8c).
Since the target cannot be reached, however, strategy generation at 100% (and 80%) knowledge now returns no critical regions simply
because no strategy exists (and not because they would safely be circumnavigated). For all other knowledge levels, adjustment and
regeneration attempts are made as before, yet and as expected in the unreachable case, at larger numbers. At the same time, the total
number of detected critical regions is comparatively low and comparable to the numbers in experiment 1, which implies, that the
algorithm gets stuck quite early and, from a medical perspective, does not rummage in the tissue too broadly. Naturally, the larger
number (compared to experiment 1) of regeneration attempts is reflected in higher run times, of up to almost a quarter hour for 0%
and 60% initial knowledge (see Fig. 8d). While those numbers are about factor 3 higher than in the case of a reachable target, informal
responses by practitioners suggest that they are still acceptable in practice. Perhaps unintuitively, the values for 60% knowledge in
Fig. 8d are higher than for 40% knowledge or lower. Manual inspection confirms that this behavior is an artifact of the randomized
choice of critical regions per initial knowledge: incidentally, a region that controls the initial number of motion plans and is known
at lower knowledge levels, was no longer critical for 60% knowledge. This also explains the unintuitive higher number of initial
motion plans for 20% knowledge compared to 40% and 60% initial knowledge. Lastly, comparing the OCS profile and the numbers
of strategy generations in Table 4 with the figures in experiment 1, one observes, again as expected, more pullbacks, unsuccessful
strategy generations, and longer sequences of unsuccessful generations in a row (see, e.g., the 4th-7th generation attempt at 20%:
[21, 0, 7, 0, 0, 0, 0]). Altogether, experiment 2 illustrates that the efforts and costs of OCS increase when the target is unreachable.

From an application point one would prefer paying more for the reachable rather than the unreachable case, when no treatment
will take place. Alas, the optimistic approach of strategy synthesis proceeds differently, and in the end, as experiment 2 also shows,
the costs remain practical.
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Fig. 8. Application peridural anesthesia: experiment 1 (target reachable) and experiment 2 (target unreachable).

6.5. Threats to validity

We now discuss the four kinds of threats to the validity of the experiments reported. Threats to construct validity, first, present
motion-plan computations that differ from the ones a physician could devise. We distinguish two cases. The first case is that the
physician finds a way to steer the needle to the target, while our algorithm determines that the target is not reachable. This case
can actually happen because of overapproximations and simplifications in our algorithm—the region representation is an over-
approximation and the needle movement has been abstracted to three operations—and cannot be entirely avoided; yet it presents
no safety problem. The other case is that our algorithm finds a motion plan, but in reality no motion plan exists because the needle
inevitably would hit a critical region. In principle, this case could happen since our safety argument is relative to the particular
values of speed, force, and detection regions, and those values might not be synchronized (see Sec. 5.1). We mitigate this threat by
determining these values not just mathematically, but through hardware simulations. The same safety problem could occur if critical
regions would not be properly covered by detected regions. We currently double-check coverage visually; a check in software would
be possible as well. A fundamental threat to construct validity, finally, is the gap between simulation and reality. Again, there are two
cases. If our model assumptions do not apply (e.g., if the needle would be straight or the target could move), there is no real threat
since the algorithm is not applicable at all. If our models are suitable but their parameters are poorly set, however, our algorithm
might compute poor motion plans. To mitigate this kind of threat, we complement software simulations with hardware experiments
using real needles and sensors. Yet, we can only partially close the gap to reality: the tissue, though in hardware, always is simulated
only, i.e., it is no real human tissue.

Threats to internal validity, next, are posed by the choice of configuration parameters, in particular the limit of tolerance of needle
movements (along with the allowance of threshold) and the orientation of the needle at the initial location. If those parameters are
chosen poorly, the needle might, e.g., just jump around and the algorithm might not behave as the user had expected. So that our

17



S. Lehmann, A. Rogalla, M. Neidhardt et al. Science of Computer Programming 245 (2025) 103314

algorithm is not unjustly held accountable, we address the risk of misinterpretations by raising awareness that parameters values
need to be chosen carefully (see Table 1).

External validity of needle-steering planners, third, is very restricted from the outset to a (small) selection of applications and
relative to the underlying models of the needle, the needle dynamics, the sensor, and the tissue. In the literature, an approach often is
demonstrated on just one or two needle-steering applications, along with very fine-grained modeling assumptions. Accordingly, the
experiments we presented generalize to other PA and PNT scenarios (with different number or size of CRs, different values for force,
speed, and deviation parameters), provided the modeling assumptions are preserved; in line with other needle-steering publications,
we make no claims otherwise. Of course, since the algorithm itself is application-agnostic, the two case studies may serve as blueprint
for other needle-steering applications, or controllers in other domains.

Threats to conclusion validity, lastly, could be bias in the reporting of simulation data, especially since the variance between two
simulation runs can be large. We mitigate this threat by not aggregating the numbers but listing them per simulation run (Table 3,
Table 4). Finally, the overall goal with the two case studies was to show the feasibility of our approach: that needle steering can be
based on model checking—and that conclusion can be drawn from two running scenarios.

7. Summary and future work

In this paper, we presented online strategy synthesis, OnSS, a workflow to realize controller synthesis for real-timed games of
partial knowledge, where safety-critical information only becomes available at run time. We demonstrated the concepts of OnSS for
the needle-steering problem, a well-known class of applications in safety-critical medical robotics. For needle steering, both the needle
behavior and the patient’s motion render offline motion plans unsafe since at run time safety-critical tissue might have changed its
place. We provide an algorithm for online controller synthesis, OCS, and prove that the strategies generated by OCS reach target tissue
in a safe way, whenever such strategy exists; Algorithm OCS, however, might not always terminate. Simulations of two applications of
needle steering show that the OCS behavior depends on the degree of initial knowledge of the environment as well as the application-
and scenario-specific layout of critical regions, but that its performance remains practical in all cases.

Applying our workflow to other (autonomous) applications is possible but requires varying degrees of adaptations or transfer. For
other needle-steering applications, the adaptations are at the implementation level of the Uppaal models, since, e.g., trajectories might
have to be computed differently or the tissue layout might need to be adjusted. For navigation problems with more motion primitives
than PUSH, PULL, and ROTATE, one needs to extend the Uppaal models of the Decision Maker/User and Controlled Device/Needle
with the accordingly labeled edges, provide C++ implementation of those motions, and adapt the FITCIRCLE routine in the OCS
algorithm. For navigation problems where critical regions are detected not (only) by force sensors, the corresponding parameter and
the CHECKSAFETY function in the OCS algorithm need to be adapted; and for navigation problems with goals different from reaching
one target, one needs to revisit the Uppaal model State Checker and the CHECKTARGET function along with the termination condition
of the algorithm. The fundamental requirement on all applications is that they must allow constructing detection regions around
critical regions. For most mobile (autonomous) systems, however, this requirement is met since the transition from safe to unsafe
states typically is not discrete.

Future work on OnSS for needle steering could extend the timed game to a game with 2 or 1 1/2 players, in which tissue is
permitted uncontrollable or probabilistic movements, or to model false positives resp. false negatives in the detection of CRs. Further,
one may consider the characteristics of individual motion plans, e.g., the number of required rotations, to pick the most suitable one.
Currently, the existence of a motion plan suffices and the concretely executed motion plan can be chosen with uniform distribution;
as soon as the problem is extended to an optimization problem, we need to rank the different offline plans so that the online game
starts with the most promising one. Another new algorithmic direction would be, not to dismiss outdated strategies entirely but to
try to repair them, and to identify conditions under which such repair pays off. On the modeling level, one could lift simplifying
assumptions we currently make, in particular that the needle behaves the same during push and pull motions, and that previous
motion paths in tissue have no influence on the needle trajectory when crossing them repeatedly after pull backs. One could also
fine-tune the parameter selection regarding allowed deviation between needle and observations, force value changes, numbers of
rotations, and assumed critical region sizes; and, generally, include additional assumptions on physically possible motion paths to
improve the performance of strategy synthesis. For the same reason, one could experiment with different motion models for the needle.
At system level, OnSS needs to be compared against other approaches for needle-steering planning, in particular POMDP-based ones,
and evaluated for overhead, performance, and scalability. OnSS should also be implemented beyond the field of needle steering; many
controllers for mechanical or electrical systems run in environments with effects that are hard, expensive, or impossible to formalize,
and could benefit from formal guarantees and updated strategies during run time.
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