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The impact of preemptions has to be considered when determining the schedulability of a task set in a
preemptively scheduled system. In particular, the contents of caches can be disturbed by a preemption, thus
creating context-switching costs. These context-switching costs occur when a preempted task needs to reload
data from memory after a preemption. The additional delay created by this effect is termed cache-related
preemption delay (CRPD). The analysis of CRPD has been extensively studied for single-level caches in the
past. However, for two-level caches, the analysis of CRPD is still an emerging area of research. In contrast to
a single-level cache, which is only affected by direct preemption effects, the second-level cache in a two-level
hierarchy can be subject to indirect interference after a preemption. Accesses that could be served from the L1
cache in the absence of preemptions, may be forwarded to the L2 cache, as the relevant data was evicted by
a preemption. These accesses create the indirect interference in the L2 cache and can cause further evictions.
Recently, a CRPD analysis for two-level non-inclusive cache hierarchies was proposed. In this article, we
show that this state-of-the-art analysis is unsafe as it potentially underestimates the CRPD. Furthermore, we
show that the analysis is pessimistic and can overestimate the indirect preemption effects. To address these
issues, we propose a novel analysis approach for the CRPD in a two-level non-inclusive cache hierarchy. We
prove the correctness of the presented approach based on the set of feasible program execution traces. We
implemented the presented approach in a worst-case execution time (WCET) analysis tool and compared the
performance to existing analysis methods. Our evaluation shows that the presented analysis increases task
set schedulability by up to 14 percentage points compared with the state-of-the-art analysis.
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1 Introduction

In hard real-time systems, every task has an associated deadline. For the system to operate properly,
not only the functional correctness, i.e., the correct result of a computation, but also the timeliness
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of the computation has to be ensured. To verify that a system will keep all deadlines even in the
worst-case scenario, it is necessary to provide an upper bound on the execution time of each task.
This upper bound is called the worst-case execution time (WCET). An estimate for the WCET
can be computed by analysing the control-flow graph (CFG) of a task and determining the path
that maximizes the execution time [25].

The WCET is, however, not sufficient to decide whether all instances of a task, called jobs, will
finish in time, if preemptions occur. During a preemption, the execution of a job is paused in favor
of processing another job. A preemption does not only delay the execution of the preempted job
but also causes further context-switching costs for the preempted job after resuming execution.
This additional delay arises as the preemption may change the state of the hardware. In particular,
the state of the caches can be modified by the preempting job; evicting data that is required by the
preempted job. When resuming the execution of the preempted job, this data has to be reloaded
into the caches, which causes the additional delay. This delay is named cache-related preemption
delay (CRPD) [24]. The problem of CRPD has been extensively studied for single-level caches in
the past [2, 5, 24, 31].

The CRPD analysis for multi-level caches is fundamentally more challenging than for a single-
level cache. This is due to the so-called indirect effect of preemptions in a multi-level cache hierarchy
[10]. The indirect effect describes the increased intra-task interference in the L2 cache after a
preemption has happened. A preemption may evict useful data from the L1 cache. Thus, a cache
block that would have been reused from the L1 cache without any preemptions has to be reloaded
from the L2 cache due to the preemption. This additional access to the L2 cache creates intra-task
interference and can potentially evict data from the L2 cache, which in turn causes further delays.
Capturing the aging effects in the L2 cache caused by the indirect effect is crucial to determine a
safe bound on the CRPD. We call the indirect effect of preemption indirect interference in this article.

Only few approaches have been proposed for the problem of CRPD in multi-level cache hi-
erarchies. Chattopadhyay and Roychoudhury created the first analysis considering the indirect
preemption effects for non-inclusive two-level cache hierarchies [10]. Two years later, Zhang and
Koutsoukos analyzed CRPD in inclusive cache hierarchies [47]. Recently, Rashid et al. proposed
an improvement for the analysis of non-inclusive caches [36]. In their work, they expanded the
concept of useful cache blocks (UCB) to two-level caches by differentiating between L1-useful
and L2-useful blocks. To the best of our knowledge, no further improvements for non-inclusive
cache hierarchies have been proposed, which is why we refer to [36] as the state-of-the-art for
non-inclusive cache hierarchies in the rest of the article.

In this article, we demonstrate several shortcomings of the state-of-the-art approach. We show
multiple issues that may lead to the underestimation of the CRPD and a source of overestimation
that causes pessimism in the analysis. To fix these issues, we present a novel analysis approach for
the CRPD in a two-level non-inclusive instruction cache hierarchy. We prove the correctness of
the presented analysis at the level of task execution traces, i.e., sequences of program locations and
concrete system states. We integrated the presented approach in a WCET-aware compiler [13] and
evaluated its performance for different task sets and system configurations. Our evaluations show
that the presented approach improves the task set schedulability by up to 14 percentage points
over the previous state-of-the-art.

Over the past decade, the state-of-the-art WCET research has been lagging behind the devel-
opments of commercial processor architectures. For this reason, a gap has developed between
the capabilities of static worst-case analysis methods and commercial-of-the-shelf (COTS)
processors.

We consider this article to be a first step towards enabling the analysis of modern hardware
architectures featuring multi-level caches. Further research is needed to close the gap between
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static WCET analysis methods and modern processor architectures. This is the case as the
presented analysis poses strict requirements on the hardware, such as separate instruction and
data caches as well as least-recently-used (LRU) replacement in both cache levels. These
restrictions need to be addressed in future work.

The main contributions of this article are:

— Definition of the concrete semantics of CRPD in a two-level non-inclusive cache hierarchy
to prove the correctness of the presented analysis.

— A novel analysis approach for CRPD in non-inclusive cache hierarchies, which fixes unsafe
estimations and eliminates pessimism present in the state-of-the-art analysis.

— An evaluation showing significant improvements in task set schedulability using the pre-
sented CRPD analysis.

The rest of this article is structured as follows: Related work is discussed in Section 2. In Section 3,
we discuss the assumptions and requirements on the system and the analyzed tasks. We present
the background and state-of-the-art in Section 4. The pessimism and unsafe formulations of the
state-of-the-art analysis are demonstrated in Section 5. In Section 6, we introduce the concrete
semantics for a two-level non-inclusive cache hierarchy to precisely define the required concepts.
We analyze the CRPD stemming from accesses that result in an L1 hit without preemptions in
Section 7.In Section 8, the CRPD from accesses considered L2 hits without preemptions is analyzed.
We evaluate the performance of the presented approach in Section 9. Finally, we conclude the
article in Section 10.

2 Related Work

Static analysis of cache behavior is an active research field. For over two decades, many different
facets of cache behavior and cache-related delays have been analyzed.

In Reference [14], Ferdinand and Wilhelm presented may and must analyses. The concrete states
of the system are abstracted using abstract interpretation [11] to the minimal and maximal age of
a cache block. Twenty years later, Touzeau et al. [41] presented an abstraction based on zero-
suppressed binary decision diagrams that allows for a precise analysis of may/must information.

The may and must analyses are instances of qualitative analyses. Each individual access to the
cache can be analyzed and classified as either a hit, a miss, or unknown. In contrast, quantitative
analyses provide an upper bound on the total delay due to some cache behavior. The persistence
analysis [14, 38] is a quantitative analysis that determines whether a set of accesses can result in
at most one cache miss. Stock et al. [40] presented a precise persistence analysis.

If a cache is shared between multiple cores, the interference between different cores has to be
considered. Hardy and Puaut [21], as well as Liang et al. [26] analyzed the interference between
tasks in a shared cache by counting the number of potential conflicting cache blocks. Nagar [33]
determined the worst-case placement of interfering accesses in the CFG for a quantitative analysis
of shared cache interference. Zhang et al. [46] eliminated infeasible access combinations in the
interference computation by considering the order of accesses. Fischer and Falk [15] presented
a qualitative analysis for shared caches by bounding the time between conflicting accesses.
Xiao et al. [45] performed a schedulability analysis in a non-preemptive system with a shared
cache.

CRPD occurs when multiple tasks are assigned to a single core and preemptions are enabled.
Busquets-Mataix et al. [9] showed how the worst-case response time (WCRT) of a task can
be determined in the presence of preemption delays. Lee et al. [24] analyzed the CRPD based on
the number of UCBs. Altmeyer and Burguiere [3, 5] refined the definition of a UCB. A block is
only considered to be useful if it is definitely cached, as otherwise the timing analysis will already
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account for the potential cache miss. Altmeyer et al. [4] introduced the concept of resilience to
analyze set-associative LRU caches.

Cache blocks may persist in the cache between two executions of the same task. This fact can
be used to reduce the WCRT estimate. Rashid et al. [35] analyzed persistence reload overheads that
occur when persistent blocks are evicted by a preempting task.

The CRPD analyses listed above have focused on architectures with a single level cache. The
analysis of CRPD in two-level caches is still an emerging area of research. Chattopadhyay and
Roychoudhury [10] presented the first CRPD analysis for a two-level cache hierarchy, focusing on
non-inclusive cache hierarchies.

Zhang and Koutsoukos [47] developed an analysis for inclusive cache hierarchies.

The work of Rashid et al. [36] introduced the concept of L1-UCBs and L2-UCBs and represents
the state-of-the-art for CRPD analysis of non-inclusive two-level caches. The analysis poses an ad-
ditional requirement, compared with Reference [10]: the L2 cache needs a higher or equal number
of cache sets and associativity than the L1 cache. While [36] reports increased analysis precision
compared with Reference [10], we will show in this article that the analysis contains flaws, which
may cause underestimation of the actual preemption penalty.

All three approaches for multi-level CRPD analysis assume LRU replacement policy at both
cache levels and instruction-only caches. Furthermore, the accesses which will be issued by the
analyzed tasks must be known by the analysis. Otherwise, it is impossible to determine the possible
cache states and the resulting preemption delays. This requires the architecture to have predictable
fetching behavior.

The architecture requirements of the presented approach are identical to the requirements of
the state-of-the-art analysis [36]. We discuss these requirements and the reasoning behind them
in the following section.

3 System Model

The architectural and task model used in the presented analysis are discussed in this section. First,
in Section 3.1, we focus on the hardware requirements and their impact on the applicability of the
analysis to commercial processors. The properties of the executed tasks are treated in Section 3.2.

3.1 Architectural Model

We describe the target architecture to which the presented analysis can be applied in Section 3.1.1
and discuss the applicability to commercial processors in Section 3.1.2.

3.1.1 Target Architecture. We analyze an architecture that consists of a single core with a two-
level instruction cache hierarchy. When processing a memory access, the L1 cache is always ac-
cessed; the L2 cache is only accessed if the requested information is not contained in the L1 cache.
Both cache levels utilize the LRU replacement policy, as it offers high predictability [39] and is
recommended for real-time systems in Reference [43].

As is the case in previous work on multi-level CRPD analysis [10, 36, 47], we focus on instruction
caches in this article. We do not model interference from data accesses in the caches, as data
accesses frequently target uncertain addresses. Thus, it is required that the L1 and L2 caches are
instruction only caches, or that the caches are partitioned in such a way that the data accesses do
not interfere with instructions stored in the caches.

The mapping from instructions to the corresponding cache set needs to be known at analysis
time to determine which cache blocks conflict in the cache at runtime. This is the case if no virtual
memory is used, or when using virtual memory one of the following is true: (1) the caches are
physically indexed, or (2) the index derived from the virtual address is identical to the index derived
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from the physical address. The second condition holds when the index bits are contained in the
page offset of the address, or the page is colored so that the index bits match the physical address.

There are three different approaches to manage cache inclusivity in multi-level caches [6]. In an
inclusive hierarchy, the L1 cache is enforced to contain a subset of blocks from the L2 cache. In an
exclusive hierarchy, a cache block may only be contained in a single cache level at a time. No such
condition is imposed in a non-inclusive hierarchy. A cache block may be contained only in the L1
cache, only in the L2 cache, or in both cache levels at the same time. We focus on non-inclusive
cache hierarchies in this article.

As is the case in Reference [36], we impose the restriction that the number of ways in the
L1 cache W is less or equal to the number of ways in the L2 cache W,. The same restriction is
made for the number of sets in the L1 and L2 caches. These restrictions are not significant for real
world systems, as the L2 cache is typically much larger than the L1 cache and easily satisfies these
conditions.

Furthermore, we assume that the system is timing compositional [20]. This means that the
WCRT, which describes the longest duration from the release of a job to its completion, may be
computed using the WCETs and an additional penalty to account for the CRPD.

All memory accesses that are performed need to be known at analysis time in order to detect
potential sources of CRPD. This means that the fetching behavior has to be deterministic; features
like prefetching additional code on a cache miss and speculative execution are not considered in
the analysis.

Branch predictors predict whether a conditional branch is taken or not. There are two main
categories of branch prediction: static and dynamic. In static branch prediction, the prediction is
made based on a simple rule. For example, conditional branches are assumed to be always taken
or never taken. These branch prediction modes are supported, for example, by the Arm Cortex-R4
[28]. Another architecture implementing static branch prediction is the Infineon TC1.6E. 16 bit
branches and 32 bit branches with backward displacement are predicted as taken, whereas 32 bit
branches with forward displacement are predicted as not taken [23].

The presented analysis supports static branch prediction as the predictions made during runtime
are known. Thus, it is possible to incorporate the static branch predictions into the CFG of the
analyzed task by annotating the predicted instruction fetches. Dynamic branch prediction gathers
information during runtime and performs the target prediction based on this information. As the
prediction made during runtime is not known to the analysis, both scenarios, taking the branch
and not taking the branch, need to be considered.

Another source of unpredictability is out-of-order execution. The order of accesses needs to
be known to determine which conflicts occur in the caches. If the order of two accesses is not
fixed, it is not possible to decide whether a potential conflict actually occurs during the analysis.
Considering all possible scenarios creates high uncertainty in the analysis. For this reason, we
consider an in-order pipeline.

3.1.2  Applicability to Commercial Processors. Modern architectures have evolved to contain an
increasing number of features to improve the average case performance at the cost of predictability.
Static worst-case analyses have failed to keep pace with these developments. This gap between
the hardware architecture and static analyses have been noted already in the literature [12, 18,
32, 44]. There are two components to solving this problem: (1) ensuring predictability during the
hardware design process by avoiding unpredictable features, and (2) improving the capabilities of
static analyses to support more complex hardware architectures.

The former component has been addressed by Wilhelm et al. in Reference [43]. Recommen-
dations for future architectures are made in order to enable precise and efficient analysis of the
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system properties. For example, caches should use LRU replacement and be separated into instruc-
tion and data caches. Similarly, Reineke showed in Reference [37] that, for real-time systems, the
LRU replacement policy is preferable over randomized replacement, which is used in the real-time
focused Arm Cortex-R4, Cortex-R5, and Cortex-R7 processors [29].

Over the past years, the open-source RISC-V instruction set [42] has become increasingly
popular for use in real-time systems [7, 17, 34]. The open-source nature of these architectures
facilitates WCET analysis: System designers can incorporate predictability requirements into the
architectural design, and researchers have access to specification details, eliminating the need for
reverse-engineering of undocumented features. This trend is expected to continue, potentially
increasing availability of timing-predictable processors in the future.

In this article, we focus on the latter component and aim at increasing the capabilities of static
analysis methods to hardware architectures with multi-level cache hierarchies. We argue that,
despite the strict requirements imposed on the architecture, the algorithms and proofs presented in
this article are a first step to close the gap and advance the capabilities of static worst-case analysis.

3.2 Task Model

The tasks in the system are contained in a set T. Each task has three properties: its WCET, the
period, which describes how often a new job of the task is released, and a relative deadline, before
which each job has to be finished. We assume that tasks are scheduled according to a fixed priority.
The set hp(r) C T contains all tasks that may preempt r € T. To denote the task currently being
analyzed, we use the symbol 7; preempting tasks are denoted by ¢ or .

The set P contains all program locations of 7. The CFG (P, E) of 7 is given by the set of program
locations and edges E that connect the locations. We associate every memory reference in the
code to a location p € P. The reference associated to a location p causes a memory access when
the control transfers to a new location p’ with (p,p’) € E.

In the following, the set of all memory blocks is denoted by M. The function set; : M — N
denotes the cache set for a block m € M at the level [ € {1, 2}. The cache miss timing penalty of
the L1/ L2 cache is written as dy; / dp,.

We assume that tasks do not share code. Sharing code between tasks is problematic when
analyzing CRPD as the access classification for the second level cache can be invalidated by a
preempting task. An access that is an L1 cache miss, without any preemptions, will reach the
L2 cache and promote the targeted cache block to the youngest position in the L2 cache. We
can thus be sure that, without preemptions, the target cache block is refreshed in the L2 cache.
However, when this block is also used by another task, it can be loaded into the L1 cache during
a preemption. As a result, the L2 cache may not be accessed for that particular request. It is no
longer possible to make statements on the age of the shared cache block in the L2 cache. We have
excluded code sharing for this reason in the presented analysis.

When determining the schedulability of a task set T, we assume that the timing overhead of the
scheduler is negligible and the state of the caches are only affected by the preempting task and not
the scheduler itself.

4 Background

In this section, we establish the background for cache analysis in the context of CRPD and give an
overview of the current state-of-the-art analysis for non-inclusive cache hierarchies.

To determine whether a cache block is definitely cached at a particular location in the program,
a must analysis is performed [14]. The must analysis determines an upper bound on the LRU age
of each cache block for every program location. If the maximal age is less than the associativity of
the cache, the block is guaranteed to reside in the cache. We denote the result of the must analysis
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for the cache level [ € {1, 2}, at location p, for the cache block m by MustAgef (m). Note, that
for LRU caches, the age of a cache block can be represented using the set {0,...,W — 1} U {0},
where W is the associativity of the cache and oo signifies that the block is not contained in the
cache. When computing an upper bound on the cache age, we regard values larger than W — 1 to
be equivalent to oo, as all values larger than W — 1 show that the block is not definitely contained
in the cache. The complementary analysis to the must analysis is the may analysis. It keeps track
of the minimal age of cache blocks and is used to decide whether a cache block may be contained
in the cache. The correctness of the may and must analyses are based on the theory of abstract
interpretation [11].

Together, the results of the may/must analyses for the first-level cache can be used to determine
the so-called cache-access-classification (CAC) for the second level cache [22]. The CAC of an
access can take three values: always (A): the access will always reach the L2, i.e., it is a definite L1
cache miss; never (N): the access will never reach the L2, i.e., it is a definite L1 cache hit; unknown
(U): the access may reach the L2. Note that the first-level cache is always accessed and that these
classifications refer to an execution without any preemptions.

The analysis of CRPD is commonly based on the notion of useful and evicting cache blocks
(ECB) [31]. To capture the effects of a preempting task, the cache blocks that may be stored in the
cache by the preempting task are determined. These cache blocks are called ECB.

Definition 4.1 (Evicting Cache Block [4]). An evicting cache block is a cache block that may be
accessed by a task. The set of ECB of task ¢, cache level [ € {1, 2}, and cache set s is denoted by
ECB?(s).

i

When 7 is preempted by ¢, ¢ may also be preempted by all tasks ¢ € hp(¢). Thus, the ECB of ¢
and ¥ € hp(¢) may work together to evict data from 7. Such nested preemptions can be modeled by
considering the union of all ECBs of potentially preempting tasks [4]. We introduce the following
notation for the ECBs considering nested preemptions:

ECB]" = U ECBY (set;(m)). 1)
yefp)Uhp(p)

The value I@;ﬂ is the number of cache blocks that preempting tasks may store in the same cache
set as m € M at the cache level [ € {1, 2}.

The ECB of a preempting task can evict data from the preempted task. To determine whether
the evicted data contributes to the preemption penalty, cache blocks of the preempted task have
been classified as UCB.

Definition 4.2 (Useful Cache Block [2]). A cache block m € M is useful at a program location
p € P iff it is definitely cached at p and may be reused without eviction at a location reachable
from p.

Definition 4.2 has been utilized for analyzing single-level caches. However, this definition is
unsuited for multiple cache levels as it does not differentiate between the cache levels. For this
reason, Rashid et al. [36] introduced the notion of L1-useful and L2-useful cache blocks.

Definition 4.3 (L1-Useful Cache Block [36]). A cache block m € M is L1-useful at a program
location p € P iff it is definitely cached in L1 at p and may be reused without eviction from the L1
cache at a location reachable from p.

Definition 4.4 (L2-Useful Cache Block [36]). A cache block m € M is L2-useful at a program
location p € P iff it is definitely cached in L2 at p and may be reused without eviction from the L2
cache at a location reachable from p. Furthermore, m must not be a L1-UCB at p.
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L [a[B] M [M[a] a M [M[A]

>

=[]
>][=]

L2 4]

(a) Unpreempted execution. The access to A and the second access to M result in an L1 hit.
L m_ (] A]preempt X [a] A M
L2 [ 3 JL2 Miss

(b) Execution with a preemption before the access to A. The preemption loads an ECB X; into the caches.
The creation of indirect interference from A is highlighted in blue. The second access to M results in an L2
miss.

Fig. 1. Example of indirect interference. The access sequence M, A, M is shown: (a) without preemption and
(b) with preemption before the access to A.

We denote the set of L1-useful / L2-useful blocks at location p by UCBf / UCB‘é7 . Using the
Definitions 4.3 and 4.4, we can determine from which cache level a block may be reused and how
high the penalty will be if it has to be reloaded after a preemption. In the remainder of this section,
we will explain how a bound on the CRPD is computed using the state-of-the-art [36] approach.

An important concept in [36] is the so-called maximal LRU age of the block m. Note that, even
though [10] and [36] use the name CU for similar concepts, the definition of this value is slightly
different in [10]. Following the definition from [36], the value C Ulp (m) is the maximal age of m €
M in cache level [ at the first reference, reachable from p, that accesses m. If there are multiple
references that could result in the next access to m with different cache ages for m, the maximal
age that is smaller than Wj is taken. This value essentially captures the minimal resilience of the
cache block m to preemption effects to create an increase in the execution time (cf. [4]).

For example, consider a cache hierarchy with Wy = 2 and W, = 4. Suppose a cache block m has
the values CUf (m) =1and CUZP (m) = 2 for some location p € P. This shows us that there exists
a path from p to an access to m that hits in the L1 cache and the L1 age of m at that access is 1. It
would require a single evicting cache block to evict m from the L1 cache on that path.

Furthermore, we know that there exists a path to an access to m where m has age 2 in the L2
cache. It would require 2 distinct interferences, either from ECB or indirect interference, to evict
m from the L2 on this path. Thus, after a preemption that loads one ECB in the L1 cache, m can
contribute one L1 miss to the CRPD. If the preemption loads two or more ECBs into the L2 cache,
an L2 access to m could result in an L2 cache miss. Note that the paths that realize the maximal
LRU ages for the L1 and L2 may be different. Thus, this is an approximation as both cache levels
are considered in isolation for the C Ulp value.

Using these definitions, we can now focus on the indirect effect of preemption in two-level
caches.

Definition 4.5 (Indirect Effect of Preemption [10]). The indirect effect of preemption, called indirect
interference in this article, is defined as the additional L2 cache conflicts that are caused by L1 cache
misses due to preemption.

Figure 1 shows an example for indirect interference and its consequences. The analyzed caches
are 2-way associative. We utilize capital letters to denote cache blocks. Initially, the L1 and L2 cache
contain the cache blocks A, B; ordered in ascending LRU age. We analyze the access sequence M,
A, M. The unpreempted scenario is shown in Figure 1(a). The access to A and the second access to
M both result in an L1 cache hit.
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ALGORITHM 1: Indirect Interference I ndfny due to Preemption at Location p € P [36]

Result: The indirect effect suffered by every my € M
1 for my € M do
2 ‘ Indfny —0
3 end
1 for my € UCBf do

5 if CUf(mx) + E&?Tx > W then
6 FAI,’nx «— GetFirstAccess(my, p)
7 for my € M\ {my} do
. FAb,
8 if MustAge, (my) # o0 A setz(my) = setz(mx)A
FAD, FAY,
9 MustAge,” ™ (myx) > MustAge,” ™ (my) then
10 ‘ Ind‘gly — Indfny U {my}
11 end
12 end
13 end
14 end

Now consider the preempted scenario from Figure 1(b). In this example, the block A causes
indirect interference to M. The preemption occurs after the first access to M, before the access to
A. The preempting task stores an ECB X; in the caches. The ECB is marked in red in Figure 1(b).
Due to the preemption, the access to A results in an L1 cache miss. The block A is thus accessed in
the L2 cache. This ages M in the L2 cache and causes its eviction from the L2 cache. Thus, A causes
indirect interference to M, as in the scenario without preemption, A does not interfere with M in
the L2 cache. This indirect interference is highlighted in blue in Figure 1(b). In consequence, the
final access to M results in an L2 cache miss, even though it was not directly evicted by the ECB
from the preemption.

Such indirect interference has to be considered in the CRPD estimation to arrive at a safe upper
bound. We will now give an overview of the state-of-the-art approach [36] to analyze indirect
interference and compute the CRPD in two-level non-inclusive caches.

The state-of-the-art method utilizes Algorithm 1 to determine the potential indirect interference,
which causes useful blocks to age in the L2 cache, due to a preemption at the program location
p € P. The cache blocks causing indirect interference for the block m, due to a preemption at p
are stored in the set Indfny c M.

The I nd’,;ly values are initialized as the empty set (lines 1-3). AIlL1-UCBs blocks at p, m, € UCBf ,
are considered as potential sources of indirect interference (line 4). This is done because, in the
absence of preemptions, these blocks can be served from the L1 cache without accessing the L2
cache. If they are evicted and have to be reloaded from L2 or memory, they create additional intra-
task interference in the L2 cache.

Line 5 of Algorithm 1 checks whether the block m, may be evicted from the L1 cache due to the
ECBs of the preempting tasks. This is a necessary condition for m, to contribute to the indirect
interference for another block m, # my. In Line 6, the function GetFirstAccess(my, p) is used.
This function “determine[s] the first reachable reference” [36] to m,, from P. No formal definition
is given for this function in Reference [36]. As we will see in Section 5, the ambiguity inherent in
this function description causes the analysis to compute unsafe bounds on the CRPD.

It is then determined for which m, # m, the reloading of m, causes indirect interference in the
L2 cache (lines 8-11). This condition consists of three parts: (1) on the first access to m,, m, must
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ALGORITHM 2: Indirect Interference Coll nd‘fny due to Multiple Preemptions, the First Preemption
Occuring at p € P [36]

Result: The indirect interference suffered by m, € M when multiple preemptions collaborate.
1 for my € M do
2 | Colindh, —0
3 FAfny « GetFirstAccess(my, p)
4 PP « GetProgramPoints(p, FAl,)ny)
5 for p’ € PP do
6 Collndfny — Collndfny U Ind‘z;y

7 end

s end

be cached in the L2, (2) m, and m, must be mapped to the same cache set, and (3) m, must be older
than m, in the L2 cache. (This includes m, not being cached in the L2.) If these conditions are
true, the block m, potentially causes indirect interference to m, and is added to I ndﬁly in line 10.

The authors of [36] showed that multiple preemptions may collaborate to create a higher
CRPD than each preemption could in isolation. To consider this fact in the analysis, Algorithm 1
is augmented to check all program locations, starting from p and leading to the first access of
the analyzed block m,. The pseudocode for this algorithm is shown in Algorithm 2. The set of all
program locations contained in paths starting from p and ending in FAﬁly is given by the function
GetProgramPoints(p, FAfny). The cache blocks causing indirect interference are accumulated for

all of these program locations to yield an upper bound on the indirect aging events Coll ndﬁ,y. This
upper bound captures the potential indirect interferences from multiple preemptions between p
and FA, .

Using this upper bound, the CRPD from L1 hits being degraded due to preemptions can be
bounded. An L1 hit may either degrade to an L2 hit or an L2 miss. The former case is accounted
for by yfl in Equation (2), while the latter penalty is accumulated by yfl +» in Equation (3). For
an access to contribute in one of these two ways, the targeted cache block m, has to be an L1-
UCB. To result in an L1 miss, the ECB have to be able to evict the block from the L1 cache, i.e.,
CU{D (my) + E/C\B;ny > Wi. This condition is the same for both Equations (2) and (3). The difference
between an L2 hit and miss is whether the L2 ECBs and the indirect interference can evict the
block also from the L2 cache. If the interference due to ECBs and indirect interference causes the
maximal LRU age to be greater or equal to W5, m, may also be evicted from the L2 cache.

yP =dy - {my € UCB? | CUP(my) + ECB;" = WiA o
CUZ (my) + ECB," + |ColIndL, | < Wg}|
Vit = @nr +dio) - |{my € UCB] | CUPGmy) + BCB™ = Wi o

CUZ(my) + ECB," +|ColInd, | > W|

For each block contributing in this way to the CRPD, a cache miss penalty of d1; cycles is added
for each L1 cache miss and dj, is added for each L2 cache miss. The value yfl + yfl .1, thus gives
an upper bound on the delay caused by reloading UCB into the L1 cache.

There is a third type of preemption delay in a two-level cache hierarchy that is not covered
by Equations (2) and (3). References that result in an L1 miss but L2 hit may be degraded to an L2
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ALGORITHM 3: CRPD from L2 Cache Misses [36]
Result: The delay suffered from L2 hits that are degraded to an L2 miss due to preemption.
1 yfz «— 0
2 formy € UCBg do
3 Ymy <0
4 R « GetHitLocationsP (my)
5 if Must‘Agef1 (my) + E’C\B;nl’ + ‘Collndfny) > W, then

6 Ymy < Ym, +1

7 end

8 if R! is in loop then

9 if MuStAgegl(my) + |ColInd‘,';ly‘ > W, then
10 ‘ Ymy < Ym, +1

11 end

12 end

13 for1 <n < |R|do

14 if MustAgeéz'1 (my) + |ColIndpmy‘ > W, then
15 ‘ Ymy < Ym, + 1

16 end

17 end

18 Ym, < min{ymy, |R], |ColInd‘Z,y| + 1}

|y, eyl (vmy - dra)
20 end

miss due to a preemption. In the state-of-the-art method, this component of the CRPD is computed
using Algorithm 3.

The set @g contains all memory blocks that are an L2-UCB in any location reachable from
p. We have to consider all blocks that may become L2-UCBs even after the preemption because
the indirect effect of a previous preemption can still cause these blocks to miss in the L2 cache. In
contrast, we only had to consider the first access to an L1-UCB after the preemption, as after the
first access the block will be the youngest block in the L1 cache and does not experience further
interference from the preemption in the L1 cache.

For each memory block m, € ﬁ@g the locations where an L2 hit takes place is stored in
R by the function GetHitLocations? (line 4). The symbol R represents a sequence of references
(R, R%,...) that target the block my and result in an L2 hit. Note that no formal definition of this
function is given in Reference [36].

In the following lines 5-17, it is checked whether these L2 hits may degrade to an L2 miss
due to the preemption effects. The algorithm differentiates between the first L2 hit R! after a
preemption and later accesses. The first reference to m, after preemption may also experience
direct interference from the ECBs of the preempting task. The potential eviction of the first
reference is handled in lines 5-7. If the first reference may be reached again due to a loop, it
can also contribute to the CRPD solely due to indirect interference. This is covered in lines 8-12.
For all later accesses, only the indirect interference plays a role in the eviction of the target
block (lines 13 — 17). The total contribution of m, to this component of the CRPD is limited
by min{|R]|, |ColInd‘,’;1y| + 1} [36] (line 18). The total delay from L2-UCBs is accumulated in yfz
(line 19).
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According to Reference [36], Equations (2),(3), and Algorithm 3, which computes yfz, allow
us to compute all three components of the preemption delay. The total CRPD y is computed
as the maximal sum of the three components yfl, and yfz for any program location
peP:

p
YL1+L2°

— p p p
y = max (m Ve t nz) : )

However, as we will discuss in the following section, this approach contains several issues that
may lead to an unsafe CRPD estimate.

5 Safety Issues and Pessimism in the State-Of-The-Art

In this section, we will analyze the state-of-the-art and highlight issues inherent in the approach.
This is structured as follows:

First, in Section 5.1, we show that the indirect effect of a preemption may be underestimated
in Algorithm 2. The algorithm considers the potential for indirect interference only up to the first
reference. However, the algorithm does not consider accesses that have an uncertain cache-access
classification, i.e., accesses that may not reach the L2 cache in every circumstance. Considering
the CAC of accesses to the L2 cache is crucial in the analysis, as an access that does not reach
the L2 cache will not refresh or load the targeted cache block to the youngest LRU position in
the L2 cache. The indirect effects may thus still affect future L2 accesses to the same memory
block. We show that multiple preemptions can create an L2 cache miss, that is not detected by the
state-of-the-art analysis due to this issue. This can violate the safety of the analysis as the CRPD is
underestimated.

In Section 5.2, we identify pessimism in the analysis of indirect interference. Algorithm 1 does
not consider whether the access creating indirect interference actually occurs before the analyzed
access. Thus, cache blocks are considered to create indirect interference even though they will
always be accessed after the analyzed block. The indirect interference may thus be overestimated,
which causes a pessimistic CRPD bound.

Section 5.3 discusses Algorithm 3. The algorithm is incomplete in the sense that it is not able
to process all possible CFGs. In particular, the algorithm assumes that there will be one distinct
reference to an L2-UCB which will perform the first access to the cache block. However, as the CFG
may split into multiple branches, this is not always the case. We demonstrate such a scenario in
Section 5.3.1. Finally, in Section 5.3.2, we show that the CAC for accesses to L2-UCBs is not correctly
integrated in Algorithm 3. The algorithm thus overlooks potential L2 cache misses, resulting in an
unsafe CRPD estimate.

5.1 Unsafe Estimations in Algorithm 2

It is possible for Algorithm 2 to underestimate the indirect interference due to multiple preemp-
tions. This causes the resulting CRPD bound to be unsafe. The issue originates from the use of the
GetFirstAccess(my, p) function on line 3 in Algorithm 2.

Recall the definition of GetFirstAccess() from [36]: “GetFirstAccess(my, p) [...] is used to deter-
mine the first reachable reference to every m,”. No formal definition of this function is given. Note
in particular that the CAC of the first reference is not considered.

Algorithm 2 checks all locations from the preemption at p to the first reference of the memory
block and collects all memory blocks that may create indirect interference. In a two-level cache
hierarchy, an access to a memory block does not guarantee to refresh the block at the L2 cache.
Thus, indirect interference that has accumulated in the second level cache is not removed if the
first access hits in the L1 cache.
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An access beyond which indirect interference does not propagate has been termed a firewall in
[47]. To be a firewall for data in the L2 cache, an access has to have an L2 CAC of always. This fact
is not considered in Algorithm 2. Thus, there are scenarios in which the state-of-the-art method
does not recognize a potential cache miss, leading to an unsafe CRPD bound.

We will now construct such a scenario in Figure 2. Consider the following cache configuration:
the L1 and L2 caches are 4-way associative, while the L2 possesses more sets than the L1. We
utilize capital letters to represent cache blocks. In the initial state, the L1 cache contains the blocks
B, M, D, A, ordered in ascending LRU age. The L2 cache initially contains M, D, A, C. The access
sequence to cache blocks is A, M, B, E, F, S, B, M. The critical access we focus on in this example
is the final access to the block M.

Two different scenarios, without and with preemptions, are shown in Figure 2(a) and 2(b) re-
spectively. The cache state is depicted by two rows of cache blocks. The first row represents the L1
cache, the second row represents the L2 cache. The blocks are ordered in ascending LRU age; the
youngest block is placed at the left most position. We only depict a single set of the L2 for clarity.
Note that the block S is mapped to a different L2 set. It thus only appears in the L1 cache set but
not in the shown L2 cache set. We can see that during normal execution, the final access to M will
result in an L2 hit.

It is possible to place two preemptions in this access sequence to cause the second access to M to
miss. In Figure 2(b), a preemption happens directly at the beginning of the sequence and another
preemption happens before the second reference to B. Each preemption causes one evicting cache
block X to be stored in the L1 cache; it does not affect the shown L2 cache set. This is possible if X
is mapped to a different L2 cache set, which is not shown in the figure. In Figure 2(b), the insertion
of ECB is marked in red.

The first preemption causes the block A to be evicted from the L1 cache. Thus, when A is ac-
cessed after the preemption, it creates indirect interference for M in the L2 cache. In the figure,
the creation of indirect interference is marked in blue. The L2 age of M increases from 0 (as in the
unpreempted scenario) to 1. As the first reference to M does not reach the L2 cache, the age of M
in the L2 cache remains 1 after the first reference to M. The second preemption evicts B from the
L1 cache. B is accessed after the preemption and causes indirect interference to M. The L2 access
for B actually causes M to be evicted from the L2 cache, thus incurring an L2 miss for the final
access to M.

The final access to M experiences two indirect interferences. The age of M, in the unpreempted
case, at the final access is 2. Adding the indirect interference to the cache age shows that M will
be evicted as 2 + 2 > 4 (cf. line 14 of Algorithm 3).

However, this L2 miss is not detected by the state-of-the-art method, as it stops considering
the indirect interference after the first access to M (see Algorithm 2 lines 4-7). While the indirect
interference of A is detected, the interference from B is missed as B’s L1 age is 2 at the first acccess
to B (see line 5 in Algorithm 1). B will thus not be evicted by the first preemption and, according
to Algorithm 2 not cause indirect interference for later L2 hits for M. Consequently, the state-of-
the-art CRPD computation is unsafe in this situation.

5.2 Pessimism in Algorithm 2

In addition to the optimism discussed in the previous section, the state-of-the-art method may
also overestimate the indirect interference, leading to an overly pessimistic CRPD estimation. The
overestimation originates from the fact that Algorithm 1 does not consider the ordering of accesses.
In line 6 of Algorithm 1, the first access to the block my is determined. It is then checked whether
m, may cause indirect interference on another block m, in lines 7-12. However, it is not considered
whether an access to m, will happen before or after the first access to m,. m, will only contribute
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(a) Simulation of the access sequence A, M, B, E, F, S, B, M without preemptions. The final access to M results
in an L2 hit.
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(b) Simulation of the access sequence A, M, B, E, F, S, B, M with two preemptions. The first preemption occurs
before the access to A and the second preemption occurs before the second access to B. Both preemptions
cause the ECB X to be loaded into the L1 cache. The insertion of ECBs is marked in red, while the creation of
indirect interference is marked in blue. The final access to M results in an L2 miss.
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Fig. 2. Simulation of the access sequence A, M, B, E, F, S, B, M: (a) without any preemption and (b) with two
preemptions.

to the indirect interference, if it happens prior to the access to m,. Thus, a block m, may be
pessimistically included in I ndﬁly even though it will not cause m,, to age prior to the next access
targeting my,.

We will now provide an example of such pessimistic behavior in Figure 3. Consider the
following cache configuration: the L1 and L2 caches are both 2-way associative, while the L2
cache has more sets than the L1 cache. The access sequence is M, M, A. Both analyzed cache sets
of L1 and L2 start with the initial state A, B. The access we focus on is the second access to M.
Without any preemptions, the second access to M results in an L1 hit. This behavior is shown in
Figure 3(a).
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(a) Simulation of the access sequence M, M, A. The second access to M and the access to A result in an L1 hit.
L1 m_ [M[A Preempt X [X] A
L2 L2 Hit

(b) Simulation of the access sequence M, M, A with a preemption before the second access to M. The second
access to M results in an L2 hit.

Fig. 3. Simulation of the access sequence M, M, A: (a) without any preemptions and (b) with a preemption.
The L1 and L2 caches are 2-way associative. The L2 cache has an additional set, which is not shown here,
that X3 is mapped to.

Let us now assume a preemption occurs after the first access to M. Let p denote that location.
The preemption causes two blocks X; and X; to be loaded into the L1 set. X; is mapped to the
same L2 set as M and A, while X, is mapped to a different L2 set. X; is thus not shown in the L2
cache in this depiction. The resulting sequence of cache states is shown in Figure 3(b). After the
preemption, the second reference to M will not result in an L1 hit, as it has been evicted by X; and
X,. However, it will still result in an L2 hit, as only X; caused interference for M in the L2 cache.
The preemption causes a delay of one L1 miss penalty due to the second reference to M and a full
reload penalty for A.

We will now compute the indirect effect on M using the state-of-the-art method. For this, we
have to check all L1-UCBs at the site of preemption (see Algorithm 1, line 4). A is definitely
cached in the L1 prior to the preemption and will be reused without eviction. Consequently, it
is an L1-UCB. Furthermore, its maximal L1 LRU age is 1. The number of L1 ECBs is 2, meaning
that A may be evicted due to the preemption from the L1 cache. It is thus a candidate for indirect
interference with M. Algorithm 1 checks whether on the next access to A (line 6), the block M
is cached in the L2 and has a lower LRU age compared with A (lines 8-9). This is the case in the
unpreempted scenario. Hence, Algorithm 1 regards A as a source of indirect aging for M (line
10) and sets I ndf/l = {A}. As the preemption happens directly before the next reference to M it
follows that Coll ndﬁ,f =1 nd‘j\’,l = {A}.

As M is an L1-UCB, it may contribute to the CRPD in two different ways. It may be degraded
to an L2 hit or an L2 miss. The conditions for these penalties are given in Equations (2) and (3),
respectively. As is the case for A, M may also be evicted from the L1 cache due to the L1 ECBs.
When the execution is preempted, the maximal L2 age of M is 0. Thus, it may not be evicted from
the L2 cache solely due to the L2 ECB X;.

However, due to the potential indirect interference from A, as computed by Algorithm 2, M is
considered to be potentially degraded to an L2 miss:

CUP (M) + ECB, + (a;zzndm —0+1413>2. 5)

Consequently, Equation (3) adds a delay of (d; + dr2) cycles to the CRPD value due to a pre-
emption at p, caused by the need to potentially reload M into both cache levels. However, it is
clear that A will not create indirect interference for the second reference to M as A will only be ac-
cessed after M. In reality, the access to M will not result in an L2 miss but an L2 hit. This can be seen
clearly in Figure 3(b). The state-of-the-art method overestimates the CRPD penalty in this situation
because it does not consider the ordering of accesses when computing indirect interference.
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Fig. 4. A branch in the control flow creates multiple possible first accesses to M. There exist two different
paths leading to first accesses of M, with different L2 cache ages. Both paths need to be considered to
compute a safe CRPD estimate.

5.3 Analysis of Algorithm 3

The preemption delay caused by L2 hits being degraded to L2 misses is computed using Algorithm 3
in the state-of-the-art method. In this section, we will closely examine this algorithm and highlight
two distinct issues.

5.3.1 Incompleteness of Algorithm 3. A key component of Algorithm 3 is GetHitLocations? (m,),
which returns a list of all locations containing a reference to m,, that result in an L2 hit and are
reachable from p (line 4).

The first reachable reference is handled differently from the later references, as it may also be
subject to direct interference from the loaded ECBs. However, the approach does not consider that
there may be multiple references that potentially execute the first access to the block m, after the
preemption. This can happen if there is a branch in the control flow, creating two distinct paths
to different first references of the cache block. Thus, there may be multiple execution traces that
have a different reference as the first reference to the analyzed cache block.

Such a scenario is shown in Figure 4. In the example, the L1 cache is 2-way associative and the L2
cache has 4-way associativity. The initial state contains B, A in the L1 cache and B, A, M in the L2
cache. The control flow splits into the upper and lower branch. In the upper branch, an additional
access to C is performed. Thus, there are two possible paths, which have an access sequence of
C, M and M, respectively. If there are no preemptions, the reference to M results in an L2 hit on
both paths, as can be seen in Figure 4(a). In Figure 4(b), the same access sequences are analyzed
with a preemption happening before the control-flow branch. The preemption causes the block X
to be stored in the L1 and L2 cache. This additional interference affects the upper and lower path
in different ways. While in the lower path, the reference to M still results in an L2 hit, in the upper
path M is evicted prior to the access.
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As Algorithm 3 does not account for a situation with multiple possible first accesses, the example
is not analyzable with the state-of-the-art method.

5.3.2  Handling of Uncertain L2 Accesses. Algorithm 3 treats the first reference to a memory
block after a preemption differently from subsequent references. This distinction is motivated by
the observation that after an access to a memory block, it will be younger than the ECB stored in
the cache by the preemption. Thus, later accesses will only be subject to indirect interference.

Lemma 2 from Reference [36] tries to apply this observation and states that “[...] it is only the
first reference to m,, after P [...] that can be directly impacted due to preemption at P.” However,
this justification for the structure of Algorithm 3 overlooks the fact that the first reference may
not reach the L2 cache and the block m, might not be refreshed. This situation occurs when the
cache access classification of the first reference to my after P is unknown, i.e., m, may be contained
in the L1, but it is not certain that it is. If this situation occurs, not only the first reference may
be impacted by the direct interference in the L2 cache. Also the reference that actually causes the
first L2 access to the block m, can be impacted by direct interference. As Algorithm 3 only checks
if m, may be evicted from the L2 cache at the first reference to m,, it can underestimate the CRPD.

We will demonstrate this using an example. Consider the access sequence B, A, M, [A, B,] M,
C, D, M. The two references [A, B] denote a split in the CFG. These references may be executed,
but the control can also skip these accesses, e.g., by a conditional jump. We will now analyze this
sequence in the following cache configuration: The caches are 2-way associative; the L1 cache has
a single set, while the L2 cache contains two sets.

In Figure 5, the cache state simulation for an execution that skips the references [A, B] is shown.
In Figure 5(a), the cache state sequence without any preemptions is shown. In between the two
references to M, M is contained in the L1 cache, but it is not an L1-UCB. M is not considered to be
an L1-UCB as the two optional references [A, B] may evict M from the L1 cache. Directly before
the second access to M, M is not definitely cached in the L1 cache, prohibiting its classification as
an L1-UCB. In both situations, regardless whether [A, B] is executed or not, M will be in the L2
cache. Thus, M is classified as an L2-UCB (see Definitions 4.3 and 4.4). As M will be in the L2 cache
in all cases, the timing analysis will assume that the final reference to M results in an L2 hit. Thus,
a potential L2 cache miss must be captured in the CRPD computation.

In Figure 5(b), the effects of a preemption prior to the second reference to M are shown. The
preemption stores a single block X in the L1 cache and the second L2 cache set. The preemption
does not evict M from the L1 cache. The second reference to M will result in an L1 hit. This situation
creates the issue in Algorithm 3. As the first reference to M after preemption resulted in an L1 hit,
M is not refreshed in the L2 cache. The direct interference created by X still exists in the L2 cache.

Finally, we can compare the behavior of the third access to M in the unpreempted and preempted
scenario. In Figure 5(a), the third reference to M at the end of the sequence results in an L2 hit.
However, for the preemption shown in Figure 5(b), as the direct interference still exists, the final
access to M will cause an L2 miss. This potential L2 miss is not detected by Algorithm 3, because
the direct interference of the preemption is only evaluated for the second reference to M. At that
stage, M will not be evicted from the L2 due to the ECBs. However, the direct interference still
applies to the third reference to M and causes an L2 miss, which leads to an unsafe CRPD bound
for the shown preemption.

6 CRPD in Concrete Semantics

The previous section has demonstrated that the interaction between the L1 and L2 cache after a
preemption is non-trivial. In order to be confident that an analysis does not overlook any edge
case and thus computes a safe bound on the CRPD, a formal foundation for the key concepts is
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L1 Bl‘ A A|B M MIA M MlA

s [2[-) [als] [-]-] [af[e][m]-] [a]B][s]-]

c |

|
D D|c LA;[-I- M|D
[a]B] [c[m] [p]a] [c[m]"*™[p]a] [M]c]

(a) Simulation of the access sequence B, A, M, M, C, D, M without any preemptions. The third reference to M
results in an L2 hit.

L1 B|- A A|B M M|A Preempt | x| M

el [o[-) [als] (=[] [afs] [m]-] [a]B][x]u]

M |
| L1 Hit
[als] [xIm] [als] [c][x] [p]a] [c[x]"*™**[p]a] [m]c]
(b) Simulation of the access sequence B, A, M, M, C, D, M, with a preemption between the first and second

reference to M. The direct interference by X contributes to the eviction of M prior to the third reference to M,
causing an L2 miss.

Fig. 5. Simulation of the access sequence B, A, M, M, C, D, M: in (a) without preemption, in (b) with a
preemption. The caches are 2-way associative; the L1 has one set and the L2 has two sets.

required. In this section, we formalize the indirect interference that may occur due to a preemption.
To capture all possible interference scenarios, we operate at the level of concrete execution traces
in this section. An execution trace is a sequence of program locations and the concrete state of both
cache levels at those locations. The formalization established in this section lays the foundation
for the safe CRPD analysis we will construct in the following Sections 7 and 8.

In a concrete situation, an LRU cache set contains W} cache blocks, where [ is the level of the
cache and W} is the associativity. The contained blocks are ordered by the LRU property. The cache
state can thus be represented as a sequence of W blocks. Let C! be the set that contains all possible
concrete cache states:!

Clz{(mo,...,mm,l)eMW’\i;tj::»mi#mj}. (6)

As cache sets operate independently of each other, we formalize the state of the system for
a single cache set. The state of the two-level hierarchy can be represented using elements from
C' x C*.If an access to the memory block m transforms (c{, c?) € C' x C* into (c;, %) € C' x C*
according to the semantics of a two-level non-inclusive LRU cache hierarchy, we write (c%, cf) —m
(c;, cg). Furthermore, we use cl(m) as a shorthand for the position of m in the concrete cache state
¢!, ie., the age of m; starting at 0, going up to W; — 1. The value of ¢/(m) is co if m is not contained

in cf.
!Note that a (partially) empty cache can be modelled by adding “empty” blocks to the set M to fill up the cache ways.
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We represent the concrete state of the analyzed task using the set S:
S=PxC!'xC? (7)

A tuple (p,c!,c?) € S corresponds to the system state directly before executing the access as-
sociated to p. In the state (p,c',c?) € S, the access associated to p, targeting the cache block m,,
results in an L1 hit if ¢!(m,) < Wy; an L2 hit if ¢!(m,) = oo A ¢*(m,,) < Wh; an L2 miss otherwise.

For s1,s; € S we write (p1, ¢}, c2) — (pa, ¢, ¢5) iff (p1,p2) € E and (c], ¢?) =™ (c}, c3), where
E is the set of edges in the CFG. This allows us to create the set of all possible execution traces,
starting from the initial program location p° € P and arbitrary cache states c!, c?:

S={(s1,....80) | s1 =@’ c,cH)eSA1<i<n:s; — sipi). (8)

6.1 Analyzing L1 Hits in Concrete Semantics

We can now define the notion of the first access in the concrete semantics.

Definition 6.1 (First Access in Concrete Semantics). In an execution trace (sq,...,s,) € S, the
first access to m € M after p;, s; = (p;, ¢}, c?), is defined as the location p;, s; = (p}, c}, ¢?), with the

smallest j, i < j < n such that the reference associated to p; targets m.

Using the concept of the first access, we can determine the indirect interference affecting ac-
cesses that result in an L1 hit in the absence of preemption.

LEMMA 6.2. The indirect interference in a traces = (s1,. .., (pi, ¢}, ¢?), ..., (Pk, c}c, ci), ...,5p) €S
experienced by an L1 access to m associated to py due to a preemption at p = p; is bounded by L1,

pris the first access to m after p; in sA
Vi i<j<k:

L1E(s)={m; e M _
) g c}(mj) <W; A c}(mj) + ECB

- ©)
> WA

cHmj) > chme)

Proor. Indirect interference from a preemption at p; for an access resulting in an L1 hit in the
absence of preemptions is limited to the first reference of the memory block [10]. Any accesses hap-
pening after the preemption at location p; and before the first reference to m in py may contribute
to the indirect interference. For this reason, the index j is limited to i < j < k.

As noted by Rashid et al. in Reference [36], multiple preemptions prior to py may collaborate to
increase the indirect interference. Thus, all states in the trace s between p; and py are considered.

The condition for an access to cause indirect interference is that the targeted cache block resides
in the L1 cache in the absence of preemptions and may be evicted by the preemptions. Furthermore,
its L2 age has to be larger than the age of my to cause my’s age to increase. Thus, L1, is an upper
bound on the indirect interference for the access associated to py in the particular trace s. O

We write L115,(S) for (J,cg L1I5,(s). We will use Lemma 6.2 to determine an upper bound on
the aging from indirect interference over all feasible traces using a data-flow analysis (DFA) in
Section 7.

6.2 Analyzing L2 Hits in Concrete Semantics

Similar to the notion of first access, we define the first L2 access and first L2 hit to a memory block.
These definitions are needed to formalize the analysis of accesses that result in an L2 hit in the
absence of preemptions.
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Definition 6.3 (First L2 Access in Concrete Semantics). In an execution trace (si,...,s,) € S, the
first L2 access to m after p;, s; = (pi, ¢}, c?), is defined as the location p;, s; = (p;, c}, c]?), with the
smallest j, i < j < n such that the reference associated to p; targets m and cjl. (m) = oo.

Definition 6.4 (First L2 Hit in Concrete Semantics). In an execution trace (sq,...,s,) € S, the

— 1 .2y 5 : _ 1 .2 .
first L2 access to m after p;, s; = (p;, c;,c7), is defined as the location p;, s; = (p;, Cjs cj), with the
smallest j,i < j < n such that the reference associated to p; targets m and cjl. (m) =co A c]2.(m) < W,.

In order to identify which references will hit in the L2 cache and are possibly affected by direct
interference from ECBs, we determine the set of reachable first L2 hits.

Definition 6.5 (Reachable First L2 Hits). For a location p € P, the set of reachable first L2 hits to
block m € M is given by

ds= (sl,...,(pi,c},c?),...,(pj,c},cjz-),...,sn) eS:
Fp = 1pj €P|pi = pA . (10)
pj is the first L2 access and first L2 hit for m after p; in s

LEMMA 6.6. The set F, contains all locations that are reachable from p € P, where an access
targeting m € M and resulting in an L2 hit may experience direct and indirect interference in the L2
cache due to the preemption at p.

ProoF. There are several conditions in order for an access to be impacted by direct interference.
The reference at p; must reach the L2 cache and m must be contained in the L2 cache at the time
of the preemption. Otherwise, m will not age due to the ECBs. m will be cached in the L2 at p;
because p; performs the first L2 access to m after p; and this access results in an L2 hit. This can
only be the case if m was already cached in L2 at p;. If p; does not execute the first L2 access to m
in the trace, another prior access will have eliminated the direct interference by refreshing m in
the L2.

These conditions are evaluated for every feasible program trace. Thus, the set F5, contains all
locations where direct and indirect interference may contribute to the eviction of m from the L2
cache. ]

Similar to the notion of the reachable first L2 hits are the reachable later L2 hits. These accesses
may still experience indirect interference from a preemption but are isolated from the direct effects
of the ECBs as they are protected by another access that occurs first.

Definition 6.7 (Reachable Later L2 Hits). For a location p € P, the set of reachable later L2 hits to
block m € M is given by

Hs=(sl,...,(pi,c},c?),...,(pj,c},cf-),...,sn)ES:
pi = pA

b =<pieP| . .
m =P pj is not the first L2 access to m after p; in sA

(11)
cjl-(m) =0 A cjz-(m) <W,

LEMMA 6.8. The set L, contains all locations reachable from p € P, where an access targeting
m € M, resulting in an L2 hit, may experience indirect interference without direct interference due to
the preemption at p.

Proor. All feasible program traces in S are considered to build the set L%,. A location pj is in-
cluded in the set only if the access associated to that location results in an L1 miss and an L2 hit.
As p; is guaranteed to not issue the first L2 access targeting m after p, m will have been refreshed
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in the L2 cache previously. Thus, the access associated to p; will not experience any direct interfer-
ence. However, it may still be subject to indirect interference that occured since the last L2 access
to m prior to p;. O

In order to compute the CRPD from accesses classified as an L2 hit by the timing analysis, we
have to check every location in F2, and L?, and observe whether it may result in an L2 miss due
to preemption effects. We now bound the indirect effect of preemption for a particular execution
traces € S.

LEMMA 6.9. The indirect interference in a trace
s = (sl,...,(pi,c},c?),. ..,(pj,cjl-,cj?),...,(p’,cl,cz),...,sn) €S

experienced by an L2 access to m at p’ due to a preemption at p = p; is bounded by LZIIf,(s). Let P be
the set of all locations p; (accessing block m;) after p;, i < j, such that: p’ is the first access to m after
pj and p; is the first access to m; after p;.

), cjl., 0]2) € PA
L2b,(s) = ym; | c}(m;) < Wi A cj(m)) + ECB,” > WiA | . (12)
c]z(mj) > c?(m)

Proor. Indirect interference affecting the access at p” will accumulate only after the last L2
access to m prior to p’. For this reason, the states (p;, cjl., cjz.) € P are determined, such that the
access from p’ will be the first L2 access to m after p;. Any accesses not associated to states in P will
not contribute to the indirect interference. It will occur either after p” or the indirect interference
will be eliminated by another access to m prior to p”. Note that an access to a memory block m; will
only contribute to the indirect interference if it results in an L1 hit in the absence of preemptions.
Furthermore, m; is only included in L2I?, if its cache age is larger than m in the L2 cache, as
otherwise it will not cause m to age in the L2 cache. This condition is only checked for the first
access to m; after p;, as later accesses will not be affected by the ECBs in the L1 cache. Thus, Lzlﬁ, (s)
is an upper bound on the indirect interference for references resulting in an L2 hit in the absence
of preemptions for the particular trace s. O

We write LZIﬁ,(S) for Uses LZIg, (s). In Section 8.2, we utilize Lemma 6.9 to compute an upper
bound on the aging from indirect interference for L2-UCBs.

7 CRPD Analysis of L1-UCBs

In this section, we will show how an upper bound on the aging from indirect interference for refer-
ences to L1-UCBs can be computed. The state-of-the-art analysis is pessimistic regarding L1-UCBs,
as we have discussed in Section 5.2. We present a novel analysis method for indirect interference on
L1-UCBs that eliminates this pessimism. Note that while the previous section operated on concrete
cache states and system traces, the analysis uses the efficient abstraction of potential cache states
to the maximal block age [14] and thus computes CRPD bounds independent of the particular path
taken through the CFG.

To determine the indirect interference for an L1-UCB m at p, we have to determine a safe bound
on the aging caused by blocks in L1IZ,(S). To this end, we construct a DFA [1, p.597ff]. By for-
mulating the problem as a DFA, we can directly solve the overestimation issue of the indirect
interference Algorithm 1. The pessimism of the state-of-the-art algorithm originated from the fact
that memory references occurring after the analyzed reference are considered to cause indirect
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interference. This overestimation is avoided by our approach as the correct ordering of accesses is
inherent in the DFA.

We use P(M) to denote the power set of M. The domain Dy, 4 of the analysis is the function
space of all mappings from a memory block to subsets of memory blocks:

Ding = {M — PM)}. (13)

An element d; € Dy,q expresses which blocks may cause indirect interference to m, on the
next access to my, by the value d;(m,). Joining two elements of the domain is performed by taking
the union of the interference sets:

di Udy = {(m,di(m) U dp(m)) | m € M}. (14)

The analysis is performed in the backward direction. When formulating the DFA, we use
the words in (out) to refer to incoming (outgoing) edges of a node in the sense of the regular
control-flow.

The data-flow information d,, regarding a block m is transferred over a program location p € P
using the function f?(m,dy,), defined in Equation (15), where m,, is the memory block targeted by
the reference associated to p.

0 ifm, =m

dm U {m,} elseif sety(my) = sety(m)A
MustAgef(mp) < Efl\/\m
MustAge‘f(mp) +ECB,” 2 WA
MustAgeé)(mp) > MustAgeg(m)

dm otherwise

fp(m»dm) = (15)

The first case in Equation (15) checks if the location p accesses the analyzed memory block m.
If this is the case, we reset the potential for indirect interference to the empty set. This is possible,
as the L1 cache is always accessed for every memory access. This means that after an access to the
memory block m it is definitely the youngest block in the L1 cache. Thus, further accesses to this
block may not result in an L1 miss due to a previous preemption. The indirect interference in the
L2 cache need not be transferred for L1-UCBs beyond this point.

The second case checks whether the block m, may cause indirect interference for m. For m,, to
cause indirect interference, it has to be mapped to the same L2 set as m. Directly before the access
to m,, it has to be contained in the L1 cache and the timing analysis must consider the access to
result in an L1 hit, i.e., the maximal LRU age of m, must be less than the number of ways in the
L1 cache. Additionally, to cause indirect interference, m, must potentially be evicted from the L1
cache by the ECBs. Finally, the age of m;, must be higher than m in the L2 cache to cause m to
age. If these conditions are met, the set d,, is expanded by m,,. Otherwise, d,, is unaffected by the
access to my,.

To propagate information backward over a location p, the function f? is applied to every
memory block, as shown in Equation (16), while the information at an outgoing edge is computed
from multiple successor blocks p’ € succ(p) by joining the individual elements, as shown in
Equation (17).

inIndLl[P] = {(m, fp(m» dm)) | (m,dp,) € outruary [P]} (16)
outrnarilp] = u infnari[p’] (17)
p’esucc(p)
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The initial value is the mapping that assigns every block the empty set. The values in[p] and
out[p] are computed iteratively for all p € P until a fixed point is reached. Termination of the
analysis is guaranteed as the transfer function f? is monotonic and the domain Dy, 4 is finite. Only
a finite number of updates may be performed for each program location, thus ensuring termination.

THEOREM 7.1. Given a preemption that occurs at p € P: m will be in the L2 cache at the first access
to m afterp ifCUzp(m) + ECB;n + |ingnar1 [pl(m)| < Wy holds.

Proor. The value CUZP (m) gives the maximal age of the block m in the L2 cache at the first

access to m after p in the absence of preemptions. The direct aging of m due to the preemption at p
- m - m

is limited by ECB, . Thus, CUZP(m) + ECB, 1is an upper bound on the L2 age of m including direct

preemption effects.

A block m; may only cause indirect interference to m if m; € L115(8S) (see Lemma 6.2). In case
L1I5,(S) C injpar1[p](m), the theorem holds due to Lemma 6.2. We show that for m;j € L1I7(8) \
ingnqr1[p](m) the age of m will not increase past CU;(m) due to m;.

Assume that 3m; € L115,(8) \ inppar1[p](m). This means that there exists a trace s € S where
m; € L1IL (s), i.e., the conditions listed in Equation (9) hold for m; on the trace s. Let p; denote the
location where m; is accessed.

We will now examine the three components of the second case in Equation (15):

(1) MustAgefj(mj) <W
(2) MustAgefj(mj) + ECBTJ >W
(3) MustAgegi(mj) > MustAgefj(m).

As mj ¢ inguar1[p](m), one of these conditions must be false. If the first part of the condition is
false, the access to m; will not be considered an L1 hit by the cache analysis and already contributes
toC Uzp (m). m; is thus not a source of indirect interference in this scenario.

The second part of the condition is directly implied by the fact that m; € L1I5,(S) as
MustAgefj (mj) is an upper bound on the L1 cache age of m; at p; on any trace. It will never
be false given m; € L1I2(8).

If the third part of the condition is false, there exists another trace s” € S,s’ # s that contains
the same references to m; and m as s, where m is older than m; in the L2 cache. In this situation,
an L1 cache miss to m; will not cause m to age in the L2 cache as m is already older than m;. The
potential interference of m; toward m is already captured in the value CU! (m).

Hence, the interference from m; is accounted for either in C UZP (m) or by m; € inpuqar1[pl(m)
Consequently, there is no memory block m; € L115,(S) \ infnar1[p](m), that could increase the age
of mbeyond CU? (m)+ECBj, +|ingnar1[p](m)]. We conclude that CU? (m)+ECB, +injaar1[p](m)] <
W; is a sufficient condition to guarantee that m is contained in the L2 cache at the first reference
to m after the preemption at p. O

We modify Equations (2) and (3) to consider the tighter bound on indirect interference as follows.
Instead of the value ColInd?, given by Algorithm 2, the value iny,q1[p](m) is used to determine
whether a memory block may be evicted from the L2 cache.

8 = dyy - CUF(m) + ECB;" > WiA

{meucs]

., (18)
CUL (m) + ECB; +lintnaralplom)] < W}
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Fig. 6. Example for the indirect interference DFA for L1 cache hits.
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P 1o = (o + dig) - | {m € UCBY | cUP(m) + ECBY' 2 Win

o (19)

CUS (m) + ECB, + linguanslp)m)] = W
It follows from Theorem 7.1 that 5p + 5L1 +1o> as defined in Equations (18) and (19), is a safe
bound on the CRPD resulting from L1 hits being degraded to L2 accesses due to a preemption
at p.

Figure 6 illustrates the execution of the DFA on the scenario used in Figure 1, which introduced
indirect interference. As before, we consider a preemption with a single interfering cache block.
The data-flow information is annotated below the cache states, showing the information concern-
ing the cache block M. The information is propagated backward along the edges, beginning at
the rightmost state with the empty set. As it is propagated to the left, the indirect interference
information for M remains the empty set. This corresponds to the first case of the transfer
Equation (15). In the next propagation step, the set of cache blocks potentially causing indirect in-
terference is updated to {A}. This update occurs because the second case of Equation (15) applies:
A is older in the L2 cache than M, and A may be evicted from the L1 cache by a preemption at this
stage. The access to A can cause indirect interference and is consequently added to the data-flow
information. When propagating the information to the leftmost state, block A is removed again
from the indirect interference set, since the access to M refreshes it in the L1 cache. A preemption
at this point would not create indirect interference from A toward M, because the first L1 access
to M happens before the access to A.

8 CRPD Analysis for L2 UCBs

In this section, we will show how the preemption penalty stemming from L2-UCBs can be com-
puted, even if there are multiple references that potentially cause the first L2 access to a particular
cache block after the preemption and accesses may not reach the L2 cache in every situation.

First, we construct a backward DFA that collects all reachable references that result in an L2
hit for every program location p € P in Section 8.1. Then a bound on indirect interference for
L2-UCBs is introduced in Section 8.2. Finally, in Section 8.3, an algorithm to compute the CRPD
from all references to L2-UCBs is presented.

8.1 Determining L2 Access Locations

To analyze how much CRPD can originate from references that are classified as L2 hits in the
absence of preemption, we have to determine where these references are located. We solve this
problem by creating a backward DFA.

Only the first access to a block in the L2 cache after a preemption experiences the direct inter-
ference due to ECBs [36]. However, there may be multiple references that potentially cause the
first access to the L2 cache. To safely estimate the CRPD, we have to consider all candidates for
the first access. For this reason, we define the set Loc in Equation (20).

Loc = {(f,]) | f,l c P}. (20)
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Loc contains pairs of program location subsets. The first element f of a pair (f,/) € Loc corre-
sponds to the possible first L2 access locations after a preemption, while I contains all locations
that may issue the second or later access to the L2 cache. Joining two tuples (fi,/;) and (f2, ) is
realized by the union of the two sets in both tuples:

(fulu(fe, ) =(AAV fo, LU D). (21)

In order to keep track of all L2 hit locations for all memory blocks, we define the DFA domain
Dry as the function space of mappings from every memory block to an element of Loc:

Drr = {M — Loc}. (22)

When a reference resulting in an L2 hit to m € M is encountered during the DFA, the mapped
element d(m),d € Dy is modified. The function t5,((f,1)), defined in Equation (23), updates the
tuple (f,]) according to the access at the location p. We write CAC(p) to denote the CAC of the
reference associated to p. A CAC value of A shows that the second level cache is always accessed,
i.e., it is an L1 miss; a CAC value of N signifies that the L2 cache is never accessed, while the CAC
value U stands for an unknown access behavior.

(f.D if my, # m vV CAC(p) = N
o, ful) else if CAC(p) = A A MustAgel)(m) > W,

th((f,D) = {(f. fUD) else if CAC(p) = U A MustAgel (m) > W, (23)
({pl.fUD  elseif CAC(p) = A A MustAge}(m) < W,

(fUu{p},ful) elseif CAC(p)=U A MustAgeg(m) <W,

In the first case, the mapped value is not changed. t4, leaves (f,[) unchanged under two condi-
tions: (1) the reference associated to p targets a different memory block than m, or (2) the access
never reaches the L2 cache.

The next two cases match if the reference associated to p targets the block m and will not result
in a definite L2 hit. The difference between these two cases is whether the access will always
reach the L2 cache or whether it might be processed at the L1 cache as a hit. If the access will
definitely miss in the L1 cache and always reach the L2 cache, the function ¢/, will set the first
access locations to the empty set and add the previous set of first access locations to the set of later
accesses. This is done as no L2 hits may be affected by direct interference. The direct interference
will be eliminated by the currently analyzed L2 miss.

Otherwise, if the access may hit in the L1 cache, we have to consider both situations. Either
the access results in an L1 hit or an L1 miss. For an L1 hit, we leave the sets of first and later L2
hits unchanged (f, ). In the situation of the L1 miss, we get the same result as in the previous
case (0, f U l). Joining these two potential results gives us (f, ) L (0, fUl) = (f, fUI).

The fourth case considers accesses that will definitely miss in the L1 cache and hit in the L2
cache. In this situation, the current location p becomes the location of the first L2 hit and all
previous first hits are added to the set [, which contains those accesses that may only be affected
by indirect interference.

In case the access may not reach the L2 cache but will result in an L2 hit if it does, we have to
consider multiple scenarios. The first scenario is that the access reaches the L2 cache, this results
in the tuple ({p}, f U ]) as in the previous case. In the second scenario, the access does not reach
the L2 cache; the tuple of hit locations is thus not modified and remains (f, [). Joining the results
of these scenarios gives us (f U {p}, f U ).

The data-flow information is transferred over a location p € P by applying the function ¢, to
every value (m, d,;) contained in the outgoing information:
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Fig. 7. Example for the first access location DFA on a simplified CFG.

inpL[p] = {(m, t5,(dm)) | (m,dm) € outry[p]}. (24)
To compute the data-flow information at the outgoing edge of a node, the information from all
successor nodes are joined (25), where two mappings are joined according to Equation (26).

outpr[pl = | | inpulp’), (25)
p'esucc(p)
dy Udy = {(m, dy(m) L dy(m)) | m € M}. (26)

The initial information for each node is the empty mapping, which assigns each cache block a
pair of empty sets. Using this DFA, it is possible to determine for each program location p which
references to a memory block are L2 hits and can suffer from direct and/or indirect interference.

THEOREM 8.1. For a memory block m, the least fixed point (f,1) of inpL[p](m), computed by the
data-flow analysis, contains all locations with references to m, that may contribute to the CRPD by
being degraded from an L2 hit to an L2 miss. References associated to locationsr € f, may be subject to
direct and indirect interference; references associated to locations r € | may be subject only to indirect
interference.

PrOOF. F%, contains all potential first L2 accesses to m after p that may be subject to direct and
indirect interference (Lemma 6.6). For an access to contribute to the CRPD, it has to be considered
a hit in the timing analysis. Thus, only references r € Ff, with MustAge;,(m) < W, have to be
considered when computing the CRPD.

Assume that r € Fﬁl We know that there exists a trace s € S that traverses the state (p, c},, CIZ))
and continues to location (r, c}, cf), where the access results in an L2 hit. Hence, it is true that
cl(m) = co A c2(m) < Wa. If MustAgeg(m) were to be greater or equal to W,, the access would not
be considered an L2 hit by the timing analysis and could not contribute to the CRPD. Thus, m is
added to the set of first accesses when propagating the data-flow information over (r,cl, ¢?), as
the fourth or fifth case of Equation (23) applies. Furthermore, as the access associated to r is the
first L2 access to m, there is no intermediate state (g, c}l, cfl), that performs an L2 access to m that
always reaches the L2 cache. Hence, for all intermediate states the first, third, or fifth case of the
propagation function t4, applies. It follows that r is not removed from the set of first hit locations.
As no elements are removed from the set on a join operation it follows that r € f. The proof for
references r € L4, is analogous, using Lemma 6.8 and the addition of an intermediate state that
causes r to be added to the set of later L2 hits. ]

Thus, based on the value of inpr[p], we can compute a safe estimate of the CRPD for a preemp-
tion happening at p.

We demonstrate the functionality of the DFA in Figure 7 on a CFG, which is simplified to only
show references to a single cache block. Data-flow information for the targeted cache block is
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annotated at the edges. The accesses in the CFG are named R1 through R5, and their respective
access and hit classification are listed in the corresponding node.

The DFA is performed in the backward direction, meaning that the information is propagated
from R3 and R5 toward R1. On the edge toward R3, R3 is the only potential first L2 cache hit for
the analyzed cache block, with no additional L2 cache hits reachable from this location. Thus, the
data-flow information is equal to ({R3}, 0). The same applies for the edge leading towards R5.

When the data-flow information is propagated over R2, R3 is replaced as the first L2 hit and is
moved to the set of later L2 hits, while R2 is the new first hit: ({R2}, {R3}). This update corresponds
to the fourth case in equation (23). Since the access R4 can result in a cache miss, it is not considered
as a potential source of delay in the CRPD computation. However, the reference R5 is moved to
the second set, which contains L2 cache hits unaffected by direct interference, as the CAC of R4
is A, which means that R4 will definitely miss in the L1 cache and refresh the cache block in the
L2 cache. A preemption before R4 will not thus not create direct interference for R5. Case 2 of
Equation (23) covers this scenario, resulting in: (0, {R5}).

The information of the upper and lower branch are joined by performing the set union, as
defined in Equation (21). Finally, the tuple ({R2}, {R3, R5}) is propagated backward over R1. As R1
will result in an L2 hit, but the CAC is U, the tuple is updated to ({R1, R2}, {R2, R3, R5}), as defined
in the fifth case of Equation (23). This means that a preemption at this point can impact R1 and R2
directly, while R2, R3, and R5 can only be affected by indirect interference.

8.2 Indirect Interference for L2 Hits

The analysis of indirect interference on L1-UCBs as presented in the previous Section 7 is unsuited
to compute the indirect interference for references that are considered L2 hits. This results from
the fact that it is not sufficient to only check the preemption effects on the first L2 access after
the preemption for L2-UCBs. Even after multiple accesses to a memory block m, the indirect pre-
emption effects can evict m from the L2 cache and thus cause a cache miss for the next access.
For this reason, we have to compute an upper bound on the indirect interference for every reach-
able reference targeting m that results in an L2 hit. As we have determined the location of these
references in the previous Section 8.1, we can now focus on determining an upper bound on the
indirect interference.

Determining such an upper bound can be approached from different perspectives. One approach
would be to modify the DFA from Section 7 to operate not on memory blocks but references and
adjust the transfer function accordingly. This would allow us to compute an upper bound on the
indirect interference for each individual reference. However, this approach scales poorly as the
number of reachable L2 hits can be significantly larger than the number of cache blocks (e.g., due
to virtual loop unrolling) and the bound has to be computed for every reachable reference that
results in an L2 hit and every possible preemption location. The required computational effort of
this approach would thus be much larger than for the DFA from Section 7.

We solve this problem by determining an upper bound on the indirect interference for every
reference resulting in an L2 hit, irrespective of the preemption location. This approach can be
implemented using an algorithm that iterates over every program location p € P once and accu-
mulates all potential indirect interference effects for every potential first L2 hit. For each location
p € P, we only have to consider the first L2 hits reachable from p in this algorithm, because for
later L2 hits the indirect interference will have been removed by a previous L2 access.

Algorithm 4 computes the indirect interference on L2 hits and starts by setting the indirect
interference to the empty set for all references (lines 1-3). Then, for every program location it is
determined whether the access on that location can cause indirect interference to another block
(lines 5-8). To cause indirect interference, the blocks must be mapped to the same L2 cache set
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ALGORITHM 4: Indirect Interference on L2 Hits
Result: The indirect interference for references that result in L2 hits.
1 forp’ e Pdo
2 | IndL2y « 0

3 end

4+ forp e Pdo

5 for m € M do

6 if m # my A seta(m) = seta(mp)A

7 MustAgef(mp) <Wi A MustAgef(mp) + E’C\BTP > WA
8 MustAgeg(mp) > MustAgeg(m) then
9 (f.1) « inprlpl(m)

10 forp’ € f do

1 | IndL2y « IndL2y U {m,}

12 end

13 end

14 end

15 end

(line 6). Furthermore, it is checked whether mp is contained in the L1 cache, is considered a definite
hit by the must age analysis, and may potentially be evicted due to the ECBs (line 7). The block
is only considered to cause indirect interference if the L2 must age of m,, is greater to that of m
(line 8). If these conditions hold, the block m,, is added to the indirect interference estimate for
every reachable first L2 hit to m (lines 9-12). The result of the algorithm is the set IndL2, for each
p’ € Pthatis considered an L2 hit. It contains all memory blocks that can potentially cause indirect
interference for the reference at p’.

THEOREM 8.2. Given a preemption that occurs at p € P:

For a reference at location p’ € f,(f,1) = inpr[p](m), m will be contained in the L2 cache at p’ if
MustAge‘g/(m) +J§’C73;n + [IndL2,/| < Wy holds.

For a reference at location p’ € I, (f,1) = inpr[p](m), m will be contained in the L2 cache at p’ if
MustAgef/(m) + [IndL2,/| < Wy holds.

Proor. The proof is very similar to the proof of Theorem 7.1.

We show that it holds for p’ € f. The value MustAgeg,(m) + ]ﬁ;ﬂ is an upper bound on
the cache age of m solely based on the direct effect of preemption. A block mj; may only cause
indirect interference to m if my, € LZI;:,(S) (see Lemma 6.9) and the access to my, is considered
an L1 hit in the absence of preemptions. In case LZI;;,(S) C IndL2,, the theorem holds due to
Lemma 6.9. )

Formy, € LZIIf, (8)\IndL2,, the age of m will not increase over MustAge‘g (m) due to my,. For my,
to be contained in LZI;:, (8) \ IndL2;,, there must be a trace s, where on accessing mj, the L2 age
of my, exceeds the L2 age of m (see the final condition in Equation (12)). my will not be added
to IndL2, if at the location pj, where my, is referenced MustAgegh (mp) < MustAgefh(m) holds.
Thus, there exists a different trace s’ € S,s” # s, where m is older in the L2 cache than mj,. On
the trace s’, my, contributes to the must age of m. This interference is captured by MustAgeg ,(m).
Consequently, MustAgef /(m) + ﬁ;ﬂ + [IndL2,/| < W, is a sufficient condition for the access at
p’, targeting m, to result in an L2 hit.

The proof for the second part of the theorem for p” € [ is analogous. O
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ALGORITHM 5: CRPD from L2 Cache Misses due to a Preemption at p
Result: The delay suffered from L2 hits that are degraded to L2 misses due to preemption.

1 5{2 —0

2 form e @g do

3 Om «— 0

4 (f.D) « inpL[p]l(m)

s | if3p’ e f: MustAgel (m)+ ECBy +|IndL2,y| > W; then
6 ‘ Om — Om +1

7 end

8 for p’ €l do

9 if MustAgegl(m) + |IndL2p/| > W, then
10 ‘ Om — Om +1

11 end

12 end

| O 8+ (O dra)

14 end

8.3 CRPD Computation

The locations of references that may be impacted by direct and indirect effects or only indirect
effects can be determined using the DFA from Section 8.1. Using the analysis of indirect interfer-
ence from the previous Section 8.2, it is now possible to compute a bound on the CRPD. Taking the
information from these two components, we construct Algorithm 5 to compute a safe estimate on
the CRPD from L2 hits that does not suffer from the safety issues discussed in Section 5. In contrast
to Algorithm 3, this Algorithm is capable of dealing with situations where multiple references to
the same block may be the first reference to be executed after a preemption. We denote the CRPD
contribution of L2 hits being degraded to L2 misses due to a preemption at p by 552‘

Algorithm 5 iterates over all memory blocks that are L2-UCBs or may become L2-UCBs in a
location reachable from P (lines 2-14). This is done as these are exactly those blocks that may
contribute to the CRPD due to a degradation from an L2 hit to an L2 miss. The CRPD contribution
from each m € ﬁ@g is denoted by §,, in Algorithm 5.

Instead of determining a singular reference to m that may be executed first after p, we utilize the
DFA from Section 8.1, to determine all locations which are reachable from p and access m resulting
in an L2 hit (line 4). The set f contains references that may be subject to direct interference from
ECB, due to the preemption at p. Notably this includes also those references which occur after
another reference to m that has a CAC of U (see Equation (23)). The set [ contains references that
may be subject to eviction solely due to the indirect effect. Note that f and [ are not necessarily
disjoint.

In lines 5-7, the algorithm checks whether there is a reference to m in f that may be evicted
by the collaboration of direct and indirect preemption effects. m may be evicted from the L2 cache
at p’ € f if its maximal LRU age at p’ plus the direct interferences of E’E‘E;n ECB and the indirect
interference is greater or equal to the number of ways in the L2 cache (see Theorem 8.2). As there
is at most one reference that can be affected by the direct effects of the preemption, it is sufficient
to check for the existence of such a reference. After the first L2 access to m after a preemption,
the block m will be refreshed in the L2 cache. Thus, it will be younger than all ECB. Consequently,
future accesses to m are no longer affected by those ECBs. If there exists a potential first access
that is degraded to an L2 miss due to the preemption, J,, is increased by 1.
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The loop in lines 8-12 checks all references in the set I. The access may result in an L2 miss if
the maximal LRU age of m plus the indirect interference exceeds the number of L2 ways. For each
potential L2 miss, the variable &y, is incremented by 1. The total CRPD from L2 cache hits is then
given by the sum of 5{2 = Om - drs (line 13).

meUCBY
An upper bound on the CRPD can thus be computed by taking the maximal sum of 5{1 + 5{1 w2t
5{2 for any program location p € P:
— P P P
6= X (5L1 + Ot 5Lz) : (27)

As the value 6 varies based on the preempted task and preempting tasks, we denote the CRPD of
task 7 being preempted by ¢ and all higher priority tasks ¢ € hp(p) as d;,,. The WCRT of a task 7
can be computed iteratively using Equation (28) [9]. If the value WCRT*! exceeds the deadline of
7, the iteration can be stopped as the task, and by extension the whole system, is not schedulable.

WCRT!

WCRT*! = WCET, + —
’ Z {Period(tp)

w - (WCET,, + 6¢,) . (28)
pehp(z)

9 Evaluation

To evaluate the performance of the presented analysis, we integrated it in a WCET-aware C Com-
piler [13]. We compare the performance of the presented analysis to the two other approaches for
non-inclusive caches: Chattopadhyay and Roychoudhury [10], which we refer to as the baseline
analysis, as well as the state-of-the-art from Rashid et al. [36].

We modified the state-of-the-art analysis to be able to handle situations with multiple possible
first accesses. This was done as every analyzed task set contained at least one situation in which
there are multiple possible first references or first L2 accesses. As the state-of-the-art [36] approach
does not consider such situations, the analysis failed, preventing us from creating a meaningful
comparison to the presented analysis. We used the presented Algorithm 5 instead of Algorithm 3
to compute the contribution of L2 hits to the CRPD. We adapted Algorithm 5 for this application to
use the indirect interference values as computed by the state-of-the-art. Furthermore, we modified
Algorithm 1 to iterate over all potential first accesses (cf. line 6 in Algorithm 1) and accumulate
the results for every potential first access. All other details of the approach were implemented as
defined in [36]. These adjustments allowed us to compare the performance of the state-of-the-art
approach to the presented analysis, even in the presence of multiple first accesses to a particular
block (see Section 5.3.1). Note that even with these modifications, the analysis [36] is not safe as
the issue described in Section 5.1 persists: the analysis does not account for the CAC of L2 cache
accesses and can underestimate the indirect interference.

The target architecture in our evaluation consists of a single core, with a two-level instruction
cache hierarchy. The core features a 3-stage in-order pipeline using the ARMv4T instruction set.
Both cache levels use the LRU replacement policy and have a cache block size of 64 bytes. The
access timings are 1 cycle for an L1 hit, 10 cycles for an L2 hit and 100 cycles for an L2 miss. The
same timings were used in the evaluation of the state-of-the-art approach [36] and are typical
timings according to the reference manual of the ARM PL310 cache controller [27]. We abbreviate
this timing configuration as the 1/10/100 timing,.

To increase the analysis precision, we activated virtual-inlining and virtual-unrolling with a
maximal context number of 3. This means, that the analyzer differentiates between the first, second,
and all following iterations of a loop.

As the benchmarking programs, we used tasks from the MRTC benchmark suite [19], which are
also used in other literature for two-level CRPD analyses [10, 36, 47]. We randomly generated 100
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Fig. 8. Schedulability of 100 analyzed systems with 10 tasks per core with 1 KB L1 and 4 KB L2 cache. The y-
axis shows the ratio of schedulable systems for different utilization values on the x-axis. (a) shows the results
for 1-way L1 and 2-way L2 cache; (b) for 2-way L1 and 4-way L2 cache; (c) for 4-way L1 and 8-way L2 cache.

task sets containing 10 tasks. The task periods were generated using the UUnifast approach [8].
We used rate-monotonic scheduling to assign a priority to every task [30].

The performance of the different approaches was measured using the schedulability fraction,
which describes how many of the analyzed task sets were schedulable according to Equation (28).
We present our results in Figures 8-10. On the x-axis the utilization value u is shown. It is computed
asu = )., r(WCET(t)/Period(t)), where WCET(7) is the WCET of 7 and Period(7) is its period.
We evaluated utilization values between 0.7 and 1.0. The y-axis shows the fraction of schedula-
ble task sets. The schedulability without considering the CRPD is depicted by gray triangles, the
presented analysis as green dots, the state-of-the-art [36] as blue crosses, and the baseline [10] as
orange squares.

In Figure 8, the evaluation results for a 1 KB L1 and 4 KB L2 cache are shown. We evaluated three
different settings for the cache associativity. Figure 8(a) corresponds to a direct mapped L1 cache
and a 2-way set associative L2 cache. In Figure 8(b), the associativity is set to 2-ways for the L1 and
4-ways for the L2 cache. The highest evaluated associativity is shown in Figure 8(c), where the L1
cache is 4-way associative and the L2 cache is 8-way associative. We call these parameter settings
the low, medium, and high associativity configuration. The gray markers show the theoretical
upper limit for the schedulability, if no CRPD would occur. The baseline analysis [10], shown in
orange, produced the lowest schedulability ratio of the three approaches. We use percentage points
(pp) to measure the increase in schedulability. For example, increasing the number of schedulable
systems from 40 to 50, out of the 100 total systems, corresponds to a 10 percentage point increase.

The state-of-the-art approach [36], shown in blue, improved the average schedulability by 6.2
pp, 4.6 pp, and 4.3 pp for the low, medium, and high associativity setting over the baseline.

Additionally, it can be seen that the presented analysis yielded significant improvements over
the state-of-the-art. We observed an average increase in schedulability of 6.9 pp, 5.8 pp, and 3.8 pp
for the low, medium, and high associativity setting over the state-of-the-art. The maximal increase
in task set schedulability lies between 11 pp and 14 pp depending on the cache associativity. The
largest improvement of 14 pp was observed at u = 0.9 with low associativity, as seen in Figure 8(a).
Using the state-of-the-art analysis, 42 systems are schedulable, while 56 systems are schedulable
when computing the CRPD using the presented analysis.

Table 1 shows the decrease of the CRPD values compared with the state-of-the-art. Note in
particular that the minimal reduction for the medium associativity is negative. This means that
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Table 1. CRPD Reduction Over the State-of-the-Art for 1TKB L1/ 4KB L2 Caches

Associativity (L1/L2) Maximal Reduction Average Reduction Minimal Reduction

1/2 75.0% 6.7% 0%
2/4 90.9% 6.2% -5.5%
4/8 84.2% 3.4% 0%

Table 2. CRPD Reduction Over the State-of-the-Art for 2KB L1/ 8KB L2 Caches

Associativity (L1/L2) Maximal Reduction Average Reduction Minimal Reduction

1/2 82.8% 2.7% 0%
2/4 76.5% 2.3% -3.9%
4/8 71.7% 1.7% -0.7%

A NoCRPD e Presented Analysis X Rashid etal. [36] ~ m Chattopadhyay & Roychoudhury [10]
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Fig. 9. Schedulability of 100 analyzed systems with 10 tasks per core with 2 KB L1 and 8 KB L2 cache. The
y-axis shows the ratio of schedulable systems for different utilization values on the x-axis. (a) shows the
results for 1T-way L1 and 2-way L2 cache; (b) for 2-way L1 and 4-way L2 cache; (c) for 4-way L1 and 8-way
L2 cache.

the CRPD value computed by the presented analysis was 5.5% higher than the value given by the
state-of-the-art method. This increase occurred in a system where the task adpcm is preempted
by the task bs. The CRPD increased from 1629 to 1719 cycles. The increased CRPD value could be
due to the unsafety of the state-of-the-art, but it may also be the case that the presented analysis
is slightly more pessimistic in this particular situation.

In Figure 9, the evaluation results for a 2 KB L1 cache and 8 KB L2 cache are shown. As for
the smaller cache size, we analyzed three different associativity settings in Figure 9(a)-9(c). The
state-of-the-art yielded on average 6.4 pp / 7.2 pp / 3.5 pp higher schedulability over the baseline
for low / medium / high associativity. In contrast to the smaller cache size, the gap between the
presented analysis and the state-of-the-art is smaller. An average improvement of 3.8 pp / 1 pp
/ 0.9 pp for low / medium / high associativity was observed. The maximal improvement of the
presented analysis over the state-of-the-art was 7 pp / 3 pp / 4 pp. Hence, we conclude that in this
larger cache configuration, the overestimation of the indirect interference in the state-of-the-art
is less impactful on the schedulability than for smaller caches.

Table 2 shows the CRPD reduction using the presented analysis over the state-of-the-art for the
1KB L1/ 8 KB L2 cache configuration. The presented analysis achieved an average CRPD reduction
of 2.7%/ 2.3% / 1.7% over the patched, but unsafe, state-of-the-art analysis. As also visible in Table 1,
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Fig. 10. Schedulability of 100 analyzed systems with 10 tasks per core for different L1 hit / L2 hit / L2 miss
timings. (a) shows the results for 1/10/50 cycles; (b) for 1/50/100 cycles; (c) for 1/10/200 cycles.

there are situations in which the presented analysis yields a larger CRPD value compared with the
state-of-the-art. The maximal increase, from 4572 to 4752 cycles, was realized in a system where
the task cnt is preempted by the task bsort100.

We note that, for all analyzed system, the presented analysis dominated the state-of-the-art.
Even though the CRPD estimate was slightly increased for some task combinations, there was no
system which the state-of-the-art classified as schedulable, which was unschedulable using the
presented analysis.

Comparing the cache size and associativity configurations using the presented analysis, we ob-
serve that the small cache with low associativity yielded the lowest schedulability of an average
63.2%, while the highest average schedulability occurred for the larger cache with high associativ-
ity at an average of 74.2%.

We also evaluated a cache size configuration of 4 KB L1 and 16 KB L2 cache. In this configura-
tion, the performance difference between the three approaches diminished. At most, there was a
2 pp improvement of the presented analysis compared with the state-of-the-art. As the cache size
increases, the code of the benchmarks fits more easily into the cache causing fewer conflicts. Thus,
the precision difference in the analysis methods plays a less important role in system schedulability.
On average, the total code size of the task sets was 26.3 KB.

In addition to experiments on the cache size, we explored the impact of the cache access timings.
We show the results for a 1 KB L1 and 4 KB L2 cache with 2-way / 4-way associativity in Figure 10.
A timing configuration of 10 cycles for an L2 hit delay and 50 cycle L2 miss delay is evaluated in
Figure 10(a). Figure 10(b) shows a 50 cycle L2 hit and 100 cycle L2 miss configuration. The final
timing evaluation in Figure 10(c) was made with a 10 cycles L2 hit and 200 cycle L2 miss setting.

For these timing configurations, the average improvement in schedulability by the presented
analysis over the state-of-the-art was 3.3 pp, 2.6 pp, and 6.8 pp, respectively. Recall, that the im-
provement for the default 1/10/100 timing was 5.8 pp. For the two timing configurations 1/10/50
and 1/50/100, the difference between an L2 hit and L2 miss is smaller than for the default 1/10/100
timing. It is also for these combinations, that the average improvement was reduced. Whereas, for
the slower L2 miss timing of 200 cycles, the average improvement increased from 5.8 pp to 6.8 pp.
This observation is congruent with the optimization we made to the state-of-the-art regarding
indirect interference. Indirect interference causes L2 hits to be degraded to L2 misses, thus an im-
provement in the estimation of indirect interferences will scale with the timing ratio between an
L2 hit and an L2 miss.
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Table 3. Average Runtime of a CRPD Analysis for a System Containing 10 Tasks in Seconds

Size (L1/L2) Associativity (L1/L2) Baseline [10] SotA [36] Presented Analysis

1/2 12.2 s 70.7 s 7.5s
1KB/4KB 2/4 11.2 s 82.0s 7.7 s
4/38 119s 92.4s 7.7 s
1/2 10.7 s 76.0 s 8.2s
2 KB/ 8 KB 2/4 9.6 s 82.5s 8.4s
4/8 9.7 s 90.4 s 83s

To compare the required computational effort, we measured the time required to analyze each
system with all three analysis approaches. We performed the evaluations on an Intel Xeon Server
with 48 cores running at 3.2 GHz. Every analysis was limited to utilize only a single core. To
increase the performance, the analysis could be performed in parallel for every task, as it only
requires knowledge of the number of ECBs from preempting tasks for each cache set.

The results are shown in Table 3. Each measurement corresponds to one CRPD analysis of a
system independent of the other analyses. The average runtime of the presented analysis is com-
parable to the baseline approach of Chattopadhyay and Roychoudhury [10]. The baseline analysis
required, on average, between 9.6 s and 12.2 s, while the presented analysis took, on average, be-
tween 7.5 s and 8.4 s. We call these runtimes comparable, as the relatively small difference in
absolute runtime may depend on technical implementation details.

In contrast, the state-of-the-art analysis required substantially more time to complete. The av-
erage overhead lies between 9.3x and 12.0X compared with the presented analysis. The main
contributors to the runtime of the state-of-the-art analysis were determining the first access to a
memory block and collecting all possible locations between the analyzed location and the poten-
tial first accesses to that memory block, i.e., the function GetProgramPoints(P, FAfny) (see lines
3-4, Algorithm 2). The presented analysis does not contain this bottleneck, as the set returned
by GetProgramPoints(P, FAPmy) is never explicitly determined. Instead, by performing a data-flow
analysis to determine potential indirect interference, the relevant locations are considered implic-
itly by propagating the data-flow information over these locations.

10 Conclusion

In this article, we demonstrate that the state-of-the-art [36] approach for CRPD analysis in
two-level non-inclusive caches is flawed. To provide a solid foundation for new analyses, we
introduce the concrete semantics of CRPD in two-level non-inclusive caches. Using the concrete
semantics, it is possible to argue about the impact of preemption effects at the level of program
traces.

Upon this foundation, we construct a novel CRPD analysis for two-level non-inclusive caches
and prove its safety. In contrast to the state-of-the-art, we consider the CAC of accesses to the
L2 cache and handle scenarios in which multiple references potentially issue the first access to a
cache block after a preemption. Furthermore, we eliminated pessimism in the analysis by taking the
ordering of accesses into account. Thus, a tighter bound on the indirect preemption effects can be
computed. In our evaluations, we observed significant improvements in task set schedulability for
small cache configurations. Schedulability was increased by up to 14 percentage points compared
with the state-of-the-art.

In the future, it would be interesting to compare the CRPD values computed by the presented
analysis with the context-switching costs measured on a real-system or observed in a simulation.
This evaluation could show how tight the bound given by the presented analysis is compared with
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the actually occurring CRPD and thus show how much room there is for improvements in the
analysis precision.

In order for the presented analysis to be applicable to a system it has to satisfy several require-
ments, as discussed in Section 3. These limitations need to be addressed in future work in order to
broaden the applicability of the presented analysis to COTS processors.

This article and all previously published works on two-level CRPD analysis [10, 36, 47] have fo-
cused on instruction caches. In the future, data caches need to considered. Data caches are harder
to analyze than instruction caches because the target address of memory accesses to data objects
may be difficult to determine precisely. This is the case in particular for input dependent data
accesses. As memory accesses with uncertain target addresses are currently not supported, the
presented analysis requires that both cache levels are instruction-only caches. While current pro-
cessors commonly feature separated data and instruction caches at the first level, the second level
cache is often unified. Thus, further research needs to be performed to handle data caches and
consider the impact of data accesses in a unified L2 cache.

The LRU replacement policy has been recommended for real-time systems due to its high pre-
dictability [43]. However, commercial processors frequently implement different strategies. An
extension of the presented analysis to other replacement policies, such as first-in-first-out replace-
ment, could increase the applicability of the presented analysis.

The presented analysis considers systems with a single processor core. Multi-core systems often
share the last-level cache between multiple cores. Sharing the second-level cache causes inter-core
interferences, which leads to additional L2 cache misses. Chattopadhyay and Roychoudhury [10]
proposed to account for inter-core interference in the CRPD analysis by counting the number
of conflicting cache blocks accessed by interfering cores. However, it has been shown that this
approach can be overly pessimistic when analyzing shared cache interference [15, 16, 33, 46].
Further research is needed to integrate the precise analysis of CRPD and shared cache
interference.
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