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Abstract
Constant-time implementations are a popular approach for defending against cache-timing attacks. It

is necessary to verify the resulting executables of such implementations, because the compiler might

introduce timing side-channels during code optimization, leaving the program vulnerable even though

the source code has no indication of possible timing side-channels. This thesis proposes a novel ap-

proach for formally verifying executables to be constant-time, by developing a type system for scVerif’s

low-level, assembly-like intermediate language, which features explicit leak statements. The resulting

type checker can detect timing side-channels for arbitrary leakage models, including data-dependent

instruction timings. However, the implementation needs further work before it can be applied on real

world cryptographic implementations. Once a better implementation of the approach exists, it can eas-

ily be used for automatic checks of executables for cache-timing side-channels. Users only have to

specify the initial secrecy of every variable using easy to use source code comments.
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1 Introduction
The runtime behavior of a given implementation might differ for some inputs. This is important since

it can be exploited to learn confidential values by observing the runtime behavior on different (confi-

dential) inputs.

An attacker can perform attacks on the program and potentially extract its entire secret key, if the

timing differences can be correlated to confidential data. Such cache-timing attacks have already been

applied on implementations of AES [11], RSA [38], DSS and Diffie-Hellman [21]. Even worse, these

measurements can be done remotely [15, 13]. Information leaking through timing characteristics of

programs is also called timing side-channel.

To prevent timing side-channels, hardware-based and software-based countermeasures are used.

Software-based countermeasures are usually easier to deploy than hardware-based countermeasures

and are therefore often preferred, with constant-time programming (Section 2) being the most popular

defense [10].

There are many tools to verify the correctness of constant-time implementations. Some work by an-

alyzing the source code of programs [6, 3], while others are implemented as compiler plugins [5, 30].

But they are not enough, because there is no formal guarantee of the software-based countermeasures

not being optimized away by the compiler [31]. There are even examples, where constant-time imple-

mentations are optimized away (see Section 2.2). This means that the results of the software-based

countermeasures may not apply to the final executable. Additionally, they leave out instruction-based

timing side-channels (Section 2), that are related to the instruction set architecture (ISA) of the machine

running the program, of which the tools have no knowledge about.

Some tools do analyze the final executable after compilation [2, 29] to resolve both issues. Unfor-

tunately, they do not provide any formal guarantees like the previous ones1. The tool from [29] for

example gives no guarantee, because it only tells the user whether all timing differences, for one given

test vector and sample size, are within a certain threshold (t-test).

So there is a gap between formal high-level tools and informal low-level tools. Existing tools can

either prove the correctness of constant-time implementations for high-level languages with no guar-

antee for the executable or work with executables without any formal guarantees.

This thesis intends to narrow the gap by considering how cache-timing side-channel resilience can be

verified on executables for specific hardware architectures. Solving this problem allows to reduce the

gap between high-level and low-level tools by providing the formal guarantees offered by the high-level

tools with the precision of the low-level tools. A novel approach needs to capture the data-dependent

1if the compiler is to be trusted
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1 Introduction

timing of instructions as well.

Section 3 explains how a type system (TS), designed for verifying constant-time implementations writ-

ten in a high-level language, can be applied to a low-level, assembly-like language. The TS is extended

to capture side-channel leakages of variable-timing instructions. Its type checker cannot infer the initial

security types of all variables itself, Section 4 completes the approach by providing different methods

for aiding the type checker with this problem.
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2 Constant-Time Programming
Constant-time programming means writing software in such a way that the timing side-channel be-

havior of the program does not depend on secret data. It guards against remote attacks as well as

attacks from the same machine, in a potentially concurrent execution (multithreading on same proces-

sor core) [8], if implemented properly. There are three main causes for timing side-channels:

Data-dependent control-flow can leak secret data when the conditional expression of a control-

flow statement depends on secret data. This can leak information in three ways: An attacker can derive

which branch was taken, if one branch takes longer to compute than the other. This way the attacker

is able to deduce some additional information about the secret data that was used in the conditional

expression. Furthermore, there is explicit information-flow when the value of secret data is assigned to

a publicly available variable, e.g. if sec > f oo then pub = sec. An attacker can then directly read the

secret value through pub, if it is used in an operation that leaks its value through a timing side-channel

or provided as an output to the attacker. There is also implicit information-flow, where the value of a

public variable depends on secret data, e.g. if sec > f oo then pub = 42 else pub = 17. The attacker

might not know the value of sec by observing pub through a side-channel, but can still derive whether

it was bigger than f oo or not. Furthermore, if the variable is not only observable but also modifiable,

the attacker can initially set it to 0 and then increment it, until the condition is no longer fulfilled and

the variable gets assigned to another value. At this point the attacker can conclude that sec and pub

had the same value before the assignment.

Data-dependent memory accesses can leak secret data when it is used as an index while

accessing an array or a collection, i.e. a memory access happens. Here, some values might be in a

cache reducing the access time drastically or are not in a cache, resulting in the opposite. The timing

difference between a cache-hit and cache-miss can vary by up to a factor of 100, for some hardware

architectures [24]. This behavior has already been exploited for cache-timing attacks on AES [11],

RSA [38], DSS and Diffie-Hellman [21].

Data-dependent instruction timings of the hardware emerge when instructions like multipli-

cation or division behave differently depending on their operands. For division, for example, the time

to compute an operation can almost double in extreme cases [19]. Even though the difference in cycles

might be relatively small, if the program involves heavy use of these or similar operations, this will add

up. In practice, these are often ignored, because they are entirely hardware-dependent and difficult to

detect. What might be a constant-time operation on one ISA, might not be constant-time on another.

3



2 Constant-Time Programming

Furthermore, the manuals of ISAs can be incomplete in regards to timing characteristics. It is possible

that an operation is constant-time for most operands, but for some special cases that are not mentioned

in the manual, the instruction is not constant-time [16].

In this setting constant-time programming means that programs do not branch on secret data, do not

perform memory accesses based on secret data, nor use instructions with data-dependent timings for

computations on secret data.

2.1 Countermeasures against Timing Side-Channels
This section gives a brief overview of countermeasures against cache-timing attacks and how typical

constant-time implementations look like.

Preventing secret-dependent control-flow Secret-dependent control-flow can be replaced by

arithmetic expressions and masks.

Listing 2.1 shows a function that returns either the value of a or b depending on whether coin is 1 or

0 respectively. It is not constant-time, because it branches on the secret value coin causing an implicit

information-flow to the return value of the function.

1 /**

2 * @param a public

3 * @param b public

4 * @param coin secret

5 * @return public

6 */

7 int select (int a, int b, int coin) {

8 return coin ? a : b;

9 }

Listing 2.1: Conditional assignment branching on secret data

If we rewrite it to Listing 2.2, there is no more branching at all and consequently no implicit

information-flow from coin to the return value. However, it is still not guaranteed to be constant-time,

because it uses multiplication.

1 /**

2 * @param a public

3 * @param b public

4 * @param coin secret

5 * @return public

6 */

7 int mul_select (int a, int b, int coin) {

8 return a*coin + b*(1-coin);

9 }

Listing 2.2: Conditional assignment without branching

4



2.1 Countermeasures against Timing Side-Channels

Preventing secret-dependent instruction timings Instructions with varying timing character-

istics should generally be avoided, if possible. For some instructions there are constant-time versions

like “cmov” for “mov”, the x86 move instruction [14]. AES even got its own instruction set (AES-NI)

on Intel CPUs, making cache-timing attacks on it near to impossible [26].

Coming back to our previous example, Listing 2.2: For multiplication the cycle count can depend on

its operands [19] and both multiplications depend on secret data. We cannot make a formal argument

about its runtime without knowing the target machine the code will run on. It might coincidentally be

constant-time, because the instruction could be constant-time on that particular ISA, but it might as

well not be. To be totally safe, we need to rewrite the function once more to a version like Listing 2.3.

1 /**

2 * @param a public

3 * @param b public

4 * @param coin secret

5 * @return public

6 */

7 int bit_select(int a, int b, int coin){

8 int mask = -coin;

9 return (a & mask) | (b & ~mask);

10 }

Listing 2.3: Constant-time implementation of Listing 2.1

Now, the function is constant-time, because it does not branch (on secret data), does not feature any

“leaking” instructions with secret data, nor performs any memory accesses based on secret data. Thus,

it is resilient against cache-timing attacks.

Preventing secret-dependent memory accesses Secret-dependent memory accesses can

be avoided by iterating over the entire memory region (e.g. array or collection) and then performing

the same rewriting we did in the conditional assignment example of Listing 2.3. Iterating over lots of

elements is pretty inexpensive, however, all the arithmetic computations impose an overhead increasing

the total accesses time noticeably. An alternative to this would be to use stealth memory. It can be used

to grant processes designated cache lines that no other processes can access [28]. This way, attacks

like Flush+Reload [37], Evit+Time and Prime+Probe [27], targeting processes on the same machine

using shared caches, no longer work, while still having the performance benefit of using fast caches.

Consider the function given in Listing 2.4, it is merely a wrapper for the “[]”-operator used to access

arrays. Furthermore, it is not constant-time, because it uses secret data for memory accesses.

5



2 Constant-Time Programming

1 /**

2 * @param array public 4

3 * @param index secret

4 * @return public

5 */

6 int arrayAccess(const int array [4], int index){

7 return array[index];

8 }

Listing 2.4: Wrapper function performing array accesses

Using the previous mentioned approach, we can rewrite it to Listing 2.5 by accessing the entire array

and using a mask to write the value of the desired position into the return value.

1 /**

2 * @param array public 4

3 * @param index secret

4 * @return public

5 */

6 int ct_arrayAccess(const int array[4], int index){

7 int result = 0;

8 for(int i=0; i<4; i++){

9 int value = array[i];

10 // result = ct_select(value , result , i==index)

11 int isCorrectPosition = i == index;

12 int mask = 0 - isCorrectPosition;

13 result = (value & mask) | (result & ~mask);

14 }

15 return result;

16 }

Listing 2.5: Constant-time array access

2.2 Verifying Constant-Time Implementations
Just applying these rewritings is not enough and can be quite error-prone. When trying to fix a side-

channel vulnerability in TLS [25], a new vulnerability called Lucky 13 [4] was introduced to OpenSSL.

Trying to fix Lucky 13, a third vulnerability [32] then got introduced [14]. Two years after the discovery

of Lucky 13, Eisenbarth et al. discovered a new side-channel not considered by [4] and thus were able

to “resurrect” Lucky 13 again [20]. This is a prime example showing that it is extremely important to

verify constant-time implementation instead of manual security assessment. It remains questionable

whether these security vulnerabilities could have been detected with fuzzing techniques.

There are multiple tools for verifying programs to be constant-time [5]. They all work on different

stages of a programs life cycle. Some analyze the source code (e.g. C) statically [6, 3], others are

implemented as compiler plugins [5, 30]. All of these share a common problem: they don’t check the

resulting program assuming that the compiler behaves nicely.
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2.3 Constant-Time as a Formal Security Property

General-purpose compilers are aware of safety properties, e.g dereferencing a null-pointer and will

warn the user about them. Information-flow cannot be reduced to safety properties in general [18], but

constant-time is a carefully refined safety property, which is eligible to type checking approaches [5,

12]. However, general purpose compilers do not do this out of the box. They require special plugins

like [14, 5] to do so. Thus, for most compilers, it may happen that software-based countermeasures get

optimized away to code that is no longer constant-time. Consider the following example from [14]:

When compiling Listing 2.3 with the flags -O2 -m32 -march=i386 -static-libgcc, gcc (Listing 2.6)

and clang (Listing 2.7) will produce different assemblies. While the assembly from gcc mirrors the

source code implementation,

1 mov 0x8(%esp),%ecx

2 mov 0x4(%esp),%eax

3 xor %ecx ,%eax

4 movzbl 0xc(%esp),%edx

5 neg %edx

6 and %edx ,%eax

7 xor %ecx ,%eax

8 ret

9 xchg %ax ,%ax

Listing 2.6: Listing 2.3 compiled using gcc -O2 -m32 -march=i386 -static-libgcc

clang optimized the entire computation (countermeasure) away and replaced it with a conditional

jump.

1 cmpb $0x0 ,0xc(%esp) ; conditional

2 jne 11ae ; jump!

3 lea 0x8(%esp),%eax

4 mov (%eax),%eax

5 ret

6 lea 0x4(%esp),%eax

7 mov (%eax),%eax

8 ret

Listing 2.7: Listing 2.3 compiled using clang -O2 -m32 -march=i386 -static-libgcc

In this example, the compiler transformed the code back to the version the countermeasure tried to

mitigate.

While Barthe et al. developed a general method for verifying compiler optimizations to preserve

constant-time countermeasures [10], their method currently has not been applied to sophisticated, real-

world compilers [31]. Thus, it is necessary to check the resulting executable (or rather its disassembly)

after the compilation. Without, there is no formal guarantee that the result of a source code analysis

applies to the final executable.

2.3 Constant-Time as a Formal Security Property
In order to verify constant-time implementations, we need to formally define what it means for a

program to be constant-time. Before doing so, it is necessary to explain what leakage models are.
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2 Constant-Time Programming

We will follow a similar definition to the one presented in [5]:

Definition 1 (Leakage Model). A leakage model consists of assumptions on what kind of instructions

leak which information.

In the context of timing side-channels, this means that leakage models describe which instructions

have a varying influence on the runtime of a program and consequently leak information. The most

frequently used ones model the following side-channel behaviors [10]:

1. The program counter model (PCM) models data-dependent control-flow, by assuming that all

evaluated control-flow guards of a program are leaked.

2. The memory obliviousness model (MOM) models data-dependent memory accesses, by assum-

ing that the address of every memory access is leaked.

3. The constant-time policy (CTP) is the result of combining PCM and MOM.

4. The cost obliviousness model (COM) models data-dependent instruction timings by assuming

that the number of cycles each instruction takes during execution is leaked.

5. The constant-time with cost model (CTC) is the result of combining CTP and COM.

In the following constant-time always refers to Definition 2 inspired by [5]:

Definition 2 (Constant-time). Let P program, ℑ(P) the set of all possible secret inputs for P and

λm(P,x) all observable leakages of P(x) within the leakage model m.

P constant-time ⇐⇒ ∀x,y ∈ ℑ(P) : λm(P,x) = λm(P,y).

A program is constant time if and only if the observable leakages for any two executions with dif-

ferent secret inputs are indistinguishable. It is also said that secret data is non-interfering with the

leakages and thus with the runtime of the program, according to the specified leakage model.

This ensures that the behavior of the program, which is observable through timing side-channels,

cannot be correlated to secret data. The program’s runtime may still vary depending on its public

inputs, but an attacker cannot exploit it, because the entire observable behavior is only correlated to the

attacker’s own manipulations.

This thesis uses CTC as the default leakage model, if nothing else is mentioned. Using this leakage

model guarantees that a program is protected from cache-timing attacks, if it is constant-time [8].

Consider Listing 2.8 as an example.

8



2.3 Constant-Time as a Formal Security Property

1 /**

2 * @param a secret

3 * @param b public

4 * @return public

5 */

6 bool stringsAreEqual (string a, string b) {

7 for (int i = 0; i < a.length (); i++) {

8 if(a[i] != b[i]) return false;

9 }

10 return true;

11 }

Listing 2.8: Compares if two strings are equal

This program is not constant-time, because it branches on secret data (a). To prove this, we need to

find two secret inputs causing different leakages1. For the first input, calling stringsAreEqual("secret",

"foobar"), the program starts by comparing “f” and “s”, notices that the characters differ, leaks f alse

according to the PCM and aborts the comparison early (line 8). The total leakages are [ f alse]. Whereas

for the second input, calling stringsAreEqual("foopar", "foobar"), the first three characters are equal,

so three times true gets leaked. The characters at the fourth position don’t match, so f alse is leaked

and the comparison gets aborted. Here, the total leakages are [true, true, true, f alse].

Using the notation from definition 2, we may simply write:

τCTC(stringsAreEqual(” f oobar”,”secret”)) = [ f alse]

6=

τCTC(stringsAreEqual(” f oobar”,” f oopar”)) = [true, true, true, f alse]

We found two secret inputs, “secret” and “foopar”, causing different leakages. It proves the program

not being constant-time and consequently vulnerable to cache-timing attacks. This small example

does not prove but demonstrate that non-constant-time programs are also non-constant-time within

the used leakage models. It is therefore assumed that the leakage models reflect timing side-channel

behavior, emerging in practice, sufficiently. If a program is constant-time within a model, then the

executable is constant-time in as well, making model-based formal methods appropriate for verifying

implementations.

1leaks from the loop checks are omitted for readability
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3 Verifying Constant-Time Implementations
The previous section shows how constant-time can be formally expressed. It then demonstrates how

this definition can be used to prove that a program is not constant-time, by providing two different

secret inputs for which the resulting leakages differed. Proving programs to (not) be constant-time can

be automated. In order to show that a program is constant-time, it is necessary to show that for all

possible secret inputs, the resulting leakages for every leakage model stay the same, i.e. secret data is

non-interfering with the resulting leakages statements. Therefore, all leakages can only be caused by

public data. This is the same as saying that leaking statements can only be called with public inputs. By

viewing secret and public as security types (taints), this problem can be considered as a type checking

problem. Instead of checking if the types of a function’s parameters match the signature (or parameter

requirements), we check if the secrecy of all values matches the function’s secrecy requirements. In

doing so, we prove secure information-flow.

3.1 Constant-Time and Secure Information-Flow
The TS of [35] was the first type system for verifying secure information-flow. It can be used to verify

non-interference between all secret and public data in a program. In other words, it gives us a formal

guarantee that if a program can be typed with the rules of the type system (i.e. it is typeable), its secret

variables don’t influence its public variables and vice versa. It establishes a formal proof, where the

application of typing rules are the steps of the proof.

Definition 3 (Type System). Let T = {secret, public} with public≤ secret be a set of ordered security

types, where public is a lower type than secret1. Let τ : S→ T be a mapping from statements to security

types. Then (T,τ) is a type system.

Example how a type checker for the TS of [35] (TS0) would work. Let τ be a simplified version of

the original typing rules consisting of the following rules:

Γ ` e1 : t Γ ` e2 : t ′
(arithmetic)

Γ ` op(e1,e2) : max{t, t ′}
(3.1)

Γ ` e : t Γ ` e′ : t ′ t ′ ≤ t
(assignment)

Γ ` e← e′ : t
(3.2)

Γ ` e : t Γ ` c : t ′ Γ ` c′ : t ′′ t ≤ t ′∧ t ≤ t ′′
(if )

Γ `if e then c else c′ : max{t ′, t ′′}
(3.3)

1T is a lattice
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3 Verifying Constant-Time Implementations

We will use the program "if x = 1 then y← 1 else y← 0" with τ(x) = secret as an example. The

checker identifies that there is a statement of the form "if expression then command else other_command".

According to Rule 3.3, we first have to type the expression "x = 1". τ(x) = secret and τ(1) = public.

Using Rule 3.1 the entire expression gets typed as max{secret, public} = secret. Now, Rule 3.3

constrains both command and other_command to have at least a type of secret, to avoid implicit

information-flow. Otherwise an attacker could deduce the value of x, if y would be public, because

the value of y depends on the value of x. Consequently, the type checker needs to verify that command

("y← 1") and other_command ("y← 0") can be typed as secret. For assignments this is only true when

the left-hand side has type secret (Rule 3.2). Thus, if τ(y) = secret, the program is typeable ensuring

that secret data is non-interfering with public data, else the opposite is verified.

The property verified by the typing rules is not what we are looking for. The main purpose of the

type system is to verify secure information flow. Like constant-time, this can be expressed as a form

of non-interference. However, it does not mean that they are equal or that TS0 implies constant-time,

because the PCM being a part of constant-time is more restrictive than secure information-flow, when

it comes to branching. Secure information-flow allows branching on secrets, as long as both branches

contain only statements that are typed as secret. The PCM disallows branching on secrets entirely, to

avoid unbalanced branches.

Thus, a program can be information-flow secure in this TS but not be constant-time in practice: "if
input[0] = secret[0] then value = input[0] + input[0] + secret[2] else value = 7" is typeable assum-

ing value is secret. However, from a constant-time perspective, this program is leaking the value of

secret[0], because the if and the else branches are not balanced. The if branch will take significantly

longer to compute, so an attacker can deduce the value of secret[0] if he detects that the longer branch

was taken based on the time the program takes to compute.

In theory, branching on secrets is acceptable, as long as both branches take the exact same number

of cycles to compute and have the same memory access pattern. A static analysis cannot compute the

amount of cycles without profound knowledge of the underlying hardware architecture, because the

number of cycles may be data-dependent (Section 2). The simplest way to resolve this issue would

be to ban secret-dependent branching entirely, because it is highly unlikely that both branches take the

same amount of cycles and have the same observable side-channel, e.g. effect on registers, memory,

caches and timing. This is what is often done in constant-time implementations.

So far, what we have stated only applies to the PCM. We have to consider MOM as well. Now, both

branches also have to perform the same memory accesses keeping the caches in sync, to prevent cache-

timing attacks. In order to check this, the type checker has to be able to handle memory accesses. All

compiled programs get ported to assembly featuring memory access based on addresses (pointers to

memory). A static type checker cannot deduce where a pointer points to. This impedes typing memory

access which is absolute crucial, because they are a core feature of every programming language.

Detecting cache-timing attacks is not possible without this knowledge.

In summary, TS0 is not suitable for detecting timing side-channels. Instead we would need a type

system that is capable of also dealing with both memory accesses as well as hardware based leakages.
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3.2 Verifying Low-Level Code

Following, we will investigate how such a type system could be designed and implemented.

3.2 Verifying Low-Level Code
Section 2.2 already motivated why its important to check the final executable over a programs source

code. After looking at how type systems can be used for verifying secure information-flow in the

previous section, we will now look at how such a type system for a high-level language can be ported

to a low-level, assembly-like language. It will additionally be modified to also comply with CTC.

3.2.1 Introduction to scVerif

Instead of starting from scratch, we will base our work on scVerif [9], a tool for verifying side-channel

resilience of executables for flexible leakage models. We can use it to analyze executables by pro-

viding it with the executable’s disassembly. This of course assumes that the program generating the

disassembly can be trusted. Currently, scVerif’s only featured hardware model is the ARM Cortex-

M0+ microcontroller. Therefore, we will use this as our target platform. scVerif uses its own domain

specific language (DSL) called IL, as in “intermediate language”.

It generates IL programs from assembly and then works entirely on IL, similar to how the LLVM

compiler infrastructure works entirely on LLVM IR [22]. The special feature of IL is that it features

explicit leak statements, which can be used to model the side-channel behavior of every single hardware

instruction in great detail. Listing 3.1 shows how to instruct scVerif that every XOR2 leaks its result

(Line 3) and the first operand (Line 4).

1 macro eor2_leak (w32 op1 , w32 op2)

2 {

3 leak eorResult(op1 ^w32 op2);

4 leak eorFirstOperand(op1);

5 }

Listing 3.1: Example macro demonstrating how IL uses explicit leak statements for modeling side-

channel behavior

So far, scVerif was primarily used for reasoning about power and electromagnetic side-channels. This

thesis extends it for timing side-channels, by adding a type checker for verifying that IL programs are

constant-time.

An executable’s IL version is assumed to be semantically identical, as no semantical modifications

are performed during the conversion. Therefore, this thesis assumes that if the IL is (not) constant-time,

the executable is (not) as well.

3.2.2 A Constant-Time Type System for IL

This section explains the initial typing rules for IL (TS1). It is a modified version of TS0, where some

rules were changed to comply with CTC. A similar type system can be found in [8] for CompCert’s

2the instruction name is “eor”, for “exclusive or”
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Mach IR [23]. TS1 still has some of the problems mentioned in Section 3.1. For a better understand-

ing, we will first look at the pure type system and then go over the modifications needed to fix the

aforementioned problems.

IL’s syntax can be seen in figure 3.1.

χ ::= x | x [e] | 〈e〉
e ::= χ | n ∈ Z | l | o(e1, . . . ,e j)
i ::= χ ← e | leak

{
e1, . . . ,e j

}
| m(e1, . . . ,e j)

| label | goto e
| if e then ct else c f | while e do c

c ::= i∗
g ::= var x |macro m(x1, . . . ,x j) x1, . . . ,x j {c}

Figure 3.1: Simplified syntax of the intermediate language scVerif uses, where n ranges on integers, x
on variables, m on macro identifiers, o on operations and l on label identifiers [9].

We will use this syntax for designing the type system, by adding a typing rule for every derivation

rule of it.

Rules for commands: Commands c = (i1, . . . , in) are lists of instructions. The type of a command

is the maximum of all instructions (Rule 3.4).

Γ ` i1 : t1 . . . Γ ` in : tn
(command)

Γ ` c : max{t1, . . . , tn}
(3.4)

Rules for instructions: For assignments, it is not allowed to write secret data into public variables

to avoid explicit information flow (Rule 3.5).

Γ ` χ : t Γ ` e : t ′ t ′ ≤ t
(assignment)

Γ ` χ ← e : t
(3.5)

For leak statements leak {e1, . . . ,en}, the expressions e1, . . . ,en that get leaked have to be public

(Rule 3.6).

Γ ` e1 : public . . . Γ ` en : public
(leak)

Γ ` leak{e1, . . . ,en} : public
(3.6)

Else we would allow what we are trying to prevent. If one of the leaking expressions has type secret,

it will result in a type error proving the program to be not constant-time.

Calling a macro requires no typing rule, because scVerif can inline macro calls and we therefore

assume that all macros are inlined.

While secure information-flow allows branching on secret data, we will comply with the PCM and
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3.2 Verifying Low-Level Code

ban it entirely (Rule 3.7 and 3.8).

Γ ` e : public Γ ` ct : tt Γ ` c f : t f
(if else)

Γ `if e then ct else c f : max{tt , t f }
(3.7)

Γ ` e : public Γ ` c : t
(while)

Γ `while e do c : t
(3.8)

Thus, the expression e in both, if e then ct else c f (Rule 3.7) and while e do c (Rule 3.8), has to be

public. This prevents implicit information flow.

Rules for expressions: Integers literals are known at compile time and don’t change between dif-

ferent runs of the same program. Therefore, they cannot depend on secret data and are always public

(Rule 3.9).

Γ ` n ∈Z
(integer)

Γ ` n : public
(3.9)

The same statement holds for static labels as well (Rule 3.10).

Γ ` l label
(label)

Γ ` l : public
(3.10)

Operators op(. . .) applied to expressions e1, . . . ,en compute a value with the maximum of its opera-

tors types as return type (Rule 3.11).

Γ ` e1 : t1 . . . Γ ` en : tn
(operators)

Γ ` op(e1, . . . ,en) : max{t1, . . . , tn}
(3.11)

This is necessary for tracking dependencies. Consider the following example: "a← public+ secret;

if a then c else c′". a clearly depends on secret data and is later used as a guard for a branch. Without

Rule 3.11, the type checker would not be able to recognize that the guard depends on secret data. The

rule has one exception: a⊕ a = 0. When the operator is XOR and both operands are the same, the

result will always be zero and therefore public.

Rules for state elements: The type of a variable x is of course the secrecy of its value (Rule 3.12).

Γ ` x variable with τ(x) = t
(variable)

Γ ` x : t
(3.12)

The same applies to elements of arrays, however, it is not allowed that the expression e for accessing
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an array x depends on a secret (Rule 3.13).

Γ ` e : public x array
(array)

Γ ` x[e] : τ(x[e])
(3.13)

This would violate MOM. The same is also true for accessing a location in memory based on an

expression e (Rule 3.14).

Γ ` e : public
(memory access)

Γ `< e >: τ(< e >)
(3.14)

TS1 is able to detect secret-dependent control-flow, as in Listing 2.1, as well as instructions leaking

secret data, as in Listing 2.2. However, both only work, if the code works entirely on the stack. As

mentioned in Section 3.1, a pure type checker is incapable of handling pointers. Thus, modifying

Listing 2.1 to Listing 3.2 causes the type checker to falsely label the code as constant-time and requires

to take special care of memory accesses.

1 /**

2 * @param a public

3 * @param b public

4 * @param which secret 1

5 * @return public

6 */

7 int select (int a, int b, int *which) {

8 return *which ? a : b;

9 }

Listing 3.2: Conditional assignment branching on a pointer to secret data

Listing 3.3 is also labeled falsely for the same reason, even though it uses the leaking multiplication

instruction with secret data.

1 /**

2 * @param a public

3 * @param b public

4 * @param which secret 1

5 * @return public

6 */

7 int mul_select (int a, int b, int *which) {

8 return a*(* which) + b*(1-(* which));

9 }

Listing 3.3: Conditional assignment without branching

3.3 Type Checking Execution Traces
The previous section shows how to adopt a type system for secure information-flow to a low-level,

assembly-like language. However, the corresponding static type checker was unable to deal with
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pointers. There are different approaches to aid it with this problem. For example, [8] suggests using

a points-to analysis [33] in combination with the type checker to resolve the pointer problem. Albeit,

scVerif is capable of partially evaluating the execution of IL code. In doing so, it rewrites every mem-

ory access to its target location. This means, every memory access is rewritten to accessing variables,

so the checker only has to handle variables again. It is already able to do this. We can circumvent

the pointer problem by first letting scVerif partially evaluate the IL program and afterwards type check

the resulting execution trace. In doing so, the checker is now able to correctly label Listing 3.2 and

Listing 3.3 as insecure.

However, memory accesses are not the only parts getting rewritten. The entire control-flow is eval-

uated as well. The final execution trace no longer contains control-flow. This makes detecting secret-

dependent control-flow, as in Listing 2.1, impossible.

This approach also has another negative side-effect. The checker only has access to the last location

a pointer points to. Listing 3.4 shows why this is problematic.

1 /**

2 * @param a public

3 * @param b public

4 * @param flag public 1

5 * @param dummy secret 1

6 * @return public

7 */

8 int select (int a, int b, int *flag , int *dummy){

9 int result = *flag ? a : b; // checker thinks flag is secret

10 // because of the following line

11 flag = dummy; // this should have no effect , but it does

12 return result;

13 }

Listing 3.4: Type checker thinks flag is secret and labels the code as insecure

f lag points to public data during the entire execution of the program, until it gets overwritten and

points to secret data (Line 11). This imposes no threat to the program, because it never gets used

afterwards. However, for the type checker it looks like f lag is secret from the beginning, consequently

labeling the program is insecure, because it “branches on secret data” in Line 9.

Lastly, scVerif is not always able to partially evaluate programs, for instance when the control-flow

of a program depends on it’s parameters and scVerif doesn’t know their concrete values.

3.4 Dynamic Leakage Models
TS1 was unable to handle memory accesses. This was solved by checking the execution trace after

scVerif partially evaluated the program. However, it led to the checker being unable to detect secret-

dependent control-flow, because the entire control-flow gets evaluated during the partial evaluation.

To solve this problem, we can make use of one of scVerif’s important properties: it’s leakage pre-

serving, meaning it will never remove a leak from the execution trace. Instead of encoding the used

leakage models in the type system, we will now encode them explicitly in the hardware model it-
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self. This way leakages cannot get removed from the trace anymore. For detecting secret-dependent

branching, macros similar to Listing 3.5 are used.

1 // branch if not equal

2 macro beqn1_leak (label l)

3 {

4 leak evaluatedGuard(apsrz);

5 }

Listing 3.5: PCM modeled using explicit leak statement

This macro encodes secret-dependent control-flow the same way the PCM does it: all evaluated

guards are leaked. These guards are saved in a special register, like the zero flag “apsrz” which is used

for (in)equality. Line 3 instructs scVerif to leak this register when performing an conditional branch

that gets executed when two operands are not equal. The macros for the other branching instructions

(equality, less or greater than, etc.) are not shown in this example. They all look similar.

For modeling secret-dependent memory accesses, the macros of Listing 3.6 is used.

1 macro ldr3_leak (w32 destination , w32 base , w32 offset)

2 w32 val

3 {

4 leak ldrOperand (base);

5 leak ldrOperand (offset);

6 }

7

8 macro str3_leak (w32 value , w32 base , w32 offset)

9 {

10 leak strOperand (base);

11 leak strOperand (offset);

12 }

Listing 3.6: MOM modeled using explicit leak statement

Memory can be accessed for reading (captured by the Lines 1 - 6) and writing (Lines 8 - 12). Both

macros follow the definition of MOM, assuming that the address of every memory access is leaked.

An address contains two parts: the base position in memory, leaked in Lines 4 and 10, as well as an

offset, leaked in Lines 5 and 11.

Using these, some of the imposed restrictions on Section 3.2.2’s TS are no longer required, because

the leakage behavior is now fully encoded in the hardware model. TS2’s rules are only used for taint

propagation. The following rules replace their old counterparts:

Γ ` e : t x array
(array)

Γ ` x[e] : τ(x[e])
(3.15)

Γ ` e : t
(memory access)

Γ `< e >: τ(< e >)
(3.16)
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Γ ` e : t Γ ` ct : tt Γ ` c f : t f t ≤ tt ∧ t ≤ t f
(if else)

Γ `if e then ct else c f : max{tt , t f }
(3.17)

Γ ` e : t Γ ` c : t ′ t ≤ t ′
(while)

Γ `while e do c : t ′
(3.18)

The expression e of an memory or array access is no longer required to be public (Rule 3.15 and

Rule 3.16). They replace Rule 3.13 and Rule 3.14. The same holds for the expression e of control-flow

statements (Rule 3.17 and Rule 3.18). The final TS now allows branching on secrets replacing the rules

Rule 3.7 and Rule 3.8.

3.5 Evaluation
TS2 is able to fix most of the problems the previous type systems had. It can detect all of Section 2’s

listed sources of timing side-channels in executables. In fact it works for every possible leakage model,

if it is also explicitly encoded in the hardware model, similar to how we defined the other leakage mod-

els. However, it is not able to verify real cryptographic implementations, because important features

are still missing:

First, the type checker still operates on the execution trace from the partial evaluation, which might

cause false positives as demonstrated in Listing 3.4.

Second, TS2 is still limited to programs that can be partially evaluated. This impedes verifying

programs such as “memcpy”, “memcmp” and “memset”, which are frequently used. These can only

be evaluated if the size parameter is fixed and provided to scVerif. In practice, this is not a big prob-

lem, because the tool can still perform the analysis for every possible size parameter that might occur

separately.

Third, scVerif only allows accessing 32 bit variables. Cryptographic implementations make frequent

use of 64 bit variables, as well as 8 bit variables in bit-wise manipulations, so this might cause some

problems.

Last, global variables are not supported in this thesis. These are often used for S-Boxes (tables con-

taining precomputed values) to speed up algorithms like AES [11]. Section 4.3 explains how support

for global variables can be added.

In order to still verify these implementations, it would be be necessary to rewrite them in a way such

that they comply to the restrictions. This defeats the purpose, because the checker would no longer

verify the original implementation, but an alternate, specifically crafted version. This alternate version

can have entirely different side-channel characteristics. On top of that the compiler might optimize

the alternative differently than the original. Therefore both versions have to be treated as different

programs and verifying the alternative provides no guarantee for the original.
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Languages like Python or Javascript infer the type of variables by themselves, so there is no need to

declare the type specifically as in other languages, e.g. "int a = 42;". This is possible, because the type of

a variable can usually be inferred from the instructions it is used on. For security types this not possible,

because they are not part of most languages themselves and consequently cannot be inferred based on

semantics. Another problem is that the set of secret variables is undecidable. Without them the checker

would function as a mere leakage detector, detecting which variables are leaked and are therefore not

constant-time, because they influence the timing behavior of the program. The interpretation whether

a program is constant-time or not would be missing, because the checker doesn’t know the secrecy of

the leaking variables. In order to get these types and produce a definitive answer, the types need to be

specified manually by a human.

For this, three methods were compared for tainting data, where tainting means marking data as

secret: using NOP-functions (Section 4.1), compiler attributes (Section 4.2) and source code comments

(Section 4.3).

4.1 Using NOP-Functions to Annotate Variables
NOP stands for no operation. A NOP-function therefore is a function doing nothing. The idea is to

call the function with the data you want to taint as secret and then during the analysis, look for this

particular function call and mark it’s parameters as secret. This idea is used in [2]. A small example,

showcasing how this approach could be used, can be seen in Listing 4.1.

1 #include "taint.h"

2

3 int main(){

4 int a = 42; taint(&a, sizeof(a));

5 int b = 17;

6

7 return a ^ b;

8 }

Listing 4.1: Annotating variable a as secret using a nop-function

In this example, the variable a gets tainted in line 4 by calling taint with a pointer to a, to get the

memory region. The second argument, the size, can be used to specify how much of the memory region

is secret. In the example, the entire variable is tainted. If a was an array, the size parameter could be

used to explicitly taint only the first n elements.

Using this method has the advantage that it directly taints the specified memory region, so every

pointer to the same region is automatically tainted as well. However, there is also a major downside to
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such an invasive approach. It modifies the source code of the program. This could cause the compiler

to optimize the program in a different way. The compiler could also optimize the call to the function

away, because it does nothing. During testing, this behavior could not be observed, but that does not

provide any formal guarantee.

Because of its invasive nature, modifying the source code and being potentially unreliable, this method

is inadequate.

4.2 Using Compiler Attributes to Annotate Variables
Clang features a built-in function called annotate for adding further information in the form of attributes

to the code [1], without the downside of modifying the program semantically. Plugins can use these

annotations for their transformations. An example can be seen in Listing 4.2.

1 int main(){

2 __attribute__ (( annotate("secret"))) int a = 42;

3 __attribute__ (( annotate("public"))) int b = 17;

4

5 return a ^ b;

6 }

Listing 4.2: Annotating two variables using Clang’s annotate function

Line 2 and 3 describe how clang can be instructed to attribute a and b with an annotation of “secret”

and “public” respectively. This approach allows annotating variables with more than just “secret”, in

contrast to the previous approach, which could only taint variables as secret and everything else would

be public. In theory, this could be used for adding more security types, like “random” or “declassified”

for hashed secrets.

Unfortunately, these annotations don’t propagate into the binary [36], so they cannot be accessed in

verification frameworks independent of the clang compiler.

4.3 Using Source Code Comments to Annotate Variables
The final method, used in this thesis, involves using Doxygen comments (as in every C code example

in this thesis). Doxygen is a widely used tool for commenting and annotating source code [34]. Its

primary use case is to generate documentation for interfaces by annotating the parameters and the

return type of functions. We will use it, to annotate parameters as either “public” or “secret”. However,

other types, like “random” or “declassified”, could be added as well. Out of the box, it is not capable of

annotating local or global variables. Fortunately, it can easily be extended using Doxyfiles with custom

keywords. This way the additional keywords ’local’ and ’global’ were added.

Doxygen can output the documentation in XML files. These can then be parsed to extract the initial

security types. Mapping from source code annotations to the registers and memory regions used in

executables involves little work for function parameters. In ARM-Assembly there is a simple calling

convention [7]: r0 contains the first parameter, r1 the second, etc. In the end, r0 is also used for the

return value of functions. Utilizing this convention makes the mapping straightforward.
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Mapping annotations to the memory locations of local and global variables involves more work.

This was not prepared in the scope of this thesis, but following is a brief description of how it could be

achieved:

Executables have a so-called dwarf debug sections, containing information about all functions and their

variables [17]. This can be used to look up where variables are stored in memory. Debuggers use the

same sections to look up where variables are stored, which type they have or where they were declared.

Listing 4.3 is a short extract of the debug section generated for Listing 4.2.

1 <1><2d>: Abbrev Number: 2 (DW_TAG_subprogram)

2 <2e> DW_AT_external : 1

3 <2e> DW_AT_name : (indirect string , offset: 0x3f): main

4 <32> DW_AT_decl_file : 1

5 <33> DW_AT_decl_line : 1

6 <34> DW_AT_type : <0x67 >

7 <38> DW_AT_low_pc : 0x660

8 <40> DW_AT_high_pc : 0x1a

9 <48> DW_AT_frame_base : 1 byte block: 9c (DW_OP_call_frame_cfa)

10 <4a> DW_AT_GNU_all_call_sites: 1

11 <4a> DW_AT_sibling : <0x67 >

12 <2><4e>: Abbrev Number: 3 (DW_TAG_variable)

13 <4f> DW_AT_name : a

14 <51> DW_AT_decl_file : 1

15 <52> DW_AT_decl_line : 2

16 <53> DW_AT_type : <0x67 >

17 <57> DW_AT_location : 2 byte block: 91 6c (DW_OP_fbreg: -20)

18 <2><5a>: Abbrev Number: 3 (DW_TAG_variable)

19 <5b> DW_AT_name : b

20 <5d> DW_AT_decl_file : 1

21 <5e> DW_AT_decl_line : 3

22 <5f> DW_AT_type : <0x67 >

23 <63> DW_AT_location : 2 byte block: 91 68 (DW_OP_fbreg: -24)

Listing 4.3: Extract of the .debug_info section of Listing 4.2

It shows that the function main (line 1 - 11) has two local variables a (line 12 - 17) and b (18 -

23). The memory location of a variable is stored in the attribute DW_AT_location. a is located at the

function’s stack frame with an offset of -20 (line 17). b can be found in the same stack frame with an

offset of -24 (line 23). A similar approach can be used for global variables as well.

The entire workflow for verifying executables now looks the following:

1. User annotates program with security annotations

2. The program gets compiled

3. Doxygen generates the documentation of the program

4. A program called “doxy2il” then generates an IL file from the documentation
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5. scVerif is called on the IL file and performs the analysis

The last four steps can be fully automated so users only have to annotate the programs they want to

check. There are also different logging levels. These can be used to check which registers are leaking

secret data during the execution, if the program is not constant-time. A mapping back to the original

source code is not implemented, but highly desirable for better usability.

Using this workflow could prevent regression bugs similar to the Lucky 13 side-channel vulnerability

in OpenSSL (Section 2.2), by adding it to the tests in existing CI/CD pipelines, once real cryptographic

implementations are supported by the proposed method.
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5 Conclusion

Existing formal tools for verifying constant-time implementations analyze implementations either at

the source code level or during the compilation. They ignore that the compiler might optimize software-

based countermeasures away. This thesis therefore proposes a novel, formal method for automatically

verifying constant-time implementations of executables for concrete hardware architectures. Doing so

verifies that the final programing is resilient against cache-timing attacks. The approach consists of

adding a type checker for an information-flow type system for scVerif’s intermediate language (IL). IL

features an explicit leak statement, which can be used to model the entire (cache-timing) side-channel

behavior of an ISA. The type system uses these explicit leak statements instead of following particular

leakage models. Consequently, it is able to detect timing side-channels for arbitrary leakage models.

This makes the method extremely flexible and distinct to existing tools which only consider fixed,

hardcoded leakage models. Furthermore, it also enables considering timing side-channels caused by

variable-timing hardware instructions. These are usually not considered by other formal tools at all.

The type checker cannot infer the initial security types of every variable. Human-generated doxygen

comments are used for providing this information.

Incorporating this method into existing projects requires little work, as users only have to provide easy

to use security annotations. The entire verification can be automated and therefore added into existing

CI/CD pipelines to prevent regression bugs causing new side-channel vulnerabilities. This can prevent

incidents like OpenSSL’s Lucky 13 side-channel vulnerability from occurring.

However, the current implementation causes the type checker to only work with restricted programs.

The static type checker cannot deal with pointers itself. Instead of writing a points-to analysis to cope

with this problem, we rely on scVerifs ability to partially evaluate programs, which rewrites every

memory access to variable accesses and then operates on the resulting execution trace. The partial

evaluating doesn’t work on every program. Every function using parameters in control-flow statements

cannot be partially evaluated, if scVerif doesn’t know the concrete value of these. This already prevents

checking programs like “memcpy” or “memcmp”, for any parameter. Yet the approach works for

partially fixed parameters, i.e. specific number of bytes to copy but symbolic memory values.

Using the execution trace also causes the type checker to generate some false positives for certain

artificial cases. These should not occur in real cryptographic implementations. This behavior could be

prevented by implementing the type checker as part of the partial evaluation.
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5.1 Future Work
The proposed method has only been tested for trivial programs, like the listings presented in the pre-

vious sections. Testing it on more sophisticated, cryptographic implementations is needed. However,

before this can be done, some improvements have to be made:

First, the two previously mentioned problems have to be fixed. Implementing a points-to analysis

seems reasonable, because it fixes both of them. The type checker would no longer depend on scVerifs

partial evaluation and therefore be able to check an increased number of programs.

Second, scVerif currently only supports accessing variables with a word size of 32 bits. This is not

sufficient for every cryptographic implementation. For example, variables with a word size of 8 bits are

often used for extracting a byte of larger variables. Fixing this would increase the number of programs

the type checker can analyze even further.

Third, global variables have to be supported, as S-Boxes (lookup tables) that are often used to

speedup algorithms like AES, are usually implemented as global variables. Section 4.3 explains how

this can be achieved.

Fourth, there is no way of telling the type checker that a variable gets declassified (is no longer secret)

by a function. It would be a great improvement if declassification would be added. This is important,

as leaking the hash of secret data imposes no threat to the program. But the hashing functions cache-

timing behavior still needs to be verified to be constant-time.

Last, the tool only tells users what registers are leaking secret data during which kind of instruction.

There is no mapping back to the original source code. Adding this optional feature would greatly

improve usability, as users would not have to check every single occurrence of that leaking instruction

to find the correct place in the original source code.
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