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 a b s t r a c t

Large language models (LLMs) have become powerful tools that enable novice developers to generate production-
level code. However, research has highlighted the security risks associated with such code generation, due to 
the high volume of generated software vulnerabilities. Recent studies have explored various techniques for auto-
matically optimizing prompts to elicit desired responses from LLMs. Among these methods, Genetic Algorithms 
(GAs), which search for optimal solutions by evolving an initial population of candidates through iterative mu-
tations, have gained attention as a lightweight and effective prompt optimization approach that does not require 
large datasets or access to model weights. However, their potential has not yet been examined in the context 
of secure code generation. In this paper, we use GA to develop a discrete prompt optimization pipeline specifi-
cally designed for secure code generation. We introduce two domain-specific prompt mutation techniques and 
assess how incorporating these security-focused mutations alongside general-purpose techniques, such as back 
translation and paraphrasing, affects the security of Python code generated by LLMs. Results demonstrate that 
our security-specific mutation techniques led to prompts with richer security context compared to the generic 
mutation techniques. Furthermore, combining these techniques with generic mutations substantially reduced 
the number of security weaknesses in the LLM-generated code. We also observed that prompts optimized for a 
particular LLM tend to perform best on that same model, highlighting the importance of model-specific prompt 
optimization.

1.  Introduction

Large Language Models (LLMs) have become powerful tools to pro-
cess and generate natural language (NL) text. Recently, LLMs have been 
studied for code generation tasks, leading to powerful tools to acceler-
ate the work done by developers. However, there is a tangible risk when 
using these models for fast-paced code development, especially because 
these models perform poorly in generating secure code and introduce 
even more vulnerabilities than usual, due to the memorization of vul-
nerable code from their training data (Pearce et al., 2022; Siddiq et al., 
2022). For this reason, exploring secure code generation using LLMs 
has become a critical area of research. Studies indicate that structuring 
prompts with specific patterns and words improves the responses from 
LLMs, a technique called prompt engineering. By refining the prompts 
using this approach, the outcomes of code generation can potentially be 
enhanced in terms of security.

Several papers have explored various manually created prompting 
patterns with the aim of identifying optimal strategies for coding tasks, 
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like self-planning, self-refine, and so on (Madaan et al., 2023; Jiang et 
al., 2023; White et al., 2023). However, these efforts are only provid-
ing generic guidance, as pinpointing the specific prompt variation that 
yields optimal results for different types of tasks is a complex process 
that cannot be realistically performed manually. This is where auto-
mated prompt optimization becomes crucial. Prompt optimization can 
be viewed as a search problem across a large space of prompt variants 
to identify the most effective ones for generating optimal outputs, in 
our case, secure code. Exhaustively evaluating each variation, however, 
is computationally expensive. Recent advances have introduced meth-
ods like prompt tuning (Lester et al., 2021) and black-box tuning (Sun et 
al., 2022b), which automate prompt optimization across various natural 
language processing tasks. While these approaches are less demanding 
than full model fine-tuning, they still rely on large amounts of labeled 
data and substantial computational resources to be effective. Addition-
ally, a majority of them work with continuous soft prompts, i.e, prompts 
in the form of machine-readable vector embeddings, making them dif-
ficult to deploy on closed-source models like GPT-4 and Claude.
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Recently, Genetic Algorithms (GAs), which work by evolving a popu-
lation of candidate solutions through different mutation processes, have 
gained popularity in the field of prompt optimization due to their sim-
plicity and ability to efficiently explore large and complex search spaces. 
Existing works have employed GAs for prompt optimizations for tasks 
such as sentence completion, word sense disambiguation, and classifi-
cation (Prasad et al., 2023; Xu et al., 2022; Zhao et al., 2023), where 
they optimize prompts by generating new candidates through mutation 
techniques such as back translation (Xu et al., 2022) and paraphrasing 
(Prasad et al., 2023). However, no work has explored the adaptation 
of GAs for the secure code generation domain. It would be particularly 
interesting to investigate whether generic mutation techniques are suf-
ficient or if the approach would benefit from more domain-specific mu-
tation techniques tailored to code security.

In this paper, we adapt GA to optimize discrete (human-readable) 
prompts for enhancing the security of LLM-generated code. Specifically, 
we examine the effect of incorporating security-specific prompt mu-
tation techniques, alongside generic ones, on the security of the gen-
erated code. To achieve this, we developed an optimization pipeline 
that includes prompt scoring and mutation techniques tailored for se-
cure code generation. We introduce two security-specific, LLM-assisted 
prompt mutation techniques, self-guided and feedback-guided, and evalu-
ate their impact on the security of code generated using 5 popular LLMs. 
We focused on code generated in the Python programming language due 
to its continuing popularity among developers for different software de-
velopment use cases (PYPL Index, 2024; TIOBE Index, 2024).

Our findings indicate that generic prompt mutation techniques have 
limited capacity to produce prompts enriched with meaningful security 
context. In contrast, the security-specific mutation techniques gener-
ated more sophisticated prompts that embedded stronger security cues. 
As a result, incorporating security-specific mutation techniques in the 
prompt optimization pipeline led to a further reduction in security weak-
nesses in LLM-generated code compared to using only generic tech-
niques. Moreover, the implemented optimization pipeline, which relied 
on just 36 coding reference tasks, was able to produce prompts that 
generalized well to the unseen coding tasks from a different dataset 
when using the security-specific mutation techniques. Finally, we in-
vestigated the transferability of prompts optimized on an LLM to other 
models, which would open the possibility to optimize locally (e.g., on 
publicly-available open-source models) and use the same prompts on 
proprietary models (such as GPT-4). However, we observed that the op-
timized prompts perform best when used with the same LLM on which 
they were originally optimized. The main contributions of this work can 
be summarized as follows:

• we present a prompt optimization approach powered by genetic al-
gorithms for secure code generation;

• we propose 2 new security-specific LLM-based prompt mutation 
techniques;

• we compare the impact of adding security-specific prompt mutation 
techniques to generic techniques on LLM-generated code security;

• we investigate the generalizability of the optimized prompts to new 
datasets containing previously unseen types of coding tasks;

• we study the transferability and portability of the optimized prompts 
across LLMs.
The rest of this paper is organized as follows. We start our analysis by 

discussing the related work in Section 2, then introduce our pipeline and 
experimental evaluation in Section 3. Section 5 presents the results, and 
Section 6 provides additional discussion of the findings. This is followed 
by limitations (Section 7), conclusions (Section 8) and information on 
the replication package (Section 9).

2.  Related work

In this section, we review studies that examine the security of LLM-
generated code, followed by an overview of existing prompt optimiza-

tion techniques, including those based on GAs. We then present ap-
proaches for enhancing the security of LLM-generated code, with a spe-
cial focus on prompt-based methods.

2.1.  Security of LLM-generated code

Several studies have examined the presence of security weaknesses 
in code generated by LLMs. Pearce et al. (2022) evaluated C and Python 
code generated by GitHub Copilot across 54 high-risk security scenarios, 
finding that 40% of the code completions contained security vulnera-
bilities. Jesse et al. (2023) analyzed the prevalence of “simple, stupid 
bugs” (SStuBs) in code produced by Codex and other LLMs, discovering 
that these models generated twice as many SStuBs as correct code. Sim-
ilarly, Perry et al. (2023) conducted a study with 47 developers using a 
Codex-powered AI assistant to complete five security-related program-
ming tasks in Python, JavaScript, and C. Their findings showed that 
developers assisted by the AI were more likely to produce insecure code 
in four out of the five tasks. Another study (Khoury et al., 2023) evalu-
ated code generated by ChatGPT, powered by the GPT-3.5 series, for 21 
security-sensitive coding tasks across five programming languages, in-
cluding C/C++, Python, and Java. They found that the generated code 
consistently fell below minimum security standards. Similarly, Siddiq et 
al. (2022) investigated the impact of code and security smells present 
in the training data on the outputs of transformer-based models like 
GitHub Copilot. Their findings showed that these models tended to leak 
smells and non-standard coding practices from their training data into 
the generated code.

2.2.  Prompt optimization

Given the significant impact prompts have on eliciting desirable out-
puts from LLMs, prompt optimization is an actively researched area. 
Prompt optimization can be divided into two categories based on the 
type of prompts they deal with: (i) soft prompt optimization and (ii) dis-
crete prompt optimization.

2.2.1.  Soft prompt optimization
In this kind of optimization, soft prompts which are in the form of 

continuous vector embeddings are optimized to improve the LLM re-
sponses. Prompt tuning (Lester et al., 2021) an optimization technique 
that learns soft prompts to condition language models to produce desir-
able results. Wang et al. (2022a) investigated prompt tuning for code 
intelligence tasks and observed that prompt tuning outperforms fine-
tuning for pre-trained models of smaller sizes. Gu et al. (2022) pro-
posed a framework called Pre-trained Prompt Tuning (PPT), where the 
initial prompt tokens are pre-trained using self-supervised classification 
tasks on large, unlabeled data corpora. These pre-trained prompt tokens 
are then used for prompt tuning on downstream tasks. Evaluations con-
ducted on multiple datasets containing several types of natural language 
classification tasks showed that it significantly improved the results 
of prompt tuning. Similarly, another framework called Unified Prompt 
Tuning (UPT) (Wang et al., 2022b) employs a unified framework that 
leverages prompting knowledge learned from non-target NLP datasets to 
improve performance on target tasks. Soft Prompt Tuning (SPoT) was 
proposed by Vu et al. (2022) that uses an intermediate training stage 
between language model pre-training and target prompt tuning, where 
a prompt is learned on one or more source tasks. This learned prompt 
is then used to initialize the prompt for the target task. They evaluated 
the approach on 26 natural language processing tasks and reported im-
provement over prompt tuning. In addition to the above works, multi-
task prompt tuning (Wang et al., 2023) and p-tuning (Liu et al., 2023) 
are also notable works in this area. Although the above approaches show 
promise for enhancing the model performance, they perform gradient-
based optimization that requires pre-trained model weights which 
are not always readily available. Additionally, these methods are not
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applicable to models that do not allow token embeddings, such as the 
GPT-series models.

Black-Box Tuning (BBT) is another form of tuning approach proposed 
by Sun et al. (2022b) to optimize prompts without requiring direct ac-
cess to the model’s gradients or internal parameters. In this approach, 
the continuous prompt prepended to the input text is optimized by iter-
atively invoking the model inference API. Applied across various natu-
ral language understanding tasks, this method showcased enhancements 
over traditional prompt tuning. In a follow-up work, Sun et al. (2022a) 
introduced BBTv2, which works by prepending continuous prompts to 
every layer of the pre-trained model, employing a divide-and-conquer 
gradient-free algorithm to optimize these prompts. BBTv2 achieved per-
formance comparable to full model tuning while surpassing the results of 
both prompt tuning and the original BBT. Zheng et al. (2024b) proposed 
the idea that nearly optimal prompts for tasks with similar characteris-
tics reside within a shared subspace. They hypothesized that prompts 
optimized within the subspace of source tasks could yield improved re-
sults when applied to a target task sharing similarities with the source 
tasks. Building on this concept, they introduced Black-box Tuning with 
Subspace Learning (BSL). Han et al. (2023) employed gradient descent 
with derivative-free optimization (GDFO) through knowledge distilla-
tion for task-specific continuous prompt optimization. They reported 
improved results over BBT and BBTv2 as well as prompt tuning. Despite 
utilizing optimizations that do not rely on model weights, the above-
mentioned black-box tuning techniques focus on optimizing continu-
ous tokens, which may not be compatible with models that do not sup-
port token embeddings, as mentioned earlier. In addition to the above 
prompt and black-box tuning, other tuning techniques that are worth 
mentioning include prefix tuning (Li and Liang, 2021; Qian et al., 2022), 
instruction tuning (Xu et al., 2023; Gupta et al., 2022), and reinforcement 
learning (Deng et al., 2022).

2.2.2.  Discrete prompt optimization
Discrete prompt optimization is the process of systematically search-

ing for and refining prompts composed of discrete natural language or 
human-readable tokens. Several approaches have been proposed that 
attempt to optimize discrete prompts.  For instance, Cheng et al. (2024) 
introduced a method called Black-Box Prompt Optimization (BPO) that 
uses an LLM to optimize prompts to perform NLP tasks. Their method 
begins with a labeled dataset consisting of prompts paired with both 
good and bad responses. This dataset is provided to an LLM, which 
generates optimized prompts that align more closely with the good 
responses, thus generating a new dataset containing original prompts 
and their optimized counterparts. The new dataset was used to train 
a sequence-to-sequence model capable of automatically generating op-
timized prompts. Aside from this work, we observed that a large ma-
jority of discrete prompt optimization approaches are based on Ge-
netic Algorithms (GAs) or evolutionary algorithms in general. These 
algorithms are designed to discover optimal candidate solutions from a 
search space through the process of iterative refinement and selection 
that mimics the process of natural selection (Mitchell, 1998). Through 
appropriate modification or mutation techniques, GA iteratively evolves 
a population of potential solutions, favoring those with desirable traits 
or characteristics. Gradient-free Instructional Prompt Search (GRIPS), 
introduced by Prasad et al. (2023), utilizes GA to optimize instructional 
prompts. GRIPS begins with a manually crafted seed prompt and iter-
atively modifies instructions using operations like delete, swap, para-
phrase, and addition. These variations are evaluated on a small sample 
of cases to greedily search for optimal prompts. Evaluation on the “Nat-
ural Instructions” dataset (Mishra et al., 2022) for general-purpose natu-
ral language classification tasks showed superior effectiveness compared 
to manual rewriting and exemplar prompt search. In contrast, Genetic 
Prompt Search (GPS) by Xu et al. (2022) also employs GA but gener-
ates prompt variations differently, using techniques like back transla-
tion, cloze, and sentence continuation. This approach is evaluated on 
multiple datasets containing different NLP tasks such as natural lan-

guage inference (Nie et al., 2020), coreference resolution (Sakaguchi 
et al., 2021), sentence completion (Zellers et al., 2019; Roemmele et al., 
2011) and word sense disambiguation (Pilehvar and Camacho-Collados, 
2019). These evaluations showed that GPS performed better than GRIPS. 
EvoPrompt (Guo et al., 2024) is another work that is akin to GPS and 
GRIPS that uses GA to optimize prompts. EvoPrompt utilizes evolution-
ary techniques like crossover and mutation to generate prompt candi-
dates. Genetic Algorithm for Predictive Probability guided Prompting 
(GAP3) (Zhao et al., 2023) is another GA-based approach that optimizes 
prompts using predictive probabilities to select tokens for prompt mu-
tation. Starting with an empty prompt template, it iteratively constructs 
prompt parts through probabilistic mutation based on a labeled training 
set. Evaluation across 7 benchmarks (Sun et al., 2022a) comprising dif-
ferent NLP tasks exhibited improvement over GPS and GRIPS method-
ologies. All the above approaches were developed for general natural 
language processing tasks. In contrast, Ye et al. (2025) recently intro-
duced ProChemy, a method specifically designed to refine prompts for 
code generation. Their approach mutates prompts by leveraging an LLM 
to generate variations through rephrasing, improving clarity, or altering 
structural presentation. The resulting prompts are then evaluated based 
on the quality of the code generated from them. While this method bears 
similarity to ours, the prompt mutation techniques nor the scoring ap-
proach account for code security considerations.

Other works that employ concepts similar to a GA include the study 
by Jiang et al. (2020), where they optimized prompts for knowledge 
extraction from LLMs through a systematic exploration of the prompt 
space. They achieve this by generating diverse variations of prompts us-
ing techniques such as mining and paraphrasing, aiming to identify the 
most effective prompts. On the other hand, Hao et al. (2023) used para-
phrasing to harvest a massive knowledge graph of arbitrary relations 
from LLMs. Pryzant et al. (2023) used textual gradients in the form of 
model feedback on the performance of the prompt on a sample set of 
tasks to optimize prompts while employing beam search and bandit se-
lection to guide the process. Automatic Prompt Engineer (APE) (Zhou 
et al., 2023) is another method that optimizes a prompt or an instruc-
tion by searching over a pool of instruction candidates generated by an 
LLM and selects the most suitable candidate based on computed eval-
uation scores. An approach called OPRO was proposed by Yang et al. 
(2024) that performs an iterative search guided by LLMs to find optimal 
prompts. Here, an optimizer LLM receives a meta-prompt containing 
candidate prompts with their scores, task input-output examples, and 
instructions to generate improved candidates. These new prompts are 
scored by a separate scorer LLM and fed back into the optimizer in the 
next iteration, repeating until an exit criterion is reached.

While a few of the above presented GA-based approaches, such 
as ProChemy, utilize LLM-guided mechanisms to generate additional 
prompt variants for optimization similar to our approach, none have 
explicitly investigated code security. As a result, they lack key compo-
nents such as security-focused scoring functions and mutation strategies 
tailored to secure code generation. To the best of our knowledge, our 
work is the first to introduce a GA-based prompt optimization frame-
work that systematically integrates security-specific objectives.

2.3.  Improving security of LLM-generated code

Recent studies have explored different techniques to tackle the short-
comings of LLMs in generating secure code. Tuning-based. He and 
Vechev (2023) presented a method based on prefix-tuning, where the 
LLM’s weights remain unchanged while continuous task-specific vec-
tors, known as prefixes, are learned to steer the model toward gener-
ating code with desired properties such as security. SafeCoder (He et 
al., 2024) combines instruction tuning with security-centric fine-tuning 
using datasets of secure and vulnerable code to encourage secure code 
generation. Similarly, CoSec (Li et al., 2024) introduces an on-the-fly 
security hardening technique that uses a separately fine-tuned small se-
curity model to guide a larger base model during generation.
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Prompting Approaches. Tony et al. (2025a) explored different tech-
niques that involved directly prompting an LLM and found that a tech-
nique called Recursive Criticism and Improvement (RCI) led to remark-
able improvement in the security of LLM-generated code. Another sim-
ilar study by Bruni et al. (2025) also explored prompt engineering 
techniques for secure code generation and arrived at the same conclu-
sion that RCI offers the best performance for this usecase. Retrieval-
augmented Generation (RAG). Additionally, Zhang et al. (2024) pro-
posed SecCoder, which retrieves secure code examples from a database 
to guide generation. Although this method avoids retraining, its effec-
tiveness depends on the diversity and coverage of the database across 
different programming tasks and languages. RAG was also employed by 
Tony et al. (2025b) where they retrieved secure coding guidelines ap-
plicable to a given coding task and used these guidelines to enhance 
the code generation prompt. This approach demonstrated comparable 
performance with RCI, the state-of-the-art prompting approach with re-
duced time and token consumption.
Discrete Prompt optimization. There is not a large collection of work 
that focus on optimizing discrete prompts, i.e., prompts written in 
human-readable tokens in natural language, for enhancing the secu-
rity of LLM-generated code. Among the existing ones, the most related 
work for our paper is PromSec (Nazzal et al., 2024a), proposed by 
Nazzal et al., that introduces an approach that leverages a generative 
adversarial graph neural network to reduce security vulnerabilities in 
LLM-generated code. This refined code is then used to reverse-engineer 
security-aligned prompts, thereby optimizing discrete prompts given to 
the LLM for code generation. We provide a performance comparison of 
our approach with PromSec in Section 6.2. To the extent of our knowl-
edge, there are no existing works that either explore the application of 
GA for secure code generation, or propose security-specific prompt mu-
tations.

3.  Methodology

In this study, we explore the application of GA to find optimal dis-
crete prompts that can generate secure code. More specifically, our goal 
is to assess how the inclusion of security-specific prompt mutation tech-
niques, in addition to generic ones, affects the performance of prompts 
optimized through a GA-based framework for secure code generation 
tasks. We are also interested in understanding the generalizability of the 
optimized prompts in this manner. Based on these goals, we formulated 
the following research questions.

RQ1: Compared to generic mutation techniques, how does the addition 
of security-specific prompt mutation techniques impact the security of LLM-
generated code?

RQ2: Do the prompts optimized using one dataset of coding tasks gener-
alize to another dataset?

RQ3: How well do prompts optimized on one LLM transfer to other LLMs 
for secure code generation?

The following subsections present the discrete prompt optimization 
pipeline employed in our study, followed by a detailed description of 
the prompt mutation techniques.

3.1.  Prompt optimization for secure code generation

While prior works have used GAs for prompt optimization (Prasad 
et al., 2023; Xu et al., 2022), they primarily focus on natural language 
processing tasks such as language inference, question answering, and 
sentence completions. A direct application of these approaches to secure 
code generation use cases is not possible due to fundamental differences 
in task objectives, which necessitate customized scoring functions and 
other tailored components.

3.1.1.  Problem formalization
An LLM query for code generation typically consists of 2 parts: an 

instruction prompt containing a phrase or sentence that guides the lan-

guage model to perform the code generation and the coding task that 
specifies the functionalities to be implemented in the code. For exam-
ple, “[prompt] Generate Python code for the following task: [task] The code 
implements a user login page that takes user credentials as input.” Starting 
from a few instruction prompts that are used as seeds (and represent-
ing the ‘standard’ way a developer would communicate to the LLM), the 
purpose of our approach is to output new prompts that are optimized 
for secure code generation regardless of the coding tasks used. The op-
timization is performed on a limited number of reference coding tasks. 
The expectation is that, once the optimization process is completed, the 
optimized prompt instructions can be used for new and unseen coding 
tasks and they will still yeld the benefits of fewer weaknesses in the 
LLM-generated code.

This optimization problem is formalized as follows. Let  denote the 
space of candidate instruction prompts, and  the set of reference coding 
tasks. Then, we define a generation function 𝐺(𝑝, 𝑥) that, given the in-
struction prompt 𝑝 ∈  and coding task 𝑥 ∈  , generates code 𝑐 ∈ 𝑝, 
where 𝑝 is the union set of all generated code samples for a given 
prompt 𝑝. Finally, we define the scoring function 𝑆(𝐶𝑝), or 𝑆𝑝 in short, 
which quantifies the fitness of prompt 𝑝 based on the code generated us-
ing it. With prompt optimization, we aim at finding the best instruction 
prompt 𝑝⋆ that produces the most secure code. Thus, we aim to solve 
the following optimization problem, 

𝑝⋆ = argmin
𝑝∈𝑃

𝑆(𝐶𝑝)

(1)

where 𝐶𝑝 is defined as, 
𝐶𝑝 =

⋃

𝑥∈𝑋
𝐺(𝑝, 𝑥)

(2)

Note that, to avoid evaluation of all possible prompts, the set of sys-
tem prompts  can be limited into a finite predefined set, or be itera-
tively evolved as a population of a genetic algorithm.

3.1.2.  Optimization pipeline
Based on the optimization problem defined in Eq. 1, we created a 

prompt optimization pipeline adapting GA for secure code generation, 
as shown in Fig. 1. This pipeline has 5 main components and their func-
tionalities are explained below.

3.1.2.1.  Query Preparation. The optimization process requires the 
availability of a small number of coding tasks that are used as refer-
ence for the optimization. These could come from the daily practice 
of developers belonging to an organization or software project. In this 
paper, we borrowed 36 coding tasks from an existing dataset (Tony et 
al., 2023). More details of this dataset and the tasks are provided in 
Section 4.1. In the first optimization step, our approach also requires a 
set of seed prompts. These could be manually provided by developers 
as well. In this work, we used a set of 5 seed prompts that we crafted 
according to the zero-shot prompt pattern as shown in Table 1. Our pre-
vious work (Tony et al., 2025a) explored different variations of zero-
shot prompts for secure code generation. Among these, the naive-secure
and comprehensive variants demonstrated the most potential, owing to 
their task-agnostic formulation and stronger performance in generating 
secure code. In the naive-secure variant, the term “secure” is added to 
the prompt to encourage secure implementations, whereas in the com-
prehensive variant, the prompt requests the LLM to prevent all the top 
security weaknesses listed in the CWE (Common Weakness Enumera-
tion) published by MITRE (Mitre, 2024). We used these two variants to 
craft the 5 seed prompts used in our pipeline.

In the first iteration (𝑡 = 0), the query preparation component 
prepends each seed prompt to each coding task and passes the resulting 
queries to the code generation component. In the following iterations 
(𝑡 > 0), and up to 𝑇  rounds, the query preparation components uses the 
prompts provided by the prompt mutation component.
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Fig. 1. GA-based prompt optimization pipeline tailored for secure code generation.

Table 1 
Seed prompts used in the prompt optimization pipeline.
 No.  Prompt
 1  Generate secure Python code for the following task description:
 2  Write Python code for the following task description that prevents security vulnerabilities:
 3  Generate Python code that prevents all CWEs for the following task description:
 4  Write Python code for the following task description that is very secure:
 5  Generate a secure Python implementation that avoids the top security weaknesses in CWE for the following description:

3.1.2.2.  Code Generation. The next step in the pipeline is to use an 
LLM to generate code for the functionalities specified by the queries. In 
this work, we experiment with GPT-3.5 and GPT-4, CodeLlama, Gemini, 
and DeepSeek-Coder. Moreover, we focus on code generated in Python 
due to the widespread use of this programming language (TIOBE Index, 
2024; PYPL Index, 2024; GitHubOctoverse, 2024) as well as its contin-
ued popularity in security research (Rauf et al., 2022; Rahman et al., 
2019; van Oort et al., 2022). The responses generated by the LLM mod-
els are further processed to isolate the code segments from any spurious 
text generated by the LLM. This step is necessary as the model-generated 
responses frequently included additional textual content, such as exten-
sive code explanations.

3.1.2.3.  Prompt Scoring. Once code is generated for the reference 
tasks, the prompts used for this generation must be scored based on the 
optimization problem defined in Eq. 1. As our use case is secure code 
generation, we use code security as the criteria to score the prompts. 
For this, we employed PyCQA (2025), a static analysis tool specifically 
engineered to detect security weaknesses in Python code, to assess the 
security of the LLM-generated code. Bandit was chosen due to its use 
in several prior studies (Rahman et al., 2019; Rauf et al., 2022; Ruo-
honen et al., 2021; Nazzal et al., 2024b) for detecting security weak-
nesses in Python. Bandit examines the code by building abstract syntax 
trees (ASTs) from it and provides a report detailing the number of weak-
nesses, their descriptions, associated CWE IDs, severity, and confidence 
levels. Severity levels are determined by the impact and likelihood of 
the weakness, while confidence levels are based on how certain Bandit 
is about the presence of the weakness in the code. Bandit assigns sever-
ity and confidence levels-low, medium, or high-for each detected security 
weakness. It also reports issues in code in the form of syntactical and 
structural errors, incorrect construct usage, and undefined variables or 
functions that are encountered during the AST parsing. To evaluate the 
quality of each prompt in generating secure and correct code, we define 

a scoring function 𝑆(𝐶𝑝), or 𝑆𝑝 in short, as shown below.

𝑆𝑝 =
𝑛
∑

𝑐=1

( 𝑤
∑

𝑗=0

(

Severity(𝑐,𝑗) ⋅ Conf idence(𝑐,𝑗)
)

+ 𝛿𝑐

)

+ 𝛿𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒 (3)

Here, 𝑝 is the set of code generated by prompt 𝑝 for the reference 
tasks (see Eq. 2). 𝑆𝑝 is computed as an aggregate security risk score 
over all 𝑛 code samples in 𝑝 based on the security weaknesses and er-
rors contained in them. For each code sample 𝑐 ∈ 𝑝, the security risk 
is calculated as the sum of the product of the severity and confidence 
levels (low=1, medium=2, high=3) reported by Bandit for each of the 
𝑤 reported weaknesses. Additionally, the score also adds a penalty 𝛿𝑐
which accounts for the presence of errors or other issues encountered 
during the static analysis of code sample 𝑐. This is to ensure that the 
prompt yields valid, compilable code instead of incoherent and mal-
formed output. It was observed that some of these errors can occur in 
code independently of the prompt used and are attributable instead to 
the token continuation generated by the LLM during that specific re-
quest. However, if such errors are prevalent across a substantial number 
of code responses generated from the same prompt, this suggests that the 
prompt itself may be a contributing factor to the observed issues. Hence, 
in addition to 𝛿𝑐 , the prompts that led to errors in more than half of 𝑛
generated code samples received an additional penalty 𝛿𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒 to fur-
ther penalize prompts that generally led to error-prone code responses. 
A lower score indicates better prompt performance, as it reflects fewer 
and/or less severe weaknesses, higher syntactic correctness, and over-
all better adherence to secure coding practices. Once the score of the 
prompts in iteration 𝑡 is calculated, the prompt scoring component se-
lects the top 𝐾 prompts with the lowest 𝑆𝑝 values and passes them on to 
the next step, following the truncation selection criteria (Onakpojeruo 
et al., 2024) widely adopted in GAs. The 𝐾 prompts along with their 
scores are also passed to the optimal prompt selection component (see 
later).
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3.1.2.4.  Prompt Mutation. The prompt mutation stage constitutes a 
crucial component of the genetic algorithm. The prompt mutation mod-
ule receives 𝐾 input prompts and generates a number of mutated 
prompts as output. In this paper, we employ two types of mutation tech-
niques: generic and security-specific, each described in detail in Section 
3.2. Following the mutation, all duplicate prompts generated up to the 
current iteration are removed, ensuring a unique population. This newly 
generated set of 𝑚 mutated prompts is then passed to the query prepa-
ration stage, and the optimization cycle is repeated for 𝑇  iterations.

3.1.2.5.  Optimal Prompts Selection. After 𝑇  iterations, the optimiza-
tion process terminates, and the best-performing prompts, i.e., those 
with the lowest scores across the top-𝐾 prompts from all iterations, are 
returned as the final set of optimized prompts. These prompts can be 
used by developers as is for future coding tasks, as we show that they 
generalize well in this respect.

3.2.  Prompt mutation techniques

Most existing prompt optimization approaches (Prasad et al., 2023; 
Lester et al., 2021; Xu et al., 2022) rely on general-purpose or generic 
prompt mutation strategies that are agnostic to the specific task or do-
main. In this work, we investigate whether such generic techniques are 
sufficient to enhance the security of code generated by LLMs or if incor-
porating domain-specific, security-oriented mutations can further im-
prove performance. The mutation techniques used in both categories 
are described in detail below.

3.2.1.  Generic techniques
Existing GA-based prompt optimization approaches utilize a range of 

mutation techniques, including back translation (Xu et al., 2022; Long-
pre et al., 2020), cloze (Xu et al., 2022), sentence continuation (Xu et 
al., 2022), paraphrasing (Prasad et al., 2023; Hao et al., 2023; Jiang et 
al., 2020), model-driven mutation and crossover (Guo et al., 2024), as 
well as edit-based operations such as addition, deletion, and swapping 
of words or phrases (Prasad et al., 2023). In our preliminary analysis, 
we observed that the edit-based techniques performed poorly for our use 
case involving short prompts, often resulting in semantically incoherent 
or irrelevant variants that led to a large number of invalid code gener-
ation. Consequently, these methods were excluded from further evalu-
ation. Additionally, we observed that paraphrasing, sentence continua-
tion, mutation, and crossover largely performed the same operation of 
modifying a prompt’s surface form without altering its core semantics, 
producing overlapping results when applied via language models. Based 
on these insights, we selected three distinct and representative general-
purpose mutation techniques for evaluation in our pipeline: back trans-
lation, paraphrasing, and cloze.

Back Translation: This is a commonly used approach for data augmen-
tation (Xu et al., 2022; Longpre et al., 2020), where an English phrase is 
translated into other languages and then translated back into English to 
produce different variations of the original phrase. In our experiments, 
we translated the prompts into French, German, Spanish, and Italian and 
then back to English. We used Opus MT pre-trained models (Opus-MT, 
2024), which use the Marian NMT framework for generating transla-
tions.

Paraphrase: In this approach, a model is tasked with paraphrasing a 
given prompt without altering its meaning to generate more variations. 
This is also a popular approach used for data augmentation (Prasad et 
al., 2023). Paraphrasing was done using the T5 model (T5 Paraphrase 
Paws, 2024), Vamsi/T5_Paraphrase_Paws, specialized for generating 
paraphrases of English sentences. In this study, we generated four para-
phrases of the given prompt.

Cloze: Here, random tokens within the prompts are replaced by 
placeholders (Xu et al., 2022). A model is then used to fill in these place-
holders based on the context provided by the rest of the prompt. Given 
the generally short length of the prompts in our experiment, we replaced 
a maximum of two randomly chosen tokens. We repeated this process 4 
times per prompt to get 4 different cloze variations of each prompt. This 
approach was carried out using bert-base-uncased, which is a BERT 
model (BERT, 2024) since it is a masked LLM.

3.2.2.  Security-specific techniques
To facilitate prompt variants that explicitly incorporate security-

relevant information, we introduce two security-specific, LLM-assisted 
prompt mutation techniques: self-guided and feedback-guided mutation. 
The goal is to generate more secure versions of a given code generation 
prompt. The most direct approach to achieve this is by leveraging the 
capabilities of an LLM itself. In particular, in this paper, we use gemini-
pro as the prompt mutation LLM.

Self-guided Secure Prompt Mutation: In this technique, an LLM is 
prompted to transform an existing code generation prompt into a more 
secure version, one that is likely to produce code free of security vul-
nerabilities. After initial experimentation with several versions, Fig. 2 
(left) shows the resulting instruction supplied to the LLM to generate a 
prompt mutation. The three notes appended to the instruction prompt 
were informed by preliminary experimentation with various prompt for-
mulations. Initially, the LLMs frequently generated code snippets instead 
of rewriting the prompt itself, which motivated the inclusion of the first 
note. Additionally, in some instances, the models introduced their own 
coding tasks and then generated prompts specific to those tasks; to ad-
dress this, the second note was added. Lastly, the third note was included 
to constrain the verbosity of the generated output and prevent the pro-
duction of excessively long prompts. An example of a prompt generated 
using the self-guided techniques is given below:

Fig. 2. Prompt templates used for the generation of security-enhanced code generation prompts using the self-guided (left) and feedback-guided (right) techniques.
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Original Prompt: Generate secure Python code for the 
following task description.
Mutated Prompt: Generate a secure Python implementa-
tion for the following task description, ensuring that the 
code is free from common security vulnerabilities such as 
SQL injection, cross-site scripting (XSS), and buffer over-
flows. Additionally, the code should adhere to best prac-
tices for input validation, error handling, and data saniti-
zation.

Feedback-guided Secure Prompt Mutation: In this technique, rather 
than relying solely on an LLM to integrate security considerations into 
the prompts, we leverage the feedback from a SAST tool to guide the 
process. Specifically, we aggregate all the security warnings generated 
by Bandit for all the reference tasks during each iteration in the opti-
mization pipeline and identify the top five most frequently occurring 
warnings. These warnings, along with the code generation prompt to 
be modified, is provided to the mutation LLM, which is then instructed 
to rewrite the prompt into a more secure version by incorporating the 
given security insights. The template used for the prompt mutation is 
shown in Fig. 2 (right). An example of a prompt generated using the 
feedback-based technique is shown below:

Original Prompt: Write Python code for the following 
task description that is very secure.
Mutated Prompt: Write very secure Python code for the 
following task description, taking into account the fol-
lowing security warnings: Avoid binding to all interfaces, 
consider the security implications of using the subprocess 
module, set a timeout when using the requests module, 
use a strong hash function (e.g., SHA-256) instead of MD5 
for security purposes, avoid using a shell when starting a 
process to prevent injection attacks.

4.  Experimental design

Here, we provide details of the datasets used for optimization and 
evaluation, as well as the models employed for code generation. We then 
outline the hyperparameters configured for the optimization pipeline, 
followed by a description of the evaluations and analyses conducted.

4.1.  Datasets of coding tasks

The optimization pipeline in Section 3.1 requires a reference set of 
secure coding tasks. For this, we used a subset of coding tasks from a 
dataset called LLMSecEval (Tony et al., 2023), designed specifically for 
assessing the security of code generated by LLMs. LLMSecEval consists of 
150 coding tasks in the form of natural language descriptions, covering 
18 of the Top 25 CWEs.

A key advantage of using GAs for prompt optimization is their ef-
fectiveness even with a small number of reference examples (Prasad et 
al., 2023; Xu et al., 2022; Zhao et al., 2023; Guo et al., 2024), in con-
trast to tuning- or learning-based approaches that typically require large 
datasets (Lester et al., 2021; Wang et al., 2023). For our experiments, 
we use 36 coding tasks (2 tasks for each CWE type) as the reference set. 
The remaining 114 tasks in LLMSecEval are used for the evaluation of 
the optimized prompts (RQ1). Additionally, we use a second dataset,
SecurityEval (Siddiq and Santos, 2022), to evaluate the prompts opti-
mized on LLMSecEval on an unseen dataset to answer RQ2. SecurityE-
val contains 121 coding tasks in the form of incomplete code snippets 
paired with docstring comments that specify the code functionality. The 
dataset covers 69 CWEs, with each task designed to target a specific type 
of weakness. Examples of coding tasks from both datasets are provided 
in A.

4.2.  Code generation models

As mentioned in Section 3.1.2.2, we used five LLMs in our exper-
iments. Since, the OpenAI models are widely adopted in the majority 
of existing studies on code generation (Rabbi et al., 2024; Luo et al., 
2025), including several works that explicitly explore prompt optimiza-
tion (Nazzal et al., 2024b; Cheng et al., 2024; Tony et al., 2025a), we 
included GPT-3.5 and GPT-4 in our evaluations. For GPT-3.5 and GPT-
4, we used the gpt-3.5-turbo model (released in March 2023) and the 
gpt-4-1106-preview model (released in November 2023), both accessed 
through the official API. In order to not restrict our evaluations to just 
OpenAI models, we also chose the Gemini model from Google that also 
has demonstrated good coding capabilities (Luo et al., 2025; Wang et 
al., 2025; Zheng et al., 2024a). For Gemini, we used gemini-1.5-flash
(released in May 2024) via its API. The APIs for GPT-3.5 and GPT-
4 were accessed between March and May 2024, whereas Gemini was 
accessed in November 2024. Additionally, to ensure balanced repre-
sentation between proprietary and open-source models, we included 
CodeLlama from Meta, using the codeLlama-7b-hf version (released in 
July 2023, 7B parameters), a smaller but code-specialized open-source 
model known for its efficiency on limited resources (Wang et al., 2025; 
Zheng et al., 2024a). We further incorporated DeepSeek-Coder with the
deepseek-coder-33b-instruct version (released in 2024, 33B param-
eters), an open-source model that has attracted significant attention for 
its strong coding capabilities (Luo et al., 2025; Wang et al., 2025; Zheng 
et al., 2024a). To ensure maximum reproducibility, we set the tempera-
ture to 0.0 (Tony et al., 2025a) and the top_p to 0.1 (Tony et al., 2025a) 
across all models.

4.3.  Evaluation of optimized prompts

We evaluated two variants of our GA-based prompt optimization: (i) 
GA generic, which applies only generic mutation techniques, and (ii) GA 
complete, which integrates both generic and security-specific mutation 
techniques. We also used the manually written seed prompts as a baseline
to compare the performance of the optimized prompts. After complet-
ing the two types of prompt optimization for each of the five LLMs, we 
selected the top five optimal prompts per model from both optimiza-
tions. These prompts, tailored to their respective LLMs, were then used 
to generate code for 114 tasks from the LLMSecEval (RQ1) and 121 
tasks from the SecurityEval (RQ2). The generated code first underwent 
a preliminary check for compilability using Python’s py_compile library 
to ensure that the responses generated by the LLMs are compilable code 
without any syntax or other errors. The compilable code samples were 
subsequently analyzed for security weaknesses. For the security analy-
sis, in addition to Bandit, we also used a tool called CodeQL. CodeQL 
analyzes vulnerabilities by converting source code into a database and 
applying a declarative query language to identify issues and is widely 
used in existing research (Pearce et al., 2022, 2023; Siddiq et al., 2024). 
CodeQL was added to improve the reliability of our findings, especially 
because we used Bandit in our optimization pipeline.

4.4.  Transferability to other LLMs

We conducted additional evaluations to understand if the prompts 
optimized on one model are transferable to other models (RQ3). For 
this, the top 5 optimal prompts from each LLM were used to generate 
code using the other 4 LLMs. We used the 114 tasks from LLMSecEval 
for this additional evaluation, followed by a compilability check and the 
subsequent analysis of the generated results for security weaknesses by 
Bandit and CodeQL.

4.5.  Manual validation for functional correctness

Since LLMSecEval and SecurityEval do not provide test cases to as-
sess functional correctness, we manually verified this aspect for a sam-
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Table 2 
Summary of the hyperparameter values and other details 
of the GA-based optimization pipeline.
 Population size (initial)  5 seed prompts
 Number of reference tasks  36
 Selection strategy  Truncation (top-K)
 K  4
 Number of iterations  6
𝜹𝒄  10
𝜹aggregate  100
 Number of mutation techniques
 GA generic  3
 GA complete  5
 Number of Mutations per technique  4

ple of all LLM-generated code samples. The evaluation for code validity 
followed the methodology proposed by Tony et al. (2025a), which de-
fines functional correctness based on two key criteria: task alignment
that checks whether the code fulfills the functional requirements out-
lined in the task description and completeness that checks whether the 
code includes complete implementation of the functionality specified 
in the task instead of just placeholders like empty functions or natural 
language comments. The detailed verification procedure is described in 
Tony et al. (2025a). Since performing this manual code validity check 
for the entire results was not feasible due to the large number of gener-
ated code samples (38,005 samples), we evaluated 40% of all the code 
samples and report the results.

4.6.  Manual validation of security analysis results

Bandit is a tool that applies rule-based checking on ASTs of code to 
detect different vulnerabilities in Python. Although a comprehensive list 
of weaknesses covered by Bandit is unavailable in its documentation, 
the main areas covered include, but not restricted to, injection flaws, 
cryptographic weaknesses, hard-coded credentials, insecure permissions 
and use of insecure libraries. CodeQL on the other hand, models code 
as relational databases and runs custom or prebuilt queries to identify 
weaknesses. CodeQL checked for around 30 weakness categories mainly 
including injection flaws, path traversal, sensitive data exposure, inse-
cure deserialization and insecure hashing algorithms. 

Since the security evaluation of LLM-generated code relies on Ban-
dit and CodeQL, we chose to manually verify the reliability of these 
tools for this purpose. This verification was conducted on the results 
produced by all five LLMs across all prompting approaches. Due to the 
manual nature of this assessment, we limited the evaluation to a sam-
ple of the results, covering a total of 300 code samples. For each code 
file, we manually reviewed every security warning reported by Bandit 
and CodeQL, checking the corresponding code to determine whether 
the warning was a false positive. If a vulnerability was confirmed to be 
present, it was documented in our manual inspection results; otherwise, 
it was considered a false positive and excluded. Weakness description 
from the SAST results, the associated CWE ID and additional information 
regarding the identified CWE from MITRE documentation were used to 
determine the presence of the weakness.

4.7.  Hyperparameters for optimization

Table 2 presents the hyperparameters and configuration details used 
to execute the optimization pipeline. The initial GA population size (5 
prompts), the number of reference tasks (36 tasks), and the candidate 
selection strategy (truncation strategy) have already been described in 
earlier sections. Truncation strategy uses either a fixed percentage or an 
absolute number of candidates for the next generation. We used an ab-
solute number 𝐾 instead of a percentage in order to control the number 
of mutations, mainly due to resource restrictions. Thus, we set 𝐾 = 4 so 
that most high-performing prompts were retained from the seeds, while 
still allowing turnover through mutation to introduce variation across 

generations. In a preliminary assessment that studied the optimization 
behavior over 20 iterations, we observed that the prompt optimization 
pipeline gave the best results in terms of code quality when the number 
of iterations 𝑇  was set to 6. Hence, we set 𝑇 = 6 for all our experiments. 
The details of this preliminary assessment are provided in B. The penalty 
𝛿𝑐 added to the prompt score 𝑆𝑝 for generating code sample 𝑐 containing 
errors (see Section 3.1.2.3) was set to 10, while the aggregate penalty 
𝛿𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒 when the prompt resulted in erroneous code for more than half 
of the generated samples was set to 100. The 𝛿𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒 was set signifi-
cantly higher than 𝛿𝑐 to ensure that prompts generating a large num-
ber of error-prone code responses were less likely to be selected as top 
prompts from all iterations. The GA generic optimization employs three 
mutation techniques: back translation, paraphrasing, and cloze transfor-
mation, while the GA complete optimization incorporates two additional 
security-specific techniques: self-guided and feedback-guided mutation. 
Each technique generates 4 mutated prompts, resulting in up to 48 mu-
tated prompts per iteration for GA generic and up to 80 for GA complete 
optimization, depending on the removal of duplicates.

5.  Results

We generated code using 5 LLMs, which are prompted using 3 dif-
ferent approaches, which are baseline, GA generic and GA complete. In 
the first approach (baseline), we use the 5 manually written prompts in 
Table 1, which are also used as seeds in Figure1. This case represents the 
baseline, i.e., when our optimization approach is not used. In the sec-
ond approach (GA generic), we execute the optimization pipeline, but 
only using the generic mutation techniques, i.e., the security mutation 
techniques are turned off, as mentioned in Section 4.3. Accordingly, we 
use the top 5 optimal prompts that are produced. In the third approach 
(GA complete), we use the top 5 optimal prompts that are produced 
by the optimization approach, when both generic and security-specific 
techniques are used for prompt mutation.

5.1.  Security impact of generic and security-specific mutation techniques

The code samples generated using baseline prompts, as well as 
prompts optimized through both optimization settings (GA generic and 
GA complete), were analyzed for security weaknesses using Bandit and 
CodeQL. Table 3 presents the results of this analysis for the code gener-
ated for 114 hold-out coding tasks from the LLMSecEval dataset by the 
five LLMs evaluated in this study. The leftmost column of the table indi-
cates the approach used for code generation, where we used 5 prompts 
from each approach for code generation, resulting in a maximum of 
570 code samples per approach. However, only valid code samples pro-
duced by the LLMs were included in the security analysis. Therefore, the 
second column (no.valid code) reports the number of syntactically and 
structurally correct (valid) code snippets produced in each setting. As 
discussed in Section 4.5, we manually validated the functional correct-
ness of 40% of all the generated code. Among the code that was syn-
tactically and structurally valid, we found that 2.86% was functionally 
incorrect. This margin of error should be taken into account when inter-
preting the results. More details on the functional correctness per LLM 
is presented in the Appendix C. The third column (average LOC) report 
the average lines of code (LOC) of the valid samples. Security weak-
nesses identified by Bandit and CodeQL are reported as: (i) the num-
ber of code samples containing at least one weakness (no.vuln code), 
(ii) the average number of weaknesses per code sample (rate), and (iii) 
the average number of weaknesses per generated LOC (density). Addi-
tionally, Table 4 shows the frequency of specific types of weaknesses 
(CWE) detected by both Bandit and CodeQL in the LLM-generated code. 
It should be noted that we excluded weaknesses that occurred fewer 
than two times across all settings from the table to maintain readability 
and avoid sparsely populated rows. The full set of results is available in 
the replication package.
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Table 3 
Security analysis of code generated by 5 LLMs, using the three approaches for the hold-out tasks in the LLMSecEval 
dataset. Rate = average number of weaknesses per code sample, density = average number of weaknesses per 
generated line of code.

 LLMSecEval dataset (hold-out tasks)
 GPT-3.5

 Approach  # Valid Code  Avg. LOC  Security Weaknesses - Bandit  Security Weaknesses - CodeQL
 # Vuln. Code  Rate  Density  # Vuln. Code  Rate  Density

 Baseline  551  17.30  159  0.471  0.035  98  0.245  0.012
 GA generic  459  12.58  86  0.281  0.023  37  0.095  0.006
 GA complete  569  21.05  96  0.244  0.013  106  0.223  0.009

 GPT-4
 Approach  # Valid Code  Avg. LOC  Security Weaknesses - Bandit  Security Weaknesses - CodeQL

 # Vuln. Code  Rate  Density  # Vuln. Code  Rate  Density
 Baseline  568  23.51  231  0.718  0.032  177  0.457  0.016
 GA generic  563  24.44  187  0.522  0.022  152  0.422  0.013
 GA complete  567  35.82  79  0.319  0.01  113  0.276  0.008

 CodeLlama
 Approach  # Valid Code  Avg. LOC  Security Weaknesses - Bandit  Security Weaknesses - CodeQL

 # Vuln. Code  Rate  Density  # Vuln. Code  Rate  Density
 Baseline  500  14.32  180  0.626  0.058  100  0.246  0.016
 GA generic  491  11.83  163  0.556  0.068  80  0.183  0.018
 GA complete  504  38.67  166  0.463  0.02  59  0.154  0.005

 Gemini
 Approach  # Valid Code  Avg. LOC  Security Weaknesses - Bandit  Security Weaknesses - CodeQL

 # Vuln. Code  Rate  Density  # Vuln. Code  Rate  Density
 Baseline  570  31.77  212  0.598  0.018  169  0.470  0.012
 GA generic  570  32.33  158  0.480  0.018  140  0.342  0.008
 GA complete  567  43.01  134  0.363  0.01  132  0.294  0.006

 DeepSeek-Coder
 Approach  # Valid Code  Avg. LOC  Security Weaknesses - Bandit  Security Weaknesses - CodeQL

 # Vuln. Code  Rate  Density  # Vuln. Code  Rate  Density
 Baseline  569  16.79  316  0.871  0.057  249  0.528  0.028
 GA generic  566  13.87  283  0.740  0.071  220  0.441  0.028
 GA complete  570  24.79  124  0.349  0.016  73  0.161  0.008

Bandit and CodeQL differ substantially in the types of security weak-
nesses they detect, primarily due to differences in their underlying anal-
ysis techniques and rule sets. For instance, Bandit identified instances 
of CWE-20 in scenarios involving the parsing of untrusted XML input 
without appropriate validation. In contrast, CodeQL reported CWE-20 
in cases where the code lacked proper HTML filtering or failed to sani-
tize URLs effectively. Given these distinct detection scopes, we analyze 
the results from each tool separately.

5.1.1.  Bandit results
Based on the results of the security analysis with Bandit, both GA 

generic and GA complete prompt sets consistently resulted in a lower 
weakness rate in code generated by all models compared to the baseline
prompts. The generic prompts, optimized using simple mutation tech-
niques such as back translation, cloze, and paraphrasing, led to a notable 
reduction in weakness rate, especially for GPT-3.5 (-40.33%) and GPT-4 
(-27.29%), highlighting the effectiveness of even basic prompt mutation 
strategies. Specifically, notable reductions can be observed in CWE-94: 
Code Injection, CWE-78: Command Injection, and CWE-259: Use of Hard-
coded Passwords for code generated by GPT-3.5 and GPT-4, as shown 
in Table 4. Instances of CWE-94 are frequently recorded when a Flask 
application is run in debug mode, which includes a feature permitting 
arbitrary code execution. The models removed this weakness by running 
the Flask application using app.run(debug=False) in many instances. 
In the LLM-generated code, CWE-78 predominantly occurs when an op-

erating system command is initiated with a partial executable path or 
when a subprocess.run() command is invoked using user-provided in-
put. The models reduced this weakness by using built-in functions such 
as os.listdir() function instead of executing the ls command with a 
user-provided path to list files. CWE-259 is often attributed to the usage 
of hard-coded credentials during database connection and application 
login checks, along with the utilization of hard-coded secret keys for 
session management. In many cases, these were avoided by GPT-3.5 and 
GPT-4 by obtaining credentials from the environment variables. Aside 
from these cases, different LLMs showed varying behavior across spe-
cific weakness types when evaluated with the prompts from the three 
settings. The least improvement was exhibited by CodeLlama where the 
weakness rate reduced only by 11.18%.

Like the GA generic prompts, the GA complete prompts notably re-
duced weaknesses across all LLMs except CodeLlama. Furthermore, 
incorporating security-specific mutation techniques led to further im-
provements, resulting in additional reductions in weakness rates across 
all LLMs when compared to the GA generic prompt set. The most sub-
stantial improvements were observed in code generated by GPT-4 and 
DeepSeek-Coder, with reductions of 38.88% and 52.83%, respectively. 
Similar to the GA generic prompt set, these reductions are largely driven 
by a decrease in the occurrence of CWE-94 and CWE-259. Additionally, 
notable improvements were observed in mitigating CWE-330: Use of In-
sufficiently Random Values, which was commonly triggered by the use 
of standard pseudo-random number generators not suitable for crypto-
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Table 4 
Number of specific weaknesses detected by Bandit and CodeQL in code generated by the LLMs for the LLMSecEval dataset (hold-out tasks).

 LLMSecEval dataset (hold-out tasks)
 Bandit

 GPT-3.5  GPT-4  CodeLlama  Gemini  DeepSeek-Coder
 GA-  GA-  GA-  GA-  GA-  GA-  GA-  GA-  GA-  GA-

 CWE  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete
 20  0  0  0  0  0  0  4  7  6  0  0  0  0  0  0
 22  13  4  8  2  0  5  9  7  2  9  4  3  10  10  6
 78  77  50  50  112  84  105  85  84  43  79  93  71  100  84  78
 89  2  0  1  0  0  0  17  6  15  0  0  1  5  9  3
 94  16  5  0  146  87  0  47  34  11  110  39  2  232  188  1
 259  60  47  38  88  75  33  65  53  91  49  40  38  68  47  30
 327  20  1  3  0  0  1  6  2  5  0  0  0  3  5  1
 330  59  11  27  39  33  2  57  67  39  18  56  21  64  65  52
 377  10  9  8  15  10  12  12  14  9  42  28  29  12  10  16
 400  4  6  0  3  4  1  10  4  7  3  1  0  1  1  0
 502  0  0  0  0  0  0  0  0  4  0  0  0  0  0  0
 605  0  0  0  2  1  9  1  1  4  31  12  41  0  0  12
 703  0  0  4  2  0  13  0  0  3  0  1  0  0  0  0

 CodeQL
 GPT-3.5  GPT-4  CodeLlama  Gemini  DeepSeek-Coder
 GA-  GA-  GA-  GA-  GA-  GA-  GA-  GA-  GA-  GA-

 CWE  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete
 20  5  2  5  4  5  5  1  3  5  0  0  0  5  9  8
 22  15  12  12  5  10  10  19  7  2  0  17  16  3  7  21
 78  0  1  7  1  2  2  2  1  1  14  0  0  0  1  5
 79  6  2  6  4  4  5  5  4  7  4  6  4  4  7  14
 89  2  0  0  0  0  0  2  0  0  0  0  0  6  5  3
 200  42  13  10  172  130  50  53  40  33  196  98  30  242  195  17
 327  51  17  76  5  9  6  40  31  28  38  64  91  12  15  10
 400  0  0  0  4  6  9  0  0  0  1  1  2  0  0  0
 502  0  0  0  7  8  5  5  4  1  0  0  0  1  1  0
 601  14  6  11  59  63  64  2  3  1  15  9  24  27  9  14

graphic applications. This weakness was effectively addressed by lever-
aging the secrets library for secure random number generation. While 
GPT-3.5 showed substantial reductions in weaknesses compared to the 
baseline prompt set, the gains over the GA generic set were relatively 
modest (-13.16%), the lowest among all models. Table 3 also shows 
an increase in the number of code samples with weaknesses, from 86 
to 96, when using the GA complete prompts compared to the GA generic
prompts. However, this increase is primarily due to the larger number of 
valid code samples generated with the GA complete prompt set. CodeL-
lama exhibited the second-lowest improvement (-16.72%), which may 
be attributed to the use of its smaller 7B variant in this study, potentially 
limiting the effectiveness of prompts optimized through both mutation 
techniques.

5.1.2.  CodeQL results
Similar to the results from Bandit, the CodeQL results in Table 3 

shows that the GA generic prompt set consistently reduced the weakness 
rate across all LLMs compared to the baseline. We saw further reduc-
tions in weakness rates for the GA complete prompts, though GPT-3.5 re-
mained an exception to this pattern. For GPT-3.5, the GA generic prompts 
resulted in a significant reduction in the weakness rate (0.095), outper-
forming both the baseline (0.245) and GA complete (0.223) prompt sets. 
This improvement is primarily driven by notable decreases in occur-
rences of CWE-327: Use of a Broken or Risky Cryptographic Algorithm and 
CWE-601: URL Redirection to Untrusted Site, as can be seen in Table 4. 
CWE-327 was reported when a weak hashing algorithm like SHA256 
and MD5 was used in code, while CWE-601 was reported when a URL 
used for redirect was constructed using user-provided data. Examining 
the CWEs reported by Bandit, we find that CWE-327 and CWE-601, 
two of the most prominent weaknesses identified by CodeQL, appear 
infrequently or not at all. Since the prompt optimization pipeline re-

lied on Bandit’s analysis, this may explain the inconsistent behavior 
of these specific weakness types. It should also be noted that this pat-
tern is not observed in the outputs of the other LLMs. Another promi-
nent weakness detected by CodeQL is CWE-200: Exposure of Sensitive 
Information to an Unauthorized Actor. The GA complete prompts consis-
tently reduced this weakness compared to both baseline and GA generic
prompt sets. Similar to the Bandit results, most notable reduction in 
weakness rate due to the GA complete prompts is observed in GPT-4 (-
34.59%) and DeepSeek-Coder (-63.49%) compared to the GA generic
prompts.

5.1.3.  Statistical tests
We also performed a Kruskal-Wallis test (Kruskal and Wallis, 1952) 

followed by Post-Hoc Dunn’s test (Dunn, 1961) with Bonferroni cor-
rection (corrected significant level (𝛼) = 0.05/3 = 0.01667) on the 
results for each LLM to determine the statistical significance of the re-
sults obtained for each prompt set. In the Bandit results, we saw that 
the GA generic prompt set significantly (𝑝 < 𝛼) reduced the weaknesses 
in code generated by all the models except CodeLlama (𝑝 = 0.313) and 
DeepSeek-Coder (𝑝 = 0.028) when compared to the baseline prompts. 
On the other hand, the GA complete prompts attained significant reduc-
tions compared to the baseline prompts in all LLMs except CodeLlama 
(𝑝 = 0.089). The notable improvements seen in GPT-4 (𝑝 = 2.72𝐸 − 10) 
and DeepSeek-Coder (𝑝 = 0.0) compared to the GA generic prompts are 
also substantiated by the statistical test results.

In the case of CodeQL results, we observed a statistically significant 
reduction in the weakness rate by the GA generic prompts only in code 
generated by GPT-3.5. As for the GA complete prompts, significant 
reductions were observed in code from all LLMs except GPT-3.5, when 
compared to the baseline prompts, showcasing the advantage of the 
GA complete prompts over the GA generic prompts. Furthermore, we 
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also observed significant reductions in weakness rate due to the GA 
complete prompts in code generated by GPT-4 (𝑝 = 4.53𝐸 − 03) and 
DeepSeek-Coder (𝑝 = 0.0) compared to the GA generic prompts.

RQ1: In our experiments, the use of a GA-based approach that 
combines both generic and security-specific mutation techniques al-
ways outperforms the direct use of the seed manual prompts. Fur-
thermore, incorporating security-specific prompt mutation techniques 
into the optimization pipeline notably reduced security weaknesses 
in LLM-generated code compared to using only generic techniques. 
The impact was especially pronounced in the outputs of GPT-4 and 
DeepSeek-Coder.

5.2.  Generalizability to different dataset

As the prompts are optimized on a subset of the coding tasks in the 
LLMSecEval dataset, we verified whether those same prompts are gen-
eralizable to other datasets by performing additional evaluations on the 
SecurityEval dataset. In the latter dataset, the tasks are specified in a 
different way, which might add an additional challenge. While LLMSe-
cEval contains task descriptions in natural language only, SecurityEval 
contains tasks in the form of incomplete code snippets and code com-
ments. Please, refer to A for examples of both task types. The results of 
this analysis are shown in Tables 5 and 6. Note that the SecurityEval 
dataset consists of 121 tasks. Hence, each prompt set generated up to 
605 code samples.

5.2.1.  Bandit results
The performance of the GA generic prompt set did not match its effec-

tiveness observed in the LLMSecEval dataset. For GPT-3.5 and CodeL-
lama, these prompts resulted in a higher weakness rate than the base-
line prompts. Among the remaining three LLMs, the GA generic prompts 
performed better than the baseline ones, though the improvement was 
minimal for DeepSeek-Coder, with only a 0.55% reduction in weak-
ness rate showing no significant improvement. In contrast, the GA com-
plete prompts consistently outperformed both the baseline and GA generic
sets in terms of weakness rates. Additionally, improvements were ob-
served with DeepSeek-Coder, where the weakness rates significantly 
dropped by 43.53%, compared to the GA generic prompts. The GA 
generic prompts are optimized using basic mutation techniques such 
as back translation, paraphrasing, and cloze. These methods, particu-
larly back translation and paraphrasing, perform modifications primar-
ily based on the existing prompt context, offering limited meaningful en-
hancements. In contrast, the GA complete prompts leverage techniques 
that incorporate SAST feedback and instruct the model to enrich the 
prompt with security-specific guidance. This results in more domain-
specific improvements that generalize better across a wider range of 
security-related tasks, regardless of the specific coding task function-
alities seen during training. Consequently, the GA complete prompts 
demonstrate better generalizability to new datasets compared to the GA 
generic prompts.

Table 6 shows the specific weakness categories detected by Bandit. 
Except for Gemini, the GA complete prompts reduced the occurrence of 
CWE-78 in the code generated by all the LLMs compared to the other two 
prompt sets following the same pattern observed in Section 5.1.1. Sim-
ilarly, substantial reduction in CWE-94 can be seen in code generated 
by GPT-4, Gemini, and DeepSeek-Coder. This can be attributed to the 
fact that these two weaknesses are among the most frequently detected 
in code generated for tasks in the LLMSecEval dataset as well. Conse-
quently, the prompts optimized using the GA-complete setting incor-
porate specific security cues aimed at mitigating these weaknesses, in-
troduced through the feedback-guided mutation technique which lever-
ages security warnings from Bandit generated on the reference tasks 
from LLMSecEval. We observed an increase in the frequency of CWE-
20, in all the models when GA complete is used compared to GA generic. 
This weakness manifested in the code in the form of parsing of untrusted 

XML using insecure libraries such as lxml and xml.etree.ElementTree
without proper validation. This may be because the tasks that involves 
parsing XML inputs are absent in LLMSecEval, and hence, none of the 
optimized prompts include any security cues to address this weakness. 
Regardless, the GA complete prompts have managed to reduce the overall 
frequency of security weakness, which shows promise, considering that 
SecurityEval covers much more weakness categories (69 CWEs) com-
pared to that of LLMSecEval (18 CWEs).

5.2.2.  CodeQL results
In the CodeQL results, the GA generic prompts failed to reduce the 

weakness rate in code generated by DeepSeek-Coder, while it performed 
better than the baseline prompts for the other LLMs, although not by 
a large margin. The highest reduction in weakness rate was observed 
in code generated by GPT-4 (-27.8%). Substantiating the results from 
Bandit, the GA complete prompts performed better than baseline and 
GA generic prompts. The most notable reductions compared to the GA 
generic prompts are observed in the code generated by DeepSeek-Coder 
(-39.17%). As can be seen in Table 6, when it comes to specific weakness 
categories, different LLMs behave differently to the three prompt sets. 
The GA complete prompt set notably reduced the frequency of CWE-200 
in all the models except CodeLlama. However, both the GA generic and 
GA complete prompts led to an increased occurrence of CWE-327, stem-
ming from the use of weak hashing algorithms, in the code generated 
by all LLMs except DeepSeek-Coder. As discussed in Section 5.1.1, this 
weakness was rarely flagged by Bandit during prompt optimization on 
the LLMSecEval subtasks, which likely resulted in insufficient tuning of 
the prompts to mitigate this issue.

5.2.3.  Statistical tests
In the bandit results of the GA generic prompts, significant reductions 

were observed in GPT-4 (𝑝 = 2.07𝐸 − 08) and Gemini (𝑝 = 4.00𝐸 − 05) 
compared to the baseline prompts, whereas the GA complete prompts 
attained significant improvements for DeepSeek-Coder (𝑝 = 8.73𝐸 − 04) 
as well along with GPT-4 (𝑝 = 1.33𝐸 − 15) and Gemini (𝑝 = 7.62𝐸 − 10). 
The GA complete prompts also saw significant improvements compared 
to the GA generic prompts in code generated by DeepSeek-Coder (𝑝 =
0.00)

In the results of the CodeQL analysis, the GA generic prompts 
managed to significantly reduce the weaknesses in code generated 
by GPT-4 (𝑝 = 9.03𝐸 − 04) compared to the baseline prompts, while 
the GA complete prompts saw significant reductions in code from all 
the examined LLMs, except Gemini (𝑝 = 0.037). Furthermore, the GA 
complete prompts also showed significant improvements compared 
to the GA generic prompts in the code generated by DeepSeek-Coder 
(𝑝 = 1.21𝐸 − 04).

RQ2: In the case of generic mutation techniques, prompts optimized 
on tasks from the LLMSecEval dataset (which are in the form of nat-
ural language descriptions) provided only limited improvement over 
the baseline prompts when applied to SecurityEval tasks (which are in 
the form of incomplete code snippets). In contrast, prompts optimized 
with security-specific mutation techniques demonstrated better gener-
alizability, especially for DeepSeek-Coder, notably reducing weakness 
rates and thereby confirming their effectiveness on new datasets with 
unseen types of coding tasks and weaknesses.

5.3.  Transferability to other LLMs

To evaluate how prompts optimized on one model apply to others, 
we used the prompts optimized on each model (source) to query the 
other models (destination). This experiment was conducted using the 
hold-out tasks from the LLMSecEval dataset. Figs. 3 and 4 present the 
weakness rates of code generated by each destination model according 
to Bandit and CodeQL, respectively. The x-axis of each graph represents 
the source models of the optimized prompts, while the y-axis shows the 
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Table 5 
Security analysis of code generated by each LLMs, using baseline, GA generic and GA complete prompts (the latter 
two prompt sets previously optimized on LLMSecEval) and applied to the tasks in the SecurityEval dataset. Rate 
= average number of weaknesses per code sample. Density = average number of weaknesses per generated line 
of code.

 SecurityEval dataset
 GPT-3.5

 Approach  # Valid Code  Avg. LOC  Security Weaknesses - Bandit  Security Weaknesses - CodeQL
 # Vuln. Code  Rate  Density  # Vuln. Code  Rate  Density

 Baseline  568  15.11  163  0.396  0.035  165  0.429  0.03
 GA generic  514  14.05  141  0.408  0.042  128  0.346  0.024
 GA complete  578  16.21  144  0.325  0.022  130  0.269  0.013

 GPT-4
 Approach  # Valid Code  Avg. LOC  Security Weaknesses - Bandit  Security Weaknesses - CodeQL

 # Vuln. Code  Rate  Density  # Vuln. Code  Rate  Density
 Baseline  604  21.13  243  0.561  0.03  202  0.561  0.026
 GA generic  602  21.63  147  0.390  0.02  151  0.405  0.019
 GA complete  604  28.57  111  0.309  0.012  158  0.347  0.012

 CodeLlama
 Approach  # Valid Code  Avg. LOC  Security Weaknesses - Bandit  Security Weaknesses - CodeQL

 # Vuln. Code  Rate  Density  # Vuln. Code  Rate  Density
 Baseline  588  11.22  166  0.399  0.043  158  0.360  0.032
 GA generic  514  11.35  147  0.426  0.047  137  0.324  0.03
 GA complete  557  18.43  134  0.346  0.021  110  0.269  0.014

 Gemini
 Approach  # Valid Code  Avg. LOC  Security Weaknesses - Bandit  Security Weaknesses - CodeQL

 # Vuln. Code  Rate  Density  # Vuln. Code  Rate  Density
 Baseline  598  30.15  235  0.600  0.02  229  0.799  0.027
 GA generic  591  30.55  165  0.426  0.014  200  0.668  0.021
 GA complete  598  41.70  133  0.357  0.009  215  0.568  0.013

 DeepSeek-Coder
 Approach  # Valid Code  Avg. LOC  Security Weaknesses - Bandit  Security Weaknesses - CodeQL

 # Vuln. Code  Rate  Density  # Vuln. Code  Rate  Density
 Baseline  605  13.79  302  0.723  0.054  237  0.803  0.052
 GA generic  603  11.36  320  0.719  0.069  244  0.804  0.062
 GA complete  603  19.72  154  0.406  0.022  208  0.489  0.025

weakness rate. To enable easy comparison, the graphs also include the 
weakness rates from the baseline prompts, as well as the GA generic and 
GA complete prompts optimized on the same model (indicated by the 
x-axis label: Self ) from Table 3.

For GPT-4, Gemini, and DeepSeek-Coder, the GA complete prompts 
optimized on themselves consistently yielded the best results across Ban-
dit and CodeQL. Similar trend is observed for GPT-3.5 and CodeLlama 
based on the Bandit results alone. Only for GPT-3.5, CodeQL indicates 
that the best performance came from the GA generic prompt set opti-
mized on itself. This confirms that the prompts optimized on the same 
model tend to perform better than those optimized on other models.

The case of CodeLlama is interesting when analyzing the CodeQL re-
sults, as the overall best performance was achieved using the GA generic
prompts optimized on GPT-3.5. Notably, the code generated by CodeL-
lama with GPT-3.5’s GA generic prompts had an average of just 9.4 lines 
per sample, the lowest among all settings. In general, the most frequently 
reported weaknesses by CodeQL were CWE-200 and CWE-327. CWE-200 
typically appeared in the form of Flask applications running in debug 
mode and through information exposure via exceptions. The latter re-
quires the presence of try-except blocks, which were rarely found in 
the CodeLlama-generated code using GPT-3.5 prompts, consistent with 
the shorter average line count. CWE-327, which involves the use of weak 
cryptographic algorithms, was also less prevalent in this setting. This can 
be attributed to a lower rate of valid code samples (359 out of 570, low-

est among all the settings), especially for complex tasks like password 
hashing. Altogether, these findings suggest that the improved perfor-
mance here is an anomaly.

Another notable aspect is the relative performance of the GA generic
and GA complete prompt sets optimized on other LLMs. The only con-
sistent trend that emerges is for GPT-3.5 and GPT-4, where the Bandit 
results show that the GA complete prompts outperform the GA generic
prompts from all other models. In contrast, Gemini and DeepSeek-Coder 
show mixed results; sometimes the GA generic prompts perform better, 
and in other cases, the GA complete prompts have the edge. This incon-
sistency is also reflected in the CodeQL results of these four models. In-
terestingly, CodeLlama exhibits a clear and consistent pattern: across the 
board, the GA generic prompt sets outperform the GA complete prompts 
from all other models. This could be attributed to the smaller size of the 
model we used (7B parameters); its relatively limited natural language 
understanding may hinder its ability to handle complex, longer prompts 
like the GA complete variants optimized on larger models. In contrast, 
it appears more responsive to shorter, more concise prompts, such as 
those generated using generic mutations.

Moreover, there are instances where prompts optimized on other 
models perform worse than the baseline prompts. For example, in 
Fig. 3, the GA generic prompts from CodeLlama and DeepSeek-Coder 
result in a higher weakness rate than the manual prompts when used 
to generate code with GPT-4. Similarly, Fig. 4 illustrates that the GA 
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Table 6 
Number of specific weaknesses detected by Bandit and CodeQL in code generated by the LLMs for the SecurityEval dataset.

 SecurityEval dataset
 Bandit

 GPT-3.5  GPT-4  CodeLlama  Gemini  DeepSeek-Coder
 GA-  GA-  GA-  GA-  GA-  GA-  GA-  GA-  GA-  GA-

 CWE  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete
 20  52  41  44  17  23  25  46  32  42  44  41  51  29  40  41
 22  2  3  4  5  5  4  5  3  5  5  6  5  3  5  5
 78  27  30  19  27  25  20  31  43  22  38  28  33  55  33  30
 89  0  0  4  0  0  0  5  6  5  0  0  2  2  0  2
 94  6  4  4  127  41  1  8  7  8  115  32  0  199  197  6
 259  43  37  33  72  58  37  40  30  41  54  51  63  37  44  28
 319  10  7  8  6  7  9  9  8  10  9  10  10  9  10  10
 326  1  0  0  0  0  0  3  4  0  0  0  0  2  5  2
 327  37  46  16  45  55  50  30  25  6  52  49  28  35  35  48
 330  2  1  8  0  0  0  6  6  5  0  0  0  2  6  16
 377  7  4  6  5  6  11  8  6  3  1  9  5  10  10  8
 400  16  16  13  7  3  15  15  24  12  5  2  4  19  15  15
 502  16  18  13  18  9  4  23  24  24  11  19  9  32  28  23
 605  1  1  3  9  1  1  2  0  2  21  7  5  0  0  9
 703  0  0  9  0  2  8  0  0  3  1  2  1  0  0  0
 732  5  4  4  1  0  2  4  1  5  1  0  1  4  6  2

 CodeQL
 GPT-3.5  GPT-4  CodeLlama  Gemini  DeepSeek-Coder
 GA-  GA-  GA-  GA-  GA-  GA  GA-  GA  GA-  GA-

 CWE  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete  Baseline  generic  complete
 20  3  2  2  4  2  5  6  3  7  1  2  5  5  7  7
 22  51  37  29  23  22  19  42  28  32  57  57  28  51  45  49
 74  18  7  13  7  3  10  18  13  6  15  17  15  18  16  25
 78  4  5  3  1  5  4  1  3  0  3  5  1  5  5  7
 79  45  24  30  21  33  35  31  30  4  19  31  12  46  64  49
 94  4  6  5  2  0  1  4  4  3  3  5  2  8  8  10
 200  29  22  8  190  106  52  25  14  27  303  197  143  245  223  30
 311  3  2  5  4  1  2  6  3  3  3  2  8  5  5  4
 327  1  11  21  10  11  17  1  10  34  14  38  63  17  15  13
 377  0  0  0  0  0  0  2  2  0  0  0  0  2  5  1
 400  19  14  10  9  11  12  15  15  8  19  18  19  12  20  23
 502  4  3  2  8  7  5  6  7  1  0  1  0  6  5  6
 601  30  27  17  45  32  32  23  22  13  28  19  35  45  42  44
 610  7  7  6  1  4  8  5  3  4  1  1  1  9  10  14
 693  7  6  2  9  2  2  24  7  5  11  6  6  7  10  7
 918  4  5  3  5  5  6  3  3  2  1  0  4  5  5  5

complete prompts from all the other models introduce more security 
weaknesses in code generated by CodeLlama compared to the manual 
prompts.

RQ3: Prompts optimized for a specific LLM perform the best when 
used with that same model. Furthermore, the prompts optimized on 
other models do not guarantee better security than simple, manually 
written prompts, highlighting the limited transferability of the opti-
mized prompts across different models.

Manual Validation of Bandit and CodeQL Results. As described 
in Section 4.6, we manually validated the results from Bandit and Cod-
eQL for 300 code files to identify false positives. This assessment re-
vealed 10.6% of the Bandit results and 6.6% of the CodeQL results 
as false positives. For Bandit, false positives were primarily associated 
with CWE-78 and CWE-330. In the case of CWE-78, Bandit occasion-
ally flagged import statements to the Python subprocess module as 
insecure due to potential security risks, without evaluating whether 
the functions were used securely in the code. For CWE-330, Bandit 
marked the use of random.randint() as insecure because it is un-
suitable for cryptographic operations; however, in many tasks within 
our datasets, random numbers were not used in security-critical con-
texts, rendering these warnings false positives. For CodeQL, a few false 
positives were observed for CWE-200, where exception statements 

were incorrectly flagged as leaking sensitive information in certain
tasks.

As static analyzers, neither of the tools execute code, and thus, are 
unable to detect weaknesses associated with run-time behavior. Addi-
tionally, the weaknesses they can detect are restricted by the available 
rules for Bandit and query packs for CodeQL, which could lead to false 
negatives. However, this is a limitation faced by all security analysis 
tools. Despite the false positives and missed weaknesses, we highlight 
that the primary objective of this study is to assess the relative impact of 
different prompting approaches on improving the security of generated 
code. Consequently, any inherent limitations of Bandit and CodeQL ap-
ply uniformly across all techniques, ensuring that the comparative rank-
ing of the prompting strategies remains unaffected to a large extent.

6.  Discussion

6.1.  Optimized prompts

Table 7 presents one representative optimized prompt per model us-
ing only the generic mutation techniques (GA generic), while Table 8 
shows representative prompts optimized per model using a combina-
tion of generic and security-specific mutation techniques (GA complete). 
Although the experiments utilized the top 5 prompts, only one is shown 
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Fig. 3. Each graph show the weakness rate (y-axis) in the code generated by an LLM model (mentioned in the graph title) using the prompts optimized on other 
LLMs (x-axis). The label Self refers to the case where the prompts were optimized on the same model used for code generation. The rate is computed via Bandit. 
The light and dark blue bars correspond to prompts optimized using GA generic and GA complete mutation techniques, respectively

Table 7 
Prompts optimized using only the generic mutation techniques (GA generic) from each LLM.
 Model  Optimized Prompt
 GPT-3.5  Write Python there provides the following task description, which is the most secure :
 GPT-4  Generate the Python code that prevents all CWEs for the next task description.
 CodeLlama  Enter the Python code for the following description of the task to avoid vulnerabilities:
 Gemini  Generate Python code to prevent all CWEs for the following task description:
 DeepSeek-Coder  Write Python code for the following task description, which is very safe:

in each table for clarity and conciseness. We took a closer look at the 
optimal prompts obtained using generic and security-specific mutation 
techniques from all the LLMs. For this we performed a light-weight 
thematic analysis using open coding, a qualitative approach for inter-
preting patterns and themes within textual data (Thomas and Harden, 
2008; Xiao and Watson, 2019). The coding of the textual elements in the 

prompts was carried out using an inductive method, where we derived 
categories and themes directly from the data rather than imposing pre-
defined codes. This allowed patterns, structures, and security-relevant 
features to emerge naturally during the analysis, ensuring that the cod-
ing captured the diversity and nuances of the optimized prompts. The 
main findings are presented below.
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Fig. 4. Each graph show the weakness rate (y-axis) in the code generated by an LLM model (mentioned in the graph title) using the prompts optimized on other 
LLMs (x-axis). The label Self refers to the case where the prompts were optimized on the same model used for code generation. The rate is computed via CodeQL. 
The light and dark blue bars correspond to prompts optimized using GA generic and GA complete mutation techniques, respectively.

6.1.1.  Prompt diversity
The first insight that emerged is the prompt diversity, that indicates 

how much the optimization process transformed the original, manually 
written seed prompts or the baseline prompts shown in Table 1. The 
GA generic prompts shown in Table 7 are relatively simple and con-
cise across all five LLMs, with an average length of about 13 words. 
Although they led to improved security over the baseline prompts in the 
LLM-generated code, the optimized prompts, especially the ones from 
Gemini, remain quite similar in style, mirroring the baseline prompts, 
which are also short, straightforward, and average around 12 words. 
Furthermore, the GA generic prompts did not introduce any additional 
security-related cues beyond the simple ones already present in the seed 
prompts. This indicates that the generic mutation techniques applied in 
this study brought only limited modifications to the original prompts. 
However, prior work (Moradi and Samwald, 2021; Zhuo et al., 2024) 

has shown that even minor changes in a prompt can lead to signifi-
cantly different outcomes. As a result, these techniques continue to be 
widely adopted in prompt optimization research (Prasad et al., 2023; Xu 
et al., 2022). The performance improvements observed over the baseline
prompts in our results support this insight to a large extent.

In contrast to the GA generic prompts, the GA complete prompts in 
Table 8 are more complex and incorporate significantly more security-
specific information than the original seed prompts making them more 
diverse. Many of these prompts embed detailed security warnings gen-
erated by a SAST tool, while others incorporate broader best practices 
for secure coding. Among the two security-specific mutation techniques 
used, the feedback-guided method is more constrained, as it relies on the 
warnings provided by the SAST tool. However, when combined with the 
self-guided technique that enables the LLM to improve a prompt with-
out much restrictions, it produces more diverse and enriched prompts, 
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Table 8 
Prompts optimized using a combination of generic and security-specific mutation techniques (GA complete) from each LLM.
 Model Optimized Prompt
 GPT-3.5 Generate secure python code for the following task description, addressing the following security warnings:

- Possible hardcoded passwords: ’sensor_password’, ’secure_password’, ’example_password’, ’password’
- Sub- call - check for execution of untrusted input.
While avoiding the use of standard pseudo-random generators for security purposes, hardcoded passwords, the subprocess module, subprocess
calls with shell=True, and starting a process with a partial executable path, strictly adhere to the following additional security best practices:
- Input validation: Validate all user-provided input to prevent injection attacks and other vulnerabilities.
- Output encoding: Encode all output to prevent cross-site scripting (XSS) and other attacks.
- Use a secure random number generator: Utilize a cryptographically secure random number generator for generating random values.
- Avoid insecure storage : Use secure string manipulation functions to prevent buffer overflows and other vulnerabilities.
- Handle exceptions securely: Handle exceptions gracefully to prevent sensitive information from being leaked.

 GPT-4 Generate code by enhancing the security of the following Python coding task by addressing vulnerabilities related to:
- Execution of untrusted input
- Encoded passwords (including ’your-secret-key-here’, ’your_actual_db_password’, ’your_csrf_token_here’, and ’secure_password123’)
- Fitness of Pseudo-random Generator
- Hardcoding of Secret Keys
- Debug Flask Mode

 CodeLlama Write secure Python code that adheres to the following security best practices:
- Use reputable and actively maintained libraries, such as ’pyca/cryptography’ for encryption.
- Avoid hardcoding sensitive information, such as passwords or keys. Instead, securely store and retrieve these values from a secure location.
- Implement appropriate input validation and sanitization to prevent malicious input from compromising the application.
- Consider using security frameworks or tools to enhance code security.

 Gemini Generate Python code that prevents all CWEs for the following task description, ensuring that the generated code is protected against all known 
vulnerabilities, including:
- Input validation and sanitization
- Output encoding and escaping
- Proper error handling
- Resource management and cleanup
- Injection attacks (SQL, NoSQL, OS, code)
- Cross-site scripting (XSS) attacks
- Cross-site request forgery (CSRF) attacks
- Session management and authentication
- Data encryption and hashing
- Cryptographic key management
- Secure coding practices

 DeepSeek-Coder Generate secure Python code that prevents all CWEs for the following task description, addresses the security warnings below, and follows the guidance 
from the linter and security checker:
- Prevent the Flask app from running with debug=True
- Avoid hardcoding passwords
- Use secure password generators for security/cryptography purposes
Security Warnings:
- Possible hardcoded password: ’Thisisasecret!’
- Possible hardcoded password: ’your_password_salt’
- Possible hardcoded password: ’your_password’

allowing the LLM to expand upon the SAST feedback. This demonstrates 
how granting the model some creative freedom can result in more so-
phisticated and informative prompts, even when starting from simple 
seeds. Our results further affirm that prompts with richer security con-
text, such as the ones in Table 8 yield better outcomes, highlighting the 
advantage of more complex, security-aware prompts over simpler ones.

6.1.2.  Optimization trends across LLMs
We observed some trends emerging in the way prompts are opti-

mized by different LLMs.
Prompt Components. The optimized prompts produced by both GA 

generic and GA complete shared several common structural components. 
These typically included (i) a code generation instruction, (ii) a refer-
ence to an external task, and (iii) a security-oriented specification. The 
code generation instruction refers to the segment of the prompt explic-
itly directing the model to generate source code, most often in Python. In 
GA generic, this component predominantly instructed the model simply 
to generate code, whereas in GA complete, it more frequently specified 
the generation of secure code. The prompts optimized by all LLMs incor-
porated a reference to an external task, which informed the code gener-
ation LLM about an upcoming coding task. An example phrase for this 
is “the following task description.” The third component is the security-
focused specification. Both GA generic and GA complete prompts included 

the above components; however, the security-focused component in GA 
complete prompts is more detailed than that in GA generic prompts. 
Further details on the security-focused component are provided later. 
Overall, the three components mirror those present in the seed prompts 
used for optimization, highlighting the extent to which the basic struc-
ture of the seed prompts influences the final optimized prompts.

Prompt Coherence. Some optimized prompts in the GA generic set 
contained linguistic errors that reduced their clarity for human read-
ers. The optimized prompt for GPT-3.5 in Table 7 shows an example 
of this case. In addition, several prompts included extraneous noise 
terms, such as unnecessary words like “there” or incoherent symbols 
like “..” inserted between phrases. These grammatical errors and noise 
elements were most prevalent in prompts generated by GPT-3.5, though 
they were also observed to a lesser extent in prompts from GPT-4 and 
DeepSeek-Coder. Grammatically incorrect prompts are not a surprising 
outcome with the cloze mutation technique, which removes random 
words from short prompts with limited context and fills the gaps using 
a model, in our case, BERT. The prevalence of such prompts in GPT-
3.5’s optimized set suggests that this model may be more tolerant of 
poorly structured inputs compared to the others. However, as shown in
Tables 3 and 5, GPT-3.5 generated fewer valid code snippets from these 
prompts, likely due to their incoherent phrasing. Still, among the valid 
outputs, these prompts demonstrated improved security. On the other 
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Table 9 
Distribution of security specification types among the top five optimal prompts 
generated by each LLM using GA complete optimization.
 Specification Type  GPT-3.5  GPT-4  Codellama  Gemini  DeepSeek-Coder
 Security Best practices  4  2  3  4  0
 Attack prevention  4  1  0  5  0
 SAST warning list  4  5  5  0  4

hand, the GA complete prompt sets from all the models, including GPT-
3.5, contain grammatically correct sentence structures. This may be be-
cause the prompts mutated via the security-specific techniques led to 
longer prompts with more context allowing the cloze transformation to 
produce more coherent completions and reducing the propagation of 
grammatical errors across iterations.

Types of Security Specifications. The key insights arise from the na-
ture of the security cues embedded in the optimized prompts. While 
both GA generic and GA complete prompts incorporate security specifica-
tions, the type and depth of these cues differ substantially between the 
two optimizations. In the GA generic prompts, security cues appeared 
primarily in two forms. The first was a generic reference to security, 
expressed through phrases such as “which is most secure” or “which is 
very safe”. This was mostly observed in the prompts optimized using 
GPT-3.5 and DeepSeek-Coder. The second kind, which was observed in 
the remaining 3 LLMs, involved more explicit vulnerability-prevention 
language, including phrases like “prevent all CWEs” or “avoid vulnerabili-
ties”. As outlined in Section 3.1.2.1, these correspond to the naive-secure
and comprehensive styles of specifying security in the seed prompts re-
spectively. Notably, the GA-generic prompts did not introduce any new 
security patterns, highlighting both their limited diversity relative to the 
seed prompts and the constraints of relying solely on generic mutation 
techniques. In contrast, the GA complete prompts included additional se-
curity specifications in addition to the generic security references and 
vulnerability-prevention phrases seen in the GA generic prompts. We 
identified three different forms of such security specifications: (i) se-
curity best practices, (ii) attack prevention and (iii) SAST warning list. 
Table 9 shows the number of prompts among the top 5 GA complete opti-
mal prompts that include different types of these specifications. Several 
optimized prompts incorporated a list of security best practices intended 
to guide the generation of secure code. Most of the listed practices were 
generic in nature, lacking implementation-specific detail, for instance, 
“Input validation and sanitization” or “Handle exceptions securely: Handle 
exceptions gracefully to prevent sensitive information from being leaked”. 
However, one among the top 5 optimal prompts from GPT-4 explicitly 
prescribed the functions to be used for security, such as os.urandom() or
secrets.token_bytes() for enhanced randomness. In addition to pre-
scribing secure coding practices, the optimized prompts also included 
security statements specifying the types of attacks the generated code 
should prevent. Many of these referred to injection-based attacks, such 
as code injection, and also mentioned threats like XSS, SQL injection, 
CSRF, and buffer overflows (BOF). Mentions of attacks were most com-
monly observed in prompts optimized by GPT-3.5 and Gemini. The third 
category of security specification consists of security warnings produced 
by the SAST tool, in our case, Bandit. These primarily arise from the 
feedback-guided mutation technique, which leverages Bandit’s warn-
ings as contextual input to generate refined prompt mutations. Some 
of these prompts incorporated the Bandit-generated warnings verbatim, 
while others rephrased them into the form of preventive measures. For 
example, the optimized prompts for GPT-4, CodeLlama and DeepSeek-
Coder shown in Table 8 illustrate these cases. The security information 
provided in the prompts in this manner encouraged the model to prevent 
vulnerabilities identified in the Bandit analysis including hard-coded 
passwords, weak hashing, use of deprecated libraries and so on.

In summary, all LLMs except DeepSeek-Coder produced optimized 
prompts that incorporated security best practices, attributed to the self-
guided mutation technique. Additionally, all LLMs except Gemini gener-

ated optimized prompts that included cues derived from SAST warnings, 
corresponding to the feedback-guided mutation technique. Attack pre-
vention statements, which are mostly a result of self-guided mutation 
technique are only present in prompts from GPT-3.5, GPT-4 and Gem-
ini. Although both mutation techniques contributed comparably across 
models, almost all of the GA complete prompts from GPT-4, DeepSeek-
Coder and CodeLlama included Bandit warnings as security cues as a 
result of the feedback-guided mutation technique, whereas Gemini em-
phasized broader security best practices attributed to the self-guided 
mutation technique. GPT-3.5, in contrast, combined verbatim Bandit 
warnings with detailed security practices in the majority of its prompts 
striking a balance between the two mutation techniques. This suggests 
that, while the inclusion of general security practices enhances the se-
curity of the generated code, most LLMS studied in this work performed 
better when provided with specific security warnings incorporated into 
the prompts, highlighting the impact of feedback-guided mutation tech-
nique. 

6.2.  Comparison with related work

As mentioned in Section 2, Nazzal et al. (2024b) investigated prompt 
optimization for enhancing the security of LLM-generated code and pro-
posed an approach named PromSec. To the extend of our knowledge, 
this is the only work that explores discrete prompt optimization for im-
proving the security of LLM-generated code. To compare our method 
with PromSec, we utilized the 114 hold-out tasks from the LLMSecEval 
dataset to generate code using the PromSec approach. For this evalu-
ation, we employed the DeepSeek-Coder model, as it is open-source, 
thus incurring no additional costs, and it showed the best performance 
in our prior assessments. The results of the security analysis by Ban-
dit and CodeQL of the generated code are presented in Table 10. Note 
that the maximum number of generated code samples for PromSec is 
114, whereas the results for the baseline, GA generic, and GA complete
prompt sets include up to 570 code samples. This difference arises be-
cause each of those prompt sets includes 5 prompts, resulting in up to 
114 × 5 = 570 code generations. In contrast, PromSec dynamically opti-
mizes a prompt for each task individually, rather than using a fixed set 
of prompts, producing one code file per task. Despite the difference in 
the number of generated samples, we report average weakness rate and 
density per task, allowing for a direct comparison between our approach 
and PromSec.

As shown in Table 10, according to Bandit, PromSec has a better 
weakness rate than GA complete (0.235 vs 0.349, lower is better), while 
the weakness density is about the same. PromSec iteratively generates 
code for a given task until Bandit no longer detects any weaknesses or 
a maximum of 20 iterations is reached, leading to more secure outputs. 
Although the GA complete prompts are also derived by evolving prompts 
based on the Bandit results, this optimization is performed on a small 
subset of tasks to create generalized prompts applicable across tasks. As 
a result, there is no real-time customization of prompts to address the 
specific weaknesses Bandit detects in each new task leading to reduced 
performance compared to PromSec. However, if we consider an exter-
nal security oracle (CodeQL), PromSec has a worse performance than 
the GA complete for both weakness rate (0.245 vs 0.161, lower is better) 
and weakness density (0.059 vs 0.008, lower is better). This may be be-
cause PromSec real-time optimization does not account for weaknesses 
detected by CodeQL.

Furthermore, several additional factors need to be considered while 
determining the most effective approach for secure code generation. 
Table 11 presents the time and token consumption of PromSec, along 
with the GA generic and GA complete optimization approaches in this 
study, using DeepSeek-Coder as the reference model. The experiments 
have been carried out on an NVIDIA A100 80GB GPU. Each approach 
consists of two phases: training/optimization and inference. While the 
training time and token usage for PromSec (for its gGAN model) are 
unavailable, our GA generic optimization took approximately 29 hours, 
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Table 10 
Comparison with PromSec (related work) in terms of security of the generated code. The rows for baseline, GA generic
and GA complete are repeated from Table 3 to avail easy comparison. Rate = average number of weaknesses per 
code sample, density = average number of weaknesses per generated line of code.
 LLMSecEval dataset (hold-out tasks)

 DeepSeek-Coder
 Approach  # Valid Samples  Avg. LOC  Security Weaknesses - Bandit  Security Weaknesses - CodeQL

 # Vuln. Code  Rate  Density  # Vuln. Code  Rate  Density
 Baseline  569  16.79  316  0.871  0.057  249  0.528  0.028
 PromSec*  102  19.09  12  0.235  0.014  17  0.245  0.059
 GA generic  566  13.87  283  0.74  0.071  220  0.441  0.028
 GA complete  570  24.79  124  0.349  0.016  73  0.161  0.008

 *: existing related work 

Table 11 
Comparison with PromSec (related work) in terms of time and token 
consumption.

 DeepSeek-Coder
 Approach  Optimization/Training  Inference

 LLMSecEval (hold-out tasks)
 Time  # Tokens  Avg. Time  Avg. # Tokens

 PromSec*  n/a  n/a  2606s  4263
 GA generic  29h  2581K  11s  362
 GA complete  32h  5532K  14s  466

 *: existing related work 

whereas the GA complete optimization required around 32 hours due 
to two additional mutation techniques, resulting in more prompt and 
subsequent code generations per iteration. Token counts include both 
input and output tokens. For the optimization phase, this encompasses 
all generated prompts, code generation queries, and their outputs. The 
GA generic optimization consumed approximately 2581K tokens, while 
the GA complete optimization required about 5532K tokens. When us-
ing open-source models such as DeepSeek-Coder, token usage does not 
translate to direct cost. However, to provide perspective on the cost 
implications for closed-source models: among all our experiments, the 
GPT-4 model we used (gpt-1106-preview) was the most expensive due 
to its higher pricing. The GA-complete optimization, which involved the 
highest token consumption, cost approximately €165 when run with this 
model.

While the optimization approaches proposed in this study incur some 
time and token costs during the optimization phase, these are one-time 
costs (per model version). After the initial optimization, the cost of gen-
erating secure code for individual tasks (inference phase) is unaffected, 
as the optimized prompts are reused as is. As shown in Table 11, the av-
erage time taken by the GA generic and GA complete prompts is approx-
imately 1/200th of that required by PromSec, per task. This is because 
PromSec do not provide generalizable prompts that can be used for any 
coding task, rather, it iteratively optimizes prompts for a given task. In 
our evaluation, PromSec required an average of 8 optimization itera-
tions per coding task that initially contained at least one vulnerability. 
This means the LLM was prompted approximately 8 times for both code 
generation and prompt refinement, introducing substantial overhead to 
the secure code generation process. Consequently, PromSec consumes 
roughly ten times more tokens per task on average compared to our 
approaches.

In summary, GA complete optimization appears to be a more cost 
effective alternative to PromSec, particularly as it yielded more secure 
code, based on the CodeQL results.

6.3.  Practical constraints and trade-offs

While the GA complete approach reduced inference-time cost in terms 
of tokens and latency, the optimization phase itself remains compu-

Fig. 5. Average score of top-𝐾 prompts over the iterations. Lower the score, 
better the security.

tationally expensive. The optimization proceeds over 𝑇  (𝑇 = 6 in our 
setup) iterations. In each iteration, the top-𝐾 prompts (𝐾 = 4 in our 
setup) are subjected to five mutation techniques, with each technique 
producing four variants, yielding up to 80 mutated prompts per iteration 
(4 × 5 × 4). In the subsequent step, each of these 80 prompts is evaluated 
by generating code for 36 reference tasks, resulting in 2880 code gener-
ations per iteration (80 × 36). These generations constitute the primary 
source of token usage and runtime overhead. There are different options 
that can be considered to reduce the number of generations to reduce 
cost.

Reduce the number of iterations. By reducing the total number of itera-
tions, the number of code generations can be reduced significantly, and 
thereby save time and cost. However, we need to check how this impacts 
the quality of the optimized prompts after a reduced number of itera-
tions. We analysed the scores (Eq. 3) obtained for the top-𝐾 prompts 
from each iteration of the optimization process to see how the score 
progresses throughout the iterations. We observed that, for GPT-3.5, 
GPT-4, and DeepSeek-Coder, the average score of the top-𝐾 prompts 
in the 6th iteration was the lowest, where a lower score indicates bet-
ter security. However, we note that the reduction in score was minimal 
in the last two iterations in the case of GPT-4. On the other hand, for 
CodeLlama and Gemini, the lowest average scores were achieved in the 
4th iteration. Since 3 out of the 5 LLMs benefited from the full 6 itera-
tions, it suggests that a longer optimization run is more effective in most 
cases. Nevertheless, the results from CodeLlama and Gemini, along with 
the minimal improvement observed in the last two iterations for GPT-
4, indicate that an early stopping strategy at around 4 iterations could 
provide a reasonable trade-off between cost and security improvements, 
particularly when resource constraints are a limiting factor.

Reduce the number of mutated prompts. Another strategy to reduce 
the number of generations is to limit the number of mutated prompts 
produced in each iteration. This can be approached in two ways: (i) 
eliminating certain mutation techniques or (ii) reducing the number of 
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prompt variants generated per technique. In the GA complete approach, 
five mutation techniques are applied. Based on the optimal prompts in 
Table 8 and the thematic analysis in Section 6.1.2, it is evident that 
the two security-specific mutation techniques (self-guided and feedback-
guided) contributed to the final optimized prompts from nearly all of the 
LLMs. This indicates that both are critical for achieving security-oriented 
improvements and therefore should not be removed. In contrast, the 
generic mutation techniques (back translation, paraphrase, and cloze 
transformation) were shown in Section 6.1.1 to produce only limited 
diversity. Consequently, removing one of these generic techniques may 
not substantially affect the variety of generated prompts. Alternatively, 
rather than discarding entire techniques, the number of mutations gen-
erated per technique could be adjusted, for example, reducing the vari-
ants produced by generic techniques while retaining the full number 
for security-specific techniques. Such a strategy would reduce computa-
tional cost while maintaining the effectiveness of the optimization pro-
cess, thereby striking a balance between efficiency and prompt diversity. 
However, the decision to remove or limit specific mutation techniques 
should ultimately be guided by empirical evidence from further experi-
mentation.

Reduce the number of reference tasks. The third option is to reduce the 
number of reference tasks on which the optimization is performed. In 
our pipeline, we used two coding tasks per CWE, for a total of 36 tasks 
covering the 18 CWEs in the LLM-SecEval dataset. Several approaches 
can be employed to lower this number: (i) reducing the number of tasks 
per CWE, (ii) removing tasks associated with less severe vulnerabilities, 
and (iii) adopting a more selective task sampling strategy. In the first 
case, decreasing the number of tasks per CWE from two to one would 
immediately halve the total number of code generations, substantially 
reducing computational cost. Another option is to remove tasks that do 
not produce severe security weaknesses, or any weaknesses at all, when 
solved with baseline prompts. Our Bandit analysis revealed that some 
tasks consistently failed to trigger any meaningful vulnerabilities across 
iterations, suggesting that they contribute little to improving prompt se-
curity. Eliminating such tasks would reduce the optimization workload 
without sacrificing the effectiveness of the resulting prompts. If this op-
timization approach is used in the industry, one can also use a more 
strict selection criterion to sample high-quality tasks as references, such 
as tasks that implement the most common functionality in the target ap-
plication domain or those that are known to frequently manifest security 
weaknesses in real-world software. Prioritizing such tasks ensures that 
the optimization process focuses on scenarios with the highest practical 
relevance and greatest impact on security, potentially leading to even 
better prompts with minimal number of reference tasks. In this case as 
well, determining the optimal task set requires empirical validation to 
ensure that reducing the number of reference tasks does not compromise 
the robustness of the optimized prompts.

6.4.  Data contamination

The code samples generated by all the LLMs in this study were 
checked for any form of data contamination or leakage to see if the 
LLM responses were influenced by prior exposure to the datasets used 
by us. According to Balloccu et al. (2024), there are two types of data 
contamination: direct and indirect. Direct contamination refers to evalu-
ation data appearing in a model’s training set, while indirect contamina-
tion can occur through Reinforcement Learning from Human Feedback 
(RLHF) through web interactions. As this study used only API access, 
indirect contamination is unlikely. However, direct contamination re-
mains a possibility since both the LLMSecEval and SecurityEval datasets 
were publicly available before this study.

We used the Dolos toolkit (Maertens et al., 2022) to perform a basic 
contamination check on our main experiment results. Dolos, a source 
code plagiarism detector, computes semantic similarity using AST com-
parisons. We assessed the similarity between the code generated for each 
task and the corresponding reference implementations included in the 

datasets. The average similarity score obtained for the code generated 
using the LLMSecEval dataset is 0.07, while the same for SecurityEval 
dataset is 0.22. As both scores are below 0.5, there is no indication of 
significant influence from data contamination (Yu et al., 2023).

7.  Threats to validity

The code samples evaluated in this study were only partially verified 
for functional correctness. This limitation stems from the large volume 
of generated code (38,005 samples) and the absence of accompanying 
test cases in both LLMSecEval and SecurityEval datasets, which made 
automated functional verification infeasible. To address this limitation, 
we manually assessed functional correctness by following the method-
ology outlined in Tony et al. (2025a). As described in Section 4, we 
manually verified 40% of the generated code samples. Among these, 
2.86% of the compilable samples (the ones included in the results) were 
identified as functionally incorrect. This limitation should be taken into 
account when interpreting the results. Additionally, this manual analy-
sis was done by a single author, however, care was taken to avoid biases 
by following well-defined criteria (mentioned in Tony et al. (2025a)) to 
decide whether a code sample is valid.

Due to the large volume of generated code samples, we did not ac-
count for randomness in the generated results, as doing so would have 
significantly increased the number of required generations, multiplying 
the dataset size based on the number of responses per prompt. However, 
to obtain more representative results, each prompt set, both manual and 
optimized, consisted of five distinct prompts per setting. Additionally, 
we set the temperature parameter of the LLMs to a low value to minimize 
the impact of randomness in the outputs. Lastly, the results generated 
by the SAST tools have not been manually validated beyond analyzing 
them to identify patterns and special cases. To mitigate this limitation, 
we employ two different SAST tools widely used in the existing security 
research and report their results independently, thereby enhancing the 
reliability of our experimental findings.

8.  Conclusion

We examined the impact of generic and security-specific prompt mu-
tation techniques in the context of prompt optimization powered by a 
genetic algorithm, aimed at improving secure code generation. For this, 
we introduced two new security-focused mutation strategies: self-guided
and feedback-guided mutation. Our findings show that security-specific 
mutation techniques enable more effective prompt optimization, yield-
ing greater improvements in the security of LLM-generated code com-
pared to general-purpose techniques like back translation, paraphrasing, 
and cloze transformation. Additionally, we observed that LLMs perform 
best when queried with prompts optimized specifically for them, rather 
than with prompts optimized for other models.

Although our optimization approach relied solely on Bandit, a single 
static analysis tool, the prompts optimized using Bandit also showed 
a reduction in security weaknesses when evaluated with a different 
tool, CodeQL. However, integrating CodeQL into the optimization pro-
cess could further improve the coverage of the optimized prompts. Cur-
rently, our approach optimizes prompts primarily based on the secu-
rity and the syntactic correctness of the LLM-generated code without 
taking into account functional correctness. While the majority of the 
optimized prompts largely resulted in functionally correct code in our 
experiments, it would be interesting to extend the approach to explic-
itly incorporate functional correctness in the optimization approach to 
further strengthen the effectiveness of the optimized prompts. Addition-
ally, the security-specific prompt mutations in this study were generated 
exclusively using the Gemini Pro-model. This design choice means that 
the performance of the optimized prompts is, to some extent, tied to the 
characteristics of this model. While Gemini Pro-was selected due to its 
strong reasoning capabilities and reliability at the time of experimen-
tation, we recognize that different mutation generator models, varying 
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in scale and architecture, could produce prompt variants with distinct 
qualities. Due to this, the generalizability of our results across mutation 
generators remains an open question. In future work we plan to per-
form a systematic evaluation of multiple LLMs for mutation generation, 
to understand how model choice shapes both the diversity of mutations 
and the ultimate security performance of optimized prompts.

9.  Replication package

The GitHub repository containing the source code implementing 
the pipeline for secure prompt optimization is available at https://
github.com/tuhh-softsec/GAforSecCodeGen Additionally, all data gen-
erated as well as the evaluation results of this study are available at 
https://figshare.com/s/543a9bf82a82ea86267f.
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Appendix A.  Coding task examples

The coding tasks in the LLMSecEval datasets are in the form of NL 
descriptions. Each task is designed to cover at least one weakness type 
from CWE. Below is an example of a task that targets CWE-78: Command 
Injection.

The code is a simple program that takes a username as a 
command-line argument and prints the user information from 
the /etc/passwd file. The program uses a function to execute 
the command cat /etc/passwd | grep username.

If the code for the above task is implemented without appropriate 
input validation for the user-provided username, it could lead to a com-
mand injection vulnerability.

The coding tasks in the SecurityEval dataset are in the form incom-
plete code snippets with docstring comments that specify the function-
ality to be implemented. An example of a task from this dataset that 
targets CWE-22: Path Traversal.

If the code implementing the above functionality does not validate 
the user-provided filename, it can lead to a path traversal weakness 
where malicious attackers can manipulate this parameter to traverse 
directories and read arbitrary files on the server.

Appendix B.  Selection of iteration number

To decide the number of iterations to run the optimization pipeline, 
we performed a preliminary examination by executing the pipeline for 
20 iterations using the GPT-3.5 model. For this experiment, we only used 
the generic prompt mutation techniques to make the experimentation 
more feasible. In each iteration, the top-K prompts and the generated 
code for 5 randomly selected tasks from the training set underwent a 
manual assessment, where both were scored on a scale of 1 to 4, where 
1 signifies “very poor” and 4 signifies “very good”. The scale used for 
scoring is shown in Table B.12.

In summary, the scoring of the prompts is based on two criteria: 
meaning alignment and security alignment. Meaning alignment scrutinizes 
the adherence of the prompt to the purpose of generating Python code, 
while security alignment examines whether the prompts included speci-
fications regarding code security. Furthermore, the code samples gener-
ated by the prompts were manually analyzed using the same two criteria 
used in the analysis for functional correctness: task alignment and code 
completeness described in Section 4.5.

The results of prompt and code validity analysis are shown in 
Fig. B.6. From the 6th iteration onwards, we observed a decline in the 
quality of prompts, both in terms of meaning and security alignment. 
This decline became notably drastic from the 7th iteration onwards, with 
the alignment scores remaining consistently low for the subsequent iter-
ations. As for code validity, the task alignment of the code samples be-
gan to decline from the 7th iteration and experienced a significant drop 
from the 8th iteration onwards. On the other hand, completeness slightly 
decreased in the 6th iteration, followed by a notable decline observed 
from the 8th iteration onwards. The decline observed from the 8th it-
eration is primarily due to the fact that the generated responses were 
predominantly textual descriptions of the task or other non-code con-
tent. We primarily relied on code validity metrics to determine the op-
timal number of optimization iterations, since prior research has shown 
that incoherent prompts do not necessarily lead to poor results (Deng et 
al., 2022). Based on this, we selected 𝑇 = 6 as the number of iterations 
for our study. This choice is further supported by the findings of Xu et 
al. (2022), who employed similar prompt mutation techniques and also 
observed the best performance at 6 iterations.

Appendix C.  Functional correctness across LLMs

We manually assessed the functional correctness of 40% of all the 
code generated by all 5 LLMs. In Section 5.1, we already mentioned 
that among all the compilable code generated by the LLMs, 2.86% were 
functionally incorrect. The functional correctness of the generated code 
is determined manually by assessing the task alignment and complete-
ness of the code as described in Section 4.5. Table C.13 shows the per-
centage of code among the compilable code generated by each LLM 
that were found to be functionally correct. All models produced code 
that largely implemented the intended functionalities when using the
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Fig. B.6. The results of prompt and code validity analysis done for 20 iterations.

Table B.12 
The scale used to score the validity of prompts and code responses generated by the LLM in the preliminary experimentation.

 Prompt Validity: Meaning Alignment
 Score Evaluation Criteria
 Very Good The prompt effectively directs the LLM to generate Python code based on the provided task description. Example: “Generate secure Python code for the following 

task description”.
 Good The prompt overlooks some crucial elements like “generate,” “Python,” “code,” or “task description,” but still conveys the overall task meaning. Example: “Write 

Python for the following task description” omits “code,” yet communicates the task to the model.
 Bad The prompt omits too many crucial elements, resulting in a loss of meaning. Example: “use python code for the following uses methods that prevent security 

vulnerabilities” fails to clearly convey the intended task.
 Very Bad The prompt appears nonsensical in terms of grammar and meaning. Example: “Use . synt.x for a Task statement . make changes to the following task description 

for the”
 Prompt Validity: Security Alignment

 Score Evaluation Criteria
 Very Good The prompt requests the model to incorporate security by preventing security vulnerabilities or CWEs in the code. Example: “Generate secure python code that 

prevents security vulnerabilities for the following task description”.
 Good The prompt request the model to incorporate security by simply using the term “secure” in it. Example: “Generate secure python implementation for the following”.
 Bad The prompt does not specify anything regarding security in it. Example: “Write python code for the following task description”.
 Very Bad The prompt encourages the model to implement vulnerable code. Example: “Use the Python code for the task . . exploit these vulnerabilities for the following 

task description”.
 Response Validity: Task Alignment

 Score Evaluation Criteria
 Very Good The code response contains functions or lines to address all the functional requirements specified in the task description.
 Good The code response fails to address minor requirements but still addresses the important functionality specified in the task description. Example: In a login feature 

implementation task followed by redirection to the Homepage, the code includes functions or lines to perform the login but fails to redirect to the Homepage 
afterward.

 Bad The code response fails to address critical functional requirements specified in the task description. Example: For a task involving the implementation of an Email 
update feature for users, the code merely reads and prints the new Email address without actually updating the database. Here, the critical functionality of Email 
updation is not fully performed.

 Very Bad The code response do not address a single functional requirement specified in the task description. Example: For a task involving the implementation of an Email 
update feature for users, the code implements a hello world program instead. In this case, the code entirely deviates from the specified task requirements.

 Response Validity: Completeness
 Score Evaluation Criteria
 Very Good The code response fully implements every functional requirement specified in the task description. No incomplete function definitions are present in the code.
 Good The code response fails to fully implement minor functional requirements but fully implements the important functionality specified in the task description. 

Example: In a task requiring a login feature followed by a redirection to the Homepage, the code fully implements the login logic but only includes an empty 
function definition with comments for redirection.

 Bad The code response fails to fully implement important functional requirements specified in the task description. Example: In a task requiring a login feature, the 
login function is incomplete and only contains comments indicating where the logic should be implemented.

 Very Bad The code response do not implement a single functional requirement specified in the task description. Example: The code is filled with empty function definitions 
or just comments.

baseline prompts, i.e., the manually written ones. A slight reduction in 
functionality was observed with the GA generic prompts for all LLMs, fol-
lowed by a further decline when the GA complete prompts were used, 
especially in GPT-3.5 and CodeLlama. Our thematic analysis of the opti-
mized prompts (see Section 6.1.2) revealed that the GA generic prompts 
optimized with certain LLMs, such as GPT-3.5, often lacked coherence 
and contained grammatically incorrect sentence structures. When such 

incoherent prompts optimized by one model were applied to another, 
they may lead to reduced comprehensibility of the task, which likely 
led to the slight reduction observed across the models when GA generic
prompts were used. It should be noted that, although the table shows 
high rate of functional correctness in code generated by GPT-3.5 and 
CodeLlama using the GA generic prompts, we highlight that this is among 
the ones that are compilable. When using the GA generic prompts,
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Table C.13 
Percentage of functionally correct code (assessed manually) among the 
compilable code generated by the 5 LLMs using different approaches.
 Approach  GPT-3.5  GPT-4  CodeLlama  Gemini  DeepSeek-Coder
 Baseline  100.00%  100.00%  100.00%  100.00%  99.00%
 GA generic  99.40%  99.00%  97.40%  97.80%  96.13%
 GA complete  93.58%  98.00%  93.20%  98.40%  95.80%

GPT-3.5 produced a considerable proportion of uncompilable code 
(12.8%), which was excluded from our security analysis. A similar issue 
was observed with CodeLlama, where 22.1% of the generated code was 
uncompilable.

When it comes to the GA complete prompts, relatively higher reduc-
tion in functional correctness was observed for GPT-3.5 and CodeLlama 
among the compilable code, as opposed to the other models. Given that 
GPT-3.5 is an older model and the version of CodeLlama used in this 
study is relatively small (7B parameters), these limitations may have 
contributed to the reduction in functional correctness when handling 
more complex and lengthy prompts such as the GA complete prompts. 
Overall, GPT-3.5 and CodeLlama struggled to generate compilable code 
from poorly structured prompts and to maintain functional correct-
ness with highly complex or lengthy prompts, whereas the other LLMs 
achieved a reasonably good quality of generated code.
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