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Abstract 

Predicting vulnerability in a code element, such as a function or method, often leverages machine or deep learning 
models to classify whether it is vulnerable or not. Recently, novel solutions exploiting conversational large language 
models (LLMs) have emerged, which allow the formulation of the task through a prompt containing natural lan-
guage elements and the input code element, obtaining a natural language as a response. Although initial promis-
ing results, there is currently no broad exploration of (i) how the input prompt influences the prediction capabilities 
and (ii) what characteristics of the model response relate to correct predictions. In this paper, we conduct an empirical 
investigation into how accurately two popular conversational LLMs, i.e., GPT-3.5 and Llama-2, predict whether a Java 
method is vulnerable by employing a thorough prompting strategy by (i) adhering to the Zero-Shot and Zero-Shot 
Chain-of-Thought techniques and (ii) formulating the prediction task in alternative ways via rephrasing. After a manual 
inspection of the responses generated, we observed that GPT-3.5 displayed more variable F1 scores compared 
to Llama-2, which was steadier but often gave no direct classification. ZS prompts achieved F1 scores between 0.53 
and 0.69, with a tendency of classifying methods positively (i.e., ‘vulnerable’); conversely, ZS-CoT presents a broader 
range of scores, varying from 0.35 to 0.72, with often inconsistencies in the results. Then, we phrased the task in their 
“inverted form”, i.e., asking the LLM to check for the absence of vulnerabilities, which led to worse results for GPT-
3.5, while Llama-2 occasionally performed better. The study further suggests that textual metrics provide important 
information on LLM outputs. Despite this, these metrics are not correlated with actual outcomes, as the models 
respond consistently with uniform confidence, irrespective of whether the outcome is correct or not. This underscores 
the need for customized prompt engineering and response analysis strategies to improve the precision and reliabil-
ity of LLM-based systems for vulnerability prediction. In addition, we applied our study to two state-of-the-art LLMs, 
validating the broader applicability of our methodology. Finally, we performed an analysis of various textual proper-
ties of the model responses, such as response length and readability scores, to further explore the characteristics 
of the responses given for vulnerability detection tasks.
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Introduction
Automated vulnerability prediction in software engi-
neering remains a critical but challenging task. Tradi-
tionally, it has been addressed through machine learning 
models that classify code components, such as functions 

or files, based on their susceptibility to vulnerabilities. 
With recent advances in large language models (LLMs), 
particularly conversational models, new methods have 
emerged that allow for natural language-based interac-
tions. These models provide opportunities to engage 
directly with code, formulating predictions based on nat-
ural language prompts that mix code and plain text. This 
can also be used by developers, asking questions about 
the provided code, and receiving suggestions and support 
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in an interactive way. This means that developers will also 
use them to assess vulnerabilities and similar devices.

Recent studies on large language models (LLMs) have 
suggested that their ability to accurately predict software 
vulnerabilities is not only a function of their underlying 
architectures and training data but is also profoundly 
influenced by how the prediction tasks themselves are 
defined and communicated. More specifically, subtle 
variations in the articulation of tasks—such as the level 
of context provided, the specificity or abstractness of 
the instructions, the phrasing of key terms, and even 
the presence of guiding examples—can exert a measur-
able impact on the vulnerability prediction capabilities 
of a model. Despite the widespread acknowledgment 
that prompt engineering techniques can shape a model 
s overall outputs, the particular relationship between 
prompt construction and vulnerability prediction accu-
racy remains conspicuously under-examined in the 
current body of research. This gap in the literature is 
especially noteworthy since it points to a practical and 
largely unexplored lever to improve the reliability of 
LLM-driven predictions. By systematically investigating 
how different prompt formulations affect the precision 
of vulnerability forecasts, we can better understand the 
nuances of model behavior and establish more robust 
guidelines for their use in security-focused applications. 
Such insights would inform more effective prompt engi-
neering strategies and set clearer expectations for how 
LLMs could be reliably used as predictive tools in vulner-
ability assessment pipelines.

This study addresses this gap through an empirical 
examination of how nuanced prompt formulations, par-
ticularly in the context of vulnerability prediction tasks 
at the method level in Java, impact the performance 
of conversational LLMs. The choice of this language 
is based on several reasons. Java remains as one of the 
most popular programming languages used in software 
applications (GitHub 2025) and still maintains a high 
relevance from a security perspective, as many vulner-
abilities are still being discovered in Java applications 
(Veracode 2024). Despite its relevance, research on vul-
nerability prediction in Java has received less attention 
compared to other programming languages, particularly 
C/C++. Given the availability of vulnerability data from 
Java software repositories (Ponta et al. 2019), it is crucial 
to explore the problem of detecting vulnerabilities in this 
language further.

We focus on classifying whether individual methods 
contain security vulnerabilities and manipulating the 
phrasing and structure of the prompts used to guide the 
model evaluations. To achieve this, we employ state-of-
the-art zero-shot prompting techniques, including Zero-
Shot and Zero-Shot Chain-of-Thought (CoT), which 

allow the models to reason through the given code sam-
ples without relying on pre-established examples. We 
then evaluate the accuracy, consistency, and confidence 
of LLMs using standardized indicators to provide a sys-
tematic understanding of how prompt articulation influ-
ences their vulnerability prediction capabilities.

Our analysis incorporates both quantitative and quali-
tative dimensions; this involves repeated attempts to 
analyze the robustness of our findings. For each prompt 
rephrasing, we run the task ten times, allowing us to 
measure how consistently conversational LLMs produce 
accurate and stable vulnerability predictions across mul-
tiple attempts. In this context, reliability refers not only 
to the accuracy of the models in repeated executions but 
also to the degree to which their answers remain consist-
ent in terms of structure, style, and interpretability. In 
addition, we explore how various textual characteristics, 
such as the length and readability of responses, correlate 
with these reliability metrics. By examining these factors, 
our study provides a more holistic understanding of the 
interaction between prompt phrasing, model perfor-
mance, and the trustworthy application of LLMs in vul-
nerability prediction.

The research indicates that the way prompts are for-
mulated significantly affects the performance of Large 
Language Models in predicting vulnerabilities, affect-
ing F1 score by up to 10%. GPT-3.5 exhibited greater 
variability, while Llama-2 was more consistent but fre-
quently gave “No Answer” responses. Zero-Shot Chain-
of-Thought prompts enhanced reasoning abilities, but 
led to more ambiguous outputs for Llama-2. Although 
detailed responses were more precise, they were less 
readable, whereas brief responses were often inaccurate. 
Inverted prompts decreased GPT-3.5 ’s performance, but 
occasionally benefited Llama-2. Using majority voting on 
repeated queries improved reliability, and practical advice 
suggests marking ambiguous outputs as “Not Vulnerable” 
to better match what developers need in practice.

In summary, this paper makes the following 
contributions.

•	 The research offers insights into how prompt word-
ing influences LLM performance, moving beyond 
simple binary classification to scrutinize subtle differ-
ences in model output. This investigation of prompt 
sensitivity helps to develop more effective prompt 
engineering methods. This research shows that small 
semantically equal changes in prompts can change 
the detection performance in F1 by up to 10% points.

•	 Utilizing ten iterations per prompt, the study applied 
a majority-vote technique to assess consistency 
in model outputs, ensuring robust and replicable 
results.
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•	 The research explores the link between textual attrib-
utes of model responses, such as length and reada-
bility. This transcends a simple accuracy assessment, 
offering insight into how response quality indirectly 
indicates reliability.

•	 The study additionally supplies a comprehensive 
data package1 that includes all scripts and datasets 
employed to generate the outcomes of this research.

Research method
Research goal and questions
The goal of this empirical study is to evaluate the extent 
to which different ways of formulating the prompts for 
conversational LLMs affect the correctness of the detec-
tion of vulnerabilities in Java methods. The purpose is to 
understand the limitations of conversational LLMs when 
asked to find vulnerabilities in Java methods and reflect 
on possible strategies to overcome them. The perspective 
is both of the practitioner and the researcher. The former 
are interested in understanding whether conversational 
LLMs can be considered reliable in identifying vulner-
abilities in the project they are involved in. The latter are 
interested in finding the right way to prompt conversa-
tional LLMs to make more accurate classifications.

To achieve the intended goal, the study consists of 
querying popular conversational LLMs to find soft-
ware vulnerabilities in a given piece of code represent-
ing a whole Java method. The selected LLMs are given 
several prompts describing the intended task in different 
ways; namely, the prompts are constructed by employing 
a combination of different prompting techniques and 
task formulations. Such actions consisted of applying 
several modifications to an initial (basic) prompt in the 
hope of inducing the LLM to understand the task better. 
Some of these actions include replacing certain words 
appearing in the prompt with their synonyms, changing 
the nouns to their corresponding verbs, and converting 
the prompt from active to passive form and vice versa. 
Then, once we collected all the responses generated by 
the models, we began to understand (1) the extent to 
which the predictions made were correct and (2) the rela-
tion between the textual characteristics of the responses 
and the correctness of the predictions.

To address the said aspects of our interest, we struc-
tured the study into two research questions (RQs). The 
first aims to measure the performance of the model 
experimented achieved when asked to identify vulner-
abilities in a given Java method, that is, to measure the 

correctness of the predictions. In particular, the focus 
was on the role that different prompting techniques and 
task formulations play in pushing the model into giving 
the correct classification—in both directions, i.e., detect-
ing vulnerabilities in vulnerable methods and not detect-
ing any in non-vulnerable methods. This is achieved by 
employing the standard performance indicators for a 
binary classification task, i.e., precision, recall, and F1 
score (a.k.a. F-measure).

How does varying the phrasing of user prompts 
affect the performance and sensitivity of large language 
models? The sole analysis of classification performance 
would only tell a small part of the story: It would not 
allow concluding whether prompt formulations exist 
that can guide the LLMs into the correct classification. 
Therefore, it is essential to go deeper and examine other 
characteristics of the responses generated by the models. 
Indeed, the responses may lie in additional information 
that indicates how the model reasoned or what prob-
lem they found when analyzing the given code (Liu et al. 
2023). We hypothesize that the model’s responses have 
some textual properties, like length or readability, that 
might be related to the four possible classification out-
comes (i.e., true/false positive/negative outcomes). For 
instance, we might observe that models returning lengthy 
and easy-to-read responses are more likely to be correct 
(true positive/negative outcomes); conversely, models 
returning short and confused responses tend to be incor-
rect (false positive/negative outcomes).

 Can textual features assist in evaluating the 
reliability of a prompt outcome? Similarly, the responses 
might show recurring patterns and themes worth map-
ping and further investigating. For instance, a response 
reading ‘I am not sure, but...’ indicates the model was not 
confident in its response. Likewise, to the textual charac-
teristics, we believe the themes in the responses could be 
related to the four classification outcomes. For example, a 
response that first describes the intended functionality of 
the given Java method before providing the judgment on 
the presence of vulnerabilities might be related to correct 
classifications.

Task definition
The vulnerability prediction task investigated in this work 
consists of determining whether a given Java method is 
affected by a security vulnerability (of any kind) or is free 
from any known vulnerability type. Therefore, the model 
is supposed to provide a judgment about two possible 
outcomes, ‘Vulnerable’ (commonly encoded as 1) or ‘Not 
Vulnerable’ (commonly encoded as 0). For this, the mod-
els are asked to solve a binary classification problem.

With traditional machine- and deep-learning models, 
the classification object (here a Java method) cannot be 

1  Available at: https://​anony​mous.​4open.​scien​ce/r/​Beyond-​Promp​ting-​
BA15/ (will be replaced with Zenodo link).

https://anonymous.4open.science/r/Beyond-Prompting-BA15/
https://anonymous.4open.science/r/Beyond-Prompting-BA15/
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used in its textual form, but it should be encoded into a 
different representation suitable for the model. The typi-
cal representation is a numeric vector where each value 
represents a feature of the function, i.e., measurable 
characteristics of the object. Such features can either be 
determined manually by the model engineer or automati-
cally inferred by feature embedding models designed to 
convert textual data into numeric vectors. Only after 
this pre-processing step can the model map the numeric 
vector into a binary judgment, returning 1 or 0, often 
expressed as a probability vector of two elements, indi-
cating the probabilities of the input method being in one 
class or another.

Conversely, LLMs (and Sequence-to-Sequence mod-
els more generally) can process the classification object 
directly as raw text without transforming it into a numer-
ical vector beforehand. In the context of conversational 
LLMs, the input is better known as prompt, as it conveys 
the task the model is asked to solve. A prompt can con-
tain a mixture of natural language and code elements, 
provided the model used has been pre-trained on tex-
tual data written in such languages to ensure an effec-
tive understanding. In this work, the prompts are made 
of English text and Java code snippets representing the 
method onto which the model will look for vulnerabili-
ties. Section  2.4 describes how we designed the input 
prompts.

Moreover, conversational LLMs’ provide their solution 
to the task described in the prompt through responses in 

textual format rather than returning a probability vector.2 
Typically, the responses follow the same language used 
in the prompt. Therefore, in this study, the responses 
are made of English text and Java code snippets. Conse-
quently, the responses must be analyzed further before 
assessing the model’s real judgment about the presence of 
a vulnerability in the given method—Section 2.6 explains 
how we analyzed the responses to this end.

Figure 1 shows a conceptual overview of the steps we 
used in this study. First, we created a dataset containing 
154 vulnerable and fixed code functions (77 each) from 
open-source projects (see Sect.  2.5 for more details on 
the data collection part). Next, we created a total of 40 
different prompts using different techniques as stated 
above, also applying different prompting strategies. In the 
next step, we combined the prompts and the code snip-
pets to the final prompts ( N = 6, 160 ). These prompts 
were then funneled into 2 LLMs 10 times (for consist-
ency analysis later), and their responses ( N = 123, 200 ) 
were manually analyzed and evaluated.

Model selection and configuration
The main goal of this study is to examine the impact of 
minor prompt modifications rather than to enhance 
predictive accuracy. Thus, the choice of models was 
guided by considerations of simplicity and ease of use. 

Fig. 1  Overview of the study setup

2  Internally, the textual prompt is encoded as a numeric vector that is 
processed by a deep neural network to generate a new numeric vector 
that, once decoded by mapping the numbers to textual tokens, form the 
response.
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Limitations regarding computational resources and mon-
etary constraints prevent the employment of large-sized 
models or comprehensive hyperparameter tuning. Con-
sequently, we opted for two readily available models that 
were commonly utilized during the period of our experi-
ments: One is open-source and the other is proprietary.

Hence, we selected Meta’s Llama-2 (7-B)3 and Ope-
nAI’s GPT-3.5 Turbo.4 The inclusion of Llama-2 was 
motivated by the desire to incorporate an open-source 
model into the study in addition to a closed model, GPT-
3.5. The version of LLAMA used was dictated by the 
available hardware. We used a 2x 36 CPU (2 Xeon Plati-
num 8352V) with 512 GB RAM and 4 NVidia Tesla A100. 
Despite the undeniable superior performance of Chat-
GPT-4, we decided not to include it because of the costs 
implied by the volume of data involved in our experimen-
tation, which would have hindered future reproducibility.

For both models, we used the same hyperparameters to 
ensure comparable and repeatable results. Therefore, we 
set seed = 1 and temperature = 0 . This reduces the vari-
ability among the different responses and facilitates the 
reproducibility of the experimentation, as well as the reli-
ability of the models’ judgments. Despite the temperature 
being set to 0, which means the model should produce 
the same responses when given the same input prompt, 
some variations might occur anyway. Therefore, every 
prompt we prepared (described in Sect.  2.4) was given 
ten times to the models to observe their stability and 
consistency when asking the same thing multiple times. 
Wang et al. (2023) GPT-3.5 has been accessed through its 
API,5 while Llama-2 has been used via Hugging Face.6

Prompt design
The input prompts are the result of the application of two 
elements: (1) a prompting technique and (2) a formula-
tion of the task. Each can happen in different ways and is 
detailed in Sections 2.4.1 and 2.4.2.

Prompting technique
Ever since the research on LLMs has gathered attention, 
there has been much evidence on how the prompt design 
can greatly influence the capability of an LLM to address 
the task. Unfortunately, finding the perfect prompt for a 
given task remains an open challenge in LLM research. 
However, recent advances in this field have revealed 
interesting prompt engineering techniques that might be 

adopted in our context.7 Among the various approaches 
proposed, we provide a brief overview of those that we 
considered as candidates for our study:

•	 Zero-Shot. The prompt directly asks the model to 
solve the intended task without relying on prior 
training examples or giving specific instructions 
or hints. For instance, the prompt ‘Is this method 〈 
CODE〉  vulnerable?’ expects the model to reply ‘yes’ 
or ’no’ (or something similar that can be attributed to 
affirmative or negative judgments). This prompting 
technique assumes the model can entirely compre-
hend and address the prompt by leveraging only the 
knowledge acquired during its training. Prompts like 
these induce the model to provide straightforward 
solutions to the task without necessarily explaining 
the reasons behind them.

•	 Few-Shot. In addition to the description of the 
intended task, the prompt also contains one or 
more examples showing how to solve the task. For 
instance, the prompt ‘This method   〈 CODE〉   is vul-
nerable. This method  〈 CODE〉  is not vulnerable. This 
method  〈 CODE〉   is’ expects the model to reply with 
‘vulnerable’ or ‘not vulnerable’ if it understands what 
this prompt is expecting. This mechanism exploits 
the concept of in-context learning, i.e., the capabil-
ity of LLM to learn additional information directly 
from the prompt without requiring updating the 
model’s internal weights with new training sessions. 
The prompt should provide many examples to have 
effective results, which might not fit the maximum 
amount of tokens that the model can processes. Ye 
and Durrett (2022)

•	 Chain-of-Thought. A chain-of-thought prompt is an 
evolved version of a few-shot prompt consisting of 
showing examples of how the model should reason 
to reach the solution rather than showing examples 
of the final solution without explanation. This tech-
nique expects the model to be able to explore the 
task described by breaking it into interconnected 
components before giving its final judgment (Wei 
et al. 2023). For instance, the prompt ‘This method 〈 
CODE〉  does not sanitize the input parameter arg1, 
so it is vulnerable. This method 〈 CODE〉 ’ expects the 
model to replicate a similar reasoning schema shown 
in the example(s) and determine whether the given 
code is vulnerable. In the task of vulnerability predic-
tion, the reasoning consists of comprehending the 
given code snippet and finding the likely root cause 
of the vulnerability, if present. Similarly to few-shot 

3  https://​www.​llama.​com/​llama2/
4  https://​platf​orm.​openai.​com/​docs/​models
5  GPT-3.5 API: https://​openai.​com/​blog/​openai-​api
6  Llama-2: https://​huggi​ngface.​co/​docs/​trans​forme​rs/​model_​doc/​llama2 7  https://​www.​promp​tingg​uide.​ai/​techn​iques

https://www.llama.com/llama2/
https://platform.openai.com/docs/models
https://openai.com/blog/openai-api
https://huggingface.co/docs/transformers/model_doc/llama2
https://www.promptingguide.ai/techniques
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prompts, this technique requires providing several 
examples of how the model should reason, which 
takes up even more tokens. Ye and Durrett (2022)

•	 Zero-Shot Chain-of-Thought. A variant of the sim-
ple Chain-of-Thought technique; however, instead of 
providing examples of how the model should reason, 
this technique consists of preparing a first prompt 
that (i) describes the task to solve and (ii) asks the 
model to reason step by step. The response will con-
tain the model’s reasoning, which does not necessar-
ily contain the final answer to the given task. At this 
point, a second prompt explicitly asks the model to 
provide the final solution to the task. This two-phase 
prompting leverages the session created by conver-
sational LLMs and their capability of storing facts 
that occurred during the chat (Kojima et  al. 2023) 
Therefore, the LLM has room to explore the context 
further before giving the final response to the given 
task. For instance, the first prompt ‘Find the vulner-
abilities in this method: 〈 CODE〉 .   Let’s think step by 
step. expects the model to return some reasoning on 
the possible vulnerabilities in the input method—it 
is also possible the model provides a first solution to 
the task. Then, the second prompt: ‘So, does the code 
have vulnerabilities? induces the model to provide a 
more confident judgment in light of the reasoning 
previously made in the same conversation session. 
It follows that this technique is meant to work with 
conversational LLMs capable of maintaining a ses-
sion (i.e., a chat) that preserves the facts understood 
from previous prompts. This technique exploits the 
benefit of Chain-of-thought prompts but without 
embedding examples in the prompt.

When deciding the most suitable prompting technique 
to employ, one of the most enduring obstacles is to 
cope with the prompt length limitation, i.e., the maxi-
mum number of tokens that can be in a single prompt. 
For Llama-2 and GPT-3.5 this limit can be configured 
to 4096 tokens. Among the previously described tech-
niques, few-shot and (simple) chain-of-thought require 
the prompt to be enriched with examples (the more, the 
better) that explain to the model how it is supposed to 
solve the task. In our case, a vulnerability prediction task 
must necessarily embed the full content of Java methods, 
which might take up many tokens. Hence, there would 
not be space to add examples of multiple Java meth-
ods in a single prompt, let alone the reasoning steps. 
Therefore, in this work, we investigated the prompting 
techniques that could (i) suit the peculiarity of the vul-
nerability prediction task and (ii) do not require a large 
number of tokens since the input space of the models is 
limited and larger prompts tend to introduce noise and 

increase computation time. Liu et  al. (2023) In the end, 
we selected Zero-Shot (vanilla) and Zero-Shot Chain-
of-Thought techniques. In the following, we refer to 
them as ZS and ZS-CoT, respectively.

Both prompting techniques adhere to certain prompt 
templates, which push the model into answering as 
expected. Namely, the exact input text given to the 
LLM consists of starting with a template that helps the 
model understand what the question is (Q:) and when 
it is allowed to emit its answer (A:). The templates are 
comprised of placeholders indicating the point where the 
intended task description ( <TASK> ) and the input Java 
method to analyze ( <CODE> ) must be placed. For ZS, the 
prompt template is: 

ZS Prompt Template

Q: <TASK>

Code: <CODE>

A:

 For ZS-CoT, the templates are two since the technique 
consists of two prompts. The template of the first prompt 
is very similar to the ZS one: 

ZS-CoT 1st Prompt Template

Q: <TASK>

Code: <CODE>

A: Let’s think step by step.

 The line ‘Let’s think step by step.’ written after A: is meant 
to nudge the model to reflect on the matter before pro-
viding the answer to the task (Wei et  al. 2023). Indeed, 
the model would behave just like with the ZS-type 
prompts without this line.

Then, the second prompt consists of asking the model 
a follow-up task ( <FOLLOW-UP> ) that asks to provide a 
final judgment in light of the analysis made thanks to the 
previous prompt. As a follow-up task ( <FOLLOW-UP> ), 
we set ‘Therefore, the number of vulnerabilities is ’. It is 
worth noting that the instance of Llama-2 we used does 
not support the creation of a chat-like session (without 
additional tooling). For this, we had to simulate such a 
scenario by copy-pasting the first prompt ( <PROMPT-1> ) 
and the related response ( <RESPONSE-1> ) directly into 
the second prompt. Therefore, the second prompt given 
to Llama-2 with ZS-CoT is: 

ZS-CoT 2nd Prompt Template (Llama-2)

<PROMPT-1> <RESPONSE-1>

Q: <FOLLOW-UP>

A:
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 For GPT-3.5, the second prompt is more straightfor-
ward, as the public API we used to query it automatically 
preserves the history of the previous interaction: 

ZS-CoT 2nd Prompt Template (GPT-3.5)

Q: <FOLLOW-UP>

A:

Task formulation
Selecting the right wording to create an effective prompt 
is challenging. The current literature on LLM-based vul-
nerability prediction did not explicitly face this challenge, 
relying on using one predetermined text without explor-
ing possible variants that might work better (Steenhoek 
et  al. 2024). For this study, we employed a systematic 
approach to create alternative task formulations for both 
ZS and ZS-CoT prompt types.

We started with formulating the task as follows: ‘Do 
vulnerabilities exist in the following code? 〈 CODE〉 ’, which 
we formulated as a direct translation of the intended 
task: Look for the presence of some vulnerabilities in the 
given Java method.8 This way of proceeding is the most 
natural and adopted in the literature. After analyzing the 
related literature (Boonthum 2004; Dong et al. 2021; Mal-
linson et al. 2017; Grammarly 2024; Narayan et al. 2017) 
on vulnerability prediction with LLMs, we observed 
minor variations among the tasks formulated. Despite 
all sharing the same semantic meaning, we believe that 
LLMs could be influenced (in one way or another) by 
the choice of specific words. Therefore, we identified five 
key rephrasing actions (RA) that can reformulate the 
base task differently. Each rephrasing action preserves 
the same semantic meaning of the transformed task, i.e., 
asking the model to check for vulnerabilities in the given 
code. However, the difference lies in the way this is asked, 
e.g., using similar words or rearranging the sentence 
elements. The goal of these transformations is to assess 
the robustness of the LLMs against similar, but seman-
tically equivalent, tasks. That is, observe how the LLMs 
really comprehend the essence of a prompt, even if it is 
expressed in slightly different ways. 

(RA1)	� Use Synonyms. This action consists of replac-
ing certain essential words with others holding 
the same meaning. It aims to assess whether 
the model recognizes words that carry the same 

meaning in the given context. Similarly, it also 
checks whether the model does not rely too 
much on very specific vocabulary.

(RA2)	� Change Word Form. This action consists of 
changing the word form into a different one, 
e.g., a noun to a verb, adverb, or adjective. It 
aims to evaluate whether the model can connect 
different words to the same concept despite ful-
filling different syntactic roles in a sentence.

(RA3)	� Change Sentence Voice. This action consists of 
changing the voice of the whole sentence from 
active to passive or vice versa. It aims to check 
whether the model can recognize the same 
meaning of sentences with a rather different 
syntactic arrangement, ensuring the model is 
not overly fit to canonical phrasing (e.g., active 
form).

(RA4)	� Change Sentence Mood. This action consists 
of changing the overall mood of the sentence, 
e.g., from a question to a command or vice 
versa. It aims to assess whether the model cor-
rectly understands the intent behind the task, 
regardless of the modality of the request for-
mulated. In other words, it verifies the model 
s ability to parse imperative or interrogative 
forms with equivalent goals.

(RA5)	� Rearrange Elements. This action consists of 
reorganizing the order of elements within a 
sentence while preserving the original semantic 
meaning. It aims to evaluate whether the model 
is able to manage natural variation in sentence 
structure, as humans often express the same 
idea differently based on context or style.

Such a list of actions is not meant to be exhaustive; fur-
ther rephrasing actions exist, and additional combina-
tions can be made. We imposed all prompts to preserve 
the word “code” and the word stem “vulnerab” as they 
represent the essential fundamental elements to express 
the intended task. Plus, all tasks must not use more than 
one sentence and end with the Java method to analyze ( 〈 
CODE 〉 ). This resulted in nine additional formulations of 
the base task T0 , reported in Table 1 ( T0–T9).

Furthermore, we also explored the possibility that the 
model might be vitiated by how the task is formulated, 
e.g., returning responses that tend to give affirmative 
answers more easily, irrespective of the nature of the Java 
method itself. For this, we provided additional reformu-
lations of the ten tasks T ′

0–T
′
9 by inverting the kind of 

request. For instance, instead of asking if the given code 
is vulnerable, the task will ask if the given code is not 

8  The use of the plural form “vulnerabilities” does not imply the given 
method is necessarily affected by more than one vulnerability; it is rather 
meant to let the model elaborate on a broader range of possible options.
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vulnerable. This resulted in ten more formulations com-
ing from inverting each task, reported in Table 1.

We remark that we formulated a reasonable number 
of tasks to find initial hints about the impact of different 
formulations of the input prompt. Only in case of note-
worthy differences would there be the need for deeper 
investigation in the future. Indeed, the cost of exploring 
dozens more tasks is non-negligible.

Final set of prompts
To summarize, by using the two prompting techniques 
(ZS and ZS-CoT), the ten tasks formulated after rephras-
ing ( T0–T9 ) alongside their inverted forms ( T ′

0–T
′
9 ), we 

ended up with 2× (10+ 10) = 40 different prompts.

Experimental data
For evaluating the selected LLMs, we needed a dataset 
containing examples of vulnerable and non-vulnerable 
Java methods. We started from the dataset from Ponta 
et al. (2019), designed in the context of ProjectKB. Such 
a dataset contains a collection of 624 vulnerability-fixing 
commits from 205 real-world open-source Java projects. 
Through the fixing commits, we could obtain the desired 
example of vulnerable and non-vulnerable methods, 
extracting the code before (vulnerable) and after (non-
vulnerable) the change. Namely, given a commit fixing 

vulnerability α , we assume the project revision immedi-
ately before such a commit as being affected by the vul-
nerability α , following the assumption used in similar 
vulnerability prediction studies (Aladics et al. 2024). We 
employed this heuristic only for those fixing commits 
that modified a single Java method, so we could be sure 
that that was the sole cause of the vulnerability—indeed, 
fixing commits might also modify code for other rea-
sons not related to the security issue fixed. In this way, 
we could obtain both the vulnerable version of the Java 
method and its fixed version, ending up with 230 vul-
nerable methods and 230 non-vulnerable methods, for a 
total of 460.

Given the large number of prompts we designed (seen 
in Sect.  2.4), this number of vulnerabilities would have 
implied a huge number of responses to analyze (the 
counting is explained in Sect. 2.6). Therefore, we selected 
a sample from the total set of 460 methods. We did this 
by splitting the dataset into three batches of the same 
size that preserved the same distribution of CWEs, i.e., 
we created three CWE-stratified samples, as depicted 
in Fig. 2. Then, we randomly selected one of the batches 
as the sole source for all experiments, made of 154 
Java methods in total, of which half (77) contained a 
vulnerability.

Model response analysis
All the 154 instances in our dataset replaced the 
placeholder <CODE> in the 40 prompts, ending up 
with 40× 154 = 6160 distinct inputs. Each input 
was then given to both GPT-3.5 and Llama-2 ten 
times (as explained in Sect.  2.3), obtaining a total of 
6160× 2× 10 = 123200 responses.

Assessing the model’s judgment (i.e., determining 
whether the model believes the input Java method is 
affected by a vulnerability) requires a careful interpreta-
tion of the response obtained. One option is to infer the 
judgment by forcing the model to return one clear and 
non-ambiguous response through an explicit request 
in the input prompt (Zhang et  al. 2024). However, in 
this work, we did not rely on such an approach as we 
believe the model might not be able to do solid reason-
ing if forced into returning one straight response in the 
end. Hence, we opted to manually analyze all responses 
generated. One of the authors of this paper carried out 
the inspection process. The goal was to determine the 
model’s judgment after interpreting the content of the 
response. Essentially, the models were expected to 
express one of two judgments: ‘Vulnerable’ (vuln) if 
the model believed the input method was affected by a 
vulnerability, or ‘Not Vulnerable’ (noVuln) if the model 
believed there were no vulnerabilities at all. This activity 
is far from being simple, as responses can take different 

Table 1  List of formulated tasks obtained applying the five 
rephrasing actions ( T0–T9 ) and the inversion of the request ( T ′

0
–T ′

9
)

ID Text

T0 Do vulnerabilities exist in the following code?

T1 Is the following code open to vulnerabilities?

T2 Investigate the code below for any possible vulnerabilities

T3 Evaluate the code below for potential vulnerabilities

T4 Does the code below contain vulnerabilities?

T5 Inspect the following code for possible vulnerabilities

T6 Examine the code below for potential vulnerabilities

T7 Are there vulnerabilities in the following code?

T8 Could the code below be vulnerable?

T9 Check the code below for any vulnerabilities

T
′
0

Are vulnerabilities absent in the following code?

T
′
1

Is the following code free from vulnerabilities?

T
′
2

Investigate the code below to be free from vulnerabilities

T
′
3

Evaluate the code below for the freedom of vulnerabilities

T
′
4

Does the code below have no vulnerabilities?

T
′
5

Inspect the following code for having no vulnerabilities

T
′
6

Examine the code below for the absence of vulnerabilities

T
′
7

Are there no vulnerabilities in the following code?

T
′
8

Could the code below be free of vulnerabilities?

T
′
9

Check the code below if no vulnerabilities are present
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shapes and forms, encompassing anything from a sim-
ple affirmative or negative response to intricate analyses 
of source code. Besides, they can also be enriched with 
additional facts, like recommendations to improve the 
source code quality and security and other information 
that is not totally helpful. This complicated the task of 
assigning the right label. Consequently, a different author 
of the paper randomly sampled 50 responses from each 
model to gather the general feeling of how they really 
look like and what the inspector should expect. Then, the 
inspector was instructed to follow this general guideline: 
A response is to be marked as vuln if there was a clear 
indication that the given code had some form of secu-
rity issues (including related words like “flaw”, “problem” 
or “bug”), e.g., ‘the code provided is vulnerable” or ‘there 
are several security issues in this code.’. Since LLMs tend 
to avoid exhibiting full confidence about what they say, 
the inspector still assigned the vuln label even when 

the response expressed a suspect about the presence of 
vulnerabilities with words like “potential” or “might”, 
e.g., ‘the code might be vulnerable to Cross-site Scripting”. 
Similarly, a response was marked as noVuln if it clearly 
indicated that the given code had no security issues (syn-
onyms included), e.g., ‘I have not identified any specific 
vulnerabilities” or ‘there are no clear security issues in 
this code.’. In case the model is unsure about the absence 
of vulnerabilities (e.g., ‘I don’t see any vulnerability, but 
more careful inspection is needed’, the inspector was 
instructed to assign the noVuln label anyway. In either 
case, the responses could contain collateral explanations 
with no direct connection to the input method, such as 
a description of how a certain vulnerability type (e.g., an 
SQL Injection) works in general (i.e., from a conceptual 
perspective). Such extra information was not considered 
relevant for assigning the right label and was superseded 
by the inspector.

Fig. 2  CWE distribution of the three batches of ProjectKB. CWEs with one entry were collected in “Others”



Page 10 of 42Hinrichs et al. Cybersecurity           (2025) 8:111 

Lastly, if the response did not choose whether the given 
method was vulnerable or not, or if the content was com-
pletely unclear, the inspector was allowed to mark with 
an additional third label called ‘No Answer’ (NA) to signify 
that the model did not address the task or, even worse, it 
did not understand it at all.

Due to the large volume of responses to analyze, the 
inspector was assisted by a tool that automated sim-
ple activities. The tool displayed the responses one after 
another and accepted the label (among the three cases, 
vuln, noVuln, NA) as input. The tool kept track of all 
responses already labeled; before a new response was 
displayed, the tool first checked into the history of labels 
assigned and a previously assigned label if the very same 
response had already been given a label (which was quite 
common due to the ten repeated runs and the use of tasks 
with similar formulations). Furthermore, the tool allowed 
the inspector to highlight and save an excerpt of the 
response, which provided a clear indication of the right 
label to assign. This collection of excerpts has been used 
to inform the inspector about a previous label assigned in 
case an excerpt appeared in the response displayed (i.e., 
as a substring). Nevertheless, the tool only informed the 
inspector about a potentially correct label: The inspec-
tor was still allowed to decide whether to accept the 
proposed label or not. The entire process required 350 
person-hours to be completed.

Afterward, another inspector was involved in carry-
ing out a confidence check to ensure the work made by 
the inspector was correct. Specifically, 100 responses for 
each combination of model and prompt technique (e.g., 
GPT-3.5–ZS) were sampled, for a total of 400 responses. 
The second inspector carried out the same protocol as 
the first one and expressed their opinion. Then, we meas-
ured the inter-rater agreement with Cohen’s Kappa score 
(Cohen 1960; McHugh 2012), obtaining 0.81. The score 
was deemed high enough to confirm the work made by 
the main inspector.

Analysis procedure
This section describes the analysis steps used to answer 
the research questions.

Analysis procedure for RQ1

Once all the responses were assigned with one of the 
three labels, vuln, noVuln, and NA (as described 
Sect.  2.6), we had to create the confusion matrices to 
evaluate the classification performance. Since all the 6160 
prompts were fed ten times to each model, each prompt 
had ten labels linked (among vuln, noVuln, and NA). To 
build the confusion matrices correctly, we had to assign 
only one outcome per input. Hence, we analyzed two 
cases. In the first one, we picked only label of the first 

response to each input—essentially, disregarding the 
other nine repetitions. In the second case, we assigned 
the label appearing in most of the ten responses, i.e., 
adopting a majority voting schema. For example, if the 
responses of a prompt received eight vuln, one noVuln, 
and one NA label, we assigned vuln as the outcome of 
that prompt. In the case of ties, which might happen 
at most for two types of labels, we adopted the follow-
ing criterion: whenever a tie involved vuln label, we 
selected it as the outcome of that prompt, while for the 
tie between noVuln and NA we selected the former. Our 
goal was to minimize the number of NA if we have some 
signals that the models could respond.

Afterward, the presence of the NA label prevented the 
analysis of the models’ performance as binary classifi-
ers—indeed, it was impossible to build a two-way confu-
sion matrix. In this respect, the NA label was handled by 
separating all responses labeled with NA, as they do not 
reflect the real model judgment and cannot be deemed 
reliable for evaluating their performance.

For each scenario described previously (i.e., first 
response vs. majority voting), we created 80 confusion 
matrices, one for each combination of model (two), 
prompting technique (two), and task (20), to evaluate 
classification performance under all circumstances. We 
relied on the traditional metrics to assess the binary clas-
sification performance, i.e., precision (Pr), recall (Re), and 
F1 score (Powers 2011; Baeza-Yates and Ribeiro-Neto 
1999), giving more attention on the latter. Due to the sep-
aration of responses labeled as NA, the performance met-
rics have been computed only for the remaining, valid 
responses (vuln and noVuln).

Analysis procedure for RQ2

To address the second research question, we carried out a 
textual analysis of several characteristics of the responses 
obtained, correlating them with the correctness of the 
response. For instance, understanding whether lengthy 
responses are more likely to contain correct judgments.

First, we analyzed the length of the responses by meas-
uring the number of characters. Then, we performed a 
language analysis as not all responses might be in Eng-
lish as the input prompts—the inspector encountered 
some cases of non-English responses during the response 
analysis. For this, we adopted the Spacy FastLang 
model9 with the results presented in Fig. 3; it shows that 
most of the responses for all models and prompting tech-
niques are in English with confidence of over 75%, with 
the exception of Llama-2–ZS. This led to the decision to 
focus the analysis on English as the primary language. 

9  https://github.com/thomasthiebaud/spacy-fastlang.
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This language assessment allowed us to perform a 
Flesch-Kincaid readability test (Flesch 1948) to observe 
the readability level of the responses in English. The test 
is employed by the U.S. Army to evaluate the complex-
ity of technical manuals, as well as by some U.S. states 
for legal documents, including business policies and 
financial forms. The test is meant to assess the required 
level of English needed to read the text. Table  2 maps 
the English levels at different Flesch-Kincaid scores. We 

adopt this test by leveraging the hypothesis that more 
elaborated responses—which could also be more likely 
correct—might be more difficult to read. We could only 
measure this index for responses with at least 100 words, 
as required by the test. Similarly to what we did for RQ1 , 
we compare the different groups under all these textual 
characteristics.

Fig. 3  Evaluated languages by the Spacy FastLang model

Table 2  Flesch-Kincaid readability score ranges

Score School level (US) Notes

100.00–90.00 5th grade Very easy to read. Easily understood by an average 11-year-old student.

90.0–80.0 6th grade Easy to read. Conversational English for consumers.

80.0–70.0 7th grade Fairly easy to read.

70.0–60.0 8th & 9th grade Plain English. Easily understood by 13- to 15-year-old students.

60.0–50.0 10th to 12th grade Fairly difficult to read.

50.0–30.0 College Difficult to read.

30.0–10.0 College graduate Very difficult to read. Best understood by university graduates.

10.0–0.0 Professional Extremely difficult to read. Best understood by university graduates.
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Result analysis
General prediction ( RQ1)
The first set of results for RQ1 concerns the performance 
after selecting the label obtained by the first response to 
each prompt—among the ten generated by querying a 
model ten times with the same input. Then, we present 
the results of the consistency analysis after applying the 
majority voting schema to reassign the labels. We present 
the same analyses for both prompting techniques ZS and 
ZS-CoT. The results can be found in Table 3, which pre-
sents the classification performance of both models and 
the two prompting techniques. Each quadrant represents 
a combination of models and techniques; inside each, we 
also provide a direct difference between each task and its 
inverted version through the column �.

ZS tasks
Looking at the tasks T0–T9 in the top two quadrants in 
Table  3, both models exhibit a similar trend in the F1 
score, hovering in the range of 0.60 to 0.67. However, the 
results of Llama-2 seem to be more consistent than those 
of GPT-3.5 as it has less variance in the results. Inverted 
tasks show a slightly wider spread, from 0.58 to 0.68, as 
well as more variability with GPT-3.5.

When comparing the inverted and normal prompts, 
some improvements and drops in the F1 score can be 
observed. For GPT-3.5, most of the inverted tasks per-
formed worse than their original counterparts—i.e., the 
delta is negative. The greatest drop in the F1 score can 
be observed for T ′

2 compared to T2, with a drop of 0.07. 
However, T ′

4 a++stands out because it shows a noticeable 
improvement compared to T4 by 0.08. For Llama-2, most 
of the inverted tasks performed as their counterparts, 
if not better. The greatest performance increases were 
observed for T ′

0 and T ′
1 , both with a consistent improve-

ment of 0.05 in the F1 score. However, the greatest drop 
occurred with Llama-2 with T4 and T ′

4 , while GPT-3.5 
showed the greatest improvement.
T3 further supports this observation. For GPT-3.5, the 

performance of F1 is moderate (0.63) compared to the 
other tasks and is not particularly distinguished com-
pared to its counterpart. In contrast, Llama-2 shows an 
increase in performance, reaching 0.69. This improve-
ment is likely influenced by the low number of valid 
responses (19 in total) and a substantial increase to 135 
NA cases, which is more than triple the average number 
of NA values. In summary, GPT-3.5 shows more variabil-
ity in the F1 score, which is also reflected in the compari-
son of the “normal” and “inverted” ZS tasks, suggesting 
that GPT-3.5 provides a wider response range even when 
its temperature is set to 0. Llama-2 appears to be more 
stable overall evaluated tasks but it also produces a sig-
nificantly higher number of NA cases. Furthermore, it 

should be noted that on average most samples were clas-
sified in the confusion classes TP and FP. This is true 
for GPT-3.5 and Llama-2, however, Llama-2 also suffers 
from a large NA class. This suggests that a significant pro-
portion of its responses were uninformative, potentially 
biasing the evaluation of Llama-2 ’s overall performance.

We also evaluated the consistency of the models by 
analyzing the labels assigned through the majority voting 
in each task queried ten times (performance is reported 
in Table  13 in the Appendix). We analyze the perfor-
mance of the majority voting label and the difference 
(delta, � ) with the label assigned by the first response. 
The analysis revealed that Llama-2 obtained the same 
performance, with no variation between runs, i.e., the 
differences were always zero. A closer examination of the 
individual responses indicated that Llama-2 generates 
the same response every time, which does not result in 
a difference between multiple runs and a single run. In 
contrast, GPT-3.5 still shows variability despite its tem-
perature and top_p set to values that were supposed to 
limit it. Its F1 score fluctuates, ranging from a slight per-
formance improvement (e.g., 0.02 more in T3 ) to a drop of 
0.07 ( T ′

9 ), mainly caused by a variation in the recall score. 
Overall, it can be noted that querying Llama-2 (with a 
pre-set seed) multiple times is not necessary, whereas 
for GPT-3.5 the response verdict can change, and its per-
formance is affected to a non-negligible extent in several 
cases.

ZS‑CoT tasks
The lower half of Table  3 contains the results for the 
ZS-CoT tasks. In general, the overall performance of 
both models in terms of F1 score decreases when using 
ZS-CoT tasks. For GPT-3.5, this implied a slight drop 
of 0.01 on average, while, for Llama-2, the performance 
dropped more noticeably: From 0.65 to 0.60 on average 
compared to ZS. This finding appears counterintuitive 
and challenges the common belief that more complex 
prompts lead to better results. A possible explanation is 
that querying the model with a complex (i.e. multistage) 
task forces it to “overthink” more about the input and, 
therefore, is more prone to say that the given method is 
likely vulnerable or avoids providing a clear judgment. 
This assumption is supported by the fact that both mod-
els strongly favor positive confusion values (TP and FP) 
and NA.

For GPT-3.5, the F1 scores range from 0.53 to 0.67, 
indicating a higher maximum, but also a lower minimum 
performance compared to ZS. In this respect, the best 
performance was achieved by T ′

0 with an F1 score of 0.67, 
while the lowest was observed in T ′

2 . When comparing 
the confusion classes, the overall trend remains consist-
ent with that of ZS.
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Table 3  Individual performance of the two models and two prompting techniques for each task (the best score for each task is 
boldandunderlined . The � indicates the difference between a task and its corresponding inverted task

GPT-3.5

Task TP (�) FP (�) TN (�) FN (�) NA (�) Pr (�) Re (�) F1 (�)

 Zero Shot T0 72.00 – 66.00 – 7.00 – 1.00 – 8.00 – 0.52 – 0.99 – 0.68 –

T1 55.00 – 52.00 – 15.00 – 16.00 – 16.00 – 0.51 – 0.77 – 0.62 –

T2 66.00 – 62.00 – 9.00 – 10.00 – 7.00 – 0.52 – 0.87 – 0.65 –

T3 67.00 – 68.00 – 4.00 – 9.00 – 6.00 – 0.50 – 0.88 – 0.64 –

T4 45.00 – 40.00 – 31.00 – 26.00 – 12.00 – 0.53 – 0.63 – 0.58 –

T5 66.00 – 64.00 – 9.00 – 10.00 – 5.00 – 0.51 – 0.87 – 0.64 –

T6 68.00 – 67.00 – 8.00 – 9.00 – 2.00 – 0.50 – 0.88 – 0.64 –

T7 66.00 – 64.00 – 8.00 – 8.00 – 8.00 – 0.51 – 0.89 – 0.65 –

T8 60.00 – 58.00 – 14.00 – 12.00 – 10.00 – 0.51 – 0.83 – 0.63 –

T9 64.00 – 64.00 – 9.00 – 11.00 – 6.00 – 0.50 – 0.85 – 0.63 –

T
′
0

61.00 (−11.0) 57.00 (−9.0) 12.00 (5.0) 11.00 (10.0) 13.00 (5.0) 0.52 (−0.0) 0.85 (−0.14) 0.64 (−0.04)

T
′
1

53.00 (−2.0) 45.00 (−7.0) 25.00 (10.0) 17.00 (1.0) 14.00 (−2.0) 0.54 (0.03) 0.76 (−0.02) 0.63 (0.01)

T
′
2

52.00 (−14.0) 53.00 (−9.0) 20.00 (11.0) 22.00 (12.0) 7.00 (0.0) 0.50 (−0.02) 0.70 (−0.17) 0.58 (−0.07)

T
′
3

61.00 (−6.0) 57.00 (−11.0) 17.00 (13.0) 14.00 (5.0) 5.00 (−1.0) 0.52 (0.02) 0.81 (−0.07) 0.63 (−0.0)

T
′
4

65.00 (20.0) 61.00 (21.0) 14.00 (−17.0) 8.00 (−18.0) 6.00 (−6.0) 0.52 (−0.01) 0.89 (0.26) 0.65 (0.08)

T
′
5

54.00 (−12.0) 48.00 (−16.0) 28.00 (19.0) 22.00 (12.0) 2.00 (−3.0) 0.53 (0.02) 0.71 (−0.16) 0.61 (−0.03)

T
′
6

59.00 (−9.0) 54.00 (−13.0) 17.00 (9.0) 15.00 (6.0) 9.00 (7.0) 0.52 (0.02) 0.80 (−0.09) 0.63 (−0.01)

T
′
7

66.00 (0.0) 60.00 (−4.0) 10.00 (2.0) 8.00 (0.0) 10.00 (2.0) 0.52 (0.02) 0.89 (0.0) 0.66 (0.01)

T
′
8

50.00 (−10.0) 50.00 (−8.0) 22.00 (8.0) 23.00 (11.0) 9.00 (−1.0) 0.50 (−0.01) 0.68 (−0.15) 0.58 (−0.05)

T
′
9

43.00 (−21.0) 34.00 (−30.0) 37.00 (28.0) 29.00 (18.0) 11.00 (5.0) 0.56 (0.06) 0.60 (−0.26) 0.58 (−0.05)

AVG 59.65 – 56.20 – 15.80 – 14.05 – 8.30 – 0.52 – 0.81 – 0.63 –

 Zero Shot CoT T0 62.00 – 59.00 – 15.00 – 13.00 – 5.00 – 0.51 – 0.83 – 0.63 –

T1 49.00 – 51.00 – 19.00 – 23.00 – 12.00 – 0.49 – 0.68 – 0.57 –

T2 52.00 – 54.00 – 19.00 – 22.00 – 7.00 – 0.49 – 0.70 – 0.58 –

T3 66.00 – 59.00 – 15.00 – 10.00 – 4.00 – 0.53 – 0.87 – 0.66 –

T4 50.00 – 52.00 – 18.00 – 25.00 – 9.00 – 0.49 – 0.67 – 0.56 –

T5 58.00 – 53.00 – 19.00 – 18.00 – 6.00 – 0.52 – 0.76 – 0.62 –

T6 62.00 – 59.00 – 16.00 – 14.00 – 3.00 – 0.51 – 0.82 – 0.63 –

T7 64.00 – 62.00 – 12.00 – 9.00 – 7.00 – 0.51 – 0.88 – 0.64 –

T8 58.00 – 55.00 – 18.00 – 17.00 – 6.00 – 0.51 – 0.77 – 0.62 –

T9 53.00 – 49.00 – 23.00 – 22.00 – 7.00 – 0.52 – 0.71 – 0.60 –

T
′
0

68.00 (6.0) 61.00 (2.0) 15.00 (0.0) 6.00 (−7.0) 4.00 (−1.0) 0.53 (0.01) 0.92 (0.09) 0.67 (0.04)

T
′
1

53.00 (4.0) 54.00 (3.0) 19.00 (0.0) 23.00 (0.0) 5.00 (−7.0) 0.50 (0.01) 0.70 (0.02) 0.58 (0.01)

T
′
2

38.00 (−14.0) 30.00 (−24.0) 41.00 (22.0) 37.00 (15.0) 8.00 (1.0) 0.56 (0.07) 0.51 (−0.2) 0.53 (−0.05)

T
′
3

52.00 (−14.0) 54.00 (−5.0) 22.00 (7.0) 22.00 (12.0) 4.00 (0.0) 0.49 (−0.04) 0.70 (−0.17) 0.58 (−0.08)

T
′
4

70.00 (20.0) 65.00 (13.0) 8.00 (−10.0) 4.00 (−21.0) 7.00 (−2.0) 0.52 (0.03) 0.95 (0.28) 0.67 (0.1)

T
′
5

50.00 (−8.0) 50.00 (−3.0) 26.00 (7.0) 23.00 (5.0) 5.00 (−1.0) 0.50 (−0.02) 0.68 (−0.08) 0.58 (−0.04)

T
′
6

42.00 (−20.0) 40.00 (−19.0) 31.00 (15.0) 31.00 (17.0) 10.00 (7.0) 0.51 (−0.0) 0.58 (−0.24) 0.54 (−0.09)

T
′
7

73.00 (9.0) 70.00 (8.0) 6.00 (−6.0) 4.00 (−5.0) 1.00 (−6.0) 0.51 (0.0) 0.95 (0.07) 0.66 (0.02)

T
′
8

64.00 (6.0) 55.00 (0.0) 20.00 (2.0) 11.00 (−6.0) 4.00 (−2.0) 0.54 (0.02) 0.85 (0.08) 0.66 (0.04)

T
′
9

40.00 (−13.0) 37.00 (−12.0) 36.00 (13.0) 35.00 (13.0) 6.00 (−1.0) 0.52 (−0.0) 0.53 (−0.17) 0.53 (−0.07)

AVG 56.20 – 53.45 – 19.90 – 18.45 – 6.00 – 0.51 – 0.75 – 0.61 –

Overall AVG 57.92 – 54.82 – 17.85 – 16.25 – 7.15 – 0.52 – 0.78 – 0.62 –
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Table 3  (continued)

Llama−2

TP (�) FP (�) TN (�) FN (�) NA (�) Pr (�) Re (�) F1 (�)

 Zero Shot T0 55.00 – 57.00 – 9.00 – 9.00 – 24.00 – 0.49 – 0.86 – 0.62 –

T1 54.00 – 56.00 – 8.00 – 10.00 – 26.00 – 0.49 – 0.84 – 0.62 –

T2 53.00 – 53.00 – 6.00 – 4.00 – 38.00 – 0.50 – 0.93 – 0.65 –

T3 57.00 – 52.00 – 6.00 – 3.00 – 36.00 – 0.52 – 0.95 – 0.67 –

T4 50.00 – 50.00 – 14.00 – 14.00 – 26.00 – 0.50 – 0.78 – 0.61 –

T5 51.00 – 53.00 – 7.00 – 4.00 – 39.00 – 0.49 – 0.93 – 0.64 –

T6 55.00 – 57.00 – 3.00 – 2.00 – 37.00 – 0.49 – 0.96 – 0.65 –

T7 60.00 – 60.00 – 4.00 – 4.00 – 26.00 – 0.50 – 0.94 – 0.65 –

T8 61.00 – 59.00 – 5.00 – 4.00 – 25.00 – 0.51 – 0.94 – 0.66 –

T9 49.00 – 45.00 – 8.00 – 4.00 – 48.00 – 0.52 – 0.92 – 0.67 –

T
′
0

62.00 (7.0) 59.00 (2.0) 2.00 (−7.0) 0.00 (−9.0) 31.00 (7.0) 0.51 (0.02) 1.00 (0.14) 0.68 (0.05)

T
′
1

61.00 (7.0) 60.00 (4.0) 2.00 (−6.0) 1.00 (−9.0) 30.00 (4.0) 0.50 (0.01) 0.98 (0.14) 0.67 (0.05)

T
′
2

57.00 (4.0) 55.00 (2.0) 5.00 (−1.0) 1.00 (−3.0) 36.00 (−2.0) 0.51 (0.01) 0.98 (0.05) 0.67 (0.02)

T
′
3

9.00 (−48.0) 7.00 (−45.0) 2.00 (−4.0) 1.00 (−2.0) 135.00 (99.0) 0.56 (0.04) 0.90 (−0.05) 0.69 (0.02)

T
′
4

32.00 (−18.0) 31.00 (−19.0) 25.00 (11.0) 26.00 (12.0) 40.00 (14.0) 0.51 (0.01) 0.55 (−0.23) 0.53 (−0.08)

T
′
5

50.00 (−1.0) 54.00 (1.0) 5.00 (−2.0) 6.00 (2.0) 39.00 (0.0) 0.48 (−0.01) 0.89 (−0.03) 0.62 (−0.02)

T
′
6

47.00 (−8.0) 45.00 (−12.0) 13.00 (10.0) 11.00 (9.0) 38.00 (1.0) 0.51 (0.02) 0.81 (−0.15) 0.63 (−0.02)

T
′
7

54.00 (−6.0) 54.00 (−6.0) 6.00 (2.0) 7.00 (3.0) 33.00 (7.0) 0.50 (0.0) 0.89 (−0.05) 0.64 (−0.01)

T
′
8

59.00 (−2.0) 58.00 (−1.0) 2.00 (−3.0) 1.00 (−3.0) 34.00 (9.0) 0.50 (−0.0) 0.98 (0.04) 0.67 (0.01)

T
′
9

47.00 (−2.0) 39.00 (−6.0) 12.00 (4.0) 8.00 (4.0) 48.00 (0.0) 0.55 (0.03) 0.85 (−0.07) 0.67 (0.0)

AVG 51.15 – 50.20 – 7.20 – 6.00 – 39.45 – 0.51 – 0.89 – 0.65 –

 Zero Shot CoT T0 8.00 – 17.00 – 12.00 – 13.00 – 104.00 – 0.32 – 0.38 – 0.35 –

T1 12.00 – 19.00 – 6.00 – 7.00 – 110.00 – 0.39 – 0.63 – 0.48 –

T2 19.00 – 11.00 – 5.00 – 4.00 – 115.00 – 0.63 – 0.83 – 0.72 –

T3 20.00 – 15.00 – 0.00 – 2.00 – 117.00 – 0.57 – 0.91 – 0.70 –

T4 10.00 – 11.00 – 6.00 – 7.00 – 120.00 – 0.48 – 0.59 – 0.53 –

T5 12.00 – 14.00 – 6.00 – 0.00 – 122.00 – 0.46 – 1.00 – 0.63 –

T6 10.00 – 17.00 – 2.00 – 0.00 – 125.00 – 0.37 – 1.00 – 0.54 –

T7 18.00 – 14.00 – 6.00 – 4.00 – 112.00 – 0.56 – 0.82 – 0.67 –

T8 19.00 – 24.00 – 0.00 – 2.00 – 109.00 – 0.44 – 0.90 – 0.59 –

T9 13.00 – 14.00 – 4.00 – 1.00 – 122.00 – 0.48 – 0.93 – 0.63 –

T
′
0

21.00 (13.0) 19.00 (2.0) 19.00 (7.0) 16.00 (3.0) 79.00 (−25.0) 0.52 (0.2) 0.57 (0.19) 0.55 (0.2)

T
′
1

16.00 (4.0) 17.00 (−2.0) 23.00 (17.0) 13.00 (6.0) 85.00 (−25.0) 0.48 (0.1) 0.55 (−0.08) 0.52 (0.04)

T
′
2

22.00 (3.0) 18.00 (7.0) 10.00 (5.0) 9.00 (5.0) 95.00 (−20.0) 0.55 (−0.08) 0.71 (−0.12) 0.62 (−0.1)

T
′
3

6.00 (−14.0) 9.00 (−6.0) 2.00 (2.0) 5.00 (3.0) 132.00 (15.0) 0.40 (−0.17) 0.55 (−0.36) 0.46 (−0.24)

T
′
4

21.00 (11.0) 13.00 (2.0) 18.00 (12.0) 15.00 (8.0) 87.00 (−33.0) 0.62 (0.14) 0.58 (−0.0) 0.60 (0.07)

T
′
5

11.00 (−1.0) 12.00 (−2.0) 19.00 (13.0) 10.00 (10.0) 102.00 (−20.0) 0.48 (0.02) 0.52 (−0.48) 0.50 (−0.13)

T
′
6

14.00 (4.0) 11.00 (−6.0) 19.00 (17.0) 21.00 (21.0) 89.00 (−36.0) 0.56 (0.19) 0.40 (−0.6) 0.47 (−0.07)

T
′
7

14.00 (−4.0) 17.00 (3.0) 14.00 (8.0) 16.00 (12.0) 93.00 (−19.0) 0.45 (−0.11) 0.47 (−0.35) 0.46 (−0.21)

T
′
8

29.00 (10.0) 27.00 (3.0) 9.00 (9.0) 8.00 (6.0) 81.00 (−28.0) 0.52 (0.08) 0.78 (−0.12) 0.62 (0.03)

T
′
9

15.00 (2.0) 10.00 (−4.0) 13.00 (9.0) 11.00 (10.0) 105.00 (−17.0) 0.60 (0.12) 0.58 (−0.35) 0.59 (−0.05)

AVG 15.50 – 15.45 – 9.65 – 8.20 – 105.20 – 0.49 – 0.68 – 0.56 –

33.33 – 32.83 – 8.43 – 7.10 – 72.32 – 0.50 – 0.78 – 0.60 –
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When comparing the changes within this quadrant, 
half of the inverted tasks perform better or equal to their 
counterparts, whereas the other half performs worse. It 
should be noted that T ′

6 has the largest performance drop 
( −0.09) compared to its counterpart. T ′

0 and T ′
8 have the 

highest increase, with +0.04 in the F1 score. For ZS, the 
number of cases NA remains low (six on average), and 
a clear lean towards positive cases (TP and FP) can be 
observed.

For the last quadrant (Llama-2 ZS-CoT), the general 
observations remain the same. However, the range of F1 
scores is wider, from 0.35 to 0.72. Furthermore, the large 
number of NA cases stands out (105.2 on average), which 
is more than 17 times higher than for GPT-3.5. This also 
implies that only one in three responses was usable for 
classification in the confusion matrix.

In addition to these significant downsides, significant 
differences within the quadrant can also be observed. 
For example, T ′

0 compared to T0 increased its perfor-
mance by 0.2 from 0.35 to 0.55, having the highest posi-
tive difference of a task pair in the results. However, the 
overall performance is still mediocre. T ′

3 has the larg-
est performance drop compared to its counterpart T3, 
which is caused by the steep drop of −0.36 in the recall. 
Excluding these extreme cases, the change in perfor-
mance of inverted tasks and their counterparts are in the 
same range as for GPT-3.5 but still in a wider range. It 
is also worth noting that for the cases with performance 
increase, precision and recall both increase, whereas 
for performance-dropping cases recall seems to have a 
higher impact than precision.

Overall, it can be observed that for GPT-3.5 ZS-CoT 
the average F1 score is higher for normal tasks and drops 

slightly for the inverted tasks. In addition, the results 
seem to be more stable (with a smaller variance) across 
all tasks. Llama-2 ZS-CoT has a wider range and a lower 
average score; however, it also contains strong outliers in 
both positive and negative directions. In addition, it suf-
fers from a high number of NA cases, making the predic-
tion only usable in a low number of cases.

To improve the readability of the detailed Table 3, we 
added a visualization. This figure (Fig. 4) shows the con-
fusion values for the 2 models and methods for all tasks. 
This figure can help to better identify trends and clusters. 
For example, the high number of NA cases for Llama-2 
ZS-CoT becomes obvious, indicated by the red cir-
cles. Outliers also such as Llama-2 ZS for T ′

3 can be spot 
immediately.

Refusal rates
In addition to solely assessing detection performance, 
we also computed the refusal rates (RR) associated with 
each model and technique for every task, measuring the 
ratio of responses labeled as out of the total. Conversely, 
we counted as “valid” all responses that were not labeled 
as (and thus, ending up as TP, FP, FN, TN). The results 
are shown in Table  4. It is observable that for all GPT-
3.5 instances, the refusal rate remains below 10%, with 
the only exception being 0.10 for T1 for ZS. The average 
RR was 0.05 for ZS, which lowered slightly for ZS-CoT. 
In contrast, the refusal rate increases considerably for 
Llama-2. Specifically, for ZS, there is a notable increase 
of approximately +0.20, reaching 25% on average, with a 
particularly high value of 88% for the task T ′

3 . For Llama-2 
ZS-CoT, the average refusal rate increases to 62%, with 
peaks as high as 86%, again for T ′

3 . 

Fig. 4  Visualization of the response length (in characters) shown in Table 3. Different symbols represent the confusion matrix values, whereas 
different colors indicate the methods and models used
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Table 4  Refusal Rates (RR) for both GPT-3.5 and Llama-2 for both methods and all tasks

GPT-3.5 Llama-2

Task #valid NA RR #valid NA RR

Zero Shot T0 146 8 0.05 130 24 0.16

T1 138 16 0.10 128 26 0.17

T2 147 7 0.05 116 38 0.25

T3 148 6 0.04 118 36 0.23

T4 142 12 0.08 128 26 0.17

T5 149 5 0.03 115 39 0.25

T6 152 2 0.01 117 37 0.24

T7 146 8 0.05 128 26 0.17

T8 144 10 0.06 129 25 0.16

T9 148 6 0.04 106 48 0.31

T0’ 141 13 0.08 123 31 0.20

T1’ 140 14 0.09 124 30 0.19

T2’ 147 7 0.05 118 36 0.23

T3’ 149 5 0.03 19 135 0.88

T4’ 148 6 0.04 114 40 0.26

T5’ 152 2 0.01 115 39 0.25

T6’ 145 9 0.06 116 38 0.25

T7’ 144 10 0.06 121 33 0.21

T8’ 145 9 0.06 120 34 0.22

T9’ 143 11 0.07 106 48 0.31

AVG 145.7 8.3 0.05 114.55 39.45 0.25

Zero Shot CoT T0 149 5 0.03 50 104 0.68

T1 142 12 0.08 44 110 0.71

T2 147 7 0.05 39 115 0.75

T3 150 4 0.03 37 117 0.76

T4 145 9 0.06 34 120 0.78

T5 148 6 0.04 32 122 0.79

T6 151 3 0.02 29 125 0.81

T7 147 7 0.05 42 112 0.73

T8 148 6 0.04 45 109 0.71

T9 147 7 0.05 32 122 0.79

T0’ 150 4 0.03 75 79 0.51

T1’ 149 5 0.03 69 85 0.55

T2’ 146 8 0.05 59 95 0.62

T3’ 150 4 0.03 22 132 0.86

T4’ 147 7 0.05 67 87 0.56

T5’ 149 5 0.03 52 102 0.66

T6’ 144 10 0.06 65 89 0.58

T7’ 153 1 0.01 61 93 0.60

T8’ 150 4 0.03 73 81 0.53

T9’ 148 6 0.04 49 105 0.68

AVG 147.62 6.38 0.04 58.04 95.96 0.62

Overall AVG 146.78 7.21 0.05 82.60 71.39 0.46
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Answer to RQ1 Words actually carry weight. We could 
show that rephrasing the semantically equal prompts can 
influence the F1 score up to 15% for GPT-3.5 and 37% for 
Llama-2 (overall min vs. max). Furthermore, contrary to 
common belief (in our data), complex prompts like ZS-
CoT do not benefit the prediction performance and suf-
fer from high refusal rates (up to 86%) for Llama-2.

Textual characteristics ( RQ2)
To answer RQ2 , we present the textual metrics dividing 
the responses to each task in the four classification out-
comes in the confusion matrix, i.e., the TP, FP, TN, and 
FN groups, counting NA as a separate group. Figure  5 
shows the distribution of confusion values for each pair 
of models and prompting techniques. This can be used 
to give more context to the results of the textual analy-
sis. It also shows that GPT-3.5, with both ZS and ZS-
CoT, provides rather balanced responses throughout all 
tasks, with a tendency toward TP and FP cases and an 
overall low number of NA cases. Llama-2 with ZS main-
tains a trend similar to GPT-3.5, despite having a sig-
nificantly higher proportion of NA responses. This then 
further worsens with ZS-CoT where more than 50% of 
the responses were NA. In general, GPT-3.5 performs 
better in both ZS and ZS-CoT configurations, with ZS-
CoT generally improving TP rates and reducing ambi-
guity (NA). Llama-2 struggles significantly compared to 
GPT-3.5, with higher NA counts and reduced TP rates. 
ZS-CoT prompting exacerbates these issues, indicating 
the limitations of the model in handling structured rea-
soning tasks. These observations underscore the impor-
tance of both model choice and prompting strategies in 
achieving reliable vulnerability predictions. GPT-3.5 ’s 
relative robustness to variability and ambiguity makes 
it more suitable for these tasks, while Llama-2 would 
require significant tuning or enhancement for compara-
ble performance.

At this point, we compare the impact of direct and 
indirect language. Tasks phrased in a direct form, like 
“Identify vulnerabilities in the following code” or “Is this 
code vulnerable?” led both models to provide more accu-
rate and confident results, especially GPT-3.5. This type 
of language also often results in more straightforward 
responses, like “Yes, this code is vulnerable”, therefore 
improving TP and TN rates. This was also investigated 
by manual analysis. Speculative language, such as “Could 
the code below be vulnerable?”, often results in responses 
with hedged language like “It s possible...” or “There 
might be vulnerabilities...” This response style increased 
ambiguity, particularly with Llama-2, which struggled to 
provide a conclusive answer and often used softer, incon-
clusive language.

Furthermore, we calculate the difference in the textual 
metric obtained by a task and its inverted counterpart. 
With this, the effect of inverting the task can be observed 
more easily. We present the same analyses for both 
prompting techniques, ZS and ZS-CoT.

Response length
We first investigated the length of the responses meas-
ured by the number of characters, whose results are 
reported in Table 5. Tasks such as T5 or T6 did not yield 
any FN samples, likely caused by the small sample size in 
this category.

ZS Tasks We start by analyzing the upper left quadrant 
(GPT-3.5–ZS) of Table 5. Overall, the response length of 
the tasks is averaged at 1,471 for the TP group, 1,493 for 
the FP, 1,004 for TN, and 1,024 for FN. In addition, NA 
cases average 979 characters in all tasks. This suggests a 
trend of GPT-3.5 generating longer responses when the 
verdict is “positive” (TP and FP), while generating shorter 
responses for “negative” cases (FN and TN). A possible 
explanation could be that when models identify poten-
tial vulnerabilities (true or false positives), they often try 
to justify their findings. This could involve detailing the 
reasoning behind the detection, such as referencing code 
structures, potential risks, or best practices. Conversely, 
assessing the absence of vulnerabilities may not require 
such extensive explanation, as the model can state that no 
issues were found. However, negative cases may conclude 
with an absence of vulnerabilities without requiring sig-
nificant elaboration, especially if no abnormal patterns 
are identified in the code. However, this is hardly distin-
guishable from the NA.

Meanwhile, comparing the averages of the delta values 
indicates a slight overall downward trend for the posi-
tive cases, in contrast to the negative cases, where a slight 
increase in response length can be observed. The largest 
changes in a pair of tasks occurred in the NA cases, with 
−408.40 between T5 vs. T ′

5 and T6 vs. T ′
6 , both indicating 

the least stable length between basic and inverted tasks. 
Similar patterns can also be observed in other catego-
ries. For example, when analyzing T9 and T ′

9 , the response 
length decreases significantly by −430 characters for TP 
cases and −384 characters for FP cases. This highlights 
that even simple modifications to tasks can result in sub-
stantial variations in response length, even in relatively 
stable models like GPT-3.5 ZS.

For the upper right quadrant (Llama-2–ZS), lower aver-
ages can be observed: TP 853, FP 870, TN 686, FN 622, 
and NA 654. Here, too, we observe a trend towards longer 
responses for positive cases and shorter for negative and 
NA cases. However, the range appears to be larger. When 
comparing the normal tasks with their counterparts, e.g., 
FN cases range from −872 ( T3 vs T ′

3 ) to +648 ( T4 vs. T ′
4 ). 
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This observation is not as drastic for the remaining cases, 
but a clear trend cannot be noticed. In addition, distin-
guishing between negative cases and NA cases is not pos-
sible based on the length of the response.

ZS-CoT Tasks
We continue the analysis with the lower-left quadrant 

(GPT-3.5–ZS-CoT) of Table  5. An expected behavior is 
that the response length increases when a more complex 

task is demanded such as the two stages of ZS-CoT, since 
the model is first tasked with describing the input sample 
and then asked to perform the actual task. In our data, 
the general output length is significantly longer (about 
double) than the responses produced by ZS. In the case 
of GPT-3.5 ZS-CoT, on average, this means for TP 1963, 
FP 1994, TN 1853, FN 1928, and 1679.96 characters for 
the NA cases. However, the trend that we observed for 

Fig. 5  Distribution of the responses to each task in the four classification outcomes, also counting the responses labeled as NA
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Table 5  Number of characters (len) in the responses generated by the two models and two prompting techniques for each task. The 
� indicates the difference between a task and its corresponding inverted task

GPT-3.5

Task len(TP) (�) len(FP) (�) len(TN) (�) len(FN) (�) len(NA) (�)

 Zero Shot T0 1072.25 – 1055.82 – 737.43 – 504.00 – 954.88 –

T1 1305.95 – 1305.33 – 1006.47 – 1003.75 – 1233.12 –

T2 1791.73 – 1852.26 – 1200.89 – 1242.40 – 1095.86 –

T3 1837.34 – 1845.99 – 1189.75 – 1300.67 – 933.50 –

T4 1234.36 – 1349.88 – 738.10 – 553.81 – 954.08 –

T5 1699.48 – 1739.69 – 1024.89 – 1209.30 – 1155.40 –

T6 1671.96 – 1764.43 – 1144.88 – 1311.56 – 554.50 –

T7 1341.14 – 1325.56 – 781.25 – 784.62 – 1033.00 –

T8 1294.93 – 1319.12 – 1129.14 – 1052.00 – 993.40 –

T9 1781.92 – 1749.20 – 906.78 – 1026.82 – 920.33 –

T
′
0

1296.66 (224.41) 1311.07 (255.25) 764.17 (26.74) 835.64 (331.64) 757.92 (−196.95)

T
′
1

1372.92 (66.98) 1440.09 (134.76) 1019.24 (12.77) 1027.18 (23.43) 1117.36 (−115.77)

T
′
2

1677.29 (−114.44) 1644.06 (−208.2) 1380.20 (179.31) 1469.64 (227.24) 1180.29 (84.43)

T
′
3

1763.98 (−73.36) 1805.98 (−40.0) 1120.94 (−68.81) 1130.36 (−170.31) 898.60 (−34.9)

T
′
4

1130.03 (−104.32) 1128.92 (−220.96) 773.00 (34.9) 784.88 (231.07) 920.67 (−33.42)

T
′
5

1445.81 (−253.67) 1499.17 (−240.52) 1064.86 (39.97) 1145.09 (−64.21) 747.00 (−408.4)

T
′
6

1687.24 (15.28) 1643.89 (−120.54) 1185.35 (40.48) 1200.00 (−111.56) 1042.78 (488.28)

T
′
7

1226.70 (−114.44) 1234.63 (−90.93) 1138.40 (357.15) 1088.38 (303.75) 1025.10 (−7.9)

T
′
8

1450.50 (155.57) 1486.88 (167.76) 1092.77 (−36.37) 1086.04 (34.04) 1109.78 (116.38)

T
′
9

1351.28 (−430.64) 1364.59 (−384.61) 688.81 (−217.97) 740.48 (−286.34) 963.18 (42.85)

AVG 1471.67 – 1493.33 – 1004.37 – 1024.83 – 979.54 –

 Zero Shot CoT T0 1873.63 – 1924.71 – 1835.40 – 1997.38 – 1504.60 –

T1 2086.04 – 2184.08 – 2021.89 – 2091.04 – 2044.67 –

T2 2125.46 – 2270.69 – 1909.47 – 2020.64 – 1874.29 –

T3 2077.53 – 2103.08 – 1986.80 – 1862.70 – 1850.50 –

T4 1896.82 – 1950.27 – 1800.33 – 1683.16 – 1688.89 –

T5 2053.52 – 2070.70 – 1891.63 – 1895.39 – 1566.50 –

T6 2083.69 – 2137.24 – 1816.81 – 1949.07 – 1558.33 –

T7 1918.00 – 1942.97 – 1668.42 – 1788.00 – 1588.43 –

T8 2013.93 – 2107.93 – 1948.94 – 2025.35 – 1763.67 –

T9 2141.74 – 2195.92 – 1814.22 – 1954.82 – 1754.86 –

T
′
0

1721.60 (−152.03) 1771.07 (−153.65) 1904.73 (69.33) 2108.83 (111.45) 1599.50 (94.9)

T
′
1

1883.36 (−202.68) 2015.17 (−168.91) 1872.74 (−149.16) 1851.70 (−239.35) 1500.80 (−543.87)

T
′
2

2048.47 (−76.99) 2141.00 (−129.69) 1908.41 (−1.06) 2126.92 (106.28) 2265.50 (391.21)

T
′
3

2290.62 (213.09) 2275.41 (172.32) 1909.14 (−77.66) 2011.91 (149.21) 2015.00 (164.5)

T
′
4

1674.49 (−222.33) 1698.63 (−251.64) 1813.12 (12.79) 1752.00 (68.84) 1739.00 (50.11)

T
′
5

1810.54 (−242.98) 1736.56 (−334.14) 1729.38 (−162.25) 1874.17 (−21.21) 1504.00 (−62.5)

T
′
6

2165.02 (81.33) 1924.58 (−212.66) 1945.77 (128.96) 1941.19 (−7.88) 2029.90 (471.57)

T
′
7

1696.78 (−221.22) 1732.77 (−210.2) 1771.67 (103.25) 1888.50 (100.5) 332.00 (−1256.43)

T
′
8

1854.25 (−159.68) 1922.75 (−185.18) 1982.00 (33.06) 2008.55 (−16.81) 1696.50 (−67.17)

T
′
9

1860.50 (−281.24) 1786.86 (−409.05) 1539.61 (−274.61) 1731.14 (−223.68) 1722.33 (−32.52)

AVG 1963.80 – 1994.62 – 1853.52 – 1928.12 – 1679.96 –
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Table 5  (continued)

GPT-3.5

Task len(TP) (�) len(FP) (�) len(TN) (�) len(FN) (�) len(NA) (�)

Overall AVG 1717.74 – 1743.98 – 1428.94 – 1476.48 – 1329.75 –

Llama-2

Task len(TP) (�) len(FP) (�) len(TN) (�) len(FN) (�) len(NA) (�)

 Zero Shot T0 896.85 – 921.98 – 366.00 – 371.22 – 570.12 –

T1 740.69 – 711.91 – 122.88 – 344.10 – 611.42 –

T2 889.98 – 960.55 – 828.17 – 910.25 – 807.92 –

T3 947.86 – 970.96 – 891.17 – 911.33 – 651.42 –

T4 941.04 – 907.24 – 103.79 – 111.21 – 604.69 –

T5 868.10 – 868.77 – 918.14 – 862.75 – 624.26 –

T6 928.40 – 943.91 – 1119.67 – 1070.00 – 773.65 –

T7 924.57 – 965.00 – 556.25 – 366.50 – 643.77 –

T8 705.00 – 807.27 – 752.00 – 697.25 – 655.64 –

T9 920.16 – 956.18 – 935.62 – 992.00 – 768.12 –

T
′
0

788.37 (−108.48) 855.20 (−66.78) 1009.00 (643.0) 0.00 (−371.22) 541.48 (−28.64)

T
′
1

580.33 (−160.36) 624.33 (−87.58) 333.50 (210.62) 437.00 (92.9) 530.57 (−80.86)

T
′
2

925.77 (35.79) 911.87 (−48.67) 752.40 (−75.77) 997.00 (86.75) 602.42 (−205.5)

T
′
3

825.89 (−121.97) 652.57 (−318.39) 524.00 (−367.17) 39.00 (−872.33) 672.44 (21.02)

T
′
4

769.22 (−171.82) 796.81 (−110.43) 874.40 (770.61) 759.54 (648.32) 715.55 (110.86)

T
′
5

815.36 (−52.74) 873.44 (4.67) 358.00 (−560.14) 328.83 (−533.92) 559.26 (−65.0)

T
′
6

941.94 (13.54) 978.02 (34.11) 875.46 (−244.21) 748.36 (−321.64) 662.55 (−111.1)

T
′
7

881.20 (−43.36) 876.56 (−88.44) 619.17 (62.92) 768.71 (402.21) 705.73 (61.96)

T
′
8

854.46 (149.46) 879.07 (71.8) 996.00 (244.0) 847.00 (149.75) 716.82 (61.18)

T
′
9

925.98 (5.82) 947.00 (−9.18) 801.75 (−133.88) 886.75 (−105.25) 666.83 (−101.29)

AVG 853.56 – 870.43 – 686.87 – 622.44 – 654.23 –

 Zero Shot CoT T0 2964.62 – 3562.59 – 3077.50 – 3331.15 – 4615.29 –

T1 3447.92 – 3144.63 – 2718.67 – 4035.29 – 4366.03 –

T2 4557.37 – 3657.55 – 4093.00 – 2660.25 – 4167.33 –

T3 3741.30 – 3268.20 – 0.00 – 2627.50 – 4364.21 –

T4 3567.40 – 3365.55 – 4137.17 – 3175.00 – 4229.15 –

T5 3261.75 – 3386.21 – 5999.33 – 0.00 – 4223.67 –

T6 4171.70 – 3744.71 – 7824.50 – 0.00 – 4021.12 –

T7 3575.33 – 3859.79 – 2461.50 – 2757.00 – 4377.31 –

T8 4267.79 – 3396.50 – 0.00 – 2328.50 – 4253.31 –

T9 4053.15 – 3290.07 – 3129.25 – 8488.00 – 4259.03 –

T
′
0

4023.67 (1059.04) 3311.68 (−250.9) 4258.21 (1180.71) 4135.31 (804.16) 4525.34 (−89.95)

T
′
1

3310.12 (−137.79) 3644.35 (499.72) 3480.87 (762.2) 5108.31 (1073.02) 4430.24 (64.21)

T
′
2

4166.41 (−390.96) 3830.44 (172.9) 3013.70 (−1079.3) 3869.33 (1209.08) 4411.46 (244.13)

T
′
3

3699.83 (−41.47) 3937.22 (669.02) 7441.00 (7441.0) 5101.60 (2474.1) 4180.54 (−183.67)

T
′
4

4411.95 (844.55) 3875.46 (509.92) 3802.94 (−334.22) 5044.73 (1869.73) 4038.59 (−190.56)

T
′
5

3530.27 (268.52) 3943.92 (557.7) 4132.00 (−1867.33) 5652.60 (5652.6) 4094.63 (−129.04)

T
′
6

3631.86 (−539.84) 3463.82 (−280.89) 3374.21 (−4450.29) 4920.43 (4920.43) 4418.70 (397.58)

T
′
7

3702.43 (127.1) 3417.65 (−442.14) 3139.79 (678.29) 3910.88 (1153.88) 4652.11 (274.8)
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ZS does not hold, as the type of classification (positive, 
negative, or NA) is no longer related to the length of the 
responses. In general, the response length appears to 
have fewer (smaller) variations and, therefore, be more 
consistent. However, this does not hold for the NA col-
umn. Here, especially when comparing tasks with their 
inverted version, the way a task is designed seems to 
have a massive impact, reducing the average length from 
1588.43 to 332.00 characters ( T7 vs. T ′

7 ). On the other 
hand, T6 , with 1558.33 characters on average, increases 
in its inverted version, T ′

6 by 471.57 to 2029.90. These 
insights suggest that, while some groups, such as NA, 
show considerable variation, other groups experience 
more moderate shifts between the original values and 
their counterparts.

Lastly, we consider the lower right quadrant (Llama-2–
ZS-CoT). Here, the average character length increases 
compared to GPT-3.5 ZS-CoT. On average, the responses 
are longer than 3,500 characters, also exceeding 4,299 
characters in the case of NA. It should be noted that 
the TN and FN groups experienced significant variabil-
ity, while TP and NA remained relatively stable. Further-
more, inverting the task had an enormous impact on the 
response length when inspecting the TN column. TN 
samples were not generated for T3 ; therefore, a significant 
increase of 7440.00 was created compared to its coun-
terpart T ′

3 . Another example is that T6 has valid samples 
with an average length of 7824.50 characters, but invert-
ing the task significantly reduces the length by 4450.29 
characters to 3374.21.

In general, all combinations of models and techniques 
lean towards longer responses in “positive” cases (TP 
and FP). This might be because the models are trying to 
elaborate on details of the finding and trying to reason 
with parts of the code. However, negative cases (FN and 
TN) are hardly distinguishable from NA cases. Based on 
the results, the behavior of the models in such instances 
is more reminiscent of a pretender providing a response 
without a clear understanding of the underlying answer 
or context (Fig. 6).

Like in RQ1, the visualization of the data in Table  5 
shows trends and outliers. E.g. the graphic shows that the 
responses for Llama-2 ZS-CoT are significantly longer 

than for the other models and methods. The same trend 
can be observed for GPT-3.5 ZS-CoT.

Readability score

Table 6 shows the number of responses discarded due to 
insufficient length (that is, at least 100 words) required 
to run the Fleisch-Kincaid test per pair of models and 
prompting techniques. Such numbers were somehow 
expected, as the ZS prompt tends to produce shorter 
responses, thus more likely to have less than 100 words. 
Moreover, the fact that Llama-2 produced much shorter 
responses is a sign that Llama-2 ’s responses are signifi-
cantly less detailed, which correlates with fewer words.

ZS Tasks Following the previous schema, the results 
of the Flesch-Kincaid test are presented per quadrant 
of Table  7. Starting with the upper-left quadrant (GPT-
3.5–ZS) of Table 7, the results show significant variability 
in readability. For example, the scores for the TP group 
average around 12.8, yet they range from “professional” 
(10.32 in T0 ) to the "college graduate" level (13.98 in T ′

8 ), 
indicating that some responses are substantially easier 
to understand than others. This observation is also true 
for the other groups. For example, the TN group has a 
notably low minimum value of 6.54 in T ′

9 , indicating an 
exceptionally complex text (longer words). In contrast, 
in the FN cases, a higher value of 15.53 can be observed 
for T3 . Overall, the readability score is usually around 
the “college graduate” level, with a slight tendency to use 
more professional English. This is reasonable since these 
responses are more detailed and contain longer words 
and sentences, implying lower readability scores. In addi-
tion, comparing tasks with their counterparts shows that, 
for example, the responses of T ′

0 are significantly easier to 
understand than T0 in all groups.

This trend can also be observed in the other direction. 
For T9 and T ′

9 in the FN and TN groups, the readability 
score changes downward, suggesting that T ′

9 became 
more complex to understand (longer words) than T9 in 
these categories.

For Llama-2 ZS, the average confusion values are sig-
nificantly lower (indicating longer words) compared to 
GPT-3.5 (for example, TP cases: Llama-2 8.56, GPT-3.5 

Table 5  (continued)

Llama-2

Task len(TP) (�) len(FP) (�) len(TN) (�) len(FN) (�) len(NA) (�)

T
′
8

4419.41 (151.62) 3838.78 (442.28) 3491.67 (3491.67) 3779.88 (1451.38) 4191.64 (−61.67)

T
′
9

2998.33 (−1054.82) 3547.80 (257.73) 3941.92 (812.67) 5674.27 (−2813.73) 4179.93 (−79.1)

AVG 3775.13 – 3574.35 – 3675.86 – 3830.00 – 4299.98 –

Overall AVG 2314.35 – 2222.39 – 2181.37 – 2226.22 – 2477.10 –
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12.32). The same trend is observed for the remaining 
confusion values and the cases of NA. Furthermore, ana-
lyzing word lengths, if Llama-2 ZS generates responses 
exceeding 100 words, they tend to include significantly 
longer words. When comparing tasks with their counter-
parts, the average word length remains relatively stable 
for similar cases, but still reflects longer words overall. 
However, exceptions are found: T4 and T ′

4 show a marked 
decrease in word length for the TP ( −3.4) and FP ( −2.22) 
cases. In contrast, TN and FN scores show increases of 
8.66 and 6.53, respectively.

ZS-CoT Tasks For GPT-3.5 ZS-CoT, the overall aver-
ages remain around the same values as for GPT-3.5 ZS, 
indicating similar word lengths compared to the num-
ber of words. For the “positive” values (TP and FP), the 
averages are 12.65 and 12.83, reflecting a higher read-
ability score compared to ZS. This also applies to the 
FN and TN values: 13.33 and 13.17, respectively. In gen-
eral, this suggests that the responses contain moderately 
more complex words, making them understandable for 
trained English speakers, as expected given the task’s 
nature. Examining the pair of notable tasks, T5 and T ′

5 
show a notable decrease in FP ( −1.54) and TN ( −1.53), 

suggesting that the responses for T ′
5 use slightly longer 

words. However, the drastic difference in T7 and T ′
7 (an 

increase of 12.99) can be attributed to the lack of samples 
for T7.

Lastly, the results for Llama-2 ZS-CoT are presented. 
On average, its readability score is slightly higher than 
that of other models or methods, with the maximum 
average in cases of NA at 17.15. However, this increase is 
not sufficient to elevate it into a considerably lower inter-
pretive category. The confusion matrix scores are compa-
rable: TP cases average 14.29, FP cases 13.34, TN cases 
13.76, and FN cases 14.11. Analyzing tasks with their 
counterparts, the FN category shows a notable average 
decrease ( −6.41) in readability compared to other catego-
ries, suggesting that the counterparts often became less 
complex and used longer words (over the total number of 
words) in this category.

Figure 7 shows a graphical representation of Table 7. A 
trend can be observed, that for Llama-2 based models the 
readability scores are unstable. Especially for NA cases of 
Llama-2 ZS the readability scores tend to be higher than 
all other values.

Answer to RQ2 Textual metrics offer valuable insights 
into LLM responses. However, they fail to link these met-
rics to actual verdicts, as models respond consistently 
with the same level of confidence, regardless of the cor-
rectness of the verdict.

Discussion
This section reflects on the observed results and distills 
the main take-away messages that could be found by 
investigating the impact of different task formulations on 
the performance of LLMs for vulnerability prediction.

Fig. 6  Visualization of the response length (in characters) shown in Table 5. Different symbols represent the confusion matrix values, whereas 
different colors indicate the methods and models used

Table 6  Fleisch-Kincaid tests failed

Model/method Responses 
< 100 
words

GPT-3.5 ZS 2,780

GPT-3.5 ZS-CoT 183

Llama-2 ZS 11,230

Llama-2 ZS-CoT 10
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Prompt vs. actual verdicts
Generally speaking, one can conclusively state that Large 
Language Models (LLMs) exhibit a consistent level of 
confidence in their textual responses, irrespective of the 
true outcome of the given task. This claim is supported 
by observed tendencies across different models, regard-
less of the prompting method used, to favor positive 
responses predominantly—either as false positives (FP) 
or true positives (TP). Consequently, it may be beneficial 
to devise strategies that encourage the model to opt for 
more frequent expressions of uncertainty, such as "don’t 
know." Such an approach has the potential to improve 
prediction accuracy, as it would liberate the model from 
the binary constraints of a definitive “yes” or “no” reply.

Impact of minor prompt changes
The study highlighted that minor changes in the prompt 
text—particularly the part about the task—could lead 
to noticeable differences in the LLM output despite the 
semantic meaning remaining the same. To the best of 
our knowledge, this has never been done in other stud-
ies. This underlines the importance of carefully crafting 
prompts for accurate and consistent predictions. This 
finding also has a troubling implication. Asking the LLM 
to solve a task with semantically equivalent prompts 
but using different formulations could yield very differ-
ent results. This raises questions about existing studies 
involving LLMs to predict vulnerabilities and whether 
the observed results can be trusted. Replicating existing 
LLM-based studies using alternative but semantically 
equivalent prompts could assess their validity and reveal 
potential results that could reframe or even invalidate 
prior conclusions.

It could be interesting to investigate the sensitivity to 
the context of the prompt more deeply. This could meas-
ure the degree to which LLM performance depends on 
the exact wording of the input. As a first step in this 
direction, we also briefly investigated the impact of 
rephrasing the second part of the prompt used in the 
ZS-CoT technique as a post hoc analysis. In our case, 
we rephrased the ( <FOLLOW-UP> ) task (as described in 
Sect. 2.4) for the best and worst tasks that GPT-3.5 had 
with ZS-CoT, that is, we did not consider Llama-2 due to 
its bad results with ZS-CoT. The new tasks are reported 
in Table   8. However, this analysis was performed for 
both models. The results of this sub-study are shown 
in Table 9. The results indicate a significant variation in 
the F1 score for both models. Ranging from 0.56 to 0.65 
for GPT-3.5 and 0.61 to 0.69 for Llama-2. However, the 
previous observations still hold, since Llama-2 produces 
nearly 10 times as many NA cases as GPT-3.5. Therefore, 
the significance of these results is limited. Having such a 
significant range with small changes in the prompt also 
underscores the need to replicate existing LLM-based 
vulnerability prediction studies.

Additionally, we observed substantial differences in 
the TP and FP values of certain pairs of tasks and their 
inverted versions, such as between T4 vs. T ′

4 and T6 vs. T ′
6 

within GPT-3.5 ZS-CoT. To shed light on these discrep-
ancies, we conducted a manual analysis of the input sam-
ples and responses for T4 vs. T ′

4 and T6 vs. T ′
6 , particularly 

where the verdicts changed (i.e., the classification for Ti 
was “non-vulnerable”, while for T ′

i  was “vulnerable”). For 
the pair T4–T ′

4 , we found that 49 cases had differing ver-
dicts, with 85% (42 cases) exhibiting opposing results, 
i.e., a task gave “vulnerable” verdict while the other 

Fig. 7  Visualization of the Fleisch-Kincaid scores shown in Table 2. Different symbols represent the confusion matrix values, whereas different colors 
indicate the methods and models used
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gave “non-vulnerable” verdict. In the remaining seven 
instances, one of the two tasks in the pair did not yield 
a clear verdict (i.e., “NA”). A similar pattern emerged for 
the pair T6–T ′

6 , with 82% of the 63 cases showing diver-
gent results, including 11 pairs with an “NA” verdict. This 
analysis highlights that minor task alterations, such as 
inversion, can significantly affect detection performance 
and may even yield totally different results.

Using state‑of‑the‑art LLMs
To bridge the gap between the evaluation of our foun-
dational approaches and modern LLMs, we adapt and 
validate the top 3 tasks for both ZS and ZS-CoT prompt-
ing on leading large language models, based on Hugging 
Face’s Big Code Models Leaderboard for Java,10 which 
evaluates (among other) the code understanding prop-
erties of LLMs. From this leaderboard, we selected the 
two main foundational models: Qwen2.5-Coder and 
DeepSeek-Coder.

The top half of Table 10 presents the results for the ZS 
prompting applied to Qwen2.5-Coder and DeepSeek-
Coder. In this case, the best tasks were T0 , T2 , and T ′

7 . 
Qwen2.5-Coder achieved an average recall of 0.90, with 

results ranging from 0.84 in T ′
7 to 0.95 in T2 . The preci-

sion of Qwen2.5-Coder is moderate at an average of 0.5, 
while its overall F1 score is 0.64, remaining rather con-
sistent for all tasks. In the end, the results for Qwen2.5-
Coder are not too different than those seen for “older” 
models Llama-2 and GPT-3.5. The results of DeepSeek-
Coder are quite similar. Its precision has an average of 
0.51, with the average recall slightly (but negligibly) bet-
ter, reaching 0.93. This resulted in an average F1 score of 
0.66, reaching 0.70 for T0 . In contrast to that, DeepSeek-
Coder produces a significantly higher number of “NA” 
responses than Qwen2.5-Coder ( ∼ 4 times more on aver-
age), indicating that it might be harder to get a clean pre-
diction from DeepSeek-Coder, but overall better results, 
when a clear response was given.

The bottom half of Table 10 shows the results for ZS-
CoT applied to Qwen2.5-Coder and DeepSeek-Coder. In 
this case, the best tasks were T3 , T ′

0 , and T ′
4 . When ana-

lyzing the performance of the given tasks, a clear pattern 
emerges: Qwen2.5-Coder captures almost every positive 
instance, producing exceptionally high recall rates of 0.97 
on T ′

0 , and even perfect on T ′
4 , resulting in an average of 

0.99. As a result, it fails to miss virtually any true posi-
tives (only three total false negatives out of three tasks), 
but this comes at the cost of nearly indiscriminate posi-
tive prediction. The precision, however, stands on 0.5 

Table 8  Additional tasks that only changed the second part of the CoT prompt

Task First prompt Second prompt

T̃1
Evaluate the code below for potential vulnerabilities. Is the code vulnerable?

T̃2
Evaluate the code below for potential vulnerabilities. Can you find a vulnerability?

T̃3
Evaluate the code below for potential vulnerabilities. Tell me if the code is vulnerable.

T̃4
Investigate the code below for any possible vulnerabilities. Is the code vulnerable?

T̃5
Investigate the code below for any possible vulnerabilities. Can you find a vulnerability?

T̃6
Investigate the code below for any possible vulnerabilities. Tell me if the code is vulnerable.

Table 9  Performance of the additional CoT tasks

GPT-3.5 Llama-2

Task TP FP TN FN NA Pr Re F1 TP FP TN FN NA Pr Re F1

T̃1
50 48 24 20 12 0.51 0.71 0.60 41 44 5 6 58 0.48 0.87 0.62

T̃2
72 72 3 3 4 0.50 0.96 0.66 26 29 0 4 95 0.47 0.87 0.61

T̃3
51 47 23 24 9 0.52 0.68 0.59 57 48 4 4 41 0.54 0.93 0.69

T̃4
48 47 24 27 8 0.51 0.64 0.56 45 42 8 6 53 0.52 0.88 0.65

T̃5
68 66 9 9 2 0.51 0.88 0.64 27 27 0 2 98 0.50 0.93 0.65

T̃6
46 45 25 27 11 0.51 0.63 0.56 47 47 6 8 46 0.50 0.85 0.63

Total 335 325 108 110 46 0.51 0.75 0.61 243 237 23 30 391 0.51 0.89 0.65

10  https://​huggi​ngface.​co/​spaces/​bigco​de/​bigco​de-​models-​leade​rboard

https://huggingface.co/spaces/bigcode/bigcode-models-leaderboard
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on average, not much different than the ZS case. These 
shortcomings in precision lead, in the end, to a compa-
rable F1 score to the older models Llama-2 and GPT-3.5. 
DeepSeek-Coder, in contrast, was much better in classi-
fying true negatives (37 in total across the three tasks), 
but its recall dropped to an average of 0.84, i.e., 0.15 less 
than Qwen2.5-Coder. DeepSeek-Coder too stopped at 
an average precision of 0.51; hence, its average F1 score 
was lower than Qwen2.5-Coder due to its lower average 
recall.

In practical terms, one should prefer Qwen2.5-Coder 
if missing a true positive carries a high cost and you can 
tolerate frequent false alarms; DeepSeek-Coder is a bet-
ter fit when a more reliable negative judgment, fewer 
false positives are required. Overall, they are not much 
different from smaller models like Llama-2 and GPT-3.5, 
which we assessed in the main part of the study.

Characteristics of responses
There are no clear or directly noticeable patterns in 
response quality related to correctness, besides positive 
classifications (TP and FP) produce longer responses (for 
example, TP and FP responses are ∼500 characters longer 
than TN, FN, and NA for GPT-3.5–ZS). However, our 
analysis only scratched the surface of possible analysis 
methods. Analyzing these properties further can provide 
insight into improving LLM performance. For example, 
leveraging the content of each response with “thematic 
analysis” or “topic modeling” could be used to find better 
correlations between specific words used and the actual 
analysis verdict. These methodologies are designed to 
discern and elucidate persistent patterns or motifs within 
responses. In doing so, they may also facilitate the dis-
covery of deeper and more comprehensive insights.

Analysis of failure patterns
To underline the characteristics of the responses, we 
also searched for potential patterns in the cases where 

the models had a “NA” verdict. Namely, we manually 
inspected and categorized the “NA” responses of the best 
three tasks for the best-performing model GPT-3.5 for 
both ZS and ZS-CoT—the same also involved in Sect. 4.3. 
The results are presented in Table 11. The categories were 
created using an inductive approach: The categories were 
created while reviewing the responses. This leads to the 
following four categories:

•	 CD – Clear but Doubt. The response contains a clear 
verdict, but it also expresses doubts on its own ver-
dict, e.g., ‘there are no obvious vulnerabilities, it is dif-
ficult to definitively determine if there are any vulner-
abilities’.

•	 MC – Missing Context. The response contains a 
phrase indicating that more information/context is 
needed to asses the vulnerability, e.g. ‘without the full 
context of the application and its usage, it’s difficult to 
definitively determine if there are any vulnerabilities’.

•	 MI – Missing Implementation. The response calls 
for the exact implementation of some elements of 
the method analyzed, e.g., ‘it’s difficult to definitively 
identify the number of vulnerabilities without a com-
prehensive understanding of the entire system and the 
implementation details of the KeyStoreHelperUtil’.

•	 CV – Code explanation without Verdict. The 
response only summarizes or describes the lines of 

Table 10  Best 3 performing ZS and ZS-CoT tasks applied to state-of-the-art LLMs

Qwen2.5-Coder DeepSeek-Coder

Task TP FP TN FN NA Pr Re F1 TP FP TN FN NA Pr Re F1

 ZS T0 67 68 6 7 6 0.50 0.91 0.64 66 55 5 1 27 0.55 0.99 0.70

T2 72 74 2 4 2 0.49 0.95 0.65 61 64 4 4 21 0.49 0.94 0.64

T
′
7

61 62 6 12 13 0.50 0.84 0.62 48 46 11 8 41 0.51 0.86 0.64

Average 66.66 68.00 4.66 7.66 7.00 0.50 0.90 0.64 58.33 55 6.66 4.33 29.66 0.51 0.93 0.66

 ZS-CoT T3 76 68 8 1 1 0.53 0.99 0.69 72 74 2 5 1 0.49 0.94 0.65

T
′
0

73 75 1 2 3 0.49 0.97 0.65 61 57 19 15 2 0.52 0.80 0.63

T
′
4

74 73 0 0 7 0.50 1.00 0.67 53 46 16 16 23 0.54 0.77 0.63

Average 74.33 72.00 3.00 1.00 3.66 0.51 0.99 0.67 62.00 59.00 12.33 12.00 8.66 0.51 0.84 0.64

Table 11  Number of times a response ended up with the four 
pattern of “NA” verdict responses

Task CD MC MI CV

 ZS T0 4 4 0 0

T2 0 6 0 1

T
′
7

0 7 0 3

 ZS-CoT T
′
0

0 4 0 0

T3 0 3 1 0

T
′
4

0 7 0 0
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the given method without assessing potential vulner-
abilities, and remains rather vague.

As presented in Table  11, the vast majority of “NA” 
cases for both prompting types fell into the MC (Miss-
ing Context) category, indicating the need for additional 
context to assess the vulnerability fully. This was rather 
expected since the analyzed method often invoked vari-
ous other methods, which were not part of the given con-
text. Therefore, it remains very challenging for the model 
to understand the full context if the full source code is 
not recognized. The MI (Missing Implementation) case 
for T3 in ZS-CoT can be viewed as a specialized case of 
MC, since the response calls for further detail, but on a 
specific part of the code. The CD (Clear but Doubt) fol-
lows a similar pattern, since the responses indicate the 
absence of obvious vulnerabilities; however, it cannot 
guarantee it due to missing information about the rest of 
the system/program. This happened four times for task 
T0 in the ZS case. For CV (Code explanation without Ver-
dict) cases, the response contains a very general vulner-
ability assessment that is not specific to the given code. 
In addition, the parts that are specific only summarize or 
describe the lines presented in the input. This happened 
three times for task T ′

7 in the ZS case.
In summary, our inductive analysis of the “NA” 

responses revealed that most of the model s uncertainty 
stems from insufficient context: Without access to the 
complete codebase or implementation details, GPT-3.5 
frequently defers judgment. A smaller subset of cases 
reflects more specific implementation gaps (MI) or cau-
tious hedging despite apparent clarity (CD). At the same 
time, purely descriptive answers (CV) underscore its ten-
dency to explain rather than evaluate when uncertain. 
These findings highlight the critical role of visibility in 
the full context of reliable vulnerability assessment.

Vulnerability severity analysis

To further discuss the impact on real-world scenarios, 
we perform a vulnerability context analysis. Therefore, 
we mapped all samples from the input dataset to their 
respective CVSS v4.0 scoring.11 This rating system cat-
egorizes all CVEs into four different severity levels: low, 
medium, high, and critical. Next, we analyze the 
detection performance in each severity category for the 
4 models in the top 3 tasks per promoting technique—
the same also used in Sect. 4.3. The results of this analy-
sis can be found in Table  12. The findings demonstrate 

that across all models examined, particularly within the 
severity categories, the number of True Positive (TP) and 
False Positive (FP) instances is approximately equivalent. 
This suggests that there is effectively a 50:50 probability 
of correctly identifying high-risk vulnerabilities when the 
model claims to have found one, independent of their 
severity. This detection rate is further supported by the 
precision metrics of the overall detection performance 
(from Table 3). Furthermore, it is important to note that 
for both Llama-2 (ZS-CoT) and DeepSeek-Coder (ZS), 
the significant number of cases NA complicates the abil-
ity to draw definitive conclusions from this analysis. 
In particular, T3 on Llama-2 appears to encounter the 
most significant challenges in assessing high-severity 
vulnerabilities, with 48 cases marked as NA. In contrast, 
DeepSeek-Coder faces the greatest difficulty with high-
severity vulnerabilities in T ′

2 , where 23 cases were desig-
nated as NA.

Challenges in automated evaluation
A significant limitation in the use of conversational LLMs 
such as GPT-3.5 and Llama-2 for vulnerability prediction 
is the challenge of establishing a simple, fully automated 
response evaluation process. Despite deterministic con-
figurations, such as setting the temperature parameter to 
zero, variations in output can still occur due to inherent 
model uncertainties and contextual nuances of prompts. 
These inconsistencies require manual inspection to 
ensure accurate interpretation and labeling, as observed 
in this study, which involved extensive human interven-
tion. Evaluating responses is difficult due to the variability 
and occasional inconclusive output of the models, requir-
ing manual oversight to validate and interpret responses.

To address this, we propose a "response radar" tool con-
cept to extract the gist of the responses. This tool concept 
would filter out irrelevant or verbose content and focus 
on providing concise summaries to assist reviewers in 
making final decisions.

Given the dynamic and verbose nature of conversa-
tional LLM outputs, distinguishing meaningful insights 
from extraneous or low-value content is a significant 
challenge. We observed that responses often included 
verbose reasoning, irrelevant tangents, or statements of 
uncertainty, which can obscure the core message. This 
necessitates the development of a mechanism designed 
to analyze the gist of the model’s response, filtering 
out noise and irrelevant elements to improve the inter-
pretability of output. This tool concept acts as a sort of 
“response radar” that would serve as an intermediary 
analytical layer, processing model-generated responses 
to identify and highlight their essential components. 
This system could leverage Natural Language Process-
ing (NLP) models, such as fine-tuned LLMs or other 11  https://​nvd.​nist.​gov/​vuln-​metri​cs/​cvss

https://nvd.nist.gov/vuln-metrics/cvss
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state-of-the-art natural language understanding meth-
ods. The tasks of this response radar could be:

•	 Gist Extraction: Summarize the primary message or 
conclusion of the response, focusing on key phrases 
or direct answers relevant to the task (e.g. “The code 
is vulnerable due to reason X”).

•	 Filter Noise: Identify and prioritize content flagged as 
extraneous or irrelevant, such as verbose reasoning, 
redundant explanations, or overuse of hedging lan-
guage (“might,” “possibly,” and similar terms).

•	 Quantify Confidence: Provide metrics or indicators 
of the response’s confidence and clarity by assessing 
patterns in the language, such as the use of definitive 
statements versus ambiguous qualifiers.

•	 Highlight Actionable Insights: Emphasize actionable 
suggestions or findings, such as specific vulnerabili-
ties or improvements mentioned, while suppressing 
overly generic advice or conceptual filler.

Developing an effective response radar requires tuning its 
model on a corpus of annotated responses, distinguishing 

high-value content from noise as a starting point, the 
manually reviewed responses of our study can be used 
to this end. In addition, integrating feedback loops from 
human reviewers could refine its accuracy over time. A 
well-designed system could significantly enhance the usa-
bility and reliability of conversational LLMs in complex 
tasks like vulnerability prediction by acting as a filter and 
guide to interpret LLM responses.

Furthermore, models often produce responses with 
“extraneous” elements, such as irrelevant information, 
redundant explanations, and characters in lines new ( \
n). These artifacts complicate the automated parsing and 
assessment of the outputs. For example, while models 
attempt to identify vulnerabilities, they frequently hedge 
their assertions using uncertain terms like “might” or 
“potentially,” which require nuanced interpretation to 
infer the intended classification (e.g., “vulnerable” or “not 
vulnerable”). The variability and uncertainty in model 
reasoning also highlight limitations in their robustness 
and reliability, particularly when the prompt structure 
changes slightly. This lack of consistency in reasoning, 
coupled with lengthy or tangential content, underscores 

Table 12  Vulnerability severity analysis showing the detection performance by severity category (CVSS v4.0 Ratings) of the top 3 tasks 
(based on performance) for all 4 LLMs

GPT-3.5 Llama-2 Qwen2.5-Coder DeepSeek-Coder

Severity Task TP FP TN FN NA TP FP TN FN NA TP FP TN FN NA TP FP TN FN NA

ZS Critical T0 13 12 0 0 3 13 13 1 1 0 13 14 0 0 1 14 12 0 0 2

T2 11 10 3 3 1 9 9 0 1 9 14 13 0 0 1 12 12 0 0 4

T7’ 13 13 0 0 2 9 9 1 1 8 14 13 0 0 1 12 11 2 0 3

High T0 29 25 5 0 1 20 21 5 4 10 26 27 2 3 2 27 23 1 0 9

T2 27 26 1 3 3 23 23 2 2 10 27 29 1 2 1 27 26 1 0 6

T7’ 27 22 5 2 4 23 20 4 3 10 20 24 1 7 8 14 14 4 5 23

Medium T0 28 26 1 0 3 19 20 3 4 12 26 23 4 2 3 23 18 3 1 13

T2 27 23 4 1 3 18 19 3 1 17 27 28 1 2 0 21 24 2 3 8

T7’ 24 21 5 4 4 19 22 1 3 13 24 22 4 4 4 20 18 4 3 13

Low T0 1 2 1 1 1 3 3 0 0 0 1 3 0 2 0 2 2 1 0 1

T2 0 2 1 3 0 3 2 1 0 0 3 3 0 0 0 0 1 1 1 3

T7’ 1 3 0 2 0 3 3 0 0 0 2 2 1 1 0 1 2 1 0 2

ZS-CoT critical T3 12 12 1 2 1 3 3 0 2 20 13 11 2 1 1 13 13 0 1 1

T0’ 11 8 4 3 2 6 6 1 1 14 13 13 0 0 2 10 13 0 4 1

T4’ 12 11 2 2 1 4 5 0 1 18 13 11 0 0 4 10 10 2 3 3

high T3 27 22 7 3 1 6 6 0 0 48 30 28 2 0 0 28 28 2 2 0

T0’ 22 19 11 6 2 14 21 2 4 19 28 30 0 1 1 23 20 10 7 0

T4’ 27 28 2 3 0 7 9 0 1 43 28 29 0 0 3 22 18 8 4 8

medium T3 24 23 5 4 2 9 6 0 0 43 29 26 3 0 0 27 29 0 2 0

T0’ 15 18 8 9 8 18 16 2 1 21 28 28 1 1 0 25 20 9 3 1

T4’ 27 24 4 2 1 14 12 0 0 32 29 29 0 0 0 18 15 5 8 12

low T3 2 1 2 1 0 2 0 0 0 4 3 3 0 0 0 3 3 0 0 0

T0’ 1 2 1 2 0 3 1 0 0 2 3 3 0 0 0 2 3 0 1 0

T4’ 1 2 1 2 0 2 1 0 0 3 3 3 0 0 0 2 2 1 1 0
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the need for iterative prompt refinement and manual val-
idation of outputs. These challenges prevent the adoption 
of a fully automated pipeline for vulnerability prediction 
and require a hybrid approach that combines automated 
initial evaluations with human oversight for the final 
judgment.

Guidelines to improve task performance
The results of this study could also be useful for engi-
neers and security specialists. Therefore, a series of heu-
ristics can be derived to support prompt engineering in 
vulnerability detection. First, tasks should be concise 
and straightforward, as too detailed instructions tend to 
lower readability without enhancing classification per-
formance. In addition, using ZS-CoT can improve rea-
soning by encouraging analytical thinking, but should 
be accompanied by clear follow-up instructions to mini-
mize ambiguous or incomplete responses. On another 
note, inverted tasks generally perform lower, particularly 
with GPT-3.5, and should be avoided unless thoroughly 
validated in controlled environments. Also, querying 
the same prompt multiple times and employing major-
ity voting among the outputs increased stability and 
minimized random variations, offering a straightfor-
ward yet effective strategy for deployment. Practitioners 
should also be cautious of too brief or nonspecific tasks, 
which frequently resulted in inconsistent or poor qual-
ity responses. Together, these strategies present a set of 
practical practices that equip engineers to design more 
reliable triggers and effectively use LLMs for vulnerability 
assessment.

Threats to validity
Sampling biases: The manual evaluation process may be 
susceptible to sampling bias if the selection of vulnerabil-
ity instances is not representative of the general popula-
tion of vulnerabilities. Bias may arise if certain types of 
vulnerability are overrepresented or underrepresented 
in the evaluation dataset, leading to skewed conclusions 
about the model’s performance. Using a single batch of 
154 Java methods may not provide a comprehensive 
view of all possible vulnerabilities. The variability in the 
types of vulnerability across the data sets could impact 
the effectiveness of the model when generalized to other 
software contexts.

Inter-Rater Reliability: The reliability of manual eval-
uation depends on the agreement among different 
evaluators to identify and label vulnerabilities. Lack of 
consistency between evaluators in recognizing and cat-
egorizing vulnerabilities can undermine the reliability of 
the evaluation results, introducing uncertainty into the 
evaluation of model performance.

Temporal Bias: The evaluation data set may not reflect 
the temporal evolution of vulnerabilities over time. The 
vulnerabilities present in the evaluation dataset may dif-
fer in prevalence, severity, or characteristics from those 
encountered in current or future contexts, potentially 
biasing the evaluation results and limiting the applicabil-
ity of the findings to contemporary settings.

Internal Validity: Prompt Interpretation and Labe-
ling: Since responses were manually labeled according 
to interpretation, subjective biases could influence label 
assignment, particularly in ambiguous cases. The manual 
interpretation process, even with consistency checks, 
might introduce errors or inconsistencies.

Repetition Consistency: Although the prompts were 
repeated to ensure consistency, the variability in some 
model responses (particularly ChatGPT−3.5) may affect 
internal consistency, which could limit the reproducibil-
ity of certain results.

Construct Validity: Prompt Rephrasing as a Per-
formance Measure: The study assumes that prompt 
rephrasing significantly impacts model performance in 
vulnerability detection. However, other factors, such as 
model configuration or inherent biases in LLMs, could 
also play a role. This reliance on prompt formulation 
alone may not capture all the variables that impact accu-
racy. Furthermore, we also analyzed other metrics like 
cosine similarity, word and punctuation count, and vari-
ous other readability scores (found in the (online) appen-
dix). However, these analyzes did not provide deeper 
insight or uncover new patterns that were not already 
discovered by the metrics presented in this article.

External Validity: The results may not be generalized 
to other LLMs, programming languages, or types of soft-
ware vulnerabilities.

The selection of LLMs may influence the outcomes of 
this study, complicating the ability to generalize the find-
ings about the observed performance to all kinds of large 
language models. Further analysis of two state-of-the-art 
models, i.e., Qwen2.5-Coder and DeepSeek-Coder, indi-
cated that Llama-2 and GPT-3.5 operate within a com-
parable range, allowing the same conclusions regarding 
trends and the influence of minor prompt alterations to 
also hold for other more advanced models.

Related work
This section provides a review of prior studies, method-
ologies, and frameworks relevant to our research. This 
section compares our work within the existing body 
of knowledge, by examining recent advancements and 
key studies of two general categories: First, LLM- and 
prompt-based vulnerability prediction and second, 
research focusing on the impact of rephrasing in prompt 
based LLMs.
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Cheshkov et  al. (2023) evaluates the performance of 
GPT-3 models for code vulnerability prediction in Java. 
They analyzed the performance capabilities for binary 
and multi-label CWE classification. For the binary clas-
sification they used prompts like "write whether the vul-
nerability is contained in the code in the Yes/no format" 
or "write whether this function is vulnerable:". For the 
multi-class labeling prompts like: "Which of these types 
of vulnerabilities is contained in the code?" plus a list of 
possible CWE classes. In their experiments GPT−3.5-
turbo had a F1-score of 0.62 which is lower then the pre-
decessor text-davinci-003 with 0.67 f1-score. The authors 
also point out that CoT prompting could also be an inter-
esting direction to continue.

Jensen et  al. (2024) also created an evaluation of 
LLMs for vulnerability prediction. Hereby, they used a 
large variety of models (9 in total) on various datasets. 
To construct the used prompts, they utilized zero-shot 
and chain-of-though prompts. When applied to flag-
ging security vulnerabilities, the top proprietary model 
achieves an accuracy exceeding 95.6% and an F1 score 
above 37.9%. For software functionality validation, the 
model reaches an accuracy and F1 score over 88.2%. 
Additionally, the model’s vulnerability descriptions align 
with actual vulnerabilities more than 36.7% of the time.

Yin et  al. (2024) tested state-of-the-art vulnerability 
detection (11 in total) LLMs and additionally, fine-tuned 
them for vulnerability detection, assessment, location 
and description tasks. The results are ranging from under 
10% in f1-score up to the best performing model (SVulD 
(Ni et al. 2023)) having a f1-score of 33.6% for the vulner-
ability detection task.

Although, researchers use LLMs in various vulner-
ability applications including vulnerability prediction, the 
related work lacks to provide a systematic source for the 
prompts or task definitions used in these applications, 
especially a detailed discussion of the impact of differ-
ent phrasing. This shows a gap in research leading to this 
work.

Conclusion
In this study, we explore how prompt phrasing affects the 
accuracy and reliability of large language models (LLMs) 
in the context of vulnerability prediction. Further, how 
the LLM’s response behavior changes based on differ-
ently phrased semantically equal tasks. By systematically 
varying the task formulations and employing advanced 
techniques such as Zero-Shot and Zero-Shot Chain-
of-Thought (ZS CoT), we evaluated the performance of 
two prominent LLMs (ChatGPT−3.5, LLaMA2) on their 
ability to detect vulnerabilities in Java code. Our find-
ings reveal that subtle differences in task phrasing can 
substantially influence model predictions, indicating a 

sensitivity in LLMs to linguistic properties that extend 
beyond traditional prompt engineering insights.

In particular, our results indicate that prompt rephras-
ing can significantly impact classification outcomes, with 
particular formulations that produce improved predic-
tion metrics such as precision, recall, and F1 score. This 
leads to inquiries regarding current research using LLMs 
for vulnerability prediction, and whether the outcomes 
observed are reliable and reproducible. However, this 
needs to be investigated further.

Furthermore, we present a novel approach to cor-
relating textual metics with the outcome of prediction 
verdicts. However, we were unable to identify a clear pat-
tern besides a connection between positive predictions 
(TP and FP) and the length of the response. The analysis 
showed the necessity of further investigations into more 
profound textual analysis like "thematic analysis" or "topic 
modeling". In addition, we proposed additional studies 
that involve the development of a "response radar" that 
can help LLM response reviewers to highlight important 
parts of a response or filter out noise.

This research underscores the importance of prompt 
phrasing as a factor in maximizing the efficacy of LLMs 
for security-related tasks. By refining prompt strategies 
and recognizing the effects of linguistic variation, devel-
opers and researchers can better leverage LLMs for prac-
tical applications in vulnerability detection. Future work 
could further refine these findings by building on these 
insights and creating a predictor based on the linguistic 
properties of responses, ultimately leading to the devel-
opment of more robust and reliable LLM-based tools 
for software vulnerability prediction. Besides, we plan 
to integrate the findings of this analysis by widening the 
scope to other programming languages like C/C++ or 
Python and involve a wider set of vulnerabilities for 
Java to confirm the patterns observed here. In particu-
lar, we plan to examine the differences and peculiarities 
across the various languages to observe whether certain 
prompt styles work better in specific circumstances. To 
enable this extension without demanding a high human 
effort, we will design an automated assessment mecha-
nism of the LLM responses to relieve the load of the 
inspectors in determining the models’ exact predictions.

Appendix A additional response analysis
As mentioned in Sect. 3.2, we performed additional tex-
tual analysis of the responses. Across the tables, we assess 
the two models under two prompting strategies on vari-
ous tasks: Table  13 compares ten?run majority?voting 
performance to single?run scores (with �S quantifying 
that gap), Table  14 reports the average cosine similarity 
among the ten outputs (with � indicating the difference 
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between each task and its inversion), Table 15 tabulates 
punctuation counts (again using � for the task-inversion 
contrast), Table  16 gives Coleman-Liau readability indi-
ces (with � between original and inverted tasks), and 
Table  17 presents Automated Readability Index (ARI) 
values (with � denoting the same original-inversion 
differences).
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